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Bonblwe aHanuTUkun

O3HakoMUTbCA C ApyrMMmn otyetamm komnaHum «Poctenekom-Conap» 1 nognucartbcs
Ha OBHOBMNEHUS.
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O komaHpe Solar JSOC CERT

LleHTp paccnepoBaHus knoepuHuyaeHTtos Solar JSOC CERT
Hayan ceoto paboty B 2017 rogy. CerogHa nogpasgeneHme
3aHMMaeTCcs paccnegoBaHMeM VHUMOEHTOB 060N CNOXHOCTH,
BKJIlOYas Hanbonee NPoaBuMHyTbie aTaky OT rpynnMpOBOK
YPOBHS MHOCTpPaHHbIX cneucnyxo6. Tak, B 2020 r. akcnepTb!

Solar JSOC CERT o6HapyXunu HOBYO rpynnupoBky TinyScouts,
NCNOMb3YIOLLYI0 MHOFOCTYMNEeHYaTyo CXeMy MPOHUKHOBEHUS

B MHPPACTPYKTYpY 1 YHUKanbHoe BpegoHocHoe [10.

B 2021 r. coBmecTtHO ¢ HKUKW BbISIBUNK 1 3abnokmpoBanu
cepuio MacluTabHbIx atak MHOCTPaHHbIX XakepoB Ha dedepanbHble
opraHbl Bnactmn PO, a Takxe npenorspaTniv NOnNbITKy 60THETA
Meris 3axBatutb 60onee 45 Tbic. ycTpomncTs. B 2022 r. B xone
paccnenoBaHns OgHOWM U3 kmbepaTtak LEeHTpP BblsBU/ HOBbIE
HepocTatkn 6ezonacHocTy B MO ang 3awmtbl pabounx MecT -
VipNet Client komnaHumn «NHboTeKC».

CobcTBeHHas nccneposaTtenbckas nadopatopus Solar JSOC CERT
eXe[OHEBHO aKTyanuanpyeT yHuKanbHyo 6a3y NMHONKaTOPOB
N 3HAHWUIN O HOBbIX YrPO3ax 3a CYET:

MOHUTOPWHIa 1 aHanmaa NHepacTpykTyp 280+ KNNEHTOB,
KOMMEPYECKMX NOANUCOK,
NHGOPMALIMOHHbIX OOMEHOB,

pa3BepPHYTOM CETU CEHCOPOB 1 XxaHMNoToB «Poctenekom-
Conap».

PelwatoLyto ponb B NPOakTUBHOM 3awimTe OT yrpo3 urpaet Threat
Hunting — ogHO 13 HanpaBneHun paboTbl LeHTpa.

Y3Hatb 6onblie o Threat Hunting n Solar JSSOC CERT.



https://rt-solar.ru/events/news/1915/
https://rt-solar.ru/events/news/2189/
https://rt-solar.ru/events/news/2343/
https://rt-solar.ru/events/news/2746/
https://rt-solar.ru/events/news/2746/
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BcTtynneHue

B Solar JSOC CERT o6paTtuncs 3akasd4yumk, KOTOpbI 6bin

atakoBaH wndposanblmkom Hardbit 3.0. Mbl nposenn aHanna
NpeaoCcTaBneHHOro obpasua 1 06HapyXnM BO3SMOXHOCTb
pacwndpoBaTb 3awmdpoBaHHbie dannbl. B aTom oTyeTe Mbl
NOAPOOHO pacckaxeMm, 3a CHET Yero 1 ans kakmx sepcumn HardBit
BO3MOXHa paclumdpoBKa (AeKpunTop - B KOHLUE OT4yeTa), NnposegemM
aHanna sepcun wndposanblmMka, aanuM CBOE NpennonoxXeHue,

N3 Kaknx CeMencTB NosBuInCb nepsble Bepcun HardBit, a Takxe
noKaxem MMeLWNNCS Hapsaay ¢ wudposaHnem byHKUMOHan
Bavinepa.
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[pynnuposka HardBit

pynnuposka HardBit ny6nuyHo nasecTtHa ¢ okTa6psa 2022 r.
TpebyeT Bblkyn B GBUTKOMHax 3a pacumndpoBKY AaHHbIX.

[ns cBA3KM 3NOYMbILLNEHHNKN NpeanaraloT 3NeKTPOHHYIO
nouTy 1 mecceHgxep Tox.

HekoTopble nctounnkm B mapte 2023 r. coobwanu, yto HardBit
NCNONb3yeT TEXHUKY «OBONHOro wndpoBaHma» (korga nepeq
WndpOoBaHNEM BbINOMHAETCA BbIrPy3Ka KPUTUYHbIX 015 XEPTBbI
dannoB 1 BOBMOXHOCTb UX ONy6NnMKOBaHMS B AanbHeNLWeM
NCNoNb3yeTcs Kak AOMOMHUTENbHbIN pPblyar AaBneHus), opyrme

B peBpane Toro xe roga nucanu, 4To NnogobHas TeXHMKa

He nucnonbdyeTca. Cyas No TekcTy ransom note, B €ro nepBbix
BEPCUSAX HE ObINO YMOMUHAHUN O KPUTUYHBIX AaHHbIX, 8 CO BTOPOW
BEPCUN — NOSIBUMNCD:

Note:

Sensitive data on your system was DOWNLOADED.
If you DON'T WANT your sensitive data to be
PUBLISHED you have to act quickly.

Y rpynnupoBku HeT DLS-canTa, 1 Mbl He Hawnm nHeopmMaunm
B OTKPbITbIX MICTOYHMKAX O Ny6nukaumm gaHHbix ot HardBit.

B ¢eBpane 2023 HardBit nouemy-To nony4dmnna 60nbLuyto ornacky
B Ib-coobuwiecTBe n3-3a pasgena ¢ nHbopmaumen o
KnbepCTpaxoBke B TEKCTE ransom note, B KOTOPOM
3M10YMbILNEHHUKN PEKOMEHAYIOT aHOHMMHO COOBLLUTD

UM O HaNN4Mm 1 YCNoBUSIX KNOEPCTPaxXOBKKW, YTOObI OHU MOT/M
MCNONb30BaTb 3Ty MHGOPMaLMIO NPY OBLLEHWNM CO CTPaxOBbIMU
areHTaMu, XOTS aHHbIN TEKCT Obl CNOBO B C/TIOBO CKOMUPOBaH

n3 ransom note LockBit 3.0, kotopbin nosisunca B nioHe 2022-ro.



https://www.fortinet.com/blog/threat-research/fortiguard-labs-ransomware-roundup
https://www.varonis.com/blog/hardbit-2.0-ransomware
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AHanus Bepcumn wmdpoBasnbLivKa
HardBit

YT106bI NOHATD, Kakne Bepcum HardBit «<nogBepxeHbI»
pacwmndposke annos, Mbl NPOBENN aHann3 scex sepcun HardBit,
KOTOpble HaM yaanocCb HanTWu.

Cam wndposanbLmk 06bIYHO NpeacTasnseT cobom
06dycumposaHHbI X86 .NET-dann, HO B nHamkaTtopax
KOMnpoMeTauunn B ctatbsx Varonis u Fortinet 6bin Takxe yka3aH 3ToT

dann.

3710 32-paspagHbin ucnonHsembin davn Ha Delphi ¢ getektamm

Ha Bmpyc Neshta, koTopbin nssecteH ¢ 2000-x ropos. Okazanoch,
4YTO fgaHHbIM dann — 3To NpPocTo obpasey, HardBit 2.0 fafbel6c564
6bf1776dd3ef62ba905b9b2cb0ee51043859a2f3cdda/dfe20d4c,
KOTOpbIN 6bIN 3apaxeH Bupycom Neshta. LLndposBanbLimnk xpaHUTcs
B Overlay ¢anna, Oxa200 6ant 3aronoska KOTOPOro 3awmdpoBaHbl
Neshta. [pn 3anycke gaHHOro ¢ganna wudposanbLLMK KonmpyeTcs

B %temp9%\3582-490\<exe-filename> n 3anyckaetcs. Micxoas

N3 BbILLEONUCAHHOIO, MOXHO CMENO YTBEPXAaTb, YTO BCe 06pasupl
HardBit HanucaHbl Ha C#.

Camas nepBas Bepcust HardBit 1.0 (b919757f99¢1668c4b3f5
a0c2fd42f918788cebl1d815b64c7d2dda68989ad0e9) 6bina
obdycumposaHa Ryan-_-Borland_Protector Cracked v1.0,
KOTOpbIN Mbl NOAPO6HEE onNuwEeM ganee, Tak Kak UMEHHO

OH ncnonb3osancs ans ob¢yckaumm HardBit 2.0 n 3.0. Bce
nocnepytowme sepcumn HardBit 1.0 no Hem3BeCTHOM NpUYMHe cTann
obdycumposatb ¢ nomoubio Crypto Obfuscator For .Net
(5.X), ny Bcex Takmx ¢annos nmenuco cnepyowme PDB-nyTu:

C:\Users\Alex\Desktop\Debug\CryptoObfuscator_
Output\stub.pdb;

C:\Users\Aleksandx\Desktop\Debug\CryptoObfuscator_
Output\stub.pdb.

3aberasa Bnepen, OTMETUM, YTO B Ka4eCTBe COMM B anroputme
wudpoaHus B HardBit 2.0 n Bbiwe ncnonb3oBanacb CTpoka
"Ivan Medvedev".Ham He yoanocb onpenennTtb, C YEM CBs3aHa
Takasi MobOBb K PYCCKOA3bIYHBIM MMeHaM. BO3MOXHO,

C reorpaduen pa3paboTymkoB WwWndpoBanbLimKa MM 3TO NOXHbIE
édnaru, 4Tobbl COUTL C TONKY UCCNEAOBaTENEN.


https://www.virustotal.com/gui/file/422e0e4e01c826c8a9f31cb3a3
b37ba29fb4b4b8c4841e16194258435056d8a3/details

http://fafbe16c5646bf1776dd3ef62ba905b9b2cb0ee51043859a2f3cdda7dfe20d4c
http://fafbe16c5646bf1776dd3ef62ba905b9b2cb0ee51043859a2f3cdda7dfe20d4c
https://www.virustotal.com/gui/file/b919757f99c1668c4b3f5a0c2fd42f918788ceb1d815b64c7d2dda68989ad0e9
https://www.virustotal.com/gui/file/b919757f99c1668c4b3f5a0c2fd42f918788ceb1d815b64c7d2dda68989ad0e9
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MNpw 3anycke ob6pa3uoB, 0b6dycumpoBaHHbix Crypto Obfuscator, Bceroa B Hadane BbINONHANACh
npoBepka TeKyLen AaTbl C XeCTKO 3aKOAMPOBaHHbIMW AaTamu:

01.10.2022 08:46:22 UTC
(e0544c£9225461fc1b0e39bbf4f4blctcf92e596ae39cfea8f£6933835d5078b)

15.10.2022 11:08:03 UTC (ocTanbHble obpasubl).
B cny4yae 3anycka nocne ykadaHHbIXx 0aT BO3HMKaNo HeobpabaTbiBaEMOE NUCKIIOYEHNE:

The assembly is created with an evaluation version of CryptoObfuscator and
will stop working on 1-0ct-2022. The evaluation period has expired and the
application will now exit.

PagpaboTtumnk Crypto Obfuscator - nHgnnckas komnaHus LogicNP Software. Ha opuumnansHom
canTte ctout «Copyright 2020», n 60nbWMHCTBO Bepcun nporpamm takxe 2020 r.

Ham Hen3BecCTHO, cyLLlecTBYeT N AaHHas KOMNaHWsa 4o CUX NOp U NpodoXaeT N nogaepXmneatb
CBOM NPOJYKTHI.

BoamoxHo, otcyTcTBme nogaoepxkm Crypto Obfuscator mnnm okoH4YaHME NNULEH3UN Ha HErO
CNOABUINO 3/10YMbILLNIEHHVKOB UCMONb30BaTh B AanbHenwem (BnnoTeb oo sepcum 3.0, a MoXeT
ObITb, 1 fanee) B kayecTBe obdyckatopa Ryan-_-Borland_Protector Cracked v1.0.

10T 060yckaTop 2017 r. sBnseTcs mogudmkaumen nonynspHoro obeyckatopa ConfuserEx.

B 6onblIMHCTBE 06pasuoB He ucnonbayetcs control-flow-o6¢yckaumsa. O6¢ycumpoBaHbl TONbKO
Ha3BaHns GYHKUMN N CTPOKW. TakXe BO BCEX NPOaHaNM3npoOBaHHbIX HaMM obpasuax NpUCy TCTBYIOT
nyCTble KNaccCbl CO cnenyowmmMmm nmeHammn gpyrunx obpyckatopos: NETReactor, DNGuard,
Babel, Yano. Tak kak Knaccbl NnycTble, TO, CKOpee BCEero, 3710 caenaHo Ans Toro, 4Tobbl CoOUTL

C TONKY nccnegosaTtenen unm nporpaMmmbi-geo6¢gyckaTopbl, KOTOPblE aBTOMaTUYECKN
onpegenstoT, Yem obdycumpoBaH dann.

MNpakTnyeckn BO BCeX Bepcusx wmndposanblumka ransom note, nyénmyHbin kniod RSA n email
XpaHATCH B He3awmndpoBaHHOM Buae B Overlay. Kaxpgoe sHauyeHVe pa3geneHo pasgenutenem

N3 CnyYamHbIX OYKB 1 YMcen, NoXoxux Ha base64, Hanpumep: TNhOiIZodsulpbHuV. Ckopee Bcero,
3TO CAenaHo ANns yoobCTBa 3aMeHbl 3TUX JaHHbIX 6e3 nepekoMmnunaumm wmndpoBanblumka (Takme
obpasubl UMeTCa B MHAMKATOPax KoMnpomMeTaummn).

Mbl xoTenun 6bl OTAENbHO OTMETUTb OOHY OCOBEHHOCTL faHHOro obgyckatopa. OH U3MeEHSsIET
timestamp komnunaumm ¢annos Ha cnyvanHbin B 6yayuiem (2099 rog, Hanpumep). Bce obpasupl
HardBit cogepxat 3awndpoBaHHble pecypcHble cbopku (assembly resource dll) nnn npocto
pecypCbl C pa3nnyHbiM COOEPXMMbIM (CTapble ransom note, gONonHUTENbHbIE dannbl

ONs 3anycka nocne wndpoBaHMa 1 Yalle opyrux BcTpevarowmmncs wabnoH hta-panna).
PecypcHble cbopkun Takxe nmetoT timestamp komMnunsaumm, KOTOPbIN Yalle BCero cosnagaet

¢ timestamp koMnMnauum oCHoBHOro danna, n BO BCeEX OO6HaPYXEHHbIX HamMu obpasLax

OH He 6bln n3MeHeH obdyckatopoM. Mbl n3Bneknn Bce nogobHble timestamp, YTO NO3BONUMO
NOHATb XPOHONOrMYEeCKMN NOPSAOK NossneHns obpasuos (puc. 1). 3Tn gaHHbIe BMeCcTe

C OONONHUTENbHLIMW METadaHHbIMW NPeacTaBneHbl B UHANKaTopax komnpometaumn (Mpun. 1).
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Camu Bepcum wudposanbwmkos (1.0, 2.0, 3.0 n Tak panee) nayt n3 metagaHHbix ¢bannos:

Tabnuua 1. Bepcum HardBit

MNapameTp Original filename BO BCex NpoaHanmM3npOBaHHbIX 0bpa3Lax CoXpaHancs.
Takxe Bepcus ykasbiBaeTCs B pacumpeHnmn 3awmndpoBaHHbIX Gannos:

| .hardbit, .hardbit2, .hardbit3.
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TypelLib Id
93CD45CB-7FBA-4C11
9B2E-D7F790847036

Y D

Ryan -_- Borland Protector

Equal RSA keys

email domain
firemail.de

stucks in
infinite
loop

-
Ryan -_- Borland

Protector

' | no hta template
in resources

\ FBE31BBF-775B-
4DB7-90DA-
‘ 855DEE41EF98

‘ HardBit

1.0

Module

~

Crypto Obfuscator

removed: disable UAC,
killswitch, more than
one copy check

Worked till 15.10.2022

J

‘ Version Id

HardBit
1.0

48064A3E-99F2-
ACFB-ADF4-
558A99393106

Crypto Obfuscator

resources:
hta template

Worked till 01.10.2022

Divides files in chunks
and encrypts them
with RSA-1024

l

E23E076D-1185-
4984-A926-
602E017B105B

HardBit

1.0

HardBit

20

D19535BD-1225-
4ABB-8D8C-
DEDE9E8C2937

|

) 4

Ryan -_- Borland
Protector

resources:
hta template,
Ism.exe

Encrypts first and
last N bytes of file
with AES-256 CBC

DECRYPTABLE

PucyHok 1. XpoHonorus nosieneHust obpasuos HardBit

N 4 ]
resources: GUI version
hta template, ransomware
dllhost.exe, +
HardBit 1.0 ransom wiper
note .NET Framework
DECRYPTABLE 4.8.1 version
DECRYPTABLE
J \
| l
B6C72838-F90B- F814201C-6B91-
AFE2-89F0- 4ED9-A4A2-  GUI
AF7E50335163 CAF3C82E1B3A
HardBit HardBit
20 3.0
B6C72838-F90B-
4Fe2-89F0- 4.8
4F7E50335163

HardBit
3.0

9A55DFDD-4C38-
4397-BC63-
1788C3048188

4 )
runtime options in
hard.txt file
resources: 2 wscripts,
hta template
DECRYPTABLE

N J




Solar JSOC CERT

HardBit 1.0

Mbl Hawnu 4 o6pasua HardBit 1.0. OueHb ygobHO HaunHaTb

nx aHann3 Ha ocHoBe MeTagaHHbix .NET, Takmx kak TypeLib Id

n Module Version Id (puc. 2). O4yeHb Nnogpo6bHO NpOo 3TO NUcanm
Ha virusbulletin ewe B 2015 r. KpaTtko, Typelib Id cospaetcs Visual
Studio n yHukaneH gna kaxporo npoekta, Module Version Id
reHepupyeTtcsa Bo Bpemsa coopku gns moaynsa .NET ans kaxpon
YHUKaNbHOW COOPKMN.

TypelLib Id

B6FAD222-04B6-4543-
9242-7140103B1F42

e0544c...

7e32b5. .. 7f3ee3...

b91975. ..

FBE31BBF-775B-4DB7- 48064A3E-99F2-4CFB- F23E076D-1185-4984-
90DA-855DEE41EF98 ADF4-558A9939106 A926-602E017B105B
10.09.2022 12.09.2022 26.09.2022
23:04:03 15:46:30 18:08:07
@ Module Version Id ® sha2s6 [ ] Compilation timestamp, UTC

PucyHok 2. Cesasn HardBit 1.0 Ha ocHoBe MeTagaHHbIx .NET

Ha pucyHke Mbl BUAMM, 4TO 60MbLIMHCTBO O6pa3LOB coeNaHbl
B OOHOM 1 ToM Xe npoekTe Visual Studio, a Takxe, 4TO gBa xewa

7f3ee36e9c480457599f0al9eea8laf02ccebl7acabl962214
aeal6sd0699a2l1 n 7e32b509165bc23ee9db6ta2bed0£04972
9ac608cb6fthdee3daabedd6£870ee4d97

OOVHAaKOBbI MO KOAY U OTNNYAIOTCS TOSIbKO AaHHbIMK B Overlay.
Mbl He cTanun nsobpaxaTb Ha PUCYHKE XeLn

808d03f47e2eccd418f2e£2d03b41c7¢c191410d162440294a7b
493b608fedcdab n c67b531e87130184a92d2479398ace582
ea886368b0086562af22b3a9hd3437c,

Tak Kak 310 o6pasubl HardBit 1.0, koTopble B xoaoe paccnenoBaHms


https://www.virusbulletin.com/virusbulletin/2015/06/using-net-guids-help-hunt-malware/
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Obinun 3arpyxeHbl Ha VirusTotal nccneposatenamu. OHM NpeacTaBnalOT cO60M gamnbl 06pa3LoB

713ee36e9c480457599f0al19eeaB8lafb2ccebl7acab1962214aeal65d0699a21 vnn 7e32b
509165bc23ee9d6fa2bed0f049729ac608cb6fbdee3daabedd6£870ee497,

Tak Kak MMEIOT aHanornyHble pecypcsl, timestamp komnunauum n Typelib Id. 9T o6pasubl
nccneposartenen He cogepxat module .ctor, o6paboTaHbl ded4dot (Mo MMeHam neperMeHOBaHHbIX
METOAOB) M cogepXaT Ha3BaHNS METOAOB, KOTOPbIe, CKOpee BCEro, Obin NepenMeHOBaHbI
BPY4Hyto (Hanpumep, kill_processes2). Camu pannbl He 3anyckalTCs N3-3a UCKIIOYEHNS
SystemTypelnitializationException.

Bosspalaemcs k onncanmio 4 obpasuos HardBit 1.0. [JaHHble 06pa3upbl He 3aBepLUAOT HUKAKMX
NPOLLECCOB U CNyX6, He OTKNYaloT cpeacTaa 3awnTbl. KonnpyioTt cebs B %appdataf%\pp\
VGSPWRbBP . exe n atoT Xe NyTb ANng obecneyeHms persistence nponmcoiBaloT B 3Ha4YEHNE
"VGSPWRbBP" B peectp-BeTKy HKLM: SOFTWARE\Microsoft\Windows\CurrentVersion\Run.
MNepepn 3anyckom wndpoBaHus yoansaoT cnyxoby «TeHeBoe konmposaHme Toma» (VSS nnm Volume
Shadow Copy).

MNepBble Bepcuu

(xewmn b919757£99c1668c4b3£5a0c2£d42£918788ceb1d815b64c7d2ddab8989ad0e9
n e0544c£9225461fcl1b0e39bbf4f4blcfcf92e596ae39cfea8f£f6933835d5078b)

nepepn 3anyckom wndpoBaHusa Nnposepsanu Hannume danna-nHgukaTopa %appdata®\pp\cs.tt
(B KOHLE paboThbl WrdpoBanbLmKka cospaeTca Takon dann co ctpokom «Donex»). Ecnn dpann
CyLLeCTBYET, TO WndpoBanbLUMK 3aBepLuaeT CBOKO paboTy. Takxe NpoBepsnoch CyLeCcTBOBaHNE
danna %appdata\pp\RunAsAdmin. gk. Ecnun ¢danna He cyllecTByeT, TO OH CO3AaeTCs

c cogepxummbiM "O" 1 BbINONHAETCA NpoBepKa Hannunsa cTpoku "VGSPWRbBP" B 3anyLeHHbIX
npoueccax, 3ateM BbinonHsaetca otknoveHne UAC yepes yCcTaHOBKY 3HadeHust Enablelua

B "O" B peecTpe 1 NOBTOPHbIN MOUCK TOW Xe CTPOKM B Npoueccax. Ecnn cTtpoka HanpeHa,
wndpoBanbLMK 3aBepLluaeT cBo paboTy. Ecnu B dpanne copepxuntca "O",

TO OH NepeaanuncbiBaeTcs Ha "1" 1 CHOBa BbIMONHSAETCA ONMCaHHas Bbille NpoBepKa.

Ecnn B danne - "1" nnn ykasaH niobon aprymeHT KOMaHOHOW CTPOKK, TO NPOBEpPKa NpoLeCcCcoB
He BbiNnonHsaeTcs. B cnegyiowmx Bepcusx Bce 3T NPOBEPKN yopanu.

LLindposaHme BbinonHaeTcs nytem 3anycka 15 noTokos (puc. 3).

HardBit 1.0

Main Thread

Threads encrypt cur user profile dirs

Thread 1 Thread 2 Thread 3 Thread 14

Encrypts Encrypts Encrypts Encrypts
all drives, onlyC:/ %USERPROFILE%\Links %USERPROFILE%\Desktop
but C:/ with excluded dirs list

Links Documents Pictures OneDrive Favorites Videos
Contacts Downloads Music Saved Games Searches Desktop

PucyHok 3. NMoTokn wnposaHus HardBit 1.0

1
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MNpn wndposaHum Gannos NCKIOYaOTCA creayowme dansbl U PacLUNPEHNS:
.hardbit

How To Restore Your Files.txt

.Garyk

.dl1

.exe

.EXE

.Bin

.1nk

.ini

MNpu wndposaHmm amncka C:\ gONOMHUTENBHO UCKIOYAKOTCS KaTanoru (B noTokax WnppoBaHms
OPYrnX OUCKOB 3TN UCKIIIOYEHUS HE NCMNOMb3YIOTCSA):

Windows
Program Files
ProgramData

Temporary Internet Files

Perflogs

OToenbHO oTMeTUM, YTO Npu WwndposaHum gucka C:\ wndpytoTcs Bce npodunm nonb3oBaTenem.
Hannyne pononHuTenbHbiX NOTOKOB WndpoBaHnsa npoduna TekyLero nonb3osartens, ckopee
BCErO, BbI3BAHO XeNaHMEM 3MOYMbILLNIEHHNKOB 3alndpoBaTtb NPOodUsb TEKYLLEro Nonb3osaTens
ObICTpee, YeM 3TO caenaeT NoTok wndpposaHua gucka C:\.

Takumun ncknioveHnamm HardBit ctapaeTtcs He HapywnTb paboTocnocobHocTb OC nocne
WwndpoBaHUS.

Bo Bcex obpasuax gaHHom Bepcumn RSA-knod xpaHutcsa B dopmate XML-cTpokn, Hanpumep:

<RSAKeyValue>
<Modulus>snMcX74C06yC4w9mvRcV58IHODXYuT4pJ2T02agEGIKChFWBhONmEeFej65WAULsUG
OFfLQsznyuTidKY3FWezcdQURY1hSWdVm7qQUajT9RIIROQ9sRGqP66/HZMaQDnysfI5DX+RSRR
nSkrVaE8sedZCK9ieFB995ulucrrOU=</Modulus> <Exponent>AQAB</Exponent>
</RSAKeyValue>

Bo Bcex nocnepytowmx Bepcusax RSA-knioy xpaHutca B suge BLOB.

12
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[ns wndposaHma dannos nepen 3anyckom NOTOKOB WNdPOBaHMS reHepupyeTcs napa
CeCCUOHHbIX kmoyen RSA yepes BbI3OB KOHCTpyKkTOpa RSACryptoServiceProvider ()

6e3 napameTpoB. CecCcrMoHHbIN NpuBaTHbIN RSA-kntoY wndpyeTca BCTPOEHHbIM Ny6anyHbiM RSA-
KMoYoM, kogupyeTcs B base64 n aBnseTca nepcoHanbHbIM naeHTudukatopom (personal ID)
XepTBbl B ransom note.

MNpwn wndposaHum dpann cHavana pasdbmeaeTca Ha yacTn no Ox75 (117) 6anT, nocne yero kaxpas
4acTb WNPPYETCH CECCUOHHBIM NYy6NMYHbIM KNtodom RSA. Kak yxe nmcanocb BO MHOTMX CTaTbsiX,
HardBit nepesanucbiBaet dannbl WndpoBaHHbIMU AaHHbIMK. LLndpoBaHmne BbinonHaeTcs ¢

KOHUa ¢anna, a B ganbHenLWeM BbINONHAETCSA nepesanncb danna c HyXHoOro cmeleHus. lNMepepn
3anucbio WindpoBaHHbIE AaHHbIE KOaMpYyoTca B baseb64 n nomewaioTca B Ter <hardbit>b64_rsa_
encrypted_data</hardbit>.

Ecnn ¢ann 6e3 octatka He genutcs Ha Ox75 yacTen, OCTaBLIMECS HavalbHble 6anThl
He wnopytoTtca. Ecnu dann 6onblie 64 KB, To wndpyetcs Tonbko 63 999 6ant nocnegHnx 6antos
danna (Ox233 vacten no Ox75 6anT) (puc. 4).

HardBit 1.0 encrypted file

e N
Original non encrypted bytes
Ox75 0x233
bytes chunks
each MAX
s N )
RSA RSA RSA
Original non encrypted bytes
RSA RSA RSA 63 999
bytes
<hardbit> . MAX
base64_encoded_encrypted_chunks
</hardbit> RSA RSA RSA
& J \ J

PucyHok 4. BHewHun Bug danna 3awmdposaHHoro HardBit 1.0

OToenbHO OTMETUM, YTO MMeHa 3awndpoBaHHbIX pannoB He MeHsaTcs. PopmaT UMeHU
3awndpoBaHHbIX ¢annos:

filename.ext[id-VictimID] . [email].hardbit, roe filename — opurMHanbHoe ums danna,

ext — opurnHanbHoe pacwunpeHne danna, VictimID - cnyyamHblie 6anTbl U3 CTPOKN
"70F64B87BOPNIXDSEAWSHO7030P0GVCADR5YGFFD6". MNo3vummn BbiIGMpaoTCs C MOMOLLbIO
byHKkumm rngeryptoServiceProvider.GetNonZeroBytes() . email — email 3nOyMbILLNEHHNKOB,
.hardbit - pacwupeHmne, pobaBnsemoe WnPpPoBanbLLMKOM.

PacwndposaTb dannbl, 3awmdpoBaHHble HardBit 1.0, 6e3 npmBaTHOro kito4ya HEBO3MOXHO.

13
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HardBit 2.0

Ham ynanocb Hantn 7 o6pas3uos HardBit 2.0. MNpusognm
peaynbTatbl aHann3a Ha ocHoBe meTagaHHbix NET (puc. 5).

TypelLib Id
540C4D38-7FF8-4851-
BCB7-CA49604CB428

fafbel. .. eb32h0. ..
a0138b. .. o 0 083c5h. ..

cb239d. .. 8edaee. . .

84d2¢5... [o30f5
D19535BD-1225-4ABB- B6C72838-F90B-4FE2-
8D8C-DEDE9ESC2937 89F0-4F7E50335163

24.10.2022 24.01.2023
15:52:48 17:39:32

. Module Version Id . Sha256 . Compilation timestamp, UTC
PucyHok 5. Cesisan HardBit 2.0 Ha ocHoBe MeTafaHHbIX .NET

Kak Bnomm, Bce oHM Obinu caoenaHbl B ogHoM npoekTe Visual Studio
(otnnyHom ot HardBit 1.0) n nmetot aBe «Bepcumn»
C HE3HaYNTENbHLIMU OTINYUAMMU.

Xewwn fafhel6c5646b11776dd3ef62ba905b9b2ch0ee510
43859a2f3cdda7dfe20d4c n gpyrue He nmetot Proxy Call
Obfuscation n B pecypcax cogepxart Ism.exe (onucaH ganee)
n wabnoH hta-dpanna.

Xewwn eb32b080535bea5ed7d3¢c384daf2016048cdc70bt
5£81£25140e7h04e54c5a66b n gpyrne nmetot Proxy Call
Obfuscation, gpyroe wudpoBaHMe CTPOK N B pecypcCbl
pob6asneHbl aBa danna:

Hencnonb3dyembin ransom note HardBit 1.0 (Bepcuio
npegnonoxunu no email-gpomeny firemail[ . ]de);

dllhost.exe (onucaH ganee).

HardBit 2.0 3HaunMTenbHO oTAM4YaeTcs OT NepBON BEPCUN

n aBnseTca GyHoaMeHTOM Ans TpeTben BEPCUN. YXe bbino
MHOrO cTateun ¢ onnucaHnem pyHKUMoHana, No3aToMy 30ecChb Mbl
OCTaHOBUMCS Ha KNIOYEBbIX UBMEHEHMSAX U paHee He OMMCaHHbIX
BO3MOXHOCTSIX.
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Cpeou KnoYeBbIX UBMEHEHUN Mbl BblAENseM:
peann3oBaH anroputMm noacyeta ngeHtTudurkatopa xeptsbl (Qanee — client_id);
N3MEHEHa Cxema 3anycka NoToKOB WndpoBaHUS;
N3MeHeH anropunt™m wndposaHms Gannos;
MMeHa 3awmndpoBaHHbIX GannoB N3MEHSIOTCS Ha CllyYanHble;
N3MeHeH persistence: konmpyeT cebs B %appdata%\Microsoft\Windows\Start Menu\
Programs\Startup\svchost.exe

DTN N3MEHEHNS Mbl OTHEC/TM K KJTIIOYEBbIM, Tak Kak BCE OHM NPOQOIXaT MCMONb30BaTbCS
B HardBit 3.0.

B HardBit 2.0 nosiBuncsa nogcyet client_id, KOTOpbIN B AanbHeNLWEM UCNOMb30Bancs Kak

napornb Ang reHepauunm knova wmndposaHua gnsa anropmtma AES-256 CBC, a Takxe wndposancs
ny6nnyHeiMm RSA-Kkno4Yom, kognposancs B base64 n BbiICTynan kak personal ID B ransom note.
OTpenbHO OTMETUM, YTO U3-3a ocobeHHocTen wndposaHma RSA personal ID Bcerga pasHbin,
Aaxe npuv NOBTOPHOM LWINGPOBaHMM OQHOMO 1 TOro xe client_id.

[ns ynpolieHns npvBeaemM NCeBAOKOA ANa reHepaunn client_id:

15

vO = "SELECT Name, Manufacturer, Version FROM Win32_BaseBoard"

vl = "SELECT Name, Manufacturer, Version FROM Win32_ BIOS"

v2 = "SELECT Name, Manufacturer, ProcessorId from Win32_Processor"

v3 = "SELECT Name, Manufacturer, Model FROM Win32_DiskDrive"

v4d = "SELECT Name, DevicelD, DriverVersion FROM Win32_ VideoController"
STR = vO+vl1+v2+v3+v4

ProcessorId = Get-WmiObject -Query "SELECT ProcessorId from Win32_
Processor" -Namespace "root\cimv2" | Select-Object -ExpandProperty
ProcessorId -Last 1

Product = "SELECT Product from Win32_BaseBoard"

MacAddress = Get-WmiObject -Query "SELECT MacAddress from Win32_
NetworkAdapterConfiguration where IPEnabled=True" -Namespace "root\cimv2" |

Select-Object -ExpandProperty MACAddress -First 1 | %${$_ -replace ":", ""%
ProcessoxrId_4b = Get-WmiObject -Query "SELECT ProcessorId from Win32_
Processor" -Namespace "root\cimv2" | Select-Object -ExpandProperty
ProcessorId -Last 1 | % { $_.substring(9,4) %}

id = shal(

STR+

(ProcessorId+Product+MacAddress) . toUpper()+
ProcessoxId_4b

)

client_id = id+id

client_id - aTto cTpoka (Tun String). [lng HarnggHOCTV NPUBOANM KOHKPETHbIN NpUMep
reHepaumn client_id (pwuc. 6):
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PucyHok 6. Mpumep noacuyeta client_id

BuaHo, yto client_id reHepupyeTcs Ha OCHOBE, MOXHO CKa3aTb, CTaTUY4ECKUX NapaMeTpOB
KOHKPETHOro XocTa.

LLndposaHme BbinonHaeTcs nyTem 3anycka 15 noTokos (puc. 7).

HardBit 2.0 & 3.0

Main Thread

Thread 1 Thread 2 Thread 3
all drives encryption cur user profile dirs encryption shares encryption
‘ ‘ ‘ ‘ ‘ ‘ ; 12 threads li]
ABCOD=1Z [[m

%USERPROFILES\ %USERPROFILE%\ —O—
links Desktop Broken

PucyHok 7. Notokun wndposanuna HardBit 2.0 & 3.0

16



Solar JSOC CERT

Kak 1 B HardBit 1.0, ncknioveHnus Ha nmeHa ¢annos 1 paclimpeHms pacnpocTpaHsaTCs

Ha BCe NOTOKW. cknioyeHnsa Ha kaTanorm gencTByIOT TONbKO AN NOoToKa WindpoBaHUa gucka

C:\. Ina HardBit 2.0 He 6yoem npmBOaMTb KOHKPETHbIE AaHHble, Tak Kak B JallbHenwWeM npnusenemM
pacwmpeHHble gaHHble anga HardBit 3.0.

OToenbHO OTMETUM NOTOK LWNPpPOBaHMA 0bLWwmMx KaTanoroB (shares encryption thread).
[ns nyywero noHMMaHua cuTyauumn npueenem ero kog Ha C#:

IPGlobalProperties ipglobalProperties = IPGlobalProperties.
GetIPGlobalProperties();

string domainName = ipglobalProperties.DomainName;

DirectoryEntry directoryEntry = new DirectoryEntry("WinNT://" +
domainName) ;

directoryEntry.Children.SchemaFilter.Add("computer)";

foreach (object obj in directoryEntry.Children) 1
DirectoryEntry directoryEntry2 = (DirectoryEntry)obj;
ransom_obj.encrypt_dir_recursively(directoryEntry2.Name);

ky

ransom_obj.encrypt_dir_recursively(string al_dir_path) $

using (Aes aes = new AesManaged()) 1%
aes.KeySize = 0x100;
aes.IV = ransom_obj.IV;
string[] files = Directory.GetFiles(al_dir_path);
string[] directories = Directory.GetDirectories(al_dir_path);
int num3 = files.Length - 1;
for (int 1 = 0; 1 <= num3; i++) 3
ransom_obj.encrypt_file(files[i], aes_key);
5

int numd4 = directories.Length - 1;

for (int j = 0; j <= num4; j++) §

17
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ransom_obj.encrypt_dir_recursively(directories[j]);

B camom Havane BbINONHAETCA NOMyYeHME UMEH BCEX XOCTOB B JOMEHE C UCMNONb30BaHNEM
legacy - npotokona "WinNT://". 9T0T npoTokon noxox Ha LDAP u BbinonHAeT aHanornyHble
dyHkumn. cnonb3osancs 6onbwe 20 net Ha3ad, NO3TOMY 3TO OgHa U3 NMPUYMH, MOYEMY Mbl
pewvnn yaennts emy BHUMaHue. Notok wndposaHma obLmMX KaTanoroB Ha PUCYHKe 7 NoOMeYeH
kak «Broken», noTomy 4TO peanbHO OH HM4Yero He wndpyet. Bca npobnema 3aknoyaeTcs B TOM,
YTO MOJyYEHHbIE MMEHA XOCTOB JOMEHa NepefalTcs B PeKYpPCUBHYO GyHKUMIO LWindpoBaHms
kaTanoroB encrypt_dir_recursively(string al_dir_path) B kayecTBe nyTu (BbloENEHO
nonyxunpHeim). lanee B aton GyHKLNM BbINONHAETCS NOMbITKa NonyvYeHns ¢annos 1 katanoros
(BbIOAENEHBI OPaHXEBbIM). DTO NPMBOAMUT K TOMY, YTO MMS XOCTa BOCNPUHUMAETCS GyHKLNAMMN
GetFiles n GetDirectories kak OTHOCUTENbHbIW NMYTb. [locne HopManuzaumn NyTn 6yoyT
BbINOMHATLCS MOMbITKW MNONy4YeHNs GannoBs 1 KaTanoros No TeKyLeMy nNyTu 3anyLweHHON
cbopkm, Hanpumep, <directory_where_hardbit_2.0_was_executed/<AD_computer_name>,
YTO NpmuBeneT Kk owmnbkam. Ckopee BCero, M3HavanbHO 3M10yMbILLNEHHMKaMW NNaHNPOBanoCh
NCNOMNb30BaTb JaHHbIN NOTOK ANng wndposaHma ¢Gannos 1 ANPEKTOPUM B OOLLMX KaTanorax.

18
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dannbl Ism.exe u dllhost.exe
B pecypcax

®ann 1sm.exe (pecypc ¢ umeHem n8auhs7a 73b4ab2ae/0Obeb
46379201181ba3f175374209178c86465ca92d333f034ae960)
npepncraBnseT cobon gponnep, KOTOPbIN 3anyckaeTcsa nocne
wnoposaHus. B Overlay HaxoguTcs 3awmndpoBaHHbIv payload.
MNocne 3anycka co3paeT ckpunT %temp%\is64.bat n 3anyckaet
ero:

@echo off

if exist "%SystemRoot%\Sysnative\" echo:1>"C:\
Users\user\AppData\Local\Temp\is64.txt"
echo:"%SystemRoot%\Sysnative\cmd.exe">C:\Users\
user\AppData\Local\Temp\is64.fil

PacwundposbiBaeT bat- n exe-dann ns Overlay B katanor
%temp%\wxy : Copepxunmoe bat-panna c umeHem t<batrandom_5_
digits>.bat:

@echo off

set ztmp=C:\Users\user\AppData\Local\Temp\wxy

set MYFILES=C:\Users\user\AppData\Local\Temp\

myfiles

set bfcec=t<exe_random_5_digits>.exe

set cmdline=

SHIFT /0O

attrib +h C:\Users\user\AppData\Local\Temp\wxy

Ecnn B danne %tempf%\is64 . txt 3anncaHa 1, To 3anyckaet: C:\
Windows\Sysnative\cmd.exe /C C:\Users\user\AppData\
Local\Temp\wxy\t<bat_random_5_digits>.bat "C:\Users\
user\AppData\Local\Temp\lsm.exe".

B maHHon Bepcum payload He pacwumdpoBbIiBancs, Tak Kak

Ha aTane NpoBepkn pacwmndpoBaHHble 6anTbl HE CoBMaganm

C XECTKO 3aKOANPOBaHHbIMK GanTaMu, NOCNEe Yero BblneTano OKHO
C owmnbKon.

®ann dllhost.exe (pecypc ¢ umeHem dllhost efaec6eec913
bf80eeb3348e3ee2b9608f546300ff4d1fc5fb9b2d8af2f9eact)
npw 3anycke cospaet npospavnyto (Form.Opacity = 0) dopmy
6x13 nukcenen c nmeHem "audiodg" 6e3 rpaHuL, U 3aronosBka

n ckpbiBaeT ee U3 taskbar. Tekct 3aronoska: "Windows Audio
Device Graph Isolation "



http://
http://
https://www.virustotal.com/gui/file/efaec6eec913bf80eeb3348e3ee2b9608f546300ff4d1fc5fb9b2d8af2f9eac1
https://www.virustotal.com/gui/file/efaec6eec913bf80eeb3348e3ee2b9608f546300ff4d1fc5fb9b2d8af2f9eac1
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[Bsurate n nameHsATb pasmep popmbl HeNb3sa n3-3a Form.FormBorderStyle = None mn Form.
MaximizeBox = false.

MNpwn 3arpyske ¢OpMbl BbINOMHAETCSA KOA, KOTOPbIN TONMbKO 24-ro Yncna co3gaet nycrble
hta-dannbl n HenycTble ransom note B KaXAoM KaTanore norm4yecknx oMckos. [laxe nbitaeTcs
(Ha pene ato He paboTaeT, BO3HMKAET owwmnbka) 3To caenaTb Ha Bcex xocTtax Active Directory
Yyepes Bblle OnNMcaHHyo PyHKUMIO, KoTopas ncnonbadyet npotokon WinNT ans nonyvyeHns nmenH
xocTtoB B Active Directory. lNepepn 3aBeplieHnem obecneumBaeT cebe persistence yepes peecTp
B ktode HKCU:Software\Microsoft\Windows\CurrentVersion\Run B 3HayeHun "Windows
Audio Device Graph Isolation ", kyga nponucbiBaeT nNyTb, OTKyOa Obln n3HavyanbHO 3anyLeH
dllhost.exe.

Camoe cTpaHHoe, yTo dpanmn dllhost.exe cogepxut B Overlay ransom note, KOTOpPbIN
oTnnyaeTcs email-agpecamm OT OCHOBHOro ¢anna, To eCTb nocne wudposaHms aaHHbIx HardBit
2.0 Bce hta-dannbl 6yayT 3aMeHeHbl NyCTbiMKY, @ BCe ransom note C akTyanbHbiMK email

OynyT 3aMeHeHbI 3anMckamu C, BEPOSATHO, CTapbIMK KOHTaAKTHbIMY AaHHbIMK (Tak kak B email
ncnonb3yeTcsa ctapbi fomMeH firemail [ . Jde, koTopbin ncnons3osancsa B HardBit 1.0).
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LLndposaHne dannos HardBit 2.0 & 3.0

NmenHo B HardBit 2.0 namenunncs anropmtm wndpoBaHns
dannos, n3-3a Yero NosBUIaCb BOBMOXHOCTb paclumppoBKU
3awmndpoBaHHbIx pannos. Mpuyem B HardBit 3.0 ncnonbsyetcsa
aHanoOrMYHbIN anropuTM, MO3ITOMY €CTb BO3MOXHOCTb
pacwudpoaTb dannbl, 3awmdppoBaHHble kak HardBit 2.0,

Tak n HardBit 3.0.

MNepen umknom wndposaHms Gannos 1 KaTanoros

13 BblWweonucaHHoro client_id reHepupyeTcs KoY

ons anroputma AES-256 CBC no ctaHpapty PBKDF2 (¢ nomoubio
C# ¢yHkummn R£c2898DeriveBytes(string password,byte[]
salt)). Bo Bcex npoaHannanpoBaHHbIx Hamu obpasuax HardBit 2.0
n 3.0 B kayecTBe conu u Initialization Vector (IV) ncnonbsosanucb
OOHW 1 TE Xe XEeCTKO 3aKkoampoBaHHble 3HavyeHus. B koge Ha C#
3TO BbIFNSAMT CMeayowmM obpasom:

AesManaged myAes = new AesManaged();
Rfc2898DeriveBytes key = new
Rfc2898DeriveBytes(client_id, Encoding.ASCII.
GetBytes("Ivan Medvedev"));

byte[] IV = new byte[] { 0x5c, 0xd2, 0x23, 0x95,
Oxee, Oxef, 0Ox2a, 0x45, 0Ox25, 0x47, Oxaa, 0x47,
Ox3a, Oxec, Ox45, Oxea %;

myAes.Key = key.GetBytes(32);

myAes.IV = IV;

myAes.KeySize = 0x100;

Takmm 06pa3om, MOXHO caenaTtbh BbIBOA, YTO MPU BOCCTAHOBIEHNN
KoppekTHoro client_id mMoxHO creHepupoBatb AES-knioy

ons pacwmdpoBkm gaHHbIX. [Nepengem Kk onnucaHuio anropmTma
wndposaHns Gannos.

HardBit 2.0 n 3.0 wnopytot nepsble n nocnegHmne Ox3e800
(256 O0O0) 6anT danna n [ONONHAT 3aWMPPOBAHHbIE OaHHbIE
crnenylowen CTPYKTYpOn MeTagaHHbIX:
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3HayeHue OnucaHue

char encrypted filename[enc_filename_len]

char orig_bytes[orig_bytes_len]

QWORD enc_filename_len

QWORD END_len

QWORD orig_file_len

QWORD orig_bytes_len

QWORD BEGIN_len

3awmndpoBaHHOE opUrnHanbHoe nms darnna

OPTIONAL. HezawnepoBaHHbIE OpUrmHasnbHble
©anTbl nocne cMmelleHns 0x3e800. [NpucyTcTByeT,
ecnu pasmep ncxogHoro danna 0x3e800

[nvHa 3awundpoBaHHOro nmeHn danna

Pasmep 3alwmdpoBaHHbIX JaHHbIX C KOHUa danna

VMcxopHbin pasmep HesawmndppoBaHHOro ¢arnina

KonnyecTtBo opurmHanbHbIx 6anToB nocne
CMeLLeHns 0x3e800. [0-16] bytes

Pasmep 3awmdppoBaHHbIX AaHHbIX ¢ Havana ¢anna

Tabnuua 2. MeTagaHHble davna, 3awmdposaHHoro HardBit 2.0 n 3.0

OtpenbHO oTMeTuM, yTo BEGIN_len u END_len - 3TO pa3Mepbl UMEHHO 3alindpOBaHHbIX
OaHHbIX, @ TakXe, YTo npu WwudpoBaHUK, Hanpumep, 0x3e800 6anT nonyyaeTcs 0x3e810 6anT
3awmndpoBaHHbIX JaHHbIX — 3TO CBA3aHO ¢ gobasneHnem padding (pasmep 6noka AES-256 CBC -

16 6anT).

B rpadpmuyeckom npencraBneHmmn aTo BbIrMaguT Tak (puc. 8):
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HardBit 2.0 & 3.0
encrypted file

AES-CBC encrypted bytes
MAX encrypted size Ox3e810 bytes BEGIN len

Ox3e800

Ox3e810 [

original
non encrypted bytes

END_1len
AES-CBC encrypted Ox3e800 bytes OPTIONAL
encrypted size Ox3e810 bytes present, if

file len>2%x0x3e800

AES-CBC encrypted filename

o OPTIONAL
;; original bytes from Ox3e800 offset —>

present, if
enc_filename_len END_len file_len>0x3e800
orig_file_len orig_bytes_len
BEGIN_len

PucyHok 8. BHewHun Bug ¢panna pasmepom > 512KB, sawmnpposaHHoro HardBit 2.0 & 3.0

Kak BMAHO 13 BbILLEONMCaHHOIo, BCe Heobxoanmble Ans pacndpoBky AaHHble Moo
3awmndpoBaHbl cuMmmeTpudHbiM AES-256 CBC, nnbo npencTtaBneHbl B OTKPbITOM BUAE.
3noymbiwneHHkn wnepytoT RSA Tonbko client_id, kOTOpbIn nomMelwaeTcs B ransom note.
CoBOKYMHOCTb BbILLEPACCMOTPEHHbIX GakTOPOB NO3BONSET pacwmdpoBbiBaTh Ganbl, €Cnm
NOY4YUTCS BOCCO30aTb aHaNoOrnMyHbiv client_id, KOTOpbIN reHepupoBancs nNpu 3anycke
wndposanbLLmKa.

MNepen TeM Kak NeEPEexoanTb K ONMCaHNIO CaMOro AEKpUNTopa, pacCkaxem, kakme HOBOBBEAEHMS
nossunuck B HardBit 3.0.
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HardBit 3.0

Ham yoanocb HanTn 5 06pasLoB, OOHOro U3 KOTOPbIX HET
Ha VirusTotal. MpmnBognm peaynbTatbl aHanM3a Ha OCHOBE
mMeTagaHHbix .NET (puc. 9).

HardBit 2.0 TypelLib Id
540C4D38-7FF8-4851-
BCB7-CA49604CB428

TypeLib Id
27A771FD-E366-49DF -
91C6-AD645D5C9F2C

8d3656. .. bbbc14. .. a2cil5c. ..
c4clff...

=7 N =P A
5aled7...
F814201C-6B91-4ED9- GUI version!

A4A2-CAF3C82E1B3A ransomware
+

9A55DFDD-4C38-4397- 981D8D19-051B-4250-
BC63-1788C3048188 9F2F-D82065852ED5

22.04.2023 09.05.2023 09.05.2023

wiper
4:14:18 20:13:52 20:07:11 P

. Module Version Id ® sha2se o Compilation timestamp, UTC

PucyHok 9. Cessm HardBit 3.0 Ha ocHoBe MeTagaHHbIx .NET

Bepcun ot Typelib Id 540C4D38-7FF8-4851-BCB7-CA49604CB428
(koTopbIn, KCTaTK, coBnagaeT ¢ npoekTom HardBit 2.0,

3TO noaTBepxpaeT dakT, yTo Bepcus 3.0 cTpounnacb Ha OCHOBE
HardBit 2.0) npakTnyeckn He oTnnyatoTcs. Mbl HawWnNn pasHuLy
Tonbko B Bepcun .NET Framework, nog kotopyto cobupanmcb
pas3Hble mogynu. Y xewa bbbc140953e7c6b68ea2abd0adfodad3
0f6b71bh97efatlefcc915132306d73bb - 4.811, y gpyrov rpynnbl
xewewn — 4.7.2. CHayana onuwem obwme HososBegeHusa HardBit 3.0,
fanee B OTAENbHOM nogpasgene pacCMOTPUM BEPCUIO

C rpadumyecknm nHTepPencom.

dyHpameHToM HardBit 3.0, kak yxe roBopunocs, asnsetca HardBit
2.0. 3pecb NCNOMb3YIOTCA aHanornyHble anropuTMbl 4Na nogcyeTa
client_id v wudposaHmns pannos, B TOM yncne

N Takne napameTpsbl, kak conb 1 1IV. [1o n nocne wudposaHns
¢dannoB BbINONHAOTCSA AenNCTBUS, aHanorndHole HardBit 2.0:

cmd.exe /C sc delete VSS;

cmd.exe /C wbadmin delete catalog -quiet;

cmd.exe vssadmin delete shadows /all /quiet & wmic
shadowcopy delete;

cmd.exe bcdedit /set {default? bootstatuspolicy
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ignoreallfailures & bcdedit /set idefault} recoveryenabled no;
oTtknoveHne Microsoft Defender n Bcex ero mexaHnM3MoB;

3aBepLueHmne NpoLeccoB U3 CNUCKa;

OCTaHOBKa CnyXx6 n3 cnucka. Persistence aHanornyeH npegbioywen sepcun (Yepes
"%appdata¥\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe").

Nocne wndpoBaHUa HaMMEHOBaHUS 3aMPPOBaHHbBIX MTOrMYECKMUX ANCKOB M3MEHSAIOTCS
Ha «Locked by Hardbit».

[o6asuncsa 3anyck WScript-ckpuntos ([pun. 6, 7), koTopble pacnonaratotcs B 3awndpoBaHHOMN
pecypcHon cbopke BMecTe ¢ wabnoHoMm hta-danna (puc. 10):

PucyHok 10. WWa6bnoH hta-¢anna HardBit 3.0

Opnn WScript yonanaeT cnyx6bl N0 0OgHOMY CMUCKY, OPYron — OCTaHaBMBaeT Cny>X6bl N0 Apyromy
CMUCKY.

MNpwn o6bivHOM 3anycke HardBit 3.0 3anyckaeT B TOM Xe nopsagke, Takme Xe U CTONbKO Xe MOTOKOB
WwndpoBaHus, kak bbI10 NOKas3aHO Ha pUCYHkKe 7. Elwe pad otmeTum, 4to ncknovenuns (Mpwun. 4, 5)
Ha nmeHa ¢annoB 1 pacLMPEHNs NCNOMb3YOTCA BCeMmn notokamu. B HardBit 3.0

B NoToK wWndpoBaHmsa gncka C:\, NOMUMO MCNONb30BaHMSA UCKIIIOYEHUI Ha KaTanorun, 4oo6asmnm
dyHkumio wndposaHusa npodunen nonb3osatenen B C: \Users, KoTopas Takxe MMeeT CBOM
cnncok nckniodeHnn. floéasmnm ann koHdurypaumm hard. txt, koTtopbn nogaepxmnsaeT
pPasnnyHble ONUUU U KOHKPETHbIN Ny Tb AN WndpoBaHMa — TONbKO OOMH, Tak Kak NpoBepseTcs
no perynsapHomy BbipaxeHuto @"\\ | : " ¢ nomowbio yHkuMnM Regex . IsMatch(File.
ReadAllText ("hard.txt"), @"\\|:").Onummn 3agaotcs B popmate <option_name>=[false]
nnu <option_name>=[true], roe <option_name> - umsa onumn. lNpreegem cnnucok
peann3oBaHHbIX OMuUUN.
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Onuu4 OnucaHue

OnpepenserT, 6yneT nu 3anyckatbCs NOTOK

wndpoBaHns 0bLLMX KaTanoros (shares

encryption thread

-nonshsh P )
[true] - He 3anyckaTb
[false] - 3anycTuTb

Default value: [false]

YcTaHaBNMBAET MOMHbIN PEXUM LNPOBaHNS,

npy KOTOPOM MOC/IEeA0OBaTENIbHO B OAHOMOTOYHOM
pexunme WnpyoTcs:

- Nlornyeckne Qncku

- kKatanoru B BUSERPROFILE?

- obLwwue katanoru (ecnn nonshsh=[false])

-modefull

[true] — akTMBUPYET peXunm

[false] - cTaHOapPTHOE MHOrOMOTOYHOE
wudposaHmne no cxeme HardBit 2.0
Default value: [false]

YcTaHaBnNMBaeT ObICTPbIN PEXUM LWNPOBaHNS,
NnpPW KOTOPOM MEHSIETCS O4epPeaHOCTb 3anycka
NOTOKOB:

1) NoTokn wnepoBaHmsa gaHHbIX B %SUSERPROFILEY%
2) MoTokn wndpoBaHMs NOrMYecknx AUCKOB

3) MoTok wndpoBaHns O6LLMX KaTanoros

(ecnu nonshsh=[false])

-modefast HanomHuM, 4TO B O6bIMHOM peXxunMe CHavana
3anyckarTCs NOTOKM WNPOBaHNSA NOrMYeCKnX
[OVCKOB, @ NOTOM — MOTOKM WndpoBaHUs
%USERPROFILE%

[true] - akTMBMpPYeET pexnm

[false] — cTaHO@pTHOE MHOTOMNOTOYHOE
wudposaHne no cxeme HardBit 2.0
Default value: [false]

OTBeyvaeT 3a BbINOMHEHME CaMoypaneHus

WndpoBanbLiMKka NOCNe OKOHYaHMs CBOEN PaboThbl
-sdel [true] - BbINOAHUTBL CaMoOyganeHne B KoHUe

[false] — He BbINONHATL CamoydaneHue

Default value: [false]

MyTb OO KaTanora BbinonHuTb WwWngpoBaHme ykasdaHHOro karanora

Tabnuua 3. Onummn danna koHourypaummn hard. txt
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HardBit 3.0 GUI + Wiper

Ha pucyHke 9 Mbl nokagdanu, 4To ecTb obpasel, a2c15c89837
10d1647a5eb2celef299fdbcbcab®blble@abd8clb23ffe9£f5d
9b4, koTopbI MeeT yHukanbHble TypeLib Id n Module Version
Id. Okazanocsb, 4To 310 Bepcus HardBit 3.0 ¢ rpadpuyeckmnm
NHTepdENCOM, KOTOPbIN NOCNE 3anycka BbIrMaauT CNeayowmm
obpasom (puc. 11, 12):

2 Hardbit Ransomware Gang >
Wipe file Wipe folder Start folders Wipe [AUTO ]
Copy
Hide
[] 5uicide
1FBBFBFFO00B0GEC, 1FBBFBFFOD0BDEEC Mode : |Wiper ~

PucyHok 11. Tpaduyeckun nHtepdenc HardBit 3.0 B pexume Bannepa

info textbox

PucyHok 12. Tpaduueckmn nHrepdenc HardBit 3.0 B pexumme wndpposanbLmka



Solar JSOC CERT

OTmeTuM, YTO AaHHbIN 0bpaseL, He BbINOMHAET BPEAOHOCHbIX OENCTBUN OO HaXaTus KHOMOK
nonb3oBaTtenem. [Tpu 3anycke BbINOMHATCS TOMbKO MHMUManmM3aums GopMbl, onpeneneHme
victim_id, cospaHune panna-nkoHku %appdata®%\Microsoft\Windows\Templates\hxrdb.ico
n Default-3HayeHusa peecTtpa Tuna REG_SZ B kntove HKCU\Software\Classes\.hardbit3\
DefaultIcon c atum xe nytem. B status textbox oTo6paxatoTcs xon BbINONHEHUS (MMEHa
dannoB B npouecce paboTbl) 1 xog 3aBeplieHns gencteun. B info textbox otobpaxaetcs
cnepytouas nHbopmaums:

+  Hanmuue npas agMUHUCTPATOpPA;
- victim_id;

©  pexum paboTbl NpOorpamMmsl;

< Bepcusa NporpaMmbl.

C nomoubto combo box «Mode» MOXHO BbIGpaTb pexunm paboTbl: wndposanbwmk (Ransom)
nnn sannep (Wiper).

OTpenbHO OTMETUM, YTO ANs PaboTbl B pexmme Bannepa Heobxoanmo, YTobbl B kKaTanore

C nporpammon Haxoguncs ¢ann hard.txt ¢ ogHUM M3 Tpex NybnuyHbix knoven RSA-2048

(p1, p2 nnn p3 B 3awWMPpPOBaAHHONM pPeCcypCHON COopPKE), MHaYEe BO3HMKHET OKHO C TEKCTOM OLLIMOKMK
«You do not have permissions to turn on wipe mode contact us in TOX:<HardBit-
TOX-1d>».[lpn akTnBauMn pexmnma Bannepa oTobpaxaercs OKHO C TeKCTOM «Wiper Mode
Activated».

KpaTko onuwem ¢yHKLUMOHaN kaxanoro anemenTa ynpasneHus HardBit 3.0 GUI B Tabnuue.

AnemMeHT ynpaBneHus OnucaHne

"Copy" button Konupyet B 6ydep obmMeHa TekcT n3 info textbox

CkpbiBaeT dpopMy nporpammbl. YTobbl CHOBa
OTOOPa3nTb €€, MOXHO BOCMO/Ib30BaTbCS MYyHKTOM
"Hide" button Show npu knuke Ha 3Ha4YOK B Tpee

Show
Hide ENG

AKTMBHa, ecnn nporpamma 3anyLlieHa 6e3 npas
agMunHUcTpaTopa. BeinonHaeT nepesanyck
nporpamMmbl ¢ NoMoLpto cmd.exe /c powershell
stART-PRoceSS <path-to-exe> -veRB rUnAS

"Admin" button
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29

"Suicide" checkbox

"Mode" combobox

"Encrypt file"
&"Wipe file" buttons

"Encrypt folder"
&"Wipe folder" buttons

"Start folders" button

PaboTaet Tonbko ons kHonok ¢ [ AUTO ] .

Ecnn otmeueH, To nocne 3aBepLueHns paboThbl
BbIMNOMHSET CaMoyaneHne C NOMOLLbIO

cmd.exe /C choice /CY /N /DY /T 1 & Del
<path-to-exe-file>

MNepeknioyaTtens Mexay pexvMmammu paboTbl
Ransom n Wiper

3awmndposaTb/yoannTb ykadaHHbIN Yepes
[ManoroBoe okHO dann

PekypcusHo 3awwmpoBaTth yka3aHHbIN Yeped
AManoroBoe OKHO KaTarsor, a Takxe 3anvcarb
Tyaa ransom note n hta-dann. B pexume
WwindpoBaHNa — O6bIYHOE PEKYPCUBHOE
yAaneHve kartanora

LLndpyet/ynanset dannbl 1 kaTanoru B TeKyLLemn
OVpeKkTopum (M3 KOTopow 6bina 3anyLleHa
nporpamma). lNepen Hayanom paboThbI
(B 060OMX pexmrmax) BbINMOMHATCA cregyowme
OEenCTBUS:
cmd.exe /C sc delete VSS
cmd.exe /C wbadmin delete catalog -quiet
cmd.exe vssadmin delete shadows /all /
quiet & wmic shadowcopy delete
cmd.exe bcdedit /set §default?
bootstatuspolicy ignoreallfailures
& bcdedit /set {default} recoveryenabled no
- oTknodeHne Microsoft Defender n Bcex

€ro MexaHn3Mos;
- 3aBEpPLUEHME NPOLECCOB N3 CMNCKA;
- OCTaHOBKa CyX6 13 crnvcka
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WndpyeT BCE NnOrmyeckme ANCKMN Ha XOCTe.
BbinonHseMble oencTBus aHanornyHbl 3anycky
06bl4HOM KOHconbHOM Bepcun HardBit 2.0 nnun 3.0
(yoansioTcsa TeHeBble konuun, obecneynsBaeTcs
persistence, MEHSAIOTCS HaUMEHOBaHUS
3aMPPOBaHHbIX NOrMYECKNUX AUCKOB U T. f.).
Cxema 3anycka NOTOKOB aHanornyHa cxeme

Ha pucyHke 7. [o 3aBepLueHnn onepauun

B status textbox BbiBOOUTCS coobLLEHME:

"All Files Are Encrypted"

"Encrypt [ AUTO ]" button

YpanaeTt pekypcuBHO dannbl 1 KaTanoru
Ha NMOrnm4yeckmx gmckax xocra. BeinonHsaeTcs
B OQHOMOTOYHOM pexume. [locnegoBaTtenbHOCTb
paboTbl 1 HA6OP VUCKIIIOYEHWIN NMOMHOCTbLIO
aHanornyHbl pexumMy WndposaHus ¢ onumen
"Wipe [ AUTO ]" button full (oTcyTCTBYET TONbKO YHKLMS yaaneHns
obLWMX KaTanoro.), TONbKO BMECTO WNdPOBaHMSs
BbINONHsAETCA yaaneHue. [1o 3aBepLueHnn
onepauumn B status textbox BbIBOOUTCSA
coobueHune: "Destruction operation was
successfully"

Tabnuua 4. dyHkunoHan anemeHToB ynpasneHua HardBit 3.0 GUI

Onuvwem TexHuky yaoaneHus ¢anno Bannepom. Nepen ynaneHmeMm BbINOMHAETCA nepesanmcb
copgepxunmoro ¢panna cnyvanHoiMmn 6antamn. Ecnm dpann < 102 400 6anT, TO Nepesanmcb
BbIMOMHAETCS CNyYanHbiM 6anTOM, B MPOTMBHOM Clly4ae nepesanucbiBatotcs nepsble 102 401
©anT MaccMBOM CnyvanHbix 6anToB. [lanee BpemMsa co3naHunsi, UBMEHEHMS U OCTYyNa U3MEHSIOTCS
Ha 26.12.1991 00:00:00 UTC uenoukon cneayoLmx BbiI3OBOB:

File.SetlLastAccessTime(file_path,dateTime);
File.SetLastWriteTime (file_path,dateTime);
File.SetCreationTimeUtc (file_path,dateTime);
File.SetlLastAccessTimeUtc(file_path,dateTime);
File.SetLastWriteTimeUtc (file_path,dateTime);

MNocne vero ¢ann ynansetcsa yepesd File.Delete(file_path). Y710 3TO 3a Marn4veckas gata
26.12.1991, HensBeCcTHO. BO3MOXHO, 3TO AeHb poxaeHus paspaboTumka HardBit.

Taknm o6pasom, Mbl BUAUM, 4TO B apceHane HardBit nmeeTtcsa nporpamma ¢ rpadpunyecknm
nHTepdencom, kKotopas NOMMMO WNPpPoBaHUS MeeT PyHKUMOHaN Bannepa. VisHavanbHO, noka
Mbl He OBHapPYXUnNn 3Ty BEPCUIO, Kasanoch, 4to B HardBit 3.0 He Tak MHOro HOBOBBELAEHUI
OTHOCUTENbHO BTOPOW BEPCUN.
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O6pasubl go HardBit 1.0

B nHtepsbio B okTabpe 2022 r. HardBit coobwmnmn, 4to «paboTaloT»
C ransomware OKOMO YETbIPEX NET:

SuspectFile (SF) - The first Hardbit Ransomware file samples have been seen for the first time
recently, does this mean that your group is also newly established?

Hardbit Ransomware (Support): We have been working with all kinds of ransomware for almost
four years. We put useful features of all ransomware in hardbit

The Hardbit project has been in production for almost 3 years, and we tried to use the safest
methods to encrypt files so that both the files remain completely safe and not decrypted,
and we officially started working a few months ago.

Bo Bcex obpasuax HardBit 1.0 B pecypcax Mbl 06Hapyxmunm
Hencnonb3yeMbin pecypc readme, B KOTOPOM Oblfl TEKCT ransom
note Poteston ransomware ([Mpun. 8):

All of your files such as Document, photos
,Databases, etc... has been successfully
encrypted! are encrypted by Poteston Ransomware

What guarantees do we give to you?

You can send one of your encrypted file from your
PC and we decrypt it for free.

and files should not contain valuable information
(databases, backups, large excel sheets, etc.).

After payment we will send you the decryption tool
that will decrypt all your files.

Contact us using this email address: recovery_
Potes@firemail.de

Attention!
* Do not rename encrypted files.

* Do not try to decrypt your data using third
party software, it

Poteston ransomware noasuncsa netom 2021 r.:
https:/id-ransomware.blogspot.com/2021/06/poteston-
ransomware.html

Ha VirusTotal Hawnu aBa o6pasua ¢ ognHakosbiM Typelib Id:



https://www.suspectfile.com/interview-with-hardbit-ransomware-a-new-group-with-great-ambitions/
https://id-ransomware.blogspot.com/2021/06/poteston-ransomware.html
https://id-ransomware.blogspot.com/2021/06/poteston-ransomware.html
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sha256 VT First Compilation CemMencTtBo

Submission Date, UTC Timestamp, UTC ransomware

5ad38d579fb249b

326a25cffb6fsff 17.06.2021 02.06.2021 Poteston
allbl125cda7b612 17:59:32 12:29:40

58934321£59a0210

c94ec73118£c309

77608a5768e24e8 15.09.2021 11.08.2021 Styxeber
e07c35¢c010887d2 15:40:28 14:21:45

be922£055184¢c23

Tabnuua 5. JaHHble Poteston n Styxeber Ransomware

NmeHa cemencTtB Mbl B3ann U3 ransom note kaxporo obpasua. O cemencrtee Styxeber
NHbOPMaLUN Mbl HE HaLLNW.

Kaxpgpin obpasey, 06dpycumpoBaH TeM xe 0b6dyckatopom, 4To 1 obpaaubl HardBit — Ryan-_ -
Borland_Protector Cracked vl.0, HO c npumeHeHnem control-flow-o6dyckaunn. Takxe
nmetotca AntiVM-nposepku:

cTpoka "vmware"B none Manufacturer, npMBeaeHHOM K HUXHeMY peructpy, n3 WMI-3anpoca
Select * from Win32_ComputerSystem;

cTpoka "VirtualBox" B none Model u3 aHanornyHoro WMI-3anpoca.

Ecnn AntiVM-npoBepka He nponaeHa, To Bbi3biBaeTc Thread.Sleep () Ha S5 MUHYT
N 3aBepLUEHNE MPOrpaMMbl.

B o6ounx obpasuax ncnonb3yeTcs OgnHaKoBbIN Nyo6nnyHbIn RSA-KoY, KOTOpbIN
pacwmndpoBbIBaeTCs B runtime:

BgIAAACKAABSUOEXAAQAAAEAAQCVYVyYpXZLp5dNF11P5xvRSTr+dGkRjYS3P9bSvudc3RFaS8/nQ
728366gab0gxRxXI0zQBQoBhQaU0b8087ComD9UlanDyI4QJSzUqly9+Y20CQhAB9I9S/N1iEoT
4Q69nhNDTTbD68jPPVDpASxrpMtjlvCeu5u04IcKmMXuIlll8g==

OTtmeTtumm, yto RSA-Kntoun Bo Bcex obpasuax HardBit He coBnagatoT mexagy cobou, No3ToMy
34ech coBnageHue no knoyvam m TypeLib Id MmoxeT ykasbiBaTb Ha TO, 4TO ¢annbl CO3aaHbl OOHUM
N Tem Xxe pasdpaboTynkom (puc. 13).
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TypeLib Id
93CD45CB-7FBA-4C11-
9B2E-D7F790847036

5ad38d... c94ec7...

Poteston q @ o Styxeber

71C5E0B0O-4533-4803-  1D15A13D-66C8-4E4ADA4ES5-

A449-08B44F216F7C 561D1FCB1B85
02.06.2021 11.08.2021
12:29:40 14:21:45
. Module Version Id . Sha256 . Compilation timestamp, UTC

PucyHok 13. Cesiau nepsbix 06pasLioB HardBit Ha ocHoBe MmeTagaHHbIX .NET

Mbl 06Hapyxunnun cnegytoLwme CXoAcTBa AaHHbIX 06pasuos ¢ HardBit:

1) Ncnonb3oBaHne obdyckaTopa Ryan-_-Borland_Protector Cracked v1.0.
2) CxoxecTb anroputmMa reHepauum client_id ¢ ogHum 13 nepsbix ob6pasuos HardBit 1.0.

Kak y>xe rosopumnocs Bbiwwe, BO Bcex obpasuax HardBit 1.0 client_id coctosn na 10
CUMBOSOB (NapameTp byHKUUM reHepaumm) n reHepupoBancs n3 ctpokun "70F64B87BOPNLX
DSEAWSHO7030P0OGVCADR5YGFFD6". MNMo3numn, No KOTOpPbIM BblbMpatoTca 6anTtbl client_id,

B CBOIO OYepenb, BbIOUPAOTCA U3 MacCKuBa, KOTOPbIN reHEPUPYETCS C MOMOLLbIO GyHKLUN
rngcryptoServiceProvider.GetNonZeroBytes (). To xe camoe Mbl BUaMm B 060m1X
paccmatpuBaeMbix obpasuax. Tonbko client_id gnmHom 30 6anT, a camu 6anTbl BbIOMpPaloTCS
n3 ctpoku "abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567890".

3) lWndposaHne oTaensHbix kKaTanoros B npodune tekywero nonb3osatens. B HardBit 1.0
wudpytoTCca cnepyowme Katanorn B npodune TekyLero nob3oBatens:

Links, Contacts, Documents, Downloads, Pictures, Music, OneDrive, Saved Games,
Favorites, Searches, Videos, Desktop.

B paccmatpuBaeMbix obpasuax WNPpyoTcs Te Xe KaTanoru, Tonbko katanor Contacts
OTCYTCTBYET.

4) CxoxecTb B 3anucu client _id B ransom note.

B HardBit 1.0 n B paccmaTtpumBaembix obpasuax client_id 3anucbiBaeTcs B ransom note
B oauHakoBom popmarTe:
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HardBit 1.0
Your ID : <victim_id>

Poteston
Your Personal ID : <bhé64_rsa_encrypted_client_id>

NmeHHOo Tak, ¢ npobenom mexay "ID" u

YT106bI HE 6bINO NyTaHWULbI, NOAPOOHee pacckaxeM o victim_id m client_id. do HardBit 1.0
Obin TONbKO victim_id, KOTOPbLIN reHepupoBancs N3 CTPOKK Mo CyvarHbiM NO3NLMAM

oT ¢yHKuMnM rngcryptoServiceProvider.GetNonZeroBytes (). OH wudposancs ny6anyHbIM
kntovyoM RSA, Tak kak Ha ero oCHoBe reHepupoBarncs knoy ans AES-256 CBC. B HardBit 1.0
ncnonb3osanocb RSA-wWndpoBaHne ¢ CECCUOHHbIMU KOYaMK, MOSTOMY AOMNOMHUTENBHO

K victim_id nossunacb cTpoka personal id, kyga 3anucbiBancs 3awmdbpoBaHHbIV NPUBaTHbIN
kmod RSA. B nocnepytowmx sepcuax HardBit ¢yHkumio nogcyeta victim_id 3ameHunm

Ha ngeHTndmKaTopbl NPOLLECCOPOB, pasaefieHHble 3anaTon,  0o6asunm GyHKUMIO reHepaunn
client_id, Ha ocHoBe koToporo nony4anca AES-256-CBC-knio4. 3ToT 3awmdpoBaHHbI RSA
client_id ctan nomewartbcsa B personal id.

9) Mlcnonb3oBaHMe ogHOro u Toro XxXe gomMeHa ansg email.

B ¢anne dllhost.exe un3 pecypcos obpasuos HardBit 2.0 B ransom note ncnonbdyetcsa email
managerdhardbit @ firemail[.]de, B Poteston ransomware - recovery_Potes
@ firemaill[. ]de.

Takum ob6pa3om, MOXHO caenatb BbiBOA, 4TO obpasubl Poteston n Styxeber ransomware,
BO-MNepPBbIX, CBA3aHbl MeXaAy cobomn 1 padpabaTtbiBanCb B OQHOM 1 TOM Xe npoekTe (cyas
no ogmHakosbiM TypelLib Id), BO-BTOpbIX, CKOpee BCEro, ABASIOTCS NpeaLleCTBeHHKaMM
HardBit 1.0 1 BbicTynann ¢yHoameHTOM g ero pa3paboTku.

[1nsa nonHOTbI KAPTUHbI NpUBEAEM KpaTkoe onncaHme yHKLMOHana paccMmaTpmBaemMbix 06pasLoB.
YecTHO roBops, 3T obpasupl TAXENO Ha3biBaTb NOMHOUEHHbIMUY WNGPOBaIbLLUMKaMU.

OHun noxoxwm Ha Npobbl Nepa, Tak ckadaTb. ObpaseL, Styxeber Huuero He wndpyer,

Tak Kak 3aBMCaeT B OECKOHEYHOM LMKNe, KOTOpbIN oTcnexmnsaeT persistence. O6pasel, Poteston
n3-3a He06pPabOTaHHOIO NCKIOYEHUS NPU LWNPPOBAHUM NTOTNYECKMX ANCKOB WNGPYET TONLKO
PacCMOTPEHHbIN BbIlE CNUCOK KaTanoros B Npodune TekyLero nonb3osBatens 1 B KOHUE
nepexoamt B 6€CKOHEYHbIN LUK OTCNexXuBaHus persistence. Bot ata 0CO6GeHHOCTb

(To, 4TO O6pa3Lbl He 3aBepLUalOTCS NOCNAe 3anycka) MOrfa NCNoNb30BaTbCs A9 NOMyYeHus
client_id wnu knioyva n IV n3 namatu npouecca, C NOMOLLBIO KOTOPbIX 3awmndpoBaHHble dannbl
MOXHO 6b1/10 6bl pacwmndpoBaTb.

Cama npouenypa peKkypCuUBHOro WndpoBaHNa HanmcaHa OYeHb «KPUBO». DTO BblipaxaeTcs

B TOM, 4YTO Kaxabiv dann wmndpyeTcsa CTONbKO pas, CKOMbKo ¢annos B TEKyLLEM KaTanore, nocne
Yyero BbINONHAETCS WudpoBaHue nogkatanoros. lpyrumm cnosamu, nocne wnudpoBaHNs Kaxaoro
danna B TeKyLlEeM KaTanore BbIMOMHAETCH PEKYPCUBHOE WNPPOBaHWE NoaKaTanoros.

370 3Ha4YUTENbHO yBENMYMBAET obLiee BpeMs WnPpOBaHUS.

O6a obpasua wndpyoT dannbl NOAHOCTLIO ¢ noMowbio AES-256 CBC. N3 wudposaHms
NCKNIOYaloTCS TOMbKO dannbl ¢ pacwmpenmem ransomware (.Poteston, .Styxeber).
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B otnnune ot obpasuos HardBit wndpyembie pannel He nepesanuceiBatotcs. CHavana cosgaercs
3awmndpoBaHHbIN dann, nocne Yero ctapbin bann ygansetcs. K sawmndposaHHoMy danny
pob6aBnseTcs TONbkO COOTBETCTBYIOLLEE pacluMpeHme.

Kniou n IV gng AES-256 CBC nony4atotca na ctpokm victim_id. CHayana cTpoka nepeBoanTcs
B MaccmB 6anTOB, rae KaxgoMy CMMBOJSY COOTBETCTBYET ero koa. [lanee cumtaetca SHAS12-xew
OT Nony4eHHoro maccuea 6anTos. Nepsblie 32 6anta — AES-kntoy, 16 6ant nocne kotoporo - IV

(pnc. 14).

victim_id
“pO6qqy06FMXpdIbbY1£4nxYD6APiFO,,

|

convert to byte array

!

70 30 36 71 71 79 4f 36 46 4d 58 70 64 49 62
62 59 31 66 34 6e 78 59 44 36 64 50 69 46 30

!

sha512Managed.ComputeHash()

v

00 01 02 O3 04 05 06 07 08 09 OA OB OC OD OE OF
00 2a a5 1d ce a9 82 5e 6¢c 8f 17 5f 97 £5 9f eb 94

10 24 13 36 ad le 95 12 63 31 5e 82 22 ae 0Od 66 01
20 93 a3 b2 61 14 d4 5f 63 75 ca e7 10 ae d4 ad 9e AES.IV
30 25 e7 b7 d5 cl1 26 62 c6 1f c5 £8 Od f5 8a e7 ae

AES.Key

PucyHok 14. MonyyeHune knioya u IV ns victim_id B o6pasuax go HardBit 1.0

NoeHTndukatop xeptsbl victim_id wwndppyetca nyénmyHbim RSA-knio4YoM 1 3anncbiBaeTcs
B ransom note kak personal ID.

MNepen wndpoBaHMeEM NOrMYEeCKmX AUCKOB 1 CNINCKA KaTanoros B npodune TekyLero
nonb3oBaTens BbinonHaeTca cmd.exe/c vssadmin.exe delete shadows /all /quiet.
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Poteston ransomware

[ns noHMMaHusa HeobpaboTaHHOro UcknyeHms B Poteston
Ransomware npuBenem ero nceBnoKoLn:

try 1

encrypt_dir(Path.GetPathRoot (Environment.
GetFolderPath(Environment.SpecialFolder.
System,

(Environment.SpecialFolderOption) (-1))));

§

catch (Exception ex) {

£

finally {
encrypt_cur_user_profile_folders()
set_persistence();

§

MeTtopn Environment.GetFolderPath (Environment.
SpecialFolder folder, Environment.SpecialFolderOption
option) NoyYyemy-To BbI3blBa€TCH C option, paBHbIM -1.

OTO NPMBOANT K NOSBMEHNIO HEOH6PABGOTAHHOIO NCKOYEHWS
System.ArgumentOutOfRangeException: Illegal enum
value: -1. (Parameter 'option'), B pesynbrate yero
BbINOMHEHME nepexoanT B 6nok finally.

B 6noke finally BbinonHsaeTcs wWndpoBaHmMe Cnncka Katanoros
B Nnpodune Tekywero nonb3osatens: Links, Documents,
Downloads, Pictures, Music, OneDrive, Saved Games,
Favorites, Searches, Videos, Desktop.

[anee BbINONHAETCS pacnpocTpaHeHne wudposanbLimKa

Ha CbeMHble HOCUTenn Yyepes cosgaHne autorun.inf ¢annos

B KOpHe $pannoBon cUCTEMbI (MPW 3TOM HECHEMHbIE HOCUTENN

He UCKIoYaloTCs), HECMOTPS Ha TO YTO AaHHbIN yHKLUMOHanN 6bin
otknioyeH B Windows ¢ 2009 r. LLndposanbLuyk konmpyeTt cebs
B KOPEHb KaXaoro norm4eckoro agncka nog uMeHem Saralay.exe
N B KOpHe cospaeT ¢dann autorun.int co cnegyowmm




Solar JSOC CERT

copepXaHnem:

[autorun]

open=<disk_label>:\SaraJay.exe

shellexecute=<disk_label>:\
®dannam npuceanBaeTca atpubyT «CKpPbITbIN».

lNocne atoro 3anyckaeTcs 6€CKOHEYHbIN LMK, KOTOPbIV KaxXable 5 CeKyHA, NpoBepseT Hannvme
ncnonHaemoro ¢anna wneposanblmka B %appdata®%\Microsoft\Windows\Start Menu\
Programs\Startup\. Ecnu ¢ann otcyTcTBYET, TO BLINOMHAET KONUPOBaHNE Ce65 B AaHHbIN
KaTanor.
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Styxeber ransomware

Yepes napy mecsues nocne Poteston ransomware noasnseTcs
obpaseL, Styxeber ransomware. [locne 3anycka BbINONHSAET
aHanorunyHble Poteston ransomware AntiVM-nposepku, yoanseT
TEHEBbIE KONUM N Cpasdy 3anyckaeT 6&€CKOHEYHbIV LMK

Nno OTCNEXmnBaHWUIO persistence B katanore %appdata®%\Microsoft)\
Windows\Start Menu\Programs\Startup\. To ecTb npn 06bIMHOM
3anycke HUKaKoro WudppoBaHUS BbINOMHATLCSA He ByaeT. BO3MOXHO,
3TO TeCToBas Bepcus wndpoBsanblunka U HasBaHne Styxeber

TOXe TECTOBOE, pa3 HMKaKkown MHPopMaLMM O HEM HET B OTKPbITbIX
NCTOYHMKAX.

Nocne atoro 6eckoHeYHOoro umkna ewe nmencsa GyHKunoHan,
KOTOpPbIN Obifl MOX0X Ha Poteston ransomware. BoinonHanochb
wudpoBaHne victim_id tem xe RSA-kno4vom,

41O U B Poteston ransomware. LUndposanca eaMHCTBEHHbIN
katanor Pictures B npodune Tekylero nono3osartens. Janee
3anyckanacb aHanornyHas Poteston Ransomware ¢yHkuns

NO PacnpPOCTPaHEHMIO HA CbEMHbIE HOCUTENW. TONBbKO B 3TOM
cnyyae wudpoBanbLK B KOPeHb KONMpoBan cebs nog MeHem
ntmsp.exe, 4YTO NpaKTUYECKM coBnagaeT C Ha3BaHMEM PeCcypcCa,
OTKyAa pacnpocTpaHaeTcs BpeaoHOCHbI RTF-gokymMmeHT

c CVE-2017-11882 - Ho 06 aTtom panee. [lepen 3aBeplueHnem
3anyckancs 6paysep no ymonyaHuio ¢ URL hxxps://yip[.]
su/2wgpl6, KOTOPbIN NepeHanpasnan Ha hxxps://www.
google[.]it.

Cypns no nHpopmaumm ¢ VirusTotal, paHHbIM 0bpaseLl
pacnpocTpaHancsa Yyepes BpeaoHOCHbIn RTF-dann, B koTopom
akcnnyaTupoBanach ysa3smmocte CVE-2017-11882:

hxxp://www.ntmspal.]com/fra/DoSITE.php?mod=modulis
tica&snd=file&act=download&id=641;

hxxp://www.ntmspal[.]com/ita/DoSITE.php?mod=novita&
snd=file&act=download&id=97;

hxxp://ntmspal.]com/ita/DoSITE.php?mod=novita&snd=
file&act=download&id=98;

Pecypc ntmspa.com — obpumumanbHbI cauT NTanbsHCKOro 3aBoga
GUTUHIOB 1 KNanaHoB..
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Ha cante ntmspa.com B UTanbsaHCKOM HOBOCTHOM neHTe (hxxp:/www.ntmspal.Jcom/ita/news.htm)
BCE CCbI/IKM BeayT Ha BpeooHOCHbIN RTF-gokymeHT 6b756a4dcafdbc323ae3240f755a2b5c4cc65
28fad214c9ba8302fbc37543faal, yto TakXe BMAHO NO ognHakoBoMy pa3mepy PDF-dannos (0.56

MB) (puc. 15):
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ntmspa.com/ita/
DoSITE.php?mod=novita&snd-file
&act=download&id=98

ntmspa.com/ita/
DoSITE.php?mod=novita&snd-file
&act=download&id=97

ntmspa.com/ita/
DoSITE.php?mod=novita&snd-file
&act=download&id=96

ntmspa.com/ita/
DoSITE.php?mod=novita&snd-file
&act=download&id=95

ntmspa.com/ita/
DoSITE.php?mod=novita&snd-file
&act=download&id=94

PucyHok 15. Cant NTM Spa B ntanbsHCKon pegakLumm ¢ BPeAOHOCHBIMU CChIIKamMu


http://nastra
http://nastra
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BHewHnn n nogpo6Hbin Buabl RTF-pokymeHTa (puc. 16, 17):

11111

PucyHok 16. BHewHun Bua BpegoHocHoro RTF-gokymeHTa

{EMBED Package HEMBED Equation.3{EMBED Equation.3]]

PucyHok 17. Mopgpo6Hbin BUA BpegoHocHoro RTF-gokymeHTa

MNpwn OTKPbITUM OOKYMeHTa pann ran.exe, npeacTaBnsaowmm cobon Styxeber ransomware
(sha256 c94ec73118fc309f77608a5768e24e8be07c35c010887d28be922£055184¢231),
KonupyeTtcs B %tmp% n 3anyckaeTtcs Yepes komaHay cmd.exe /c 9%tmpf%\ran.exe, KOTOpas
BbliNOAHsAETCS ¢ nomolbio API-BbidoBa WinExec.

MNepsbIn Equation Object conepXnT HEKOPPEKTHbIN payload, KOTOPbIN BbI3bIBAET UCKITIOYEHNE
B ogHOM 13 PyHKLMN 06paboTkn wpurdtos (puc. 18):

Cffset(h) OO0 01 02 03 04 05 08 07 OB 09 QA OB OC OD OQOE OF Decoded text
00000CDO C8 A7 5C 00 C4 EE 5B 00 00 00 00 00 03 0l 00 03 ES\.Ai[.........
QO0000CED 0O& O& 08 00 01 33 CO 50 BD 44 24 52 50 EE TF &3 ..., 3AP.DSRPE.cC
Q000DQCF0 €D €4 ZE €5 7B €65 20 2ZF &3 25 74 €D 70 25 5C 72 md.exe /citmpi\r
0Qoo00p00 €1 gE 2E ©3 T8 €5 20 20 20 20 20 20 20 Z0 20 Z0 an.exe

Qgoogplo 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

QQpoop2o 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Q0Qoo0p30 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 Z0

QQooop4g 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Qoooops0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

0Qo00De0 20 20 20 20 20 20 20 20 20 20 20 20 20 Z& 90 SB &t
QO0o0oDT70 44 24 2C €€ 2D 51 A8 FF EO 25 00O OO0 Q0 Q0 00 00 DS, f-Q07%¥a%......
QQDOoO0DE0 00 00 00 00 00 OO0 00 00 QO QOO0 Q0 OO0 g0 00 00 00 @ ueeewsansmnnnns

PucyHok 18. HekoppekTHbin payload nepsoro OLE-o6bekTa RTF-gokymeHTa

Bropon Equation Object copgepxunt koppekTHbin payload, koTopbin BbidbiBaeT WinExec (puc. 19):
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Cffset(h) 00 01 02 0O3F 04 05 086 07 05 05 04 OB OC OD QOE OF Decoded text

00000910 C8 A7 5C 00 C4 EE 5B 00 00 00 00 00 03 01 01 03 ES\.Ai[.........
QQoo0520 04 0O& 01 0Z 5A SA 63 €D 64 ZE 65 73 &5 20 2F & «...2Zcmd.exe Sfc
0Qoogs30 25 74 6D TO 25 5C 72 €1 eE ZE &5 73 &5 20 20 2 Ftmp:hran.exe
QQpoogs4g 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2

QQoogs30 20 41 12 0C 43 00 Q0 Q0 QO Q0O Q0 OO0 Q0 00 00 00 e
Q0000560 00 00 Q0 00 00 00 Q0 Q0 Q0 Q0 Q0 00 Q0 00 00 00 coveeeeeannnnsns

PucyHok 19. KoppekTHbin payload BTtoporo OLE-o6bekTa RTF-gokymeHTa

Ckopee Bcero, cant ntmspa. com 6bin B3MOMaH, B pe3ynsrate Yero NermTMMHbIE CCbIKN
3aMeHUnn Ha BpeaoHOCHbIe. 1o amM3anHy n gate 06HOBNEHNS nocnegHnx HosocTten — 2018 .
AN ntanbsHckon sepcumn 1 2016 1. ANng BCex OCTasnbHbIX — CO3AaETCA BNevyaTneHne, 4To cant
yXe He NogaepXmBaeTCs, XOTa perncrpaumns goMeHa aktmeHa o 2025 roga. Ckopee Bcero,
NNaHNPOBANOCh AAHHYIO KKaMMaHUIO» HaLENUTb Ha UTanbIHCKYIO ayanTOpPUIO, NMO3TOMY B KOae
Styxeber ransomware B KOHLLe OTKpbIBanach CCblfika, KOTopas NepeHanpasnsana Ha NTanbsHCKYo
Bepcuio Google (google.it). Mbl ncnonb3oBanu rnaron «naaHNPOBanoCh», Tak Kak HaNmOMHUM,
4TO, BO-MNEpPBbIX, Styxeber ransomware nocne 3anycka nonagaeT B 6€CKOHEYHbIN LMK/
oTCnexunBaHusa persistence, BO-BTOpPbIX, faxe 6e3 6eCKOHEeYHOro uukna winppyeTcs ToNbKo
katanor Pictures B npodune TekyLero nonb3osartens, YTo, No CyTN, HE HAHOCUT HNUKAKOro
Bpena. Ransom note Styxeber ransomware npegcrtasneH B [Mpunoxexun 9.
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Oekpuntop

CneunanucTbl LeHTpa paccnenoBaHust KnbepunHumgeHToB Solar
JSOC CERT nanucanu gekpuntop ana HardBit 2.0 n 3.0.

Ero MoOXHO 3arpyanTb NO CChifKe:

CkavaTtb gekpuntop

[ekpunTop npegctaBnseT coOb0oM KOHCObHYIO MPOrpaMmmy
Ha .NET 4.8.

OToenbHO OTMETUM HeobxoanMocTb ncnonb3osaHma .NET 4.8
npu cbopke OekpunTopa, Tak Kak B Koge reHepaumn client_id
ncnonbdyetcsd Encoding.Default. Ecnm kpaTko, To Ha .NET > 4
Encoding.Default Bcerga Bo3spaiwaeT UTF8Encoding,

a HEe CUCTEMHYIO KOOMPOBKY MO YMONYaHMUIO, YTO MOXET NPUBECTHU
K reHepaunu HesepHoro client_id n B KOHEYHOM cyeTe

K HEBO3MOXHOCTU pacwmndposatb dannbl. bonee nogpobHO

06 3TOM - Ha cante Microsoft.

HeTtanbHasa MHCTPYKLUMA NO NCNOMb3OBaHUIO OeKpUNTOpa
pacnonaraeTcs Tam xe - Ha github, 4yTo6bl UMETb BO3BMOXHOCTb
nopaepXmBaTb €€ B aKTyarlbHOM COCTOAHUMN.

30ecb xoTenun 6bl OTMETUTb OCHOBHbIE TPEOOBaHUA 419 YCMELHON
pacwmnPpoBKM AaHHbIX:

1) na pacwndpoBkn HeobxoamMmo reHepuposatb client_id.

[nsa pacwmdpoBkm gaHHbIX ¢ xocta N Heo6Xx0oMMO NOMyYNTb
client_id umeHHo ¢ atoro xocta N. [laHHbin client_id moxeT
pacwudposatb Ppannbl ToNbko € xocTa N. B oTaenbHbIX YHUKaNbHbIX
cnyvasx client_id moxeT pacwmudpoBaTb pannbl 1 C opyroro
XOCTa, HO TONMbKO MNP YCMNOBUN COBMafAeHUs BCEX NapaMeTPOB,
KOTOpble UCronb3yloTca Ang nogcyeta client_id.

2) Ecnn creHepupoBaHHbiv client_id He nogxoanT

N He pacwnoposbiBaeT ¢annbl, OgHA N3 BOSMOXHbIX MPUYMH —
N3MEHEHNe Kakoro-nmbo napameTpa, KOTOPbIA NCMOb3yeTCs AN
nogcyeta client _id.

MNpumepsbi:

- OtknoveHve/ynaneHne nHtepdenca, KOTopbIn Obin akTUBEH
Ha MOMEHT WndpoBaHUS.


https://learn.microsoft.com/en-us/dotnet/api/system.text.encoding.default?view=net-7.0#system-text-encoding-default
https://github.com/solar-jsoc/HardBitDecryptor
https://github.com/solar-jsoc/HardBitDecryptor/releases/tag/Latest

Solar JSOC CERT
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N3meHeHne koHurypaumm BupTyanbHOW MallVHbl — UBMEHEHME KONMYeCcTBa NpoLECCOPOB.
MopknoyeHne/oTKNIoYEHNE BHELLIHEro HOCUTENS (XEeCTKOro aucka).

[pyras npuynHa — NpoBepuTh paclumpeHne 3awmndpoBaHHbix dannos. Pannbl HardBit 1.0
HEBO3MOXHO paclwmdppoBaTb 6€3 npmBaTHOro RSA-knova.
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3akn4vyeHune

Mbl npoaHannanpoBanu pasnuyHble Bepcumn WndpoBanbLLmKa
HardBit. Cynoa no gpatam komnunsaumm oopasuoBs, MOXHO
NPEANONOXNUTb, YTO Y 3N10YMbILLNEHHMKOB YXOOUT OBOMIbHO Mano
BPEMEHM Ha BbiMyCK HOBbIX Bepcun. Mexay nepBoun n BTOPOW
BEPCUSAMU — MeHbLUE Mecsaua. Mexay BTopoun 1 Tpetben — 3
mecsua. Ecnu cpaBHUTbL C gpyrummn rpynnmpoBKamu, Hanpumep

c LockBit, To y HUX Mexay BTOpON 1 TpeTben BEPCUIMM NpoLlen
rog, (LockBit 2.0 — uioHb 2021, LockBit 3.0 — uioHb 2022). Takown
KOPOTKMI CPOK BbIMyCka HOBbIX BEPCU MOXET ObiTb OQHON

N3 NPUYMH NOSBNEHNSA BO3MOXHOCTM paclundpOBKKY, Tak Kak
BpeMs Ha paspaboTky, a TakXe Ha TECTUPOBAHNE CUNBHO
orpaHundeHo. Ckopee Bcero, nocne nepson sepcun HardBit xotenn
YBEMNUYUTb CKOPOCTb WMPPOBaAHUS N NEPELLNIN HA NCMONb30BaHNE
CUMMETPUYHOro anropmtma wndpoBaHns, HO He peanm3oBanu
AOMXHbIM 06pa3oM Bce aTanbl WndppoBaHus. Takxe Ha npumepe
byHKUMM WwWndpoBaHns obLMX KaTanoros, KOTopas He BbIMNOMNHAET
CBOW GYHKLMOHAN, BUAHO, YTO, BEPOSITHO, NMNOO 3Ty GYHKLMIO

He NPOTECTMPOBaNM OOMKHbIM 06pa3oM, MMOO y pa3paboTUnKoB
He XBaTWMO Ha 3TO BPEMEHW, 1 OHa NPOCTO nepeexana 6e3
nameHeHun B HardBit 3.0. C gpyromn CTOpOHbI, KOPOTKUN CPOK
BbIMyCKa HOBOW BEPCUM MOXET NPUBECTM K TOMY, YTO 6naropaps
paHHoMy oTyeTy HardBit ncnpasut ya3sMmMocT B CBOEM
anroputme wudposaHus n HardBit 4.0, B nosaBneHnn KOToporo
Mbl YBEPEHDI, yXe 6yaeT HEBO3MOXHO paclumdpoBaTtb 6e3
NPVBaTHbIX KIOYen 310yMbINEHHNKOB. [peackasaTb gaTy penvsa
HOBOW BEPCUM Henb3s, HO, CKOpee BCEro, K KOHLY roga MOXHO
oxupaTb HoBble 06pasubl Ha VirusTotal.

Takxe 6binun BbiIBNEHbI NPEANONOXUTENbHbIE KOPHM HardBit -
obpasupbl Poteston n Styxeber ransomware 2021 .,

YTO OONOMHUTENBHO NOATBEPXAAaET GaKT TOro, YTo rpynnMpPoBKa
HardBit paBHO 3aHMMaeTcs wndposanbmkamn, a GUlI-Bepcus
HardBit 3.0 nononHuna apceHan 3N0yMbILWNEHHUKOB BannepoM.

Mo BukTMonorun HardBit y Hac HeT faHHbIX. ECTb ronble ¢akTbl:
- BonbwuHcTBO cTaten o HardBit — ot 3apy6eXxHbix KOMNaHW.

- OtBet HardBit B nHTEpPBbIO Ha BONpPOC 06 Mx uensx: «It's just
a business».
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- Haw cnyyan, korga HardBit atakoBann pocCMMCcKyo KOMMaHMIO.

Cuuntaem, 4TO Ha paHHOM aTane passuTng Lensmmn HardBit moryT 6bITb NpeanpuaTua Manoro
N cpenHero busHeca B PasnmMyHbIX CTPaHax 6€3 Kakux-nnbdo NCKTIOYEHNI.

bonbwe aHanuUTUKM

O3HakoOMUTbCS C ApyrMMm otTyeTamm komnaHmm «Poctenekom-Conap» 1 nognucaTbcs
Ha OOHOBNEHUS.
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[Mpunoxenune 1. NHnpnkaTopbl KOMMPOMETaUUmn

Timestamp,
UTC

VT First
Submission
Date, UTC

Original

Contacts .
Filename

TypeLib Id

Comments

5ad38d579fb249b3
326a25cffth6fs5ffe
allb125cda7b6120
5893432£59a02101

6b756a4cafdbc323
ae3240£f755a2b5c4
cc6528fad214c9ba
8302fbc37543faal

c94ec73118£fc309f
77608a5768e24e8b
e07c35c010887d28
be922£f055184c231

b919757£99c1668c
Ab3f5a0c2fd42f91
8788ceb1d815b64c
7d2dda68989ad0e9

e0544cf9225461fc
1b0e39bbf4f4blct
cf92e596ae39cfea
8££6933835d5078hb
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02.06.2021
12:29:40

11.08.2021
14:21:45

10.09.2022
23:04:03

12.09.2022
15:46:30

17.06.2021
17:59:32

15.09.2021
15:39:45

15.09.2021
15:40:28

09.03.2023
19:35:05

16.09.2022
09:16:31

Before HardBit 1.0 (Poteston & Styxeber ransomware)

Windows
Session
Manager.exe

recovery_Potes@firemail.de

Styxeber@firemail.de svchost.exe

HardBit 1.0

ineedmyfiles@tutanota.com
ineedmyfiles@msgsafe.io

stub.exe

hardbit@tutanota.com

hardbit@msgsafe.io stub.exe

71C5E0BO-
4533-4803-
A449-
08B44F216F7C

1D15A13D-
66C8-4E4D-
A4E5-
561D1FCB1B85

FBE31BBF -
775B-4DB7 -
90DA-
855DEE41EF98

48064A3E-
99F2-4CFB-
ADF4-
558A99393106

93CD45CB-
7FBA-4C11
-9B2E-
D7F790847036

93CD45CB-
7FBA-4C11-
9B2E-
D7F790847036

B6FAD222-
04B6-4543-
9242 -
7140103B1F42

B6FAD222-
04B6-4543-
9242 -
7140103B1F42

Poteston ransomware.

LLinpyeT TONbKO CNUCOK KaTanoros
(Mpwun. 3) B npodune Tekywero

nonb3oBaTend

RTF-¢ann ¢ CVE-2017-11882,
sanyckaowun %temp%\ran.exe ->
Styxeber ransomware (xew c94ec7..)

Styxeber ransomware.
Huuero He wndpyer.

3aBucaeT B 6€CKOHEYHOM LUKNe

O6dyckatop

Ryan-_-Borland_Protectox
Cracked v1.0. B pecypcax

HeT hta-wwabnoHa

Crypto Obfuscator. Pa6ortan
po 01.10.2022 08:46:22 UTC.
Moseuncsa hta-wa6bnoH. Copepxut
PDB: C:\Users\Alex\
Desktop\Debug\CryptoObfuscator_

Output\stub.pdb
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sha256

Timestamp,
UTC

VT First

Submission

Date, UTC

Contacts

Original
Filename

TypelLib Id

Comments

7£3ee36e9c480457
599f0al9eea81a00
2ccebl7acab619622
14aeal65d0699a21

808d03f47e2ecc4at
8f2ef2d03b41c7cl
91410d162440294a
7b493b608fedcdab

c67b531e87130184
a92d2479398aceb8
2ea886368b008656
2af22b3a9bd3437c

422e0e4e01c826¢c8
a9f31ch3a3b37ba2
9fb4b4b8c4841el6
194258435056d8a3
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26.09.2022
18:08:07

26.09.2022
18:08:07

26.09.2022
18:08:07

19.06.1992
22:22:17

12.10.2022
06:28:39

31.10.2022
16:20:23

11.12.2022
07:15:57

22112022
13:46:26

HardBit 1.0

boos@keemail .me
boos@cyberfear.com

HardBit 2.0

filetest@onionmail.org
filetest@decoymail.net

stub.exe

stub.exe

stub.exe

E23EQ76D-
1185-4984 -
A926-

602E017B105B

63CBAF97 -
O7A2-46FE-
AA41l-

92551D0482D4

3E08CBBB-
6ECF-4431-
BF42-

936901579F7A

B6FAD222-
04B6-4543 -
9242-

7140103B1F42

B6FAD222-
04B6-4543-
9242 -

7140103B1F42

B6FAD222 -
04B6-4543-
9242 -
7140103B1F42

Crypto Obfuscator. Pa6otan
po 15.10.22 11:08:03 UTC.
Y6panu npoeepku Ha bann-nHamkaTop,
otknmoveHne UAC un 3anyck 6onee
opHoun konuun. Copepxunt PDB:
C:\Users\Aleksandr\Desktop\
Debug\CryptoObfuscator_
Output\stub.pdb

O6pasubl, ¢ pacwmnppoBaHHbIMA
Tenamu metonos, 6e3 Overlay,
obpaboTaHHble deddot
M C HAMMEHOBaHMEM HEKOTOPbIX
$yHKkumn. He 3anyckaiotcs
n3-3a ownbkun ¢ Tmunamn. Cogepxar
pecypchbl, aHanornyHble xelam
7f3ee3.., 7e32b5..

Obpasen
fafbel6bc5646bf176dd3ef62ba
905bb2ch0ee5104385921£3
cdda7dfe20d4, 3apaxeHHbIn
BUpycom neshta
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sha256

TimestamP
UTC

VAR IS

Submission

Date, UTC

Contacts

Original
Filename

TypeLib Id

Comments

73b4ab2ae70beb46
37920£181ba3f175
374209178c86465c
a92d333f034ae960

fafbel6c5646bfl17
76dd3ef62ba905b9
b2cb0ee51043859a
2f3cdda7dfe20d4c

a0138b24593483f5
0ae7656985b6déct
e77£7676ba374026
199ad49ad26£2992

cb239d641cfa610b
leafOecd0f48c42d
d147£547b888e450
5297c4e9521d8afe

efaecbeec913bf80
eeb3348e3ee2b960
8£546300ff4d1fch
th9b2d8af2f9eacl
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15.09.2022
13:42:34

2410.2022
15:52:48

2410.2022
15:52:48

2410.2022
15:52:48

15.01.2023
17:23:29

22.01.2023
19:24:02

22.11.2022
13:55:51

2012.2022
10:40:06

21.01.2023

18:10:00

02.03.2023
01:30:46

HardBit 2.0

filetest@onionmail.oxg
filetest@decoymail.net

godgood55@tutanota.com
alexgod5566@xyzmailpro.com

filetest@onionmail.oxg
filetest@decoymail.net

managerdhardbit@firemail.de

RC7jiDJ1UtiDT
ARRCjiDJ1Uti
DTR.exe

RC7jiDJ1ULiDT
ARRCjiDJ1Ut1
DTR.exe

RCjiDJ1ULiDT
ARRCjiDJ1Ut1
DTR.exe

dllhost.exe

D19535BD-
1225-
4ABB-8D8C-
DEDE9E8C2937

D19535BD-
1225-

4ABB-8D8C-
DEDE9E8C2937

D19535BD-
1225-
4ABB-8D8C-
DEDE9E8C2937

40227D81
-D9B6-4B9C-
918C-
FBAOABAAF766

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

37BE3488-
C362-412A-
ADS8A-
E9A1667F8593

Pecypc n8auhs7a (lsm.exe),
cogepxawmncsa B Kaxaom obpasue
HardBit 2.0

Pecypcbl: n8auhs7a (lsm.exe)
n_00 (hta template).
He umeiot Proxy Call Obfuscation

Pecypc dllhost B xewax
c MVId B6C72838-F90B-4FE2-
89F0-4F7E50335163.
MNpencTtaBnseTt cobon dann
CO cKpbiTON popMOMN.
3akpennsieTcs B run M Kaxpaoro
24 yncna 3anucbiBaeT
nyctble hta-dannbl u ransom note
(HenycTble) No Bcem kaTanoram
NOrnyeckux gUCKoB



Solar JSOC CERT

sha256

Timestamp,
UTC

VT First
Submission
Date, UTC

TypelLib Id

Comments

efaec6eec913bf80
eeb3348e3ee2hb960
8f546300ff4d1fch
fth9b2d8af2f9eacl

083c5hb43df8bee2a
6235c3£5038cc986
Ob4adbfd1675d367
a67fctff93ccfcthb

8edaee2550dde9odt
1fe2e8c26965be38
17f0d66bal3510ac
281bfdc8ddeldde?

8d365654¢c14b6192
f6f08ele74ea9ce?
7£5245347£86faa3
c121102faecl17£37

c4clfflbcd2£7917
29f04afded3£f212
c0622c9e31e7b142
3af9884£f2d529a0c

a2¢15¢8983710d16
47a5eb2celef299f
dbcbca®blblebabd
8c1b23ffe9f5d9h4
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24.01.2023
17:39:32

24.01.2023
17:39:32

24.01.2023
17:39:32

22.04.2023
04:14:18

22.04.2023
04:14:18

09.05.2023
20:07:1

01.03.2023
17:20:24

14.04.2023
20:25:06

15.04.2023
16:35:44

01.05.2023
19:30:43

09.06.2023
20:19:44

09.05.2023
23:01:16

Contacts Qngnm
Filename
HardBit 2.0
hardbitman@tutanota.com RC319?1Ut1DT
) ) ARRCjiDJ1Ut1
hardbitman@msgsafe.io
DTR.exe
hardbitfiles@tutanota.com RC]1Q?1UtlDT
hardbitfiles@msgsafe.io ARRCI1DJIUTI
g ) DTR.exe
RCjiDJ1UtiDT
- Sljﬁgibfmy'iom ARRCiDJ1Uti
eep utanota.com DTR . exe
HardBit 3.0
hardbitfiles@tutanota.com VTtEvhIFsVTt

hardbitfiles@msgsafe.io

rast@airmail.cc

helpdec8511@Tutuanota.com
decfile855@bingzone.net

fIFsVTtf.exe

VTtfvhIFsVTt
TIFsVTtf.exe

VTtEvhIFsVTt
fIFsVTtf.exe

9A55DFDD-
4C38-4397-
BC63-
1788C3048188

9A55DFDD-
4C38-4397-
BC63-
1788C3048188

9A55DFDD-
4C38-4397-
BC63-
1788C3048188

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

[o6aBneHbl pecypchbl note
(cTapbim ransom note, BO3MOXHO
¢ HardBit 1.0, cyns no pomeHy
firemail.de, He ucnonb3yeTcs,
Tak Kak note 6epetca us Overlay)
ndllhost (dllhost.exe)

YacTb CcTpOK He 3awmndpoBaHa,
ocTanbHasa 4YacTb — C nomMolLubio AES.
Ectb Tonbko Proxy Call Obfuscation

N N3MEHEHbI UMEHa METOA0B

.NET Framework 4.7.2.Pecypcbl:
2 wscript-tanna pns ocTaHOBKU
n ypaneHus cepsucos (Mpuvn. 6, 7)
M wabnoH hta-thanna.Noasuncs
$ann hard.txt ¢ napameTpamu
3anycka
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sha256

Timestamp,
UTC

VT First
Submission
Date, UTC

Contacts

Original
Filename

TypeLib Id Comments

a2c¢15c8983710d16
47a5eb2celef299f
dbcbcaOblbleBabd
8c1b23ffe9f5d9h4

bbbc140953e7c6b6
8ea2abd0a0f9d4d3
0f6b71b97efafletf
€c915132306d73bb
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09.05.2023
20:07:1

09.05.2023
20:13:52

09.05.2023
23:01:16

HardBit 3.0

helpdec8511@Tutuanota.com
decfile855@bingzone.net

hisenbergflger@tutanota.com

VTtfvhIFsVTt
fIFsVTtf.exe

VTtfvhIFsVTt
fIFsVTtf.exe

F814201C-
6B91-4ED9-
A4A2 -
CAF3C82E1B3A

981D8D19-
051B-4250-
9F2F -
D82065852ED5

27A771FDE366- GUI version ransomware
A9DF - + wiper.
91C6- Takxe, ckopee Bcero, umeeTcs
AD645D5C9F2C ornevyatka B email-agpece:

tutUanota BmecTo tutanota

540C4D38-
7FF8-4851-
BCB7-
CA49604CB428

.NET Framework 4.8.1
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MpunoxeHue 2. HardBit 3.0 ransom note

51

| 111 'HARDBIT RANSOMWARE!!}!!

Attention!! (Do not scan the files with antivirus in any case. In case of
data loss, the consequences are yours) Attention!!

what happened?

All your files have been stolen and then encrypted. But don't worry,

everything is safe and will
be returned to you.

How can I get my files back?

You have to pay us to get the files back.

accounts, you only have
to pay us via Bitcoin.

How can I buy bitcoins?

We don't have bank or paypal
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You can buy bitcoins from all reputable sites in the world and send them
to us. Just search how to buy bitcoins on the internet. Our suggestion
is these sites.

>>www . binance.com/en<<or>>www.coinbase.com<<or>>localbitcoins.com<<or>>www.
bybit.com<<

What is your guarantee to restore files?

Its just a business. We absolutely do not care about you and your deals,
except getting benefits. If we do not do our work and liabilities - nobody
will cooperate with us. Its not in our interests.

To check the ability of returning files, you can send to us any 2 files with
SIMPLE extensions (jpg,xls,doc, etc... not databases!) and low sizes(max 1
mb), we will decrypt them and send back to you.

That is our guarantee.

How to contact with you?

You can contact us by email:>>>>hisenberg@lger@tutanota.com<<
How will the payment process be after payment?

After payment, we will send you the decryption tool along with the guide
and we will be with you until the last file is decrypted.

What happens if I don't pay you?

If you don't pay us, you will never have access to your files because the
private key is only in our hands. This transaction is not important to us,

but it is important to you, because not only do you not have access to your
files, but you also lose time. And the more time passes, the more you will
lose and

If you do not pay the ransom, we will attack your company again in the
future.

What are your recommendations?

- Never change the name of the files, if you want to manipulate the files,
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make sure you make a backup of them. If there is a problem with the files,
we are not responsible for it.

- Never work with intermediary companies, because they charge more money
from you. For example, if we ask you for 50,000 dollars, they will tell you

55,000 dollars. Don't be afraid of us, just call us.

Very important! For those who have cyber insurance against ransomware
attacks.

Insurance companies require you to keep your insurance information secret,
this is to never pay the maximum amount specified in the contract or to pay
nothing at all, disrupting negotiations.

The insurance company will try to derail negotiations in any way they can
so that they can later argue that you will be denied coverage because your
insurance does not cover the ransom amount.

For example your company is insured for 10 million dollars, while
negotiating with your insurance agent about the ransom he will offer us the
lowest possible amount, for example 100 thousand dollars, we will refuse
the paltry amount and ask for example the amount of 15 million dollars, the
insurance agent will never offer us the top threshold of your insurance of
10 million dollars.

He will do anything to derail negotiations and refuse to pay us out
completely and leave you alone with your problem. If you told us
anonymously that your company was insured for $10 million and other
important details regarding insurance coverage, we would not demand more
than $10 million in correspondence with the insurance agent. That way you
would have avoided a leak and decrypted your information.

But since the sneaky insurance agent purposely negotiates so as not to pay
for the insurance claim, only the insurance company wins in this situation.
To avoid all this and get the money on the insurance, be sure to inform

us anonymously about the availability and terms of insurance coverage,

it benefits both you and us, but it does not benefit the insurance company.
Poor multimillionaire insurers will not starve and will not become poorer
from the payment of the maximum amount specified in the contract, because
everyone knows that the contract is more expensive than money, so let them
fulfill the conditions prescribed in your insurance contract, thanks to our
interaction.
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Sensitive data on your system was DOWNLOADED.

If you DON'T WANT your sensitive data to be PUBLISHED you have to act
quickly.

Data includes:
- Employees personal data, CVs, DL, SSN.
- Complete network map including credentials for local and remote services.

- Private financial information including: clients data, bills, budgets,
annual reports, bank statements.

- Manufacturing documents including: datagrams, schemas, drawings in
solidworks format

- And more...

Your ID : <each_physical_processor_ProcessorId_ _divided_by_comma>

Your personal id : <bé64_rsa_encrypted_client_id >
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MNpunoxenune 3. Cnucok kaTtanoros gns wndpoBaHus

B npodune nonb3oBaTteneun

95

Desktop
Links
Contacts
Documents
Downloads
Pictures
Music
OneDrive
Saved Games
Searches
Videos

Favorites
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[MpunoxeHune 4. HardBit 3.0. UckniovyeHus dannos
N paclunpeHunmn

56

.386
.DLL
.EXE
.adv
.ani
.bin
.cab
.cmd
.com
.cpl
.cur
.deskthemepack
.diagcab
.diagcfg
.diagpkg
.dl1
.dxrv
.exe
.hardbit3
.hlp
.hta
.icl
.icns
.ico

.ics
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.idx

.key

.1nk

.lock

.mod

.mpa

.msc

.msi

.msp
.msstyles
.msu

.nls
.nomedia
.0CX

.pdb

.prt

.psl

.Tom

.rtp

.SsCr
.search-ms
.shs

.spl

.sys
.theme
.themepack
.WpX
GDIPFONTCACHEV1.DAT

HARDBIT. jpg
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Help_me_for_Decrypt.hta
How To Restore Your Files.txt
autorun.int

boot.ini

bootfont.bin
bootsect.bak
d3d9caps.dat
desktop.ini

hard.txt

iconcache.db

ntldr

ntuser.dat

ntuser.ini

thumbs.db
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MpunoxeHune 5. HardBit 3.0. cknioyeHunsa katanoros

npv wudpoBaHum gucka C:\

59

Windows
Program Files

ProgramData

Temporary Internet Files

PerflLogs
Recycle.Bin

boot

program files (x86)

programdata
system volume
tor browser
windows.old
intel
msocache
x64dbg
default
Microsoft
bootmgr
autoexec.bat
Ntuser.ini
Thumbs.db
Config.sys
Boot.ini
Bootsect.bak
AppData

ProgramData
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Boot
System Volume Information
MSOCache

Users -> WCKMIOYEH, TaK Kak KaTanorun nonb3osarenemn wmdpyotcsa otaenbHom dyHKunemn
nocne wunposBaHns Bcero gmcka C:\

C:\ProgramData
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[Mpunoxenune 6. HardBit 3.0. WScript gnsa octaHoBKM
Cny>x6

Set WshShell = WScript.CreateObject("WScript.Shell")
WshShell.Run "vssadmin Delete Shadows /all /quiet", 0, True

WshShell.Run "net stop SQLAgent$SYSTEM_BGC /y", O, True

WshShell.Run "net stop ""Sophos Device Control Service"" /y",
O, True

WshShell.Run "net stop macmnsvc /y", 0, True

WshShell.Run "net stop SQLAgent$ECWDB2 /y", O, True
WshShell.Run "net stop ""Zoolz 2 Service"" /y", 0, True

WshShell.Run "net stop McTaskManager /y", 0, True

WshShell.Run "net stop ""Sophos AutoUpdate Service"" /y", 0O,

True

WshShell.Run "net stop ""Sophos System Protection Service"" /y", 0, True
WshShell.Run "net stop EraserSvcll1710 /y", 0, True

WshShell.Run "net stop PDVFSService /y", 0, True

WshShell.Run "net stop SQLAgent$PROFXENGAGEMENT /y", 0, True
WshShell.Run "net stop SAVService /y", 0, True

WshShell.Run "net stop MSSQLFDLauncher$TPSAMA /y", O, True

WshShell.Run "net stop EPSecurityService /y", 0, True

WshShell.Run "net stop SQLAgent$SOPHOS /y", O, True

WshShell.Run "net stop ""Symantec System Recovery"" /y", O,
True

WshShell.Run "net stop Antivirus /y", 0, True

WshShell.Run "net stop SstpSvc /y", 0, True

WshShell.Run "net stop MSOLAP$SQL_2008 /y", O, True

WshShell.Run "net stop TrueKeyServiceHelper /y", 0, True

WshShell.Run "net stop sacsvr /y", 0, True

61
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WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.
WshShell.

Run
Run
Run
Run
Run
Run
Run
Run
Run
Run
Run
Run
Run
Run

Run

net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

stop
stop
stop
stop
stop
stop
stop
stop
stop
stop
stop
stop
stop
stop

stop

VeeamNFSSvc /y", 0, True
FA_Scheduler /y", 0, True
SAVAdminService /y", 0, Tzrue
EPUpdateService /y", 0, True
VeeamTransportSvc /y", 0, True
""Sophos Health Service"" /y", 0, True
bedbg /y", 0, True

MSSQLSERVER /y", 0, Tzrue

KAVFS /y", 0, True

Smcinst /y", 0, True
MSSQLServerADHelperl100 /y", 0, True
TmCCSF /y", 0, True

wbengine /y", 0, True

SQLWriter /y", 0, Tzrue

MSSQLFDLauncher$TPS /y", 0, True
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Npunoxenune 7. HardBit 3.0. WScript ana ynaneHus
Cny>x6

Set objShell = CreateObject("WScript.Shell")

objShell.Run "cmd /c sc delete vmickvpexchange", 0, True
objShell.Run "cmd /c sc delete vmicguestinterface", 0, True
objShell.Run "cmd /c sc delete vmicshutdown", 0, True
objShell.Run "cmd /c sc delete vmicheartbeat", 0, True
objShell.Run "cmd /c sc delete vmicrdv", 0, True
objShell.Run "cmd /c sc delete storflt", 0, True
objShell.Run "cmd /c sc delete vmictimesync", 0, True
objShell.Run "cmd /c sc delete vmicvss", 0, True
objShell.Run "cmd /c sc delete MSSQLFDLauncher", 0, True
objShell.Run "cmd /c sc delete MSSQLSERVER", 0, True
objShell.Run "cmd /c sc delete 'SQL SERVERAGENT'", O, True
objShell.Run "cmd /c sc delete SQLBrowser", 0, True
objShell.Run "cmd /c sc delete SQLTELEMETRY", O, True
objShell.Run "cmd /c sc delete MsDtsServerl30", 0, True
objShell.Run "cmd /c sc delete SSISTELEMETRY130", O, True
objShell.Run "cmd /c sc delete SQLWriter", O, True

objShell.Run "cmd /c sc delete 'MSSQL$VEEAMSQL2012'", O, True

objShell.Run "cmd /c sc delete 'SQLAgent$VEEAMSQL2012'", 0,
True
objShell.Run "cmd /c sc delete MSSQL", 0, True
objShell.Run "cmd /c sc delete SQLAgent", 0, True
objShell.Run "cmd /c sc delete MSSQLServerADHelperl100", 0O,
True

| objShell.Run "cmd /c sc delete MSSQLServerOLAPService", 0O,
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True

True

objShell.
objShell.

True

| objShell.

True

objShell.
objShell.
objShell.
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| objShell.
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| objShell.
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objShell.
objShell.
objShell.
objShell.
objShell.
objShell.

Run
Run
Run
Run
Run

Run

Run

Run

Run

Run

Run

Run

Run

Run

cmd
cmd
cmd
cmd
cmd

cmd

cmd

cmd

cmd

cmd

cmd

cmd

cmd

cmd

/c
/c
/c
/c
/c
/c

/c
/c

/c

/c

/c

/c

/c

/c

SC

SC

SC
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SC

SC

SC

SC

SC

SC

SC
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delete
delete
delete
delete
delete

delete

delete

delete

delete

delete

delete

delete

delete

delete

MsDtsServerl100", 0, True
ReportServer", 0, True
'SQLTELEMETRY$HL'", O, True
TMBMServer", 0, True
'"MSSQL$PROGID'", O, True
'"MSSQL $WOLTERSKLUWER'", O,

'SQLAgent$PROGID'", O, True
'SQLAgent$WOLTERSKLUWER'”, 0,

'"MSSQLFDLauncher$OPTIMA'", O,

'MSS QL$OPTIMA'", O, True

'SQLAgent$OPTIMA'", O, True

'ReportServer$0PTIMA'", O,

'msftesql$SQLEXPRESS'", O,

'postgresql-x64-9.4'", 0, True
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MpunoxeHwne 8. Poteston ransom note

All of your files such as Document, photos ,Databases, etc... has been
successfully encrypted! are encrypted by Poteston Ransomware

What guarantees do we give to you?

You can send one of your encrypted file from your PC and we decrypt it
for free.

and files should not contain valuable information (databases, backups,
large excel sheets, etc.).

After payment we will send you the decryption tool that will decrypt all
your files.

Contact us using this email address: recovery_Potes@firemail.de
Attention!
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software, it

Your personal ID : <bé64_rsa_encryped_client_id>
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[NMpunoxeHue 9. Styxeber ransom note

Your entire network has been successfully encrypted by "@-Styxeber
Ransomware-@".

Don't modify encrypted files or you can damage them and decryption will
be impossible!

Don't try unofficial decryptors to recover your files or you can damage
them and decryption will be impossile!

What guarantees do we give to you?

You can send 3 random files from any computers and receive decrypted data
but files should not contain valuable information (databases, backups,
large excel sheets, etc.).

After payment we will send you the decryption tool that will decrypt all
your files.

Contact us using this email address: Styxeber@firemail.de.

Your personal ID : <bé64_rsa_encryped_client_id>.

bonbwe aHanUTUKM

O3HakoMUTbCS C APYrMMKn oTyeTammn komnaHum «Poctenekom-Conap» 1 nognmcatbcs
Ha OB6HOBMNEHUS.

66


https://rt-solar.ru/analytics/reports/



