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MpenoTBpaweHne yteuyek nHbopmaumnm
c pabounx ctaHumMM Ha 6a3e Linux

Mopxoount pnsa nMmnopTo3amMelleHnd
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B DLP-cucteme Solar Dozor peann3oBaH cnewumanmanpoBaHHbIN MOLY b A9 KOHTPOMS padoumnx
ctaHumn Dozor Endpoint Agent, kotopbin pabotaeT Ha OC Microsoft Windows 1 Ha cepTuduumpoBaHHbIX
ancTtpuodytmax OC Ha 6a3e GNU/Linux.
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B npvkaze Munkomceaan Poccum N2 96 ot 01.04.2015 «O6 yTBEPXAEHMM MNlaHa MMAOPTO3aMELLEHNS
nporpaMmmMHoro obecneyeHmsa» rosoputcs, 4To K 2025 rogy oons oTe4eCTBEHHbIX ONEPaLMOHHbIX CUCTEM
(OC) B rocynapCTBEHHbIX OpraHu3aumax gomkHa coctaButb He MmeHee 50%. Takme OC pagpabaTbiBatoTcs
Ha 6a3e GNU/Linux, n, kak npaBuo, ux He NogaoePXMBaOT CUCTEMbI NPEOOTBPALLEHNS YTEYEK

(cucTtembl DLP).



Cxema paboThbl

Paboyasg cTtaHuus

- KoHTponb oencreunm nonb3oBaTenemn
+ MOHUTOPWHI KaHaNoB Nepepayn gaHHbIX
° BJ'IOKI/IpOBaHI/Ie YTEYKN OaHHbIX

AHanuTnka n NpoBeaeHne paccneaoBaHnmn

MNopkniovaeMble yCTponCTBa
KonuposaHue dannos

3a nepumeTp

MNouToBas nepenucka

TpaHcnauus akpaHa

OTnpaBka nHGopmMaLuMn Ha neyaTb

V|CI'IOJ'Ib3yeM ble NPUNoXeHnd
A

KonvpoBaHne gaHHbIX Yepes
oydep obmeHa

AKTMBHOCTb B COLICETAX

1 Ha dopymax

CHUMKM 3KpaHa, XypHan
KnaBMaTypHOro Beoga

AKTVMBHOCTb Ha BKflagkax 6paysepa

usB HTTP/S || CHMMKK
3aKpaHa
[MouToBas Haxatune O6na4Hblie
nepenuncka KnaBuLL XpaHunuiia
CerteBble Bydep WEvE T
OUCKU obmeHa

Pabouee Bpems nonb3oBatenemn

Bugeo c akpaHa

v

Moppepx

< ' Ceptudnkat

36CT»

ka nnatpopm n MHGpacTpykTyp

- PaboTaeT Ha 60mnbLUMHCTBE AUCTPMOYTMBOB Linux

bl COBMECTUMOCTU C poccumckumm OC

- TepmnHanbHoe pelleHne Ha 6ade OC «LlmupkoH

- MoppepxueaeT Virtual Desktop Infrastructure (VDI)

EOVHBIN LEeHTP ynpaBneHus

!

YnpaBneHue u KoHpurypauus

[nbkas HaCTpOI?IKa KaHanoB rnepexesara n NoJIMTUK

areHTamu 6e30MacHOCTM
CuncrtemMHble TpeboBaHuS
z| . Npoueccop oT 2 spep OnepatusHas 9 ' CeoGonHoe 50 I'b
T namsiTb MECTO Ha AnCKe
nOﬂ.ﬂ,ep)KVlBaeMble onepaunoHHbIe CNCTEMDI
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Astra Linux 1.6 n 1.7 PEO OC 7.2/7.3 locnuHyke NK6 CentOS 7/8 Ubuntu 18.04 LTS
Astra Linux 2.12 «Mypom» Ubuntu 20.04 LTS
WpxeH a"@& @ lm
LnpkoH 36CT Anet 8 CIN Debian Linux Mint
AnbT Pabovas ctaHums 9 10/11 20.3




CDyH KUMOHaJ/IbHbl€ BO3MOXHOCTU

Dozor Endpoint Agent ncnonbayet cuctemHble ¢yHkUmMmM OC, YTO NO3BOSSET EMY OTCNEXMBATD

N NPY HEOBXOOMMOCTM BNOKNPOBATb OENCTBUS NONb30BaTENEN N OTAENbHbIX NPUIOXEHUN Ha paboyen
cTaHumn. OgHOM N3 OTNNYUTENBHBLIX OCOBEHHOCTEN areHTa ABNseTca nogaepXkka paboTbl Ha TEPMUHAMbHBIX
cepeepax nop ynpaeneHnem OC «LlnpkoH 36CT».

BoamoxHoctu Dozor Endpoint Agent Windows  GNU/Linux macOS
Pas3pelueHne n bnokmpoka nogknioyeHmns USB-ycTponcTs + +
Nno 3afaHHbIM KaTEFOPUSM M 3K3EMMJISpPam
MNepexBaT ceTeBoro Tpaduka no npotokony HTTP(S), + +
BKJIlOYas B€6-MoYTy 1 o61ayHble XpaHunuLLa
KoHTposb NnoYTtoBOM Nepenncku no npoTtokonam SMTP, + +
POP3, IMAP, B ToM uncne c wuppoBaHmem SSL/TLS
KoHTponb 1 6noknpoBka nevatu + +
CHSTWe CHUMKOB C 9KpaHa + +
MNepexBaT HaxaTus KnaBuL (kennorep) + +
TpaHcnsaumns BuoeoskpaHa + +
3annch 3Byka C MUKPOPOHa paboyven cTaHLMn + B paspa6otke

KoHTposnb nepenayn gaHHbIX Yepes bydep obmeHa
(TekcT, n3obpaxeHue, dannbl)

+

.

KoHTponb konnpoBaHus ¢annoB Ha USB-ycTponctea
N ceTeBble OMNCKN

KoHTponb paboyero BpeMeHn nosnb3oBaTenen: Ha3gaHne
CanToOB U NPUNOXEHUN, BPEMS paboTbl C HAMW, aHaNUTUKa + +
Mo COTPYAHWKY N oTaeny

MNepexsaT cooblieHnn n $annoB B MeCCEeHOXepax WhatsApp, WhatsApp
Telegram, Telegram
Viber, Skype,
Zoom,
MS Teams

N21 1600+ 750+

Ha pPblHKE CEPBMNCOB 3KCNepToB No opraHusaumm
Knbepbe3onacHOCTH Knbepbe3onacHOCTH NoA 3aLmTomn
24/7 600+ 160+ wnpa
obecneyeHne KOMMIEKCHbIX N CEPBUCHbIX aHanM3npyeMbIx

KnéepbezonacHoOCTH NpPOEKTOB B rof, COBbITUN B CYTKM



Solar Dozor

Solar Dozor 20 neT noMoraeTt KOMNaHUaM U3 pasHbix chep 1 oTpacnen AeaTenbHOCT NPesoTBPaLLaTh
yTeukn KoHbOMaeHUManbHOM MHGOPMaLIMK U BbISBASATb NPU3HAKM KOPNOPaTUBHOFO MOLUEHHUYECTBA.
OTnnyaeTcsa BbICOKOW MPOU3BOOUTENBHOCThIO, MPOPaboTaHHbIM UHTEPGENCOM, MONHOPYHKLIMOHAIbHBIM
areHToM nog Linux n macOS, BO3MOXHOCTbIO FeopacnpeaeneHHON paboTbl U TEXHONOFMYHOCTBIO (HEMPOHHbIE
cetun, UBA, nogpepxka VDI). PelweHne nogxoout Ans MMNOPTO3aMELLEHMS, BKIIOYEHO B PEECTP POCCUNCKOrO
NGO, a Takxe ceptndmumposaHo PCTIK Poccun.

YaHaTb nogpo6Hee

PocTtenekom
Conap

TenedoHsbl:
rt-solar.ru +7 (499) 755-07-70 - npogaxun n obLime Bonpochl
rt.ru +7 (499) 755-02-20 - TexHn4yeckasa nogaepxka
Email: Appeca
solar@rt-solar.ru 125009, MockBa, Hukutckum nep., 7, ctp. 1
support@rt-solar.ru 127015, MockBa, BaTtckas yn., 35/4, bLl, «Bsatka», 1-11 nogbeag
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https://rt-solar.ru/products/solar_dozor/?utm_source=content&utm_medium=file&utm_campaign=buklet_linux
https://rt-solar.ru/
https://msk.rt.ru/

