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YHpaBneHme YYETHbIMWU OAaHHbIMUA

W NpaBamMu Nonb3oBaTesnen

) rt-solar.ru g PocTtenekom
» rt.ru Conap
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BesonacHoe ynpaBneHne gocTynom

K pecypcam opraHusaumm

PocT uncneHHOCTN COTPYAHNKOB U ncnonbadyembix T-cuctem genatot

yrpaBfieH1e SOCTYNOM MOosfib3oBaTeNen CAOXHOW U TPYAOEMKOW 3agadent.

MNpouecchl ynpaBneHns AOCTyNnoM HENpOo3payHbl Ans busHeca, VIT-otoen

He ycrneBaeT BOBpEeMs BbldaBaTb 1 OT3biBaTb Npasa, a y VIb-otaena HeT

BO3MOXHOCTU UCNOJTHATb N KOHTPONMPOBAaTb pPernamMmeHThbl. 3TO CHMUXaeT

3P PEKTUBHOCTb OMBHEC-MPOLIECCOB, MPUBOOUT K BbIHYXAEHHbLIM NMPOCTOAM

pa6OTHVIKOB M NoBbIWaET PUCK HENETMTUMHOIO OOCTYNa K KOUTU4ECKNM

NT-pecypcam, B TOM YMC/iE€ CO CTOPOHbI YBOMEHHbIX COTPYOHUKOB.

Solar inRights no3BonsieT pewnTb 3TM NPOGneMbl. TO rnokas

1 aganTuBHas TexHonormnyeckas nnatpopma knacca IGA (Identity Governance

and Administration) cnegytowen ctyneHu passutmsa [dM-peluexmin.

Ee npuMeHeHune obecneynBaeT UCNONHEHNE npoueccoB 1 periameHToB

Mo yrnpaB/ieHNIo NpaBaMu 4OCTynNa nonb3oBaTtenen K MHGOPMaLMOHHbIM

pecypcamM 1 NO3BOMSET MPOBOANTb PacCienoBaHUS COOTBETCTBYIOLLMX

VHLUMOEHTOB.

Pewaembie 3agaun

McnonHeHne pernameHToB

yrnpaBneHuns [OCTyrnom

COKpaLIJ,eHVIe Yyncna MHUMOEeHTOB,

N
H[@ CBSI3aHHbIX C N36bITOYHLIMU

npasamMn 0octyna

YHpaBneHme XN3HEHHbIM LIUKITOM

YYETHbIX 3arnncen 1 ponewn

[1na koro?

CHuXeHWe Harpyakun Ha UT-

n Nb-cneumnanucTtos

Co3spgaHne egnHoro okHa no
06CnyXnBaHUIO NONb30OBaTENEN

1 agMUHUCTPUPOBAHMIO

BbicTpbI ayouT npas goctyna

K VIHq)OpMaLI,VIOHHbIM cncreMmam

Solar inRights npegHasHaveHa ana cpegHux U KPYmHbIX OpraHn3aumii, B KOTOPbIX

paboTtaeT 6onee 1000 COTPYAHNKOB 1 SKCMyaTUpPyeTCs Noboe KONNM4YeCTBO

I/IHq)OpMaLI,I/IOHHbIX CucTtem:

npOI/ISBOD,CTBO npOMbILLIJ'IeHHOCTb 1 pobblya

Po3Hu1YHasa n oHnanH-Toprosns

®urHaHCcoBbIE opraHnsauunn OpFaHI/I3aLl,I/IVI BOEHHO-MPOMbIWJIEHHOro KoMrnnekca

TpaHcnopT 1 norucTuka OHepreTuyeckas oTpacib

[ocynapcTBeHHblE OpraHbl



Bsanmopencteue nonb3oBatenen ¢ Solar inRights

[MpenmyuiecTBa

MNponykT pa3paboTaH C y4eTOM
onbiTa BHegpeHus IdM B 6onee
yem 20 KpYMNHENLLNX POCCUNCKMX

opraHmnsaunax

[NocTpoeHre cnucTeMbl C BbICOKOM
CTEMEHbIO KaCTOMM3aLUn nog,
KOHKPETHbIE TPEGOBaHNS

opraHmnsauunmn

MNonb3oBaTenbckmmn nHTEpdeiic

C BO3MOXHOCTbIO 6peHanpoBaHmA
pa3paboTaH C yYeToM COBPEMEHHbIX
TEHOEHLW B AN3aNHE N

NMoNb30BaTe/IbCKOM OrlbITe

Y3HaTb 60onblLue

Mnatdopma Solar inRights
nmeet ceptudpukar BCTIK
N BHECEHA B peecTp

poccunckoro MO (N2 176)

KauecTtBo nnatdopmbl
noaTBepkaaeTca bonee uem
3000 aBTOMaTNYECKMX TECTOB
KaXkgow coopKm, NpoBeaeHHbIX

OMbITHOM KOMa HJJ,OI7I TeCTUPOBaHUA

MNoppepKa NponpreTapHbIX 1
CcBO6OAHO pacnpocTpaHsaembix OC

n CYB[] no3BonAeT yunTbiBaTb
0cobeHHOCTU UT-MHPpacTpyKTypbl 1
CHUXaTb COBOKYMHYI CTOMMOCTb

BMafieHnA CMcTeMon

O Hepenb — caMbIl KOPOTKUI
NPOEKT BHeapeHus Solar inRights
AN OpraHmM3aumy Ha HeCKOMbKO

TbICAY COTPYAHMKOB

YnpaBneHne He TONbKO
YYeTHbIMU 3anucsamu, HO U
CMEXHbIMW OOBbEKTaMU, TaKUMU

KaK nanku, rpynnbl 1 T. O.

Cucrtemy MOXHO OOCTpavBaTh
3a cyeT PyHKLIMOHANbHbIX
pacLUMpEHNA AN NNarMHoB

1 OB6HOBNSATL 6€3 NOTEPYU

KacTtomMumsaumnm



KnoyeBble BOSMOXHOCTU

1 MpenocTtaBneHne 1 oT3bIB AOCTYNa 2 PasrpaHuyeHve npas
Ha OCHOBE KagpOBbIX COObITUN AOCTyna nonb3oBatenen
e W e
= O6paboTka gaHHbIX MO LUTATHLIM Y BHELUTATHbIM PabOTHMKaM = [lpepocTtaBneHne NpaB Ha OCHOBaHUN POSIEBON MOAENN
= ABTOHa3Ha4yeHne 6a30BbIX PONEN Ha OCHOBAHUW PONEBOM = [Ny6nukaumns onpeaeneHHbIX NHGOPMALMOHHbIX CUCTEM
mMopenu N PECYPCOB ANS PasHbIX KaTeropui paboTHUKOB
= ABTOGNOKMPOBKa 4OCTYMa yBONEHHbIM PabOTHMKaM = HacTtpownka BUaMMoCT AaHHbIX B 3aBUCUMOCTU OT AOMKHOCTU
= BbicTpas 6nok1MpoBKa nnn pasbnokMpoBKa YHETHbIX 3anncen - BeneHve matpuubl SOD-koH$nMKTOB (segregation of duties)
- MpenocTasneHne NOMNONHUTENbHBIX MPaB Ha OCHOBE 1 3arnpeT Ha 3anpoc NONHOMOYUK, ONpeaeneHHbIX MaTpuLen,
CUCTeMbI 3a8BOK MonbsosaTenen (workflow) 6o Heo6XoAMMOCTb JOCOrNIacoBaHUSA AS TAaKOro 3anpoca
)
\ \

Cucrtema cornacoBaHus
3 l/IHTerpau,vm N aBTOMaTM3auuna 4
M BbINOJIHEHUA 3adBOK Ha OOCTYnN
( \ 4
- leHepauus Naponen CornacHo NonUTKaM 6e30MNacHOCTM ~ PacwmpeHHbie BO3MOXHOCTU OpOpMIIeHNs 3asBOK

Ha OOHOro Y HECKONbKMX COTPYLHUKOB
= VHTerpaums ¢ ueneBbiMu MHGOPMAaLMOHHBIMM CUCTEMaMMU:

Active Directory, ERP, ABC, CRM 1 ap. n LOBepeHHbIMA ~ Bbibop no6oro konuyecTsa npas Ans 3anpoca n3
UCTOYHUKAMU: ‘]CY BOCC—Ka.D,pOBVIK, SAP HCM n -D.p ,EI,OCTyI'IHbIX Mo OOJIXHOCTW KaTanloros, BK/tO4Yas «I'IpaBa Kak

ror
= WHTerpaums c ITSM u ¢ cuctemammn gokymeHToo60poTa Y APYTOro CoTpyRHMKa>

= [nbkune HacTpanBaemMble MapLUPyTbl COFlaCoBaHMs
= WHTerpauus ¢ gpyrumm cuctemamm 6es3onacHoctu: SSO, P pLupy

SIEM, PKI, CKY[, DLP, Anti-Fraud, Makves, PAM — 3amelleHve, acKanauus, aBTocornacosaHne
~ ABTOMaTM3aLWs XN3HEHHOTO LKA YYETHbIX 3anucem ~ Hactpansaemas cuctema ysenomnennmn
~ ABTOMaTM3aLys NPOLIECCOB NPEeaoCTaBNeHNs, U3MEHEHMs ~ OpraHuaaums BpEeMeHHOro A0CTyna nonb3osarenen
W KOHTPONS MpaB foCTyna J
\ (.
5 AyauT N KOHTPONb
( ~ lMepecMoTp NONHOMOYUI NPV NepeBoaax - PecepTudukauma npas BHENNAHOBO MW MO PacinCaHuio
~ MrHoBeHHOE 06HapPYXEHNE HECOrNacoBaHHbIX MONHOMOYMI - MonHas nHdopMaLmsa o NpaBax 4OCTyNa PaboTHUKOB
= PaclumpeHHbie GUnbTPb AN COPTUPOBKM HapYLLIEHWI B MIHGOPMAUMOHHbBIE CUCTEMbI
Mo CTaTycy, TUMY PACXOXAEHMS 1 KOHKPETHOW CUCTEME ~ Ba30BbIN HABOP OTYETOB «M3 KOPOBKIM» 1 rPadUUECcKIi
= PeTpocnekTnBHOE OTOGpaxeHe Npas nosnbaoBaTenen e R N UATHOBBIX U SMeHeHWA
3a 3anpallvBaeMbIvi NepUof, CYLUECTBYIOLL/X OTHETOB
~ BbIsiIBNEHNE 6ECXO3HbIX YYETHbIX 3an1cen, Ux akTyanuaaums ~ ®opMnpoBaHI1e OTHETOB MO PACTMCaHMIO 1 BbIrpy3Kka

L 1 Ha3HaueHue BnaaenbLes B popmatax Excel, CSV, PDF n gp.




MNpnHUMN paboThl

VICTOYHMKIN JaHHbIX LleneBble nHPOpPMaLMOHHbIE

Solar inRights

O COTpyAHMKaX cuUcTeMbl
's D ( 's B e
Active
Sz Directory Solar inRights nonyuaet
Kapposble Mpouecchl 1 3asBKK R A
CUCTEMBI @ ERP [aHHble O COTPYAHMKaxX U
MonuTtuku n npaesuna 14 »
Ay e opraHusaumMoHHO-LITaTHOU
KappoBble ECM
BbIFPY3KM Camoob6cnyxuBaHve CTPYKTYpPE N3 CUCTEMDI
Provisioning ;Ll,_';l Opyrue UC kagpoBoro yueta. Mnatdopma
L J L J TakXe UHTerpmpoBaHa
C UeneBbiIMU CUCTEMaMU
. yepes nporpaMmMHblie
{(:)} KoHHekTopbI Be6-uHtepdeic {§} KoHHekTopbI P porp
KOHHeKTopbI. [poueccel
CospaHune 1 cornacoBaHue 3asBoK, yrpaBneHne 1 KOHTPOMb AOCTyna MOTYT NCMONHATLCA NOMHOCTbIO
aBTOMaTUYECKM Unn TpeboBaTb
f h y4acTung COTPYOHUKOB ANA
cornacoBaHus. Bsaumopencreume
C CUCTEMOW NPONCXOANT Yepes
@ 74 <[> P = P
BEO-UHTepPdENC
Oduuepbl B CoTpyanHukm NT-otmen
. J o

KnouyeBble KNMeHTbI
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ShcomeaHk  @rTAK  INVITRO @ wocskerrocssir  ootareo

O komnaHun «Poctenekom-Conap»

«Poctenekom-Conap», komnanHusa rpynnbl NAO «Poctenekom», — HaUMOHanbHbIV NPOBaNAEP CEPBMCOB N TEXHONOT U
ANS 3aWnTbl MIHGOPMAaLMOHHbBIX aKTMBOB, LIelIEBOrO MOHUTOPWHIA 1 yNpaBneHns MHGOPMaLMOHHOWM 6€30MacHOCTbIO.
B ocHoBe Halmx TEXHONOr M NEXUT MOHUMAaHUE, YTO HacTosWwas MHPOPMaLMOHHAs 6€30MacHOCTb BO3MOXHA TOMbKO

Yepes3 HeNpPEPbIBHbIN MOHUTOPVHE U yOoO6HOE ynpaBneHue cuctemamm Vb.

N21 1600+ 750+ 24/7 600+ 160+ mnpg

Ha pbIHKE CEPBUCOB 3KCMepToB opraHusauum obecneyeHne peann3oBaHHbIX aHaNM3npPyeMbIxX
KmbepbesonacHoOCTM no kmbéepbe3onacHoOCTM nop 3awmTon KnéepbesonacHoOCTN NPOEKTOB B rof, cobbiTnn VIb B cyTkmn
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