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BBeaoeHue

ckyccTtBeHHbIM nHTENNeKT (Al) ctpemutenbHO TpaHcdopMUpyeTcs
B HOBYIO ©asoByto nnatgpopmy ans scero UT-poiHka. C passutuem Al
3aKOHOMEPHO YCUIMMBAETCA N €ro 3Ha4MMOCTb Kak 0bbeKTa 3allunThl.

B otnnyune ot TpaguumoHHbix UT-cuctem Al-pelleHns onmparoTcs Ha

OaHHble, 00y4YaemMble MOAENN U 3a4acTyo OrpaHUYEHHO NHTEPNPETUPYEMYIO
NOTNKY NPUHATUA peLleHnin. ATo POPMUPYET HOBLIN Kacc yrpo3 — OT atak

Ha MoAdenn U JaHHble 40 3roynoTpebneHn reHepaTMBHLIMU CUCTEMAMMU,
yTedek Yyepes Al-mHTepdencel, a Takke 4O HEKOHTPONMPYEMOro NoBeaeHUS

Al-areHToB 1 npunoxeHuin. B pesyneraTte knbepbesonacHocTb Al nepectaet

ObITb HALLEBOW TEMOW U CTAHOBUTCH BaXXHbIM HanpaBfiEHNMEM Pa3BUTUSA
pblHKa peleHnn nHdgopmaunoHHom besonacHoctn (UB).

OcosHaBast macluTab n CKOPOCTb 3TUX UBMEHEHUIN, B paMKax COBMECTHOIO
nccneposaHus 'pynna komnadnn b1 (b1), 'K «Conap», Accoumnauus
PunHTex (APT), HiveTrace noctaBunu nepen coboun 3agady NoHATb, Kak
pa3BMBaEeTCs PbIHOK cpeacTts 3awnTbl Al B Poccun n mupe. Mbl onpocunm
nopsigka 60 opraHMsauni U3 pasnnyHbIX oTpacnemn, BkroyYas PUHaHCHI,

peTenn, NPOMbILLSIEHHOCTb, TESIEKOM N rocyaapCTBEHHbIN cekTop B Poccuw.

Ba)xHO OTMETUTBL, YTO B AAHHOM UCCiegoBaHUM paccMaTpuBaeTca 3almTa
Al-cnctem ot 3110yMbILLNEHHUKOB, Knbepatak n cboeB, CNOCOBHbIX
HapywunTb paboty NT-koHTypa n 6usHec-npoLecchbl KOMMaHuM, a He
HanpasneHne 6e30nacHoOro n 3TMYHOro ncnonb3oBanHus Al, HaueneHHoe
Ha nNpeaoTBpaLLEeHne PUCKOB, Yrpo3 1 NpegHaMepeHHOro

NN HenpeagHamMepeHHOro Bpeaa YenoBeYecTBY CO CTOPOHbI
NCKYCCTBEHHOIO MHTENMeKTA.

BTtopas TemaTuka BaXkHa, HO SIBNigeTCHa OTAeNbHON ANCLUUNITMHOW

N He HaxoamTcs B oOKyce AaHHOro AoKymeHTa. BmecTe ¢ Tem 3awimTa

Al ot knbepyrpos npeacrasndeT cobom BaXkHY0 NpeanochInky odLen
6e3onacHocTn Al. Pe3ynbTaTtbl UccriegoBaHMs rnokasbiBakoT, YTO rrobasrnbHbIN
PbIHOK peLleHuin u ycnyr B cpepe knbepbesonacHocTn Al cTpeMnTensHoO
pa3suBaeTcs. [1osBnsTCA HOBLIE pa3paboTymKn, a CyLLeCcTByOWME
BeayLwne Mb-noctaBwmky co3gatoT naToOpMeEHHbIE peLLleHns n
BCTpauBalT PpyHKUMoHan 3awmnTbl Al B CBOU NPOAYKTLI U YCITYTW.

PoiHok B gnsa Al B P® HaxoguTca Ha HavanbHOW cTagnn oopMmnpoBaHuS.
MHorme KoMmnaHmM TofbKO OCO3HAIOT CneuuguKy pUCKoB U NpMUcTynatoT

K agantaunm CyLLeCTBYOLWNX MHCTPYMEHTOB MNO4 HOBbIE 3aJayn.

B TO XXe BpeMs y>Ke NMpocrexmnBaroTca KrodeBble HanpaBlieHna pasBuTuA:.
doopmMmpoBaHue crieunanm3npoBaHHbIX PeLEHUA AN 3aluTbl Moaenen

N OaHHbIX, YCUNEHNe KOHTPOSIA 3a UCMONb30BaHNEM reHepatmeHoro Al, poct
BHMMaHUA K BONpocaM ynpasSieHUA puckamMm U KOMIaeHca.

HecmoTpsi Ha paHHIOK CTaguito PpasBUTUSA MOXHO OXunaaTb, 4To 3awmTa Al
NpeBpaTUTCA B BaXXHOE HarpasrieHne BHYTPU pbiHKa CPeacTB U ycnyr
NHOPMaLMOHHON Be3onacHOCTU. [nda KoMnaHum 3To o3Ha4vyaet
HeobXOANMOCTb YXXe CerogHsi 3aknagbiBaTb OCHOBbLI 6e30nacHoro
ncnonb3oBaHua Al, onpegenaTts NpUOpUTETLI MHBECTULMIA U BbICTPanBaTb
cTpaTeruio 3alnTbl C YY4ETOM HOBbIX TEXHONOIMMYECKNX peanun.



Al aBnsaeTcAa Kn4YeBou nnatpopmon

pa3sutua UT Bo BceM mupe

=1,70 tpnx $

CoCTaBunn oduime TpaTtbl N UHBECTULMK HA Al 1
nHdppactpyktypy anga Al B 2025 roay

>26%

Bcex T-TpaT busHeca bynet ceasaHo c Al
(MO, ycnyrun, nupactpykrtypa) kK 2029 .

NctouHuku: IDC, Gartner, McKinsey

88%

opraHusauunm B Mmpe yxe ncnonb3ytot Al
X0Ts1 6bl B OOQHOMN 13 DU3HEC-YHKLUIA

1+ mnpa

Al-areHToB ByaeT akTUBHO paboTaTb B MUpe
k 2029 r. 40+% Bcero npuknagHoro MO byner
BktodaTb Al-areHToB k 20262027 rT.
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Al cTaHOBUTCA HOBOU KPUTUYECKU BaXKHOWN
MHPpPACTPYKTYpOU, a 3awmTta Al — oTaenbHbIM
BaXXHbIM Knaccom texHonorun Ub

ICKyCCTBEHHbIN UHTENEKT CTPEMUTESIbHO NPeBpaLLaeTcs B KMHOYeBOMN 3NIEMEHT LMGPOBOU
NHMPACTPYKTYPbI aHANOrM4YHO TOMY, Kak paHee KpUTUYECKM BaXKHbIMU cTann obrayvHble nrinatdpopMmeil,
MOBuUnbHbIE 3kocucTemsl, IO ana aBTomaTusaunm GU3HEC-NPOLECCOB U KOPNopaTUBHLIE CETH.

bonee TOro, pncku, ces3aHHble ¢ 6e3onacHocTbio Al, — 3TO cepbe3HbIv bapbep

ana macwTabHoro BHegpeHus reHepatmBHoro Al (T'eHAI). TpaaouunoHHsle cpenctea Vb yxe
HegocTaToudHbl Ana 3awutbl Al-moaenen v Al-cuctem ¢ 4ONOMHEHHbIM MOUCKOM NO ©a3am 3HaHUN
(RAG), aBTOHOMHbIX Al-areHToB 1 3KOCUCTEM MHCTPYMEHTOB Al, NOCKOMbKY KrtoYeBble Yyrpo3bl

BCcex NT-pacxopos ByayT Tak nim nHade ceasaHbl BO3HMKAIOT HA YPOBHE AaHHbIX, JTOTMKM NOBEeAEHNA MOAENEN U UX CAMOCTOSTENbHbIX AEACTBUN.

C TEXHONOIMMAMN NCKYCCTBEHHOIO UHTESJTIEKTA.

0 Mo mepe macwtabupoBaHusa Al n ero nHterpaumm B GusHec-npoLeccbl U CUCTEMDI
PUCKM MaHUMYNSAUUM 3anpocamu, HEKOHTPONMpyeMon paboTkl areHToB, yTedek

KOH(bnaeHunasnbHbIX aHHbLIX U KOMNpOMeTaumn 6a3 3HaHuin OyayT ycunmeaTbCA.
Oco3HaHune aTon nNpobnembl BeAeT K PpopMUPOBaHUIO MPUHLMNMAIIbBHO HOBOIO Kracca
TexXHonornm poliHka b — 6e30MacHOCTU CUCTEM UCKYCCTBEHHOIO UHTESNNeKTa —

3agay 6yayT BbInonHATLCS Al-cuctemamm N K NOSABIIEHNIO CreumnanmampoBaHHbIX Noaxoaos K 3awmnte Al-mogenen,

aBTOHOMHO MO NPOrHo3am aHanuTUYEeCKnx NPUITOXXEHNN N UHJPACTPYKTYPbI.

areHTcTB. K 2030 rogy Al byoeT 3agencrtsoBaH

npakTnyeckn Bo Bcex UT-npoueccax.



O SOLAR

OpraHmsauum no BCeMy MUPY Cepbe3HO paccMaTpuBalOT PUCKWU,
cBA3aHHble C Al, 1 yXXe BCTpeyaloTCA C HUMU Ha NpaKTUKe

31% 32%

opraHusaunn cumTaroT cebst MONHOCTLIO opraHm3auui B MUpPE CTONKHYIIUCb C aTakom
CnocobHbIMK 3awmulaTh areHTckme Al-cuctemsl Ha Al-npunoXxeHns ¢ UCNonbL30BaHMEM NPOMMTOB
opraHmM3auun CHMTaKT PUCKN, CBS3AHHbIE opraHn3aumn yxe CTONKHYNCb C aTakamu

c 6e30nacHOCTbLIO, BaXXHbIM Bapbepom Ha MHpPacTPyKTypy npunoxeHunn eHAI

ans macwtabHoro BHeapeHus MNeHAl

NcTouHukun: Gartner, CBInsights



Puckun Ub ona nCKycCTBEHHOro UHTerfiekTa UMeroT
cneundpnyecKnmn xapakrtep: MaHunynupoBaHue,
PUCKN BO BpemMs padboTbl, aTaku Ha Mmoaenu

MaHI/InyHFILII/IFI noseneHnem
MoAesinun 4yepe3 BXoAaHble
AaHHblIe U UHCTPYKUUNN

Bo3oencrteme Ha noBegeHue
Al-cuctembl Yepes cneyunanbHO
cdropMUpOBaHHbIE 3anpocChl,
CKPbITbl€ NHCTPYKLMN UK
BPE€OOHOCHbIN KOHTEHT.

KomMmnpomeTtauusa mopenen,
pataceTtoB, RAG-cuctem
n 6a3 3HaHUN

BHeceHne Bpe4OHOCHbIX U3MEHEHU
B Moaenun, oby4vatoume gaHHble

nnu 6a3bl 3HaHWI, NpUBOAsLLEE

K HEKOPPEKTHOW, Hebe3onacHon unu
yrnpaBnsieMomn 3r10yMbILLUTTIEHHNUKOM
pabote Al-cuctemsl.

YTeukun gaHHbIX
N CeKpeToB 4yepe3
3anpochbl

[Mepepnaya B Al-cucrtemy
KOHomnaeHUmanbHbIX AaHHbIX,
nepcoHanbHOW MHopmauum nnm
CeKpeToB JoCTyna yepes
Nnosib30BaTesiIbCKME 3anpochl

N HTErpaumnn.

YTeukun gaHHbIX Yyepes
oTBeTbl Moaenu

PackpbiTue Al-cuctemomn
YyBCTBUTESTbHOW MHpOpMaLnm

B OTBETaAxX BcrneacTane owmbok
aocTtyna, ocobeHHocTen obyyeHns
NI MEXaHU3MOB NoucKa

N N3BIeYEHNS OaHHbIX.

Puckn aBTOHOMHOro
M HEKOHTPONMpyemoro
noBeaeHus Al-cuctem

BbinonHeHune Al-areHTamm un
aBTOHOMHbIMU Al-cuctemammu
OLLMOOYHBbIX, HEDE30nacHbIX UMNKn
HEeCaHKUMOHUPOBAHHbLIX 4EeUCTBUN
BCneacTene aBTOHOMHOCTM,
rannounHaumim nnm n3bbITOYHbIX
NOSTHOMOYUN.

Hebe3onacHas
obpaboTka
pe3ynbTaToB MoAaenu

ABTOMaTNYECKOE UCMOSb30BaHMe
WNW UCMOSTHEHNE OTBETOB
Al-moaenu, Bkntoyas HanncaHme
Kona, 6e3 NnpoBepPKN U KOHTPONS,
NpUBOASLLEE K BbINOMHEHNIO
BPE€OOHOCHbIX AENCTBUM

N KOMMPOMETALMN CUCTEM.

YasBumocTtn mopgeneu
M peLueHUMN C OTKPbITbIM
MCXOAHbLIM KOOOM, PUCKU
Leno4kun noctaBok Al

KomnpomeTtauma Al-cuctem yepes
YyS1I3BMMOCTU, BPEAOHOCHbIE
3aBMCMMOCTU UNN HEAOBEPEHHbIE
BHeLLHMne moaenu, bnonuortekn n Al-
KOMMOHEHTHI.

ATtaku Ha mopenu u Al-
WH(ppacTpyKTypy

Bo3oenctsme Ha mogenu

N HpacTpykTypy Al ¢ uenbto
KpaXkn moaenemn, BOCCTaHOBIEHUS
oby4aroLmx JaHHbIX, HApyLLUEHNUS
paboTbl N obxoaa MexaHM3mMoB
3aLlUThI.

HekoHTponupyemoe, TeHeBoOe,
HapyLiarouiee perynmpoBaHue
ucnonb3oBaHue Al

MpumeHeHmne Al-cuctem 6e3
LleHTpann3oBaHHOIO KOHTPOIS,
governance- n compliance-npoueayp,
cosfaroLee puckn HapyLleHns
TpeboBaHu 6e3onacHoCTy,
KOH(MAEHUMANBHOCTH

N perynnupoBaHusi.

NUcnonb3oBaHue Al
ONnsA aBToMmaTtu3auum
KnbepaTtak 1 MOLLEHHNYeCTBa

lNpnumeHeHnune Al onga
MacLiTabnpoBaHus ouLLKHrA,
counanbHOW NHXEHepPUN,
reHepaunm BpeJoOHOCHOro Koaa,
deepfake-atak n gpyrux dpopm
KnoepmMoLlEHHNYECTBA.



Bo3MOXHOCTb peanu3aunm AaHHbIX PUCKOB NOATBEpPXAaeTcs
KaK Ha NpaKkTuUKe, TaK U akageMn4eCKUMMU nccriefoBaHNAMM

MaHunynauma nosegeHnem YTeuykun gaHHbIX Puckun aBTOHOMHOro YA3BUMOCTN Moaerien N peLueHnmn
Moaesinun 4yepe3 BXoAaHble n CeKpetToB 4yepes3 N HEKOHTpOJInpyemoro C OTKPbITbIM UCXOOAHbLIM KOOOM,
AaHHble U NHCTPYKLUU 3anpochbl noBeaeHusa Al-cuctem PUCKM Lenoykun noctaBok Al

B 2023 rogy 66111 NpogeMoHCTpMpoBaH B mapTte 2023 roga pykoBoACTBO AMBU3NOHA Pa3paboTtaHHbIn ONnA yrnpoLleHus 3agaq B koHue 2024 roga komnaHus HiddenLayer
Kputndecknn gedekt B [eHAI- KPYMHOM TEXHOMOMM4YeCcKom KoprnopaLnm nporpammMmupoBaHna Al-areHT Ha base 3adpukcupoBarna ataky Ha LernoyKy nocTaBoK
OPVEHTMPOBAHHOM YaT-00Te, pa3BepHYyTOM paspeLumnno ucnonb3osaHue 'eHAI- nonynspHoro Al MO cymen 3a cunTaHble Al yepes cosgaHne PUKTUBHOIO PENO3UTOPUSA
komnaHuen Fullpath Ha canTe aBTOCanoHa. NPUNOXEHN ONSA peLleHns CeKyHAbl CTepeTb BCIO KOpnopaTuBHYo 6asy Open-OSS/privacy-filter

Ha 6a3se meToga poneBoro MaHunynmpoBaHus NPOu3BOACTBEHHbIX 3a4a4. B TeyeHune AaHHbIX U pe3epBHble Konuu 6e3 MHCTPYKLUUK Ha Hugging Face, mackunpytoLierocs

BN nepeonpeneneHsbl 6a3oBble CUCTEMHbIE 20 gHen 66110 3adoMKCUPOBAHO Kak MUHUMYM Ha OenCcTBMe Unu noaTeepXXaeHne JaHHOro nog, ocmumansbHbin NpoektT OpenAll.
NMHCTPYKUMKM Al (Npukas cornawaTbCs TPY HE3ABUCUMBbIX NHLMOEHTA YTEYKN AencTBUs, BbICTYNB B ponv BpegoHocHoro [10. BpenoHocHoe N0 ckpbITHO n3snekano

C No6bIMN YTBEPXKOEHUAMN KITUEHTA, WHTEeNNeKTyanbHON COBCTBEHHOCTH naponu, dannbl KOHUrypaummn 1 NnpuBaTHbIe
dopasa o0 ToM, 4YTO JaHHasa odoepTa sABMSAETCA N CEeKpeToB Npomn3BoACTBa MHTepdenc-sBoaa. KITHOMM KPMMTOBASTHOTHBIX KOLLENbKOB.

topuanyeckn oba3biBatoLLEN).

KomMmnpomeTtauusa mopenen, YTe4ykun gaHHbIX yepes HekoHTponupyemoe, TeHeBoOe, ATakun Ha mopenu

AaTtacetoB, cuctem Al ¢ OTBeTbl MoAenu HapyLwiarouiee perynmpoBaHue n Al-uHdpacTpykTypy

aonnouckomMm (RAG) n 6a3 sHaHu# ucnonb3oBaHue Al

basa 3HaHun B cuctemax 'eHAl, 4ononHEeHHbIX Nccneposatenu («M3BneveHne oby4varomx B 2023-2024 rr. KpynHenLwmne mmpoBsble 'pynna Nb-uccneposatenen ns Google
NMOMCKOM, — CaMOCTOATENbHAsA 1 npakTndeckas AAHHbIX U3 OONbLUNX A3bIKOBbLIX MOAENENn» NHBECTOaHKM CTOSTKHYNUCb C BOSTHOM DeepMind, ETH Zurich n gpyrux nHctutyToB
NoOBEPXHOCTb atakun. iccrnepgosartenu USENIX Security) npogemMoHcTpupoBanmu «TEeHeBOro» ncnosnb3oBaHus eHAI. NPOAEMOHCTPUpPOBann BO3MOXHOCTb
nodusanuck 90% ycnexa atak nocne BO3MOXHOCTb M3BMeKaTb U3 BOMbLLINX AHanNUTUKK N Tpenaepbl MaccoBO Ha4vanm N3BrEeYEHUsI TOYHbIX MapamMeTPoB NOCNEeaHEro
nobaBneHns 5 Bpe4OHOCHbIX TEKCTOB A3bIKOBbIX MOogenen goparMeHTbl 0by4varoLmx ncnonb3oBaTtb NybnmMyHble BEG-UHTEPENCHI, Cnosi HempoceTu (ee Beca 1 pasamMepHOCTb

Ha LeneBon Bonpoc B 6asy ¢ MUnnmMoHamm AaHHbIX — NOYTOBbIE agpeca, HoMmepa 3arpyxasq Tyaa 3akpbITyt0 KOMMEPYECKYHO CKPbITbIX CITOEB) KOMMepUecknx Al-cepBrCOB,
AOKYMEHTOB, a 0QHOro «aBTOPUTETHOIO» TenedOoHOB, YHMKarbHbIE CTPOKM TEKCTA NHGopMaunio. KpyrnHenwmne KoHrnomeparhl OTnpaensas cepuu crneynanbHbiM 06pasom
AOKYMeHTa XBaTuUno 4nsa ycnewHom N NepcoHanbHble AaHHbIE — C MOMOLLbH ObINN BbIHY>KAEHbI 9KCTPEHHO 3abnokmpoBaTb chopMMPOBaHHbLIX 3aMpocoB

MaHUMynsunumM OTBETOM CUCTEMBI. cneuunarnbHO cOOPMUPOBAHHbLIX 3arMpPoOCoB. AOCTYN CO BCEX KOPMNopaTUBHbIX YCTPOMUCTB K nyonnyHeiMm API-nHTepdencam.

nog, yrpo3ou wtpados.



pykoBoautenemn B obrnactn knbepbesonacHOCTN N0 BCEMY MUPY CHUTALOT,
4YTO PUCKN, CBA3aHHbLIE C Al HOBOro NokoneHus, TpebyroT CYLLECTBEHHbIX
N3MEHEHNWN B CYLLIECTBYIOLLMX Noaxoaax K KnbepbesonacHOCTH.

CTpemuTenbHoe BHeOPEHNE CUCTEM UCKYCCTBEHHOIO MHTENMEKTa
n Al-areHToB, KOTOpble Ha4Yanu rnosyyaTtb 4OCTYN K BHYTPEHHUM
cuctemMam U JaHHbIM KoMMnaHnn, popMUpPyeT HOBbIW Krlacc
KNOEPPMUCKOB U CYLLECTBEHHO pacCLUMPAET NOBEPXHOCTb aTak.

B oTBeT Ha 3TO Ha rnobanbHOM pPbIHKE MNOSIBASIOTCA
cneunanmnampoBaHHble cpeactBa 3awmTbl Al. Cpeau HUX: cpeacTsa
3awunTbl Al-npunoxeHun; wno3bl 6esonacHoro goctyna K Al u 3awmrta ot
TeHeBoro Al; nnatdopmbl 6e3onacHocTu 1 ynpaeneHus Al-areHTamuy;
pelweHus onsa ynpaeneHus 6esonacHocTblo Al-aptedakTos

N Moaenen; pewenHusa sawntbl Al-cnctem, 4ONOMHEHHbBIX MOUCKOM

no 6asam 3HaHun (RAG) n Al-gaHHbix; IO ana HabnogaemocTu

N MOHUTOPUHra Al; peLlueHuna ynpasneHna naeHtudukaumen, npasamm
OocTyna n nonutnkamm 6esonacHoctn ans Al-areHtoB 1 Al-cepBuUCOB;
nnatgopmbl ynpasneHus Al-puckamm; pewleHns asBToMaTu3npoBaHHOIO
TecTupoBaHusa mogenen n Al-npnnoxeHnn; NPUNOXeHUs

ans naeHTndukaumm creHepmpoBaHHOro Al-KOHTEHTa.

Pa3BuTtue pbiHKa U Knbepyrpos Hen3oexxHo npuBeaeT
K CO34aHUI0 HOBbIX NOAXOA0B U cpeAacTB 3awunTtbl Al

[lo anHamumke paclwmnpennsa noptdenen paspaboTymkos BUOHO,

YTO CTaTUYECKUX NPOBEPOK Be30nacHOCTN CTaHOBUTCS HELOCTATOYHO.
TpeHn pa3BuBaeTcs B CTOPOHY MoHUTOpUHra Al-cnctem m Al-areHTos,
TPacCUPOBKN OENCTBUI U 3arpocoB, NPUMEHEHNA MONUTUK Be3onacHOCTH
BO BPEMS BbINOSMHEHNSA, HEMPEPLIBHOMO KOHTPOJSIA U BbIABEHUS Yrpoa3.

OQHOBPEMEHHO pa3BUBAETCA PbIHOK Crieyuanm3npoBaHHbIX YCNYT:
NPOEKTUpPOBaHNE KNbepycTonumeblix Al-apXnTekTyp U CUCTEM;
TecTunpoBaHue besonacHocTtu Al; nHterpauma Al-nHpacTpyKTypbl
B Kraccuyeckme ueHTpbl MoHuTopuHra Ub; ayaout Al-cucrem;
oueHka n ynpasrneHme Al-puckamm.

Becbma BEPOSATHO, 4YTO B Brnmxanwume rogbl KnbepbesonacHOCTb
Al cTaHeT Takum Xe obsizaTenbHbiM U 6a30BbIM 3NIEMEHTOM
KoprnopaTUBHOMN MHAPACTPYKTYPbI LM POBLIX KOMNAHUN, KaKUM
CErogHsi ABNANTCS 3awmTa ceTen nnm obnadHbix cpea.



Ha rmo6anbHOM pbliHKEe aKTUBHO pa3BMBaeTCA
3KoCcuUcTemMa ctapTtanoB U HOBbIX pa3padoT4YnKoB
B obnacTtu KnbepbesonacHoctu Al-cucrem

Knaccbl Ub-pewueHun n ycnyrm
B obnactu 6e3onacHocTtu Al

OnucaHue

MpumMepbl NOCTaBLMKOB peLueHn n ycnyr

3awuTta Al-npunoxeHun
(MexxceTeBble aKkpaHbl ansa Al)

LLinto3bl 6e3onacHoro gocryna k Al
M KOHTPOJIb Ucnosnb3oBaHus Al

YnpaBneHue 6e3o0nacHOCTbLIO Mogenen,
Al-apTtecakToB U Leno4ku noctaBok Al

YnpaBneHue cocTosiHUEeM
3awmeHHocTun Al-cuctem

Be3onacHocTtb Al-areHToB, Al-cuctem
B npouecce BbINOJIHeHUA

3awumTa Al-cuctem, LONONHEHHbIX
nouckom, u Al-gaHHbIx

Ha6bnopgaemMocTb  MOHUTOpPUHT Al-cuctem

UoeHTudukaumsa, ynpasneHue npaBamu
[ocTtyna, nonutukamm 6esonacHoctu gns Al

YnpaBneHue Al-puckamu

ABTOMaTM3MpOBaHHOE TeCTUPOBaHUEe
mopenen u Al-npunoxeHumn

NpeHTndmkauma creHepupoBaHHOro Al-kOHTeHTa

MUB-ycnyru B o6nactu 6esonacHoctu Al-cuctem

CpeacTtBa 3awmtbl Al-npunoxXeHnin n cucteMm oT MaHUNyNALUM 3anpocamu,
00xo4a orpaHNYeHnin, yTeyek AaHHbIX U Hebe3onacHbIX OTBETOB MOAeNen

CpeacTBa LeHTpann3oBaHHOIO KOHTPOA AocTtyna K Al-cepsrcam, MOHUTOPUHIa MCMOMb30BaHUSA
Al, npepoTBpaLLeHnss HeCaHKLMOHUPOBAHHOIO NpuMeHeHus Al coTpyoHMKaMy N yTeYKU OaHHbIX

CkaHMpoBaHME 1 KOHTPOSb LEenocTHocTU Al-moaenen, obHapy>xeH1e ysi3BMMOCTEN B Becax
HenpoceTen, 3awmnTta MLOps-KOHBENEPOB 1 PENO3NTOPUEB Pa3paboTkM OT OTpPaBNEHUS
[OaHHbIX M HEOOKYMEHTUPOBAHHbLIX BO3MOXXHOCTEN (63KO0pOB)

CpencTtea UHBEHTapu3aLmm, OLEeHKM KOHUrypaLuii, BbiSIBIIEHUs! OLUIMOOK HACTPOMKK, aHanuaa
MOBEPXHOCTWN aTaku, KOHTPOMNS TEXHUYECKUX NONUTUK GesonacHocTu Al

KoHTponb gencreum Al-areHToB, 4ocTyna K MHCTpyMmeHTam, APl, aBTOHOMHOro nosefeHus Al.
MoHuTopuWHr, 3awuTa Al-cuctem B XxoAe BbINOSTHEHNSA, KOHTPOSTb 3arMpOCOB U aHOMarnnn

CpepacrtBa KOHTpons ocTyna k 6azam 3HaHUI U MexaHn3Mam Noucka v U3BNeYeHuss aHHbIX,
NnpefoTBpaLLeHMs yTeYek AaHHbIX U koMnpoMeTaumn Al-koHTekcTa

CpepfcTtBa XXypHanupoBaHus, TpPaCcCUPOBKN, MOHUTOPUHra noseaeHus Al-cuctem
n paccrnegoBaHns Al-MHUMOEHTOB

CpepncTtBa ynpaBreHust y4eTHbIMU 3annUcsiMmn, MOSTIHOMOYUAMM, NONUTUKAMK OCTyna
N 0OBepPEeHHbIMU B3anmogencteuamm Al-areHtos n Al-cepBrncoB

CpegacTsa oueHku v ynpaeneHust Al-puckam, BeaeHus peectpa Al-mogenen, —
npunoxexun n Al-cnctem, obecneyeHns COOTBETCTBUSA TpebBOBaHMAM perynmpoBaHms,
NMPUMEHEHUS NOSTUTUK N KOHTPOMA ncnonb3oBaHus Al,

CpeacTtBa aBTOMaTM3MPOBAHHOMO TECTUPOBaHMS Al-NPUNOXeEHUN 1 cuctem Ha obxoa
OrpaHNYeHnin, yTeYKM AaHHbIX, He6e30nacHOro NoBeAEHNSI U YCTOMYMBOCTU K aTakam

CpeactBa obHapyxeHust creHepupoBaHHbIX Al nsobpaxeHun, Bugeo, ronoca
N OKYMEHTOB, @ TaKKe NMPOBEPKM NPOVCXOXAEHUS LNPPOBOro KOHTEHTA

lMpoekTpoBaHue knbepycronymebix Al-cuctem, TecTupoBaHne 6€30nacHOCTU, MHTErpaLms
Al-nHdpacTpykTypbl B LLeHTpbl MOHUTOpUHra Vb, ayant Al-cuctem, ynpasneHue Al-pnckamm

Lakera', Prompt Security', Lasso Security, PointGuard Al, 360 Digital Security Group (KuTai)

Prompt Security’, Pangea’, LayerX, Grip Security, PointGuard Al, Acronis (CuHranyp)

Protect Al, HiddenLayer, Robust Intelligence’, PointGuard Al

Protect Al, Apex Security, Lakera', Noma Security, HiddenLayer, Cyata'

Noma Security, Prompt Security!, Pangea', Apex Security, Lakera®, PointGuard Al, Qi-Anxin (Kutai)

Lakera', PointGuard Al, Prompt Security’, Pangea, Security

Arize Al, Langfuse, WhyLabs, Fiddler Al, Baidu Al Cloud Observability (Kutan)

Astrix Security'!, Veza, StrongDM, Aembit, Huawei Cloud Security (Kutai)

Credo Al, Holistic Al, Monitaur, PointGuard Al

Mindgard, SPLXAI, Lakera Gandalf', HiddenLayer, PointGuard Al, 360 Digital Security Group (Kutait)

Reality Defender, Truepic, Pindrop, Hive, Baidu Al Content Security (Kutan)

NCC Group, Trail of Bits, HiddenLayer, PointGuard Al, Mindgard, Protect Al, Akto, SecurelQLab



KpynHenwue rnobanbHble pa3padoTyYuKu
B chepe b TakKe BbIBOOAT Ha PbIHOK peLueHUs
Aansa 3awunTtbl Al nu dpopmupyrotT nnatdopmbl

Knaccbl Ub-pewieHnin n ycnyru

MpuMepbl NOCTaBLWMKOB peLleHui U ycnyr

B obnacTtu 6e3onacHocTtu Al KOM MeHTapM u

3 Al- 7 . . . o

e SR e ) Palo Alto, Check Point, Fortinet, Trend Micro HauunHas ¢ 2023 roga kpynHeuniwumne urpokm rnodansHoro poiHka Vb
aKTUBHO hopMUPYIOT coOBCTBEHHBLIE NnaTdopmbl be3onacHocTm All,

ALTEEL FRERAEEErD T [ Palo Alto, Microsoft, Zscaler, Netskope B cpeaHeM 3anycTus oT 3 40 5 1 bonee npoayKkToB B 3TOM obnacTu.

M KOHTPOJb ucnonb3oBaHus Al

YnpaBneHune 6e30nacHOCTbLIO MoAenemn,

BeHpopbl nHTerpupytot 3awnty Al B cyLLecTByOLLIME NPOOYKThI
Al-apTedakToB 1 Lenoyku noctaBok Al

n nnatdopmel (B TOM vncrie obnadvnele, kak AWS, Google Cloud),
a Takke CKynawT cneunannusnpoBaHHble cTapTanbi:

= Palo Alto Networks — npnobpeteHune Protect Al
Be3onacHocTthb Al-areHToB, Al-cuctem . : . " Sentinelone - anO6peTeHme Prompt Security
B NPOLECCE BbINOMHEeHMS Palo Alto, Crowdstrike, Cisco, SentinelOne - CrowdStri ke — npmo6peTeH|/|e Pangea

= Check Point — npuobpetenmne Lakera, Cyata

Palo Alto, Trend Micro, Microsoft

YnpaBneHune coctositHuem . .
3aimieHHocTM Al-cucTem Palo Alto, Microsoft, Wiz (Google Cloud)

3awuTa Al-cuctem, 4ONONHEHHbIX

NoMcKoM, 1 Al-faHHbIX INetskope, Microsot = Cisco — npuobpeteHne Robust Intelligence, Astrix Security
HabnopaemMocTb U MOHUTOPUHI Al-cucrtem Crowdstrike, Cisco, SentinelOne PbiHOK 6bICTpO 9BOSMIOLUMOHMNPYET OT 3aLUUTbI OTAENbHbIX
Al-mopgenen n npunoXxeHnmn Ha 6ase 60nbLUMX A3bIKOBbLIX MOAENemn

MAeHTM(*)MKaLIMﬂ, ynpaBrieHue npaBamMmu . .
[OCTyna, nonuTUKammu 6esonacHocTn ans Al Choamaiicd el (27 Pel@niio, Oz, Cisee K KOMMNJIEKCHbIM nnatcgopmam 3awuTbl Al-cuctem Bo BpeMs

BbIMONHeHNSA, Al-areHToB 1 aBTOHOMHOW MHpaCTPYKTYypbI Al.
YnpaBneHue Al-puckammu Microsoft, IBM

ABTOMaTU3NpPOBaHHOE TeCTUPOBaHMe

mopenei u Al-npunoxeHuin Cisco

NoeHTncdpmkauma creHepmupoBaHHoro Al-koHTeHTa Microsoft, Cisco, Check Point, Trend Micro

MUB-ycnyrm B obnactmn 6esonacHoctu Al-cuctem Accenture, EY, Deloitte, PwC



Pa3BuTtue pbiHKa peweHun Kndepsawmtbl Al MOXKET NOUTU YeTbIPbMSA
pa3HbIMU NYTAMU, BaXXHbl TeHAEHUUN HA NNaTPoOpMeHHble peLleHus
N UHTEepeC K OTKPbITbIM MHCTPYMEHTaM 3aLlUuuThl

PbIHOK pelueHun B chepe knbepbesonacHocTn Al noka 3apoxgaeTcs, PbIHOK TONbKO hopMmnpyeTcs, No3TOMY KOHEYHbIE NoBeanTenu n ero dyayuiasa CTPyKTypa HESICHLI.
HO YK€ MOXHO OTMETUTb CKOPOCTb €ro pa3BuTUA — B TEKYLLLEM rogy pasmep [Toka MOXXHO ChOpMYNUPOBAaTh YeTbIpe BO3MOXHbIX CLEeHapua v napansernbHble TpaekTopumn
pblHKa NpeBbICUT OTMETKY 1% oT Bcero rnobanbHoro pbiHka VIb. C BbiCOKOM pa3BUTUA:
CTENEHBIO yBEPEHHOCTM MOXHO TAIOKE TOBOPUTL, HTO PLIHOK NMPOXOANT CXOXYto *  PbIHOK CKOHLEHTPUPYETCHA BOKPYT KPYMHbIX pa3pabotynkoB b-peLlueHnin, kak 9To Npom3oLusno ¢
TpaHcgopMauuio, 4To paHee npownn pbiHkM B 0b6nayHbix TEXHONOMMI Unn v

obnayHon b, EDR/XDR.
MOHUTOpPUHIra n pearnpoBaHuns Ha yrpo3bl b (SecOps): oT Habopa ToYeYHbIX y
CpencTB 3aWwmThl K OPMUPOBAHUIO MOSHOLEHHOIO NAaToOPMEHHOIO Crod = [losiBUTCA OTAENbHBIA NUAEP UMK NMAEPBI PbiHKa.
KopriopaTnBHO 6e30MacHOCTY. = BbesonacHocTb Al NOCTENEHHO CTaHEeT YacTbio 6e30MacHOCTU NPUNOXeEHN, 06Nakos, 3aLUThbI

AaHHbIX, ypaBreHns naeHTugukaumen
N OOCTYNOM U NpeBpaTuTCAa N3 OTAENbHOro pblHKa BO BCTPOEHHYHO (OYHKLNIO CYLLECTBYIOLLNX
nnatdgopm knbepbeszonacHOCTH.

Takon nogxon NHTerpupyeT 3awmty mogenen, Al-areHToB, JaHHbIX U NPOLLEeCCOB
ncrnonHeHuna Al B eguHbin KOHTYp. bonee Toro, no mepe pocta aBTOHOMHOCTU
Al-cuctem, pbliHOK pelleHn Byget MurpMpoBath OT 3awmTbl Al-NpUnoxxeHnn K

3awmTe Al-areHToB 1 farnee K CKBO3HOW 3aLumTe aBTOHOMHON Al-MHPacTPyKTypb! = [ocrasuku Al-cuctem 1 nnatcopm Al-pas3paboTki camn hopMypytoT Mnn npruobpeTaroT
N KOMMMEKCHOMY YNPaBreHUI0 PUCKaMM. NpoayKTbl BCTPOEHHOM knbepbesonacHocTn, nogodbHo Tomy, kak Microsoft, VMware u gpyrue

BeHOO0pbl BCTpamBatoT Nb-peLleHunst B nakeTbl CBOUX MPOrpamMMHbIX NPOLYKTOB.
OaHoBpeMEHHO B MUpe pacTeT BOCTpeboBaHHOCTL crieumnanmampoBaHHbIX YCIyr
no ayauTy, TECTUPOBAHUIO 1 ynpasrieHnto 6esonacHocTblo Al, a Takke
NOCTPOEHUIO KNBEPYCTONUYNBBLIX apxXnTekTyp Al-cuctem.

Kpome Toro, Ha rnobanbHOM pblHKe HabnogaeTcst YCTONYMBBIA POCT MHTEPECA K OTKPbITbIM
WHCTPYMEHTaM N peLLeHnam 3amTbl cuctem Al € OTKPbITbIM UCXOAHBIM KOOOM: MHCTPYMEHTbI
TecTupoBaHus 6esonacHocTn mogenen (Garak, PyRIT, AgentDojo), cuctembl 3amTtbl U KOHTPOMS
6onbLumnx sa3bikoBbix Mogernen (NVIDIA NeMo Guardrails), cpeactea MOHUTOPUHIA U
Habntogaemoctn Al-cuctem (Langfuse, Arize Phoenix), a Takke nogxogbl K MOAENMPOBAHUIO Yrpo3
n 6asbl 3HaHUM 06 aTakax Ha Al (MITRE ATLAS)

Cepren CanoB

[TapTHep pynnbl komnaHum b1, cTtpaTternyeckoe KOHCynNsLTUPOBaHME
KOMMaHUN ceKTopa Tenekom, meama 1 BbICOKUX TEXHOSOMMU



YT0oObI NpOaHanu3npoBaTb COCTOSHME pPbIHKA yChnyr
n cpenctB 3awuTbl Al B Poccuun, mbl onpocunn
nopsaka 60 oreyeCcTBeHHbIX KOMMNaHUN

PECMNOHAEHTOB M3 YMCria KPYMHbIX KOMMaHUA Pa3HbIX
oTpacrien ctanu ydacTHMKaMmu onpoca; bonbLle BCero
npencrasmTenien puHaHcoBOW cdoepbl U CTpaxoBaHUA,
NPOMBILLNIEHHOCTU, peTenna n aNeKTPoHHOU kKommepunun, AT

KomnaHumn otmeyatoT Al cpegm Ton-3 cTpatern4ecknx
NPUOPUTETOB, Ha3bIiBaloT Al KPUTUYECKM BaXKHbIM OS]
KInoYeBbIX MPOLIECCOB; eLle cyutatoT Al 3Ha4YMMbIM
OnNs oTAenbHbIX NPOLECCOB

KomMnaHuin NONHOCTbLIO UMK CKOpee YOOBETBOPEHbI

TEKyLWMM YpOBHEM 3awmTbl Al, B TO BpeM4 Kak

CKopee He yO0BMeTBOPEHbI UITN MOMHOCTLIO HE YO0BIIETBOPEHDI,
eLle CUMUTAIOT, YTO OLlEHMBATb 3PENOCTb 3aLMTbl NOKa paHo

KomnaHum BblgenstoT 6roaxkeT ans 3awuTtsl Al. [pu aTom
oXunaarT pocT (B OonbLIen YHacTu YMEpPEHHbIN) NUHBECTULMIA B
chepy 3awmnTbl Al B Gnimkaniumne gea roga



Kak n noyemy Bo3HUKNAa uges 3Toro nccriegoBaHuUNA

Cenvac pblHOK BHegpeHusi Al HaxogmuTca B HEOBbIYHOM TOYKE.,
MHorme KoMmnaHum y>xe NPUHANN pelleHne nckatb apdPeKTUBHOCTb
B HOBbIX Al-cucTemax 1 3anyckatb NUNOTHbIE MNPOEKTHI.

Mbl Habntogaem, kak B busHece nosiBUNMCh nepsble 4aT-60Thbl

N aCCUCTEHTbI, a COTPYAHUKN MHOIMMX KOMMNaHUN Noay4ynnu

OOCTYN K LULMPOKOMY Habopy HenpoceTen ans pabo4vmx 3agau.

Kak n B cnyyae ¢ gpyrumm TexHonorusiMmn, BHegpeHmne Al HensoexHo
CBSI3aHO C puckamun. CerogHs 3To NpeXxae BCero YTeykn AdaHHbIX,
TEHEBOro U HEKOHTPONUPYeMoro ucrnonb3oBaHus Al n Bonpoc
KOHTPONUPYEMOCTM OTBETOB MOZENEN B COOTBETCTBUM C MONMUTUKaAMM
komnaHun. OgHaKo yXxe ceryac Mbl BUAUM NEPEXOA K creaylolemy
aTany — kK 6onee aBTOHOMHbIM CUCTEMAM.

Xopolnit npuMep — KOAMHIOBbIE areHTbl, KOTOPblEe HE NMPOCTO MOMOratoT
nucaTth Ko, a CTaHOBATCS BaXXHOWM YacTbio NpoLecca pa3paboTku
N YK€ MOTYT CaMOCTOSTENbHO BbIMOMHATL OTAENbHbIE 3a4a4M.

EBreHnn KokynkuH
OcHoBaTtenb HiveTrace

[lo Mepe TOro Kak Takue areHTHble CUCTEMbI OyayT NpOHMKaTb

B pa3Hble 6U3Hec-OyHKLNN KOMMAHUI U UCMNONb30BaTbCS

B €XXeHEeBHbIX NpoLeccax, KpUTUYECKN BaXKHbIMU CTaHYT

X KOHTpOmnb 1 3awmTa. Ham Hy»xHO ByaeT noHMMmaTb, Kakme OencTBUS
OHW BbIMNOJTHSOT, HACKOMNbKO YCTOMYMBO paboTaloT, a Takke Kakue
PUCKW OHM cO30atoT ANst AaHHbIX, MPOLIECCOB U MHAPACTPYKTYpbI.

[MaBHasa UEHHOCTb HACTOSLLEro nccneaoBaHusa, Ha MOU B3rnsa,
3aKr4vaeTcd B TOM, HTO OHO pPaCKpbIBaA€ET, KakK KJ1lo4eBbIE YHAaCTHUNKHU
pOCCI/IIZCKOFO PbIHKa BUOAT ©e30nacHOCTb HOBbIX TEXHOOMNM

Ha TeKyleM aTare. OTe4vecTBEHHbIE KOMMAHNK aAdanTupyroTcd

KAl B HGI'IpOCTOI?I cpege, ¢ orpaHn4eHnAamMmm no BblHNCITNTESIbHBIM
MOLLUHOCTAM 1 OOCTYMNMHOCTH MoAEnen.

[MoaTOMy OCOBEHHO BaXXHO MOHATb, Kakne puUckn bU3Hec yxe cuntaet
3HAYMMbIMWN N KaKOW YPOBEHb 3PENOCTN (POPMUPYETCH HA PbIHKE.



O SOLAR

B onpoce npuHumMmanu y4yactme pecnoHAaeHTbl
n3 bonee YyemM gecAaTu oTpacneun, 2/3 KomnaHun
C YncneHHocTbho 6onee 2000 coTpyaAHUKOB

OTpacneBas CTpyKTypa CTpyKTypa pecnoHAeHTOB
pecnoHAeHToB Nno pa3mepy KOMMNaHuu KOMMeHTapVIVI
% OT 06LLMX OTBETOB % OT 0b6LLMX OTBETOB

= B onpoce npuHanu yqactmne =60
PECMNOHAEHTOB U3 pa3HbIX OTPaCrieN.

* bonblle Bcero pecrnoHOeHTOB N3 TaknX OTpachnen,
KaK (pMHaHCOBbLIN CEKTOP, NPOMBbILLIIEHHOCTb,
peTenn n anekTpoHHaa KOMMepLm4.

= (OCHOBY NaHenun coctaBnsaT NpodunsHble Mb-ponn:
39% — CISO, 16% — pykoBoauTenu HarnpasfieHU
NB, 12% — apxuTekTopbl / NHXEHEPHI.

= B naHenu npeacraBneHbl posrin, CBA3aHHbIE
c Al n gaHHbIMKU: 14% — pykoBoguTenu
HanpasreHun Al/gaHHbIX, YTO NO3BOMSET YyYUTbIBATb
notpebHocTn nuaepos Al-nHnumaTme.

* BonbWKWHCTBO pecrnoHAeHToB (67%) npeactaBnsoT
KpyrnHble KoMnaHuu ¢ yncneHHocTbto ot 2000

n duHaHchl / 6aHkm / B TpancnopT/ nomeThk n 10 000 v Gonee ] MOMMTVK KOHTPOS HET, UMK OHM COTPYAHUKOB, 4YTO MOBbIWAET peneBaHTHOCTb
(:I)I/IHTEX n CTanOBa/HVIe N COTPYAHNKOB He AOBEAeHbI 10 COTPYAHUKOB BbIBOJOB /1S KOPrOPATUBHOIO PhIHKA.
. POMBILLNEHHOCTE . 2000-9999 COpr,lJ,HVIK. Menee 500 coTpyaHukoB

NpoM3BOACTBO
3 O6pasosaHue / Hayka
| ] peTein / aneKkTpoHHas

koMMepuns ["occekTop

. nT lNpoyne oTpacnu

NcToYHUK: pe3ynbTaTbl aHKETUPOBaHWS
Cymma gonen moxeT He paBHATbCA 100% 13-3a oKkpyrneHui



Al akTUBHO BHeApsAeTCcA, KOMMNaHUU yXxe
ctankuBatTtcda ¢ Ub-nHumnpgeHtamu, 40% pecnoHOeHTOB
He yaAoOBneTBOpPEeHbIl 3awuTtoun Al-cucrtem

Pe3ynkTaTthl onpoca noKasbIBaloT,
YTO KpynHble OoTeYyecTBeHHble KOMNaHU
aKTUBHO UHBECTUPYIOT B TexHonoruu Al

= 97% pecnoHOeHTOB UCMOoNb3YT, NUAOTUPYHOT Al
NITA CYMTAIOT ero 3HauYnmMbiM ns busHeca.

= 35% onpoweHHbix cunTatoT Al Ton-3 cTpaTterndyecknm npuopuTeETOM Un
KPUTUYECKN BaXXHOW TEXHOMOIMMEn Ans KnoyeBbliX npoueccos, ewe 46%
BblaenstoT Al Kak BaXkKHbIM dNeMeHT Ans oTaenbHbIX BU3Hec-NnpoLeccoB.

= Hawnbonee pacnpocTpaHeHHble TuMbl ncrnonbdyemoro Al — donblime
a3blkoBble mogenu / 'eHAl, Al-cuctembl, 4OMNOMHEHHbIE MOUCKOM
n Al-areHTbl. Al Ha 6a3e 6onbLKX SA3bIKOBbIX MoAenen ncnonb3yTt 79%
OMpOoLUEHHbIX KoMnaHuu, Al-cuctemsl, gonosnHeHHble nonckom (RAG), —
67%, NoOYTN NOsI0BMHA OMNPOLLUEHHbIX KOMMNaHUW UCMOSb3yeT
Al-areHTOB C gocTynom Kk cuctemam — 46%.

= [lpn 3TOM ypoBeHb YOOBMNETBOPEHHOCTHM 3aLumnTon Al octaetcs
HeO4HO3Ha4YHbIM: 41% KOMNaHUM NOMNHOCTLIO UMK CKopee
yO0BNeTBOPEHbl TEKYLLIMM ypoBHEM 3awnThbl. Ewe 33% ckopee
He yooBneTBopeHbl, a 7% MNONMHOCTbIO He YO0BIeTBOPEHbI YPOBHEM
3awmTbl; 19% cumTaloT, YTO OLEHMBATb 3PENOCTb NMokKa paHo.

=  OpraHmsauum yxe CTankmBarlTCs C UHUMOEHTAMU, CBA3AHHbIMM
C ucnono3oBaHmem Al: Takme crnydam otmeTunu 19% pecnoHOEeHTOB.

NcToYHUK: pe3ynbTaTbl aHKETUPOBaHWS
Cymma gonen moxeT He paBHATbCA 100% 13-3a oKkpyrneHui

Ton-10 HanpaBneHun ucnonb3oBaHua Al
% OT 0bOLLMX OTBETOB

() SOLAR

BHYTpeHHME NOMOLLHMKM N NOUCK NO KOPNOpPaTUBHbLIM 3HAHUAM 15%
ABTOMaTM3aumst 06paboTkn JOKYMEHTOB 12%
e

KnneHTckmne 4at-60Tbl N KOHTAKT-LEHTPbI 1%
e

AHanuTmnka n NporHo3mpoBaHne 10%
e

Moppepxka paspaboTku MO 10%
.

Al Kak YacTb NpoaykTa ansa KnnMeHToB 8%
|

Ncnonb3oBaHue Al B npoueccax b 7%
.

Al onst NpUNoXeHUn KOMNbLIOTEPHOIO 3PEHUS N BUAEOAHANUTUKN 7%
|

MapKkeTuHr n nepcoHanusauns 6%
|

CoTpyaHMKM YaCTHBLIM MOPALKOM MUcnonbayoT Al, ueHTpanM3oBaHHOW MOMUTUKU HET 6%



O SOLAR

OpraHu3aumm akTUBHO pa3BopavyuBaroT Al B HaCTHOMU
MHpacTpykType, 42% He obecnevynBalOT KOHTPONb
ncnonb3oBaHua Al coTpygHnkamm

OcHoOBHblIe Moaenu KoHTponb «TeHeBOro
pa3BepTbiBaHus Al ucnonb3oBaHusa» Al coTpyaHuKkamu KommMmeHTapum
% OT 06LLMX OTBETOB % OT OOLMX OTBETOB

= 80% pecnoHOEeHTOB MCMOSMb3YOT 3aKPbITbIN UMK
MMOPUAOHBLIA KOHTYP, YTO YKa3blBAET HA CTPEMIIEHNE
orpaHuyuBaTth nepenadvy AaHHbIX BO BHELLHWE
Al-cepBUCbI N CUCTEMBI.

= 42% koMnaHnn HaxoaaTcsl B criabon 30He KOHTPOn4
ncnosnb3oBaHna Al coTpyaHUKamMn: NONUTUKKA OTCYTCTBYIOT,
He noBedeHbl 40 COTPYOAHMKOB UnNu ncnonb3osaHme Al
paspeLleHo Be3 TEXHNYECKOro KOHTPOnS.

» KOHTpOSib TEHEBOIO UCMNOb30BaHNS BXOAUT B MPUOPUTETHI
Ha Grnivkanwnm rog ans 33% pecnoHAEHTOB. 3TO
NOATBEPXKOAET, YTO HEKOHTpONMpyemMoe ucrosio3osaHue Al
CTaHOBUTCS OTAENbHbIM HarnpaBieHUeEM 3aLUnThI.

= OYHKUMIO KOHTPONA gocTyna 1 BrIoKMPOBKU
CTOPOHHUX HEABTOPU30BaHHbIX Al-MHCTPYMEHTOB CHMTAIOT
ueHHoun 30% pecrnoHOEHTOB.

B 3akpbiTom / Bo BHewHnXx Al-cepBucax Pa3spelueHo ¢ MOHUTOPUHIOM dopmanbHO paspeLleHo,
|| | " || |
YaCTHOM KOHType 0e3 orpaHnyeHun N KOHTpONeMm 0e3 TEXHMYECKOro KOHTPOIS
. Pa3speLueHbl TonbKo MonHoCTbIO 3anpeLleHo
MbpuaHbIA noaxo, [Nogxon noka He onpeaeneH
. PvA AXOA AXOA Pen . yTBepxaeHHble Al- cepBuchl . N TEXHUYECKM OrokmpyeTcs

. Bo BHeLwHMx Al-cepBucax c . [oNMTUK KOHTPONS HET, NN OHK
orpaHuyeHnamMm He JoBefeHbl O COTPYAHUKOB

NcToYHUK: pe3ynbTaTbl aHKETUPOBaHWS
Cymma gonen moxeT He paBHATbCA 100% 13-3a oKkpyrneHui



() SOLAR

YYyaCcTHUKU onpoca NPU3HAaKOT KIN4YeBble KNOeppUCKu
Al, yxe HauMHalOT pearniM3oBbiBaTb KOMMJIEKC
mep no 3awuTte Al, HO He B NOSTHOM MacLuTabe

Hanbonee KpUTUYHbLIE
pucku ansa Al-cuctem
% oT 0bwmx otBeToB U (%) OT O6LLEro YMcna OTBETOB

YTeudka gaHHbIX Yyepes Al

81% (22%)

announHauuu, HeaeTePMNHNUPOBAHHOCTb N HEKOPPEKTHaA reHepauma KOHTEeHTa

60% (16%)

KomnpomeTame AaHHbIX M UICTOYHMKOB 3HAHWUM

54% (16%)

PerynsitopHble 1 KOMMaeHc-pUCKu

47% (13%)

«OTpaBneHne» JaHHbIX Unu moaenei 42% (12%)

3noynotpebneHne n HeaBTOPU3OBaHHbIE AeNCTBUS Al-areHToB

42% (12%)

Manunynaumna nosegeHunem Al

28% (8%)

Apyroe 9% (2%)

NcTouHMK: pesynbTaTbl aHKETUPOBaHUS
Cymma ponen MmoxeT He paBHATLCA 100% 13-3a OKpyrneHun

Ton-10 mep 3awuTbl Al, KOTOpbLIE
y)Xe peanui3yrTcAa B opraHusauusx
% OT pecnoHAEeHTOB

KoHTponb ncnosnb3oBaHusa Al coTpyaHukamu, ynpasneHue goctyrnom K Al-cuctemam 65%
O6yyeHune coTpygHukoB 6esonacHoMy ncnonb3oBaHuio Al 65%
3awmTa gaHHbIX Nnpu paboTte ¢ Al (NpeaoTBpalleHne yTevek, MackupoBaHune, obesnmyuneaHme) 53%
|

YXypHanupoBsaHue 1 ayaut pabotsl Al 51%
|

OrpaHudeHuns n wnio3sbl Ana Al-cepsncos 46%
e

dunbTpaumnsa n KOHTPOnb 3anpocos K Al (3awuTa OT MaHUNyNALUA 1 aTak Ha 3anpochl) 42%
|

KoHTponb paboTbl aBTOHOMHbIX Al-pelieHnn n Al-areHToB (4eNCTBUA, MHCTPYMEHTI, API) 37%
e

YnpaBneHue X13HeHHbIM LnKknom mogenen Al (Bepcun, yTBepxkaeHue, nybnukaums, oTcnexxmBaHme Kayectsa BO BpEMEHM) 33%
|

NHTerpauus cobbituin Al B LeHTp MoHUTOpUHra 6esonacHocTn (SOC) 32%
.|

3au_|,|/|Ta MCTOYHUKOB 3HAHUN U OaHHbIX, BKIMKOYaA npoBepkKy Ha Harnn4yme BpenoHOCHbIX 1 BBOOALLUX B 3a6ny>|<,u,eHme OAaHHbIX 30(%)



OCHOBHbIE NPUOPUTETbI 3aLLNTLI
Al Ha OnuXxaunwyro nNnepcneKkTuBy

46%

pPeCrnoHAEHTOB NCMONb3YHOT
Al-areHToB € JOCTYNOM K cUCTeMam

37%

PEeCnoHOEHTOB OCYLLECTBNSAKT KOHTPOSb
paboTbl aBTOHOMHbIX Al-peLLeHunin n
Al-areHTOB (OencTeus, UHCTPYMeHTbI, API)

25%

PECNOHOEHTOB UMEIOT
nonutukn b gna Al

44%

CUYNTAIOT 3TO
MPUOPUTETHBIM
HanpasneHnem

0%

KOMMaHUM N3MepsoT
9 PEKTUBHOCTb
Mep no 3awumte Al

Cpeaun OCHOBHbIX NpuopuTeToB 3awuTbl Al Ha Onxanwmmn rog
% OT uncna onpoLUEHHbIX KOMMaHU

Mcnonb3oBaHue Al B 3aKpbITOM KOHTYpe 46%
3almTa gaHHbIX U 3HaHUN 46%
dopmnpoBaHue cTpaTtermm u NoNUTUK 3awmTbl Al 44%
KOHTpOrb «TEHEBOro 1cnonb3oBaHua» Al coTpyaHUKamu 33%

3awumta Al-areHToB 26%

MoHWUTOPUHT 1 pearmposaHue / SOC 26%

NcToYHMK: pesynbTaTbl aHKETUPOBaHMWS

() SOLAR

Mbl CTPOMM 3LLENOHMPOBAHHYIO 3aLLUTY BOKPYr ncrnosib3oBaHus I'eHAL.
basoBbin ypoBeHb — 3awmnta 'eHAl-npunoxeHnn — moayrnbHoe
peLleHne, KOTopoe MacknpyeT KoHuaeHunanbHble JaHHble,
BrnokupyeT HexenaTenbHY nepegady BOBHE U NMPOTUBOAENCTBYET
NPOMNT-UHBEKUMAM. [TOHMMaeEM, YTO ToOHEeYHOW unbTpaLmnn
HeJOoCTaTO4YHO, NMO3TOMY aKTUBHO pa3BMBaEeM MOHUTOPUHI U
NnoBegeHYEeCKNU CKOPUHI COTPYOAHUKOB. OTO AacT Npo3padHyto KapTuUHy
N NO3BONUT BbISABMATL CUCTEMATUYECKME MONbITKM 06Xxoaa npasun.

Crnegyrowmn BbI30B, K KOTOPOMY Mbl FOTOBUMCS YXe cendvac, — pocT
aBTOHOMHOCTU Al-areHToB. Ecnun paHbLue peyb Wwna B OCHOBHOM O
3awmTe MHdopMaumm, To 3aBTpa areHTbl CMOryT BbIMNOSTHATL pearibHble
OEeNCTBUS: OT yaaneHns AaHHbIX 0 U3MEHEHNN B MHpacTpyKType. B
NHAOYCTPUMN yKe OUKCUPYIOTCH MHUMOEHTbI, KOrga aCCUCTEHTLI
HEKOPPEKTHO UHTEPNPETUPOBaNM KOMaHabl 1 HAHOCUIN yLLepb. JTO
doopmMmMpyeT HOBbIN KNacc yrpos, 1 Mbl POKyCUPYEMCH Ha NPOAKTUBHbLIX
Mepax — 3aknagblBaeM 3awmTy OT Nog0OHbIX CLieHapMeB Ha YPOBHE
apXUTEKTYPbl HALUUX PeLLEHUN.

HdeHunc CyntaHoB
PykoBoguternb ynpasneHnsa 6esonacHocTn npunoxeHunn, bKC



Kudeppucku ansa Al u npumeHsiemble Mepbl 3alUTbI: BbIBOAbI

Al y)xe BOCNpUHUMAETCS KaK 3Ha4YUMbIA 3NTIEMEHT
LUndopoBoun TpaHcdopmMauum dusHeca. Ona 23%
pecrnoHgeHToB Al BXOOUT B YMCNO TPEX rmaBHbIX
cTpaTernm4yeckmx NnpuopmnTeTOB OpraHMsaummn, eLle
ansa 12% OH KPUTUYECKN BaXKEH B KITHOYEBbLIX OU3HeC-
npoueccax. OTO 03Ha4aeT, YTo boree TpeTu
OopraHu3auumn yxxe HaxogsaTcs B 30He, e HapyLeHus
B6esonacHocTn Al cnocobHbI OKasbiBaTh NMPsiMoe
BNUsiHME Ha bu3Hec-pesynbTaThl.

Haunbonee pacnpocTpaHeHHble cueHapum
NPUMEHEHNS — 3TO BHYTPEHHNE KOpropaTuUBHbIE
NOMOLLHUKK, MOUCK NO 6a3am 3HaHUW, aBToMaTMU3aLmnsd
00paboTKN OOKYMEHTOB, KNUEHTCKNE YaT-00ThlI,
aHanuTuka n nogaepkka paspaboTkm nporpaMmmMHOro
obecnevyeHuns.

Cpean ncnonb3yembiX TEXHONOMMN OMUHUPYHOT
OonbLme a3bikoBbie mogenu, Al-cuctemsl

C 4OMNOMHUTENBHLIM NOUCKOM MO KOPNopaTUBHbLIM
6asam (RAG) n knaccmyeckme mogenu MallumHHOro
o0y4yeHus. [pn atom yxe 46% onpoLLeHHbIX
opraHmsaunn ncnonbayT Al-areHToB ¢ 4OCTYNoMm

K KOprnopaTuBHbIM CUCTEMAM, YTO CYLLECTBEHHO
paclwmnpsieT NnoTeHumnanbHy NOBEPXHOCTb aTak.

B apxuTekTypHOM nnaHe pbIHOK AEMOHCTPUPYET
OCTOPOXHbI NOAX0A: 3HAYMTENBHOE YNCITO CUCTEM
pa3MeLlaeTcs B YaCTHOM KOHTYpE.

Haunbonee 3Ha4MMbIMM puckamu anst COBCTBEHHbIX
Al-cuctem pecnoHOEeHTbl CYMTAIOT YTEYKY OaHHbIX
yepes Al, rannounHaumm U HEKOPPEKTHYIO reHepauuto
KOHTEeHTa, KOMMNPOMETaLUN NCTOYHMKOB 3HAHUW

N OAHHbIX, PEryNATOPHbIE PUCKU, «OTpPaBrieHnE»
OaHHbIX U MOAENEN, a TaKke HeCaHKLUMOHMPOBAHHbIE
pencteus Al-areHTos.

Tonbko 30% opraHusaumin paspeLlatroT NCNosSib30BaHMe

Al C MOHUTOPUHIOM WM KOHTpOrieM, Toraa Kak B 42%
KOMMaHUM Nnbo OTCYTCTBYET TEXHUYECKUN KOHTPOSb,

nMBo OTCYTCTBYHOT MONMUTUKK Ucnonb3oBaHus Al BooOLLe.

OTO yKasblBaeT Ha pa3pblB MeXay hakTuyeckmum
ncnonb3osaHnem Al coTpygHukamm

N CywecCTByRWMMN MEXaHN3MaMUn ynpaBrieHNA puckamMmu.
NccneooBaHme Takke BbISIBUNO pa3pbiB MeEXOY YPOBHEM

BHeapeHnsa TexHosnorun Al n ypoBHem BHeapeHUSA

cneyuann3anpoBaHHbIX Mep ux 3awnTbl. Tak, Al-cuctemsl

C NOUCKOM MO KoprnopaTuBHbIM 6a3am UCMonb3yoT ABe
TPETN PEecnoHAeHTOB, O4HaKO Mepbl

Mo 3aLLMTe UCTOYHUKOB 3HaHU BHeapeHbl Nnwb Yy 30%.

Al-areHToB NpumMeHsoT 46% pecnoHAEHTOoB, Toraa
KaK cneunanmsmpoBaHHbIM KOHTPOSb X OEUCTBUN
peannsoBaH Tomnbko y 37%.

Bonblune A3bIKoBbIE MOAENN MPUMEHSAIOT boree

yem 3/4 peCnoHOEHTOB, B TO e BPEMSI MEXaHU3MDbI
3alUKUTbl AaHHbIX BHEOAPAKT ToNbKo nopsaaka 50%,
LLSTHO3bI, PUNbTpauuio U KOHTposb 3anpocos ana Al —
MEHee NONOBUHbI, MOHUTOPUHI NOBEAEHNA Moaenen

N TECTUPOBAHUA NX YCTONYNUBOCTUN pearim3oBaHbl
NULWb Y NPUMEPHO YETBEPTU OpraHn3ayun.

HecMoTps Ha BbICOKMW YPOBEHb OCO3HAHUA PUCKOB,
npakTnyeckas 3penocTb kubepsawuntol Al-cuctem
OCTaeTcs orpaHndeHHon. Tonbko y 25% opraHusaumm
yXXe cyLlecTByeT popmMmann3oBaHHasa nonmnTmka
besonacHocTu Al, Torga kak y 6onbwmnHeTea (53%)
OHa HaxoauTcsa Ha cTagumn paspaboTku. Hanbonee
pacnpocTpaHeHHble Mepbl 3aLMThbl CBA3aHbI

C KOHTponem mncnonb3oBaHus Al coTpyaHMkamu,
ynpasrieHMeM LOCTYnoMm, oby4eHnem nepcoHarna

N 3aWUTON AaHHbIX.

B uenom pesynbTaTtbl UCCriegoBaHUS NOKa3biBatoT,
YTO POCCUNCKME OpraHusaumn yxe paccmatpusatoT Al
KaK Ba>XHbI OBU3HEC-MHCTPYMEHT U OCO3HaloT
CBA3aHHbIE C HUM pucku. OgHaKo BHeEAPEHME
TexHonorun Al onepexxaeTt pa3BuTue MexaHM3MOB
nx 3awmnTbl. Hanbonee BblpaXkeHHbIE AedULUTDI
HabngaTCca B 00nacTax 3awnTbl 60nbLUNX
S13bIKOBbIX MOAenen, 3aWmTbl CACTEM

C NMOMCKOM MO KOprnopaTUBHbIM AaHHbIM

n 6esonacHoctn Al-areHToB. IMEeHHO aTn
HarnpasneHnsa, BEPOATHO, CTaHYT OCHOBHbIMU
Apaneepamu pasBUTUA PbIHKa YCIyr U peLleHum
knoepobesonacHocTn Al B 6rnvxkaniumne roabl.



MHeHUe 3KcnepToB YU YY4aCTHUKOB pPbIHKA

PesynbTtaTthl uccrnenoBaHmda OOBOSbHO XOPOLLO MOKa3biBalOT peasnbHyto KapTuHy: Al
y>xe dpakTU4eCKM ucnorb3yeTca B OusHec-npoueccax, Ho 6e30nacHOCTb 3a 3TUM MNokKa
He ycnesaerT. 1oyt nonosmMHa KoMnaHu cuntaeTt Al BaXKHbIM O5S OTAENbHbIX
MNpOoLEeCcCcoB, a A1 4aCTu OH yXe CTaHOBUTCA KPUTUYHBIM USTN CTPaTErMyeCKnm
HarnpassfieHneM. [1pn 3TOM NOSTHOCTLIO AOBOSIbHbI TEKYLLUM YypOBHEM 3anTbl Al BCero
9%, a 40% npsaAMO roBOpuT, YTO CKOPEE U NOMHOCTLI HEAOBOSbHbLI UMK HAXOOATCH B
NOMCKe peLLeHuns.

[na meHa 3gech rmaBHbIN BbiBOA, Takomn: Al yxxe yxoauT B npogaklleH, HO BO MHOMMUX
KOMMNaHUSIX 3TO NPOUCXOAUT BbICTpee, YeEM NOSIBNAETCA cTpaTerns ero 3awnTbl. To
eCcTb OM3HEeC yXKe MUCnosib3yeT Moaenu, CEPBUCHI, aCCUCTEHTOB, aBTOMaTM3aumo, a
BOMPOCLI BPpOoAe OTBETCTBEHHOCTN, KOHTPOIS, TECTUPOBAHUSA, MOHUTOPUHIA N OLEHKU
PUCKOB 4YacTO OCTalOTCS Ha BTOPOM [iaHe.

XopoLUo, YTO PbIHOK y»xe BUAUT npobnemy. Hanpumep, 6onee 40% komnaHum
paccMaTpuBaloT BHEAPEHME CNeunann3mpoBaHHbIX OTEYECTBEHHbIX PELLEHNA AN
3awmTbl Al. Ho noka 9To 4acTo BbIMSAAUT Kak OTAEeSbHbIE MHULMATMBbI: F4e-TO YTO-TO
NpoBepUnn, rae-To Kynuim MHCTPYMEHT, rae-To Hadanu obcyxaatb peaTuMuHr. A
CMCTEMHOrO NoAxo4a BO MHOMMX Crnyyasix eLle Her.

Ha mow B3rnsia, paspbiB MOXXHO COKPaTUTb, TONbKO €Crin CMOTPETb Ha 6e30nacHOCTb
Al He Kak Ha OOMH MHCTPYMEHT, a KaK Ha NMONHOLEHHYH YrNpaBneHYecKyo U
TEeXHUYecKkyto 3adady. Hy>kHbl cTpaTterust, NOHATHbIE 30HbI OTBETCTBEHHOCTM,
oby4yeHne koMaHa, HBeHTapusaums Al-cueHapues U perynsipHasi npoeepka Al-
CMUCTEM Ha YCTOMYMBOCTb. MIHaye 6e3onacHOCTb Bce BpeMs OyaeT uatu creaom 3a
BHeApeHueM, a B criydae ¢ Al 3To cnMKOM MeaneHHas no3nuus.

AnekcaHpgp WWenunos
[upekTop HanpaeneHust obecneveHnsa nHopmaunoHHon 6esonacHocTn, «Poctenekom»

Mol BUanm, 4TO OCHOBHOM 3anpoc 6usHeca B cpepe knbepbesonacHocTn Al noka
cpokycmnpoBaH BOKpPYr Tpex HanpasfeHUn: 3allunTta JaHHbIX OT NocneacTsum
ncnonb3osaHus Al; sawmta camoro Al oT HapywmMTens (oTpaBneHne gaHHbIX U MPOMMT-
NHBEKLUNK); 3almTa OT atakytowero Al.

B yacTtu 3awmThl OT NocneacTsmin ucnosb3oBaHus Al Mbl chopmynmpoBann ana cebs
NATb 6asoBbIX NpaBun: 1. MOoeHTUYHOCTb: Al-areHT OomKeH MMETb YETKYIO porib, NpaBsa,
orpaHundeHHbIn Kpyr goctyna. 2. Knaccndgmkaumns gaHHeix n DLP. 3.
OTcnexuBaeMocCTb: NIOrTMPOBaHNE BCEX AENCTBUM U peLLleHnn mogenn. 4. HeraTuBHbIE
TecTbl: npoBepka Al nepes 4ONYCKOM B KOHTYP Ha MPOMNT-UHBEKLNU, MOMNbITKA YTEYKN
Yyepes KOHTEKCT W ranniouuHaumn. 5. ApXUTEKTYPHbIN NaTTePH: NPOEKTUPOBAHUE
CUCTEM Tak, YTOBObI UCKIMHOUYNTL PUCKN KOMNPOMETaLUUM OaHHbIX.

Kpome Toro, 6U3Hecy Hy>XXHO Hay4MTbCs NO-HOBOMY pellaTb HECKOSbKO KraccoB 3aau.
910 6e3onacHaga TpaHchopmMauma npoueccos paspadboTkn 0: («Banb-KoanHM» U
areHTckaqa paspaboTka), BHeapeHune npasun obleHnsa ¢ nyernnyHbIMMU HEMPOCETAMMN,

a TakKe KOHTpOsb Tpaduka ¢ NnomMoLLbo BED-LLM030B 6e3onacHocTn. OTAENbHO CTOUT
3agadva 3awunTbl Al-mogenen oT «oTpaBneHns» gaHHbIX. HakoHel, KOHTponb Al-areHToB
BHYTPWU KOMMaHUM — 3TO HOBAs CYLLHOCTb. [losiBNSieTcA HOBLIM CYOBLEKT, KOTOPbIN
HapaBHe C norb3oBaTesiiM1M B3auMoaencTByeT ¢ bBusHec-cuctemamn. BaxkHo
pasrpaHMyMBaThb UX NpaBa N OTCIEXMBATb, Kakmue yY4eTHbIE 3arnncn areHT UCMorb3yeT,
Kyda UMeeT OOCTYnN, Kakon MHdopMaumen obMeHNBAETCS U Kakue akTUBHOCTHU
BbINOSTHAET BHYTPU CECCUMN.

UBaH BaccyHoB
HOupekTop LleHTpa TexHonorun kmdepodeszonacHocTu, K « Conap»



MHeHUe 3KcnepToB YU YY4aCTHUKOB pPbIHKA

OTBeTCTBEHHbLIU 3a KNWbep3aLunTy
cuctem Al B opraHmsauum
% OT OOLLMX OTBETOB

Pykosoautens Vb

CoBmecTHaga otBeTcTBeHHOCTb Vb, UT nnu Al-paspaboTtku
NT/Al-pa3paboTka

OTBETCTBEHHbIN He onpeaeneH

3aTpyaHSCb OTBETUTD

Pykosoautenb Al

3aBnNCUT OT cdepbl NPUMEHEHNSA N MacLluTaba MHUMOEHTA.
B nepByto ouepeab OTBETCTBEHHOCTL NIEXUT Ha Monb3oBartene

3aBuUcuUT OT cpenbl NCnosib30BaHNA

KommeHTapuu

KOMNaHWi BblaensaT 6iogxkeT Ha 3awmTy Al'. Hanbonee Bbicoka
Oons KoMnaHum ¢ brogxxetamu Ha 3awnTy Al cpeau opraHmsauun,
KoTopble cuuTatoT Al ogHUM N3 TpPEX rMaBHbIX CTPaTErM4YecKkmnx
NPUOPUTETOB U KPUTUYECKM BaXKHbIM A5151 KIHOYEBbLIX NPOLECCOB.

bonee OMPOLUEHHbIX He BblOensAT COOTBETCTBYOLLUN
OIOOKET NN 3aTPYAHUNUCH C OTBETOM.
[1pn aTOM OonpoLUeHHbIX kKoMmnaHun, rae Al cuntaerca

CTpaTerm4eckmm nNpMopuTETOM, He BbIAENSAIT OtoaKeTbl Ha 3awmTy Al.

Cpean komnaHunn, anga Kotopbix Al BaxkeH B OTAENbHbLIX Npoueccax,
bromkeT Ha 3awunTy Al BbigensieTcs nuub B cry4yaes.

OMNPOLUEHHbIX NMAHMPYIOT YBENUYNTL TpaTbl Ha 3awmTy Al,
OKOJO YEeTBEPTH He NMaHMPYIOT MHBECTULUK U XOTAT OCTaBUTb
NX Ha TEKYLLIEM YPOBHE; INULLb NNaHUPYOT NX COKPaTUTB.

Hawnbonee nonynapHaa mogenb OTBETCTBEHHOCTU — BO3fararoT
3awmTty cuctem Al Ha pykosogutens Ub. B page cnyyaes
OTBETCTBEHHOCTb MOXET ObITb pa3mbiTa: B cryyaeB
OTBETCTBEHHbLIN HE OnpeaereH unn ero 3aTpygHUTeNnbHO 0003HAYUTD;
y pPecnoH4eHTOB OTBETCTBEHHOCTb 3aBUCUT OT KOHTEKCTA.



O SOLAR

Poccunckum pbIHOK pelueHun u ycnyr knoepoe3sonacHoOCTH
Al HaxoanTCA Ha CTapTOBOU TPaAEeKTOPUU pa3BUTUSA

HecmoTps Ha akTUBHOE MCNONb3oBaHMe OOMbLUNX S3bIKOBLIX MOAENEN,
CUCTEM C MOMCKOM MO KOPNopaTUBHLIM JaHHbIM U UHTENMNEKTYanbHbIX areHToB,
cneLmannanpoBaHHble cpeacTaa 3awuTbl Al noka orpaHNYeHHO pacnpocTpaHEeHbI.

zﬁ;uggn_?”?;epl.\ll{lllﬁé:eo“?aBu.l,l/lKOB KoprnopaTuBHbIX pa3paboTymkos, Hanpumep SOWA Al ot «CbepTex».
' [MapannensHO dbopMupyeTca pbIHOK ycryr no 6esonacHocTu Al.
KoHcanTuHroBsble n cCEPBUCHbIE HarnpaBneHnst pa3BnBatoT Takme
komnaHun*, kak Swordfish Security, BI.ZONE, 'K «Conap»,
Infosecurity (Softline), Kaspersky (Kaspersky Al Security Team)
N Opyrne Urpokun pbiHka. Mx npegnoxeHnsa BrkNoYvaroT ayauT
0 o 3awmeHHocTn Al-cuctem, oueHKY pUCKOB, TECTUPOBaHME
0 0 BbesonacHocTu, pa3paboTKy NonuTnK 6esonacHoro ucrnonb3osaHus Al,

ConpoBOXaeHne BHeapeHnsa texHonornn Al B KopnopaTtuBHOM cpeae.

0 B nocnegHue aBa roga B Poccumn Havyan dopMmnpoBaTbcs Knacc
0 OpraHU3aLuii yxe UCMOoNb3YHoT cneumnanuanpoBaHHbIx noctaBwmkoB®: HiveTrace, InfEra Security,
o Strazh, AppSec Solutions n gp. Ha pbIHOK BbIXO4AT nnatgopmbl

KOMMaHUN UCMOSb3YHOT opraHmsaumn NNaHupyoT B . 6606 Al
COBCTBEHHbIE MEXaHN3MbI BHeZpeHWe BHELLHWX peLleHHil. Il__.)l,enom PLIHOK peLLeHui 1 ycryr B cpepe kubepbesonacHocTu
3alWllnTbl N KOMIMETEHLNN. UT0 cBMAOETENBLCTBYET O NOCTENEHHOM B FOCCUW HaxOAWTCA Ha sTane Nepexona ot OTAernbHbIX MHLMaTB

hOpMMPOBaHUM CNPOCca Ha AaHHbIE Kacehbl N NMNITOTHbIX MPOEKTOB K CbOpMVIpOBaHVII-O NOJTHOLEHHOIO CerMeHTa.

peLleHnn, ocobeHHOo Npu ganbHenwem
MacwTabupoBaHun ncnonb3osaHus Al.

Takas cuTyauud 00BbACHAETCS KaK OTHOCUTENbHOM
HEe3pPENOCTbIO PblIHKA, TAK N OrpaHN4YeHHbIM
npeanoXxeHnem cneumnarim3npoBaHHbIX
OTEe4YeCTBEHHDbIX NMPOAYKTOB.

MCTOYHMKM: aHann3 nccrneaoBaTenbCKOM rpynmbl
* CNUCOK Y4aCTHMKOB pblHKa HEMCHYEPMbIBAIOLLNA U AaH UISIOCTPATUBHO



() SOLAR

[TpuMeHeHune TupaxHbiX peLueHUn no Kmbep3sawurte Al noka
orpaHM4eHo, OCHOBHas MmoAesnb 3alUTbl — BHYTPEHHUE
pPa3padoOTKN U KOMNEeTeHLUUN

OueHkKa 3peniocTu AOCTYMNHbIX Ha OcHoOBHbI€e NpobremMbl
pbiHKke UB-peweHun gnsa 3awmnTbl Al UB-peweHnn ana sawunTbl Al
6 O/ 6 0/ % OT 06OLLMX OTBETOB % OT 0bOLUMX OTBETOB
pecrnoHOEeHTOB YyXe NMPpUMEHAT PeCI'IOHLI,eHTOB roTOBbI
cneunann3npoBaHHbI€ pelleHns MX MCMONb30BaTh B Onmxkanwem
OT BHELLHUX pa3pa60Tq|/||<OB OnA BPpEMEHU, XOTA Ha ,El,aHHbII7I
obecneyveHunsa besonacHocTn Al. MOMEHT HE MPUMEHSIOT.

951% 9%

. OTcyTCcTBME NPaKTUYECKOW
anpobauumn

. BcTpevatoTcs oTaenbHbIE peLleHns

BHYTPEHHNX pa3pa6OTOK angd cenyac v He paccmMmaTtpusaloT [ Ans 6esonacHocT Al OT BHELLHNX pa3paboTUMKoB OTEYECTBEHHbIX pPeLleHni
3awmTbl Al — cenvac 310 Takmne pelieHnsd Ha B Ha puitke oTcyTcTBYIOT HEoBXOANMBIE peLueHus | e CTOMMOCTbV

. 6_n M)KaVlUJee BDEMS. . OTcyTcTBME CKBO3HOW 3aLmnThl Al
OCHOBHbIE€ WHCTPYMEHTHI 3aLLUTDI P B MuoxecTBO 3penbix petueHuit B GonbLiom crekTpe B Huakwit ypoBeHs MapKeTUHIOBOI aKTUBHOCTH

CnoxHas UHTerpauus u BHeagpeHue

Apyroe

MCToYHMK: pe3ynbTaTbl aHKETUPOBaHMS
Cymma gonen moxet He paBHATbCA 100% n3-3a OKpyrmneHuin



O SOLAR

Hanbonee BocTpeboBaHbl (hYHKLUMU 3aWUNTbI AAHHbIX,
KOHTpONb ucnonb3oBaHud Al, cpeau Ton-5
npuoputetoB — 3awjuTta Al-areHTOB

_ Ton-10 Hanbornee UeHHbIX (PyHKLUW
* YpPOBEHbL 3PENOCTN PbIHKA OTEYECTBEHHbLIX KNOEeppeLLleHni

ang 3awunTbl Al noka oueHnBaeTcAa Kak HEBLICOKUN. Jlnwb 8%
PECrNOHAEHTOB CUMTAIOT, YTO Ha PbIHKE NpeacTaBreHo 4OCTaTOYHO
3penbix peweHnn anga sawmntel Al. 45% oTmeyaloT Hanuyme nuub

BO BHELWHUX pelueHuax anga 6esonacHocTtu Al
% OT pecnoHAEeHTOB

OTAENbHbIX MPOAYKTOB, a 3Ha4YMTEeNbHaa YaCcTb PECNOHAEHTOB BOOOLLE He lNpenoTepallenne yTeuek AaHHbIX B pelieHnsx Al 59%
3HakomMa CO crneunanmampoBaHHbIMW PELLEHUAMW JAHHOIO Kracca.
Ha|/|6onee BOCTpe6OBaHHbIe prHKLI,I/II/I — 3TO I'Ipe,D,OTBpaLLI,eHVIe yTequ ABTOMaTU4YECKOE MacKnpoBaHune/3almTa nepcoHarnbHbIX U KOHUAEHUMANbHBIX AaHHbIX 55%,
AaHHbIX Yepes Al (59%), aBToMmaTuyeckas 3aliura nepcoHanbHbIX
N KOHUMAEHUMaNbHbIX AaHHbIX (55%), 3awluTa OT aTak Yepes 3anpochl ®uUnbTpaumMa NPOMNTOB 1 3aLUMTa OT MPOMNT-aTaK 41%

K mogensm (41%), KOHTPONb UCNOMb30BaHUSA HECAHKLIMOHUPOBAHHbIX
Al-cepsucos (30%) v 3awmTa MHTENeKTyasibHbIX areHToB (27%).
3Ha4YNTENbHO MEHbLLUUI MHTEPEC BbI3bIBAOT 3a4a4n Nno s3awure
Moenen ot KonnposaHUs N LMPOBON MAaPKNPOBKU KOHTEHTA,

4YTO CBUOAETENBLCTBYET O KOHLUEHTPALNN BHAMAHUS Npexae BCEero

Ha 3alLnTe OaHHbIX N CHUXEHUN OnepauOHHbIX PUCKOB.

B uenom pesynsratbl nCCneagoBaHMA MoKasbiBakoT, YTO PbIHOK NepexoanT
OT CTaaun OCO3HaHWUS PUCKOB K CTaguK NPakTUYeCKOro BHeApeHUd
cpencTs 3awmnTbl. [1pn OTHOCUTENBHO HU3KOM TEKYLLEM YPOBHE
MCNONb30BaHMA cneumann3npoBaHHbIX pewweHun (16%) noteHuManbHbIN
NHTEpPEC K HUM B TpU pasa Bblwe. OgHOBPEMEHHO (PopMMpyETCS 3anpoc
Ha OTEYECTBEHHbIE NErKOMHTErpupyemMble 1 KOMMSIEKCHbIE NnaTtgopmbl,

KoHTponb goctyna 1 6noknpoBka CTOPOHHUX HEABTOPM30BAHHbIX MHCTPYMEHTOB Al 30%

3awwmTa Al-areHToB OT HECaHKLMOHNPOBAHHbIX AENCTBUN 27%

MOHWUTOPWHT N KOHTPOSb Moaenen, paboTbl aBTOHOMHbIX Al-CUCTEM 1 peLLEHUN, B o
T. Y. MOHUTOPUWHI aHOManun B paboTte n oteeTax Al-mogenen 20%

[leTekTUpoBaHMe «OTPaBMEHNA» AaHHbIX 20%

ABTOMaTU3NPOBAHHBLIN KOHTPOSb YS3BMMOCTEN 20%

O6€CI'IG‘-II/IBaI-OLLI,VIe 3aWuTy Al Ha NPOTSKEHNN BCETO KU3HEHHOIO LIMKIAa. HeTekTnpoBaHue n 6roKMpoBKa BPEAOHOCHOIO UM HEKOPPEKTHOIO KOHTEHTA, BKtovas Al-cbenkn 13%
.
3awmTta Al-mogenen ot kpax (Al-Luno3bl, BOAAHbIE 3HAKW, KpUMNTO3aLwwmTa) 4%

NCcTOYHMK: pes3ynbTaTtbl aHKETUPOBAHUA



KnbepbesonacHoctb Al ctTaHOBUTCA BaXXHbIM KOMMOHEHTOM
AOBepeHHOoro nu 6e3onacHoOro Ncrnosib3oBaHUA TEXHOMNOIMMU
MCKYCCTBEHHOIO MHTeJJIeKTa

HacTosiee nccnegoBaHme NocBsiLLEHO BOMpocam
Knbep3almnTbl CUCTEM UCKYCCTBEHHOIO UHTEMMEKTA.

[Mpyn 3TOM BaXHO pasnuyaTtb NOHATUSA «Be30nacHOCTb
MCKYCCTBEHHOIO MHTEMNMeKTa» u «knbepsalumta cuctem
MCKYCCTBEHHOIO MHTENMNEeKTa», NOCKONbKY OHW OMUChLIBaOT
pasHble, HO B3aUMOCBSI3aHHble KaTEropun PUCKOB.

[Mog 6e30NacHOCTLI0 MCKYCCTBEHHOIO UHTEMSEKTa
NoHMMaeTcsa obecneveHne 6esonacHoro, HageXXHoro

N KOHTpoONMpyemoro nosegeHunsa Al-cuctem,
npenoTBpaLleHne NpPUYMHEHUS Bpeaa YeroBeKy,
obLecTBy UM MHPaCTPYKType BCreacTBME OLWNDOK
MOAENn, NPeaB3ATOCTU, ranntounHaumm, HEKOPPEKTHOIO
LernenonaraHnsa Unu notepu yrnpasnsieMoCTMu.

[Mog kMbep3alunTon CUCTEM UCKYCCTBEHHOIO MHTENMEKTA
noHnmaeTca 3awmTa Al-cuctem OT 3rTIOHaMEPEHHOIO
BO3OENCTBUA, BKITHOYAsA aTaku Ha Modernn, KoMrnpomeTaumio
OaHHbIX, «OTpaBneHney» obyyarowmx BbIOOPOK,
cocTa3artesibHble ataku, aTakm Yepes MHCTPYKLUUN,

Kpaxky moaenemn n komrnpometaunto Al-areHTos.

HecmoTps Ha pasnuune uenen, sawmurta Al —
9TO HEOTbeEMNEMasi YacTb 6Ge3onacHoOCTH
MCKYCCTBEHHOIO UHTESeKTa.

Bo MHOrMx cny4aax HapylueHve 3alneHHOCTU Moaenm
HernocpeaCcTBEHHO NPUBOAUT K HApPYLLUEHUIO ee
B6esonacHoro oyHKLMOHMPOBaHMA. Hanpumep,
«OTpaBneHmey» obyyarowmx AaHHbIX MOXET N3MEHUTb
noBegeHNe MOAENN U MPUBECTU K OLLUMOOYHbBIM
peLeHnsam, cocTa3aTternbHble aTakm CNoCOOHbI BbI3BaTb
HEKOPPEKTHYIO Kraccudumkaumio 06bLEKTOB B KPUTUYECKN
Ba)XHbIX CUCTEMAX, a aTakn Yepes3 NHCTPYKLMN
NO3BOSIAOT 06XOANTb BCTPOEHHbIE OrPaHNYEHUS
BonbLlUNX A3bIKOBLIX Mogesnen. 1o aTon npuvnHe
COBPEMEHHbIe KOHLeNUnn OBEPEHHOIO NCKYCCTBEHHOIO
WMHTENeKTa paccmatpusatot 3awmTty Al Kak oguH 13
0bs13aTenbHbIX 3fIEMEHTOB 0becneveHust ero
BGesonacHoOCTN Hapsaay C HaaEeXHOCTbIO, NPO3PaYHOCTbLIO,
0OBACHMMOCTLIO U YNPaBnAeMOCTbHO.

3a nocrnegHue HECKOMbKO NeT perynmpoBaHune
MCKYCCTBEHHOIO MHTESNeKTa BO BCEM MUPE CMECTUMNOCH
OT OBLWMX NPUHLNNOB «OTBETCTBEHHOIO Al» K
NpakTU4eCKMM TpeboBaHMSM MO YNpPaBlIEHUID PUCKaMMU,
yCTONYNMBOCTU N KnbepbeszonacHocTu Al-cuctem.
OOHOBPEMEHHO NPOUCXOAUT CONMMKEHNE PerynmupoBaHus
Al 1 TpagnUMOHHON NHAOPMAaLMOHHON BEe30MNacHOCTH.

Kutan pasBuBaeT perynmpoBaHue 4yepes
cneunannsanpoBaHHble HOPMAaTUBHbIE aKTbl U
TEeXHNYecKne ctaHgapTbl. basoBbiM JOKYMEHTOM
ABNATCA «BpeMeHHble Mepbl MO yrpaBfieHUIO
cepBMcamMn reHepaTUBHOIO MCKYCCTBEHHOIO
NHTENNEeKTay, ycTtaHaBnmBawLmne TpedoBaHus K
OLEeHKe 6e30nacHOCTH, 3aLluTe OaHHbIX U
ynpaBneHuo puckamun. [JononHUTENLHO pa3BMBalOTCS
HaLUWOHasbHble CTaHOapTbl U pekoMeHaauum no
yrnpaeneHuto besonacHocTbio Al B pamkax
AeaTenbHoCcTU TexHn4yeckoro kommuteta TC260.

B CLUA kntoyeBbIMM JOKYMEHTaMU SBMSOTCA YKas
Mpe3ngeHta CLUA Ne 14110 «O 6e3onacHoun,
3alUMLLEHHON N 3acnyXmnBatroLlen oosepus
pa3paboTke 1 UCNonb30BaHUN UCKYCCTBEHHOIO
NHTENNeKTa» un paspabotaHHas HaunoHanbHbIM
NHCTUTYTOM CTaHaapToB 1 TexHosorun CLUA
«Cucrtema ynpasreHusi puckamm MCKYCCTBEHHOIO
NHTENNEeKTay». 3TN AOKYMEHTbI 3aKpennsatT PUCK-
OPUEHTUPOBAHHbLIN NoAxoa, HeobxoaMMOCTb
TeCcTMpoBaHNA 6e30NacHOCTU MoAeNen, OLUEHKN yrpo3
N BHEOPEHUSA MEP KOHTPOMSA Ha NPOTSXEHUN BCEro
Xn3HeHHoro umkna Al-cuctem.



[locTeneHHO pa3BMBaeTCcsa cucrtema
perynupoBaHus, cneunann3dnpoBaHHbIX

CTaHOapPTOB U MeToAUYeCKUX hpenMBOPKOB

B EBponenckom coo3e OCHOBY perynupoBaHusa coctasnsaeT
PernameHT EBponenckoro coto3a 06 NCKYCCTBEHHOM
nHTennekte. [JokyMeHT ycTaHaBnmMBaeT obda3aTenbHbIe
TpeboBaHUsS ANA BbICOKOPUCKOBBIX Al-CUCTEM U MPAMO
BKIto4aeT knbepbesonacHoCTb B NepeveHb TpeboBaHUm K
NX HaOEeXHOCTU N YCTOMYMBOCTU. B eBponenckon moaenmu
3awmTta Al dbakTnyeckn paccMmaTpuBaeTCs Kak cCocTaBHasd
yacTb obecneveHuns besonacHocTu Al.

B Poccuu cneumnannsmpoBaHHOe perynumpoBaHune 3allnThbl
Al HaxoomnTcsa Ha cTagumn popmmpoBaHus. B HacTosee
BpemMsi TpeboBaHusa K 6eszonacHocTn Al pacnpocTpaHaTCs
Yyepes OeNCTBYIOLLY CUCTEMY perysimpoBaHus
MHdopMaLMoHHOM BesonacHocTh. KrtoueBoe 3Ha4YeHne
nmeet npukas PCTIK Poccun ot 11 anpensa 2025 r. Ne
117, ycTaHaBNMBaloLWMN COBPEMEHHbIE TPebOBaHMSA K
3awmTe rocygapCTBeHHbIX MHHOOPMALMOHHbLIX CUCTEM B
YacTtu npumMmeHeHuns Al. NapannenbHo pa3BuBaeTcd
CUCTEMA HauMOoHasbHbIX CTaH4APTOB MO UCKYCCTBEHHOMY
NHTENMNEKTY, BKoYas

FOCT P 59276-2020 «Cuctembl UICKYCCTBEHHOIO
nHTennekta. Cnocobbl obecrnevyeHns 4OBEPUS» K
ctaHgapTbl TexHudeckoro kommteTta 164 «MckycCcTBEHHbIN
NHTENNEKT».

[JanbHenwum cyLlecTBeHHbIM 3Tarnom ctano NpuHAaTne
depepanbHoro 3akoHa «O nogaepXxke pasBuUTUS
TEXHOMNOIMMWU UCKYCCTBEHHOrO UHTennekra B PO». [JokymeHT
3akpenun noHaTusa B cdepe Al, npuHUmnb
rocperynupoBaHusi, Mepbl NOAAEPXKKN U OCOBEHHOCTH
NpUMeHeHns 6onblUMX PyHaameHTanbHbiX Moaenen. 3akoH
TakKe cosfarn npaBoBYyK OCHOBY Ans TpeboBaHUM K
BGesonacHocTn, goBepuio N mapkupoBke Al-koHTeHTa. [Npu
9TOM OH npefnonaraeTt JanbHeunLwyto getannsaunio Yepes
akTbl [1lpaButenscrtea P® 1 BegomMcTs.

[MapannenbHo ¢ perynupoBaHuem popmupyeTcd
MeXayHapoaHasa cuctema cneumnann3mpoBaHHbIX
CTaHOapTOB N MeETOAMYECKUX bperMBOpPKOB. Hanbonbluee
3HayeHne B 3TOM KOHTEeKCTe nmetoT Cructema ynpasrieHus
puckammn nckyccreeHHoro nHtensnekra (NIST Al RMF),
[Mpodusnb ynpaeneHusa puckamm reHepaTtnBHOIo
nckyccrseHHoro uHtennekra (NIST Al 600-1 Generative Al
Profile), basza 3HaHWX No yrpo3am Anst CACTEM
nckyccrteeHHoro nHtennekra (MITRE Adversarial Threat
Landscape for Artificial-Intelligence Systems, MITRE
ATLAS), [lecatb Hanbornee KpUTUYHbBIX Yrpo3 angd
NPUNOXEHUN HA OCHOBE DOSbLUMNX A3bIKOBLIX MOAESEN
(OWASP Top 10 for LLM Applications), a Takxe
MeXayHapoaHble ctaHaapTbl «Cncrema MeHemKMeEHTa
nckyccteeHHoro uHtennekray (ISO/IEC 42001) n
«YnpaBrieHne puckamMm MCKYCCTBEHHOIO UHTEmNSIeKTa
(ISO/IEC 23894).

BaxHyto ponb nrpaet MITRE ATLAS, koTopbin
CTaHOBUTCSA oTpacneson 6a3on 3HaHWI Mo yrposam u
arakam Ha Al-cuctemsbl, aHanorndyHon MITRE ATT&CK
B TpaauuMoHHOW KnbepbesonacHocTu. B Poccuu
Takke hopMupytoTca COOCTBEHHbIE (PPENMBOPKU
BbesonacHocTu Al ¢ ydeToM ocoBeHHOCTEN
HaUMOHanNbHbIX 3a4a4v, NONUTUK U pPerynmpoBaHus
(AI-SAFE, SAIMM v gp.)

Taknm obpas3om, MmpoBasi TeHOEHUUS 3aKnoYaeTcH B
NPU3HaAHMM TOrO, YTO 3alUuTa CUCTEM UCKYCCTBEHHOIO
NHTENNeKTa — CaMoCTOSATENbHOE HanpaBneHme
knbepbesonacHocTn, Tpebytowee
crneunannanpoBaHHbIX MOAENEN yrpo3, METOAOB
TECTUPOBAHNA U CPEACTB 3aLLUNTLI.

BesonacHoe yHKUMOHMpoBaHUE cuctem Al
HEBO3MOXXHO 6e3 ero 3aluLLEeHHOCTU OT
npegHamMmepeHHoro Bo3genctens. MiIMeHHO noatomy
COBPEMEHHbIE PerynaTtopHble NHULUATUBI,
cTaHOapTbl U oTpacneBble PPENMBOPKM BCE vaLle
paccMaTpuBalroT 6€30nacHOCTb U 3aLlMLLEHHOCTb
NCKYCCTBEHHOIO UHTENMEKTa Kak eaAnHyt CUCTemy
TpeboBaHUM K JOBEPEHHOMY 1 Be3onacHOMY
CO34aHuI0 N MPUMEHEHUIO NCKYCCTBEHHOIO
NHTEnnekKTa.



bu3Hec kak B Poccuun, Tak un rmobanbHO y)XXe OCO3HaeT,
yto Al MOXeT cTaTb 3HAYNMbIM UCTOYHUKOM KNbepyrpos

B gononHeHne K ckasaHHOMY Bbllle BaXXHO OTMETUTbL, YTO MCKYCCTBEHHbIN
NHTENIEKT SABNAETCA HE TONbKO OObEKTOM KMOepyrpos, HO 1 oakTopom
dopmMmnpoBaHMA HOBbIX KNDEPPUCKOB U MHCTPYMEHTOM aTaKyHLLMX.
[eHepaTuBHbLIE Moaenn u Al-areHTbl MOTyT UCMOMNb30BaTLCA
3MNoyMbILLUNEHHMKaMM N4 aBToMaTm3aumm nomcka ya3BMmMocTeun, oULLIMHIA,
CO34aHuA BpeOoHOCHOro Koga, AMnNdenKoB U Apyrux atak, OoqHOBPEMEHHO
ocTaBasdACb 3(PPEKTUBHbIM NHCTPYMEHTOM 3aLUnTbl. Takmm obpasom, Al
npeacrasndetr cobom TEXHOMOMMI ABOMHOIO Ha3HaYeHNS, YCUNUBAIOLLYHO
BO3MOXHOCTU KaK 3aLUMTHUKOB, TaK U aTaKyOLLMX.

87% >67% 40%

opraHmsauunm KomMmnaHun B Poccum KOMMaHUN OTMeYatoT,
OTHOCSAT PUCKMN, yKasblBaloT Ha PUCK yto Al-areHTbl
cBA3aHHble ¢ Al, K ncnonb3oBaHus Al CO30at0T He TOJIbKO
4yucny Hanbonee ans aBromarmasaymm HOBblE€ BO3MOXXHOCTWU
ObICTPO pacTyLLMX pasBenku 1 aTak. ansi asBTomatusaumm
Knoepyrpos. GusHec-nNpoueccos,

HO N CTaHOBATCH
CaMOCTOSATENbHbIM
NCTOYHNKOM
KNOeppuCKoB.

M cTOYHMK: pesynbTaThl aHKETUPOBAHWUS
Cymma gonen moxet He paBHATbCA 100% 13-3a oKpyrreHuin

Hanbonee aktyanbHble yrpo3sbl,
co3gaBaemMblie ¢ nomouwbio Al
% OT OTBETOB

ABTOMAaTU3aLUS pa3Beakn N atak

() SOLAR

18%

[Mogaenka ronoca, Buaeo unun nsobpaxenun (deepfake)

[eHepauuna BpegoHOCHOro Koga

3noynotpebneHne Al-areHTamu

HeaBTtopusoBaHHble aencrtema Al-areHToB

PULINHT 1 couunanbHas NHXEeHEepUA

MaHunynaunsa nosegeHnem Al yepes BXoaHble OJaHHble

MaccoBaga nepcoHanusauus atak
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14%

14%

12%

12%

10%

10%

8%

3%



OTpacneBou B3rnsapa: 6aHKu, ouHaHCOBbLIE YCIyTIu,
ctpaxoBaHue (puHtex) (1/3). MHeHMA 3KCNepToOB pPbIHKA

PUNHAHCOBLIN CEKTOP OTHOCUTCS K YUCITY
Hanbonee NPoABUHYTLIX OTpacnemn no ypoBHIO
cTparermnyeckoro socnpusatTuns Al.

PUHTEX aKTUBHEE CpedHero Ncnosb3yeT

Al B KNMEHTCKMX cepBuUcax, MapKeTuHre

N NnepcoHanunasaumn, paspadotke MO, BHyTpEeHHNX
NOMOLLHUMKax, B npoueccax b n kak yacTb
KIMEHTCKMUX NpoayKToB. [NoHnmasa 3HadmmocTb Al
anst BusHeca, oTpacnb HaXOAUTCA Ha aTane
nepexoga ot goopMarsbHbIX TpeboBaHUN

K npakTnyeckomy ynpasneHuto Al-puckamu.

B otnnumne ot MHOrMx otpacneu, rae ookyc yaile
ocTaeTcs Ha 6a30BbIX pUCKax YTEYKN AaHHbIX,
JMHTEX CUIbHEE aKLIEHTUPYET PUCKNU, CBA3AHHbIE
c noBegeHnem Al: MaHMnynsuuen Yyepes BXO4HbIE
AaHHble, HeaBTOPM3OBaAHHLIMU OENCTBUSAMU
Al-areHToB, perynsatopHbIMU 1 KOMMSIAeHC-PUCKaMu.
Puck yteukn gaHHbix Yyepes Al ocTtaeTca rnaBHbIM,
HO €ero 3Ha4YMMOCTb OLIEHMBAETCH HECKOSTbKO HUXE
cpegHero no BCcewn BbIDOPKE, YTO MOXET
CBMAOETENLCTBOBATL 0 Hbonee 3pernbixX
MeXaHn3Max KOHTPOMS OaHHbIX.

OnpoLueHHble KOMNAaHUN OTpacnu 4EMOHCTPUPYIOT
YPOBEHb KOHTPOSIA uUcnosib3osaHus Al coTpyaHukamu
BblLLIE CpeaHero.

Haunbonee KpUTUYHbIE
pucku ansa Al-cuctem
% OT 0bOLMX OTBETOB

YTeuka gaHHbIx Yepes Al

3noynoTtpebneHne n HeaBTOPU3OBAHHbIE
pencteus Al-areHToB

PerynstopHble 1 KOMNNaeHc-pUCKM

FanniouuHauumn, HegeTepMUHUPOBAHHOCTb
N HEKOPPEKTHAasA reHepaLnsa KOHTEHTa

KomnpomeTtaumsa gaHHbIX U UICTOYHUKOB 3HAHUN
«OTpaBneHne» AaHHbIX UNKU Moaenen

MaHunynsumna nosegeHmem Al

Apyroe

[lona komnaHnn oTpacnu, Kotopble cumtatoT Al cTpaTernyeckum
NPUOPUTETOM USU KPUTUYECKU BaXXHOW TEXHOMornen onsa
KITo4eBbIX npoueccoB Ha 9 M. n. Bbilwe, Yem

B CpedHeM Yy OMpOLLEHHbIX B paMKax uccriegoBaHNa KOMMaHUn.,

YpoBeHb (puHTEXA NO NCNOMBb30BaHUIO DOSbLUMX A3bIKOBbIX
mogenen, Al-areHtoB n cuctem Al ¢ 4OMONHEHHBIM MOUCKOM MO
©asam 3HaHUM HaxoOauUTCA Ha CPedHEM YPOBHE UMK aaxe
NpeBbILIaET €ro.

Yalue cpeHero ncrnonb3yTcs 3alMLLEeHHbIe CXEMBbI
pasBepTbiBaHus Al: 44% pecnoHOEeHTOB — B YaCTHOM
KOHTYpe, 1 Takas Xe 0o UCnosib3yeT rmbpua 4acTHOro
N Ny6GNMYHOro KOHTYypAa.

50% OnNpOLUEHHbIX NMOSTHOCTBLIO UITN CKOpee YOOBNETBOPEHDI
3awmTon Al (no cpaBHeHUto € 41% B cpegHeEM).

YuuTtbiBaa 00nbLIY0 3HAYNMMOCTb, OOSS OpraHmM3aumn,
Bblgenuswmnx orogkeT Ha 3awmTty Al, Ha 14 n. n. Bbilwe,
4yeM B cpegHeM Mo BbIOOPKE.



() SOLAR

OTpacneBou B3rnsapg: 6aHku, ouHaHCOBbIE YCIyTIu,
cTpaxoBaHue (puHTex) (2/3). MHEHMA 3KCNEepPTOB pPbIHKA

Ton-11 mep 3awnTbl Al, KOTOpPbIE
yXXe peanM3yroTcAa B opraHusauyusax
% OT ONpOLLUEHHbIX OpraHM3aunm

3awmTa gaHHbIx npu pabore ¢ Al 69%
XypHanuposaHue v ayaut paboTsi Al 69%
KoHTponb 3a ucnonb3oBaHmem Al coTpyaHukamu, ynpasneHne goctynom K Al-cuctemam 63%
.

dunbTpaumsa 1 KOHTPOIb 3anpocos K Al 63%
.

O6yueHne coTpyaHMKOB 6e30MnacHoOMY UCMoNb3oBaHmMio Al 63%
.

OrpaHuyeHus v wnossl Ansa Al-cepsrcos 56%
-

HenpepbIBHbIN MOHUTOPUHT paboTbl Al (BbiSsBNeHNe aHoMarnum n OTKIOHEHWI NOBEeOEHNS) 50%
|

KoHTporb paboTbl aBTOHOMHbIX Al-peLeHuii n Al-areHToB 50%
|

NHTerpauunsa cobbitun Al B LEHTP MOHMTOPUHIa 6e30nacHOCTK 50%
-

YnpaBsreHme XnsHeHHbIM LMKIIoM Mogeneit Al 44%
.

3almTa NCTOYHUKOB 3HAaHMIN U OAHHBIX 44%

NCcTOYHMK: pes3ynbTaTtbl aHKETUPOBAHUA

[Mpodunb pnckos, cBA3aHHbIX ¢ Al, oTpaXaeTca B Mepax 3alluUTbl: KOMMaHUN
oTpacnu valle BHeapsitoT HE TOYEYHblE OrpaHNUYEHUs,

a NOJSTHOLEHHbIN OnepaLMOHHbIN KOHTYP KOHTPOMNSA — 3aWmTy OaHHbIX,
XYpHanupoBaHue 1 ayauT, QunbTpaunto 3anpocoB, HENPEPbIBHbLIN
MOHWUTOPWHT, nHTerpaumto codbbitnu Al B8 SOC, KOHTPOSIb aBTOHOMHbIX
peLleHnn, passopadmsaHue Al B YacTHOM KOHType. 1o mepe pocTa
aBTOHOMHOCTK Al noTpebHocTn ByayT n ganee cMmellaTbCca

K MIHCTPYMEHTaM MNOCTOSIHHOrO MOHUTOPWHra, ayauta 1 KOHTPOns

nosegeHns Al B peanbHbIX BusHec-npoLeccax.

Cpeau Ton-5 npmnoputeTtoB 3awnTbl Al Ha Bnnxanliee Bpems:

1. 3awwmTta Al-areHToB — Hanbornee 4acTo ynomMmHaeMsbln
NPUOPUTET Cpeamn BCeEX UccrenoBaHHbIX oTpacrien (56% pecnoHOeHTOB)

2. dopmumpoBaHue cTpaTtermm n NonNuUTUK sawmTtol Al
3. 3awmTa gaHHbIX U 3HaAHUN

4. Ayaut n tectupoaHue Al

5. Wcnonb3oBaHue Al B 3aKpbITOM KOHTYpe

25% onpoLUEHHbIX PUHTEX-KOMMAHUN OXNOAKT CYyLLECTBEHHbIN POCT
NHBeCTUUMN B Knbep3sawmty Al (npotne 9% B cpeagHem) B bnmxanwime

1-2 roga. 25% yxe NpuMeHsItoT creymann3mMpoBaHHbIie BHELLHNE
NB-peweHna (npotne 16% B cpeaHem). Npu aTom 2/3 onpoLLEHHbIX
NCMOnb3yHT BHYTPEHHNE pa3paboTkm anga sawmutel Al. OTpacnb cTpouT
3almTy cama, TeCTUPYET BHELLHUE peLleHnst n obecnedmnBaeT pocT bloakeTa
Ha 3TO HanpasreHne. OTO NO3BOSISET paccMaTpmBaTb PUHTEX

Kak ogHy u3 Hanbonee 3penbiX NHOYCTPUIA C TOUKN 3peHna hopMUpoBaHNS
cnpoca Ha crneunanmanpoBaHHble pelleHns ang 3awmTbl Al.



OTpacneBou B3rnah: 6aHku, ouHaHCOBbIE YCNyru,
cTpaxoBaHue (cdbuHTtex) (3/3). MHeHMnAa 3KcnepToB pPblIHKA

PUNHAHCOBLIN CEKTOP OAHMM U3 NEPBbLIX Ha4Yan MaccoBO DUHTEX OEMOHCTPUPYET Nepexon OT IKCNepuMeHTarbHOro ncnonb3osaHus Al

BHEOPATb MCKYCCTBEHHbIN UHTENSEKT B MPOLECCHI, K ero NpoMbILLSIEHHOMY BHEAPEHUIO B KNoYeBble BusHec-npouecckl. [ns otpacnu Al
CBA3aHHbIE C NPUHATUEM peLleHnn, 06pabOTKON KITMEHTCKUX CTaHOBUTCA He OTAENTbHOW TEXHOSIOMMYEeCcKon NHNLMATUBON, a 3rIeMEeHTOM onepaunoHHON
OaHHbIX, aHTUdpoa-cMcTEMaMN N aBTOMaTU3aunen apXUTEKTYPbI, BAUSIOLWMM Ha KITMEHTCKMUE CEPBUCHI, pa3paboTky, aHTudpoa, obpaboTky
cepBucos. [1pn 3TOM Mbl BUOUM, 4YTO passutme Al OaHHbIX U NPUHATUE pelleHnit. 3To dopMupyeT Bonee BbICOKUA YPOBEHL TPEOOBAHNN
NPOUCXOAUT 3HAYUTENBbHO BLICTpee, YeM dopMUpoBaHmE K HaleXXHOCTN, NpOo3paqyHOCTN K yripasnsaemMocTtu Al-cuctem.

edNHbIX NOAX0A0B K ero 6e3onacHocTu. .
C TOYKM 3peHnst NHDOPMALIMOHHOM ©e30NacHOCTM 3PenocTb hMHTEXa NPOSIBNSETCSH

[nsa puHTEXa 3TO 0COOEHHO YYBCTBUTENBLHO: Ntobas owwmnbka B TOM, YTO ynpaBrneHue Al-pyckaMm Ha4YMHaET paccMaTpUBaTbCS Kak YacTb obLLero
MOZEnu, yTeuka AaHHbIX, MaHUMyNaunsa anroputMmaMmm unm KOHTYpa KnbepycToN4YMBOCTMW.

He4oCTaTOYHas NPO3PayYHOCTb PEeLLUEHUIA HaNpPsIMYO BNusieT .

Ha [eHbrM KIMeHTOB, AoBepue Nomnb3oBaTeneil Ha nepBbIii NnaH BbIXOAST He TONbKO 3aLLMTa AaHHbIX 1 KOHTPOMb AOCTYNA,

N COOTBETCTBME PEryNATOPHLIM TPEBOBAHMAM. HO N MOHUTOPWHT NoBeaeHns Al-areHToB, ayauT PeLLeHW, KOHTPOITb aBTOHOMHBbIX

aencteun n nuterpauuns Al-codbitum B npoueccbl SOC 1 komMmnnaeHca.

B nepcnektnee MMeHHO (PUHTEX MOXET CTaTb OPUEHTUPOM 418 OPYrMX oTpacnen

B popmurpoBaHum npakTuk 6esonacHoro BHeapeHns Al. PbIHOK ByaoeT cmeluaTbes

OT OTAENbHbIX 3aWMUTHbIX PEeLIeHU K KOMMMEeKCHbIM nnatgopmam yrnpasreHnsd
Al-puckamu, rge 6€30nacHOCTb CTAHOBUTCHA HE OrpaHNYnTENEM MHHOBALIUNA,

a HeobxogMMbIM ycnosmemM MaclutabmupoBaHmna Al B KpUTUYECKM BaXXHbIX NpoLieccax.

AnekcaHap ToBcTonun Cepren lemupgoB

PykoBoguTtesnb ynpasneHna MHpopMaLnoHHOMN [npekTop agenapTameHTa ornepaumoHHbIX PUCKOB, MHAOPMAaLMOHHOW
©e3onacHocTn, Accoumnaumna PmnHTex ©e3onacHOCTK HenpepbIBHOCTN Bu3Heca, MockoBckasi bupka



OTpacneBou B3rnsaA4: NPOMbILLNEHHOCTb U Nnpou3BoacTBo (1/2)
PUCKU, NnpuMeHeHune Al U MHeHUMe 3KcnepTa pbiHKa

C TO4YKM 3peHNSA NPOMBILLIEHHON KOMMNAaHUM CYLLECTBYIOT

ABa pa3HoHarnpasBreHHbIX BeKTopa: 3awmnTta camoro Al

n npumeHeHune Al gna 3awmnTbl MHQPACTPYKTYpPbI. o

nepBoMy — oTpacsb noka onupaetcsa Ha OWASP LLM Top 10,
MOAENb Yrpo3 oT «AHAeKca» U T. 4., HO TPaKTyeT yrpo3bl
doparmeHTapHO. B HacToAwmMn MOMEHT CTaHOapTbl U
NnpakTU4eckne noaxodbl HAXo4ATCA B NpoLecce CTaHOBMNEHUA.,
TouyeuHble cpeactea Bpoae LLM-tanpsonos elle npoxogaT
npoBepKy 6oem NpoTMB AMHAMUYHO MYTUPYIOLWMX aTak, U nx
peanbHbI NoTeHUWan ewle NnpeacTouT NoATBEPAUTD.

YXe cenmyac MOXHO YBEPEHHO rOBOPUTL O TOM,

4710 0becneyeHne 6e3onacHOCTM HEBO3MOXHO 6e3 NNOTHOro
BoOBriedeHus paspabotumkos Al. [1ns sBHegpeHus Al

B TEXHOMNOIMYEeCcKMe nNpoLecChbl KOMNaHUM BaXHbIM SBNSETCS
npuMmeHeHne npuHumna Secure By Design, KOTopbIn Mbl
ncnonb3yem npu paspabotke NT-cuctem. IMeHHO NoaToMy
OYEeHb BaXXHO MNOAXOAUTb OTBETCTBEHHO K (0OPCUPOBAHHOMY
BHeApeHuto Al B TeXHONorn4yeckne npoLecchbl B KPYnHbIX
KoMnaHusx. Peub nget He o ToM, YTOObl CBEPHYTb

BCE NPOEKTbI 4O TeX Nop, Noka MMpoBomn kKnbepbes gopacTtet
A0 HY)XXHOMO YPOBHS 3perniocTu B obnactu 3awmTol Al.

Anekcen MapTbiHUEB

Oupektop lenaptameHTa 3awmTbl MHGOpMaLun
n UT-nHppactpykTypbl, « HopHUKENDb»

Haunbonee KpUTUYHbIE
pucku ansa Al-cuctem
% OT 0bOLMX OTBETOB

YTeuka gaHHbIX Yepes Al

KomnpomeTtaumsa gaHHbIX
N UCTOYHMKOB 3HAHUN

PerynsatopHble 1 KOMMNaeHC-pUCKM

FanniouuHauumn, HegeTepMUHUPOBAHHOCTb
N HEKOPPEKTHAasA reHepaLnsa KOHTEHTa

«OTpaBneHne» gaHHbIX U1 MOAENen
3noynoTtpebneHne n HeaBTOPM30BaHHbIE

pencteus Al-areHToB

MaHunynauma nosegeHnem Al

Apyroe

[lona komnaHnn oTpacnu, Kotopble cumtatoT Al cTpaTernyeckum
NPUOPUTETOM UM KPUTUYECKM BaXKHOW TEXHOMOrMEn ans
KItoYeBbIX npoueccoB, coctaBnseT 9% (MeHbLue, YeM cpeaHumn
nokasatenb 35%). [lonsa opraHmMsaunn, HaxoasiLWNXCs Ha cTaanu
MUOTHBIX NPOEKTOB, gocTturaet 36% npoTtmuB 16% B cpeaHeM.

OCHOBHbIE CLEeHapun NPUMEHEHNSA: BHYTPEHHMUE MOMOLLHUKA U
NOUCK No 6asam 3HaHWN; KOMMNbIOTEPHOE 3PEHNE U
BuaeoaHanuTuka; astomaTtmsaumsa obpaboTku JOKYMEHTOB.
OTtpacnb NnanpyeT No ncrnosb3oBaHuo Krnaccuveckoro ML. Al-
areHTbl (36% npotneB 46%) n cuctemol Al ¢ 4ONONTHUTENBHBIM
nonckom no 6asam 3HaHWK pacnpocTpaHeHbl crabee.

[lona Tex opraHu3aumin, KTo He yaosneTsopeH 3aiwiuton Al v roe
He BblgerieH booxeT Ha 3awmTty Al, npesbIWaeT cpegHne
nokasartenu rno BbIbOpKe, YTO CBUAETENLCTBYET O MEHbLLEM
dookyce BHMMaHMNA Ha daHHyt obracTb BHeagpeHus Al.



() SOLAR

OTpacneBou B3rns4: NPoOMbILWIeHHOCTbL U NPON3BOACTBO (2/2)
PUCKU, NpuMeHeHue Al n MHeHUe 3KcnepTa PbIHKA

Ton-11 mep 3awnTbl Al, KOTOpPbIE
yXXe peanM3yroTcAa B opraHusauyusax

% OT ONPOLUEHHbLIX OpraHM3aLmii

O6y4eHune coTpyaHukoB 6e3onacHoMy ucnosnb3oBaHuto Al

91%

KoHTpornb ucnone3oBaHus Al coTpyaHukamu, ynpasneHue goctynom K Al-cuctemam

YKypHanupoBaHue n ayaut pabotbl Al

3awmTa NCTOYHMKOB 3HAHUM N OaHHbIX

NHTerpauus cobbitnin Al B LEHTP MOHUTOPUHIa 6e30nacHOCTH

KoHTponb paboTbl aBTOHOMHBbIX Al-pelueHunit n Al-areHToB

OrpaHuyeHus v Wwno3sbl ans Al-cepsucos

dunbTpaumnsa 1 KOHTPOrb 3anpocos K Al

PerynsapHoe TectupoBaHue Al Ha yCTOMYMBOCTb K aTakam

N3onaums BblumncneHui Al (B TOM Yncrie Ha annapaTtHOM YpOBHE)

YnpasrieHne XU3HeHHbIM LUuknomMm mogenen Al

NCcTOYHMK: pes3ynbTaTtbl aHKETUPOBAHUA

73%

55%

45%

45%

45%

45%

45%

36%

36%

36%

Ton-5 npnoputetoB 3awmnTbl Al Ha Gnxanwunm roa;:

dopmunpoBaHue ctpaTernm u NONUTUK 3aunTbl Al
3awmTa gaHHbIX 1 3HAaHUN

KoHTponb «TeHeBoro ncnosnb3osBaHus» Al
cnonb3oBaHme Al B 3aKpbITOM KOHTYpe
O6y4yeHne komaHpg

OTO OTpaXkaeT nepexopn otTpacnu ot ctaguu
9KCMNEePUMEHTOB K CUCTEMHOMY ynpasrieHuto Al

Bce bonbLuyo BaXXHOCTb NMpuobpeTaeT KOHTPOrb Ucnornb3oBaHus Al-mogenen
COTPYAHUKaMM KOMMaHuK B pabounx uenax. Mel cTapaemMmcst aHann3mpoBaTb,

B YEM COCTOUT 3anpoc COTPYAHMKOB Ha uUcnosnb3oBaHue Al, n yuutbiBaTb 3TO Npu
pa3paboTke BHYTPEHHNX MoAenen, YTobbl 3aKkpbiTb MMeKLWmMeca NoTpebHoCTH
6esonacHbIM criocobom. B Tom yucrne paspabatbiBaeM COOTBETCTBYHOLLNE
BHYTPEHHME npasuna n TpeboBaHnd, JOHOCUM UX A0 COTPYAHUKOB. [NosiBNsSOTCS
BO3MO>XHOCTU MUcnonb3oBaHus Al ans peweHnsa oTaenbHbIX NPON3BOACTBEHHbIX
3afad npu ycrioBmu TulaTernbHOro KOHTPOMS CO CTOPOHbI pyHKUnn Ub.

Anekcen MapTbiHUEB

Auvpektop [enaprameHTa 3awmTtbl MHPoOpMaLmn
n UT-nHdppacTpykTypbl, « HOPHUKENBY



OTpacneBou B3rnsaa: perenn n e-comm (1/2).

Pucku, npumeHeHue Al

HecmoTpsa Ha To 4TO Aons KoMnaHum, cymTarowmnx Al
cTpaTernyecknm Unm KPUTUYECKN BaXKHbIM,
Haxo4UTCA YyTb HUXe CpeaHero, oTpachb
OEMOHCTPUPYET OANH U3 CaMbIX BbICOKUX YPOBHEN
npaktunyeckoro BHeapeHus Al. KomnaHun otpacnu
bonee akTUBHO, YeM Apyrne peCcnoHOEHTHI,
ncnonbayoT Al B: KITMEHTCKNX YaT-b0Tax M KOHTaKT-
ueHTpax (100% npotmne 60% B cpegHeMm);
KOpPrNopaTUBHOM MOMCKE U BHYTPEHHUX NMOMOLLHMKAX,;
aHanuTuke n NporHo3npoBaHunn; paspabotke lMO;
Al-npoaykrtax ons KNMeHTOoB.

YpoBeHb 3awmTbl Al noka oTctaet oT TeEMIOB

ero BHeagpeHusi. XapakTepHo, YTO 6OMbLUNHCTBO
KOMMaHUN CKOpee He yOO0BMeTBOPEHb! TEKYLLINM
ypoBHeM 3aLuTbl Al n npnsHatoT HEOHBXOOMMOCTb

pa3BnTunA creumnarim3npoBaHHbIX Mep ©e3onacHocTu.

Petenn n e-comm xapaktepusyroTcs Hanbonee
BblIpaXX€HHOW MO CPaBHEHUIO CO CPEAHUM
KOHUEHTpaLUNEN PUCKOB, CBA3AHHbIX C JaHHbIMU
(yTeYKkM OaHHbIX, KOMMPpOMeTauus AaHHbIX,
OTpaBfiEHME OaHHbIX), KOPPEKTHOCTLIO PaboThl
Al n 3awmton Al-areHTos.

bonee akTyanbHbIM, YeM ONA OPYrMx OTpacrieu,
SIBMNSAETCHA BOMNPOC HEKOHTPOMNMPYEMOro TEHEBOIO
ncnosnb3oBaHuna Al cotTpygHmkamu.

Haunbonee KpUTUYHbIE
pucku ansa Al-cuctem
% OT 0bOLMX OTBETOB

YTeuka gaHHbIX Yepes Al

FannouMHaunmn, HeaeTepMMHUPOBAHHOCTb
N HEKOPPEKTHas reHepaLuns KOHTeHTa

KomnpomeTtaumsa gaHHbIX U UICTOYHUKOB 3HAHUN

«OTpaBneHne» AaHHbIX NN MOAENEN

3noynoTtpebreHne n HeaBTOPU3OBaHHbIE
pencteus Al-areHToB

MaHunynauma nosegeHnem Al

PerJ'IFITOprIe N KOMTJ1aeHC-PUCKU

Apyroe

[ona komnaHnn oTpacnu, Kotopble cumtatot Al
cTpaTerMyeckmm NpMopmUTETOM NN KPUTUHECKN BAXKHOW
TEXHOMNornen ang Kndesbix npoueccos, coctaBnseT 33%
(no cpaBHeHuto ¢ 35% B cpeagHem). OcHoBHOM (hoKyCc —
ncnonb3oBaHne Al B oTaenbHbIX npoueccax (bonee
NOSTOBUHbI OMNPOLLEHHbIX).

KomnaHun otpacnu bonee akTMBHO NPUMEHSAIOT
Al-areHToB, cuctembl Al ¢ JononMHUTENbHBIM NOUCKOM
no 6azam 3HaHUKN, 0o0by4YeHHbIe Al-moaenu.

OTpacnb yalle cpegHero passopadmBaceT Al B 3aKpbITOM
KOHTYpe, YTO CHMXaeT YaCTb PUCKOB, CBA3AHHbIX

C BHeLwHumu Al-cepBrncamm, HO NoBbILLAET TpeboBaHUSA
K Ka4eCTBY AaHHbIX U 3awmTe nHpacTpykTypbl Al.

33% ONPOLLEHHbIX MOSTHOCTBLIO UITN CKOpee YOOBNETBOPEHDI
3awmTon Al (no cpaBHeHUto € 41% B cpegHeEM).

[ona komnaHun, rae BblaerneH oopkeT Ha 3awmTty Al,
MEHbLUE, YEM B cpeaHeEM Mo obLien BbIOOPKE.



() SOLAR

OTpacneBou B3rnaa: perenn n e-comm (2/2).

Pucku, npumeHeHue Al

Ton-10 mep 3awuTbl Al, KOTOpPbLIE
yXXe peanu3yroTcs B opraHusauusx
% OT ONpOLUEHHbIX OpraHn3aLuni

KoHTponb ucnonb3oBaHusa Al coTpyaHukamu, ynpaeneHue goctynom kK Al-cuctemam 100%

3awuTa gaHHbIX npu padorte ¢ Al 90%

o bk~ wnh -

O6y4yeHre coTpyaHUKOB BGe3onacHoMy Mcrosb3oBaHmio Al 70%

®dunbTpauma n KOHTPOnb 3anpocos K Al 60%

YnpaBneHue XnsHeHHbIM LMKIom mogenen Al 50%

o
OrpanunyeHna n wnwo3bl 4na Al-cepsncos 50%

3awmTa NCTOYHUKOB 3HAHUW N OaHHbIX 40%

KoHTpornb paboTbl aBTOHOMHbIX Al-peweHnn n Al-areHToB 40%

XypHanupoBsaHue n ayaut paboTsi Al 40%

NHTerpauus cobbitnin Al B LEHTP MOHUTOPUHra 6e30nacHoOCTH 30%

MCTOQHMKZpe3yﬂbTaTbIaHKeTMpOBaHMﬂ

PykoBoacTBysicb NpocmnemMm puckoB, KOMNaHUM OTPACn CyLLEeCTBEHHO Yalle cpeaHero BHeApPsoT
KOHTPONb Ucnonb3oBaHus Al COTpyaHUKaMu, 3alnTy OaHHbIX, unsTpayuto 3anpocos K Al, nsonauumio
BblYMCNEHUIN, MAPKUPOBKY U MAEHTUDUKALMIO KOHTEHTA, co3naBaemoro Al. OTpacnb pexe
WHBECTMPYET B MOHUTOPUHT U ayauT Al, SOC-uHTerpaumto, 4To co3gaeT NoTeHUMarnbHbIN pas3pbliB
Mexay macwtabom ncnonb3oBaHusa Al n KOHTponem.

Cpegu Ton-5 npnoputeToB 3awmThbl Al Ha Brivbkanwnin roa;:
Mcnonb3oBaHue Al B 3aKpbITOM KOHTYpe

3almTa JaHHbIX U 3HaHWUI

dopmupoBaHue cTpaTterm n NONNTUK 3awwmTbl Al
KoHTposib TeHeBoOro ncnosnb3osaHna Al

O6yueHne KomaHa

MHTepeCHO OTMeTUTb, 4TO 3awmTa Al-areHToB Nnoka He paccMmaTpuBaeTcs
Kak bnmxaniumim npnopuTeT Ha bnnxanwee BpeMs.

Tpu 4eTBEpPTU PECNOHAEHTOB OXNOAIT YBENMUYEHNA NHBECTULINIA
B 3awwmTty Al B bnivxanwme 2 roga, 60nbLWNHCTBO U3 HAX — Ha YMEPEHHOM YPOBHE.

MccnepoBaHue XopoLlo OTpaXKaeT cutyauuto B otpacnu. Al yxxe akTUBHO UCMOMb3YyeTcs

B KITHOYEBbIX KITMEHTCKUX U ONepauUuoOHHbIX Npoueccax — OT NepcoHanusaumm n antugpoaa
Ao Al-areHToB B nogdepikke n reHepaumm KoHTeHTa. [1pn 3TOM ypOBEHb 3aLMLLIEHHOCTU CaMmUX
Al-cuctem 4yacTto He nocneBaeT 3a TeMnamMu BHeAPEHNS. OTO OOLLNIM BbI3OB AS1S1 PbIHKA.

Anekcen MapTbiHUEB

Auvpektop [enapTameHTa 3awnTbl MHopmaumm
n UT-nHdppacTtpyktypbl, « HOpHUKENb»



3aKknr4yeHue

[To mepe Toro kKak Al ctaHoBUTCA 6a3o0BOU TEXHOMNOrMen LMdpoBoOn 3KOHOMUKWU, a reHepaTUBHbIE
moaenun n Al-areHTbl Ha4UMHAaKOT BCTPamMBaThbCS B KNtoYeBble OU3HEC-NPOLIECCHI, BONPOCHI 3aLmTbl Al
nepexoasT U3 KaTeropun 3agad Ha dyayulee B 0b6racTb npakTudeckom HeobXoaANMOCTM.

B pamkax nccnegoBaHus Mbl CTPEMUSTUCH NOKa3aTb,

4YTO 6€30MNacCHOCTb UCKYCCTBEHHOIO MHTENSIEKTA NepecTaeT
ObITb 9KCNEPUMEHTANbLHOW UM HULLEBOW TEMOW N NOCTENEHHO
npeBpaLllaeTcs B HOBYHO MOSIHOLUEHHYK TEXHOSIOIMMIO

pbIHKa NHOPMaLMOHHON BE30NACHOCTN.

[MobanbHbIN PLIHOK Y>Xe OhopMUPYET HOBLIE KIlacCbhl PELUEHUMN:
MEXCeTeBble 3KpaHbl U 3aWmTHble MexaHn3ambl ans Al, 3awuTa
Al-cuctem BO BpeMsi BbINonHeHus1, 6esonacHocTb Al-areHToB, LUHo3bI
b6esonacHoro goctyna K Al, ynpaeneHue Al-puckamu

n ncnonb3oBaHnem Al, cpeacTea 3alunTbl Moaenen, AaHHbIX

n Al-uHdpacTtpyktypbl. OQHOBPEMEHHO pPa3BUBAETCH PbIHOK
cneuynanusnpoBaHHbIX ycnyr. Kak yxke roBopuioch, PbIHOK ABUXETCH
OT TOMEYHbIX CPEeACTB 3alUUThl K N1aTdoOpMEHHbIM Noaxoaam.
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[1lpoBedeHHbIN B paMKax uccnegoBaHns onpoc rnopsigka

60 poccnncknx opraHu3aunm NokasblBaeT, YTO POCCUNUCKNN PbIHOK
3awmTbl Al noka HaxoguTca Ha paHHEM 3aTare pas3BUTUA, Korga
cneuuannsnpoBaHHble peLleHns N YCryrn Tonbko oopMUpPYHOTCA.
OgHako MHTepeC K TeMe HEYKITOHHO pacTeT. MHOrne KoMrnaHum yxe
BHeapAlT reHepaTtuBHbIn Al n Al-areHToB, napannensHo dopMupys
npoueccobl ynpasneHus Al-puckamm, KOHTpons ncnonb3osaHus Al u
cneuuannsnpoBaHHble MEXaHMU3MbI 3aLUNTHI.

OgHOBPEMEHHO CTAHOBUTCS OYEBUOHO, YTO TPAAULMOHHBIX CPEACTB
b yxe HepgocTtaToyHO Ans 3awuntbl Al-cuctem, a cteneHb
Pa3BUTOCTU PELLEHUN N OOBbEM MHBECTULINK B JAHHYO0 TEMATUKY Ha
POCCUMNCKOM PbIHKE YCTYMNaeT rnodanbHbIM NpakTukam. OTO co3naeT
KaK Bbl30Bbl, TaK 1 BO3MOXHOCTM A1 pa3BUTUA OTEYECTBEHHbIX
nocTaBLMKOB TexHonornu n ycnyr b.

B nepcnektnBe cnocobHOCTb 6Ge30nacHO BHEOPATb

N ncnonb3oBartb Al MOXeT cTaTb He TONbKO BOMNPOCOM

3alWmnTbl, HO U OOHUM N3 BaXXHbIX PAaKTOPOB YCTONYNBOCTH

N KOHKYPEHTOCMOCOOHOCTN BrnsHeca 1 BCeEN LMppOBON 3KOHOMUKM.



ABTOpbI uccnegoBaHUs U 6narogapHOCTb pecnoHAeHTam
M 3KcnepTaMm, y4acTBOBaABLUMM B UCCle4OBaHUMN

b1 'K «Conap» ADT ABTOpbI BblpaxaroT
NPU3HATEeJIbHOCTb
BCEM y4HaCTHUKaM
[MapTHep pynnbl kKomnaHun b1 PykoBoguTens rpynnbl MapKeTUHIOBOW PykoBoguTens yrnpaBneHus onpoca, a TaKkxe
aHanutuku 'K «Conap» NHGOPMaLMOHHOM Be3onacHOCTH ’
Mpu yyacTumn ctapLuero MeHemkepa Accounaumm PuHTex nepcoHasribHoO
N KOHCYnbTaHTa crnegyroLwmm
MeHekep no paboTte co cTapTanamu
N TEXHONOMMYECKMMMN NapTHepamm JKcnepT no nHdopmMaLMOHHOM JKCnepTam
'K «Conap», pykoBoguTenb B6esonacHocTn Accouunauunm dPuHTex
nporpammbl CyberStage
Mpu y4acTum gupektopa MockoBckasa dbupxa
MO BEHYYPHbLIM MHBECTULMAM
HiveTrace n naptHepcteam K «Conap»
HopHukenb
OcHoBarenb, reHeparnbHbIN Ozon
avpekTop HiveTrace
BEKC

[MpEeKTOop Mo KNMEHTCKOW cTpaTernu

PocTtenekom



UHdbopmauuna ob6 nccnepgoBaHumn

NHopmaums, cogepxallaacs B HacTosLwen nyonukaunm, npegHasHavyeHa nib anga obuiero o3HakoMneHus,

B CBSI3M C YEM OHA HEe MOXET CNYXXUTb OCHOBaHWEM A1 BbIHECEHUA NPOdPECCUOHANBHOIo CyXXaeHusa. ['pynna KoMmnaHum
b1 n gpyrue aBTOPbLI UCCNEAOBAHUA HE HECYT OTBETCTBEHHOCTU 3a YLWEPO, NPUYNHEHHBIN KaKUM-NUOO Nnuam

B pe3yribtate AeUCTBUA UMK OTKasa OT AENCTBUS HAa OCHOBaHMM CBeAEHUN, codepXalluxcs B JaHHOM nybnukauun.

[1o BCEM KOHKPETHbIM BOMpocaMm crieyeT obpallaTbCs K creunanunucTty rno COOTBETCTBYHOLLEMY HanpasBlieHUIO.




O rpynne
KkomnaHuu b1

[pynna komnaHun b1 npeanaraet
MHoOronpodwurnbHble ycryru B cdpepe ayauTta,
cTpaTern4yeckoro, TEXHONOrM4eckoro n busHec-
KOHCanTWHra, CAenokK, OLEHKN, HaroroobnoxeHus,
npaBa 1 CONpoBOXAEHNS BM3Heca.

Mol paboTtaem cBblwe 35 net B Poccun n 6onee
25 net B benapycu. 3a 310 BpemMsi B KOMMaHUAX
rpynnbl co34aHa CUiibHasi KomaHaa cneumanucToB
C OBLUMPHBIMY 3HAHUAMM 1 OMNbITOM peanunsauum
CNOXHeuLmnX NpoeKkToB. Hawa npakTuka
npeactaeneHa B 12 ropogax: Mockse, MuHcke,
Bnagusoctoke, EkaTtepnHbypre, KasaHu,
KpacHoaape, HoBocnbupcke, PoctoBe-Ha-[oOHy,
Camape, CaHkr-lleTepbypre, TonbatTn n
YenabuHcke.

[pynna komnaHun b1 nomoraet knneHTam
Haxo4MTb HOBbIE pPeLLEeHNs], PacLUNPAT,
TpaHcopMmnpoBaTb N YCNELHO BECTU CBOK
AeATernbHOCTb, a TakKe NoBbIlWaTb CBOK
PMHaAHCOBYIO YCTONYNBOCTb U KaZApPOBbIV
noTeHyman.

© OO0 «b1 — KoHcanTt», 2026
Bce npaBa 3alyuLLeHbl.

O rpynne
komnaHmn «Conap»

[pynna komnaHun «Conap» — nuanpyoLmm
npoBanaep KOMMNIeKCHoM kKnbepbesonacHOCTN.
KntoueBble HanpaBneHus AeaTenbHOCTUN —
npegocTaBreHne ycryr u cepsnucoB B 0bnacTu
MHdOpMaLNOHHOW 6e3onacHOCTK, paspaboTka
cobcTtBeHHbIX MB-npoaykToB, obyyeHue Vb-
cneunanucToB, aHanuTuka n nccnegoBaHmne
KN6epuHUMOEHTOB.

C 2015 ropga npepoctasnseT Nb-peweHuns
opraHusaumsam oT manoro 6musHeca oo
KpynHEeNLWNX NpeanpusaTUin KntoveBbIX OTpacren.
Mog 3awmton «Conapa» — 6onee 1 500
KpynHenwmnx komnaHum Poccun. KomnaHns
paboTaeT B HanpaeneHuax 6esonacHom
pa3paboTkn NnporpamMmmHoro obecneyeHms,
yrnpasneHnsa OCTYNOM, 3almnTbl KOPNOpaTUBHbIX
AaHHbIX, AETEKTUPOBAHNSA XaKePCKMX aTak 1 yrpoas,
YTO MO3BOMSET 3aKPbIBaTb MAKCUMYM
noTpedbHOCTEN 3aKa34nNKoB.

[pynna komnaHum npegnaraeT cepBUChHI NEPBOrO U
KpynHenwero B Poccumn kommepyeckoro SOC —
Solar JSOC, akocucTtemy ynpasnsembiX CEpBUCOB
NBb — Solar MSS. lNo agaHHbIM HE3aBUCUMbIX
aHanuTukoB, «Conap» BXoguT B TOM-5
eBponenckmx n Ton-15 MmMpoBbIX cepBuC-
npoBangepos no o6bLemy GusHeca.

PaboTta ueHTpa uccrnegosaHuna knbepyrpos Solar
4RAYS HaueneHa Ha nsyyeHue TakTuK
KnbepnpecTynHUKoB. Nony4yeHHble
aHanuTuyeckue gaHHble oboralatoT pa3paboTkm
LleHTpa TexHonorun kmbepbe3onacHOCTW.
JInHerka cobCTBEHHbIX NPOAYKTOB BKNtoYaeT DLP-
peweHune Solar Dozor, wnto3 Beb-6e3onacHoOCTH
Solar webProxy, IdM-cuctemy Solar inRights,
PAM-cuctemy Solar Safelnspect, aHanusatop
koga Solar appScreener, peweHne ans
aBTOMaTM3aLUMm MOHUTOPUHIa N pearnpoBaHng
Solar SIEM u gpyrune.

O6 accouunauumn
uHTEX

Accounaumsa PuHTex yupexaeHa B KoHue 2016
r. o Hmymatmee baHka Poccun n kntoveBbIX
y4aCTHUKOB (PMHAHCOBOIO pPbliHKA Kak
MeXoTpacreBasd nrnowaaka ans
B3anmogencTeus 6aHkoB, cTtpaxoBbix 1 UT-
KOMMaHu1, NpodreCCnoHarnbHbIX Y4aCTHUKOB
pbIHKa LEeHHbIX Bymar, Tenekom-onepaTopos,
domHTEXOB U perynsaropa.

B HacToswmn momeHT B coctaB ADT BXoaaT:
Bank Poccun, Cbep, BTB, Anbda-baHk,
[asnpombaHk, HaunoHanbHas cuctema
nnatexHoix kapT (HCIK), T-baHk,
PanddansenbaHk, Poccenbxo3baHk, JOM.PO,
MockoBckas bupxa, Ctpaxoson [Jom BCK,
MCB, CoBkoMbBaHK; accoLMMpOBaHHbIE YSEHbI:
Ak bapc baHk, PHKO «[lnaTtexHbIn LeHTpY,
MTC, Poctenekom, AnbgaCtpaxoBaHue,
Kanutan Jlandg CtpaxoBaHue KXunsHu,
MockoBckuii kpeanTHbln 6aHk, Kpeaut EBpona
bank (Poccust), bank CunHapa, Axgekc, LieHTp-
NuBecT, OTI1 baHk, «dnacodpty,
«®nekcCodt», AButo, T1, PEQ CODT,
Bbunann, BINC, bank Touka, YK «1OXO0 by,
PECO-lapaHTus, bank BBPP, MTC baHk.

O Hivetrace
(OO0 «XauBTpeUucy)

«XanBTpenc» — poccumnckas KomnaHus,
crneuvanusnpyoLlaacsa Ha 6esonacHocTu
NCKYCCTBEHHOIO UHTeNnekTa u paspabotke
peLwleHnn ona 3awmTtbl KopnopaTtueHbix [eHAI-
cucteM. KomnaHus paspaboTana n npogormkaet
pasBMBaTb M NPOABUraTb Ha PbIHKE MPOAYKTHI,
obecneunBatroLme 6€30nNacHOCTb BHEAPEHUSA 1
akcnnyatauun Al, B T. 4.:

HiveTrace Al Firewall — cuctema monutopuHra Al-
CUCTEM B peasibHOM BPEMEHM:

HiveTrace Red — aBTOMaTn3nMpoBaHHbIN
red-teaming gns Al:

KomaHnaa HiveTrace o0beanHAeT NHXeHepoB 1
nccneposarenen 6esonacHocTtn Al, coTpyaHuyaer
C Be4yLMMu By3aMn 1 y4acTBYET B pa3BUTUU
oTpacneBbIX CTaH4APTOB, co3aaBast NOMTHOLEHHbIN
LMKN 3alMThbl: TECTUPOBAHMUE, MOHUTOPUHT U
npeaoTBpaLLeHne aTak.

B wraTte komnaHun paboTtatoT akcnepThbl B 0bnacTtu
Data Science u knbep6e3onacHOCTM C yCneLHbIM
onbITOM pa3paboTkn n BHeapeHus MO B
KOMMNaHMsX MacwTaba KpymnHbIX KOMMaHUA.
CoTpyaHUKN «XanBTpenc» perynsipHoO y4acTBYyHT B
NPOUINBbHbBIX KOHPEPEHLUSX, BbICTYNaKT B
KayecTBe CNuKepoB B BebuHapax, nogkactax u
AatoT SKCrnepTHble KommeHTapum B CMW.
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