Poctenexkom

CepsBuc no sawure

9NTEKTPOHHON NOYTHI

Ha 6a3e peweHusa knacca
Secure Email Gateway (SEG)

CepBuc obecneunBaeTr MHOrOypPOBHEBYIO MPOBEPKY SMNEKTPOHHOM MOUThI 4O TOrO, Kak
OHa OOCTUTHET NOYUTOBLIX CEPBEPOB OpraHM3aunn 1 byaet goctaBneHa KOHEYHOMY
nonb3osarento. OCHOBOW CepBuca ABMAETCS LWM3 3alnTbl SNEKTPOHHOW NouThl (SEG),
obnapgatoLmn cneunanm3mpoBaHHbIMM MEXAHN3MaMK 3aLlnTbl OT criama, PULLNHIA U
BpenoHocHoro [10.

Cepsuc pasmellaetca B obnauHon nnatdopme Poctenekom-Solar n akcnnyatnpyertcs
BbICOKOKMACCHbIMM cneunanncTamu LieHTpa MoHutopuHra n pearnpoanms Solar JSOC.

Pelwaemble 3agaun

® © ®

Bopbba Bopbba bopbba 3awmTa oT arak
CO CramMoMm C OUILLNHIOM C BpenoHocHbIM MO B pexume 24x7

CocTtaB cepBuca
SALUNTA OT CNAMA, GULLUHIA 1 BPEOQOHOCHOIO N0 MOHUTOPUHI COBbITUN B  EMAIL-AYTEHTUOUKALINA
NOAOAEPXKA B PEXXUME 24x7 TNMOOAEPXKA YEPHbIX N BEJIbIX CMTMCKOB ®U/bTPALIMA URL
KOHCYNbTALUWNX NO NPUMEHEHNIO CEPBUCA

[lpenmyllecTBa cepsuca

KomnnekcHas 3almra aneKTPOHHOW NOUThI [NoBbILEHNE MPON3BOAUTENBHOCTM TPyAa COTPYAHMKOB
[NpownssoantensHocTs — Ao 1 000 OO0 nncem B Yac bbicTpoe n3amMeHeHne napamMeTpoB yCcnyru
CHwKeHwne 3aTpart Ha Ib-nepcoran n obopyaosaHue [NogknioueHne HOBbIX TOUEK 3a 24 yaca

CHWXEHMe Harpyskmn Ha MoYTOBbIE CEPBEPHI MOHUTOPUHI 1 pearnpoBaHne B pexnme 24x7



CxeMa PYHKLIMOHNPOBAHNA CepBuCa
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EnvHas nnatchopma cepBucoe knbepbesonacHocTn

[TpenmyllecTBa CEPBUCHOM MOAENN

OKkoHoMus
1 3achPEKTUBHOCTb

CHWXeHWe CTOUMOCTUN BnaaeHuns
CoBOKYMHas CTOMMOCTb BMaAeHus
cepBucamu felesne Nokynkuy, BHeAPEHUs 1
nocnegytouwen nogaepxkn Nb-pelenni.

YcTpaHeHue gecomumTta kagpos
OT1cyTCTBME HEOBXOANMOCTM CO3AaHNs oTAena u3
BbICOKOKBaNMnLMpoBaHHbIx VIB-cneunanmctos.

SKoHOMUSA
CHuxeHune 3aTpaT Ha 0bopynoBaHME U NepcoHan,
nepeBoa KanuTanbHbIX U3AEPXEK B ONEPaLMOHHbIE.

[MpodpeccnoHanbHas komaHaa
Hactpowika, obcnyxuaHme n pasbop MHUMAEHTOB
6e30MacHOCTU NyyllMK cneumanucTamMmm oTpachu.

Cepsuc H6asupyeTcs Ha pellenn BeHgopa Fortinet

TexHONornuHocCTb
n HageXXHoOCTb

[doctynHocTb
3awmTa ¥ MOHUTOPWHT 24 yaca B
CyTKMn 6€3 nepepbIBOB 1 BbIXOAHbIX.

HapexHocTb
Skcnnyatauns pacnpeaeneHHomn
OTKa30yCTONUNBOW MHPPACTPYKTYPbI.

MmékocTb
MpocTtaa MmacwtabupyemocTs 1 bbicTpoe
M3MEHEHMNE NapamMeTpoB yCryru.

CkopocTb

BeicTpoe noaknioueHne K cepemcam u
onepatuBHoOe pearnpoBaHue Ha
NHUMAEHTBI.

Y3HaTb nogpo6Hee unu 3akasaTb CEPBUC
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WNHTepHeT

CobniogeHne
3aKoHopaTenbLCcTBa

CootsetcTtBure TpeboBaHuaM
BbinonHeHune TpeboBaHun
3aKoHopaTtenbCTBa 1 perynatopos PO.

Mopoxoasiime cpeacTsa 3aluuTbl
SkcnnyaTtauns cepTMdnLnpPOBaHHbIX
peLeHnin OT MMANPYIOLWMNX BEHOOPOB.

JNnueHsnn perynsatopos
KomMnaHus aensetcs nuueH3natoMm
DCTIK Poccun, ®CB Poccun un
MunHo6opoHbl Poccun.

OTcnexnBaHne N3MeHeHNN
Mepbl 3alnTbl BCerga CooTBeTCTBYIOT
BCEM HOBbIM 3aKOHaM 1 pernaMmeHTam.

seg@rt-solar.ru

Cepsuchl Poctenekoma no knoepbesonacHoCTH

Komnnekc cepsucos
3alnTbl KaHanoB CBA3U

- Cepsuc 3awmtsl o1 DDoS-atak (Anti-DDoS)

- Cepsuc no wudposaHuio kaHanos ceasu (OCT VPN)

- CepBWC NO KOHTEHTHOM hunbTpaunmn Tpadourka

EnuvHasa nnarcpopma
cepBuUcoB kKnbepbesonacHocTn

- CepBuc no 3awmnte ot ceTesbix yrpos (UTM)

- Cepsuc 3awmtbl Beb6-npunoxeruin (WAF)

- CepBucC Mo 3aLlnTe aNEeKTPOHHOM NouTsl (SEG)

O koMnaHuu

MOHUTOPUHT 1
ynpasneHue Vb

- MOHWTOPWUHT, pearvpoBaHue 1 aHanusa

NHUMOEHTOB

- KOHTpOnb 3alMWEHHOCTU 1 ynpaBneHue

YASBUMOCTAMMN

- AHanna 6e30nacHOCTM COCTOSIHMS

KoHdpurypauumin cuctem Vb

- TexHnueckoe paccnenoBaHne

MHUMOEHTOB

- CneumanbHble cepsuckl [0cCOMMKA

Poctenekom-Solar, komnanus rpymnsl [MAO «Poctenekom», — HaumoHanbHbIM NPOBanAep CEPBUCOB Y TEXHONOT A ANA 3aLUnThI
MHCPOPMAaLIMOHHbIX aKTUBOB, LIENEBOrO MOHUTOPWHIa U yNpaBneHns MHAOPMaLMOHHON 6E30MaCHOCTLIO.

B ocHOBE Halumx TEXHONOrNA NEXUT MOHUMAaHKE, UTO HACTORALAas MHAOOPMaLIMOHHas 6Ge30MacHOCTb BOSMOXHa TOMbKO Yepes HENPEPbIBHbIN
MOHUTOPVHF 1 yaobHOoe ynpasnenne cuctemamm Vb, 9T1ot npuHumn peanu3osaH B NpoaykTax U cepaucax Poctenekom-Solar.
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