COMPLIANCE-

OANOKECT

Man 2022

Compliance-pganpxecTt: 4yTo nameHunocb B Ub-3akoHopaTtenbcTBe
B mae 2022 ropa

B Hawem exemecsiyHOM compliance-ganaxecTte cobpaHbl KoYeBble UBMEHEHNS TPebOoBaHMN
pPerynsTopoB no MHpopmaumoHHo 6esonacHocTn 3a Man 2022 roga. Bel y3HaeTe 06 OCHOBHbIX
MOMEHTaxX rnaBHOro HOPMaTMBHOrO NMPAaBOBOro akTa, NOSBUBLUErOCs B OTPac/iu B npolwewem
mMecsaue: Ykase [lpesmpeHta Poccum O [OOMNOMAHUTENbHBIX Mepax Mo obecnevyeHuto
NHPOpPMaLMOHHOM 6e3onacHOCTM B CTpaHe. TakxXe Mbl pacCKaXem O HOBLUECTBax B o6nacTtu
3aunTbl nepCoHanbHbIX U 6I/IOMeTpI/I‘—IeCKI/IX nepcCoHanbHbIX OaHHbIX, NO4ENIOCb OTpacneBbiIMU
N3MEHEHNAMUN N OPYrMMU HOBOCTSMW 3aKOHOAaTeNbCcTBa B obnacTtn kmbepbesonacHocTw. Ang
Ballero ynobcTea BCe HOBOCTU NO TRagMUMKM pasbuTbl Ha TEMaTuyeckme 610KN.

JononHutenbHble Mepbl No o6ecneyveHunio b

1. OdwuumanbHo onybnumkosaH Ykas [Mpesuoenta P® ot 01.05.2022 N2 250
«O pononHUTENbHbIX Mepax No obecnevyeHmo MHpopmMaumnoHHon 6ezonacHocTn PO». OH
pacnpoCTpaHsAeTCs Ha OpraHbl FOCBAACTK, BbICLUME UCMOMHUTENbHbIE OPraHbl FOCBNACTK,

rocooHAabl, rockopnopaumn, 4pyrme opraHn3aunm, Co3gaHHble Ha OCHOBaHUKN ¢epepasnbHbIX
3aKOHOB, CTpaTermyeckme npegnpuaTns, cTpaTernyeckme akUMoHepHble obLecTsa,
cucTeMoobpasyloLme opraHm3anmm pOCCUNCKON 9KOHOMUKK, cybbekTol KU PO.

BoOT 4TO OHWM JONXHbI genaTtb, COrnacHoO yKagy:

e BO3/IOXWUTb Ha 3aMECTUTENS PYKOBOOUTENS NMOTHOMOUMS No obecnevenmio VB, a Takxe
no obHapyXeHMWo, MPeaynpPeXAeHNIO U NINKBUAAUMM NOCNEACTBUI KOMMbIOTEPHbIX aTak
N pearnpoBaHMIo Ha KOMMbIOTEPHbIE UHLMAEHTbI;

® CO30aTb CTPYKTYpPHOE nogpasgeneHme, BblfnoHAKLWee (I)yHKLl.I/Il/I no obecneyvenuio Vb,
a Takxe no o6Hapy>Keano, npegynpexneHnto n nnkemaaumn NOCNeAcTBUN
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KOMMbIOTEPHbIX aTakK 1 pearnpoBaHUIO Ha KOMMNbIOTEPHbIE MHUNAOEHTDI (I/IJ'II/I BO3MTOXWUTb
3TN GYHKUMK Ha yXe CyLlecTBylollee nogpasaeneHne);

B CllyYae HeOBOXO4AVMMOCTHU OJ1 OCYLLECTBEHNS MEPONPUATUN NO obechneveHunio Vb n
OBHapyXeHWto, NpeaynpeXaeHuIo U NTNKBMAALUA NOCNEACTBUIA KOMMbIOTEPHbIX aTak U
pearvpoBaHniO Ha KOMMbIOTEPHbIE NHLWAEHTbI NOOKM0YaTh TOMbKO ULEH3NATOB
OCTIK Poccum n (nnn) ®CE Poccun, a Takxe akkpeguToBaHHble UeHTpbl TocCOTKA;

nNpenocTaBnsTh AOMKHOCTHbIM Nnuam OCB Poccur 6ecnpensaTCTBEHHbIA 4OCTYM, B TOM
yncne yganéHHbln, K CBOUM MHGOPMaLMOHHBIM pecypcam, 4OCTYN K KOTOPbIM
OCYLLECTBAETCA Yeped ceTb VIHTepHerT;

He3aMeaNnTEeNbHO peann3oBbiBaTb OPraHM3aLMOHHbIE U TEXHUYECKME MEPbI B
COOTBETCTBUM C NOCTYNalLEN Ha perynsapHon ocHose nHbopmaumnen ot PCTIK n
(nnn) ®CBb Poccuy;

B CllyYae OTHECEHUS K KIOYEBBIM OpraHamM UM opraHm3aumnsM OLEHUTb YPOBEHb
3aLUMLLEHHOCTN CBOUX MHPOPMAaUNOHHBIX cucTemM go 1 uonsa 2022 roga. [lng aToro
ponyckaetcs nogkaovaTte nuueHanatos PCTIK n @CB Poccuy;

BO3MIOXUTb Ha PYKOBOOMUTENS MEPCOHaNbHY OTBETCTBEHHOCTbL 3a obecneveHune WB.

Kpome Toro, ¢ 1 aHeapsa 2025 roga BCeM nonaBLUMM Mo, AENCTBUE ykasa opraHam
(opraHmsaumnsm) 3anpellaeTcs UCNONb30BaTh CPEACTBa 3aWwmTbl MHPOPMaLMM U3
HeOpPYXeCTBEHHbIX FOCYOaPCTB, @ TakXe MHbIX OpraHM3aLmii, KOTOPbIe NPSMO UMK KOCBEHHO
NMOAKOHTPOMbHbI TakMM rocyaapcTBaM.

MpaButenbctey PP B COOTBETCTBMM C YKa30M NPEOCTOUT yTBEPAUT:

TUNOBOE MONOXEHWE O 3aMeCTUTENE PYKOBOAUTENS opraHa (opraHmdauum),
OTBETCTBEHHOro 3a obecneveHue /b;

TUNOBOE MONMOXEHWe O Noapa3aeneHnn opraHa (opraHnsaumm), OTBETCTBEHHOM 3a
obecneyvyeHune Vb;

nepeYeHb KIIoYEBBIX OPraHoB (OpraHM3aLmi), KOTOPbIM HEOBXOAMMO OLEHUTb YPOBEHb
3aLUMLLEHHOCTN CBOMX MHGOPMALMOHHBIX CUCTEM.

®CbB Poccum, cornacHo ykasy, gonxHa:
opraHmnaoBaTb akkpeauTaumo LeHTpoB [oc COMKA;

onpenennTb Nepuopd, B TedeHne kotoporo ueHTpbl [ocCOMNKA MmoryT okaabiBaTb
COOTBETCTBYIOLWME YCNYTN OpraHam 1 (Mnn) opraHmsaumam no cTapbiM (OEeNCTBYIOLWNM)
npasunam;

onpenennTb NOPSAOK NPOBEAEHUS MOHUTOPUHIA 3aLLMLLEHHOCTU MHPOPMALMOHHbIX
pecypcoB OpraHoB (opraHusauunm).

MepcoHanbHble paHHbIE

2. MpesupeHT PO nognucan ®epepanbHbin 3akoH 0T 28.05.2022 N2145-D3 «O BHeceHUM
namMeHeHusa B ctatbio 14.8 Kopekca PP 06 agMUHUCTPATUBHbIX NpaBoHapylieHuax». CornacHo

M3MEHEHNAM, 3a OTKaa3 B 3aKlo4YeHUN, UCNONHEHUNN, UBMEHEHUN NN PaCTOPXEHNN OOrosopa C
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noTpebuUTeNnemM 13-3a ero HexenaHus NPegoCcTaBMUTb NEPCOHabHblE AaHHbIE BBOOATCS
aAMUHUCTPaTMBHbIE WTpadbl:

e [Ons AOMKHOCTHbIX nuy, — oT 5 go 10 Toicay pybnew;
e anstopnmy - oT 30 go 50 Thicau pybnen.

OTBETCTBEHHOCTb HE HACTYNUT B CRyYasx, KOraa npefocTaBfieHne notTpebutenem
NnepCcoHanbHbIX AaHHbIX ABNSETCA 0bs3aTeNbHbIM COracHO degepanbHbiM 3aKOHaM 1
NPVHATBHIM B COOTBETCTBUN C HAMU UHBIMU HOPMaTUBHbBIMW NPaBOBbLIMU akTaMu Uam
HENOCPEACTBEHHO CBA3@HO C UCMOMHEHMEM JOroBoOpa. 3aKOH BCTYNUT B cuny ¢ 1 ceHTabps
2022 ropa.

EuomeTquecxwe nepcoHasibHble AaHHble

3. MuHumdpbl Poccumn onybnukoBano npoekT noctaHoBneHus Npasutenoctea PO,
npegycMmaTpuBaoLWwmnm c6op GMOMeTPUYECKNX NEPCOHANbHbBIX aHHbIX B €AUHYI0
OroMeTpUYECKyIo CUCTEMY NMyTEM CaMOCTOSTENIbHOW PerncTpaumm GpUsnyecknx nuu, yepes
MOBUNBHOE NPUNOXEHME.

FocynapcTBeHHble MHGOPMALIMOHHBIE CUCTEMDI

4. Ony6nukosaHo noctaHoBneHve lpasutensctea PP ot 13.05.2022 N2 860 «O
NPOBEAEHUN SKCMEPUMEHTA NO MOBbILLEHWNIO YPOBHS 3aLUMLLEHHOCTU rOCy AapCTBEHHbIX
MHOGOPMaLMOHHBIX cucTeM deaepasibHbix OPraHOB UCMONMHUTENBHOM BAACTU U

noaBeaoOMCTBEHHbIX UM yYpeXOeHU n».

5. Ony6nukoBaHo noctaHoBneHue Mpasutenbctea PP o1 14.05.2022 r. N2 875 «O
BHECEHUWN UBMEHEHWUI B HEKOTOpPbIE akTbl [paBuTenbcTBa P®». CornacHo goKyMeHTy,
duanyeckmne n pPUONYECKUE N1La Yepes NMYHbIN KabVHET Ha nopTasne rocycnyr ¢
ncnonb3oBaHvem ECUA MoryT nony4mTb CaHKLMOHMPOBaHHbIM AOCTYN K MHPOpMaLuu,
copepxallencs B rocyaapCTBEHHbIX, MyHULMNaNbHbIX U UHBIX NHGOPMALMOHHBIX CUCTEMAX,
NoCpencTBOM AOMOMHUTENbHOW ayTeHTUbuKkaummn: ¢ nomouwbio EBC nnu koga B SMS.

FocypnapcTBeHHas cuctema obHapyXeHus, npeaynpexaeHus u
NUKBUAALUM NOCNEACTBMA KOMNbIOTEPHbIX aTak

6. ®CBE Poccum onybnukoBana npoekT npurkasa «0O6 onpeneneHny NnepexogHoro
nepuona», cornacHo kotopoMy ueHTpam FocCOlKA npepnaraetcst paspewnTb OCyLEeCTBAATb
MeponpuaTUS No OBHapyXeHWo, NpeaynPEeXaeHNIoO N NNKBUAALMN NOCNEACTBUMN
KOMMbIOTEPHbIX aTak U pearmpoBaHuIO Ha KOMMbIOTEPHbIE MHLWOEHTbI B UHTEPEecax OpraHoB U
opraHmnadaummn, onpeaenénHolx B Ykase [lpeanoeHTta PO o1 01.05.2022 N2 250, 6e3
LOMONHNTENBHOW akkpeauTaLumMm B Te4eHne OJHOr o roga.

7. ®CB Poccum onybnukoBana npoekT npvkasa, npegycMaTpmBalowWnmn 3akpenneHme
3apaym no akkpegutaummn ueHTpoB TocCOIMKA 3a HKLKW. CornacHo gokymeHTy, perynaropa
npeanaraeTcsa HagenuTb GyHKLMEN NO ONpeaeneHuio Nopaaka akkpeamtaumm 1 NpasoMm
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OTKa3blBaTb opraHmsau,va B aKer,EI,I/ITaLI,I/II/I, a Takxe I'IpI/IOCTaHaBJ'II/IBaTb n I'IperaLLLaTb eé
gencTeue.

Kpuntorpadwus

8. OdwuumanbHo onybnmnkoBaHo noctaHoenerve [pasutensctea PO o1 09.05.2022 N°
834 «O6 ycTaHOBNEHUN ocobeHHoCTel BBO3a B PP wndpoBanbHbIX (KpunTorpadpuyeckinx)

CpencTB U TOBAPOB, MX COAEPXAaLLMX», COrlaCHO KOTOPOMY YN poLLaeTcs BBO3 WP OBasbHbIX
cpencTB B Poccuto.

NHdopmaumoHHble coobeHns ®CTIK Poccuum
9. ®CT3K Poccum nibopmurpyet 0 Havane TeCTOBOM aKCn/lyaTaumMm HOBOro pasgena

BaHka paHHbIX yrpo3 6e3onacHOCTV MHGOpMaLmK.

10. CT3K Poceum nHbopmmpyet o npeactanenmn FOCT P «3awmTa nipopmaumm.
NoeHTudurkauma n ayteHTudumkaums. Y poBHn gosepusa ugeHtnoukaumm» B PocctaHgapT ans
YyTBEPXOEHMS.

1. ®CTIK Poccum nybnnkyet oTyeThl O pedyfbTaTax AeATENbHOCTU TEXHUYECKOTO
KoMuTeTa No cTaHpapTmaaumn «3awmta nHpopmaumm» (TK 362):

e CnpaBka-gokaag no coctoaHuio Ha 29.03.2022 r.

e Cnpaska-gokaan no coctoaHuio Ha 29.04.2022 r.

OTpacneBbie NBMEHEHMUS

12. OduumanbHO onybnmkoBaH npukas MuHucTepcTBa 3apaBooxpaHeHns PO ot
25.03.2022 N2 205H «O6 yTBEpXAEHUN TUMOBOrO NOMOXEHNA O MEAULMHCKOM
MHPOPMaLMOHHO-aHaNUTUYECKOM LIEHTPEY, COrNacHoO KoTopomy B cTpykType MUALL gonxeH
ObITb CO30aH oTAeN 3aWwmnTbl HGopMaumn. OgHUMIK U3 OCHOBHLIX GyHKLUMN MUWALL aenaioTcs:

e popmMmupoBaHue TpeboBaHUM K 3awmte nHdopmaummn MNC cybbekta PO, MegmumMHCKnX
1 uHbIX NC, copepxawmx MNOH;

e obecneyeHne 6e3onacHOCTU 3HauYUMbIX obbekToB KN:

e OpraHudaumsa paboTbl 3alUMLLEHHbIX CETEN Nnepefadn AaHHbIX, UICNONb3yeMbIX A5
B3ammopeuncTaua VIC B chepe 3gpaBooxpaHeHns cybbekta PO;

o o6Hapy>KeHV|e KOMMNbIOTEPHbLIX aTakK N NMKBNAALNA KOMMNbIOTEPHbLIX NHUMOEHTOB.

13. OduumanbHo onybnmkosaH Ykas [Mpesvoenta PO o1 25.04.2022 N2 228, cornacHo
KOTOPOMY U3MeHsieTca cocTaB MexsegomcTeeHHo kommuccum CoseTta besonacHoctn PO o
MHPOpPMaLMOHHOM 6e3onacHOCTU. B cocTaB kommuccum Tenepb B TOM ymcne 6ygyT BXOauTb
MNepBbit 3aMecTuUTENb ['eHepanbHOro npokypopa PP n 3amectutens gupektopa Pocreapann.

14. Ony6nukosaH npvkas @CH Poccum ot 13.04.2022 N2 179, BHOCALLMN N3MEHEHWNS B
TpeboBaHus K cpeacTBaM YAOCTOBEPSIOLWEro LUeHTpa, yTBepxaeHHble npmukaszom GCB Poccum
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ot 27 pekabps 2011 r. N2 796. MNMpwukas BcTtynaeT B cuny ¢ 1 ceHTabps 2022 ropa n 6yoeT
pencTteoBaTth Ao 1sHBapa 2027 roga.

15. baHk Poccum onybnukoBan nepeyveHb Mep no crabunmnzaumm cutyaumm Ha GUHaHCOBOM

PbIHKE B YCNOBUAX peanm3auni CaHKUNOHHbIX PUCKOB.
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