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BBELEHWE



METOLOIJIO

PNPEeCTYNHUKOB 6asnpyeTcs

Bonee

bonee

Bonee
70 ThbIC.

KPYMHbIX opraHuaauum

B CaMbIX Pa3HbIX
OTpacnax SKOHOMUKM:
©aHku, aHepreTrka u
HedTerasoBbI CEKTOP,
OpraHbl rocynapCcTBeHHOMN
BMacTu n gp.

BHELLUHMX CEPBUCOB,
OnyONMKOBaHHbIX
B MHTEpPHETE

CepBepOB 06LLEro,
NHPPACTPYKTYPHOro
N NpUKNagHoro
Ha3Ha4YeHus



A€eMblX I'IpO(I)eCCVIOHaJ'IbeIMI/I rpynnmpoBKamu,

YpoBeHb KaTteropus

3/I0yMbILJTIEHHUKA Hapyuwurens

KactomunanpoBaHHble
WHCTPYMEHTbI, AOCTYMNHOE

[NpnoputeTHasa
pyrop BpegoHocHoe 10
MOHeTU3aumns atakm —
(nprnobpeTeHne,
wudposaHue,

obdyckaumsa nnm
paspaboTka), 0OCTYMHble
yS3BMMOCTM, CoLManbHas

MaVHWHT, BbIBOL,
OEHEXHbIX CPeacTB

NHXeHepus
HaueneHHoCTb
a 3aKasHble paboTbl — CamocToaTenbHo
c6op nHpopmaumm, pag3paboTaHHble
NMMOHaX B MHTEpecax WHCTPYMEHTHI,
KOHKYPEHTOB, npuobpeTeHHbIE
nocnepytowas OaHHble No
pynHas MOHeTu3auus,  zero-day-ysa3BUMOCTAM
XaKTUBU3M, n MO gnsa nx
OECTPYKTUBHbIE aKkcnayartaumm
OENCTBUSA
KnbepwnmoHax, CamocTosiTensHoO
NOSHbIN 3axsaTt HaVgeHHble
NHGpPaCTPYKTYpbI zero-day-ysa3BMMOCTU
0N BOSMOXHOCTH B 1O 1 annapaTtHbIx
KOHTpONS 1 PELLEHUSIX,
NPVIMEHEHNS NoObIX pa3paboTaHHble 1
EVNCTBUW 1 NOAXOOOB  BHEOPEHHbIE «3aKNagku»



'KJIOYEBBIE
TEHAEHUMM
12020 TORA

3a 2020 rop, 3adukcmpoBaHo 6onee

200 atak co CTOpOHbI kKnbepkpmummnHana . | Ataku 6onee NnpodeccnoHanbHbIX
(BKknloYas maccosble ataku Ha oTpacnb/ | | rpynnMpoOBOK OTAMYAIOTCA ropasao
CEeKTOpP 3KOHOMUKM) 1 okono 30 ' ©onbllen CNOXHOCTbIO: NX

aTak rpynnmpoBOK 6onee BbICOKOMN

KBanuukaumu.

[encTteuns rpynnMpoBOK CpeaHero

YPOBHSI HE NPETEPNENN CYLLECTBEHHbIX

N3MEHEHUN 3a NocnegHun roa.

3ﬂ0yMbILlJJ'IeHHI/IKI/I BC€E Yalle NCnonb3yloT

OULLNHT 1 couMarnbHYO NHXEHEPUIO

Ana nNpoHNKHOBEHUA B KOMMNaHWUIO.

Mpwn peanusaumm atakn NPUMEHSeTCs

WHCTPYMEHTapUn CPedHEen CIIOXHOCTN,

0ETEKTUPYEMBIN MPOABUHY TbIMU

aBTOMaTun3npoBaHHbIMI CpeaocTBamMim

MOHUTOPWHra 1 3awuThbl. Yiwep6 oT Takmx

aTak B C/lyyae nx yCnewHon peannaaumm

cocTaBun 6bl HE Boiee HEeCKONTbKUX

[0ECSTKOB MUMNIMOHOB pyonen.

OETEKTUPOBAHNE BO3MOXHO TOMbKO
NpW HenocpeacTBeHHOM yyYacTum
3KCNEepPTOB-aHaNNTUKOB BbICLLEN
KBannbvkaumm 1 Npu ycnosuu,

YTO B KOMMaHUKN BbICTPOEHA
BbICOKOpas3BmTas MHpacTpykTypa
NHPOPMaLMOHHON BE30MNacHOCTM.
B 2020 r. Takue rpynnmpoBku

AON5 NPOHUKHOBEHUS B LeneBble
CerMeHTbl BCe Yalle NCnofb3oBanm
aTakun Yyepes nogpsaynkos,
NMeIOLLMX CYLLEeCTBEHHO bornee
HU3KUN YPOBEHb 3aLULLLEHHOCTMU.
MNoTeHumanbHbIN yWEPO6 OT
NOAO6HbIX aTak MOXET U3MeEPATLCS

HEeCKOJIbKNMN COTHAMU MUJTJTTUOHOB

py6nen.

/



CTATUCTUKA

- MO TEXHUKAM
- WHCTPYMEHTAPUIO
- 3NIOYMbBIWJTEHHUKOB

~ MACCOBbIV UHCTPYMEHTAPUM

rPYNNMMPOBOK CPEOHEIO
YPOBHA

nmenun.




TEXHUKW, NTPUMEHAEMBIE O NPEOOONEHUA
NEPUMETPA N B3JTIOMA MHOPACTPYKTYPbI




1. TaroTeHne rpynnMpoBOK CPeAHEro ypoBHSi K KOHKPETHbIM TEXHMKaM B3/loMa

AOBOJbHO APKO oTpasunockb B cratuctuke 2020 ropa:




2. CyweCcTBEHHO OT/IMYaeTCA CTaTUCTUKA NO KnbepHaeMHuKam u
nponpaBUTENIbCTBEHHbIM FPYNMNMPOBKaM, HaLleJIeHHbIM Ha B,EeCTPYKTUBHbIE AENCTBUS

M LUNMOHAX C Mcnonb3oBaHnem 6onee ¢OKyCHOFO, nHanBmnayanbHOro nogxopga K

peanusaumn aTak:

TEXHUKWH, NCIMNOJ1b3YEMbBIE 3/TOYMbIWWEHHNKAMNA
ANAa SAKPEMNEHUA U PASBUTUA ATAKA

MeXaHU3Mbl aBTO3ar py3ku



CUCTEMHbIE CNYyXO6bI

dopmupoBaHue gpaneepa

BpepoHocHoe MO

ncnonb3osaHue OC

nnaHNpPoOBLLUUK 3apav

K knio4yeBbIM TEXHUKAM, ncnonb3yemMbiM And pacnpocTpaHeHusa Nno CeTn, OTHOCATCA:




3akpenneHue

Mpynnuposku KnéepHaeMHukun
cpeaHero U NponpaBuUTENbCTBEHHbIE
YPOBHS: rpynnMpoBKN:

0%

0%




PacnpocTtpaHeHue

Mpynnuposku KnéepHaemMHukn
cpepHero U NponpaBUTENIbCTBEHHbIE
YPOBHS: rpynnmpoBKMU:




BuaHO cywecTBeHHOE pasnmyne NogxoaoB, NCNoSb3yeMbIX
rPYnNNMPOBKaMM Pa3HOroO YPOBHS AN COKPbITUS CBOEN aKTUBHOCTW.
NHCTPYMEHTbI, NpUMEHSIEMbIE TPYNNMPOBKaMU CPEAHETNO YPOBHS,
ropasfo npoLe ans peanvsaunmn n MoryT 6biTb AETEKTUPOBAHbI
KOMaHOOW 3aWwmnTbl CPEAHEN KBanndukaumm.

Bonee npodeccmnoHanbHbie rpynnMpoOBKMN NCMOMb3YIOT NOAX0Ob!,
TpeObyloLmMe CNOXHbIX anrOPUTMOB BbISBIEHUS Y MPOOBUHY TbIX

TEXHOMNOMMNN 3aWMnThI.

B >

[ns peann3aunm onmMcCaHHbIX Bbille TEXHUK 3/10Y MbILWTEHHUKN

00ObI4HO MCMNOJIb3YIOT:

CamonuncHoe 6uHapHoOe BpenoHOCHOEe

nporpamMmHoe obecneveHune.

CamonuncHble CKpUNTbl Ha Pa3/INYHbIX
MHTEPNPETNPYEMDbIX A3bIKax

(Powershell, vbs, js, bat).

JlernTumHble KopnopaTuBHbIE

N1 cBO6OAHO PacnpPOCTpPaHsieMble

yTUnnThbl 0nda agMMHUCTPUPOBaHNA.

PaanunyHble OOCTYIMNHbl€E UHCTPYMEHTDI

1 ppenmMmBOpPKMU (ON9 NPOBEAEHNS aHanu3a

3alUNLLLEHHOCTN Unn BpeaoHocHoe [0,

ony6nnMKoOBaHHOE B MHTEPHETE).
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MpynnupoBku KnbéepHaeMHuku n

cpepHero nponpasuTesibCTBeHHbIe

YPOBHS: rpynnUpoBKMW:




KJTIOYEBbIE Y3J1bl UHOPACTPYKTYPbI, ABNAIOLWLHUECH LESbIO
3/TOYMbIWWTEHHNKOB

MpynnupoBKku cpeaHero ypoBHs
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ANs nonyyYeHns
MaKCUManbHbIX NPUBUNErNN
N BOBMOXHOCTM
MCnonb3oBaTh PasnnyHble C Lenblo KpynHOWM
yYeTHble 3anucu MOHEeTM3aunn aTakn

6 5 /o ANs nonyyYeHus Hanbonee NonHom MHGopMaunmn ob MHPpacTpPyKkType

4 O /o 0na nonyvyeHna BOSMOXHOCTU LEHTPAaIM380OBaHHOIO yrnpaBneHna napkom

CepBEpPOB N paboumx CTaHLMIN C BbICOKUM YPOBHEM NPUBUMETN

Ons BO3MOXHOCTU bonee TI/II'II/ISI/IpOBaHHOIh MOHEeTU3aunnm 4epes niaTtexHyto

MHPOopPMaLMIO NN BUPYCbI-LLUNGPOBaNbLLNKN



KunbéepHaeMHUKU 1 nponpaButTenbCTBEHHbIE FPYNMUPOBKN
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ANS NonyYeHns goctyna K
KpuTnyeckon nHdopmaumnu,
nepenasaemMomn rno noyre, u
BO3MOXHOCTW peanu3aumm
OULWIMHIOBOroO BEKTOpPA
N3HYTPW OpraHn3aumm
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M BOBMOXHOCTU
MCnosnb3oBaTb pasnnyHbie

YYE€THbIE 3anncun

NHpPacTpyKType
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C Lenbio NoNyYeHns KoyYeBomn
KOHPUAEeHUMansHON
nHdopmaumn

A5 BOBMOXHOCTW NofAyYeHns Hambonee nonHom nHopmaumm oo

Ans 6onee TUNN3NPOBaAHHOW MOHETM3aLMM 3a CYET NnaTeXHON MHPopMaLmn
N1 BUPYCOB-LUNPPOBaNbLLNKOB

Ona nonyvyeHna BOSMOXHOCTU LEHTPAIM3OBaAHHOIO yrnpaBneHna napkom

CepBepPOB N Pabounx CTaHUMIM C BbICOKMM YPOBHEM NPUBUIErNN

40%



PUCKWN OT PEANTM3ALLIN ATAK MPYNMNPOBKAMU
CPEOHEN N BbICOKOW KBAJTMOUKALIUA

Hanpumep, kpanHe TpyaHO OLEHUTb

dMHaHCOBbIE NOTEPU OT pUCKa

LONrOCPOYHOrO LIMMOHAaXa,

HO MoNyYeHHast 3N0OYyMbILLNEHHMKAMU
NHPOopPMaLms MOXET NOBNNATb

Ha $PUHAHCOBOE NONOXEHNE KOMMaHUN

nnn gaxe rocygapcrtea B LLEJTIOM.








