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MpepcTaBbTe, Bbl 3aropenmcb naeen BHegpuTh 6e3onacHyto pa3paboTky B BaLleNn
O KOMMaHun. 1 HeygmBuUTENBHO — MO CNNIOBaM 3KCNEPTOB, 3TO CaMbll 3P PEKTUBHLIN
H a O MeTOo[, Co3aaHNS 3aLMLLEHHbIX MPUITOXEHWA U 3aLLUTbI OT Yrpo3, CBA3AHHbIX C

YA3BMOCTAMU N HEQOCTaTKaMn Koaa.

YMeHbLLUaeTCs KONMYeCcTBO Kak aTo cgoenatb?
YS3BMMOCTEN B KOAE NPV BHEOPEHUN MHOrmx octaHaBnMBaeT TO, YTO BHeapeHne 6e30nacHom pa3paboTkn — HENPOCTOMN
npoueccos 6e3onacHom pa3paboTku M ONTENbHbIN MPoLEecC.

1. Y6eomTechb, YTO PyKOBOACTBO Bac NOSHOCTLIO NOALEPKNBAET
B CTpeMieHnn caenatb pa3paboTky 6e30nacHoN.

YacTo MOXHO CTOJIKHYTbCS C BO3PaXXeHUSAMUN B flyXe «3a4eM HaM TpaTUTb
Ha 3TO AeHbIMM» U «kHOPMaJibHO Xe cenvac pa3padaTbiBaemy.

C TakMM HaCTPOEM PYKOBOACTBA BHEOPATL HOBbIE NPOLIECCHI BYAET TSHKENo,
NO3TOMY PEKOMEHAYEM BCE Xe 3apyUNTbCH ero Noga0epKKOoN.

2. Bbibepute meTogonoruto 6esonacHom pa3padboTkn, KOTOPOMN Bbl
oyoeTe Npuoep>XXnBaTbCH Ha BCEM Ny TW.

O6bIYHO NMpu BblGope nnanpytoT OWASP SAMM, BSIMM, Microsoft SDL,
HO 3TO MOXET 6bITb Nt06asn Apyrasi METOAONOr NS, KOTOpas BamM NOAXOOUT.

3. OnpegennTech C OTMNPaBHOM TOYKOM U MacLUTaboM BHEAPEHMS.

Cpasy 6pocuUTbCAa B OMYT C rosIoBOM M BHEOPSATL 6€30nacHyto pa3paboTky
BO BCeW KOMMaHUM U1 NokKa orpaHnYnNTbCs KOHKPETHbLIM NPOEKTOM
U npunoXxeHnem? NpumMnTe peLlieHne Ha 3ToM aTare.

4. CobepuTe KomMaHay.

e CospanTe pabouyto rpynny v onpenennTech, KTO 3a YTO OTBeYaEeT. B Hen
MOryT 6bITb paspaboTynkn, UB-cneumannucTbl U NpegcTaBUTeNn gpyrmx
KOMaHpf, BOBNEYEHHbIX B NpoLecc paspadoTku MO.

e [10 BOSBMOXHOCTM BblbepuTe B KOMaHae pa3paboTku Security Champion —
yernioBeka, KOTopbI MOMOXET BaM CMOTPETb Ha NpoLiecc pa3paboTku
WU3HYTPU NpPOEKTa N, KOHEYHO, ByaeT ApaBUTb NCNOMb30BaHUE NPaKTUK
6e30nacHOCTU B CBOEN KOMaHAOE.
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1. CocTaBbTe NofHoe NpeacTaBneHne o pa3pabaTbiBaeMbIX
MPUNOXEHNSIX.

YT06bI NPaBUILHO BbIGPaTb MHCTPYMEHTLI A1 NPoBepKn 6esonacHocTy MO,
Hago 60oJibLUE Y3HaTb O MPUIIOXEHNM, KOTOPOE Bbl pa3pabaTbiBaeTe: Ha KaknX
A3blKax OHO HaMMCaHO, KakKne TEXHONOrNN U GPENMBOPKN UCMOSb3YET,

KaKkoBO ero BHyTPEHHEee YCTPOMCTBO — Kakme GYHKLIMM OHO BbIMOSHSET,

Kakue Nonb30BaTeNM C HUM paboTaloT, Kakne gaHHble B HeM o6pabaThiBaloTCS.

2. OueHunTe, Kak npoucxoanT paspaboTka MO cenyac.

Ha 3TOoM 3Tane oLeHNUTE Ballly TOYKY «[0» — KakK YCTPOEHbI MPOLIECChI U Kakue
NpPakTUKn 6e30MacHOCTM NCMONb3YIOTCS B MPOEKTax cenyac. [11s 3TOro Kak
HeNb34 Nyylle NooonaeT FPaMOTHO COCTaBIEHHbIN OMPOCHUK, HECKOJTbKO
YacoB B 3anace v rpynna CoTpyaHUKOB pa3paboTku n VB, KOTopble He NPOTUB
noooLLLaTbCS.

Bbl6epuTE OCHOBHbIE LLENN — YEro Bbl XOTUTE OOCTUNYb
npu BHeQpeHUN 6e30nacHON pa3paboTKu.

Hanpumep, uenbio MoXeT 6bITb BHEOPEHNE UHCTPYMEHTOB aBTOMaTU4YECKOro
aHanusa 6e3onacHoOCTU Koga A1s onpeaeneHHoro NPoLeHTa KOMNOHEHTOB NPOoeKTa
B TE€YeHue nonyroga unv goBefeHne BbiNonHeHUs TpeboBaHUM KOMMIaeHca

00 100%. KOHKpeTHbIe Lenv 6yayT 3aBUCETb OT MHOMMX GakTopOoB 1 Npobnem,
CTOSILLUX Nepen KOMMNaHuen.

CocTaBbTe nnaH BHegpeHunsa 6e3onacHom paspaboTku.
Orll/lpaﬂCb Ha JaHHbl€ MHTEPBbLIO N NPpeaBapUTesibHYIO OLEeHKY, MOXXHO COCTaBUTb

poagman BHeApeHus npakTuk 6e3onacHoi pa3paboTku — nogpobHoe onncaHme
npoLecca co BCEMU 3Tanamu, fepnaiiHamm n OTBETCTBEHHBIMU NTULLAMW.
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1. Ha4yHuTe ncnonb3oBaTb OCHOBHbIE MHCTPYMEHTbI 6e30nacHOCTU
MPUNOXKEHWA.

Jyyuwie Bcero HayaTb C BHEAPEHUSA UHCTPYMEHTOB aBTOMaTU3aLMM MPOBEPOK
6e3onacHocTu — cTaTnudeckoro aHanusa (SAST) v aHanusa coctasa N0 (SCA).
Tak Bbl peLunTe nepBoCTENEHHbIE 3a4a4m Mo oGecrnevyeHnio 6e3onacHOCTM Koga
M MoNy4nTe 3HAYNTENbHbIM MPUPOCT B Ka4eCTBE NPOAYKTa:

MOMOXET HaTU YA3BUMOCTM Ha NepBbIX aTanax
pa3paboTkn, COKPaTUTb PUCKM 6E30MacHOCTU U COKOHOMUTb Ha UCMpPaBNEHUN
npobnem B KoAe Nepeq pPenn3om.

rnomoxeT obe3zonacuTb pa3pa60TKy OT 3aBegomMo

YA3BUMbIX CTOPOHHUX KOMMOHEHTOB, B TOM YUCe C OTKPbITbIM UCXOAHbIM KOOOM.

2. He monumnte o NpeacTosiwmx USMEHEHUSX B MpoLLeccax
pa3paboTku.

Ecnn pacckasbiBaTb konneram o060 Bcex nnaHNpyeMbix HOBOBBEOEHUSX, 3TO
CUITbHO YNPOCTUT BHeApeHne 6esonacHol pa3paboTkm n caenaet ero NOHATHbIM
1 NPO3paYHbIM.

3. YeTko mponuwnTe HOBbIE NPOLECCHI.
Bes co3paHnsi NOHATHBIX periameHToB BHEAPEHVE MHCTPYMEHTOB He byaeT
TakuM 3pPeKTUBHbIM.

4. N3mepaiTe apPeKTUBHOCTb BHEAPEHHbIX MPOLIECCOB.

5. lMoMHuTe, 4TO 6e3onacHas pa3paboTka — 3TO He pa3oBad akums,
a HENPEPDIBHbIN MPOLLECC, KOTOPbIA HY>XHO BbICTPanBaThb
1 noggoepXmeaTb.

Kctatu, u SAST, n SCA ecTb B Solar appScreener.
OcTaBbTe 3as8BKY M NonpobynTe nx B gene 6ecnnaTHo.
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https://rt-solar.ru/products/solar_appscreener/

YTO OEJTIATb OATIbLUE

FOE Y3HATb BOJIbLUE

Crnepyolime OENCTBUS 3aBUCAT OT BalLlero poagmana,
LLenewn, KoTopble Bbl CTaBUAN, N pe3ynbTaToB.

B no6om cryyae NpUMeHeEHNE TOMbKO BbILLIENEPEYMCTIEHHbIX
PEKOMEHOALNM N MUHCTPYMEHTOB aHanun3a 3aLlMLLLEHHOCTY
y>Ke MOMOXET BaM CAenaTh GObLLOW Lar Briepes,

B o6ecneyeHnn 6esonacHocTu BaLlero MO 1 COXpaHnTb
OEHbI KOMMaHuK B 6yayLLEM.

Mony4yuTe 6onbLue NHPOPMaLMM O PELLEHNN

L1591 KOMMIEKCHOIO KOHTPOA 6€30MacHOCTY NPUIOXKEHNIA,
OCTaBbTe 3asdBKY Ha caliTe 1 npoTecTupynTe Solar
appScreener Ha BaLUVX NPUIoXeHWsX 6ecrniaTHo!

T +7 (499) 755-07-70
E solar@rt-solar.ru

LleHTpanbHbI oduc, 1250009,
Mockea, Hukutckuin nepeynok, 7¢


solar@rt-solar.ru
https://rt-solar.ru/products/solar_appscreener/

