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1. NEPEYEHb COKPALLEHUW

TepmuH  PacwudpoBka

APM ABTOMaTM3NpoBaHHOE paboyee MecTo

OoC OnepaunoHHas cuctema

no MporpammHoe obecneveHne

CLI Command Line Interface — nHTepdenc komaHgHOM CTPOKM
CLT Command Line Tool — MHCTPYMEHT KOMaHAHOW CTPOKU

REST Representational State Transfer — nepegayda coctosiHusa npegcrasneHns
SDLC System Development Life Cycle — >XM3HeHHbI LUMKN pa3paboTkn CUCTEMBI
VCS Version Control System — cuctema ynpasneHuns Bepcusmm

WAF Web Application Firewall — mexceTeBon akpaH Ans 3awnTbl BEG-NpUnoxXeHnn
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2. MMOCCAPUN

API (MporpaMmmHbIn MHTEepdenc npunoxenus, Application Programming Interface) —
NHTepdenc, KOTopbI onpeaendeT B3anMoaencTBne nporpamMmel ¢ Apyrov nporpamMmMon.

CI/CD cuctema — cuctema, kotopast 06begmMHSET NPaKTUKN HENPEPLIBHOM MHTErpaLum,
HenpepbIBHOW AOCTaBKN N HenpepbIBHOro pa3BépTbiBaHnd. Cl/CD cuctembl moryT ObiTb
BCTPOEHbI B nNpoLecc pa3padoTtkm no metoanke SDLC n SSDLC. MNpumepsbl: TeamCity,
Jenkins.

Continuous Delivery (HenpepbiBHasa goctaeska, CD) — npakTuka pa3paboTku nporpammMHOro
obecneyeHuns, Npu KOTOPOW KOMaHAbl NPOM3BOAAT NPOrpamMmmMHOe obecneyeHre B KOPOTKNE
LUMKIbI.

Continuous Deployment (HenpepbiBHOe pa3BépTbiBaHue, CD) — npakTtuka paspaboTku
nporpaMmmMHoro obecnevyeHns, KoTopasi 3akno4aeTcs B UCNoNb30BaHUM aBTOMaTU3MPOBaHHOIO
TECTMPOBaHMS O4Ns1 NPOBEPKN NPABUIbHOCTU U CTAabUITbHOCTU U3MEHEHWIA B Koge Onis
ObICTPOro, aBTOHOMHOIO pa3BEpPTbIBaHUS B NPON3BOACTBEHHOW cpeae.

Continuous Integration (HenpepbiBHaga nHterpauus, Cl) — npaktuka paspabotku
nporpaMmmHoro obecnevyeHuns, KOTopas 3akroyaeTcs B CrimsiHumM pabo4vmx Konun B obLLyto
OCHOBHY0 BETBb pa3paboTku 1 BbIMNOITHEHUN aBTOMaTU3NPOBaHHbIX COOPOK NpoekTa Ans
BbISIBNEHWS NOTEHLMaNbHbIX OLIMOOK U peLleHns MHTerpaLmMoHHbIX Npobnem.

ID npoekTa (Project ID)— nepsble 6 cumonos UUID npoekTta. ID npoekta MOXeT ObITb
MCnorib3oBaH Npu noncke npoekTa B obem cnncke npoekTos, HO UUID sBnsieTca NonHbIM
noeHtndukatopom npoekta. Mpumep ID npoekta: d4d1e2.

Software Development Lifecycle (SDLC) — meTtoguka pa3paboTtku, koTopas obecneyunsaet
Ka4yeCTBO M NpaBUIbHOCTb paboTbl nporpammHoro obecneyenus. Metoguka SDLC coctouT 13
Takux aTanoB: aHanua TpeboBaHUin, Anu3anH cuctemsl, paspaboTka, TeCTupoBaHue,
aKcnnyataums, nogaepxka.

Secure Software Development Lifecycle (Secure SDLC, SSDLC, DevSecOps) — meToguka
pa3paboTkn NnporpammMHoOro obecneyvyeHunsi, KoTopas UCNonb3yeTcs OpraHn3aumMsaMmn ons
co3gaHna 6esonacHblx npunoxenunn. Mpun SSDLC Ha kaxgom atane SDLC BbinonHaeTcs psag,
AOMNONHUTENbHBLIX AeNCTBMIA No obecneveHmto 6e3onacHocTU. Hanpumep, aHan13 pMcKkoB Ha
aTane aHanunsa TpeboBaHW, OLlEeHKa PUCKOB Ha 3aTane apxXMTeKTypbl, MPUMEHEHne
CTaTU4YeCKOro aHanusa koga Ha atane pa3paboTku, NpoBepKa BbINOSTHEHUS TpeboBaHNN
6e3onacHOCTM Ha aTane TeECTUPOBAHMUS, MOHUTOPWUHT Yrpo3 U pearMpoBaHMe Ha MHUMOEHTbI Ha
aTanax aKkcnnyartaumm 1 NoAaepPXKKU.

UUID (Universally unique identifier) — 128-6utHoe 4ncro, KoTopoe ncnosb3yeTcs Ans
noeHTndukaumm nigpopmaumn. Mpumep: d4d1e2da-6b82-4350-829b-d3883592f4¢8.

Version Control System (VCS, Cuctema KOHTpons BepCcuin) — NporpamMmMHbI MHCTPYMEHT,
KOTOPbIN CRYXUT 4S5 3anMcu UsMeHeHnn B dpannbl U OTCEXMBAHUA N3MEHEHUN, BHECEHHbIX B
kog. Mpumepsbl: Git, Subversion.

VCS xocTuHr — Beb-cepBUC AN XOCTUHIA MPOEKTOB U UX COBMECTHOW pa3paboTku.
Mpumepsl: GitLab, GitHub, Bitbucket.

Web Application Firewall (WAF) — npunoxeHne ¢ Habopom punsTpoB, NpegHa3Ha4YeHHbIX



https://ru.wikipedia.org/wiki/API
https://en.wikipedia.org/wiki/CI/CD
https://www.jetbrains.com/ru-ru/teamcity/
https://www.jenkins.io/
https://en.wikipedia.org/wiki/Continuous_delivery
https://en.wikipedia.org/wiki/Continuous_integration
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/Version_control
https://git-scm.com/
https://subversion.apache.org/
https://ru.wikipedia.org/wiki/Bitbucket
https://about.gitlab.com/
https://github.com/
https://bitbucket.org/
https://ru.wikipedia.org/wiki/Файрвол_веб-приложений
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Ansa obHapyXeHnsa 1 GriokKMpoBKM CETEBBIX aTak Ha Beb-npunoxeHue. Mpumepsi:
ModSecurity, Imperva SecureSphere, F5. B untepdence Solar appScreener npusogarcs
WMHCTPYKLMWN NO HAacTPOKMKe 3TUX CUCTEM ANsi OGHaPYXEHHbIX YSI3BUMOCTEN.

Webhook — mexaHn3m onoBeLleHnsa nonb3oBaTenen Beb-cepBrca 0 COBbITUAX B HEM.
XPath — a3bik 3anpocos k anemeHTam XML-4OKYMEHTOB.

Be3sonacHocTb npunoxeHus (Application security) — Habop mMep, NnpMHMMaeMbIx A5s
NoBbILLEeHNS 6e30NacHOCTUN NPUSTOXKEHUS, YacTO NYTEM OOHapY>XXeHWs1, UCNpPaBneHns un
npegoTBpaLLeHus yassmMmocTen 6e3onacHoCTu.

UuTerpaums (Integration) — obmeH gaHHbLIMM MeXay cucCTEMaMm C BO3MOXXHOWN NOCNeayoLen
obpaboTtkomn.

UHTerpupoBaHHas cpepa paspabotku (Integrated Development Environment, IDE) —
NPUNOXeHNe, KOTOPOe NpeaoCcTaBNAeT BO3MOXHOCTU ANd pa3paboTkm NporpaMmMHOro
obecneyeHus. IDE 0BblMHO COCTOUT M3 pefakTopa MCXOL4HOro Koga, CPEACTB aBToOMaTn3aumum
cbopkn n otnaguuka. MNMpumepsl: Eclipse, IntelliJ IDEA.

UHuTepdenc komangHon ctpoku (TepmuHan, KoHconb, Command-line interface, CLI) —
NHTepdenc, KoTopbin obpabdaTbiBaeT KOMaHAb! ANs NPporpamMMbl B BUAE CTPOK TEKCTA.

UcnonHsembin cpann (Executable file) — ckomnunupoBaHHbii dhann. Mpumepsbl paclunpeHunn
NcnonHsemMblx annos: .exe, .com, .bat, .bin, .dmg, .app.

KoHdurypauuoHHbin cpann (Configuration file) — dpann ¢ HacTporikamun npunoxeHus.

MnaruvnH (PacwmpeHne) — He3aBUCUMO KOMNUNNPYEMbIN NPOrpaMMHbIA MOAYIb,
AVNHaMWYECKM NOAKINI0YaeMbl K OCHOBHOM NporpamMme 1 npeaHasHaveHHbIn Ana pacLunmpeHuns
€€ (pyHKLUMOHanbHbIX BO3MOXHOCTEN.

Cucrema otcnexuBaHus ownbok (Bug tracking system, Bug tracker) — nporpamma,
pa3paboTaHHas aAnga y4€ta u KOHTPOrs oWnBOK, HanAEHHbIX B MporpaMMHOM obecneyveHunn,
KOTOpasi NO3BONSET CreanTb 3a NPOLECCOM YCTpaHeHNsa aTux owmnbok. Mpumepsl: Jira,
Redmine.

CkpunT (Script) — nocnegoBaTenbHOCTb KOMaHA A9 aBTOMaTUYECKOro BbINOSTHEHNA 3a4auM.

TokeH aBTOpU3auum API (TokeH, APl authorization token) — Habop cMMBOMNOB, KOTOPbLIN
npegHasHa4vyeH ansa ayTeHTuduKaumm nonb3oBaTenen s BbINOMHEHUS JENCTBUN B CUCTEME
6e3 ncnonb3oBaHNA NOfb30BaTENBbCKOro MHTEpderica.

Tpacca (Trace) — Habop MHCTPYKLMI NPOrpaMmbl, BbINOHAEMbIX nocnegosaTtensHo. B Solar
appScreener Tpacca Ans BXxoxaeHus nsobpaxaercs B Buae guarpaMmmbl, otobpaatoLLen
NyTb PacnpoCTpaHEHNSA JAHHbIX YA3BMMOCTU, KOTOPLIN BbISIBIIEH C MOMOLLLIO aHanM3a notoka
AaHHbIX.



https://www.modsecurity.org/
https://www.imperva.com/products/web-application-firewall-waf/
https://www.f5.com/products/security/advanced-waf
https://en.wikipedia.org/wiki/Integrated_development_environment
https://www.eclipse.org/
https://www.jetbrains.com/idea/
https://en.wikipedia.org/wiki/Command-line_interface
https://bdu.fstec.ru/ubi/terms/terms/view/id/37
https://www.atlassian.com/software/jira
https://www.redmine.org/
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3. BBEOEHUE

HacTtosawun aokymeHT npeactaensiet cobor pykoBoACTBO Nonb3oBaTens NporpaMMHOro
Komnnekca Solar appScreener.
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4. CBEOEHUA O SOLAR APPSCREENER

4.1. HazHayeHue KomMmnnekca

Solar appScreener npegHasHavyeH ANs aHanvsa NPUNoXeHUN ¢ Lenbio BbIABIEHUS
ys13BMMOCTEN MHGOPMaLNOHHOM 6e30NacHOCTU U HeQeKNapUPOBaHHbLIX BO3MOXHOCTEMN.

C nomowbto Solar appScreener MOXXHO BOCCTaHaBMMBaTb UCXOAHbIN KOL NPUITOXEHUN U3
paboyero canna ¢ NCNonb3oBaHMEM TEXHOSOMMU AeKOMNUIALUKN (0BpaTHON UHXEHepUN).

4.2. OnncaHvne BO3MOXHOCTen

Solar appScreener npeaocTaBnaeT crneayoLme BO3MOXHOCTH:

AHanua npunoxenun gna OC Android n iOS.

AHanuns npunoxeHunin Ha sa3blkax ABAP, Apex, ASP.NET, C#, C/C++, COBOL, Dart, Delphi,
GO, Groovy, HTML, Java, Java gns Android, JavaScript, JSP, Kotlin, LotusScript,
Objective-C, Pascal, PHP, PL/SQL, Python, Perl, Ruby, Rust, Scala, Solidity, Swift, T-SQL,
TypeScript, VB 6.0, VB.NET, VBA, VBScript, Visual Basic, Vyper nnu 1C.

MpunoxeHnst MOryT 3arpykatbCs N5 aHanu3a Kak B Buae annos MCXOOQHOrO Unm
BGuHapHOro Koga, Tak U HanpsiMyto U3 penosuTopus. B cnyyasx, Koraa NCxogHblv Ko,
HEeAOCTyNeH, MOXHO 3arpyaTtb B Solar appScreener ncnonHsemble gansibl NPUNoXeHUs.
[ns MmobunbHbIX npunoxeHun Ha Android unu iOS gocTaTo4HO CKONMMPOBATbL CCbISIKY Ha
npunoxexne n3s Google Play unm App Store cooTBETCTBEHHO.

AHanu3 KoHUrypaumoHHbIX hannos.
MOHUTOPUHT U3MEHEHNSA YPOBHA 6E30MacHOCTU MPUMOXKEHUS.

B Solar appScreener peanusoBaHa BO3MOXHOCTb reHepaL M OTYETOB 4S5 NOSTyYEHMS
MHpopMaLMn No pesynbratam aHanmaa npoektoB. OTYETLI MOXHO reHeEpPMpPOBaTh B
dopmartax PDF, HTML, CSV, DOCX, SARIF unu otnpaenate no noyte. ®opmar JSSON
JocTtyneH Yepes Bbi3oB API. Takke pesynsratbl aHanmsa MOXHO npocMaTpueaTth U
CpaBHMBaTb HENoOCcpeaCTBEHHO B BeO-UHTepdence Solar appScreener.

dopmupoBaHue pekomeHgaumin no Hactponke WAF (ansa Be6-npunoxeHun).

B Solar appScreener npegycMoTpeH MexaHU3M reHepaumm getanbHblX pekomeHgaumm no
HacTporke WAF, 6GnokupyoLmx BO3MOXHOCTW 3KCnyaTauum psga ya3ssMmocTen o
MOMEHTa UX YCTpPaHeHus:.

WNHTerpauma B npouecc pa3paboTku.

C nomoLbio MHCTPYMEHTa KOMaHOHOM CTPOKM Solar appScreener B3auMogencTByeT C
cuctemamm HenpepblBHOM nHTerpauumn (Continuous Integration), nossonas HanaguTs
HenpepbIBHbIN NPOLECC KOHTPONSA Ka4ecTBa MCXOAHOMO KoAa U CHMKas BpeMEHHbIe 3aTpaTthl.
Kpome Toro, Solar appScreener no3BonseT aBToMaTu3npoBaTtb NPoOBEPKY HOBbIX cbopok MO
N MOXET ObITb BCTPOEH B nNpouecc 6e3onacHon paspadotku (SDLC).
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4.3. CoorBeTcTBME Knaccudumkaumm CWE

Solar appScreener npegocTtaBnsaeT OYHKUNOHANBHOCTL AN paboThl C y93BUMOCTAMMU B
cooTeeTcTBUK ¢ Knaccudpukauynen CWE.

Common Weakness Enumeration (CWE ™) — aTo nepeyeHb pacrnpOCTPaHEHHbIX TUMNOB
YySI3BMUMOCTEN NPOrpaMMHOro 1 annapatHoro obecneyeHns, MMeLWmMx NnocneacTsna ans
6e3onacHocTu. og «ya3BMMOCTAMUY NOHMMAIOTCA AedEKTbIl, YA3BUMOCTU U Apyrue owmnbku B
nporpaMMHON Unu annapaTHoOW peanusauuu, Kkoge, An3anHe Unu apxuTekType, KoTopble
AenaT CUCTEMbI, CETU Unn obopygoBaHMe NOTEHUMANbHO NOABEPXKEHHBIMU aTakam
3noymbiwneHHmkoB. CWE List n cBsi3aHHbIe C HUM Knaccudumkauum cnyxart MHCTPYMEHTOM
ANA naeHTurKaLmMm n onnMcaHns aTxX yasBuMoCcTeNn.

B Solar appScreener MOXHO:

® MPOCMOTPETL CCbINIKM HA COOTBETCTBYIOLUIN YS3BUMOCTU naeHTudpukartop Hegoctatka (CWE
item) (Bepcua 4.0) B kapTouke npaBuna unu ero metkax (nogpobHee B pasgene pasuna);

* nckaTb/punsTpoBaTh NpaBuna no knaccudpukauyum ysassmmocten CWE;

e co3aaBaTb Monb3oBaTeNbCKME NpaBuna Co CCblfIkaMu Ha COOTBETCTBYHOLLME
noeHTudukaTopsl HegoctaTkoB (CWE items) (nogpobHee B pa3gene [lonb3oBarernibckue
npasuna);

® COOTHOCWUTb HanAeHHbIE YA3BMMOCTWN C COOTBETCTBYIOLLNMU naeHTUMrKaTopamm
HepocTtaTkoB (CWE items);

e cos3gaBaTb 0T4Y4ETHI B popmaTtax PDF, HTML, CSV, DOCX n SARIF B cooTBeTCTBUM C
knaccudgukaumnen yassmmocten CWE/SANS Top 25 (nogpobHee B pasgene JkcropT
OT4YéTa).

4.4. Tpe6oBaHusa Kk APM nonb3oBaTtens

4.4.1. TpeboBaHUA K annapaTHOMY obecne4yeHUo

APM nonb3oBaTensa Solar appScreener 4OMKHO OblTb 060PYAOBaHO NEPCOHASTbHBIM
KOMMbIOTEPOM C NOAKINIOYEHMEM K BHYTPEHHEN CETU KOMMNaHWUN.

4.4.2. Tpe6boBaHNA K NporpaMMHOMY obGecrnevyeHuto

B cocTtaB nporpammHoro obecneveHnsa komnetotepa ansa APM nonb3oBatens Solar
appScreener OOMmKHa BXOOUTb NporpaMmMa-KnveHT, npegocTaBnaLwLas nons3osarento
BO3MOXHOCTb HaBurauum n npocmoTpa Beb-pecypcoB (bpaysep). PekomeHayemble 6paysepbl
(akTyanbHble Bepcun):

Mozilla Firefox;

Google Chrome;

Safari;

Internet Explorer;

Microsoft Edge.



https://cwe.mitre.org/data/index.html
https://cwe.mitre.org/data/index.html
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5. AHTEP®ENC NOJIb3OBATENSA

5.1. ABTOopusauus

Ccbinka ansa exoga B Beb-nHtepdenc Solar appScreener (aanee Ul) npepgoctaensietca
agmuHuctpartopomM. Npu nepexoge nNo ccbifike Nonb3oBaTtenb NonagaeT Ha CTpaHuUy
aBTOpU3aLUMN.

UToObI BONTU B CUCTEMY, BBEAMTE NOMMH 1 NAposfb N HaxXMnUTe kKHornky Bontu (puc. 5.1).

Bxoa B cuctemy MoxeT ObITb OCYLLECTBIEH C MOMOLLBIO fIorMHa (B hopmate <user> unu
<user@domain>) n napons y4éTtHou 3anvcu LDAP. YTobbl HACTPpOUTbL AOCTYM C NOMOLLbIO
LDAP, obpatutecb K agMUHUCTPATOPY.

appScreener

Puc. 5.1: CtpaHnua AsTopmsauun

Mpw BBEOEHMN HEBEPHbIX YYETHBIX AAaHHbLIX Ha akpaHe oTobpasnTcs coobLueHne HeBepHbIN
norvH u/vnu napons. Mpu NpeBbILEHMN YMCTa NOMNbITOK ayTEHTUMKALMUM C HEBEPHBIM
naponem Ball akkayHT OyaeT BpeMeHHO 3abnokupoBaH. KonnyecTBo NonbITok
ayTeHTUUKaLUN 1 NPOAOIIKMUTENBHOCTL BNOKMPOBKN yCTaHaBNMBAETCA aAMUHUCTPATOPOM
cUCTEMbI (MO YMONMYaHMIO NMUMUT NOMNbITOK BXoga — 5, Cpok GNokMpoBkM — 5 yacos).

Mpexage 4yem HavaTb paboTy ¢ Solar appScreener, 03HakoMbTECH C [1onNb3oBaTENLCKUM
cornaweHvem n Haxmute MpuHumatro(puc. 5.2).
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NALEEH3WOHHGIM OTOBOP C KOHEYHBIM MONTb30BATESIEM

Solar appScreener®
BAX{HO! MNpounTaiiTe BHUMATENBHO HUKEUINOMKEHHOE, NPEXK/E YEM YCTAHABNMBATD, 3aNYCKATD MM WHbIM cNocoBoM UCNONb30BaTh NporpaMMHoe obecneueHmne «Solar
appScreener» (ganee — «[0»).

HacToswmi NivueHsrorrbii norosop ¢ Kokeusoim nonbaosatenem (nanes — «[loroeop») perynvpyeT OTHOWEHWA, BOSHMKAWME Mexay Komnanuei v Bamn — dusnueckum nnn
HPUANUECKUM THLOM W ONPefanfeT NOPAAoK W YCI0BUA Wenonb2osaria Bamu N0, [lorosop 2akNHUasTes B yIPOLWEHHOM NOPALKE W ABNAETCA AOTOBOPOM NPUCOSAUHERUR,
YCNOBWA KOTOPOTD M3NOMEHDI B 3NEKTPOHHOM BUAE W A0BSASHbI A0 Balero ceeneHma.

[Horosop BCTyNaeT B CMNY C MOMEHTa, Koraa Bel HaumnHaeTe ucnonbaoeats N0 nnbo, ecnv 370 NpeaycMoTPeHo dyHKUMOHANBHBIMK Bo3MOMHOCTAMMK 110, ¢ MOMeHTa, Koraa Bei
npuHMMaeTe ycnoews [loroeopa, 0TMeTHE B npouecce ycTasoeky [10 Ha CBOEM YCTPONCTEE NYHKT «5l cornace ¢ ycnoBuamMi JIMUEH3N0HHOIO 4OT0BOPa” MK MHbIM
NpeAncXeHHbIM cnocoboM BolpaxaeTe CEOS COMMAacke Ha 3kpake Bawero ycTpoAcTea € NoMolwbio MKTepdefica yeTaHoeky M0, [orosop, M3N0KeHHbIM B 3NEKTPOHHOM BUAS,
npu Bawem aKUenTe, KakK YKazaHo Bbllle, CUMTASTCA 3AKNKUSHHDIM B MMChMEHHOR dopMe B cooTEeTCTEMY C M. 3 cT. 434 v n. 3 cT. 438 MpamxpaHckoro kogekca Poccuiickol
Depepaumu.

B nio6om cnyuae, Havano ucnonszosanun MO o3navaet Bawe nonHoe n Bezorosopounoe cornacue ¢ ycnoenamu [orosopa. Bel nogreepxxpgaete, uto [orogop Gein Bamn
Npo4YnTaH, ycnoews ero Bam nonaTHbl, M Bol ¢ HMMK nonHocToro cornackol. Ecnmn Bel He cornackbl ¢ ycnoewamu [loroeopa, He ncnonosyiite M0,

Ecnu npepocTaensHure npasa ucnons2oeanus N0 conpoBoxAasTCA 0TASNbHBIM cornawexnem ¢ KoMnaduei unun Mapthepom KoMniakuk, oNpeaenaniMM YeNoBra
ucnonbaoeaHna Bamu N0, To, B cny4as pacxoxOeHnid B CoAepaHK Mexay TekcTom [loroBopa v TEKCTOM COOTBETCTBYIOWENS OTAENbHOMC COrNAalleHUA, NPEMMYLLECTEEHHYIO
CHNY MMEET TEKCT OTASNbHOMO COMMAlEH WA BHE 3aBMCHMOCTI OT TOTO, 3aKNKOYEHO TAKOe COrNalleHue paHee uUnu nosgHee florosopa.

Mpaea Ha [0 oxparATeA LefCTEYHWMM 3aKOHOAATENECTEOM Poccniickoi (Denepaunm n MexayHapoaHsIMy cornaweHuamu. HekoTopeie yacTy (komnonesTol) M0 moryT

OXPaHATLCA HOPMaMM 3aKOHOAATENLCTEA O NATeHTaX M HOy-Xay. Hapywerue yonoewid llorosopa v npae Ha 0 BneueT 3a cobol 0TEETCTBEHHOCTb, NPEOYCMOTPEHHYID
Horosopom 1 3akoHogaTenscTeoM Poccuiickol egepaumu.

1. TEPMWHbI M ONPEOENEHUA

1.1. «Komnanms» — O6wecTe0 C orpasuueHHoi oTeeTcTBeHHOCThi0 «COJIAP CEKBHOPUTU» (000 «CONMAP CEKBHOPUTW»), topuanyeckoe nuuo, 3apermcTpupoBaHHoe n
OCYLECTENAILES CEOM ASATENEHOCTE B COOTEETCTENM C 3aKOHOAATENLCTEBOM Poccniickoi (enspalnmy, OCHOBHON MOCYAAPCTEERHLIA PErMCTPaUnoRHoIA Homep (OTPH)
1157746204230, zaperucTpupesa+do no agpecy: 127015, r. Mockea, yn. Batckas, a. 35 ctp. 4, 37 4, nom. 7, kom. 12, 20-23, 25-34, 43-54, 65, KomnaHuAa senAeTcs
npaeoobnagatensam N0 «Solar appScreeners.,

1.2. «I0 «Solar appScreener» unu «MO0» - nporpamma ans 3BM, npeactaenaowas coboi MHCTPYMEHT CTAaTUYECKOrO aHanvW3a MCXOAHOIo KoAa NporpaMMHoro ofecnedenna Ha

ormene m

Puc. 5.2: lNonb3oBaTtenbckoe cornatwleHme

Mocne ycnewHoro Bxoda B cMCTeMY oToBpaxaeTcs KpaTkast MHCTpyKumMs. locne npocmoTtpa
WMHCTPYKUMN oTobpakaeTcs [loMawHAAa cTpaHmua. NoBTOPHbLINM NPOCMOTP KpaTKOW
WMHCTPYKUMN JOCTYNeH Ha cTpaHuue O npoAaykre.

5.2. TnaBHOE MeHI0

B BepxHen YyacTu CTpaHULbl pacrnonoXeHo rnaBHOe MEHIO, KOTOpOe NpefocTaBnaeT AOCTYN K
pasgenam [lomalwHaAa cTtpaHuua, MNMpoekTsbl, NMpaBuna n Habopbl, AHanuTuka, O npoaykTe,
JInyHbIN KabuHerT.

appScreener JloMawHsia cTpaHuLa MpoexTsI Tpynnki NpoeKToR Mpasuna u HaGops! 0 npoaykTe

Puc. 5.3: maBHOE MeHI0
[na goctyna k opMe 06paTHON CBA3N HAXMUTE . .

5.2.1. lomawHAA cTpaHuua

HdomalHaa cTtpaHuua (pyc. 5.4) npegHasHadeHa aAns 3arpy3ku 1 CKaHMPOBaHWS HOBbIX
npoekToB. MpoekToM 34echb 1 Aanee HasbiBaeTcs 3arpy3ka B Solar appScreener npunoxeHus
1 ero CKaHMpoBaHUE C LENblo BbISIBNEHUS yA3BMMOCTel. [og ckaHMpoBaHueMm criegyeT
MOHMMAaTb aHanmn3 UCXOAHOIo UM GUHAPHOTO KoAa NPUIOXEHUS U BbiSIBNEHEe (oparMeHToB
Koda, coepKallmX ya3BMMOCTU. YAI3BUMOCTU — HeOoCTaTKM B KoAe NPUMOXKEHUs, KOTopble
MOryT GbITb MCMOSb30BaHbI 31T0YMbILLNIEHHUKAMM U Bbi3blBaTb HAPYLLEHWE KOPPEKTHOW paboThbl




»
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npunoxeHus. Mogpo6GHoe onncaHne 3anycka NpoekTa NpeacTaBneHo B pasaene CosgaHue
npoekTa.

Ha [lomaliHen cTpaHuue Takke MOXHO:

® 03HaKOMUTbLCS CO CMMCKOM MPOEKTOB — OTOBpaxatTcs nocneaHue 4 npoekrta ¢
nocnegyoLen ccolnkon Ha ctpaHuly NMpoekTbl C NOMHLIM CMIMCKOM NPOEKTOB;

* yBUOETb CTATUCTUKY MO KOJTM4ECTBY CKaHI/IpOBaHVII7I Cc y‘-léTOM CTaTyCoOB. Haxxmute Ha cTarTyc,
YTOObI NOCMOTPETb CMNCOK COOTBETCTBYHOLLUNX NMPOEKTOB.

appScreener JlomawHsa cTpaHmuua NpoexTs! TpynnkI NPoeKTOR Mpasuna u Ha6ops! 0 npoaykre

CkaH 1MpoBaHNA Beero npoekToe 4 3aseplueHo 4 B npouecce 0

I Java Project ! Vyper Project I Python Project ! Pascal Project

3aBeplueHo 3aBeplueHo 3aBepluUeHo 3aBeplieHo
QB x QB x QB x Q E
- e 46 o1 e 12 e 5
141 5 45 15
0.4 1.h
157 656 50 1
80 61 9 0

3arpyanTb npunoxenne

h B bibpath haitn

Puc. 5.4: [lomawwHasa ctpaHuua

5.2.2. lpoeKTbI

CtpaHuua MpoekTol (puc. 5.5) npegHasHadveHa Ong ynpasneHus npoektamu. Bece npoekTol
npeacTaBneHbl B BUAE Crvcka C KpaTKMMU XapakTepucTukamu.

[Lomawkss cTpanmua MpoekTei Tpynni npoekTos Mpaswuna u Habop: 0 npoaykTe

Cz lNokazaTb apxue Cosparb npoekT

Ha3BaHue npoekTa [atau Bpems

CraTtyc ckaHmpoBaHua obHOBNGHMS 4 Asbik Crpoku kopa YazsumocTn PelitiHr
v Java Project 3asepuieo lﬁg;gil A 14938 46 a2 0.4
'Y Vyper Project 3azepuseno Oi,g ;12 gio P IR 4 17606 1 723
2 ponRioiect 3amepueno Oi‘i;'ﬁg? 2 261 12 16 1.4
a Pascal Project 3agepLueHo 0190;12(5(2)0 * 105 5 21

Puc. 5.5: TpoekTbl

[ns kaxgoro npoekTa oTobpaxatoTcs cneayowme aaHHbIe:
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* 10roTun, Ha3BaHWe NpoekTa, aBTop (Nonb3oBaTesb, 3arpy3mBLUMi NPoekT), ID npoekTa
(nepsble wecTtb cumonos UUID npoekTa);

PHP Project 16.01.2020
3aBepuero 153130 5 Js P e ma 15487 40 19 110 0.6

Puc. 5.6: lNMpoekTbl: Ha3BaHue

® CTaTtycC nocneaHero CKaHMpoBaHuA;

PHP Project 16.01.2020
ptp| [moa (sl 3
® Jasepuero e~ 5 s 15487 40 1 170 0.6

Puc. 5.7: TpoekTbl: cTatyc

* MEHI AENCTBUMN:
o konuposaTb UUID npoekTa;
© MOCMOTPETb NoAPOBHbIE pe3yrnbTaThl NOCNEeAHEro CKaHNPOBAHUS;
© 3anyCTUTb CKaHWPOBaHWE,
o BbIFPY3UTb OTYET;
© HaCTpPOWUTb MPOEKT;

o apxXxmBupoBaTb MPOEKT.

[lomaluKsa cTpaHuLa NpoekTs! TpynNEI NPOeKTOR Mpasuna u Habops 0 npoaykTe

E Mokazatb apxue Cosparb npoekT

HasBaHe npoexTa .
4 A3elk Crpoku Kopa Ya3euMocTn Peitunr

[ata v Bpems
newms

CTaTue cKaHUMNORAUUG

@ Cronmposars UUID npoekta P

“ Java Project
2:21

[ioN

14938 6 141 : a1 0.4
[E] Mocmorpets nogpabHbie pesynsTatsl

Vyper Project Q) 3anycrums ckannposame
& ! : 2020 s B sV 17606 1 5 1 723
[7 BuirpyauTs oTu&T 51

{8 HactpouTs npoekT

‘ Python Project -2020 ) 261 12 5 1ne 1.4
E ApX1BMPOBATS MPOEKT f:21
Pascal Project vrw7.2020
.
Y 3asepuero 190100 & 105 5 1 21 2.2

Puc. 5.8: lNMpoekTbl: gencraus

* KHOmMka gobasneHus B i3bpaHHoe
‘ Python Project @ IobaeuTb npoekT B rpynny UsbpaxHoe 0072020 el 261 12 45 g 116 14

19:01:21

Puc. 5.9: MpoekTbl: gobasutb B N3bpaHHoe

® farta 1 BpeMd nocneaHero CKaHMpoBaHUA,
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& et Sasepuero I 15487 a0 0.6
Puc. 5.10: lMNMpoekTbl: gata n Bpems

* A3blKK, 4119 KOTOPbIX OblN NPON3BEeaEH aHanms;

PHP Project 16.01.2020

® 3asepuieHo 153130 15487 40 170 0.6

Puc. 5.11: lNpoekTbl: TN NpunoxeHna

¢ KONMM4YeCTBO CTPOK KOAa B MNPOEKTE,

PHP Project 16.01.2020
php 0
® S i B g e mw ma 40 1m0 0.6

Puc. 5.12: lNMpoekTbl: CTPOKK KoAa

* KONMMYECTBO YSI3BUMOCTEN KPUTUYECKOrO, CPeQHEro, HU3KOro M MHOPMaLVOHHOTO YPOBHEWN,
a Takke obLiee KONMYecTBO YsI3BUMOCTEN;

PHP Project 16.01.2020
php  musa  TsaL
b e 1o313e 5o e o

Puc. 5.13: lNMpoeKTbl: KONMYECTBO YS3BMMOCTEN

® PEUTUHT MPUITOXKEHUS.

PHP Project 16.01.2020 -
6 3apepleHo 15:31:34 S| (Js| |Pe| [ne| [ 15487 40 110

Puc. 5.14: NMpoeKTbl: penTuHr

B appScreener ysa3BMMOCTY NoAeNeHbl Ha YeTbIpe KaTeropum: KpUTUYECKne, CpeaHero YpoBHs,
HM3KOro YPOBHS Y MHOPMALMOHHOTO YPOBHSI.

1. KpuTnyeckme ya3BMMOCTH C BOMbLLION BEPOSITHOCTBIO MPUBOAST K KOMAPOMETaLnn
KOH(PMAEeHUMaNbHbIX JaHHbIX N HAPYLLEHUIO LEeNOCTHOCTU CUCTEMBI.

2. YA3BMMOCTWN CpegHero ypoBHSA MOTryT C MeHbLUEN BEPOSTHOCTLIO MPUBECTU K
KOMnpomeTaLmm KoHpuaeHUManbHbIX AaHHbIX U HAPYLUEHWIO LLeNTOCTHOCTU CUCTEMbI NGO
ABNAOTCS MeHee CepbE3HbIMU HapyLLeHNAMN 6e30MacHOCTMW.

3. Ya3BMMOCTM HU3KOro YPOBHSI MOTYT CTaTb NOTEHLMAaNIbHON yrpo3on 6e3onacHoCTu.

4. YA3BUMOCTN MHAPOPMALIMOHHOIO YPOBHSA CUrHaNM3NpYyHT O HapyLLUEHMM XOPOLUMX NPaKTUK
nporpaMMmnpoBaHus.

PenTtuHr NPUITOXEHUA BblHUCTTAETCA NCXOOA U3 KOnnyecTBa KPpUTUHECKUX yﬂ3BMMOCTeVI n
yFI3BI/IMOCTel71 cpeaHero ypoBHA. Brnnanue KPUTUHECKNX yFI3BI/IMOCTel71 fonbLue, Yem BnsiHNE
yﬂ3BI/IMOCTel7I cpeHero ypoBHA, U HE YYUTbIBAET obbem koga. Ya3BMMOCTHU cpeaHero ypoBHs
Y4YUTbIBAKOTCA U3 pacqéTa NX KonnyecTBa Ha obLee Yncno CTPOK NMCXOOHOro Koaa.
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Cnncok MOXHO OTCOPTUPOBATL NO Ha3BaHWIO, CTaTyCy NocregHero CKaHNPoOBaHWS, Mo Aarte u
Nno penTuHry. [Ans aToro HaXXMmMTE Ha COOTBETCTBYIOLLNIN 3arofiloBOK, MOBTOPHOE HaxaTtue
MeHSIET NOPAA0K COPTMPOBKK (puc. 5.15).

JomawnHas cTpanmia NpoekTsl TpynnEl NpoeKTos Mpas#na u Ha6ope! © npoaykTe

&7 Mokasars apxve Cospats npoekT

Hassauwe npoekta & |aTa v Bpems
P A F Sanik Crpokm Kopa [— Peiunr

CraTyc ckanuposaHus .
obHoeneHvs

Vyper Project 01.07.2020 'E' s W

3
EY 3asepuweHo OO s 17 606 1 723

Python Project Sasepueno 01.07.2020 a
L ' 19:01:21

A Pascal Project 01.07.2020 *

r 5
3aBeplueHo 19:01:00 105 5 21

J; Project
" lava Projec 14.04.2021 14938 46 224 0.4

3asepuwero 14:52:21

-

Puc. 5.15: CopTupoBka no Ha3BaHuto

ANsa cKpbITUA HEHY>XHbIX B AA@HHbBIA MOMEHT MPOEKTOB CYLLECTBYET BO3MOXHOCTb apX1BaLuW.
ApXMBMPOBAHHBIN NPOEKT COXPAHAETCSA B CUCTEME, HO CTAHOBUTCS HEQOCTYNMHbIM ANnga paboTbl.
Bbibepnte ApXMBUpOBaTb NPOEKT B MEHIO AENCTBUN, YTOObI 406aBUTL NPOEKT B apXmB.
[MpoeKT, HaxoaAWNNCS B apxmBe, MOXHO HanTK, HaxaB lNoka3aTb apxmuB Ha CTpaHuue
MpoeKThbl.

[nsa ynobHon HaBuraumm no NnpoekTam npegycMoTpeHbl Nouck n omnetpbl (puc. 5.16). MNMounck
NO3BONSAET UCKaTb NPOEKTbI N0 Ha3BaHuto, ID npoekTa nnn asTopy. YT06bl YCTAHOBUTL
UNBTPbI, HAXXMUTE Ha UKOHKY (PUNBTPOB Y HACTPOUTE OAMH UMM HECKOSTbKO NapamMeTpoB:

e CTaTyC CKaHMpPOBaHUS — BbIGPaTb M3 CNMCKa CTaTyCbl CKAHUPOBaHWUS;

e farta obHOBMNEHMS — 3aaaTb BPEMEHHOW AManasoH;

* A3blkM — BbIOpaTbh OANH UMM HECKONbLKO SA3bIKOB NPOrpaMMUPOBaHUS;

* PEWTUHr — 3aaaTb AvManasoH AN peruTUHra NocneaHero CKaHMpoBaHNUS B MPOEKTE;

* KOJIMYECTBO YSA3BMMOCTEN KaXXAO0ro U3 YPOBHEW KPUTUYHOCTM — 3ajaTb AManas3oH Ans
KonmnyecTBa ysi3BUMOCTEN KPUTUYECKOTO, CPEAHETNO, HA3KOTO UM MHGOPMaLMOHHOIO
YPOBHS;

* Halnunyme B rpynre rnpoeKkTos.




>

v appScreener MmaBa 5. UHTepdenc nonb3osarens
-
V] [V] L B solid 0 _
4 ABAP 4 Java, Scala, Kotlin [ Solidity
* —e
NlobasneHo & ouepens Apex JavaScript Swift 0 1 2
NpeT ckakuposaHve 3 LotusSeript T-SQL
YacTuukble pesyniTaTs C/C++ Objective-C TypeScript KpuTiueckoro yposHs -
Owmbka COBOL Pascal VB.NET
Cpeatero yposHs
3agepweno Config files PHP VBA
OcraroBneHo Dart PL/SQL VBScript Huakoro ypoeHa
HeT crarnvposanuii Delphi Python Visual Basic 6 VrdpopmauvionHoro
BbibpaTb BCe X CHATb Bee Go Perl Vype!
Groovy Ruby 1c
HTMLS Rust
Beibpars sce x CrsT Bce

Puc. 5.16: ®unbTpbl NPOEKTOB

UT06bI yCTAHOBUTbL (PUNBTPLI, HAXMUTE Ha KHOMNKY MpuMeHuTb. [locne npumeHeHus
(o1nbTPOB B NPaBO YaCcTU CTPaHULbI MOSBUTCA KONMMYECTBO OTOBPAHHbLIX NPOEKTOB U KHOMKa
COpocutb. Haxxatne Ha KHONKY OTMEHUT hunbTpaLmio.

YT06bl NEPEenTN Ha CTpaHMLy KOHKPETHOIO NPOEKTa, HAXKMUTE Ha ero Ha3BaHWe B CMMCKE.
Moapo6Hee Npo ynpaBneHne KOHKPETHbIM NPOEKTOM B pasaene YrpasreHue NpoekToM.

5.2.2.1. Oyepeab CKaHMpPOBaHUU

Ha Bknagke Ouyepeab CKaHUPOBAHMW MOXHO YNPaBNATb o4epenbio CKAaHNPOBAHUN B
cucTemMe, nogHMMaTb/onyckaTb NPUOPUTET CKaHupoBaHun. Cnuctema nogaepxmeaeTt 4 ypoBHS
npuoputeTa ckaHnposaHuin: Huskmnin, CpeaHunin, BeICOKMIA 1 QKCKNIO3UBHBLIN. 10 yMOnYaHuio
CKaHMpOBaHu1s 3anyckarTcs co CpeaHUM NpUOPUTETOM.

MckaTb ckaHupoBaHue B ovepeaun MoxHO no 1D, HasBaHMo NpoeKkTa 1 aBTopy CKaHMPOBaHUS.

B OCHOBHOM YacTu CTpaHWLbl HAXOOUTCA CMMCOK BCEX aKTUBHbIX CKAHUPOBaHU B CUCTEME.
OH npefgcTaeneH B Buae Tabnuupbl co ctonbuamu:

e HasBaHue npoekTa — KnnkabenbHO, MO KIMKY NponucxoauT nepexoq Ha ctpaHuly O63op
(Mpv HanNu4MM gocTyna B NPOEKT y Nosib3oBaTens);

CkaHupoBaHvne — nepsble 6 cumonos UUID ckaHnpoBaHUs (Mo KHOMKe MOXET BbITb
CKONUPOBaH LIENIMKOM) 1 aBTOP CKaHWPOBaHUS;

[ata co3gaHus;

e Crartyc;

e [1pnopuTer.

Bce ctonbubl noaaepxMBaroT COPTUPOBKY, MO YMOMYaHUIO OTCOPTUPOBAHbLI MO NMPUOPUTETY.
CkaHMpOBaHUSA C OAMHAKOBbLIM MPUOPUTETOM COPTMPYIOTCS MO AaTe co3aaHus: NepBbiM
oTobpaxaeTcs 1 GyaeT NPOCKaHMPOBAH NPOEKT, 3anyLLUEHHbI paHbWe.

O6paTtnTe BHUMaAHWE: U3MEHEHWNE NPUOPUTETA CKAHUPOBAHUS 3aTparMBaeT TONbKO NPOEKTLI B
oyepenm 1 He MOBMUSIET HA NPOrPecc CKaHMPOBaHWI, KOTOPbLIE YKe BbIMOSHATCS.
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5.2.3. pynnbl NnpoeKkToB

MpoekTbl B Solar appScreener MOXXHO 06beanHATL B rpynnbl. Icnonb3ysa rpynnbl, MOXHO
BbINOMHATbL JENCTBUSA C HECKOSNIbKUMU NOrMYeCcKn CBA3aHHbIMU NPOEKTaMy OA4HOBPEMEHHO.
Takke onsa rpynn 4OCTynHa cBogHas MHopMaums n aHanutuka. PaboTtatb € rpynnamm MOXHO
B pasgene Npynnbl npoekToB (puc. 5.17).

appScreener

E—

(ﬁ Mokasatb apxus Cospatb rpynny
|i[| AnanuTika

HazBakue rpynnsi
[ata nocnieHero o6HoBReH!sA AsTop KonnuecTso npoexTos

¥ Wsbpanmoe 98.04.2022 13:31:24 demo_2020_q2 2
Web apps 20.04.2022 05:02:58 demo_2020_q2

Llobilclapps 20.04.2022 05:02:40 demo_2020_q2 3

Puc. 5.17: I'pynnbl NpoekToB

Cnuncok rpynn otobpaxaeTcss B OCHOBHOW YacTu CTpaHuubl. [ns Kaxaon rpynnbl
oTobpaxatoTcs cnegyowme gaHHbIe:

* HasBaHwWe rpynnsbl;
e |D rpynnsl;
* BUOAUMOCTb;
* MEHIO0 AENCTBUMN:
o konuposaTb UUID rpynnbi;
o MPOEKTbl — NepemnTn K CINCKY MPOEKTOB;
o HacTpouUTb rpynny;
© apxXuBupoBaTb rpynny.
e farta u BpeMsi OGHOBMNEHNS;
* aBTOp;
® KONMYEeCTBO NPOEKTOB B rpymnmne.

Cnncok MoXHO oTcopTUpoBaTh. [nNsa 9TOro HAXKMUTE Ha COOTBETCTBYIOLLIMIA 3arofioBOK,
NOBTOPHOE HaXxaTne MeHSAeT NopsiAOK COPTUPOBKU. NS yaobHOM HaBUraumm Takxe
npeaycMOTPEH NOUCK U PunbTpbl. [ToUcK NO3BONSAET UCKaTb rPynMbl MPOEKTOB MO HAa3BaHUI,
UUID rpynnbl unu aBtopy. Yto6bl yCTAaHOBUTL (PUNBTPLI, HAXKMUTE Ha MKOHKY OUITETPOB U
HaCTpOWTE OAMH NN HECKOSbKO NapamMeTpoB:

* BYANMOCTb — BblOpaTb NyGnNnYHbIE UM NPUBATHbLIE TPYNNbI;

® KONMYEeCTBO NPOEKTOB B rpynrne — MOXHO yKa3aTb AnanasoH;

e faTa co3aHus;

e faTta nocnegHero o6HOBNEHUS;

* Hanuume NpPoekToB — A06aBMTb NPOEKTLI, KOTOPbIE AOMKHA coaepXaTtb rpynna.*

* Obpamume sHUMaHue: npu 8blbope HECKObKUX MPOeKkmos unbmp pabomaem Kak
ycnosue UJTN, mo ecmb pe3yrnibmamei rioucka 6ydym codepxxamb 2pyrrbl MPOEKMO8 C XOmsi
6b1 OOHUM U3 yKa3aHHbIX MPOEKMO8.

UT0ObI yCTaHOBUTL (PUNLTPbI, HAXXMUTE Ha KHONKY MpuMeHnTb. Nocne npymeHeHus
GMNLTPOB B NPaBoOM YacTu CTPaHWLbl NOSIBUTCA KONMYECTBO OTOBPAaHHbLIX MPOEKTOB N KHOMKa
COpocuTtb. Haxxatme Ha KHONKY OTMEHUT hunbsTpaLmio.
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5.2.3.1. Co3zpgaHue rpynnbl NPOEKTOB

YTo6bI co3aaTth rpynny NpoekToB, HaxmMmuTe Co3aaTtb rpynny, yKaxKuTe Ums rpynnbl 1
BblGepuTEe NPOEKTbI, KOTOPbIE CNeayeT B HEE BKMOUYNTb. TaKKe MOXHO BKIOYUTb MPOEKTbI U3
cyllecTByrowmx rpynn. Ytobbl rpynna otobpaxanach y Bcex nonb3oBaTenen, Bolbepute
onuuto MybnuyHas. Nocne BbINOMHEHUS 3TUX AENCTBUN HaxkMnTe CoxpaHUTb (puc. 5.18).

-1

Cospgats rpynny

My group [Il 3arpy3uTb noroTun J
© nMpusarkas MNy6nuunan

JOBABWTb BCE MPOEKTbI M3 TPYNMNb NOBABWTb BCE NPOEKTbI N3 CMUCKA

X Webapps . ® TestProject % Test Githab .

Cozparn OTmena

Puc. 5.18: CosgaHue rpynnbl NPOEKTOB

5.2.3.2. Pabota c rpynnoun npoeKToB

UToObl NEPENTM K KOHKPETHOW rpynne NpPOeKTOB, KIMMKHUTE NO €€ Ha3BaHMIO B CAUCKE rpynn.

Ha Bknagke O630p npencraeneHa obwasa ctaTucTnka no cCKaHMpoBaHUSAM B rpynne.
AnHamunky pesynsTaToB CKaHMPOBAHWIA MPOEKTOB MOXHO NPOCNeauTb Ha rpadukax. B
BEPXHEN YaCTu CTpaHWLIbl MOXXHO BblOpaTh TUN 3Ha4YeHU (CyMMapHOe Unn cpeaHee) n nepuog,
Aans otobpaxeHus. CeogHas nHgopMaLms No CKaHMPOBaHUAM NpeacTaBneHa B Tabnvue
CraTtucTtuka rpynnbil.
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appScreener NoMawHss cTpaHuua MpoeKTsI TpYnnbl NPOEKTOB Mpasyna u Ha6opol 0 nponykTe

Test group @ | Tynnoinpoextos > Testgroup > 0630p

@ 0630p MOKA3ATb 3HAYEHUE NEPMOL

50 CratucTuka rpynnb!

4.0 e 2
NPOAOMKUTENBHOCTb 0:00:27

587694
2.0

PenTUHr

1.0

0.0
“eTsepr MATHYLE Ccy66ota BockpeceHbe MoHeaensHIK BTOpHUK Cpena

Hepens

Mpogom«uTenbHOCTb c Kputndeckoro c H WHhopmaumoHHoro B Peit
TPOKM KOAA ©[IHET0 YPOBHSA U3KOrO YPOBHA cero IATHHT
CKPLITL GoKoBOE MEHio @ CKaHMpOBaHMA F Z ypoBHa Pl yp Vi YpoBHS

Puc. 5.19: I'pynna npoekTtos: O630p

[encTeunsa ¢ npoekTamu B rpynne SOCTYMNHbl Ha BKrnagke MpoekTbl. 34eCb MOXHO
NPOCMOTPETb CNNCOK BCEX MPOEKTOB B rpynne, A4o6aBuTb/yaannte NPOEKT Unn
NOMeCTUTb/U3BIeYb NPOEKT U3 apxmea rpynnbl. ObpaTuTe BHUMaHME: Npu yaaneHum npoekta
NPOUCXOANT TONbKO €ro yaaneHue U3 rpynnbl, HO HE U3 CUCTEMBI.

YnpaBnatb rpynnov n npaBamu nonb3oBaTenen B rpynne MOXHO BO Bkragke Hactponku. B
nogpasgene YnpasneHue rpynnon MOXHO pedakTMpoBaTb JaHHbIE rpyrrbl,
noMecTUTb/U3BIeYb rpynny U3 apxmea unu yaanutb rpynny. B nogpasgene Jira MOXHO
npuBs3aTb rpynny NpoekToB appScreener K NpoekTy Jira.

5.2.3.3. AHanuTuKkKa

Paszgen AHanuTuKa npegHasHadeH ans npocMoTpa obuen CTaTUCTUKK No BCEM
CKaHMPOBaHMsIM B CUCTEME U CPaBHEHMWS pPe3ynbTaToB aHanuaa no rpynnam.

Ha Bknagke Pe3synbrathl (puc. 5.20) MOXHO NpocneanTb AMHaMUKY pe3ynsTaToB
CKaHMpoBaHui NpoekToB. [JoGaBkTe rpynny K CTaTucTuke, YToObl CpaBHUTL pesynbraTbl. [Ans
npocMoTpa MHpopmaLmm No BCeM NpoekTam, BbibepuTe Bce npoekTbl B crivcke rpynn.
AHanornyHo pasgeny CratucTuka rpynnbl TUMN 3HAYEHUI U NEPUOA AN OTOBPaKEHUST MOXHO
HacTpouTb. [Nda KaXgon 13 rpynn Ha rpadmkax oTobpaxarTcsa gaHHbIE:

® KONMMYEeCTBO CKaHMPOBAHUN (Mpu oTOBpaeHn CyMMapHOro 3HaYEHNS ) U PENTUHT (Npwu
oToBpaxxeHnn cpegHero 3HavyeHus);

* MPOAOIKUTENBHOCTb CKAHNPOBAHWUIA;
* KONMMYECTBO CTPOK KOAa;

® KONMNYECTBO YA3BUMOCTEMN (C Y4ETOM YPOBHSA KPUTUYHOCTH).
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JoMaWHAR CTPaHUUA NpoeKTsl Tpynnk! NPoeKToR Mpasuna 1 Habopb! 0 npoaykTe

appScreener

e

PeaynbTathl
o] Awanurica
NOKA3ATH 3HAYEHUE nepuon
Cpepnnee Mecsy fon @ CkpbiTb rpadmkm
5.0
20 Test group
Los0
=
=
B
o
o 20
1.0
0.0
YeTaepr MNaThmua cy66ora Bockpecerse MokenensHuk BTOpHIK Cpena
Hepensa
\ N
Ao M N / v/
n Kj 4 o
P eTe CTpoku kofla PR CpenHero yposHa Huskoro yposHa L S0 Bcero PedTuHr
CKaHMPOBaHWA YPOBHSA YPOBHA
Konuuecteo yassumocTeit
»
LOBABWTb MPYMNY K CTATUCTUKE
n
Hassarve rpynnel PoROTITENIBHOCTE Crporn kopa VazeumocTn Peiiunr
cKaHMpoBaHna
Bce npoekTbl 2791:41:37 2916246404 920700 3457 8616282 5
Test group 0:00:27 587694 16 11 158 2

CKPBITH GOKOBOE MeHIO ®

Puc. 5.20: PesynbraTbl CkaHMpOBaHWI MO rpynnam npoeKkToB

[lns npocMoTpa aHanUTUKM NO CKaHMPOBaHWUAM nepeanTe Ha Bknaaky CkaHupoBaHus. B
Tabnuue oTobpaxatoTcs AaHHbIe O KONMYECTBE NPOEKTOB B rpynne, KonnyecTse
cKaHMpPOBaHUIN 1 Ux ctatycax. Ytobbl yopaTb rpynny M3 CTaTUCTUKU, HAXKMUTE Ha UKOHKY
KpecTuKa B KOHLE CTPOKM HY>KHOW rpynnbi.

[floMawHas cTpanuua NpoexTs! TPYNNbI NPOEKTOB Mpasyna u Habope! 0 nponykTe

p—

[ot] Asanwmaca

CKaH1pOoBaHUA

NOBABMTb FPYNNY K CTATUCTMKE

Desktop -

HazsaHue rpynnoi MpoekToe. B rpynne CkaHrpoBaHui B rpynne 3aBeplueHo B npouecce MogroToeka
Bce npoekTbl 9181 29824 12550 7 0
Mobile 3 17 17 0 0
Test group 36 142 115 0 0
My Group 3 9 4 0 0
Desktop 57 79 71 0 0

Puc. 5.21: lNpocmoTp cTaTUCTUKM NO rpynnamM NpoeKkToB
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5.2.4. O npoaykTe

Ctpanuua O npoaykTe (puc. 5.22) cnyxuT gnsa npegocTaBneHns nonb3osaTento obLen
nHdopmaummn o pabote ¢ Solar appScreener. B BepxHen YacTu CTpaHULbl MOXHO
nepeknoyaTbCa MeXay criefgyowmMmn pasgenamu:

e VIHCTpyKUUS;

e CTatmyeckuin aHanus,

OdnHamnyeckmnn aHanus;

e AHanus CTOPOHHUX KOMIMOHEHT.

appScreener [floMawHas cTpanuua NpoexTs! TpyNnbl NpoekTos Mpasyna u Habopel 0 nponykTe

WrcTpykups

MpoananmampyiiTe Caoii npoexT ¢ nomowsio Solar appScreener. 1| Qi (e TR T
Solar appScreener ckanupyet npunoxenus ans i0S u Android, a Takoke NpoekTsl Ha A3bikax ABAP, Apex, C#, C/C++,

COBOL, Dart, Delphi, GO, Groovy, HTML, Java, JavaScript, Kotlin, LotusScript, Objective-C, Pascal, PHP, PL/SQL,

Python, Perl, Ruby, Rust, Scala, Solidity, Swift, T-SQL, TypeScript, TSX, VB.NET, VBA, VBScript, Visual Basic 6, Vyper, [ﬂ CxayaTb pyKOBO[ICTBO afIMWHWCTpaTopa
1C. 3arpy3uTe NPUNOKEHUE U NONYUMTE OTUET ¢ NoAPOBHOI MHopMaumeit 06 06HapyKEHHBIX YA3BUMOCTAX U

PEKOMEHALMAMM MO UX YCTPaHEHNIO.
BKJIOUNATD MOACKA3KM

1. BoauTe & cucTemy nof, ceoeil yuETHORM 3anmcsio

MoCMOTpETH NONb30RATENbCKO. COMNallIeHME

06 aHanuaa npoekTa: CTaTMueckuit, [IMHaMUUECKIUMA aHANKU3 UMW AHANNZ CTOPOHHUX KOMMOHEHT.
Tp¥ BOSHUKHOBEHMM BOMPOCOB HaNMMTE

nycKa CTaTuiec anvsa: .
N no agpecy: info@rt-solar.ru

Oro KOMNbKOTEpa BbIBepHTE apXiB C UCXOAHbIM KOLOM MPOEKT:

, .ear, .aar, .rar, .tar.bz2, .tar.gz, .tar, .cpio),nubo daiinc

waz, .jar, .exe, .dll, .apk, .ipa

10 CCbinke yKaXMTe Cebinky Ha penoautopii Git uau Subversion, npunoxeriue 8 Google

o [lna 3anycka AUHAMAUECKOro aHanuza ykaxuTe URL-apgpec pecypea

Puc. 5.22: O npogykrte

B pasgene UHCTpyKumMA npencTaBneHo KpaTkoe onucaHue 3anycka aHanuaa. /3 atoro
pasgerna MOXHO CkadaTb PyKOBOACTBO MOSfb30BaTENS M BKIHOYUTL/OTKAOUYNTE OTOBpaxeHne
NnoAcKa3ok B MHTepence.

B pasgenax, nocBsiLLeHHbIX TUNam aHanmsa, MoXxHo nogpobHee 03HAaKOMUTLCS C UX
BO3MOXXHOCTSIMU Y apXUTEKTYPO KaXKaoro MOAyrnsi.

5.2.5. JInyHbIN KaOUHeT

JNIn4HbIN KaBUuHeT (puc. 5.23) OTKPbIBAETCA NPU HABEAEHMM KypCcopa Ha UKOHKY g B NpaBoM
yrny BepxHero MeHro. lNosenseTcs Bbinagatowee MeHto ¢ nyHktamu: Mpodwunb, HacTponku,
BbinTtun.
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appScreener
CKaHWPOBaHMSA  Beerompoextos4  3asepuwenod  Brpouecce 0

w w

Java Project Vyper Project Python Project Pascal Projec

w Ky ~

3aBepueHo 3asepueno 3asepueno 3asepuweno

Q B Q B Q B & Q =
012 o5

- ° 46 o1 -
o 141 o5 » 45 15
04 lh 2.2

157 656 50 1
80 61 9 - 0

Puc. 5.23: JIn4HbIN KabuHeT

5.2.5.1. Npocunb

B pasgene Npodunb MOXHO BbINOMHUTL crnegyowme 4encTBus:

® 03HAKOMMUTLCS C MHpOPMaLumen o6 Yy4ETHOM 3anucy;

® 03HaKOMUTbCS C MHpOPMaLMen 06 orpaHNYEHNAX NIMLEH3NN;
® HaACTPOUTb OMOBELLEHUS;

e BblbpaTh A3bIK UHTEPdENCA.

User A3bIK 8bIX0A
I
demo_2022 (LS U

E 7 3.12.0-SNAPSHOT

7 63 orpaHuuenuit
CTBUTENBHA 20 01.01.2030

CpOK MUeHaNM HaunHaeTca -
CpOK MUeH3NM ncTeKaeT -

KonMuecTso AOCTYNHbIX CKaHMPOBaHMI Ges orpaHuueHmit

Puc. 5.24: TMpodunb

Ecnu Bbl XoTUTE nony4aTb NOYTOBbIE ONOBELLEHUS O 3aBEPLUEHHbIX CKAHUPOBaHUSAX,
BOCNOMNb3ynTech nepekntoyatenem. o xxenaHuio K ONoBeLLEeHNI0 MOXHO 406aBUTb KpaTKyto
NMHopMaLMIo O pesyrnbsTatax U CTaTUCTUKY No A3blkaMm (4ns npoektoB SAST) unu Tekct
oLmnbKn B criyvae, ecnun ckaHmpoBaHue ByaeT 3aBepLUeHO C OLLUMOKON.

5.2.5.2. Hactpouku poctyna

5.2.5.2.1. TokeH n naponb

Ha Bknagke TOKeH u naposb MOXHO NOSYyYMTb aKTUBHbLIA TOKEH aBTOPU3aLMn N U3MEHUTb
naposib Y4ETHOW 3anuncu.

TokeH aBTOpM3aLMK NpeaHasHavYeH Ansa ayteHTudunkaumm nonb3oBaTensi NpU BobINONIHEHUN
aencteumn B Solar appScreener 6e3 ncnonb3osaHus Ul. Hanpumep, 4tobbl 3anyckaTb
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CKaHnpoBaHus Hanpamyto Yyepes CLT nnu aBTomaTtnanposatb 4eNCTBUA B CUCTEME C
NOMOLLbIO CKPMNTOB. YTOOLI NONY4YMTb TOKEH aBTOpU3auumn API:

1. Haxxmute Co3paTtb TOKeH.

2. Beeante naporb y4ETHOM 3anuncu.

3. YKaxuTe Bpemsi 4eNCTBUA TOKEHA.

4. Haxmute MNony4ynTb aKkTUBHbLIN TOKEH.

TokeH aBTopunsaumnm noABmMTCA B COOTBETCTBYIOLLIEM NOrIie. O3HakoMUTbLCS C VIHCbOpMaLI,I/IeIZ (0]
BCeX aKTUBHbIX TOKEHAaX MOXHO B Ta6nv|ue.

Cneumdmkauma API

Puc. 5.25: TokeH aBTopusaunn API

B cooteetcTBUM C TpeboBaHMAMN MHPOPMALMOHHON 6Ge30MacHOCTM NAaponb YYETHON 3anncu
AOMKEH perynsipHo o6HOBNATLCA. He3agonro 4o uctevyeHns cpoka 4ENCTBUSA TEKYLLEro
napons Bbl NOAy4YnTE yBEAOMIIEHME.

[1na cMeHbI napons:

1. YKaxuTte TeKyLmin naporsb.
2. YKaxuTe HOBbIWN Naposib U NOBTOPUTE €ro B crefyoLeM TEKCTOBOM Nnorsie.
3. Haxkmute CoxpaHuUTb.

[No ncreyeHno cpoka AencTBms Napons NPon3onageT aBToMaTU4ECKUA BbIXO N3 CUCTEMbI Ha
BCeX ycTponcrtaax. [1ns noBTOpHOro Bxoaa Tpebyercsa ycTaHOBUTbL HOBbLIV NApOrib.

5.2.5.2.2. Tack-meHemXxep

Ana Toro 4tobbl NpuBA3aTth akkayHT Jira unu TYPBO TpekuHr (puc. 5.26):

BbibepuTe HyXXHbIV Tack-MeHeoKep U3 Cnmncka.

Beegute URL cepBepa Tack-meHegxepa.

BeBeguTe NorMH 1 Nnapornb OT akkayHTa Tack-MeHeoKepa.

Ecnu Bbl BbiGpanu TYPBEO TpekuHr, ykaxute ID 6a3bl AaHHbIX.

Mpn HeoBxoaumMocTn akTuBUpyMTE onumo UrHopupoBaTb caMmonoanucaHHbIN
cepTudumkar.

6. Haxmute MNMpuBA3aTb akKayHT.

a0 =

B pesynkrate aTux gencreun B pasgene JIn4yHbIn KabuHeT OyaeT ykaszaH NpuBsi3aHHbIN
aKkayHT Tack-MeHemxepa. B aTom xe pasgene moxHo OTBA3aTb akkayHT v NpoBeputb
coeAuHeHue.
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Nnunbiid kabuHet > HacTpoiikm goctyna > Tack-meHeduep

Jira -

MrHopupoBaTk camonoafMcaHHbIi CepTH(uKar

Puc. 5.26: lNpuBA3ka akkayHTa Tack-MeHemxepa

5.2.5.2.3. NpuBaTHbLIN peno3uTopun

B pasgene NpuBaTHbIN PENO3UTOPUIA MOXHO paboTaTb C YYETHLIMU JAHHBLIMM,
HeobxoaMmbIMn Ans aHanu3a annoB M3 3akpbiTbiX peno3utopues. CoxpaHEHHbIE B pasaene
YYETHbIE 3aNNUCKM MOXHO MCMNOMb30BaThb B PasfnyHbIX NPOEKTaxX B CUCTEME.

Bbl MOXeTe gobaBuTh/pegaktmpoBaTh YYETHbIE AAHHbIE S TUMNOB:

* JIOMVH 1 NApOrb - YKaXnTe nMsi Nonb3oBaTens U Naposib OT pecypca, KoTopomy Tpebyertcs
ayTeHTudmKauus;

® TOKEH [OCTyna - NpeaocTaBbTe TOKEH, MCMOSb3yEMbIN A4S aBTOpU3aLmm Ha CTOPOHHEM
pecypce;

e SHH-knto4 - npegoctaBbTe NpuBaTHbIA SSH-KMOY (MOXET ObITb BBEAEH BPYYHYIO UMK
3arpyxeH dannom) n npm HeobXoaMMOCTM OTpeaakTUpynTe KoHdurypaumto SSH knueHTa
(AOCTYMNHO TOMNBKO NMpK BbIKITIOYEHHOM NMepeknyaTene);

® 3arorfioBKM - UCMONb3YTCH TONbKO ANnga aHanm3a DAST; npegoctaBbTe 3aronoBku n3
pasgena Request Headers koHconu paspaboTtymka ansa asTopusaumm Ha Beb-pecypce;

e hopMa aBTOpPM3aLMM - UCMONb3YIOTCA TONbKO ANns aHanmsa DAST; Bce nong obsi3aTenbHbl
AN 3anOoSTHEHWS, 3@ UCKITKOYEHNEM PEryNAPHbIX Bblpa)KeHU B COOBLLEHNN O BXOoAE/BbIXOAE
(byoeTt gocTtaTovyHO yKasaTb TONbKO OOHO U3 HUX).

[loGaBneHHble Y4ETHbIE 3anncy 0TOOPaXXarTCs B BUAE CMCKa HAa COOTBETCTBYHOLLIMX
Bknagkax. Uto6bl oTpeaakTMpoBaTh AaHHbIE UMM HACTPOUTL AOCTYM K HUM OpPYruX
nonb3oBaTenen CUCTEMbI, BbIOEPUTE HY)XKHYIO YHYETHYIO 3anuCb U3 CrMCKa.

[aHHble YY4ETHON 3anNUCK TaKKe MOXHO 3amnoSIHUTb nepen HadanomM ckaHMpoBaHus. Beibop
onumn Ucnonb3oBaTb AaHHbIE NPU NepeCKaHMPOBaHMU NPOEKTa COXPaHUT AaHHbIEe B
3aWmndppoBaHHOM BUAe B HACTPOMKaxX NpoekTa Ansd nocrneayrLwmx CKaHMpoOBaHUNA.

5.2.5.3. HacTpounku cucrembl

5.2.5.3.1. CkKaHupoBaHue

B nogpasanene CkaHMpoBaHMe MOXHO BbIMOSMHATL AENCTBUS C LabnoHammn HacTpoek
ckaHupoBaHusi. LLlabnoHbl N03BOMSOT HEe HacTpamBaTb KOHUIypaLmo CKaHMPOBaHUS
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BPY4HYIO nepen KaXXabiM 3anyCckom, a B OANH KIMUK BbICTaBIATb 4YaCTO UCMNOJ1b3yeMble
HaCTpOﬁKM Ans aHanmsa. Ha CTpaHuUue MOXHO:

e co3gaTtb WabnoH;
® BHECTWN U3MEHEHWSI B CYLLECTBYHOLLME LLAOIOHBI;
e BblOpaTb WABMOH N0 YMOMYaHMto.

Bbl MOXXeTe caMOCTOATENbHO BbIGUPaTh, U3AMEHATb U yAansaTb 3HaYeHne wabnoHa no
yMOM4YaHuio A4 3anycka aHanusa. Ecnu Bbl HUYero He ykaxeTe nnm wabnoH byget yaanéH,
BaLLUM LWABMOHOM No ymon4yaHuto ByaeT 3HayeHue, yCTaHOBNIEHHOE agMUHUCTPATOPOM
cuctembl. Ecnv agMmnHMcTpaTop He Ha3HaYUT MHOW WAabMoH, ANS 3anycka CKaHMPOBaHUSA
ByaeT Ucnonb3oBaTbCA CUCTEMHbIN LLAGMOH.

[nsa ynobHon HaBuraumm no wabnoHam npeaycMoTpeHa BO3MOXHOCTbL MomcKa No Ha3BaHMI
nnn aBTopy LWabnoHa.

Cos3paHue wabnoHa HaCTPOEeK CKaHUPOBaHUS
UTo6bl co3aathb WabnoH HacTpoek:

1. Haxxmute Ha kHonky Co3paTb wabnoH. Nocne aToro oTkpoeTcs hopMa co3gaHus

LwabnoHa HacTpoexk.

B dopme cosgaHusa wabnoHa HaCcTpoek 3aganTe Ha3BaHWe LWabnoHa.

OTtmertbTe yekboke LLabnoH HacTpoek No yMonyaHuk, YTobbl UCNONb30BaTb BbiIOpaHHbIN

WabnoH No yMon4yaHuio Npu 3anycke HOBOro aHanuaa.

Mpn HeobxogmmocTn gobasbTe onucaHue WwabnoHa HaCTPOEK.

. YkaxunTte, 6yget wabnoH nybnmyHbiM nnun npusatHbiM. My6nnMyHbIN WabnoH o6yget
AOCTYNeH ANsl UCNONb30BaHMs BCEM Nonb3oBaTensam cuctemMol. MpuBaTHbIA WaGNoOH
OyaeT 4OCTyneH TONbKO aBTOpY WabnoHa u agMUHUCTPATOPY CUCTEMBI.

6. WabnoH xpaHuT B cebe nHpopmaumo 0 KOHUrypaunm HaCTPOEK NYHKTOB CReaytoLwmnx

OroKkoB:
* aHanuManpoBaTtb SA3bIKK;
* HacTpowku Java, Scala, Kotlin;
e HacTpownkn C/C++;
e HacTpowkn Javascript;
e 0bLUMEe HaCTPOWKK;
* HacTpoukn penosutopusa Git;
® HACTPOWKM NPUBATHOIO PENO3NTOPUS;
® HACTPOWKN KOOUPOBKM;
e Habopbl NpaBwus.
7. Haxmute CoxpaHuTb. [locne ycnewHoro coxpaHeHusi cucteMa BepHET Bac B nogpasgen
CkaHupoBaHue.

@N

S

BaxxHo 06paTuTb BHUMaHME:

Mpu ganbHenwemM 06HOBNEHNM CUCTEMbI HACTPOMKM CTapbIX WabnoHoB ByayT NnepeHoCUTLCS
6e3 n3aMeHeHuIn. JTo 03HaYaeT, Hanpumep, YTo Npu Ao6aBNeHUM NOAAEPXKKN HOBOIO A3blKa
NporpaMMMPOBaHUS BaM HYXXHO BblGpaTb Bpy4YHYH A0GaBNeHHbIN A3bIK B BaweM wabnoHe,
€CInu Bbl XOTUTE ero aHannavMpoBaTb. B NpoTMBHOM criyyae, Npu 3anycke ckaHUpPOBaHMUS
aHanu3 aToro si3blka 3anyLleH He Gyaer.

M3meHeHMe WabnoHa HacTpoeK CKaHMPOBaHUA
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UT06bI N3MEHUTL LWABOH HAaCTPOEK:

1. HaxxmuTe Ha Ha3BaHuMe wabnoHa B cnucke. Nocne atoro otkpoetcs oopmMa N3MeHeHUs
WwabrnoHa HacTPOEK.

2. BHecuTe xenaemble uaMeHeHus.

3. Haxmute CoxpaHuTb. [Nocne ycnewwHoro coxpaHeHst cucteMa BEPHET Bac B nogpasgen
CkaHupoBaHue pasgena HacTpomnku.

[ns ynanenus wabnoHa HacTpoek Nocrie BbINOMHEeHNs Lwara 2 HaXXMUTe KHOMKY YAaanuThb.
BaxxHO 06paTuTb BHMMAHME:

|_|pl/l penaktnpoBaHnn cob6CTBEHHOrO LWabnoHa Bbl MOXETE N3MEHUTL Ntobble HaCTpOVIKM. |_|pl/l
pa60Te C wabnoHamu apyrnx nosib3oBaTenen Unu CUCTEMHbIM LLABIOHOM HaCTpOI7IKI/1
HeOOCTYnNHbl ONA peaakTupoBaHUA. Bbl moxerTe:

® MPOCMOTPETL LWIABMNOH;

® yCTAHOBUTb BblOpaHHbIN WABNOH B kKadecTBe WwabrnoHa no yMornyaHuo A4 3anycka
aHanuaa;

® CKOMMpOBaTb HACTPOWMKK LWABNOHa 1 UCNOMb30BaThb KOMUIO ANt CO3AaHNA COOCTBEHHOIO
wabrnoHa.

5.2.5.3.2. 3kcnopT oT4éTa

B nogpasgene OKCNOpT oT4YéTa MOXHO BbIMOSHATL AEUCTBMSA C LWabnoHamn HacTpoek
aKkcnopTa oTtyéTa. LLlabnoHbl N03BONAT B OAMH KINWUK BbICTABMASATbL YaCTO UCMOMb3YeMYHo
KOHpurypaumo otyéta. Ha cTpaHumue MOXHO:

e co3gaTtb LWAabnoH;
® BHECTU M3MEHEHMS B CYLLECTBYIOLLNE LLIABNOHDI;
e BblbpaTh WABMOH N0 YMONMYaHWUIO.

[ns ynoGHow Hasurauum no wabnoHam npeaycMoTpeHa BO3MOXHOCTb MOMCKa NO Ha3BaHMUIO
nnu aBTopy WabnoHa.

CosaaHue wWwabnoHa akcnopTa oT4YéTa
YTo6bl co3aaThb LAbNoH:

1. Haxxmute Ha kHonky Co3paTtb wabnoH. Nocne aToro oTkpoeTcs dhopMa co3gaHus
wabnoHa akcnopTta OTYéTa.

3apanTe Ha3BaHuWe WabnoHa.

OTtmeTbTe Yekboke LWabnoH akcnopTa No yMon4aHuio, YToObl UCNOMb30BaTh BbIOPaHHLIN
LWabnoH No ymonyaHuio Npu reHepaumm oT4éTa.

Mpn HeobxoaumocTn fgobaBbTe onucaHne WwabnoHa HaCTPOoeEK.

. YkaxunTte, 6yget wabnoH nyonmyHbiM nnn npueatHbiM. Myo6nuMyHbIN wabnoH 6yget
AOCTYMNEeH NS UCNOMNb30BaHNA BCEM NOnb3oBaTensiM cuctemsl. MpuBaTHbIN WabnNoH
Oynet AOCTyneH ToNbKo aBTopy WabnoHa n agMUHUCTPATOPY CUCTEMBDI.

HacTtporite BuanmMocTb WwabnoHa B CNUCKe Ha CTpaHuLe DKCMOPT OTYETA NpoeKTa.
LWabnoH xpaHuTt B cebe nHpopmMaLmio 0 KOHUrypaumm HaCcTPOEK NYHKTOB OTHETA.
MogpobHee 0 HacTpomKax aKkcnopTa CM. JKCNOPT OTYETA.

@
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8. Haxmute CoxpaHuTb. [locne ycnewHoro coxpaHeHusi cucteMa BepHET Bac B nogpasaen
JKCNopT OTYETA.

M3meHeHue WwabnoHa akcnopTa oT4éTa
YT0Obl M3MEHNTL LABNOH 3KcnopTa:

1. HaxxmuTte Ha Ha3BaHue wabnoHa B cnucke. Nocne 31oro oTkpoeTcs dhopMa N3MeHEHMS
wabnoHa.

2. BHecuTe xenaemble n3ameHeHus.

3. Haxmute CoxpaHuTb. [locne ycnewHoro coxpaHeHmsi cucteMa BEPHET Bac B noapasaen
JKcnopT oT4yéTa pasgena HacTponku.

,D,J'IFI yoareHna lwabnoHa 9KCMopTa nocrie BbIMNOJIHEHUA Llara 2 HaXXMuTe KHOIKY Ypanutb.

5.2.5.3.3. Murpaums npoekToB

B nogpasgene Murpauus NPoOeKToB MOXHO BbINOMHATE 4ENCTBMSA MO NEPEHOCY NPOEKTOB C
O HOW yCTaHOBKM Solar appScreener Ha apyryto. K nepeHocy gOCTYMHbI Kak NPOeKTbI/rpynnbl
NPOEKTOB, TaK N OTAENbHbIE CKAaHUPOBAHMS.

AKCMopT NPOEKTOB

HactpoinTe nonoxeHue nepeknioyaTtens Ha NpoOeKTbl UK OTAENbHbIE CKAHMPOBAHWS U
BblIbepuTe anemeHTbl 4ns 3KcnopTa.

[lns rpynn npoekToB B apxuB OyaeT AobasneHa cneayoLas MHpopmaums:

* rpynna NpoeKkTOB C BXOASALMMUN B HEE NPOEKTaMK;

® HACTPOWKM MPOEKTOB (HACTPOMKM NPUBATHOIO PENO3UTOPUS IKCMOPTUPYIOTCH B HACTPOMKaxX
npoekTa (knoun B pasgene JinyHbin kKabuHet > HacTporKu focTyna He COXpaHsoTCs);
npasa rnorb3oBaTteren He 3KCNOPTUPYIOTCSA);

e ncxogHbIn koA (ons npoektoB SAST) 1 nogpobHble pesdynbTaThl (BKNHOYas xXypHarn
cobbITUR);

* CKaHMPOBaHUA (apXMBUPOBaAHHbIE CKAHNPOBAHUSA HE 3KCMOPTUPYIOTCS);

* MHGOPMAaLNSA O CKaHMPOBAHUSAX C haniom NPUNOXeHUs, ecnu Npu 3anycke obina BoibpaHa
HacTporika CoXpaHUTb 3arpyXeHHbin dpann, n xxypHanamm cobbiTni (aBTop
CKaHMpPOBaHWS HE COXpaHsaeTcsa);

e npaBuna (BKMYasa nonb3oBaTenbCKUe), KOTopble ObINN HapyLLIEHbl YA3BUMOCTAMU OAHHbIX
NPOEKTOB (ToNbko Ans npoektoB SAST);

e Ga3bl SCA, KoTopble BbINN HapyLLEHbI YI3BUMOCTAMM AaHHbIX NPOEKTOB (TOSbKO ANs
npoektoB SCA).

[na npoektoB B apxuB byaet gobasneHa criegyowas nHpopmMauns:

* MPOEKT;

® HACTPOWKM NpoeKTa (HAaCTPOMKM NPMBATHOIO PEMNO3NTOPUSA AKCMOPTUPYIOTCHA B HACTPOMKaX
npoekTa (knoun B pasgene JindyHbin kKabuHet > HacTporKM focTyna He COXpaHsoTCs);
npasBa nosib3oBaTenen He AKCNOPTUPYHOTCS);

e ncxogHbIn koA (ans npoektoB SAST) 1 nogpobHble pedynbTaThl (BKNHOYas xXypHarn
cobbITUR);

* CKaHMPOBaHUA (apXMBUPOBaHHbIE CKAHNPOBAHUSA HEe 3KCMOPTUPYIOTCS);
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NHOpPMaLMS O CKaHMPOBAHUSIX C hannnomM NPUNOXKEHUSA, ecriv Npu 3anycke bbina BoibpaHa
HacTporka CoxpaHuUTb 3arpyXeHHbIn dpann, n xxypHanamm cobblTnin (aBTop
CKaHMPOBaAHNA HE COXPaHAETCS);

npasuna (BKMoyas nonb3oBaTeribCkne), KoTopble BbINn HapyLeHbl YA3BUMOCTAMU JAHHbIX
NpoeKToB (Tonbko Ans npoektoB SAST);

6a3bl SCA, KoTopble ObINN HapyLLEHbI YI3BUMOCTAMM AaHHbIX NPOEKTOB (TONLKO Ans
npoektoB SCA).

[na ckaHnpoBaHuUK B apxuB byaet nobasneHa cnegyrowas nHopmaums:

CKaHMpOBaHWe;

ncxoaHbin koa (ans npoektoB SAST) n nogpobHble pe3ynbrathl (BKNOYast XXypHan
cobbITnn);

MHOPMaLNA O CKaHMPOBaHUK C (hannomMm NPUNOXEHUS, eCcrniv npu 3anycke bbina BbibpaHa
HacTporka CoxpaHuUTb 3arpyXeHHbIn dpann, n xxypHanamm cobbliTnin (aBTop
CKaHMPOBaHWS HEe COXpaHseTcs);

npasuna (BKMo4as nosnb3oBaTernbCkne), KoTopble BbiNn HapyLIEeHbl YA3BUMOCTAMU OAHHbIX
NpoeKToB (Tonbko Ans npoektoB SAST);

6a3bl SCA, KoTopble BbINN HapyLLEHbl YSI3BUMOCTAMMU AaHHbIX NPOEKTOB (TOSbKO Ans
npoektoB SCA).

O6patute BHMmaHue: MNpasuna SAST n 6a3bl SCA nepeHocaTcst Takum ob6pasom, 4To nx
pe3ynbraThl OTOOpaXKakTCst TONMBbKO B UMMOPTUPOBAHHLIX NpoekTax. Beibpatb nx ans
CKaHMPOBaHMSA HOBbIX MPOEKTOB HE MOMYYUTCS.

MMI‘IOpT NMPOEeKTOoB

UToObl MMNOPTMPOBAaTbL NPOEKTLI HA HOBYIO YCTAHOBKY Solar appScreener:

1.

N

B pasgene Murpaumsa npoekToB > UMNOPT NPOEKTOB 3arpy3nTe apxms,
3KCMOPTMPOBaHHLIN C APYron YCTaHOBKM appScreener.

BeeguTe napornb WngpoBaHHOIo apxuea.

BbibepuTe HyxHble dannbl 4na MMnopTa Ha HOBYHO YCTaHOBKY.

Ecnu B mnoptupyemMom apxuBe Haxo4SaTCS OTAerNbHblEe CKaHUPOBaHWS, BblIbepuTe NpoeKkT
Ha HOBOW YCTaHOBKE, B KOTOPbIN ByayT NOMeLLeHbl UMMOPTUPYEMbIE CKAHUPOBAHUS.
Haxmute UMnopT.
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6. ONIMCAHUE PABOTbI C SOLAR APPSCREENER

6.1. Co3gaHue npoekKTa

B nHTepdence Solar appScreener peann3oBaHbl cnegytoLme cnocobbl co3gaHns NpoekTa:
* 3arnyck CKaHMPOBaHWUSA MPUMOXEHWUS, 3arpy>KEHHOTO C NOKanbHOro KOMMNbTEPa;

* 3arnyck CKaHMPOBaHWUA MPUMNOXEHUS, 3arPy>KEHHOTO MO CCbISKE;

* Cco3aaHue MycToro NPoeKTa, y KOTOPOro HET CKaHWPOBaHMWIA.

6.1.1. CozgaHuMe nycToro npoekTa

Ha [JlomalwiHe# cTpaHuue MOXHO co3aaTb MycTol NpoekT. [aHHas BO3MOXXHOCTb NO3BONseT
co3aath NPOEKT U NPOU3BECTU ero HAaCTPOWKY nepen 3anyckoM CKaHUpoBaHUS.

UToObl co3aaTb NyCTOW NPOEKT, BBEAUTE Ha3BaHne n Haxxmmnte Cospgatb NpoekT. [pu
HeobxoammocTn HaxmuTe lNMoka3aTb HACTPOMKMU M YCTAHOBUTE HACTPOWKM aHanmaa.
MogpobHee Npo HacTponkn aHanuaa B pasgene Obuine.

Co3parb nycToin npoeKkT

Project

Coapath npoext (® Mokazats HacTpoiiku

Puc. 6.1: Co3gaHne nyctoro npoekTa

B co3gaHHOM NpoekTe MOXHO HacTpouTb UHTerpaunn. NoapoGHee Npo nHTerpaumm Solar
appScreener B pasgene ABToMatUYeckoe ckaHupoBaHue.

6.1.2. 3anyck ckaHupoBaHus B Ul

YUT06bI 3anycTntb HoBOE ckaHupoBaHue B Ul Solar appScreener:
1. MNMepengute Ha [lomallHIOKO CTpaHULY.
2. 3arpysnte NpoeEKT.

3. HacTtponTe aHanu3 Bpy4YHY UM BOCMONb3YUTECH OAHNM M3 rOTOBbIX LWAGNOHOB 3anycka
aHanusa (nogpobHee o Hactpomnkax B pasgerne Hactponkn n o LLlabnoHax B pasgene
HacTtporikn).

4. Haxmute HayaTb cKkaHUpoOBaHue.
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Puc. 6.2: HoBoe ckaHupoBaHue

MoapobHoe onucaHne 3anycka aHanuaa B Ul Solar appScreener ¢ y4éTom ocobeHHocTemn
A3blka NpoekTa:

oakwN=

6.

Java, Scala, Kotlin unu Android-npunoxeHune
iOS-npunoxeHune

C/C++ npunoxeHue

macOS-npunoxeHue

1C-npunoxeHue

OcTanbHble NPUNOXEeHUA

1.2.1.Nogpo6HOe onucaHMe 3anycka aHanu3a pana Java, Scala, Kotlin unum
Android-npunoxeHuun

B Solar appScreener peanusoBaHbl cnegytowme cnocobbl 3arpy3ku Java, Scala, Kotlin nnum
Android-npoekToB Anga aHanuaa.

3arpy3uThb NpuUoXxeHue ¢ NIoKanbHOro Komnblotepa. 3arpy3nte apxme C MCXOAHbLIM
KOAOM n/vnun 6anT-Kkoaom NpUNoXeHns (Noaaep>KuBatoTcs cneayowme dopmarbl apX1BOB:
ZIP, 7z, RAR (go Bepcun 4.0), EAR, AAR, tar.bz2, tar.gz, tar, cpio), nn6o ncnonHsiemoliin
dann npunoxenuns (.war-, .jar-, .apk-, .aab-, dl11-, exe-, UK app-dann).

3arpy3MTb npunoXxeHume no cchbirike. EcTb ABa BO3MOXHbIX crnocoba 3arpyskm
NPUNOXeHnA No CCblJiKe:

o [ns Android npunoxeHui eCTb BO3MOXHOCTb YKa3aTb CCbIfiky Ha Google Play
cnepytoulero suaa: https://play.google.com/store/apps/details?id=package.

o YKasblBaeTCs CCblfika Ha pPeno3nTopui C UCXOOHbIM KO4OM npoekTa (nogaepxusaetca Git
n Subversion). MawwuHa, Ha KOTopown ycTaHoBreH Solar appScreener, AOMKHA UMETb
AOCTYN K yKa3aHHOMY peno3utoputo. C NOMOLLBIO YKa3aHHOW CCbISIKN JOMKHO BbITh
BO3MOXHO CKa4yMBaHWe Koda 13 peno3nTopus ¢ UCNoNb30oBaHMEM KOMaHabl git clone
(ansa Git) unu svn export (4nsa Subversion). [Npumepbl CCbINOK:




>

:appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
o https://gitlab.example.com/myproject.qgit (Git)

o ssh://gitlab.example.com/myproject (Git)

o https://svn.example.com/mysvnproject/trunk/ (Subversion)

o svn://svn.example.com/mysvnproject/branches/my-branch (Subversion)

o svn+ssh://svn.example.com/mysvnproject/ (Subversion)

UToObl NpoaHann3npoBaTb Ko U3 NPUBATHOIO PENO3nUTOPUS, YKaXKUTE YYETHbIE JaHHbIE.
MogpobHee Npo HaAacTponkn aHanuaa B pasgene Hacrtpouku.

Co cn1ckom paclumMpeHnin hannos, KOTOpbIE aHANU3MPYTCA NpY 3arpy3ke apxmea Unm no
CCbISIKe Ha Peno3nTOPUN, MOXHO O3HAaKOMUTLCS B NpuUnoxeHuu (tabn. 7.1). Ytobbl
NpoaHanM3nMpoBaTb BIIOXEHHbLIN apXuB, yCTAHOBUTE OOMNOMHUTESNbHYIO HACTPOWNKY
AHanusupoBaTb 6MGNNOTEKN U BNOXEHHbIe apXUBbI.

3arpysvTb npunoxexne

M Buibpath thaiin

@ MokasaTb HACTPOIikK

Puc. 6.3: 3arpyska npunoxeHus

B npouecce aHanu3a Solar appScreener paccmarpuBaeT NpoMexXyTovHoe npeacTasneHme
Koda (ero moaenb), a He caM TEKCT MCXOOHOMO KOAa Ui MHCTPYKLMM UCMOSTHAEMOrO KOAa.
[na npunoXeHnn, HanMcaHHbIX Ha A3blkax, KOMIUNUpyLWMxca B 6anT-koa Java (a3bikm Java,
Scala, Kotlin, Mo6unbHble npunoxeHns ana nnatgopmbl Android), B kayecTBe moaenu
ncnonb3yeTcsa npegcrasneHve, 6nmskoe kK camomy 6anT-kogy, NO3ITOMY A5l aHanu3a oH
HeobxoamMm. Pesynbrathl aHanusa B nobom criydae otobpaxarTcs Ha UCXOAHbIN Koa nnbo
nepefaHHbIn nonb3oBaTtenem, NM60 Nony4YeHHbIN NyTem gekomnunauuun. OTobpakeHue
NPOMCXOANT C TOYHOCTBIO A0 CTPOKM MCXOOHOro Koaa, rae Obina obHapyxeHa ys3BUMOCTb.

e [1pn aHanuse apxmBa NOMMMO MCXOLHOMO KOA4a pPeKOMEeHAYeTCs NomeLlaTb B apxmB
.class-pannel npoekTa (6ant-kog), COOTBETCTBYHOLME NepegaHHOMY NCXOAHOMY KOAy.
OTO COOTBETCTBYET apxXmBaLUn ANPEKTOPMM NPOEKTa NOCre YCNeLHOro 3aBepLUeHns
cbopkn. B TakoM cny4dae npu 3anycke aHanu3a MOXHO YCTAaHOBUTb LOMNOMHUTENbHYHO
HacTponky AHanu3 cobpaHHOro nNpoekrTa ¢ .class tpannamm.

e [1pn aHanM3e UCXO4HOrO KOAa B BUAE apXuBa MM Mo CCbIfIke Ha peno3vTopun, ecnum
yCTaHaBnNuBaTb AOMNOMHUTENBbHY HACTPOVKy AHaNn3 NCXOQHOro Koaa co coopkom
appScreener, Solar appScreener NpoBeAeT aBTOMaTUYECKY0 COOPKY NPOEKTa C NOMOLLbHO
cpeacte Maven, Gradle nnn SBT. B Takom cnyyae npoekT fomkeH cobunpartbes 6e3
owmnboK Ha MallnHe, rae ycTaHOBNEH aHanusatop Solar appScreener.

e [py aHanM3e MCXOOHOro KoJa B BUAE apXuBa UMK MO CCbINIKe Ha Peno3nToOpuiA, ecnu
ycTaHaBnMBaTb AOMNOMHUTENbHYIO HACTPOMKY AHANM3 UCXOAHOro KoAa C COGCTBEHHOM
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cb6opkom, Solar appScreener npoeedeT cO0pPKy NPOEKTa C NOMOLLbIO BbIOPaHHOMO
WHCTPYMEHTa NO 3afaHHbIM napameTpam.

e [1pu ananuse Java, Scala, Kotlin nnn Android-npnnoxxeHnmn MoXHoO yCTaHOBUTb
OOMNOMHUTENBHYI HACTPOVKY AHanuanposaTb OMGNNOTEKU N BNOXEHHbIe apXuBbl. B
TakoM cny4dae 6ygyT npoaHann3vpoBaHbl PEKYPCUBHO BMOXEHHbIE . jar-ghansbl, a Takke
.class-pannbl, 4Na KOTOPbIX B apXnBe He Obino 06HapyXeHO UCXOAHOro Koaa (npwm
aHanuse apxuBa WU Mo CCbIfike Ha Peno3nTopun).

e [1na aHanu3a JSP-cTpaHuL CTPYyKTypa X pacnonoXeHus LOMmKHa COOTBETCTBOBATb
CTPYKTYpe .war-gpanna.

MogpobHee fononHUTENbHbIE HACTPOMKN aHanu3a onucaHbl B pasgene Obuuve.

3arpysnTb Npunoxexne

i Boibparts thaiin

@ lMoKazaTh HACTPOMKK

Puc. 6.4: lNokasaTb HacTpOnKn

6.1.2.2. Noapo6Hoe onucaHue 3anycka aHanusa gns iOS-npunoxeHumn

B Solar appScreener peanusoBaHbl criegytome cnocobbl 3arpy3km iOS-npunoxennn ong
aHanuaa.

e 3arpy3uTb NpuUnoXxeHue c NIOKaribHOro KOMNbLOTEpa. 3arpy3mTe apxmB C UCXOL4HbIM
Kogom (nogaepxmsatotca criegytowme gopmatbl apxmsoB: ZIP, 7z, RAR (go sepcun 4.0),
EAR, AAR, tar.bz2, tar.gz, tar, cpio) nnun ncnonHsemoln ann Nnpunoxenns (. ipa-ann,
KOTOPbIA AOMKEH coaepXaTb armv8 (aarch64) GUHAPHbBIA bann NPUNOXeEHUs).

b 3arpy3MTb npunoxeHume No CCblJike. EcTb ABa BO3MOXHbIX cnocoba 3arpyskm
NPUNOXeHnA No CCblJiKe:

o YkasblBaeTcs ccbifika Ha App Store cneaytowiero Buga:
https://apps.apple.com/us/app/name/id234234324327?mt=8.

o YKasblBaeTCs CCbifika Ha perno3vTopuin ¢ MCXOAHbIM KO4oM npoekTa (nogaepxusaetcs Git
n Subversion). MawwuHa, Ha KOTOpown ycTaHoBrEH Solar appScreener, AOMKHA UMETb
AO0CTYyN K yKaszaHHOMY peno3nTtoputo. C NOMOLLbH YKa3aHHOW CCbINKN OOMKHO ObiTb
BO3MOXHO CKauyMBaHue Koga 13 penosntopusi C UICNONb30BaHMEM KOMaHabl git clone
(8na Git) unu svn export (ana Subversion). [Npumepsb! CCbINOK:

« https://gitlab.example.com/myproject.git (Git)
ssh://gitlab.example.com/myproject (Git)
https://svn.example.com/mysvnproject/trunk/ (Subversion)
svn://svn.example.com/mysvnproject/branches/my-branch (Subversion)
 svn+ssh://svn.example.com/mysvnproject/ (Subversion)
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UTtoObl NnpoaHannanpoBathb Ko U3 NPUBATHOIO PEMO3UTOPUS, YKaKUTE YYETHbIE AaHHbIE.
MogpobHee Npo HACTPOMKN aHanu3a B pasgene HacTtponku.

Co cnunckom pacmpeHnii arnnos, KOTOpble aHaNM3NPYTCA NpuU 3arpy3ke apxmea Unm no
CCbIfIKE Ha PEno3nNTOPUN, MOXXHO O3HAKOMMUTLCS B NPUNOXeHun (tTabn. 7.1). Ytobsbl
NpoaHann3MpoBaTh BOXEHHbIA apXUB, YCTAHOBUTE AOMOSNTHUTENBHYK HACTPOWKY
AHanunsnpoBaTb GMGNNOTEKUN U BNOXEHHbIE apXUBbI.

YToObI NONYYnTh . ipa-hbann, KOTOPbIM NOAAEPKUBAETCA CUCTEMON:

1. Cobepute npunoxeHne B Xcode 1 nonyumte ANPEKTOPUIO C PaCLLUNPEHNEM . app;
2. YnakyinTe €€ B . zip-apxuB;

3. lNepenmeHynTe paclwmpeHne .zip B . ipa.

YToObI NPOBECTM aHaNn3 UCXOOHOro Koaa (nNnbo B BUAe apxmea, NMMbo No ccbifike Ha
peno3ntopuin), cobepuTte npoekT 6e3 ownbok cTaHaapTHbIMU KoMaHaamm cbopku Xcode
Bepcun <= 11.5.

I'Io,u,po6Hee OOMOJTHUTENbHbIE HaCTpOVIKM aHalnunaa onucaHbl B pasgerne Obwwe.

6.1.2.3. NMNoapobHoe onucaHue 3anycka aHanusa ana C/C++ npunoxeHun

B Solar appScreener peanusoBaHbl criegytowme cnocobbl 3arpysku C/C++ npoekToB Anis
aHanusa.

e 3arpy3nTb NpUIIOXeHMe C NOKanbHOro KoMnbioTepa. 3arpy3anTb apxXuB C MUCXOLHbIM
Kogom (nogaepxmsatotca criegytowme gopmatbl apxmsoB: ZIP, 7Z, RAR (go sepcun 4.0),
EAR, AAR, tar.bz2, tar.gz, tar, cpio), nn6o ncnonHsembln ann NPUNOXKeHNa(.d11l unm
.exe-hann).

Ecnu cbopka npoekTa He HacTpoeHa, pekomeHayeTca Ao6aBUTb B apXvB 3arorioBOYHbIE
dannbl 3aBUCUMOCTEN. JTO YNyYLINT pesynbTaTbl aHanusaa.

e 3arpy3uTb NpuUnoxeHue No cchiske.

YKasblBaeTCs CCbifika Ha peno3vTopuin ¢ MCXOAHBIM KO4OM npoekTa (nogaepxusaetca Git n
Subversion). MawuHa, Ha KOTOpon ycTaHoBMEH Solar appScreener, AoMKHA UMETb A4OCTYN
K yKazaHHOMY peno3nToputo. C NOMOLLbI0 yKa3aHHOMW CCbISNIKM AO0MKHO BbiTb BO3MOXHO
CKadmMBaHue Koga 13 penosnTtopusi C UCNONb3oBaHMEM KOMaHabl git clone (anga Git) unu
svn export (Ana Subversion). [Npymepbl CCbINOK:

o https://gitlab.example.com/myproject.git (Git)
ssh://gitlab.example.com/myproject (Git)
https://svn.example.com/mysvnproject/trunk/ (Subversion)
svn://svn.example.com/mysvnproject/branches/my-branch (Subversion)
svn+ssh://svn.example.com/mysvnproject/ (Subversion)

O O O O

YToObI NpOaHann3npoBaThb Ko U3 NPUBATHONO PENO3nUTOPUS, YKaXKUTE YYETHbIE JaHHbIE.
MoagpobHee Npo HACTPOWKM aHanu3a B pasaene HacTpouku.

Co cn1ckom paclumMpeHnin hannos, KOTOpbIE aHANU3MPYOTCA NpY 3arpy3ke apxmea Unm no
CCbISIKe Ha Peno3nTOPUIN, MOXHO O3HAaKOMUTLCS B NpUnoxeHuu (tabn. 7.1). Ytobbl
NpoaHanM3nMpoBaTb BIIOXEHHbLIN apXuB, yCTAHOBUTE OOMNOMHUTESNbHYIO HACTPONKY
AHanusupoBaTb 6MGNNOTEKN U BNOXEHHbIe apXMBbI.
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UTo6bI NpOBECTN aHaNn3 NcxogHoro koga (Nnbo B Buae apxmea, NMMBO NO CCbifike Ha
peno3ntopuin), cobepute NpoekT 6e3 ownboK ykazaHHbIMWU CpeaCcTBaMU:

e [1na c6opkm C/C++ Ha Linux/macOS nogaepxusatorca CMake npoekTbl (Bepcumn <=
3.17.3), KoTopble cobupatoTcst KOMaHAaMN mkdir build && cd build && cmake .. &&
make B Cpede, Ha KOTOPOM HacTpoeH aHanusartop Solar appScreener. [NogaepxmeBaemble
BEPCUM KOMMUMSATOPOB:

o Apple Clang <= 11.0.3
o Open source Clang <= 10.0.0
o GCC <=10.1
e [Insa c6opkm C/C++ Ha Linux, nommmo CMake, nogaepxkmBatotcs:
o npoekTbl Makefile:
o npoekTbl Autotools:

o cbopka yepes Nornb3oBaTeNbCKUN HEMHTEPaKTUBHbLIN shell-ckpunT. NcnonHsembin dann
shell-ckpunTta ¢ umeHem build.sh gormkeH ObITb NpeagocTaBneH BMeCTe C ocTaribHbIMN
dannamu npoekTta. CKpUNT AoMKeEH cobupaTb NPOEKT MO BbI30BY U3 JIOKALUK B
dannoBomM gepese NpoekTa.

e [1na c6opku C/C++ Ha Windows nogaepxusatotca npoektsl Visual Studio (2005, 2008,
2010, 2012, 2013, 2015, 2017, 2019) (BbIGepnTE COOTBETCTBYIOLLYYIO ONUUIO B HACTPOMKAX
aHanusa), kotopble cobupatoTcs KomaHAoM msbuild <project name>.sln.

Takum obpasom, nnb6o CMake/Visual Studio NpoekT JoMmKeH caM yCcTaHaBnmMBaTb CBOU
3aBNCUMOCTU, NMNBO OHM AOMKHbI ObITb YCTAHOBIEHbI HA MaLLMHEe C aHanu3aTopom Solar
appScreener 3apaHee.

I'Io,u,po6Hee OOMOJTHNTENbHbIE HaCTpOVIKM aHalnunaa onucaHbl B pasgerne Obwue.

6.1.2.4. NMoapobHoe onucaHue 3anycka aHanu3a ans macOS-npunoxeHUn

B Solar appScreener peanusoBaHbl criegytowme cnocodbl 3arpy3km macOS-npoekToB Ans
aHanuaa.

e 3arpy3uTb NpuUnoxeHue ¢ JIOKaribHOro KOMNbLOTEpPaA. 3arpy3mTe apxmB C UCXOL4HbIM
Kogom (nogaepxunsarotca criegytowme gpopmatbl apxmsos: ZIP, 7z, RAR (oo sepcun 4.0),
EAR, AAR, tar.bz2, tar.gz, tar, cpio) nnu ncnonHsemsin ann npunoxeHus (. app-dann,
ynakoBaHHbIN B ZIP-apxus, nogaepxmeatotcst BuHapHble hannbl apxutekTyp xX86 n x64).

e 3arpy3uTb NpuUnoxeHue No ccbifike. YKasblBaeTCS CCbIfka Ha Peno3nTopuin ¢ UCXOOHbIM
kKogom npoekta (nogaepxmaetcsa Git n Subversion). MawwuvHa, Ha KOTOpPOKW YCTaHOBNEH
Solar appScreener, JormkHa UMETb JOCTYN K yKazaHHOMY perno3uTtoputo. C noMoLLbio
yKa3aHHOW CCbINKM AOMKHO BbiTb BO3MOXHO CKauMBaHWe Koda U3 peno3ntopusi ¢
MCNoNb30BaHMEM KOMaHabl git clone (4N Git) N svn export (4na Subversion).
lNprmepbl CCbINOK:

https://gitlab.example.com/myproject.git (Git)
ssh://gitlab.example.com/myproject (Git)
https://svn.example.com/mysvnproject/trunk/ (Subversion)
svn://svn.example.com/mysvnproject/branches/my-branch (Subversion)

O O O O
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o appscreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
o svn+ssh://svn.example.com/mysvnproject/ (Subversion)

YT0ObI NPpOaHanM3npoBaThb Ko U3 NPUBATHOrO PENO3NUTOPUS, YKaXUTE YYETHbIE JaHHbIE.
MogpobHee Npo HACTpoOWKK aHanuaa B pasgene Hacrtponku.

Co cn1ckom paclumpeHnin hannos, KOTOpble aHaNU3NPYOTCA NPy 3arpy3ke apxmea unm no
CCbINIKE Ha PEeno3nTOpPUN, MOXXHO O3HAKOMMUTLCS B NPUNoXeHun (tabn. 7.1). Ytobsbl
npoaHanuM3nMpoBaTh BIIOXXEHHbIN apXuB, YCTAHOBUTE AOMNOMHUTENBHYIO HACTPOMKY
AHanusupoBaTb 6MGNNOTEKN U BNOXEHHbIE apXMBbI.

YT0Obl NONYYMUTb UCMOMHAEMbIN hann NPUNOXKEHUs, KOTOPbIA NOAAEPXKMBAETCA CUCTEMOMN:
1. Cobepute npunoxeHvne B Xcode 1 Nonyynte ANPEKTOPUIO C pacLUMPEHNEM . app;
2. Ynakyute eé B ZIP-apxus.

YToObI NPOBECTM aHaNn3 UCXOOHOro Koaa (nNnbo B BUAe apxmea, NMMbo No ccbifike Ha
peno3ntopuin), cobepuTte npoekT 6e3 ownbok cTaHaapTHbIMU KoMaHaamu cbopkun Xcode
Bepcun <= 11.5.

I'Io,u,po6Hee OOMOJTHNTENbHbIE HaCTpOVIKM aHalnunaa onucaHbl B pasgene Obwwe.

6.1.2.5. MNoapobHoOe onucaHue 3anycka aHanusa ana 1C-npunoxeHun

MoppepxmBaetcsa 8 Bepcus 1C:MNpegnpusTue.

Bbl MOXeTe BbIrpy3nTb ncxoaHbii kog ns 1C:Mpeanpusatne aByms cnocobamu:
Nnosib3oBaTeNbCKUM U aBTOMaTU3NPOBAHHbIM.

Monb3oBaTenbCKU BapuaHT

1. Ykaxute HY>XHYy0 MHdopmaunoHHyto 6asy (UB) n Haxmute kHonky KoHdmrypaTop.




2
w=
 appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener

F )
Janyck 1C:Mpeanpuamina X
L S
HdopmaunoHHEle Baakl 1
Byxrantepua npegnpuATMA yyebHan | e 1C:Tpeanpuatue
JkoHOM. NpeanpuATHE I@ Kongmryparop
l HobaenTb. .. ]
[ MameHnTE. .. l
[ Ynanute ]
[ HacTpoiika... ]
[epelTn No cchinke
File= <Path to your information database> [ Buixog l
Puc. 6.5: maBHoe MeHto
2. B tyn6ape Bbibepute KoHcurypaumsa->Bbirpy3amtb KoHdurypaumio B hannbl.
124 Kondurypatop - Byxrantepua npeanpuatun (yuebHas), peaakuun 3.0 . [m] X
: Pann  [paska |Korowrypaws | Omnagca Amvnnmctpuposarve Cepsuc  Oxnia  Cripaska
O E KB onesm weurypam AR B APEO.,
G Nl [®  3akpeims KoHPUrypaLtO
Konmarypammpy| B Comanms xonrypauo
Heitctana = Al OBHOBUT KOHTUIYPELIO Ba3b1 ABHHBIX 1]
m KoHurypawa Gass! AaHHED »
E  PaCUMpEHMR KoHGUMyPELLM
o | o ’
# [ Crpasourix| CoxpaHITE KOHPMFYPALMIC B Maiin
2 é Doxymetimol 3arpyavTs KOHBUTYPALLI0 MS Baina...
©a a4 Comrar, s e e v i
= E D;p:m i CPaBHATS KOHPHTYPaLLM..
@ &’ OBpadotkn BhirpyaiTs KoHGrYpaLMIO B Gaitnsi E}
4 ? Mnarisi sias 3arpy3uTe KOHPUrYPALLO 3 PaANOS. .
# Fr Mnave cuer|
©  Tnane snmg XpaHUnLLE KoHGUrypaLIN »
@ [ Peructpei of TocTaska KoHPUrypaLwmM 4
=gy [ eeteam— »
B P MoBinerii KnvenT »
. | ———
Bsmw | toemavonmn
TSI rosere xotarypasm
PedakTopiHr >
CoxpaHnTL MAEHTBHKETOP KOHGWTYPaLMN B Gaitn
| Asbik pEaaKTHPOBEHIR KOHPryPaAN.
[Tl Owvio kongwrypaiym Ctrl+Shit=C
BhirpysnTh KoHOUIypaLyio 5 hains! CAP | NUM | u~

]

Puc. 6.6: 3kcnopt

3. BoamoxHo npepgynpexgeHne o CIMwKoM ANMMHHbIX MMEeHaXxX 00BbEKTOB.
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C 06 bEKTOB METaAaHHBIC X

KoHdwrypalma conep#nT ofbekThl METEASHHLIX ANMHE MMEH KoTopkix pessiwaeT 80 cumsonos.
Beirpyska 3max o6bexTos 8 XML MoxeT 338epWMTECA HEYAaYSA M3-33 CMLKOM AMWHHLIX MYTEA K dainam ofbekTos.
Kpome Toro Bo3MoXHE! NpofineMel NpW NepeHoce Painos BeIMPY3KW MEX Y Pa3NMYHBIMA DaANoBEIMA CUCTEMAMA.

enaeTe npogonxmts?

MpogonxuTe : [okasaTb CrMcoK oBbEKTOE | Cimaera

4. Haxmunte kHonky lNoka3aTb CMMCOK 0O6BHLEKTOB.

D6bek T AMMHE MMEH KOTOPbIX NpesbasaeT 80 cumBonos X

DEbeKTh-

Coofwenna¥rpasnedna JononHurensHemmCuetar06patocamnOpatotumkCooBuwenna_1_0_1_1
Coofwenna¥rpasnerdna dononHurensHemnCuetarn 06patokamnDapatorukCooBwerna_1_0_1_2
Oirmen JannemanOamen ¥npasnerve Toproeneid byxrantepuallpegnpuamia3l3apervctpupoBate Mamenen. ..
Oirmen JannsmanOamen ¥npasnensue Toprosnei byxranrepualpegnpuamia3l3apervctpupoBate MameHen. ..
Oimen JanremanOamen ¥npasnenwe Toproenei byxrantepualpegnpuamia3l3apervctpupoBate Mamenen. ..
O&rmen JannemanOamen ¥npasnerve Toprosnei byxrantepuallpegnpuamia3l3apervctpupoBate YoaneHmne
OfmenYnpasnerne HeSonewoii Fuproii Byxrantepua 303aperncpuposa e Mamererne Hatopa 3ancei
OBmen¥npasnerve Toproeneit 103byxrantepuallpeanpuanin 30 3aperucpuposate Mamenerve OowymerTa
O&men¥Ynpasnerve Toproeneit 103byxrantepuallpegnpuanin 303apervctpuposate MamenerneHatopa3a ..
YeranoeuTepegikc HpoprawonHoit bazeOpranusawm KogyCrnpasourinka 3apnnatakappeibazosan
YeranosuTe pegmkcHpoprawonHoil bazeOpranusawm Homepy Nowkymerta 3apnnatakagpei basosan
YetanoenTe PyHrwioHansHseOnwa Jonxsoctmienonssosate CrpaxeesxBaHocosNoKnaccam Yonoemi....
YetanoenTe PyHrkwioHansHs e Onwallcnonesoeate JononHumensHee O et MOBpatokmlTpomssoac e
JokymenTooBopotCKontpommpyrowrnOpradar_OmevatokCepmuemk atalepeepalHnaiHposepku
MuHmraneseid HrepeanPernamen e 2aganvit JononsureneHexO e Toe MOGpatoTok EMogenuCepenca
Pazpewnte Beinonkerne dono nHvTeneHenC e TosMOGpatotor Per namer e 2agaHman EMoge nCep. .
Yaanume dokyrmerTooSopotC KontponmpytowmranOpranarn_OmevatokCepmepnkaraCepeepalynainlp. ..
Cnoeewenne60 gobpetim 3arensHnatbonertaHaNogknioyerine Inek TponHoiA NMogrmer BMoge nCepenca
PernamermposarHe0 e tCee aeHal Done oxogosOr06pasoeatensHoiMinu Me sk e atensH. .

Puc. 6.7: Cnucok obbeKkToB

5. NameHnTe nMeHa 3Tux 06bEeKTOB MO0 NPOUrHOPUPYINTE NpeaynpexaeHe u HaxMmmuTe
kHonKy MpoaomkuThb.

6. YKaxuTe nyTb JO OUPEKTOPUUN BbIrPY3Kn dpannos KoHUrypaumn.

Boapysume dafine koHdrypawss - bysranrepma n... X

Katanor: |<some path:

BreinonHWTE JaKphITe Cnpaeka

Puc. 6.8: TyTb 0O AnMpeKTopun BbIrPY3KN hannos KoOHGUrypaumm

7. Tporpecc akcnopTa oTobpakaeTcs B IEBOM HWXXHEM YIiy SKpaHa.
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Puc. 6.9: lMporpecc akcnopTta

8. [loGaBbTe B apxuB ANPEKTOPUIO, NOSTYYEHHYIO B pe3ynbraTe BbINONHEHHbIX AENCTBUN.

9. OTtnpaBbTe NONYYMBLUMINCA apXUB Ha aHanu3, BbIbpaB B HACTPOMKax NpoekTa KOANPOBKY
Ha3BaHu pannos IBM866.

HACTPOMKY KOOMPOBKIA

[l17 KOPPEKTHOID BHANKWSA apXMEa YOESAMTECE, YTO BCE BNOKEHHbIE hainkl
IEM&66

OOHOW KOOWDOBKK,

UTF-8 -

ABTOMaTU3MPOBaHHbLIA BapuaHT

WHcTpykums peanmaoBaHa Ha npumepe OC Windows ansi KNMeHTOoB ABYX TUMOB: «TONICTOrO»
N «TOHKOTOY.

[nsi aBTOMaTU4YeCKon BbIrPY3KM Koga U3 onpeneneHHon KOHpurypauum:
1. Ecnu Bbl Benu paboTy ¢ KOHMrypatopom B rpadomyeckom pexnme, 3aBepLunte ee€.

2. OTkponTe ona pepaktnposaHus cdann 1c_extractor.bat co cneagyowmm cogepxaHmem
(3Ha4YeHus nepeMeHHbIX 3a4aHbl AN HarnsagHocTy).

[1Na «TONCTOro» KrnueHTa:

@echo off

set binpath=C:\"Program Files (x86)"\1cv8\8.3.13.1690\bin\1lcv8.exe
set dbpath="C:\Users\Ivanov\Documents\InfoBaseIvanov"
set username="Ivanov"

set userpass="Password"




>
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set folder="C:\Users\Ivanov\Desktop\ExtractModules"

set logs="C:\Users\Ivanov\Desktop\1lC extract logs.log"

start %$binpath% CONFIG /N%$username% /P%userpass$% /F%dbpath%
/DumpConfigToFiles%$folder% /OUT%logs$%

,D,J'IFI «TOHKOIo» KIiMeHTa.

@echo off

set binpath=C:\"Program Files (x86)"\1cv8\8.3.13.1690\bin\1lcv8c.exe
set server="server-base\InfoBaseIvanov"

set username="Ivanov"

set userpass="Password"

set folder="C:\Users\Ivanov\Desktop\ExtractModules"

set logs="C:\Users\Ivanov\Desktop\1lC extract logs.log"

start %$binpath% CONFIG /N%username% /P%userpass$% /S%server$
/DumpConfigToFiles%folder% /OUT%logs$

lMNoscHeHusA K Kroyam:

¢ /[N<3Ha4yeHue> nms nonb3oBaTens anda gocrtyna K Oase O3aHHbIX N y'-léTHOI7I 3arinucu,

e /P<3HayeHue> naporb JOCTYyna K Y4ETHOW 3anucy 1 6ase gaHHbIx. Ecriny
norb3oBarenst HeT Napors, 3TOT NapamMeTp MOXHO OMyCTUTb;

¢ /[F<nyTb> ncnonb3yeTcs Ansa dannoBbix 6a3, BMECTO <nyTb> BCTaBLTE NYTb K Katanory,
rae pacnonoxeHa Wb, a He k cpanny 1CD;
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Janyck 1C:MNpeanpuATan x
MHpopmaumoHHele Baswl

Byxrantepua npegnpuatia yuebHas 1 1Clpegnpuatue

Ad  Kondwurypatop

Nobaeute
13mMeHnTE

YoanuTs
Hactpoiika

[MepeiTi No CCLINKE

File="C:\Users\lvanov\Documents\InfoBaselvanov"; Brixog

Puc. 6.10: IMyTb k 6a3e

* /S<apgpec> agpec nHdopmaumoHHon 6asbl, XpaHsiencsa Ha cepepe 1C:MNpegnpuaTtus
8, cknagbiBaeTcsa cneayowmm obpasom: <Mmsa komnbloTepa, paboTatoLLero cepsepom
npunoxeHnn>\<CcblnovyHoe nmMsi MHopmaLunoHHOM 6a3bl, N3BECTHOE B paMKax cepBepa
1C:MNpegnpuaTtusa 8>

e /OUT<nyTb> NyTb A0 danna c fioramm npouecca;

¢ /DumpConfigFiles<nyTb> Bbirpy3ka CBOMCTB OObEKTOB METaAaHHbIX KOHUrypaumm,
BMECTO <nyTb> yKa3aTb KaTanor Ansa pacnonoxeHus dannos.

3. Onpegenute nyTb 4O UcnonHsemoro gparna 1cv8.exe («ToncTbIN» KNMeHT) unu 1cv8c.exe
(«TOHKMI» KNMeHT). OCHOBHOM KaTanor, B KoTopbl ycTaHaBnueaetca 1C C:\Program
files\1Cv8\ unn C:\Program Files (x86)\1Cv8\. BHyTpn kaTanora HaxogaTtcs apyrue
Katanoru c nogBepcusamMun. Yxe B HUX HaxoguTcsa nanka bin ¢ OCHOBHbIM MCMONMHAEMbIM
drannom Bepcun.

Beegute atoT NyTh B CTpoKe set binpath=... .

4. 3anonHnTe OCTaBLUMECH NEPEMEHHbIE username, userpass, server, folder, logs aons
«TOHKOro» KrnneHTa n username, userpass, dbpath, folder, logs ons «toncrtoro» B
COOTBETCTBUU C MOSICHEHNAMM ANSA KIoYen, JaHHbIMU BbiLle.

5. CoxpaHute Bce nameHeHusi B anne 1c_extractor.bat.

6. 3anyctute cmd oT uMeHn AgMUHUCTpaTopa, nepenante B anpektopuio 1¢_extractor.bat,
BbIMOJIHNTE KOMaHAY call lc extractor.bat

7. Bpems BbINOMHEHMS 3KCnopTa 3aBUCUT OT 0OGbEMa KOHMUrypaLumn 1 B cpeaHemM cocTaBnsieT
5-10 MuHYT, B 3T0 Bpemsi ByaeT HEBO3MOXHO MonyynTb 4ocTyn kK KoHdurypaTopy yepes
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NHTEPAaKTUBHbIA PEXNM.

KOHMUrypaTop

Qxupadve sanycka - bysrantepua npeanpuATAA yuebHan x

Cuwbka GrokipoBKK MHPOPMELMOHHON G361 ANA KOHDMMYPMPOBaHUA
BosmMoskHO, MHBopMawoHHan Gasa yxe oTkpbiTa KoHpurypatopom.

BrinonHAETCA 0XWAAHWE BOSMOXHOCTH 3anycra.
|-||:ll'1 MNOABNEHWKW BOSMONXHOCTA, 3anyCck 5','D.ET BbINONHEH ABTOMATAYECKHN.

Haxrante "BeinonHute sanyck” AnA HEMELNEHHOM NONBITKKM 3anycKa.
Haxrante "OmaeHa” ona omkasa ot sanycka.

BuinonHuTe sanyck (octanock 57 cew) CmaeHa

I_C:I'IPEH.I:IPI."IFITI."IE 8.3 ﬂ@

® 00O «1C-Cogr, 1996 —2018

Puc. 6.11: OxunpaHune

8. B pesynbrate B gMpekTopumn, ykazaHHon B nepemeHHomn folder, okaxyTtca Bce cansbl
00BLEKTOB MeTafaHHbIX KOHUrypaumm.

9. [obGaBbTe 3Ty ANPEKTOPUIO B apXMB U OTNpaBbTE €ro Ha aHanus, BblbpaB B HACTpomnKax
KoOMpPOBKY HassaHun hannos IBM866.

HACTPOMKM KOOQMPOBKMA

[l KOPPEKTHOND BHANKWSA apXMEa YOSAMTECE, YTO BCE BNOKEHHbIE hainbl
IEMS66

OLHOH KOOWDOEKK.

UTF-8 -

Puc. 6.12: KogupoBka

6.1.2.6. Moapo6HOe onucaHue 3anycka aHanu3a AnAa ocTanbHbIX NPUIIOXKEHUN

B Solar appScreener peanu3oBaHbl criegyroLme cnocobdbl 3arpy3ky Ans aHanmaa NpoeKToB,
HanncaHHbIX Ha a3blkax ABAP, Apex, ASP.NET, C#, COBOL, Dart, Delphi, GO, Groovy, HTML,
JavaScript, JSP, LotusScript, Objective-C, Pascal, PHP, PL/SQL, Python, Perl, Ruby, Rust,
Solidity, Swift, T-SQL, TypeScript, VB 6.0, VB.NET, VBA, VBScript, Visual Basic nnu Vyper.

e 3arpy3uTb NpuUnoXxeHue ¢ NIOKaribHOro KOMNbLOTEpPaA. 3arpy3mTe apxmB C UCXOL4HbIM
Kogom (nogaepxmnsarotca criegytowme gpopmatbl apxmsoB: ZIP, 7Z, RAR (no sepcun 4.0),
EAR, AAR, tar.bz2, tar.gz, tar, cpio).

e 3arpy3uTb NpunoxeHue No ccbifike. YKasblBaeTCA CCbIfka Ha Peno3nTopuin ¢ UCXOOHbIM
kogom npoekta (nogaepxmaetcsa Git n Subversion). MawwuvHa, Ha KOTOPOW YCTaHOBNEH
Solar appScreener, JormkHa UMeTb JOCTYN K yKadaHHOMY perno3uTtoputo. C noMoLLbLo
yKa3aHHOW CCbINKM AOMKHO BbiTb BO3MOXHO CKauyMBaHWe Koda U3 peno3ntopus ¢
MCNoNb30BaHWEM KOMaHabl git clone (4N Git) N svn export (4na Subversion).
lNprmepbl CCbINoK:
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o https://gitlab.example.com/myproject.git(Git)
ssh://gitlab.example.com/myproject (Git)
https://svn.example.com/mysvnproject/trunk/ (Subversion)
svn://svn.example.com/mysvnproject/branches/my-branch (Subversion)
svn+ssh://svn.example.com/mysvnproject/ (Subversion)

O O o o

UToObl NpoaHann3anpoBaTb Kog U3 NPUBATHOIO PEMO3UTOPUS, YKaXKUTE YYETHbIE JaHHbIE.
MogpobHee Npo HAaCTPOWKK aHanuaa B pasgene Hactpouku.

Co cn1ckom paclumpeHnin hansnos, KOTOpbIE aHANU3NPYOTCA NPy 3arpy3ke apxmea Unm no
CCbIfIKE Ha PEeno3nNTOPUN, MOXXHO O3HAKOMMUTLCS B NPUNOXeHun (tTabn. 7.1). Ytobsbl
NpoaHanM3MpoBaTb BMOXEHHbIN apXuB, yCTAHOBUTE OOMNOSNHUTENbHYIO HACTPOMNKY
AHanunsnpoBaTb 6UMGNMOTEKUN U BNOXEHHbIE apXUBbI.

MogpobHee Npo AONOMNHUTENbHbBIE HACTPONKN aHanun3a, KoTopble AOCTYMNHbI NP 3anycke
CKaHMpPOBaHMs Nocne HaxaTusa Ha kHornky Moka3aTb HacTpourku (puc. 6.4), B pasgene ObLupe.

6.1.3. 3anyck ckaHMpoBaHUSA U3 KOMaHAHOW CTPOKM
g mozo ymobsl nocmompems pasoes help, ebinosiHume KoMaHoy: java -jar clt.jar
-help.

3anyck CkaHMpOBaHWUS U3 KOMaHLHOW CTPOKN JOCTYMNEH TONbKO NPW YCNOBUM
npegycraHoBrneHHon Java 11 nnu Hoee. [1nsa 3anycka cCKaHMpOBaHUS U3 KOMaHOHOW CTPOKMK
cnefyet BbIMOMHUTL KOMaHAY:

java -jar clt.jar -rest [rest URL] -token [token] sastStart [options]

e -rest agpec API (URL).

e -token TokeH aBTOopu3saunn API; MOXHO NonyynTb B MHTEpP@ence nosb3oBaTens B pasgene
JNInyHbIN KaBKUHeT (cM. pasgen JIMyHbIN KabuHeT).

AprymeHTbI (options):

Ob6s13ameribHbIe ap2yMeHmbI:

e -type BO3MOXHble 3HadyeHus: FILE, LINK.

e -path ncnonbayetcs, ecnu type=FILE (nyTb kK kaTanory nnu dganny gna aHanuaa).

e -link ncnonesyetca, ecnu type=LINK (Google Play/App Store URL nnu URL penosutopus).

YKasblBaeTCs CCbifika Ha peno3vTopun ¢ MCXOAHbBIM KO4OM npoekTa (nogaepxusaetca Git n
Subversion). MawuHa, Ha KOTOpon ycTaHoBMEH Solar appScreener, AoMKHa UMETb A4OCTYN
K yKazaHHOMY peno3nTtoputo. C NoOMOLLbI yKa3aHHOMW CCbISNIKM AOMKHO BbiTb BO3MOXHO
CKadMBaHue Kogda 13 penosnTtopusi C UCNOMb3oBaHWEM KOMaHabl git clone (anga Git) unu
svn export(ana Subversion). [pumepsbl cCbINOK:

https://gitlab.example.com/myproject.git (Git)
ssh://gitlab.example.com/myproject (Git)
https://svn.example.com/mysvnproject/trunk/ (Subversion)
svn://svn.example.com/mysvnproject/branches/my-branch (Subversion)
svn+ssh://svn.example.com/mysvnproject/ (Subversion)

O O O O o
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UToObl NpoaHannanpoBaTb Ko U3 NPUBATHOIO PENO3UTOPUS, YKaXXUTE YYETHbIE JaHHbIE.
MogpobHee Npo HAacCTpoOMKK aHanuaa B pasgene Hactpouku.

HeobsizamernbHble ap2ymMeHmMbI:

* -preprocessing 3anyckaTb CKaHMpPOBaHUA ¢ npegobpaboTkon unm 6e3. o ymonyaHuto
BKITHOYEHO.

o -disableSsl.
e -name Ha3BaHWe NpoekTa.
¢ -languages 5s13blk1, KOTOpPble HEOOXOAMMO BKIMOUUTL B aHANn3:

ABAP, APEX, CCPP, COBOL, CS, DART, DELPHI, GO, GROOVY, HTMLS5, JAVA,
JAVASCRIPT, LOTUSSCRIPT, OBJC, ONES, PASCAL, PHP, PLSQL, PYTHON, PERL,
RUBY, RUST, SOLIDITY, SWIFT, TSQL, TYPESCRIPT, VBSCRIPT, VB, VBA, VBNET,
VYPER wvnu nto6on Habop 13 aTux A3bIKOB, pa3feneHHbI 3ansaTon, HanpumMmep:
JAVA,CS,VB;

no yMOIM4YaHUK aHalnM3npyrTCA BCE A3bIKU.

e -analysisOptionsJava HacTporku onumm aHanu3a gnga Java (6e3 cbopku, aHanua
cobpaHHoro npoekTa ¢ .class pannamm, co coopkon Solar appScreener, ¢ co6CTBEHHOM
cbopkon):

SOURCE_NO_BUILD, PREBUILD, SOURCE_WITH_BUILD, SOURCE_OWN_BUILD.
e -dastProjectld ID npoekrta guHamunyeckoro aHanusa gns Koppensunm pesynsraTos.
e -osEnvironment Bbi6op cpenbl cbopkn npoektoB ans C/C++:
MAC - MacOS, LINUX - Linux, WIN - Windows.
e -intermodular ncnonb3oBatb MexmMoaybHbIN aHanua ana C/C++ NpoekTos.
¢ -javaCustomBuildCommand napameTtpbl cOOpkn COBCTBEHHBIMU MHCTPYMEHTaMK Java.
e -priority npMopuTeT BbINONTHEHNA CKAHNPOBAHUSI.
e -sendReportAutoscan oTrnpaBuTb OTYET Ha MOYTY ANA aBTOMATUYECKNX CKaHNPOBaHUN.
e -sendReportManual oTnpaBuTb OTYET Ha NOYTY AN CKAHWPOBAHMWM, 3aNyLLEHHbIX BPYYHYIO.

e -sendReportRecipients oTnpaBuTb OTYET Ha NOYTY Nonyyartensam. Ecnv nonyyarenen
HEeCKOmnbKO, yKa3aTb e-mail agpeca yepes 3anaTyto.

* -sendReportTemplate ncnonb3osatb WabNoH oTY4ETa NpM OTNPABKE Ha NOYTY. YKaxXuTe
UUID wabnoHa.

e -sendReportToAdmins oTnpaBuTb OTYET Ha NOYTY afMUHUCTPATOPaM.

e -vcs.branch BeTka penosuTtopus, ecnu He master (Npu aHanM3e NPUNOXEHWI MO CCbINIKE Ha
peno3nTopun).

e -vcs.account UUID penosutopus.
e -vcs.login nornH penosntopus.
e -vcs.password naponb peno3vTopus.

 -vcs.token TokeH ayTeHTUMKALMM PENO3UTOPUSI.
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e -vcs.tokenld UUID TokeHa ayTeHTUdMKaUNN.

e -vcs.sshKey nyTtb o kntoya SSH penosutopus.

e -vcs.sshKeyld UUID kntovya SSH.

¢ -vcs.sshDefault ncnonb3oBaTtb cTaHgapTHYO KOHUrypaumo SSH-knnenTa. Ecnn
3HadveHue false, T0 ykasaTb kKOHpUrypauuto SSH-knneHTa.

e -vcs.saveCredentials ncnonob3oBaTb y4E€THbIE AaHHbIE NPU NEPECKAHUPOBAHUMN.

o -fileSelector gupektopuun, bannbsl n/unu NakeTbl, KOTOpble HEO6Xo0aMMO
BKIMHOUYUTB/UCKMIOMNTD U3 aHanu3a, pasfaeneHHble TOYKOW C 3ansaToMn.

e -iconPath nyTb k norotTuny npoekra.

e -ruleSet UUID HaGopoB npasun, pa3genéHHble 3ansTon.

e -sourceEncoding kogupoBka ncxogHoro koga.

e -nameEncoding kognpoBka HasBaHuin hannos.

* -useUserPatterns ncnonb3oBatb nosb3oBaTenbLCKUe npasuna.

e -analyzelibs aHanuanpoBaTb N1 BGUBNMOTEKN UM BIIOXXEHHbBIE apPXUBHI.
¢ -analyzeJsLibs aHannanposatb N ctaHgapTHble 6ubnuotekn JavaScript.
e -isVisualStudio npoekTt Visual Studio.

e -saveFile nonHoCTLIO COXpaHUTL 3arpykaembiv ans.

¢ -incremental ncnonb3oBaTb NHKPEMEHTArlbHbLIA aHanus.

e -uuid UUID npoekTa, B KOTOpOM ByaeT 3anyLeHO CKaHMPOBaHME.

UUID npoekma MOXHO rioriydumbs 8 60OKOBOM MeH!0 rpoekma 8 uHmepgpetice. Cripaga om
Jsioeomuna ripoekma omobpaxaemcs ID (nepsbie wecmb cumeonios UUID npoekma). Ymobbi

ckonuposame 8 bychep nonHbit UUID, Haxxmume Ha UKOHKY @

Mpumep:

java -jar clt.jar -rest http://<installation address>/app/api/vl
-token jfghkdjghfkdjgfdkg sastStart -type LINK -link
https://play.google.com/store/apps/details
id=com.redphx.deviceid

[lns npoBepkun cTaTyca CKaHMPOBaHUS U3 KOMAHAHOW CTPOKM CrieayeT BbINOSHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] sastStatus [options]

e -rest agpec APl (URL).
e -token TokeH aBTOpU3aumu API; MOXHO nonyunTb B MHTEpdence nonb3oBaTend B pasgene
JNIn4yHbIN KaBuHeT (cM. pasgen JInyHbIM KabuHeT).

AprymeHTbl (options):

e -scanid UUID ckaHupoBaHu4.
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UUID ckaHuposaHusi MOXHO rosly4ume 8 UHGhopMayuu o0 ckaHupogaHuu. Ymobsbl
ckonuposame 8 6ycghep UUID ckaHUpOBaHUsI, HaxXMume Ha UKOHKY Iﬁ.

Mpumep:

java -jar clt.jar -rest http://<installation address>/app/api/vl -token

kijlkjlkjlkjlkjlkjgkuy sastStatus -scanid b00leabl-babc-4b05-9066-e84d594210e2
[nsi npoBepkn ypoBHS 6€30MacHOCTM CKAHNPOBAHMSA N3 KOMAHAHOW CTPOKM crnegyeT
BbIMOJTHUTb KOMaHAY:

java -jar clt.jar -rest [rest URL] -token [token] sastScore [options]
e -rest agpec APl (URL).

e -token TokeH aBTOpu3aunn API; MOXXHO NoNyyYnTb B MHTEPENce nosib3oBaTens B pasaene
JNInyHbIN KaBUHeT (cM. pasgen JIMyHbIN KabuHeT).

AprymeHTbl (Options):
e -scanid UUID ckaHupoBaHus.

UUID ckaHupogaHusi MOXHO Mosly4ums 6 UHghopMayuu o ckaHuposaHuu. Ymobsi
ckonuposamse 8 6ygep UUID ckaHuposaHUsi, HaXXMume Ha UKOHKY @

Mpumep:

java -jar clt.jar -rest http://<installation address>/app/api/vl -token
kijlkjlkjlkjlkjlkjgkuy sastScore -scanid b00leabl-ba6c-4b05-9066-e84d594210e2

[ns akcnopta ot4éTa B popmaTte PDF 13 kOMaHOHOM CTPOKM CrieqyeT BbINOSTHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] sastExport [options]

[nsa akcnopta otyéTa B popmate CSV 13 kOMaHLHOW CTPOKM crieayeT BbiNOSHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] sastExport [options]
'-general.format' CSV

e -rest agpec APl (URL).
e -token TokeH aBTOopu3saunn API; MOXXHO NONyyYnTb B MHTEPENce nosnb3oBaTens B pasaene
JNInyHbIN KaGUHeT (cM. pasgen JIMyHbIN KabuHeT).

AprymeHTbl (options):

AprymeHTbl BKMHOYaKTCA B OTYET, €CINY OHU NPUHUMALOT 3HadYeHure true. Mo ymonyaHuio
apryMmeHTbl NpMHMMatoT 3HadeHue false, ecnv He yka3aHo MHOe.

Ob6si3amernbHble ap2yMeHMbI:
e -path nyTb 4O AnpekTopun, Kyaa cregyeT NOMeCTUTb OTYET.

e -project UUID npoekra.




>

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

UUID npoekma MOxHO rioriydums 8 6OKOBOM MeH!0 ripoekma 8 uHmepapetice. Cripaga om
Jnioeomuna rpoekma omobpaxaemcs ID (nepsbie wecmb cumeonos UUID npoekma). Ymobbi

ckornuposamse 8 6ycep nonHbit UUID, HaxXxmume Ha UKOHKY @
OnyuoHarsbHble ap2yMeHMmMbI:

e -scans UUID ckaHnpoBaHuK, KOTOpbIE CrieayeT BKOYNTL B OTYET. Ecnn ckaHnposaHui
HECKOmbKO, TO MEPEeYMCNATb UX CneayeT Yyepes 3anaTyto.

o -filter.classFiles BknounTb B OTYET yA3BMMOCTU B . class-hannax (BKnoyaeTcs rno
YMOMYaHuo).

o -filter.critical BkntouMTb B OTYET YSI3BMMOCTM KPUTMUYECKOIO YPOBHS (BKINOYAETCS MO
YMOIYaHUIo).

e -filter.info BKMOUMTL B OTYET YSI3BUMOCTU MHGOPMALMOHHOIO YPOBHS.
o -filter.low BKNOYMTL B OTYET YA3BMMOCTM HU3KOIO YPOBHSI.

e -filter.medium BKMOUNTBL B OTYET YA3BUMOCTU CPEAHErNO YPOBHS (BKIHOYAETCA MO
YMOSYaHUIo).

o -filter.tasks BKMOUYNTbL B OTYET YSI3BUMOCTU C CO3aHHLIMU 3aa4aMun B TacK-MeHegxepe
(BKMOYaETCA NO YMOMYaHUIO).

o -filter.waf BkntounTb B OTUET yaA3BUMOCTU 6€3 MHCTPYKUMIA NO HacTporke WAF (BkntoyaeTcs
MO YMOSTYaHUIO).

e -confidence.included BknounTL B OTYET AaHHble FLE. [Npu BkNoveHnn ykaxuTre:

o -confidence.critical HacTporika 3HavyeHunsa FLE anga kputudeckmx yassmmocTen (no
ymorn4danuio 0).

o -confidence.info HacTpoiika 3Ha4yeHus FLE ans yassnmocTten MHpopMaLMOHHOIO YPOBHS
(no ymonyanwuio 0).

o -confidence.low HacTpo#ka 3HadeHns FLE ansa yassumocTen H1U3koro ypoBHs (Mo
ymon4danuio 0).

o -confidence.medium HacTpoika 3Ha4yeHns FLE ansa yssBumMmocTen cpeaHero ypoBHs (no
ymonyaHuio 0).

b -general.contents BKIMHOYNTb OrnaBneHune (BKJ'IPO‘-IaeTCFI no ymonanmo).

e -general.correlationTags oTobpaxkaTb METKM KOppeNALuumn pesynsraToB (BKKOYaeTca no
YMOSYaHWI0).

e -general.format oopmat otyéTta. MNpuHumaet 3HaveHns: PDF, CSV, DOCX, SARIF, HTML.
Mo ymonyaHuio npuHumaet 3HadveHue PDF.

e -general.included BKNOYNTL HACTPONKN KCNOpPTa (BKNKOYAETCHA MO YMOMYAHUIO).
e -general.locale HacTponTb s3bIK OTYETA (MO YMOMYAHMIO aHITINNCKUN).

b -general.logo ncnonb3oBaTtbh Nonb3oBaTenbckuin norotun. Mo YyMON4aHno He UCNOJb3yeTCA.
Ecnu nonb3oBatenb XO4eT MCNosib30BaTb COBCTBEHHBIN NIOrOTMMN, HEOOX0ANMO yKasaTb NyTb
Ao norotuna.

e -general.statuses oTobGpaxartb CTaTyCbl YI3BUMOCTEN (MO YMONMYaHUIO BbIKINHOYEHO).
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e -languages BKNIOYMTb aHanM3 sA3bIKOB B OTYET. ECnu A3bIKOB HECKOMBKO, TO NepeYvncnsaTb
Nx cnegyeTt Yepes 3anAaATyto, 6e3 npobenos (N0 yMONMYaHWIO BKITIOYEHbI BCE A3bIKN).
HocTtynHble 3HavyeHus: ABAP, APEX, CS, CCPP, COBOL, CONFIG, DART, DELPHI, GO,
GROOVY, HTML5, JAVA, JAVASCRIPT, LOTUSSCRIPT, KOTLIN, OBJC, PASCAL, PHP,
PLSQL, PYTHON, PERL, RUBY, RUST, SCALA, SOLIDITY, SWIFT, TSQL, TYPESCRIPT,
VBNET, VBA, VBSCRIPT, VB, VYPER, ONES.

e -projectinfo.scanHistory konnyectBo nocneagHnx cCkKaHMPOBaHUA B OTYETE (MO YMOMYaHUIO
0):

o -1— He BbIrpy>kaTb UCTOPUKD CKAHNPOBAHWUM;
o 0 — BbIrPy3nTb BCKO UCTOPUIO CKAHNPOBAHUN;
o >0 — 4ynucno nocneaHnx CKaHMPOBAHUNA.

¢ -projectinfo.securityDynamic BkntounTb guHamMuky ypoBHs 6e3onacHoCTu (BKNtovaeTcs no
YMOSYaHWI0).

e -projectinfo.vulnerabilityDynamic BknounTs AMHaAMUKy KOnn4ecTsa ysa3BUMOCTEN
(BKNIOYAETCA MO YMONYaHWUIO).

e -results.included BkntounTb NogpO6HbIE pe3ynbTaThl (BKAKYAETCA NO YyMonyaHuio). MNpu
BKIMIOYEHUN YKaXUTe:

o -results.action BkNio4nNTbL 4ENCTBUA C YS3BMMOCTAMU (BKITHOHAETCA MO YMOYaHUIO).
o -results.comment BKOYNTbE KOMMEHTaAPUN K YA3BMMOCTSM (BKITHOMAETCS MO YMOMYaHUIo).
o -results.entryNum HacTpouTb KONNMYECTBO BXOXAEHUI YA3BUMOCTHU (MO ymondaHuto 0):

-1 — He BbIrpy>aTb BXOXOAEHUS;
e 0 — BbIrPYy31Tb BCE BXOXOEHUS;
« >0 — BbIrpY3nTb He Bonee Yem BXOXOEHUN.

o -results.sourceCodeNum HacTponTb pasmep KOHTEKCTA (MO YMOMYaHuio 7).

» -1 — He BbIrpyXXaTb UCXOOHbIN KOZ;

all — BbIrpy3uTb BECb UCXOAHbIN KOL;
e >=0 — BbIFPYy3UTb BBEAEHHOE KOMNYECTBO CTPOK 0 M NOCNe CTPOKM C YSA3BUMOCTbIO.

o -results.statuses BkNOYNTb YsI3BMMOCTM CO cTaTycamm (ykasaTb cTaTychl). [1o
YMOST4aHUIO BCE YS3BUMOCTU, KPOME OTKITOHEHHbIX.

o -results.taskinfo BknounTbL MHPOPMaLMIO O 3aa4ax B TacK-MeHeoXepe (BKIyaeTcs no
YMOSYaHuo).

o -results.traceNum Bkn4NTL aNeMeHTbl Tpacchl (N0 ymonyanuio 1):

* -1 — He BbIrpyxaTb 3M1€MEeHTbI TPacChl;
« 0 — BbIrpy3nTb BCE 3MEMEHTbI;
« 1 — BbIrPY31Tb TONbKO NEPBbIV U NOCNeaHUIA SNTIEMEHTDI.

¢ -scanlinfo.included BknO4YNTL HACTPOMKM CKAHNMPOBAHNSA (BKITHOHAETCA MO ymMondaHuio). Mpu
BKITHOUYEHUN YKaXMUTE:

o -scanlinfo.errorinfo BkniounTb MHpopmaumo 06 owmbKax ckaHMpoBaHUs (BKMOYAETCS NO
YMOSYaHuo).
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-scanlinfo.fileStat BknounTb cTaTUCTMKY NPO NpoaHanuanpoBaHHbIM dparnam (no
YMOSTHaHWIO BbIKIIOYEHO).

-scaninfo.foundChart Bknountb anarpaMmmy HangeHHbIX YA3BUMOCTEN (BKNOYaeTcsa No
YMOSYaHNIo0).

-scaninfo.langStat BknounTL CTAaTUCTUKY MO A3bIKaM (BKITHOHAETCA MO YMOMYaHUIO).
-scaninfo.settings Bknto4MTbL HACTPOMKN CKAHMPOBAHMUSA (BKITHOMAETCA MO YMONYaHUIO).

-scaninfo.typeChart BkntounTb gnarpammy HaeHHbIX YS3BUMOCTEN (BKITHOYaEeTCs no
YMOSYaHNIo).

e -sort HacTpouTb MeToA Knaccudgukaumm yassmmocten. [loctynHole 3HadyeHus: CR,
OWASP_13, OWASP_14, OWASP_16, OWASP_17, OWASP_21, ASVS_L1, ASVS L2,
ASVS L3, MASVS L1, MASVS L2, MASVS L1 R, MASVS L2 R, PCI_DSS, HIPAA,
CWE_SANS_11, CWE_SANS 21, CWE_SANS_23. 3HayeHune no ymonyauuio: CR.

e -table.included BknOYMTL CNIMCOK YA3BUMOCTEN (BKITHOMAETCA MO yMonyaHuto). Mpu
BKIIOYEHUN B OTYET YKaXuTe:

(e]

-table.entryNum cnucok BxoxgeHun ysi3BMMOCTM B CMIUCKE YSA3BUMOCTEN (MO YMOSTHaHMIO
0):

e -1 — He BbIrpykaTb BXOXOEHUS;

» 0 — BbIrPY3nTb BCE BXOXOEHUS;

» >0 — BbIrpY3nTb BBEOEHHOE KOSIMYECTBO BXOXAEHUN.

-table.statuses BknO4YNTL YSI3BMMOCTM CO cTaTycamu (ykasaTb cTaTycbl). [1o ymonyaHuio
BCE Ys1I3BUMOCTU, KPOME OTKIMOHEHHbIX.

e -waf.included BknounTbL MHCTPYKUMK NO HacTporike WAF (BKmo4aeTcs No YMOMYaHUIo).
Mpn BKMOYEHNN B OTHET YKaXUTE:

(¢]

o

-waf.confirmed BkntounTb MHCTPYKUMKM MO HacTponke WAF aons nogTBep>XaeHHbIX
YSA3BMMOCTEN (BKNIOYAETCS MO YMOSTHAHMIO).

-waf.f5 BknounTb pekomeHgaummn no Hactporike F5 (BknovaeTcs No ymonyaHuio).

-waf.imperva BkniounTb pekomeHgaumm no Hactponke Imperva SecureSphere
(BKIHOM@ETCA MO YMONYaHUIO).

-waf.mod BknounTbL pekomeHgauum no Hactponke ModSecurity (BkntoyaeTcs no
YMOSYaHNIo).

-waf.notProcessed BknounTb MHCTPYKUMM nNo HacTporke WAF ona HeobpaboTaHHbIX
ys13BUMOCTEN (BKITHOHAETCS MO YMOSTYaHUIO).

-waf.rejected BknounTb MHCTPYKUMK NO HacTporke WAF onst OTKNOHEHHbIX YSI3BUMOCTEN.

e -comparison.included Bkno4aTb N1 B OTYET CpaBHEHME C NPeALLIECTBYOLWUM
CKaHupoBaHuneM. Npn BKITHOYEHNN B OTHET YKaXuUTE:

(¢]

(¢]

-comparison.Scanld ID ckaHupoBaHusa onsa cpaBHeHUNA (06si3aTenbHbI NapameTp).
-comparison.fixed BkMOYNTL B OTYET YCTPAHEHHbIE YA3BUMOCTW.

-comparison.newlssue BKNO4YaTb N1 B OTYET HOBbIE YA3BMMOCTM (BKIHOYAETCA MO
YMOSYaHuIo).
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o -comparison.saved BKMOYMUTb B OTYET COXpaHMBLUMECS YS3BMMOCTM (BKINIOYAETCS MO
YMOSYaHuo).

o -comparison.entryNum BK/0UNTb KONMYECTBO BXOXAEHWUI YA3BUMOCTM (MO YMOMYaHNIO
0):

* -1 — He BbIrpy>aTb BXOXOEHWS;

0 — BbIrPY3unTb BCE BXOXAEHWS;
« >0 — BbIrPY3nTb BBEOEHHOE KOSIMYECTBO BXOXAEHUNA.

o -comparison.scanSettings BkMo4MTb B OTYET HACTPOWNKN CPABHEHUS CKAHUPOBaHWM
(BKMKOYAETCSA NO YMONYaHWUIO).

Mpumep:

java -jar clt.jar -rest http://<installation address>/app/api/v1l -token
k19kjlilkjliklkjk sastExport -scanid ec59395b-4372-47b1-95a2-4d48b044£f£0b
-path C:\test -default

BaxxHo 06patuTb BHUMaHME:

Pasnen UHcpopmaumsa o ckaHMpoBaHUKM He ByaeT BKIOYEH B OTHET, €CIN Bbl HE YKaXeTe
UUID Heobxoammoro ckaHupoBaHus (apryMeHT -scans). UUID ckaHnpoBaHWA MOXHO
nonyyYnTb B MHbopmaLmm 0 ckaHupoBaHun. Ytobbl ckonnposathb B 6ydep UUID

CKaHupoBaHuA, Ha>KMUTE Ha UKOHKY Iﬁ

OnucaHHas Bbilwe QYHKUMOHANbHOCTb Takke AocTynHa Yepe3 REST.

6.1.4. 3anyck CKaHUPOBaHUSA U3 MHCTPYMEHTOB COOpPKU

3anyck ckaHMpoBaHWsi BO3MOXEH 13 cpeacTB cbopku nporpamm ang Java, Scala, Kotlin:
Maven, Gradle, SBT.

3anyck Nnpon3BOAMTCS aBTOMATMUYECKN C NMOMOLLIbIO MHCTPYMEHTa KOMaHAHOM CTPoKKu Solar
appScreener clt.jar. B HacTporkax gna kaxgoro cbopLumnka nepegaroTcs cnegyowme
napameTpsbl:

e -token TokeH aBTOpu3sauunn API; MOXHO NonyynTb B MHTEp@ence nosib3osBaTens B pasaene
JNInyHbIN KaOUHeT (cM. pasgen JIMyHbIN KabuHeT).

e -rest agpec APl (URL).
e NyTb K dpanny clt.jar.

B Eclipse HacTpolku 3anycka CKaHMPOBaHUSA YCTaHABNMBAKOTCA C NMOMOLLbIO MYHKTA MEHI0
appScreener->Settings, 3anyck ckaHMpoBaHUSA NPON3BOANTCS C MOMOLLIbIO MYHKTA MEHHO
appScreener->Run. (cm. pasgen Eclipse)

6.2. YnpaBneHue NnpoeKTom

YnpaBneHne npoekTom coctouT u3 pasgenos O63op, NMNoapobHbIe pe3ynbTaThl,
CkaHupoBaHus, JKCNopT oT4yéTa, CpaBHEeHMe CKaHUpoBaHUN 1 HacTpomnKu.
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MepekntoyeHne Mexay 3TUMK pasgenamuy OCyLLECTBNAETCS Yepe3 MEHI0 B NEBOW YacTu
CTpaHuupbl. MeHo MoXeT ObiTb NPEACTaBIIEHO B BUAE UKOHOK C TEKCTOM WM TOSNbKO UKOHOK,
YTO PErynupyeTcs HaXkaTeMm Ha KHOMKY B TEBOM HUXHEM Yriy cTpanHuupl (puc. 6.13).

appscrcer—ler- NomawHasa cTpaHuua MpoekTbl Ipynnbi NPOEKTOB MNpaswna 1 HaGopbl O npopykTe

- D) OTSOEaG MpoekTbl SAST > VulnerableWorld.zip > O63op

HalneHHble yA3BMMOCTH

@ Moapo6Hble pesynsLTaTbl

: CKaHWpoBaHWA

m SKCMopT oTuéTa

E! CpaBHeHWe CKaHMPOBaHMA

{g} HacTpoiiku >

Puc. 6.13: BokoBoe MeHo

CnpaBa ot norotuna npoekta otobpaxaetcs ID (nepsble wectb cumaono UUID npoekTa).
YUTto0ObI ckonnpoBaTb B 6ydep nonHbin UUID, HaxmuTe Ha @
Ha ctpaHuyy O630p MOXHO NEPENTU, HaXaB Ha Ha3BaHWe nNpoekTa Ha cTpaHuue MNMpoekTbl

nnu Ha [lomaliHen cTpaHuue (ecrnv NPoOeKT BXOAUT B LLUECTb NOCNEeAHMX 3anyLLeHHbIX
NPOEKTOB).

Ha ctpaHuubl NMoapobHble pe3ynbraTthl MK AKCMOPT OTYETA MOXHO NEPENTU, HAXaB Ha
COOTBETCTBYIOLLME KHOMKM ObICTPON HaBuraumm Ha ctpaHuue MpoekTbl v Ha [lomaluHen
CcTpaHuue (ecnv NPOEKT BXOAUT B LLUECTb MNOCNEAHMX 3anyLEHHbIX MPOEKTOB).

6.2.1. OG30p

B pasgene O630p (puc. 6.15) B npaBoM BEPXHEM YIiy MOXHO BblbGpaTb CkaHMpoBaHue, A1is

koToporo 6yaeT otobpaxaTbCsi CTAaTUCTMKA NO CKAHUPOBaHUID. HaXmunTe Ha MKOHKY "/, 4TOObI
oToOpasunnck NapaMeTpbl 3anycka aHanusa Anst BblopaHHOro CKaHMPOBaHUS.




l."'.

¢ APP

Screener

Maea 6. OnucaHune paboTtbl ¢ Solar appScreener

MH®OPMALMS O CKAHVPOBAHNN
[i] CrkavaTb hain npunoxerns [i] CkauqaTb ypHabl cobbiTuit
5/514.01.2021 16:35:39
ABTOP demo_2020_g4
uui B82efe055-cf69-47eG-85ff-9900116454bd @
BEPCUS MPABUI 3.12.0.96588

OBLLME HACTPOMKM

BuiGepuTe, 4ToGH! " apues (

AHanuanposaTb GUBNMOTEKY U BIOKEHHDIE apXHBbI
.zdp, .tar, .tar.gz, .tar.bz2, .7ar, .cpio, .7z, .apk, .jar,

.war, .ear, .aar ).MoapoGHee 8 PyKoBOACTBE Nons308aTens (paspen
4.1.2.) Ha cTparuue O npoayKTe.

CosnasaliTe naTTepH! Ha BKNake MaTTepHsl CTPaHNLLI Mpasina i HaBops! 1 MConB308aTH NONbIOBATENbCKME NATTEPHDI

uenonsayiiTe ux ana 8 nar »
NATTEPH NPU AHANUSE B OME CO3NAHUA NATTEDHa, UTOBbI AKTUEMPOBATS

w0, Monpo6Hee B PyKoBOACTEE NoNk30BaTeNs (pazaen 4.3.2) Ha

CTparivtue O npoayKTe.

BuiGepHTe, 4TOGEI BHANMaNPOBATS TONbKO USMEHEHHBIE 1 HOBSIE darinkl, 310 VHKpeMe HTaNbHEI aHanUS
COKPATUT BPEMS aHa/u3a Npu NepeckaHMpoBaHui. ECTIM M3MEHNANCH

HACTPOViKM NPOEKTA WM OBHOBMNACK CHCTEMa, NIPOaHaNMSMpyiiTe

MonpoGree & (pasnen

4.2.7.1) Ha cTparuue O npoayKTe.

MepeyncnuTe AMPEKTOpUM, haiinel /unu nakeTsl. MpnMep:

u
it/ wx ks php; dix/xe/x. g5 McrioumTs 13 aHanusa

AHANV3MPOBATb S3bIKM

BhiGepyTe XOTA G5l OH ASLIK 13 CTIVCKA 1 S2MYCKa CKaHNPOBaHHA. ABAP Groovy Python VBA
Apex HTMLS Perl VBScript
c# Java, Scala, Ruby Visual Basic 6

Kotlin

C/C++ JavaScript Rust Vyper
COBOL LotusScript 1c
Config files Objective-C Swift
Dart Pascal T-SQL
Delphi PHP TypeScript
Go PL/SQOL VB.NET

HACTROMKM A3bIKOB

C/C++

VKaKiTe, SBASETCA NY NPUNONKEHUE NPOEKTOM Visual Studio. Mpoexr Visual Studio

NonnepxueatoTes Visual Studio 2005 1 Gonee nosaHue sepcun. MoppobHee &

PYKOBOACTSE NONL308aTeNs (pa3nen 3anyck ckaHMposanys & UT >

Monpo6Hoe onucaHye sanycka ananaa AnA C/C++ NDUNOKeEHNT) Ha

cTparmue O npoaykTe.

Java, Scala, Kotlin

BuibepyTe ONUMI0, ECN NPOEKT CONEPINT KaK UCXOAHbIE, Tak v .class He cobupath npoek (yxe cobpar)

~aitnel. Noppobree o ikax npoexTa &

(pasnen 3anycxk crarmposarus & U > Monpobroe onvcarie sanycka ananusa

s Java, Scala, Kotlin unw Android-npunoxeuit) Ha CTpaHuLie O NponyKTe.

JavaScript

BuIGEpHTe, “TOGEI GHANM3HDOBATS CTaHAAPTHEIE GMBNMOTEKN Javascript AHANUIUPOBATS CTAHAAPTHbIE GUBMOTEKM

(jQuery, Bootstrap u mpyrie).

HACTPOMKM MPUBATHOrO PEMO3UTOPHS

YKaIKUTe UMA NONB30BATENS 1 NAPONL, 4TOGS! 32T Py TE NDOEKT U3
Mma nonbaosatens

Git nu Subversion.

HACTPOMKM

G3UTOPUS GIT

Hanpumep, my-branch Mo Ton eTka R BeTka B penosuTopyim Git

BbIBOP QANOB ANR AHANIM3A

MepeyvcnuTe AMPEKTOPUM, (iaiinisl 1/uH NaKeTl. MIpHMep: Brnouwe/ckiownTs w3 awanaa
B

dix/ss/axss.php; dir/x«/+.]s

HACTPONKM KOAWMPOBKHM

vazsanni

N9 KOPPEKTHOrO aHan¥3a apxuea y6eauTeCs, YTO BCE BOKeEHHsIE thaiins! aiinos

UTF-8

ORHOM KORMPOBKN.

KoZMpoBKa UCXOAHO!

UTF-8
HABOPbI MPABUN
BiGEpHTE KOHKPETHBIE HAGOPHI NPABIT, KOTOPHIE XOTUTE CTIONB30BATS NP
Si3bIK NporpaMMUpoBaHMa
. Habopbl WK co3naTh

COBCTBEHHBIN MOKHO Ha CTpaHHUE Mpasuna u HaGopsl. MonpobHee &
PYKOBOACTEE Nons3oBaTens (pasaen Habopbl Npasun) Ha CTparuLe

0 npoaykTe.

Puc. 6.14: NMapameTpsbl 3anycka aHanusa
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Ha ctpaHuue O630p npeacrasrneHa crnegytolas MHopmauus:

® DENTUHT;

e CTaTyC CKaHMpOBaHUS;

* NPOAOIKUTENBHOCTb CKaHMPOBAHWS;

® KONMWYeCTBO CTPOK KOAa;

® KONMYECTBO YA3BMMOCTEN KaXKA0ro YPOBHSA KPUTUYHOCTMK;

* CTaTUCTUKA MO NPOaHaNU3nNpPOBaHHbIM A3blKaM;

e CTaTUCTMKa MO NpoaHanu3npoBaHHbIM dparnam;

® CTaTUCTMKA MO Kraccudumkaumsm ya3BMMOCTEN;

e rpaduydeckas NHpopmaLmsa NO CKAHNPOBAHMUIO N NPOEKTY:

o OuMarpamma C KOrM4YeCTBOM YSI3BMMOCTEN KaXaoro YPOBHS KOUTUYHOCTU B CKaHMPOBaHWUK;
rpadomk ypoBHsi 6e30MacHOCTM NPOEKTa;

rpadouk KonnyecTea ysisBUMOCTEN B NPOEKTE;

AvarpaMmMa ¢ cambiMy PacnpoCTPaHEHHbIMU YSA3BUMOCTAMWU B CKAHUPOBAHWUY;
HaKonuTenbHasi AnarpaMma co CTaTUCTUKOMN KonnyecTBa YA3BUMOCTEN MO S3blkaM.

o O o o

3 ect IS} X
- JeEii Mpoercrei > Java Project > OBz0p aatavazoraaszy |l

HalioeHHble ya3BuUMoCTU CraTucTuka CKaHupoBaHus

: CTATYC 3asepueHo
0.4

0:01:46

> CTPOKM KOAA 14938

46 424

' ~ = e =

Haligenubie LHamKa yposHs Konuuectso Tune CratucTika no
YSSEAMOGTH 6esonactocTn M0 yAsBAMOCTER yAsBAMOCTER A3biKaM

CTaTncTuKa no A3siKaMm

Cxpom Gokosoemenio ()
MoonomwTenhs ocTh

Puc. 6.15: O630p

Ecnv B AaHHbLIN MOMEHT NPUIOXEHNE He CKaHUPYETCSl, MOXHO 3anyCTUTb HOBOE
CKAHUPOBAHME, HaXaB Ha MKOHKY .. ECMM CKaHMPOBAHME HAaXOAMTCS B MPOLECCE aHanmaa,
TO €10 MOXHO MPUOCTAHOBUTB UMM OCTAHOBUTB, HAXA@B Ha UKOHKY * .

6.2.2. NMoapoOHbIe pe3ynbTaThbl

Ha Bknagke NMoapobHble pe3ynbratbl (puc. 6.16) oTobpaxaeTcs nHopmaLms No Kaxgon na
0BHapyXeHHbIX Y3BUMOCTEN A5 BbIOGpaHHOro ckaHnpoBaHus. Nepekniovarbea mexay
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pesynkTataMmy pasHblX CKaHUPOBaHWUIA MOXHO C NMOMOLLIbIO CMCKA CKaHUPOBaHWUIA B MPaBOM
BEPXHEM Yry.

appScreener Jomawnsia cTpanuua MpoexTsi Tpynnsi npoekTos Mpasuna u HaGops! 0 nponyke

. Vulnerablew... o )
ID 25B5FD MpoekTsl > VulnerableWorld.zip > [lodpo6Hbie pesynsrats 1/127.10.2022 02:13:06 -
6

@ Ce Beero Kputuueckuii  Cpemnwi Huakuii Unio /ulnerableWorld/python2/PYTHON_COOKIE_NOT_HTTPONLY.py:20 b3e
11573 2442 5078 3320 733 - -

E MoapoBHbIe pesynbTaTsl # <yes> <report> PYTHON_COOKIE_NOT_HTTPONLY 21flc4 -

- SESSTON_COOKTIE_HTTPONLY = False

== CkaHnposaHus =

rusa Cookie Ges HttpOnly - app = Flask(__name__

# <yes> <report> PYTHON_COOKIE_NOT_HTTPONLY 21flc3
r_.f’ 3KCnopT oT4ETA W Cookie Ge HitpOnly app.config['SESSTON_COOKIE_HTTPONLY'] = False

(3[€) Cpasrere cranuposanit . # <yes> <report> PYTHON_COOKIE_NOT_HTTPONLY lerlc4
[ ce o €+ Cookie be3 HttpOnly settings.configure (SESSTON_COOKIE_HTTPONLY=False

{g} HacTpoiiku > @ Cookie Gez HitpOnly 12 # <yes> <report> PYTHON_COOKIE_NOT_HTTPONLY lerlc4 -

@ Vulnerabl e»"-:‘crEe';:- /PYTHON_COOKIE_NOT_.

@ Vulnerab eWorld/p.../PYTHON_COOKIE_NOT_. OnmncaHue yA3BUMOCTM >

@ Vulnerabl eWorld/p.../PYTHON_COOKIE_NOT_.

® VulnerableWorld/p.../PYTHON_COOKIE_NOT . Mpunoxenne coaaast cookie, He yeTarasnusas (nar httpOnly pasweim True . 3ro gaér goctyn k cookie He
Tonbko No npoTokony HTTP (HanprMep, nocpeacTeoM JavaScript-Koaa), UTo MOKET HapyLINTbL WX

peWiTUHre yassuMocTei web-npunosxennit OWASP Top 10 2017.

/¢
1
L
L
@ VulnerableWorl d/p.../PYTHON_COOKIE_NOT_. KOHGDMAEHLMANBHOCTD.
lt
@ VulnerableWorld/p.../PYTHON_COOKIE_NOT_.
L
L

1o
1o
1o
@ VulnerableWorld/p.../PYTHON_COOKIE_NOT_. YA3BMMOCTM THNa “yTeuka KoHhMAeHUMaNbHBIX AaHHbIX” (Sensitive Data Exposure) 3aHUMaioT TpeTbe MecTo B
g
1o
1o

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT._.
RA

@ VulnerableWorld/p.../PYTHON COOKIE NOT . < £y
Crpbims Gokopoe vero ()

Puc. 6.16: MNMogpobHble pesynbraTthl

B neBow YacTu cTpaHuLbl NpeacTaBneH CMCOK BXOXKAEHUN YA3BUMOCTEN, CrpynnMpoBaHHbIN
no TMnam ysi3BuMocTen. [pn 3ToM B BEPXHEM MEHIO MOXHO BblOpaTh, YA3BUMOCTM KaKoro
ypoBHs1 TpebyeTcst 0Tobpa3nTb. 10 xenaHuo TUN rpynnMpoBKM MOXHO U3MEHUTb, cregytoLmne
OnuMM OOCTYMHbI MO HaXaTU0 Ha UKOHKY OUIBTPOB:

® 0 TUNY YS3BUMOCTMU;
* 1o hanny;

* 0 TOYKEe KCnryaraumm;

® MO UCTOYHUKY YSI3BMMOCTM;
* M0 Nakery.

Anga ynobHowm HaBuraunm nNo yS3BUMOCTSIM Takke NpeayCcMOTPEH NOUCK MO Ha3BaHUIO
YSI3BMMOCTU U pbanny/am ¢ BXOXAeHueM, a Takke punstpsl (puc. 6.17).
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‘OWASP Top 10 2013
(OWASP Mobile Top 10 2014
'OWASP Mobile Top 10 2016

‘OWASP Top 10 2017

HIPAA

CWE

CWE/SANS Top 252011

CWE/SANS Top 25 2021

OWASP Top 10 2021 B/1Y BCTIK
PCIDSS 3.2.1
Boibpatbece  x ChaTb Bce
rPYNNMPOBKA MO 938/MOCT CO CTATYCAMM
VIcTounuky yszeuMocTh BepKaeH 0
aitny He obpa6otaro 11573
© MNakery o
Touke akcnnyaTaun R
Tuny ysissumocT B cranpapTHbix 6ubnmotekax @ 4
@D roxasbisaTs TUN vR3BMMOCTY BHYTRY g7 D
rPYNNGI
CPABHEHYIE CO CKAHMPOBAHMEM @D /HCTPYKUMM N0 HACTPOITKE WAF
Imperva SecureSphere
HoBble yA38MMOCTH ModSecurity
CoxpaHHBLUMECs YSI3BIMOCTH F5
VCTpaHEHHbIE yA3BUMOCTH Bes uHCTpyKumit
FUZZY LOGIC ENGINE
ABAP Java Scala
Android JavaScript Solidity
confidence
KpuTnueckme Apex Kotlin Swift
high w
= c# LotusScript T-SQL
Cpente
high low C/C++ Objective-C
Huakme COBOL Pascal VB.NET
" Config files PHP VBA
Wcpopmatoritivie
high ow Dart PL/SQL VBScript
Mepuiemuns Delphi Python Visual Basic 6
Go Perl Vyper
Groovy Ruby 1c
HTML5 Rust

x CHaTb BCE

KOMMEHTAPY!
Be3 KoMMeHTapues Bea 3agaun 8 Jira
KOPPENIALIMA C DAST

MomTeepasHHble

Be3 noaTeepxacHUs

MpumennTs

Puc. 6.17: dunbTpbl pesynsratoB

®unsTpoBaTh Pe3ynbTarbl MOXHO MO CriegyowmM napaMmeTpam:
* Kraccudukaums ya3smMmocTen

e CTaTyCbl YS3BMMOCTEN

* TUMbl YA3BUMOCTEN

* Npu HanU4uM AByx 1 6onee ycnewHbIX CKAHMPOBAHWI B MPOEKTE MOXHO CPaBHUTL TEKyLlee
CKaHMpOBaHWE C OAHUM U3 NPeaLIecTBYHOLLMX U 0TOBPa3nTb YI3BUMOCTU B COOTBETCTBUM C
MX CTaTyCcoM (ECNnu Npu CpaBHEHWUM YS3BUMOCTM HE OTCNEXUBAIOTCS, Nepe3anycTute
CKaHMpoOBaHWe, N3MEHVB KOOUPOBKY B HAacTpoKkax aHanunsa)

* WHCTPYKUWUK no HacTporike WAF

e BkNOYNTL Fuzzy Logic Engine ¢ ogHUM 13 peXnMOB:
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o TONbKO NCTUHHbIE — 0To6pa>|<a+0Tcs| YA3BUMOCTU C BbICOKOM BEPOATHOCTbIO TOIO, 4YTO
BXOXOEHNA ABNAKOTCA peaanof/'l YA3BUMOCTbIO,

o TONbKO Ba)kHble — OTOBpaXxaloTcs YA3BMMOCTU, Ha KOTOpble Haao 06paTuUTb BHUMaHWE B
nepBylo ovepeab;

o MOSb30BaTENbCKUA — €CTb BO3MOXXHOCTb HAaCTPOUTb YyBCTBUTENBHOCTb Fuzzy Logic
Engine, nepemeLyasn non3yHoK B pa3Hble NonoxeHus. KpanHee nesoe nonoxeHue
Non3yHKa XxapakTepusyeT BXOXOEHUS C CaMOW BbICOKON BEPOATHOCTBIO KOPPEKTHOIO
cpabatbiBaHUS, KpanHee npaBoe 0ToOpasnT yAa3BMMOCTU ANis Nobon BEPOATHOCTY;

°o ANHAMUYECKUA — MOXHO YCTaHOBWUTb NepueHTunb (3HadeHne ot 1 go 100), B
3aBMCUMOCTM OT KOTOPOro ByaeT oTobpaxaTbCcsa onpeaeneHHasi YacTb/NPOLEHT CaMblX
BaXHbIX YSI3BUMOCTEN.

() FUZZY LOGIC ENGINE

lMonb3oBaTENbCKWIA PEXUM .
KpuTuueckue 9
high confidence low confidence
high confidence low confidence
Huzskwe ﬁ
high confidence low confidence

MH(DOPMALMOHHDIE — e—f)

high confidence low confidence

=0

[NepueHTUNb

lNpMMeHUTL

Puc. 6.18: Fuzzy Logic Engine

® A3blKK, AN KOTOPbIX OblN NPOM3BEAEH aHanNu3;
* HanMynMe/oTCyTCTBME KOMMEHTAPUEB;
® Hann4ne/OTCyTCTBME CBSA3AHHOW 3aJa4vn B TaCK-MeHeLKepe.

(DI/IJ'IprbI NMPUMEHAKOTCA NOCI1e HaXaTud Ha KHOMKY anMeHMTb.
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YT06bl M3MEHUTL CTATYC UIN KPUTUYHOCTL YSI3BUMOCTM, HAXXMUTE Ha TPU TOYKM cnpaea oT eé
Ha3BaHus. Bbl Takke MOXeTe M3MEHUTb CTaTYC/KPUTUYHOCTb UMM OCTaBUTb KOMMEHTapPUIA ANs
MPOWU3BONLHON FPyNMbl ysI3BMMOCTEN. [1Ns 3TOro nepeanTe B pexxum Bbibopa HECKOMbKUX
YSI3BUMOCTEN, HaXKaB HAa COOTBETCTBYHOLLYIO MKOHKY.

. ]
Beero KpWUTHYECKWIA CpenHWii HU3KMIA WHto
11573 24432 5078 3320 733
[Mowrck no tainy 1 Ha3BaHWK YAZBUM ::-:::T',-'.
BoibpaHo yAzBUMOCTeiA: 5 Uz [NepelTy B pemuM Bbibopa HECKONBKMX YA3BUMOCTEN
wws ASP.NET Mcnonb3osaHue Impersonate 3

C# ASP.NET ucnonbsosadve Impersonate 1

3 Cookie be3 HttpOnly il .

@ VvulnerableWorld/s.../SWIFT COOKIE_NOT H...

(<

@ VulnerableWorld/s.../SWIFT_COOKIE_NOT_H...
@ VulnerableWorld/s.../SWIFT_COOKIE_NOT_H...

@ VvulnerableWorld/s.../SWIFT COOKIE_NOT H...

Puc. 6.19: lNepexoa B pexum BbIGOpa HECKONbKMUX YSA3BUMOCTEN

Mpn nameHeHnn ctatyca N ypoBHA KPUTUHHOCTU YSA3BUMOCTEN NepecynTbIBAETCs YPOBEHD
6e30nacHOCTU NPUNOXKEHUS. YA3BMMOCTU CO cTaTyCcoM OTKIMOHEHO He Y4MTbIBaTCS Npu
noAcyYéTe KonnyecTsa ysa3BUMOCTEN N penTuHra 6esonacHocTu. NMpu nepeckaHMpoBaHUK
n3mMeHeHust coxpaHsitotes (puc. 6.20).
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A S — ]
Bcero KpuTuueckuit CpenHwii HusKuin WHbo
11573 2442 5078 3320 733
-]

M3MEHWTb KPMTUYHOCTb BbIBPAHHbBIX YA3BWUMOCTEN

ccccc ASP.NET vcnonbsoBaHve Impersonate . KpUTHUECKIi ypoBeHD . Cpeauit yposeHb

C+ ASP.NET vcronb3aopanme Impersonate Huzkuid ypoeeHb . MHhopMaLMOHHbIA ypoBEHb

M3MEHWTb CTATYC BblIBPAHHBIX YA3BUMOCTEN

3 Cookie Ges HttpOnly 4 |- i
MopTBepyaeHo OTKIIOHEHD He obpaboTtaHo 7

@ VulnerableWorld/s.../SWIFT_COOKIE _NOT H...

@ VulnerableWaorld/s.../SWIFT_COOKIE_NOT H... AobasyTs rpynNoacit KoMMerTapHi

ncnpaewte go 10.10
@ VulnerableWorld/s.../SWIFT_COOKIE NOT H...

B VulnerableWorld/s.../SWIFT COOKIE NOT H...

php Cookie Ges HitpOnly YpanmTb Bce KOMMeHTapun

%

Puc. 6.20: YnpaBneHue naketom ysi3BUMOCTEN

Mocne BbIBOpa KOHKPETHOIO BXOXAEHMWS YS3BMMOCTM B LIEeHTPanbHOM YacTu CTpaHULbl
oTOoGpaxaeTcst COOTBETCTBYOLLMIA eMY (bparMEHT MCXOLHOIo Koga 1 Ha3BaHue danna, B
KOTOPOM OHO OBHapy>XeHOo. B HWXHEeN YacTu CTpaHuubl npeactasneHa nHopmaums no
BblOpaHHOMY Tuny yassumocTten (puc. 6.21): Onucanue, Mpumep, PekomeHaaumm no
ycTpaHeHuto, CCbISIKM Ha pecypcbl, CBA3aHHbIE C JaHHbIM TUMOM YSI3BUMOCTEN,
pekomeHgauun no Hactponke WAF (ansa Beb-npunoxeruin). MHCTpyKUMn NO HacTpounke
pasnuyHbix WAF oTobpaxatoTcs Ha COOTBETCTBYHOLLMX BKNagKax.

creener NloMawHss CTpaHMua MpoexTsl Tpynnbl NPOEKTOB Mpaswna u Ha6opbl 0 nponykTe
. VulnerableW...
& i 2565r0 D | npoexrus > VulnerableWorld.zip > ModpoShsse peaynsrarsi e -
06:
@ 0P Beero Koot Coenru [ Wrdo /ulnerableWorld/python2/PYTHON_COOKIE_NOT_HTTPONLY.py:20 b3
11573 2442 5078 3320 733 - - - .
[E] Moaposume pesynerare 15 | 4 <yes> <report> PYTHON COOKIE NOT HTTPONLY 21flc4
- 16 | SESSION_COOKIE_HTTPONLY = False
= Gz rsa Cookie 6e3 HttpOnly - 1 | 3PP = Flask(_name__
19 | 4 <yes> <report> PYTHON_COOKTE_NOT_HTTPONLY 21f1c3
3 20 | app.config['SESSION_COOKIE_HTTPONLY'] = False
m fenepT o W Cookie Gea HttpOnly 7 EE 2
8o } 22 | # <yes> <reports PYTHON_COOKTE_NOT_HTTPONLY lericd
asHeHMe CraHUpOBaHHil
i " C# Cookie Gea HttpOnly 23 | settings.configure (SESSION_COOKIE_HTTPONLY=False
o} Hacrpoiiku > & Cookie 6ea HttpOnly 12 25 | # <yes> <report> PYTHON_COOKTE_NOT_HTTPONLY lerlcé .

@ Vulner al)tev‘-./crE,";z- /PYTHON_COOKIE_NOT_.

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT_. Onwcanue yazsumocT  lMpumey PekomeHpaup ChINK Knaceudpmkaly Tpacca npaeneHu >

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT..

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT..... Mpunoxenue cosfaéT cookie, He ycTaHasnueasn (nar httpOnly paeHbiM True . 3To faér gocTtyn K cookie He
Tonbko no npotokony HTTP (Hanpumep, nocpegctoM JavaScript-koaa), HTo MOXET HapywWnTb Ux

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT._... KOHDUAEHLMANLHOCTb.

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT_... VA3BMMOCTM THNa “yTeuka KoHhUAGHLMANbHBIX AaHHbIX” (Sensitive Data Exposure) 3aHUMaIOT TpeTbe MecTo B

1
1
1
y peiTuHre yassuMocTel web-npunoxennin OWASP Top 10 2017.

@ VulnerableWorld/p.../PYTHON_COOKIE_NOT....

® Vulner ableWorld/p.../PYTHON_COOKIE_NOT_.
R

@ vulnerableWorld/p.../PYTHON COOKIE NOT . M N
CKPBIT 6OKOBOE MeHID ®

Puc. 6.21: OnucaHne ysa3BnmocTmn

Ha Bknagke Knaccudmkaumm (puc. 6.22) otobpakatotcs cooTBeTcTBytowme nyHkTel CWE
(Bepcus 4.0), CWE/SANS Top 25, OWASP Top 10, OWASP Mobile 10, OWASP ASVS,
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OWASP MASVS, PCI DSS 4.0, HIPAA n B1Y ®CT3K (goctyneH, ecnv BblibpaH pycCKUn A3biK
OT4YéTa).

NloMaWHaR CTpaHULA MpoeKTE! Tpynnel ] Mpasiuna u

’t Vulnerablew... @ . 3
ID 4BC3AE MNpoekTbl > VulnerableWorld.zip > [Todpo6kbie pesynbTarsi 1/1 05.07.2022 12:35:40
&) ossn - . i I I KA
Bcero KpuTuueckuii CpenHuit Huskui WHpo .source/Vulnerable’ FO6FlagsT €S
11820 2563 5153 3307 737 String query = FROM User where userId=" + user + "" o
E| Noapo6Hble pesyneTaThl
- out.println("Query : " + query //@ JAVA_XSS_REFLECTED-5527c6
I= Ckanmposaria System.out.printf(quexy); //@ JAVA_LOGGING_SYSTEM_OUTPUT-b4964d
@ BHenpeHnve B SQL-3anpoc -
ResultSet res = st.executeQuery(query //@ JAVA_TINJECTTION_SQL-33d6f’
[} sxenopromera X , .
. BHeapeHue B SQL-3anpoc 7 out.println("Results
while (res.next
@ CpaBHeHMUe CKaHWpoBaH i [ ] ulnerableWorld/j.../FO6FlagsTryFin:
String s = getString("use :
@ source/VulnerableWorld/j../JAVA_INJECTION... Ting s = res.getstringliusername
{§} HacTpoiiku N M
@ source/VulnerableWorld/j../JAVA_INJECTION... L2
@ source/VulnerableWorld/j.../JAVA_INJECTION...
K
@ source/VulnerableWorld/j.../JAVA_INJECTION... naccutpukaL >
@ source/VulnerableWorld/j.../JAVA_INJECTION...
CWE CWE-1027, CWE-89 , CWE-20
@ source/V.../JAVA_XSS_PERSISTENT.java:111
CWE/SANS Top 25 2011 CWE-89
S Bregpenue B SQL-3anpoc
CWE/SANS Top 25 2021 CWE-89, CWE-20
rsae BHepeHue B SQL-3anpoc
OWASP Top 10 2021 A3-Injection

4} Breppenve B SQL-3anpoc -

- KN
CKPHITH GOKOBO® MeHI0 ®©

Puc. 6.22: Knaccudukaumm

Ha Bknagke Tpacca (puc. 6.23) MOXXHO NpocnexmnsaTtb pacrnpoCTpaHeHne AaHHbIX A5
ysi3BMMOCTUW. PacnpocTpaHeHne AaHHbIX NpeacTaBneHo B BUAE AnarpaMmmbl C
KnukabenbHbIMW ArieMeHTaMu, NPU HaXxaTum Ha KOTopble B LIeHTpanbHOW YacTu CTpaHuUbl
oToGpaxaeTcss COOTBETCTBYHOLLMIA hparMeHT MCXOOQHOIo Koaa.

Npoexrsi
integration.zip @ .
- e MpoeiTel > integration.zip > [odpoBHsie pesymsTaTst e -
I
06: . ol iaeas
@ s Beero Kputnueckwmia  Cpepsuin Huswuii Wrdo integration/java8/F06FlagsTryFinally java:38 E;
s e e 333 92 Statement st = conn.createStatement ASED_RESOURCE_DATABASE-j1irdl  «
E| MonpotHbie pesynsrarsi
. String query = "SELECT * FROM User wh "+ ouser + "
= Canmposann ST — R
out.println("Query + query
oo & Brempenye 8 SOL-3anpoc 9 ‘ System.out. printf(query); //@ JAV SYSTEM_OUTPUT-b4964d
cnopT oTuETa £ Buenpenne ¢
@ integration/j.../FO6FlagsTryFinallyjava:38 ResultSet res = st.executeQuery(query); //@ JAVA_INJECTION_SQL-33d6f1,JAVA_INJECTION_SC
B]8 Cpasuenve cranmposasmi out_println("Results”
@ integration/.../JAVA_INJECTION_SOL java:28 while (res.next
Hacrpoitkn > i on/i../; javi
{st P @ integration/j.../JAVA_INJECTION_SQL.java:40 String s - zes. getstring(" usexname”
@ integration/j.../JAVA_INJECTION_SQL.java:59
out.println("\t\t" + s); //@ RSISTENT-rtejle
@ integration/.../JAVA_INJECTION_SQL.java:67 v
»
@ integration/j.../JAVA_INJECTION_SQL.java:77
@ integration/j.../JAVA_XSS_PERSISTENT java:111
Tpacca >

integration/].../JAVA_INJECTION_SQL.java:54

integration/].../JAVA_INJECTION_SQL.java:63

& Buenpenve B XPath

Statement.exec..

& Breppenme BHewneii cywHocTy 8 XML

& [lecepnanusauyn HenoBEpeHHbIX AaHHBIX

& Knwou wrdpoBaHua 3aaH B UCXOOHOM - E;
Cippims GokoBOE MeHIO (G) h

Puc. 6.23: Tpacca

Ha Bknagke YnpaBneHue ya3sBuMocCTbIO (puc. 6.24) MOXHO U3MEHUTb YPOBEHb KPUTUYHOCTH
n cTatyc, 0oBaBUTb KOMMEHTaPUIN K BXOXAEHMUIO M NOCMOTPETL XXYpHan cobbITUiA, B KOTOPOM
ByayT oTobpaxaTbcsi paHee COBEPLUEHHbIE AENCTBUSA C YHA3BUMOCTLIO.
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apy:ﬁcrcemer [loMawHss CTpaHnua MpoekTol IPyNMbl NPOEKTOB Mpaswna u Ha6opel 0 nponykTe
- :’!i:;::?erm @ MpoekTbl SAST > DVSA-master.zip > [100pobHbie pezynsrarsi 1/102.10.2023 17:08:18 -
A
@ 06s0p Beero Kentnueckuii  Cpeaduit Huzkuii Wrpe < Vnpagnenie yAzenmMocTsi0 >
103 6 74 20 3
[E] noaposhsie pesynurare:
- Cpeammit -
i= Ckanmposanus
[ orcnopr s @ ATaka Ha OTKas B 06CIYKMBAHMM 1 J MoaTeepsaeHo - 4
VSA-master/b.../payn 0cessing.py:z
DVSA-master/b.../payment_pro ing.py:27 @ CKpbITb XKypHan MoKa3aTh TONBKO KOMMEHTapPKM

B Cpasrenve cranmposannii

{g} HacTpoiiku N

@ Brenperne B SQL-3anpoc
Js Bredperue epenoHocHoro kopa obpaboraHo, B3ATb B paboTy B cnepyoLmil CnpuHT

BreqpeHie BpeloHOCHOM KOMaHAb!
VHTepnpeTaTopa
M3amenmn cTatyc ¢ He o6pabotaHo Ha MMoATBEPKAEHO .

Brenpetve kopa
@ Buenpenye pecypca
Unermndmratop narrepra: The7e0

VICXOAHaR KPHTUHHOCTS: COERR T YPOBEHE
Confidence: 2

JS Brewran yTeuxa uerHoit nHhopmaum

Mcnonbzosatne He3aWwnWeHHOoro NpoTeKona
HTTP

emme Hnian annan novanichuan mainaniinnsa chaiinn v
CrpbiTb Gokopoe Merto  (©)

Puc. 6.24: YnpaBneHue ya3sBuMOCTbIO

MK
AR

Ha Bknagke Takke otobpaxaeTtcs 3HadeHue napameTtpa Confidence ans BxoxaoeHus.
[MapameTp nokasbiBaeT yBepeHHOCTb Moayns Fuzzy Logic Engine, 4To aHHas ysa3BMMOCTb He
ABNSAETCA NOXHbIM cpabaTbiBaHMeM. Yem Gonblle 3HavyeHne napameTpa Confidence, Tem
MeHbLLE BEPOATHOCTb, YTO BXOXAEHWNE NOXHO-NONOXUTENBHOE.

6.2.3. CKaHnpoBaHus

Pasgen CkaHupoBaHusa (pyc. 6.25) npegHasHayvyeH ans ynpaeneHus CKaHMPOBaHUSIMU B
pamMkax ogHoro npoekta. Kaxgoe ckaHnpoBaHMe MMEET CBOW UAEHTUMUKATOP U OTMETKY
BpemeHun. [Ans Kaxxaoro CKaHMpoBaHUSA oTobpakaroTcs cnegyowime gaHHble:

e [aTa 1 BpeMs CKaHMPOBaHMUS, NPU HaXkaTuM Ha UKOHKY '~ oToBpaxkaeTca uHgopmauus o
napameTpax 3arnycka aHanmsa;
* MEHIO OENCTBUN:
o BbIrPY3UTb OTYET;
© apxuBMpoBaTb CKaHNPOBAHWUE;
o yaanuTb CKaHUpoBaHWe.
e CTaTyC CKaHWPOBaHUS;
* A3bIKW, OS5 KOTOPbIX OblN Npon3BeeH aHanus;
* NPOOOSKUTENBHOCTb CKAHNPOBAHWS;
® KONUYeCcTBO CTPOK KoAa;
® KONMWYECTBO YSA3BUMOCTEN KPUTUYECKOro, CpeaHero, HA3KOro u MHPOPMaLNOHHOIO YPOBHS;
® PENTUHT NPUIOXEHNS.




>

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

appScreener JloMaWHsA CTpaHuLa MpoexTsI Tpynnsi NPoeKTos Npaswna u HaGope! 0 npoaykTe

Java Project
“ ID 193151 @ MpoekTel > Java Project > Ckawuposaxus

@ Ct=op AKTMBHbIX CKaHMpoBaHuid: 0 Q Hosoe cxannpoBatme

E| NoapobHbie pesynsTaTsl
CTpokm

NataunBpems § Craryc Azbik MpopgomKMTeNnbHOCTL voma YazBumMocTU PeituHr
i= Cxanuposanma

R 0:01:46 14938 46 0.4

14:52:21 -~ .
r_lf? 3KENOPT oTuETA [71 Boirpysuts oTugt

12451245);'2021 3 Y Apxusvposars cranmposarie 0:02:18 14938 46 0.4
B¢) cpasrenve cxanmposanuii -

x| YAaanuTe ckaHMpoBaHmue

2/401.07.2020 §
B wo o S s e

iglaoll‘ff'zozo 3aBepleHo & 0:01:59 14938 46 0.4

Puc. 6.25: CkaHnpoBaHus

Cnncok MOXHO COPTMPOBATh NO AaTe CKaHUPOBaHWS, NPOAOKUTENBHOCTM CKaHUPOBAHUS UK
penTuHry. [Ins 3Toro HaXXMUTE Ha COOTBETCTBYHOLLMIA 3arofioBOK, MOBTOPHOE HakaTne MeHsieT
NOPSIAOK COPTUPOBKMW.

CpaBHVITb pe3ynbratbl ABYX Bbl6paHHbIX CKaHVIpOBaHI/II7I MOXHO, Ha*XaB Ha KHOIMKY CpaBHVITb.
CKaHI/IpOBaHI/IFI, KOTOpPble HAaxXoOATCA B apxXxmuBe, MOXXHO CKPbITb U3 CIMUCKa, HaXXaB Ha CKprTb
apxuB, Unn 0T06pa)KaTb B cnuncke, HaxkaB Ha lNMoka3aTb apXxuB.

appScreener JloMaWHSR CTpaHuLa MpoexTsI Tpynnsi NPoeKTos Npaswna u Ha6ope! 0 npoaykTe

Java Project
“ ID 193151 @ MpoekTel > Java Project > CkaHupoBaxus

@ Cteop Q AKTUBHbIX CKaHMpOBaHuiA: 0 Q Hosoe ckaHuposaHue

E| NoapoBrbie pesynsTatel

Mokasatb apxus Craryc Azbik MpoaoMKUTENBHOCTD C;EE:M YA3BMMOCTH PeiituHr

i= Cxanuposanma

3/314.04.2021 P .

A 3aBepleHo & 0:01:46 14938 46 0.4
r_I{’ Skenopt oTuéTa

2/301.07.2020 5 £ s

P 3aBeplieHo 0:11:03 60169 7

Bg) cpasrenve cranmposanwii 19:05:46 nera) [wow] [ves
483 Hactpoinn > e 3asepueto & 0:01:59 14938 46 0.4

Puc. 6.26: Noka3aTb/CKpbITb apXxmB

6.2.3.1. HoBoe ckaHupoBaHue

KHonka HoBoe ckaHupoBaHue (puc. 6.27) NnpeaHasHavyeHa ansa nposeaeHns NoBTOPHOMO
CKaHMpOBaHuWs B paMkax ogHoro npoekTa. NogpobHoe onvcaHue 3anycka aHanusa
npeacTaBneHo B pasgene 3anyck ckaHuposaHus B UL,
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appScreener [loMaLuHss CTpaHuLa MpoeKTsl Tpynnbi NpoeKTos Mpaswna u Ha6opet 0 npoaykTe

Java Project
« ID 193151 @ MpoekTbl > Java Project > CkaHuposaHus

@ 0fzop Q AKTUBHBIX CKaHMpoBaHuii: 0

E MoApo6HLIE pe3ynbTaTbI
CTpokm

llata nspems § Cratyc Fabic MpoRom«HTensHOCTS sy VaseumocTi Peiimunr
= Crauuposanus —

3/314.04.2021 ,( :

S 3asepweto & 0:01:46 14938 46 04
r_lr) 3KCMOpT oTuUETA

2/3 01.07.2020 5 £ s

v 3aBepleHo 0:11:03 60169 7

e —— 19:05:46 o o] fome
483 Hactpoinn > igsa%é)l'].zozo S & 0:01:59 14938 46 04

Puc. 6.27: HoBoe ckaHupoBaHue

6.2.3.2. Oyepenb CKaHMpPOBaHUN

B appScreener MOXXHO 3anyCTUTb Cpasy HECKOMbKO CKAHNMPOBaHUN B O4HOM MPOEKTe C
pasHbiMK HacTponkamu. OTcnexmnBaTb CTaTyCbl CKAaHMPOBaHUI MOXHO B rpade CraTtyc.

Homawksn cTRaHMLA MpoexkTsi Mpagnna  Habope AwanwThia 0 npoaykre

Java Project
u 1D 193151 @ MpoekTel > Java Project > CkanupoBaHus

@ @z Q I AKTMBHBIX CKaHMpOBaHWiA: 2

[E] nonposisie pesynstarsi
CTpoku

Natauepemsa 4 Cratyc fA3bik Mpopon#nUTensHOCTL ona VA3BUMOCTK
= Cxaumpoeaums
4/414.04.2021 Vner .
13:52:21 CKaHWMpOEaHWe 0:00:00
[¥7 3xcnopromuéra '
Wpet
3 i 3/414.04.2021 .
ﬂ- CpaBHeHMWe CKaHMpOBaHMit P, CKaHMpoBaHKE 0:00:00
—
{c}} HacTporiku > = (d
6 (= (I8 [
20T 072020 3aEeplweHo 0:11:03 60169 7

18:05:46

saL VBS

Puc. 6.28: Oyepenb ckaHMpOBaHUM

6.2.4. AKcnopT oT4éTa

B pasgene kcnopT oT4éTa MOXHO BbIrPy3nTb pe3yrnbTaTbl CKAHMPOBaHUS B OTYET B hopmarte
HTML, PDF, CSV, DOCX nnu SARIF. BbibepuTe ogmH 13 rotoBbIX LWAGNOHOB HACTPOEK U
3agjanTe NHpopmaLumio A5s 3KCnopTa BPY4HYIO.

HacTponku oT4y€Ta BKMoYaloT crneayrowme 6rnoku:
® CKaHWpOBaHUS;

® CpaBHUTb CO CKAHUPOBAHWEM;

* MHJOPMaLNSA O NPOEKTE;

e Knaccudukauunsa ysa3sBumMocTeu;

e PUNLTP YA3BUMOCTEMN;

® CMNCOK ySI3BMMOCTEWN;

* NogpoOHbIe pesynbTaThl;

® MHCTPYKUuKM no Hactponke WAF;




»
H*
 appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener

e 06LLMe HaCTPOMKM OTHETA.

6.2.4.1. CkaHupoBaHus

[nga akcnopTta oT4é€Ta BbIGepuTe OOQHO NN HECKOMNBbKO CKAaHMPOBaHMI. YTobbl Nnony4nTb
TOSTbKO CBOOHYIO MH(pOpMaLIMIO NO NPOEKTY, yaanuTe BCe CKaHNPOBaHUS U3 CNIUCKA.
6.2.4.2. CpaBHUTb CO CKaHMpPOBaHNEM

BbiGepuTe ogHO ckaHMpoBaHue, 4ToObl onunsi CpaBHUTbL CO CKaHUPOBaHUEM cTarna
gocTynHa. B oT4éT ByayT BKNtOYEHbI Tabnvua cpaBHEHWs!, rpadhvk U CTaTUCTUKA MO HOBbIM,
COXPaHUBLUMMCS U YCTPAHEHHBIM YSA3BUMOCTSIM.

BbibepuTe cTaTyChbl YA3BUMOCTEN (HOBbIE, COXPaAHUBLUNECS /MW YCTPAHEHHbIE) N YKaXUTE
KONMNYeCTBO BXOXAEHUN KaXXO0W YA3BMMOCTMU.

appScreener Aomawnsn cTpannua MpoeKTol Mpaswna n HaGopsl AnannTuka 0 npoaykTe
Java Project @ X
‘1 ID 193151 MpoekTbl > Java Project > 3kcnopt otuéta
@ w 2
CosnaiiTe cBO/ WabnoH B HACTPOMKaX NPoeKTa
[I=] noaposusie peaynsrars
CKAHUPOBAHMS () CPABHUTL CO CKAHUPOBAHMEM
= Crannposarig
X 4/414.04.2021 13:52:21 -
3/414.04.2021 13:52:04 .
[77 3xcnopromuéra

4/414.04.2021 13:52:21
Hosbie yAssiMocTn

B) cpasrenve cxanmposanuii
CoxpaHuUBLIMECH YASBUMOCTH
{%} Hacpoiiku > YcTpaHEéHHbIe yA3BUMOCTH
Cnncok BXOXALEHWA ys3BUMOCTER
He Bbirpymarh BxoxaeHna
© BuirpysuTs ece BxoxAeHnA

BuirpyauTh BxoxaeHuis He Gonee

HacTpoiiku 3anycka CkaHypoBaHns

Puc. 6.29: CpaBHUTb CO CKaHMPOBaHMEM

6.2.4.3. UHcpopmaumsa o npoekTe

B OTYET MOXHO BKMOYMTb AUHAMUKY YPOBHS 6e30nacHOCTU, AMHAMUKY KOnMYecTBa
YSI3BUMOCTEN N UCTOPMIO CKaHNMPOBAHUIA.

MH®OPMALIMS O MPOEKTE @ Ckpoitb HacTpoiiky

[unamnka ypoeHa 6esonacHocTy VICTOpHA CKaHMpOBaHui

. He BbIrpyaTb UCTOPUIO CKaHNPOBaHMI
JmHamMnka KonuuecTea yasBMMOCTe

© BuirpyauTs Bcto ucTOpIo crarMpoBaHMil

Bbirpy3uTb MocNeAHWX CKaHUPOBaHMiA

Puc. 6.30: Hpopmaums o npoekTte

6.2.4.4. Knaccudmkaumsa yasBumMmocTen

BbibepuTe ogmH 13 cnocoboB knaccudpumkauum ysassumocten: Mo kputndHoctn, OWASP Top
10 2013, OWASP Mobile Top 2014, OWASP Mobile Top 2014, OWASP Top 10 2017, OWASP
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Top 10 2021, OWASP ASVS, OWASP MASVS, PCI DSS 4.0, HIPAA, CWE/SANS Top 25
2011, CWE/SANS Top 25 2021, CWE/SANS Top 25 2023, BAY ®CT3K (goctyneH, ecnu
BblOpaH pycckui a3blk oT4€Ta) nnn OY[4 (gocTtyneH, ecnv BoibpaH pycCKUN A3bIK OTYETA).

>

Mpu BbIGOpe CpaBHUTBL CO CKAHMPOBaHUEM JOCTYMHA TONbKO Kraccugukaums ysa3aBumMocTen
Mo KpUTUYHOCTN.

KNACCHOUKALMA YA3BUMOCTEN @ CKpbITb HACTPONKKW

Mo kpuTruHOCTH -

Puc. 6.31: Knaccudukaums ysssBumocTen

6.2.4.5. UHcpopmaLma o CKaHMpOBaHUMU

Mo yMOIn4aHunro 6y,u,eT AobasreHa ctatucTuka CKaHMpoBaHuA: CTaTycC, pel7|TVIHF,
npoaoIKNTENIbHOCTb, KOJTIM4ECTBO CTPOK KOAAa, KONnnM4ecTBO yFISBVIMOCTeIZ.

BbibepuTte 4ONOMHUTENBHYO MHPOPMAaLIMIO O CKaHUPOBAHWUM:
* anarpamMmma HaueHHbIX YS3BMMOCTEN;
* JuarpamMmma TUMNOB YA3BMMOCTEMN;

® CTATUCTUKA NO A3blKaM;

NHpopmaumsa 06 owmbKkax CKAaHNPOBAHNS;

b HaCTpOVIKM 3arycKka CKaHnpOoBaHWUA.

Q MHOOPMALMA O CKAHUPOBAHMM @ CKPBITE HACTPOMKKN

MO yMonuakuK Gy 8T ROBaBNBHE CTATUCTUKE CKAKHPOBAHUS
[marpamma HaliieHHbIX yAaBUMOCTe A CTaTnCcTMKA MO NPOaHANM3MPOBaHHbLIM daiinam
[uarpaMma TUNoe yazenMocTein WMrhopMaums 06 ownbrax ckaHUposaHna

CTaTucTuka no Asbikam HacTpoiikn 2anycka ckaHnposaHus

Puc. 6.32: lHdopmaums o ckaHnpoBaHUn

6.2.4.6. PUnNLTP YA3BMMOCTEN

BbibepuTe ys3BMMOCTU NO Crnegyowmm napaMmeTpam: YpoBeHb KPUTUYHOCTH, TUMbI
ya3BUMOCTEMN, A3blK. Bocnonb3yntech punstpom Fuzzy Logic Engine B 04HOM 13 peX1UMOB:
TonbKo NCTUHHbIE, TONbKO BaXHble, Monb3oBaTenbCKMn nn JJUHaAMMUYECKUN PEXUMBI.
MoapobHee o Fuzzy Logic Engine cm. Nogpo6GHbie pesynsraTsl
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GUNLTP YA3BMMOCTER @ CKPbITb HACTPOIKM
YpOBeHb KPUTUYHOCTU AzblK
Kputnecknit yposers ABAP Java Scala
CpeaHuii ypoBeHb Android JavaScript Solidity
Hwsruii yposeHs Apex Kotlin Swift
MHbopMaLKWOHHbIA YpOBEHb Cc# LotusScript T-SQL
Tune yassrmMocTel C/C++ Objective-C TypeScript
B cranpaptHex Gubnmorexax COBOL Pascal VE.NET
B .class aiinax, KOTOpbIE HE YAANOCs AEKOMIMNMPOBATH Config files PHP VBA
Bes MHCTpYKUMIA No HacTpoiike WAF Dart PL/SOL VBScript
C coanannoi sanaved & Jira Delphi Python Visual Basic 6
Go Perl Vyper
FUZZY LOGIC ENGINE Groowy Ruby o
Kputnueckue HTMLS Rust
high confidence low confidence

Beibpatb Bce  x CHATL BCE

Cpenxve

high confidence low confidence
Huzkue

high confidence low confidence
NHpopMaumoHHsie

high confidence low confidence

Puc. 6.33: dunbTp ysa3BMMocTen

6.2.4.7. Cnncok ysassumocTen

BbibepuTe cTaTyChbl YA3BUMOCTEN U 3aaNTe KONMYECTBO UX BXOXAEHUN.

() CMWUGCOK YA3BMMOGTEN @ CKpbITb HACTPOM KM
¥a3BuMOCTH Co cTaTycamu Cnucok BXoXAeH N ya3srMocTel
He obpaboTtaHo He BbirpyKaTb BXOKOEHUA
MNopTeepxaeHo © BuirpysuTs sce BxowaeHns
OTKNoHeHo BuIrpysuts BxoxaeHuii He Gonee

Puc. 6.34: Cnncok yassumocTen

6.2.4.8. NMoapoGHbIe pe3ynbTaThl

Mo ymonyaHuo Ansa ys3BuMocTel 6yayT AoGasneHbl onnucaHue, npuMep, pekomeHaauum no
YCTPaHEHW0, CCbISKN. [ONoMHMTENBHO MOXHO HAacTpOUTb:

e crtatychl yassumocTten: He obpabotaHo, NoarBepxxaeHo, OTKkNoHeHo (nogpobHee B
pasgene lNogpobHble pesyrnbsrarthl);
® KONMMYECTBO BXOXOEHUN YA3BUMOCTEMN;
e oTOBpaXkeHne Tpacchl;
e oTObBpakeHue XypHana coObITuIA:
o He BKNo4aTb;
o BKJIHOYUTb TONMbKO KOMMEHTapUK;
o BKITHOYUTb TOMBbKO AENCTBUS;
o XXypHan uenunkom;
* pasmep KOHTeKCTa MCXOOHOro Kofa C yA3BUMOCThIO.
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() NOLPOGHLIE PE3YNETATEI

He obpaboTaro
NoaTaapmpsHo

OTknoHeHo

He BoirpyaTh BEXOXASHNA
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@ CKpbiTb HACTPOHKKM

Wexogkoili kKog

He Boirpy®aTh MCXoAHbIR Kog

BhirpyanTs BeCh MCXOAHBIA KOO thalina ¢ yAIBUMOCTbI
© BoirpyauTs KoHTeKET B KONMUECTBE CTPOK KOAA
Tpacca

He BoirpyaTh 3N&MEHThI TPACChl

° BhirpyzanTs BCE BXOMASHUR BhirpyzanTs BCe 3neMaHTsl

BeirpyauTe exoxaetmii e Bonee © Boirpysuts Tonske nepesii v nocneaHwii anemenTsl

[loRONHUTENbHAR HHBOPMALIA
KoMmenTapuii k yazsuMocTy

Wudopmauws o 3apavax B Jira

Puc. 6.35: MoapobHble pesynbraTtbl

6.2.4.9. UHcTpyKummn no HacTpomke WAF

Ykaxute ctaTycbl yI3BUMOCTEN, NS KOTOpbIX OyayT Ao6aBneHbl MHCTPYKLMK MO HAcTpoike
WAF:

e Imperva SecureSphere;
e ModSecurity;

* F5

* PT AF.

WAF @ CKpBITE HACTPOMKN

() MHCTPYKLMM N0 HA

VHCTpYKUMK AN8 YA3BUMO,

MHcTpykunn ana WAF

He o6pabotato F5
MopTeepxaeHo Imperva SecureSphere
OtknoxeHo ModSecurity

PT Application Firewall

Puc. 6.36: NHcTpykuum no HacTtponke WAF

6.2.4.10. OOwmMe HACTPOMNKN OTUETA

BbibepuTe A3bik, hopmat oTHETA 1 NPM HEOBXOANMOCTM BKIOYMTE B HEFO HACTPOMKN dKCNopTa
1 ornasneHune. Takke MOXHO HAaCTPOUTb OTODpaXeHne CTaTyCoB YyA3BUMOCTEN B OTYETE U
YCTaHOBWUTb MOSIb30BaTESbCKUIA NIOrOTUN.

O6paTtnte BHMMaHuUe:

[nsa koppekTHoro otobpaxeHus gaHHbix CSV-otyéta B Microsoft Excel Heobxogmumo
BPY4HYO BblbpaTh B Bbinagatowiem cnnucke OGHapyxeHue TMNOB AaHHbIX onunio He
oOHapyXXuBaTb TUNbI AaHHbIX BO BpeMsi uMnopTa gpanna. Hactponka otobpaxeHns
CTaTyCOB YA3BMMOCTEN HEAOCTYNHA ANa aToro oopmara.
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OBUWME HACTPOMKIM OTHETA @ CKpbITb HACTPOKY
[ononknTenbHble HacTpoiikn Asbix oTuETA
Ornaenexuve ° Pycckmit
HacTpoiiku akcnopTa oTuéta AHruickmin

OTo6paraTs cTatychl yi3BUMOCTEN . .
@opmMar oTuéTa

© FoF
csv

DOCX

Puc. 6.37: Obme HacTponkun oT4éTa

UTobObI ckadaTb OTYET, HaXxXKMunTe CKavaTb.

appScreener JloMaWHas CTPaHULa MpoeKTH! Tpynnkl NpoeKTos Mpaguna u Habops! 0 npoaykTe

Java Project @ .
W Mpoexror > Java Project > Jxcnopr orvéra

0630 JH- -
@ P CuvcTeMHbIi wabnoH - CkauaTb OTtnpasuTb No e-mail

CosaaiiTe cBOJ Wab0H B HacTpoikax npoekTa
[I=] noaposie peaynsrars

CKAHWPOBAHMSA CPABHWTb CO CKAHWPOBAHWEM
i= Crannposans
X 4/414.04.202113:52:21 -
|’_f|* 3KcnopT oTuETR
4/414.04.2021 13:52:21
CpaBHeH e CKaHUpoBaHHt

Pwuc. 6.38: Okcnopt

UToObl OTNpaBnTb OTYET NO No4Te, HaxXMuTe OTNpaBuTb NO e-mail. B oTkpbIBLLEKCA hopme
YKaXXuTe CrMCOK afpecoB nonyyarenemn n npy HeobxogmMmMocTn oTpeaakTUpynTe TEKCT NUCbMa.

OTnpaBuTb OTYET

user@example.com

AHanwu3 project.zip npoBeféH ¢ noMolsio MK Solar appScreener.
B OTY&T BKIKOYEHA MH(OPMALMA O CKAHMPOBAHMAX:
1/1 03.07.2019 15:17:21 CKaHWpOBaHKWe 3aBepLIEHO YCNeLWHO

MH(opMaLKMD 0 CKAHMPOBAHWAX MOXHO NOCMOTPETE HA CTPaHULLEe
ob3opa npoexTa

OTMEHUTb OTnpaBuTh

Puc. 6.39: OTnpaBuTb OTYET No e-mail

6.2.5. CpaBHeHMe CKaHUPOBaHNN

B pasgene CpaBHeHUe cCKaHUPOBaHUN MOXHO NMPON3BOANTL CPABHEHWNE pe3ynbLTaToB
ckaHnpoBaHui(puc. 6.40). UTobbl cpaBHUTL pe3ynbTaThl, BbibepuTe B BEPXHEN YacTu
CTpaHuLUbl ABa CKaHMpOBaHUs. Ha cTpaHuue oTtobpasntcsa KONMYECTBO YCTPAHEHHbIX, HOBbLIX U
COXpaHMBLUMXCS YA3BMMOCTEN Ha rpaduke 1 B Tabnuue, a Takke byget npeacrasneHa
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Tabnuua co CpaBHeHMeM Mo garte CKaHMpoBaHUA, NPOOOIDKUTENTbHOCTU, A3blKaM, KONTMYECTBY
CTPOK Koda, KoJin4ecTtBy yFISBVIMOCTeIZ C yqéTOM YPOBHA KPUTUHHOCTU U pe|7|T|/|Hry.

Screener NloMaWHaR CTpaHULA MpoeKTE! TpYnnkl NpoeKToR MpaBuna u Habops! 0O nponykTe

0 Mpoextel > Java Project » Gpasrenue cramuposanui T e - [EEUT S - |

OTcnexwviBaHue yas3snmMocTen @ Crpuims rpadmcn

200

180

160

140

120

i/ //
_ .

1/201.07.2020  2/201.07.2020 1/201.07.2020  2/2 01.07 2020 1/201.07.2020 2/2 01.07.2020 1/201.07.2020  2/2 01.07.2020
17:3151 18:05:46 7:31:51 18:05:46 17:3151 18:05:46 17:31:51 1
KpHTH-ECKiit ypoBeHb CpezHiii yposeHs HI3A YposeHs

=
KonuuecTBo yasBumocTeit

VIHDOPMALHOHHSI yP

Craryc yrssuMocTe YASBUMOCTH

Hosbie 7 247

Yorparree e 367

Puc. 6.40: CpaBHeHVe CKaHMpOBaHUN

6.2.6. HacTponku

B pasgene HacTpomku otobpaxatTcs HacTpOMKM NpoekTa. B 3Tom pasgene MoXxHO
nepeknoYaTbes Mexay nognyHkramym O6wue, AkcnopTt oTYéTa, NpaBa nonb3oBaTenen,
Tack-meHexep, ABTOMaTU4YeCcKoe CKaHMpoBaHue 1 YnpaBrieHUe NpoeKToM.

6.2.6.1. Oowwume

B nognyHkte O6wme (puc. 6.41) MOXHO 3afaTb HACTPOWKM AN NOCAEAYHLMX CKaHUPOBAHWUIA:

® yKasaTb UCTOYHWK KOA — CChbifika Ha peno3utopun nnu Ha Google Play/App Store. YTo6bI
3arpy3uTb COAEPXKMMOE N3 3aKPbITOro PENO3UTOPUS, YKaXKUTE NMSA Nonb3oBaTens U Naposnb
B 6noke HacTponkn npuBaTHOro peno3uTopus;

e BbIOpaTh WabnoH HaCcToeK CKaHMPOBaHUA A9 aHann3a,

* npuBA3aTb ckaHnpoBaHue DAST ansa koppensauum pesynsraTos;

® HACTPOUTb aBTOMATUYECKYIO OTMPaBKy OTYETA NO 3aBEPLLUEHUN CKAaHMPOBaHUA4

® Ha3HA4YMTb NPUOPUTET CKAHMPOBAHUS;

e no6aBuTb BbINOMHEHWE NpeaBapuTenbHON 06paboTkM koaa;

e BbIOpaTb A3bIKN, KOTOPblE HEOOXOANMO BKITHOUUTL B aHanNms;

® BKNHOYUTb aHann3 GubnuoTek n ykasaTb, Heobxoauma nu cbopka NpoekTa (ANa NPUNOXEHUI
Java, Scala, Kotlin n Android);

* BblOpaTb cpeay cbopku npoekTa (ana C/C++ npunoxeHun);

® OTMETUTb, MPOBOANTL NN MEXMOAYNbHbLIN aHanu3 npoekTta (ana C/C++ npunoxeHun);

* 1CNONb30BaTb NN NONb30BaTeNbCKNE NaTTepHbl (NogpobHee B pasgene pasuna n Habopbl);

* OTMETUTb, aHaNM3npPoBaTb NN hanrnbl KOHUrypaumu;

® OTMETUTb, MPON3BECTN UHKPEMEHTambHLIN aHanun3 unu nonHein (ans ABAP, Apex, C#,
COBOL, Config files, Dart, Delphi, GO, Groovy, HTMLS5, JavaScript, LotusScript, PHP,
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PL/SQL, Python, Perl, Ruby, Rust, Solidity, T-SQL, TypeScript, VB.NET, VBA, VBScript,
Visual Basic 6, Vyper nnu 1C-npunoxeHui). Npn nHKpeMeHTanbHOM aHanm3e CKaHUpyTcs
TONMbKO U3MEHEHHbIE NN HOBbIE (hansbl, YTO COKpallaeT Bpems aHanusa npu
nepeckaHvpoBaHun. Npn n3aMeHeHUn HacCTPOEK NpoekTa Unn 0B6HOBMEHUN CUCTEMBI
pekoMeHayeTCa NPON3BECTU NOSTHbLIW aHanus;

* yKasaTb AupeKkTopuun, dpannbl N/Mnu nakeTbl, KOTOpble crieayeT BKIMIOYUTL/UCKMIOYUTL U3
aHanuaa;

* yKasaTb BETKY B penoautopuun Git;

® OTMETUTb, COXPAHATb N hawnn, 3arpyXeHHbIn Ha aHanua. ann GyaeT 4ocTyneH
afiMUHUCTPATOPy CUCTEMBbI;

* BBECTM MMs NONb30BaTENS M NAPOIib 3aKPbITOrO PENO3NTOPUS, KoTopble ByayT
MCNosib30BaHbl AN aHanuaa;

e BblbpaTbh KOOMPOBKY AS151 UCXOL4HOro Koga NpoekKTa;

e BblbpaTbh KOOMPOBKY OS5 HA3BaHUN hanIIoB NPOEKTA;

® OTMETUTbL HAabopbl NpaBu, KOTOpble cneayeT NPUMEHATbL NPU CKaHMPOBaHWUM AAHHOIO
npunoxeHus. Ons atoro BelbepuTe A3blK, Y ANA KaXXO0ro OTAENbHOMO A3blKa yKaxuTe
Tpebyemble Habopbl NpaBun.

Takke MOXHO BbIOpaTh LWabnoH HAaCTPOEK Ans 3anycka CKaHMPOBAHWUS U3 CMCKa AOCTYMHbIX
wabnoHoB. MNMNoapobHee o WabnoHax ckaHMpoBaHUA B pasaene Hactporiku. o ymonyaHmio
ANs 3anycka aHanuaa Ucnonb3yeTcs CUCTEMHbIV LLabnoH.
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6.2.6.1.1. UcknioueHune pannosB n3 aHanusa

[Ana ncknioveHns oannos 13 aHanmsa UCNonb3ylTca perynspHble BblipaxeHus. [pu 3anvcu
NCNorb3yOTCS cregyoLlmne CUMBOSbI:

** — 0+ IOupexTopuit
* — 0+ CHUMBOJIOB
? - 1 cumMmBOJ

Mpu aHanuse apxuBa HEOBXOOMMO YYUTbIBATb, YTO apXMB ABNAETCS KOPHEBOW Nankowu,
NMO3TOMY B TaKOM Crnyyae Heobxoammo B Havano fobasutb **. YTobbl ncknountb hamn na
aHanuaa, ykasaTterib Ha HEero Hy>xHo 00aBUTb K 3TOMY BbIPaXXEHUIO, HANpUMep * * / * ;

I*x /* spec.ts UCKIOYUT N3 aHanm3a Bce . spec.ts. [nsa 06paboTkM TONbKO . ts, HO
WUCKIMYEHUA .module.ts MOXHO yKasaTb: **/* . ts; !**/*_ module.ts.

Kaxgoe oTaenbHoe BblpaXeHue oTaensiercs ;.

PerynsipHble BblpaXKeHUs1 B npumepax:

project/
 main/

| b src/

| | | config/

| | | | somefile.some.ext
| | | | somefile.other.ext
| | | somefile.ext

 test/

| | sometestfile.ext

- somefile.txt

*x /% - IPOBEPATb BCE

**/main/* - OpoBepATH TOJIBKO MANKy main, npoBepsgemble GQaMmIIb:
project/main/src/config/somefile.some.ext
project/main/src/config/somefile.other.ext
project/main/src/somefile.ext

*x /%, 1xx /% ext - NPOBEPATb BCe dpannbl, KpoMe .ext, npoBepsiemMble dpansbi:
project/somefile.txt

**/* ext; !**/* some.ext - npoBepdaTh BCe .ext odaniel, kxpoMme .some.ext
(.other.ext nporepswTcsa), npoBepseMble Gamibl:
project/main/src/config/somefile.other.ext
project/main/src/somefile.ext

project/test/sometestfile.ext
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project/somefile.txt

** /* other.ext - NPOBEPSATb TONbLKO .other.ext dpannbl, NpoBepsemMble hannbl:
project/main/src/config/somefile.other.ext

**/x; 1**/sometestfile.ext - mpoBepaThb BCE, kKpoMe sometestfile.ext,

npoBepseMule (Qanse:

project/main/src/config/somefile.some.ext
project/main/src/config/somefile.other.ext

project/main/src/somefile.ext

project/somefile.txt

I x% /* - He NPOBEePSTb HUYEro

6.2.6.2. NpaBa nonb3oBaTeneun

B nogpasgene MNMpaBa nonb3oBaTtenen MOXHO 6bICTPO BblgaTh AOCTYN K NPOEKTY APYrvM
nonb3oBaTensiM CUCTEMbI U HACTPOUTL MX NpaBa B NpoekTe. YTobbl HAaCTpouTbL NpaBa
KOHKPETHOro Nosfb30BaTens, KNMKHUTE MO ero JIOrMHy B CrnCKe.

JlomMawmss cTpanuua Mpoekrsi Tpynne: npoekToR Mpaguna 1 Habopsi 0 npoaykre

JavaVulnerab.. @
L YR Mpoexs > JavaVulnerablelabwar > HacTpoiikn > M1pasa nons3osareneii
@ oous
NONBb30OBATENM, MMEHLWIME OOCTYN K MPOEKTY MPABA B NPOEKTE
[=] noapobee pesynsrare X userll - MPOCMOTPETH CTPaHMLY MPoeKTa

MPOCMOTPETH UCTOPHIO CKRHNPOBAHMTA NPOeKTa
= Cranmposannn User01

MI3MEHWTL HACTPOVKM NPOEKTa
-~ User02
[T 3xcnopromséra

MPOCMOTPETh KPATKE PE3YNLTATL! N0BOr0 CKAHUPOBAHUA NPOSKTA

user11
[ e———— MpochoTpeTs NoapobHsie pesynsTaTsl M0BOTO CKaHMPOBaHMS NPoeKTa

BuirpysuTs PDF-0T4&T N BEPCUMIO ANs NEYaTy Mo MPoeKTy
{:c} Hacrpoiiuw .

OBuwe

MepeckaHMpoBaTL NPOEKT

YaanuTe nto6ioe cranvpoBanie NpoeKTa

YAaUTH NpoeKT

Jira

MPOCMOTPETH MHCTPYKLMM N0 HacTpoiike WAF o npoekTa
ABTOMaTHMUECKOE
Crarmposame KOMMEHTUPOBAT YASBUMOCTH

Vnpasnerine npoexTom

PERAKTUPOBATE KPUTUIHOCTb M YAANSTE YASBUMOCTM

Bubpatesce  x CHaTh BCE

Puc. 6.42: lNpaBa nonb3oBarenemn

6.2.6.3. Tack-meHepKep

Ha Bknagke Tack-meHemxep MOXHO nNpuBs3sbiBaTb NpoekThl B Jira unn TYPBO TpeKuHr K
npoekTy appScreener (nogpobHee cM. pasaensl Kak npueasaTe npoekT B Solar appScreener K
npoekTy B Jira n Kak npmesizatb NnpoekT B Solar appScreener k npoekty B TYPBO TpekuHr).
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6.2.6.4. ABTOMaTU4yecKoe CKaHMpoBaHue

Ans yooGHow paboTbl ¢ 4ONTOCPOYHBIMU NPOEKTaMM UMM NPUNOXEHNUSIMA U3 Mara3vHOB
MOXXHO HacTpPOUTb aBTOMaTU4YeCKOe CKaHMPOBaHWE MO COBLITUIO UM pacrnncaHuto.

NHTerpaumnsa ¢ VCS XOCTMHIOM No3BonuT aBTOMaTUYECKM 3anyckaTb CKaHMPOBaHME NpoekTa
n3 VCS xocTuHra (cuctema nogaepxmaet unterpaumm ¢ GitHub, GitLab n Bitbucket). Bol
MOXETEe HaCTPOUTb 3arnyck aHanuaa no pacnmcaHuto, a Takke cobbituam Push n Tag. bonee
noapobHy MHopMaumo 06 NCNONb30BaHUM MOXHO HanTu B pasgene VCS XOCTUHIN.

Ana npunoxeHunn na marasmHos Google Play n AppStore MOXXHO HaCTpoUTb aBTOMaTUYECKUI
3anyck CKaHMpPOBaHUSA NO NOSMb30BaTENBCKOMY pacrnmMCaHuio unm npy 06HOBNEHUN BEPCUMN.

a p;‘w‘?r’rmm"r' [oMalHAs CTPaHMLa MpoeKTbI Tpynnbl NPOEKTOB Mpasuna n Habopbl 0 npoayKTe
m.wildberr... @
T 2530 MpoexTsl > com.wildberries.ru > HacTpoitkn > ABTOMATUYECKOE CKAHUPOBAHUE
@ 0630p )
OBLWME HACTPOUKN
[E] noapoduse pesyneraes UTOBkI NPUOCTAHOBIATS WU BO306HOBUTE PABOTY UHTErPaLMM, BOCTIONLEYHTECH ‘) KTUEA
nepexniouaTeNEM.
= Cranuposanus
N9 HACTPOMKA 2anycKa aHau3a NDUNOKEHHS BbiGepUTE TUN PACTONOKEHMUSA
MarasunH
I:r) 3KCnopT oTHETA WCXO[HOTO KO8 NPUNOXEHMA.
CpaBHeHue CKaHMpeBaHHii https://play.google.com/store/apps/details?id=com.wildberries.ru&hl=ru&gl=US
{g} HacTpoiiku > YT0Bbl aKTUBMPOBATH ABTOMATUUECKMIA 3aMYCK CKAHMPOBAHUS NPy 0BHOBAEHMH ‘) ABTOMATUYECKU NPU OBHOBNEHWUM BEPCUN

cb nepexniouaTenem
06uwue

- = = No PACAUCAHUIO
AKTUBUPYJTE, UTOGSI HACTPOUTS PACTIACAHUE CKAHUPOBAHMIA NIPUTCKEHMS,

3KenopT oT4ETa

e 3aMONHKTe, UCTIONB3YA CUHTAKCIC CTON, 4TOGEI 330ATH PACTIUCAHHE CKAHAPOBAHHI.

CoxpaHuTh

YnpasneHie npoexTom

Puc. 6.43: ABTOMaTu4eckoe ckaHMpoBaHue nNpu 0GHOBNEHNN BEPCUM

6.2.6.5. YnpaBneHue npoeKkTom

B nogpasgene YnpaBrieHue npoekToM MOXHO:

* M3MEHWTb Ha3BaHWE NPOEeKTa;
* 3arpy3uTb NIOrOTMN NPOEKTA;
[06aBUTL/N3BMNEYb U3 apXMBa;
yOoanuTb NPOEKT.

[ns npobaeneHns npoekTa B apxmB HaXXMnuTe ApXMBupoBaTb NpoekT. [logpobHee 00
apxmBaumm (cMm. pasgen [poekTsl). YTo6bl yoanuTb NpoekT 6e3 BO3MOXHOCTU
BOCCTAHOBIMEHUS, HAXMUTE YAanuTb NPOEKT 1 noaTBepauTe AeNCTBUE.
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appScreener
“ Java Project @ .
e MpoekTsl > Java Project > Hactpoitku > Ynpasneue npoexrom
@ oner
APXVMBALMSA YOANEHWE
E Houpo6Hb\e pesynTarel ADXV\EV\DOEaHHbM NPOEKT XPaHNTCA B CUCTeMe, HO HeJocTyneH Ana paGon‘ Yrobbl \f,qa.ﬂeHHbM NPOEKT HEBO3MOXKHO BOCCTAHOBATL
HaruTn NpoekT, HHXO,ELRHJ,WZCR B apxvee, HaXMUTe Mokazars ApXMB Ha CTpaHule
MpoeKTbi.
I= Ccxanmposanna
G TR
r_lf’ KCnopT oTuETa
BJF) Cpasrenme ckarnposarinii
{§} HacTpoiiku v

0biume

3KenopT oTUETA

Jira

ABTOMATUHECKOE
CKEHNpOEaHNE

Ynpasnenne npoeKToM

Puc. 6.44: YnpasneHue npoekTom

6.3. Pabota c API

HocTtyn K pyHKUMOHaNbLHOCTM appScreener Takke goctyneH Yepes APl. Web-uHtepdenc
cneundukauyun API peanusosaH ¢ nomowbtlo Swagger Codegen. [Ana goctyna k API:

Mepengute B pasgen JInuHbin KabuHeT > HacTpounku aoctyna > ToOKeH U naporib.
Haxxmunte Co3pgatb TOKEH.

BeeguTte naposib y4ETHOW 3anucu.

YKkaxunte BpeMa OeNCTBUS TOKEHaA.

HaxxmuTe Mony4nTb aKTUBHBLIMA TOKEH W CKONUpPYNTe 3HavyeHune B Bydep.

Haxmute Cneuncmkauumsn API.

Ha oTkpbIBLIeNCs CTpaHuue BCcTaBbTe 3Ha4YeHue TokeHa B norne Enter token here.
Haxmunte Explore.

©ONO O WN =

6.3.1. 3anyck ckaHupoBaHus

UTo6bI 3anycTnTb ckaHupoBaHue u3 API:

1. KnukHuTe no kHonke /scan/start B pasgene Scan.
2. Haxmure Try it out.

3. B Tene 3anpoca BbibepuTe dann ansa aHanmsa Unn ykaxknte CCbifiky Ha NpoekT u gobasbTe
HaCTPOWKM CKaHMPOBaAHUS.
4. Haxmunte Execute.

I'Ipvlmep MeToda ANnd 3anyCcka CKaHpoBaHUA U3 NPUBATHOINoO Peno3nTopus:

curl -k -X POST "https://YOUR SERVER/app/api/vl/scan/start" -H "accept:

application/json" -H "Authorization: Bearer TOKEN" -H "Content-Type:

multipart/form-data" -F "branch=BRANCH" -F "analyzeJsLibs=" -F "ruleSet=" -F
"checkboxNoBuild=" -F "name=" -F "repoPassword=PASSWORD" -F
"saveRepoCredentials=" -F "sourceEncoding=" -F "checkboxUseUserPatterns=" -F

"visualStudio=" -F "checkboxAnalyzeLibs=" -F "repoLogin=LOGIN" -F "saveFile=" -F



https://swagger.io/tools/swagger-codegen/
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"incremental=" -F "languages=" -F "fileSelector=**/*" -F "uuid=" -F

"link=WEB URL" -F "nameEncoding=" -F "preset="

Mpumep MeToda 4ns 3anycka CKaHMPOBaHWS apXMBa C NIOKarbHOro KoOMMnbloTepa:

curl -k -X POST "https://YOUR SERVER/app/api/vl/scan/start" -H "accept:

application/json" -H "Authorization: Bearer TOKEN" -H "Content-Type:

multipart/form-data"™ -F "branch=" -F "analyzeJsLibs=" -F "ruleSet=" -F
"checkboxNoBuild=" -F "name=" -F "repoPassword=" -F "saveRepoCredentials=true"
-F "sourceEncoding=" -F "checkboxUseUserPatterns=" -F "visualStudio=" -F
"checkboxAnalyzelLibs=" -F "repologin=" -F "saveFile=" -F "incremental=" -F
"link=" -F "languages=" -F "fileSelector=**/*" -F "uyuid=" -F

"file=PATH TO THE FILE;type=application/x-msdownload" -F "nameEncoding=" -F
"preset="

|_|OJ'Iy‘-I UTb CTAaTyC CKaHNPOBaHUA!

curl -k -X GET "https://YOUR SERVER/app/api/vl/scans/SCAN UUID/compact" -H

"accept: application/json" -H "Authorization: Bearer TOKEN"

6.3.2. Bbirpy3ka otyéTta

UToObI BbIFPY3UTb OTYET CKaHMPOBaHUA NpoekTa Yyepes API:

1. MNepengute B pasgen Report.

2. Bbibepute cnocob nony4yeHust otyéta: ckadatb (/report/file/) nnn nonyuntb Ha noyTty
(/report/email/).

3. Haxmurte Try it out.

4. B tene 3anpoca seeante UUID Hy>KHOro npoekTta u CKaHMPOBaHUSA U YKaXXUTE HAaCTPONKU
OTYETa.

5. Haxmute Execute.

Monyuntb oTyéT B chopmate PDF:

curl -k -X POST "https://YOUR SERVER/app/api/vl/report/file" -H "accept:
application/octet-stream" -H "Authorization: Bearer TOKEN" -H "Content-Type:
application/json" -d "{\"projectUuid\":\"PROJECT UUID\",\"scanUuids\":

[\"SCAN UUID\"],\"exportSettings\":{\"uuid\":\"string\", \"projectInfoSettings\":
{\"securityLevelDynamics\":true, \"vulnNumberDynamics\":true, \"scanHistory\":0},\
"sort\":\"CR\",\"scanInfoSettings\":

{\"included\":true, \"foundvVulnChart\":true, \"typeVulnChart\":true, \"langStats\":
true, \"fileStats\":true, \"scankErrorInfo\":true, \"scanSettings\":true}, \

"filterSettings\":
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{\"critical\":true, \"medium\":true, \"low\":true, \"info\":true, \"classFiles\":true, \"w
{\"included\":true, \"critical\":0, \"medium\":0,\"low\":0,\"info\":0,\
"percentile\":0, \"mode\" :\"TRUE\"},\"lang\":\"ru\"}, \"tableSettings\":
{\"included\":true, \"entriesSettings\":
{\"notProcessed\":true, \"confirmed\":true, \"rejected\":true}, \"entryNum\":0},\
"detailedResultsSettings\":{\"included\":true, \"entriesSettings\":
{\"notProcessed\":true, \"confirmed\":true, \"rejected\":true}, \"entryNum\":0, \
"comment\":true, \"JjiraInfo\":true, \"traceNum\":0, \"sourceCodeNum\":0},\
"wafSettings\":{\"included\":true, \"entriesSettings\":
{\"notProcessed\":true, \"confirmed\":true, \"rejected\":true}, \"imperva\":true, \"
mod\":true, \"f5\":true}, \"generalSettings\":

{\"reportSettings\":true, \"contents\":true,\"locale\":\"ru\",\"format\":\"PDF\"}
},\"comparisonSettings\":

{\"included\":false, \"scanUuid\":\"string\", \"newIssue\":true, \"saved\":true, \

"fixed\":true, \"entryNum\":0, \"scanSettings\":true}}" > PATH TO THE FILE

6.4. NpaBuna n Habopbl

[nga ynpaeneHusa npasunamu n nx Habopamun nepenante B pasgen Npasuna n Habopbl
(puc. 6.45).

appScreener Jomawnss cTpanuua MpoekTel Tpynnsi npoekTos Mpasuna u Habops! 0 npopykTe

. ;
E Npasuna Mpaswna u Habopsi > MMpaswra HACTPOMKHM MOUCKA

3 Hatopei npasun - ‘) OTOBPAXATL METKK

I s ASP.NET ncnonbsosanve Impersonate - 4 DunsTpel

A3bik
i ContentProvider He nposepseT paspeLuenus ABAP a4
Android 48
I C# Cookie Ges HitpOnly nerel
Apex 20
s Caokie 6es HttpOnly
C# 107
| msa Cookie 6es HttpOnly CJCH+ 130
CoBOL 16

I Ts Cookie 6es HttpOnly

I lﬁl Cookie 6e3 HttpOnly YpoBeHb KPUTUYHOCTH

16 /A3 oo —— MHcTpykumn no HacTpoitke WAF

I #5 Cookie 6e3 HttpOnly F @ &
Knaccudmkauna yassumocTei
@2 @Y @™ @2 peioss |
php  Cookie Bez HitpOnly CLE @)™ @y @ v AsTop npasvna

| & cookie 6es HitpOnly Crioco6 oToBpaseHms

Tpynnuposia no
| v Cookie Ges Hitponly

‘ : CopruposaTb no -
CxpoiTh 6oKoBOE MeHIO ® | 2n Fankic Aas HtnAnh ooE R A7 AWM (R3] prines | W T @  cxpoms punsrp

Puc. 6.45: Pasgen NMpasuna n Habopbl
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6.4.1. NpaBuna

[nsa noncka, COPTUPOBKM M TPYNNUPOBKM NPaBmi BOCMOMb3yNTECh MOMCKOM U (ounsTpamm B
npaBomM 6GOKOBOM MEHIO.

C nomoLblo CTPOKM NoMcKa MOXXHO OTOMpaTh NpaBumria No creayowmnm 3Ha4eHUsIM:
e HasBaHWe NpaBuna;

e aBTOp NpaBuna;

* vaeHTMdumKaTop Npasuna*;

e HasBaHMWe MoJb30BaTENbCKOro NaTTEPHa;

e aBTOp NOfb30BaTENbCKOrO NaTTepHa B NpaBsune®;

* VMAeHTMdMKaTOP NOMb30BaTENbCKOro NaTTepHa.

* He Bce npaBuna MoryT UMeTb AaHHble 3HaYeHWs.

Mocne BBOoga Haxxmute Enter nnu Bbl6epVITe nogxoasiiee 3Ha4eHne n3 OoTKpbIBLUETOCA
cnucka. lNocne atoro cuctema BbiBeAET noaxoasiine pesynbraTtbl. Nckatb npasuna MOxXHO
Cpasy No HECKOJIbKMM 3Ha4YEHUNAM.

MNpasuna 1 Habopel > lpasuna

Puc. 6.46: Ctpoka novcka npasus

6.4.1.1. DunbTpbl

Mpu ncnonb3oBaHUM UNLTPOB CUCTEMA OTOOPA3UT Npasuna, nogxoasiime nog BblopaHHble
KpuTepumn. GunsTpoBaTh NpaBuia MOXHO MO CrieayrLMM 3HaYEHUSIM:

* A3bIKY;
® KPUTUYHOCTMW;

® Hanuyunio MHCTPyKuun no Hactponke WAF;

* Krnaccudgukauuu;

* Hann4unio NONb30BaTENbCKNUX NATTEPHOB B NpaBune;
* aBTOpY Npasuna.

[na npasun MoXHO BblGpaTb cNocob nx oTobpaxxeHus:
* rpynnuposaTb Mo:

o He rpynnuposartb;

o HasBaHUIO Npasuna;

o A3blKY;

© KPUTUYHOCTW;
® CcOpTMpOBaTb MO:

o andasuty;

°© KPUTUYHOCTWU;
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o A3bIKY;
o KOnu4yecTBy NnpasBwusl.

HaxxmuTe Ha cTpenoyky cnesa oT napameTpa, Mo KOTOPOMY Bbl XOTUTE OTCOPTUPOBATL
npasuna, 4Tobbl copTUpOBaTh B 0O6paTHOM NopsiaKe.

Cnocob oTobpareHwns

[pynnupoBka no
© He rpynnuposars
HaseaHuto npaBuna

A3biky

KpuTuyHocTH

CopTupoBatb no

iz Andgasuty
+eo KpuTuuHocTK

Lz fAsbiky

Puc. 6.47: Cnocob oTobpakeHnsa npasun

[lns yCTaHOBKM M3HaYanbHbIX 3HAYEHWI CTPOKM Noucka, OUNLTPOB, COPTUPOBKM U
rpynnMpoBku Haxkmute CO6pocUTb.

6.4.1.2. MeTKkn

C nomoLubio MeToK oTobpakatoTcst aTpubyTbl NpaBun:
e UHcTpyKummn no Hactpouke WAF.

Solar appScreener npeaocTaBnsaeT MHCTPYKLMM MO HAacCTponke cpeacTs: Imperva
SecureSphere, ModSecurity, F5 n PT AF. KaxxgomMy n3 HUX COOTBETCTBYET CBOS METKA.

b Knaccudaukauuu, B KOTOpPble BXOAUT YA3BUMOCTDb.
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Y43BMMOCTM COMNOCTaBNAKTCA € NyHKTamu knaccudpukaumn: CWE, CWE/SANS Top 25 2011,
CWE/SANS Top 25 2021, CWE/SANS Top 25 2023, OWASP Top 10 2021, OWASP Top 10
2017, OWASP Mobile Top 10 2016, OWASP Mobile Top 10 2014, OWASP Top 10 2013,
OWASP ASVS, OWASP MASVS, PCI DSS, HIPAA n B1Y ®CT3K. lNpn HaBegeHun
Kypcopa Ha MeTKy oTobpaxkaeTca TynTun ¢ naeHTUGrKaTopom NyHKTa Knaccudukaumm,
COOTBETCTBYHOLLUNM JAHHOWN YA3BMMOCTM.

b ABTOp npaBuna n natrepHa.

MeTka ABTOp npaBuna u naTrepHa otobpaxaercs Ans nonb3oBaTenbckux npasun. MNpu
HaBeAEHNN Kypcopa Ha METKY OToBpaxkaeTcs TynTun ¢ asTopoM npaBuia u aBTopamu
naTTepHOB.

UTtobbl CKPbITb METKMU, I/ICI'IOJ'Ib3yl7ITe nepekn4artersnb B NnpaBsoM OOKOBOM MEHIO.

6.4.1.3. UHcpopmauumsa o npaBune

[na npocmoTpa nHopMaunm o HangeHHOM npasusie HaxmuTe Ha Hero. B nHdgopmauuio o
npasune BXogurT:

onucaHue yas3BMMOCTY;

npumep;

pekomMeHaauuu;

CCbISTKM — CCbISIKN HA UHPOPMALIMOHHBIE PECYPChI, CBA3AHHbIE C YSI3BMMOCTbIO;

Knaccudukaumm — CCbifiku Ha cooTBeTcTBylowme nyHkTel B CWE 4.0, B1Y ®CT3K,

CWE/SANS Top 25, OWASP Top 10, OWASP Mobile Top 10, OWASP ASVS, OWASP

MASVS, PCI DSS, HIPAA,;

e Habopbl npaBun — aAnga aobaBneHna/MCKNYeHa Nnpasmna n3 Habopa;

* naTtTepHbl — AN obasneHnst HOBbIX U PedakTUPOBaHUS CyLLEeCTBYIOLNX NAaTTEPHOB
(TonbKko 4NgA Nonb3oBaTeNbCKUX NpaBun);

* MHCTPYKUMKM no HacTporike WAF (TonbKo Ans CUCTEMHbIX NpaBun).

MaTTepHbI ONpeaensioT yCroBus, Npy BbINOMHEHMM KOTOPbLIX (dparMeHT Koda noMevaeTcs Kak
ys3BUMbIA. [1na XxpaHeHna natTepHa pa3paboTtaH CO6CTBEHHbIN YHUBEPCAnbHbIN hopmat
XML. [ina pobaeneHna nattepHa Ha Bknaake MNMartrepHbl HaxmuTe Co3pgaTtb NaTTepH,
BBEOMTE Ha3BaHWe, YpOBEHb KPUTUYHOCTH, YpoBeHb confidence n nattepH XML, 3atem
Haxxmute CoxpaHuTb (puc. 6.48). [1ns Toro, 4Tobbl NaTtTepH 6bin 4OCTYNeH BceM, Bbibepute
onumio My6nuYHbIN.
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Co3paTtk natTe PH

MySnnureit @ Mpusathsii

- MCcnons30BaTs NETTEPH NPH AHANKWSE

Confidence

1A

Puc. 6.48: CosgaHue nattepHa

6.4.2. Nonb3oBaTenbCcKMe npaBuna

B pasgene MNpaBuna n Habopbl MOXHO paboTaTb C NOMbL30BaTENLCKUMK NpaBMnamMm ans
aHanusa.

Yto6bl co3aath npasuno, B pasgene MpaBuna Haxmnte Co3paaTtb npaBuno. 3anonHuTe
OTKpbIBLUYIOCSH hOPMY M HaXMUTe CoOXpaHUTb, YTOObI 4OOaBUTL NPaBUIIO B CUCTEMY.

Bbl Takke MoOXeTe co3aaBaTh NpaBuia Ha OCHOBE CyLLEeCTBYHOLWMUX. [N 3TOro HaxmuTe
kHonky Co3paTb KONUKo NpaBuna B KapTodke npasuna. Mpu co3agaHum konumn npasuna
nepeHocuTcs nHgopmaumsa pasgenos: OnucaHue yassumoctu, NMpumep, PekomeHpgauun,
Ccbinkm n Knaccudukauum. NMonb3oBatenbckue naTrepHbl 1 MHCTPYKLMK NO HAacTpouke
WAF ckonupoBaHbl He 6yayT. KHonku Co3aaTb npaBuno 1 Co3aaTtb KONUIO npaBuna He
oTobpaxkatoTcs y nonb3oBaTenen ¢ orpaHUYeHNsIMN Y4ETHON 3anncu (03HAaKOMUTBCHA C HUMK
MOXHO Ha Bknagke OrpaHu4veHus pasgena lNpoduns).

YT06bl U3MEHUTL MHCPOPMAaLNIO O NPaBUIe UMW yaanuTe NpaBuno, HaxMmuTe PegakTupoBaTth
B KapTouke npaeuna. CMcTeMHble NpaBuna HegoCTyNHbl ANa pedakTupoeaHusa. OgHako Bbl
MOXeTe co3[aTb Mosib30BaTeNbCKoe NpaBuio Ha OCHOBE KOMUM CUCTEMHOTO Npasuna u
pedakTUpoBaTh ero.
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6.4.3. UHCTpyKUMA NO 3anNMCK NaTTepHOB

B Solar appScreener peanu3oBaH aHanu3 NoToka gaHHbIX. [Ans aHanusa NnpunoXxeHun Ha
Java, Scala, Kotlin B ka4ecTBe NpoMexXyTo4yHOro npeacraBneHns ucnonb3yetcs 6anTt-koq Java.
[Mpy aHann3e NPUNOXEHNN Ha OPYINX A3blKax NPOMEXYTOYHbIM NPeaCcTaBleHNEM SABNAETCA
abcTpakTHoe cuHTakcndeckoe gepeo (AST). MNaTTepHbl hOpMynMpyOTCS B TEPMUHAX
XPath-3anpocos k aToMy npegctasneHuto. [Ana xpaHeHna nattepHoB B Solar appScreener
pa3paboTaH co6CTBEHHbIVM YHUBEPCanbHbIN chopmat XML.

AHanus noToka AaHHbIX NpeagycMaTpyBaeT NpucBanBaHue CyLLHOCTSAM (NepeMeHHbIM) donaros
N OTCNEeXnBaHne Ux M3MEHEHUN NPU NPOXOXAEHUU AaHHbIX Yepes nporpammy. NaTTepHbl
pasgeneHbl Ha TP KaTeropun: NCTOYHUKK (sources), npoxoxaeHus (passthrough) n ctoku
(sinks).

Source naTtTepHbl NOKA3bIBAOT, BbI3OBbl KAKNX METOA0B COMNpsAXXeHbl C NOCTaHOBKOW C*)J'IaFOB.

Passthrough nattepHbl NnokasbiBatoT, Kak donarn 4OMmMKHbl MEHATLCA (HanpumMmep, MeTos,
OYMLLIAIOLLNIN CTPYKTYPY AAHHbIX, LOMKEH CHUMATb C Heé Bce donarmu).

Sink naTTepHbl NOKa3bIBaIOT, KAKMe NPorpamMmMHbIe KOHCTPYKLMW MPU KaKMX YCNOBUSIX
Hebe3onacHbI.

6.4.3.1. Ctpyktypa XML-pokymeHTa

CtpykTypa XML-gokyMeHTa, cogepkallero naTTepH, 4OMKHa BKNOYaTb creaytowme
3EMEHTHI:

e KopHeBou anemeHT Rules cogepXxnt Heckonbko anemeHToB Rule.

OnemeHT Rule (NpaBnno) 3agaéTt coOBOKYMHOCTb METOA0B MOUCKA YSI3BUMOCTEN
onpegenéHHoro tuna. Kaxxabin anemeHT Rule cogepxut anemenTsl Ruleld n Patterns.

OnemeHT Ruleld cogepXXnt yHMKanbHbIN, OTpaXatoLwmii CMbICIT NpaBuna, naeHTudukaTop,
Hanpumep, CRYPTO_KEY_SIZE (HegocTaTOYHbIN pa3mMep Kroya LWndpoBaHus).

OnemeHT Patterns coaepXXvuTt oanH UK HECKOMNbKO aneMmeHToB Pattern.

OnemeHT Pattern (natTtepH) onucbiBaeT MeTOA NOUCKa YSA3BMMOCTU AN KOHKPETHOro
noaMHOXeCTBa criydaeB. Hanpumep, ecnm HECKOMNbLKO Kpuntorpaduiecknx 6mbnmortek
peanunayoT MeTobl LUMPOBAHUS, TO KaXXAbI NATTEPH, BXOAALWMI B NPaBuUIio
CRYPTO_KEY_SIZE, 3agaét meToq novcka AaHHOW YsI3BUMOCTU ANSa OAHOM 6mbnumoTteku
NN HECKOMbKMX Bnnsknx oubnuotek. [na ygobcTea OTnagky kaxabin anemeHT Pattern
nmeet aTpubyT patternld — yHukanbHbIM MAEHTUMKATOP NaTTepHa. geHTudukatop
reHepupyeTcsa aBTOMaTUYECKN NOCIE COo3aaHus naTTepHa.

OnemeHT Pattern cogepxuT noganemMeHTbl 0OQHOMO U3 AByX HabOPOB:
o Categories, Severity, Definitions, Condition, ChangeFlags
o ReportValues, Categories, Severity, XPath
e OnemeHT Categories coqepXXnt oanH Unm HeECKonbKo anemeHToB Category.

e OnemeHT Category onpeaensieT, K KakoMy Kraccy npuiioXXeHnin OTHOCUTCS AaHHbIA NaTTepH,
N NPpUHUMaET ogHO 13 3HadYeHun: JavaWeb (Beb-npunoxenunsa Ha Java, Scala unu Kotlin),
Android (MobunbHble npunoxenus), PASCAL, PHP, CS, JS, LotusScript, TS, VBS,
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HTMLS5, Python, Perl, CCPP, ObjectiveC, Swift, PLSQL, TSQL, ABAP, APEX, GO,
RUBY, RUST, Groovy, Dart, DELPHI, VB6, Solidity, Vyper, COBOL. [NatTepHbl,
OTHOCSLLMECH TONBbKO K O4HOMY Kraccy NpUIIoXKeHUn, He NPUMEHSIIOTCA NPy aHanuae
NPUNOXEHNI OPYroro Kracca, 4To CokpaliaeT BpeMs aHanmsa.

‘.

e OnemeHT Severity oTpaxkaeT KpUTUYHOCTb YA3BMMOCTM MO wkane ot 1 (Hu3kun) oo 3
(BbICOKMI). B 0AHO NpaBMno MOryT BXOAUTb NaTTepHbl C pa3HbIM YPOBHEM KPUTUYHOCTW.

e OnemeHT Definitions onpegensaet cywHocTn, yyacTeytowme B OpMynMpoBKe naTTepHa.
Takumun cylHocTaAMM MoryT BbITh: Knacc (anemeHT Class), meTtog (anemeHT Method),
Bbl30B METOAA C KOHKPETHBIMW 3HAYEHUSMIN apryMeHToB 1 donaramu (anemeHT Instruction).
[nsa knacca n meToga MOXHO 3aAaTbh UMS (KaK TOYHbIM 3HAYEHUEM, TaK U PErynsipHbIM
BblpaXkeHneM), 4Na MeToa — TakkKe CUrHaTypy (KOnmyecTBO M TUMbl NapaMeTpoB, B TOM
yucne, HeToYHO, nocpeacTeom anemeHTta WildCard), Ans nHCTpyKunmn — daktnyeckmne
3HaJYeHnsa apryMeHToB 1 ¢raros.

e OnemeHT Condition onpegenset, cobcTBeHHO, HEGE30MaCHYH0 A3bIKOBYIO KOHCTPYKLUMIO. Kak
npaBuno, Takast KOHCTPYKUUS 3a4a€TCA B TEPMUHAX CYLLHOCTEN, onpeaenéHHbIX B
Definitions. OnemeHT Condition cogepXuT oguMH UM HECKOSbKO 3reMEHTOB 13 Crucka:
ClassCondition, MethodCondition, InstructionCondition, CatchBlockCondition,
VariableCondition, ConstantCondition. Tunu4yHei anemeHT Condition ansa natrepHa
sink cogepxuT eguMHCTBEHHOE ycrnoBume — Bbl30B MHCTPYKUuK (InstructionCondition) co
ccoinkon (Ref) Ha HebBesonacHbI BbI3oB, onpeaenéHHon B Definitions.

e OnemeHT ChangeFlags (Tonbko ons natrepHoB source 1 passthrough) nokasbiBaeT, kak
HY>XHO MOMEHATb brnarn, ecrnm y4actok Koga yaoBreTBOPSET YCOBUAM, ONUCAHHbLIM B
Condition.

e OnemeHT ReportValues nokasbiBaeT, MH(OPMaLMIO O KaKMX CyLLHOCTSIX crieayeTt nepegatb
B MOMNb30BaTeNbCKUA MHTEPMEenNC. ONeMeHT COOEePXUT OANH NN HECKOSBbKO 3N1IeMEHTOB
ReportValue. Kaxgbin ReportValue cogepxut atpnbyT key (cTpoka-ngeHtudpukarop ans
npuHuMatoLero moaynsi) n anemeHT Ref ¢ atpnbyTom id, onpegensaiowmm CyLLHOCTb,
MHpopMaLmo 0 KoTopon Heobxoaumo nepenathb (id gomkeH 6b1Tb onpenenéH B Definitions).
B GonblwnHCTBE crnyyYaeB nepeaaéTca MHopMauus o Bbl3aBaHHOM Hebe3onacHom
WMHCTPYKLUMN, HO MOXHO NepedaBaTtb U MHGOpPMaUMIo O Kracce, Metoae, none, n 1.4.

e OnemeHT XPath ncnonb3syetcs ansa sanucu npasun, paboTatroLmnx Ha NPOMEXYTOYHOM
AST-npeactaeneHnn, n npeacrasnaet cobon 3anpoc kK XML-npeacraBneHuto
NPOMEXYTOYHOro NpeacTaBreHnst MPOrpaMMHOro Koaa.

6.4.3.2. MoapobHOe onucaHue 3aneMeHToB

6.4.3.2.1. MpocTble anemeHTbI

Cxema OOonycKaeT 3anncb I/IHCbOpMaLI,MVI O MHOIMX CyLWHOCTAX: Klnaccax, metofax,
nepemMeHHbIX 1 T.M.

|_|pl/l ONMMCaHNN MHOTUX N3 HUX NPUMEHAIOTCA oOLme anemMeHThI npasun:

e OnemeHT Name onucbiBaeT nms 1 BKOYAET oauH 13 noganemeHToB: Value, Regex. Value
COOEPXMUT TOMHOE UMS CyLLHOCTU; Regex coaepXuT perynspHoe BblpaxeHue,
onpegenstouiee MMS CyLLHOCTH.
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e [lpuHagneXHoCTb CYLWHOCTU TUny/knaccy 3agaétcsa anemeHtamu Type unu Class.
OnemeHT Type cooepXXuT CTPOKOBOE 3HaAYEeHUE (MMSA MPUMUTMBHOTO TMNa NMGo NONHOe M
knacca). AnemeHT Class MOXeT cogepxaTb 6onee cnoxHble ycrnosus (CM. pasgen
Onucanue knacca).

6.4.3.2.2. ByneBa noruka

MHorue anemeHTbl MOTyT coaepXaTb Jlorndyeckme BblpaxeHusi. K npumepy, sanvcatb ycrnoBue
«MMs1 MeToda He coBnagaeT ¢ method» MoOXHoO Tak:

<Method><Name><Not><Value>Method</Value></Not></Name></Method>

dopmaT 3anmcu He orpaHnYmMBaET rMyouHy BNOXEHHOCTUN NOMMYECKUX KOHCTPYKLMI, YTO
no3sonsieT PopMynMpoBaTh CIIOXHbIE METOAbI MOMCKa ya3BuMocTen. [JonyckaroTcs
nornyeckue BblpaxxeHus ona crneayrowmx anemeHToB: Constant, Parameter, Method, Field,
Class, Variable, Argument, Instruction, CatchBlock.

6.4.3.2.3. UneHTUUKATOPbI U CCLISIKU

MHorve anemeHTbl MOTryT UCNONb30BaTLCA C naeHTudukaTtopamn. aeHtudpukatop no3sonser
onpenenuTb CywHocTb BHYTpu anemeHTa Definitions (onpegenve ans Heé yHUKanbHbIV B
pamMkax nattepHa atpmbyT id) un ccbinatbCca Ha He€ B aHHOM LWabroHe C MOMOLLbIO 3fiEMEHTa
Ref. OnemeHTt Ref cogepxunt aBa atpmbyTa: id (maeHTudukarop) u reftype (Tmun ccoinku;
npuHMMmaeT ogHo u3 3HadveHun: classref, methodref, instructionref, catchblockref, fieldref,
variableref, parameterref, argumentref, constantref). Hanpuwmep, 3agatb ngeHtudpukatop
class1 ansa knacca MOXHO Tak:

<Class id="classl"> ... </Class>

CcbinaTbCs Ha knacc B AaHHOM naTtrepHe MOXHO TakK:

<Class><Ref id="classl" reftype="classref"/></Class>

6.4.3.2.4. KoHCTaHThI

3anucbiBaTb YCroOBMS, COAepXXalme KOHCTaHTbl, MOXXHO C MOMOLLbI0 arnemeHTa Constant.
OnemeHT Constant cogepxut oanH n3 anemeHToB: ConstantString, Constantint,
ConstantBoolean, Null.

ConstantString cogepxut oguH u3 anemeHTtoB Value, Regex (aHanorn4yHo Name).

Constantint cogepXuT LLeNoYMCNEHHYI0 KOHCTaHTY NMMBO0 Nornyeckoe BblpaxeHue,
copepxallee yCroBus Ha LEenoYncrneHHbIX KOHCTaHTax (aonyckaeTtcs Gynesa noruka u
apudpmeTtnyeckme ycnosusa Eq (paeHo), Ne (He paBHo), Lt (MeHbLe), Gt (Gonbwe), Le
(MeHbLwe nnbo paBHO), Ge (6onblie Nnbo paBHO)).
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6.4.3.2.5. ®narn natrepHoB
6.4.3.2.5.1. ®narn natrepHoB source u passthrough

MatTepHbl source n passthrough ykasbiBatoT, kak HEOOXOANMMO U3MEHUTL coraru npu
onpegenéHHbIX ycnosusax. 3Ty ycnosua 3agatotcs B anemeHTe ChangeFlags.

OnemeHT ChangeFlags conepxunt oauH unm Heckonbko anemeHToB FlagsSet. Kaxabin
anemeHT FlagsSet ykasbiBaert, kak nameHnTb donaru 4ns 3agaHHoro Habopa CyLHOCTEN
(aprymeHTOB).

OnemeHT FlagsSet cogepxut anemenTsbl: To, From, FlagsDiff v Heobs3aTenbHbIn atpnbyT
clearAll, npnHnmatowmi 3HavyeHns true, false.

OnemeHTbl To n From onpenensioT CcywHoCcTH (MO0 CCbINKM Ha CyLWHOCTH, 3aaHHbIe B
Definitions), y4acTtsytowme B npouenype nameHeHus doraros. CyLHOCTN, KOTOPbIM MOXHO
npuceaunsatb goniarn: Argument, Range (cM. pasgen OnucaHve NHCTPYKUMA B KOAE).
MattepH passthrough cogepxut oba anemeHta To, From, naTtTepH source — TOMbKO
anemeHT To.

OnemeHT FlagsDiff cogepxut cTpoky, 3agatoLlyo nameHeHue gpnaros. NameHeHns
nepeyncnalTcsa Yepes 3ansaTyo U UMeT BUA:

e +FLAG — nob6asutb donar FLAG;

e -FLAG — cHatb donar FLAG, ecnu oH ecTb;

¢ IFLAG — nameHuntb 3HavyeHune dnara FLAG, ecnu OH ecTb.

N3meHeHne cnaroB NponCXoamT No criegyrowemMy anroputmy:

e Ecnu clearAll paBseH true, cHATL BCe hnaru ¢ CywHOCTeN, 3agaHHbIX B To.

e [IpocTaBUTb CyLLHOCTAM, 3afaHHbIM B To, conaru cywHocTen, 3agaHHbix B From.

e /iameHnTb pnaru cywHocTen, 3agaHHbiX B To, B cootBeTcTBUY C FlagsDiff.

6.4.3.2.5.2. ®narn natrepHoOB sink

OnemeHT Flags B natTepHax sink 3agaét ycnosue Ha donaru cywjHocten (00bl4HO
aprymMeHToB), NPy BbINOSTHEHMUM KOTOPOrO KOHCTPYKLMS cHMTaeTcs Hebe3onacHOoM.

OnemeHT Flags coctont n3 ogHoro unm Heckonbkmx anemeHToB Flag, kaxxabii N3 KOTOpbIX
3agaét oauH donar. [JonyckalTcsa fiormyeckme KOHCTPYKUMK, HanpuMep, 3anucaTb ycnosue
«npoctaeneH dnar FLAG1 nnu He npocTtasrneH ¢nar FLAG2» MOXHO Tak:

<Flags><0r><Flag>FLAGl</Flag><Not><Flag>FLAG2</Flag></Not></0r></Flags>

Mo ymonyaHuto conaru coeguHSaoTCS NPeavkaTtoM «uy, HanpumMep, 3anmcb
<Flags><Flag>FLAGl</Flag><Flag>FLAG2</Flag></Flags>

3agaét ycnosue «npoctasneH gnar FLAG1 n pnar FLAG2».

6.4.3.2.6. OnucaHue knacca

OnemeHT Class cogepXxuT cregyoLlmne arnemMeHTbI:
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¢ Modifier o603HauyaeT moandumkaTopsbl Knacca.

e Name 3agaét ums knacca.

e Supers 3a0aéT ycrnosue Ha Npeakos knacca. Hanpuwvep, 3anuck Buaa:

<Class includeSelf="true"><Supers><Class>...

COOTBETCTBYET YCMNOBUIO «Cpeaun NPeaKoB Kracca eCcTb KNacc, yAOBNETBOPSIOLLMI YCITOBUIOY.
ATpnbyT includeSelf npuHumaeT ogHo 13 3HayeHun true, false n nokaswiBaert, cnegyet nu
BKMOYATb CaM Krnacc BO MHOXECTBO NpeaKoB.

e Method — 3agaét ycrnosue Ha metoa knacca (cMm. pasgen OnucaHve metoaa).

e Field — 3agaét ycnosue Ha nosne knacca.

6.4.3.2.7. OnncaHne metoga

OnemeHT Method cogepxuT cnegyroLme aremMeHTbI:
e Modifier o603Ha4aeT moandurkaTopbl MeToAa.

e Name 3agaét nmsa metoga. Ecnn metoa aBnaeTcs KOHCTpPYKTopoM, BMecTo Name
NpUMEHSETCA cneumanbHbii nycton anemeHT Constructor.

e Parameters onpeaensiet ycnosue Ha Habop bopMarnbHbIX NapamMeTpoB Kracca U BKIoYaeT
OOVH Unn Heckornbko anemeHToB Parameter, WildCard, Range.

e Parameter cogepxut anemeHT Type nnu Class n onpegenser Hann4ne y metoga
napameTpa 4aHHOro Tuna Ha TekyLlen no3mumn.

e WildCard onpegendet Hannuve y MeToga HECKOMbKUX NapamMeTpoB NPOU3BOSbHbIX TUMOB B
KonuyecTtse OT min 40 max fiMbo B KonmyecTse poBHO num (min, max, num aTpubyThbl
anemeHTa WildCard). 3HayeHne min no ymonyanuio 0, 3Ha4yeHne max «b6ecKOHEYHOCTb»
(T.e. os3HauvaeT «c aByms unu 6onee napametrpamny; <WildCard /> o3Ha4aeT «c nobbiMm
HabopoM NapameTpoBy ).

e Throws onpegenseT TUMbl UCKNKOYEHUI, KOTOPbIE KITacC MOXET NOpoXaaTb.

6.4.3.2.8. OnucaHue MHCTPYKLUM B Koae

OnemeHT Instruction cogepxut anemenTbl: Class, Method, Arguments 1 onpegensiet
BbI30B 3a[aHHOro MeTOAA 3a4aHHOro Knacca ¢ 3agaHHbIMU apryMmeHTamum.

OnemeHThl Class, Method onncaHbl B pasgenax OnucaHne knacca n Onucanne metoaa.

AnemeHT Arguments onpegenset Habop pakTUYeCKNX apryMeHTOB BbI30Ba W COOEPXUT OANH
U1 HeckonbKko anemeHToB Argument nnu Range.

OnemeHT Argument onpeaenseT ycrnoBme Ha OANH PaKTUYECKNA apryMEHT N COAEPXKUT
9MNEMEHTHI:

e Pos (no3uumns aprymeHTa, Ha4ymHas ¢ Hynsa) nnbo This (ecnn Argument — Tekywwnin 06bLEKT),
nnbo Return (ecnn Argument — Bo3Bpallaemoe 3HaveHune).

e Type nu6o Class.
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e Constant, ecnu ycnosue Ha 3HadYeHWe aprymMeHTa 3aaéTcs Yepes KOHCTaHTbl (CM. pasgen
KoHCTaHThI).

* Flags, ecnu 3agaétca ycnosue Ha dnaru (cMm. pasgen ®naru natrepHos sink).

OnemeHT Range cogepxut noganemeHTsl PosMin, PosMax, Flags v onpegensiet rpynny
nogpsa naywmux aprymeHToB, HadymHasa ¢ nigekca PosMin 1 3akaHuymBas (BKITHOMMTENBHO)
nHaekcom PosMax (MHaekcbl Hymepytotes ¢ Hyns). Flags 3agaét ycnosus Ha cornaru ans
rpynnel aprymeHToB (cM. pasgen ®naru natrepHoB sink).

6.4.3.3. NMpumepbI naTTepHOB

6.4.3.3.1. Mpumepbl natrepHoB source/passthrough

Cnepyowmn nattepH passthrough ykasbiBaeT, 4To npu BbidoBe Ntoboro metoga knacca
org.apache.commons.httpclient.util. URIUtil c ogHum nnu 6onee napametrpamun, nms
KOTOpPOro Ha4nHaeTCcqd C encode, BO3BpallaeMoMy 3Ha4YE€HU0 H806XO}J,I/IMO NPUCBOUTL BCE
donarn Hynesoro aprymeHTa n gobasute doniar URL_ENCODE:
<Rule>
<RuleId>SOURCE OOAF03C6</RuleId>
<Patterns>
<Pattern patternId="75b459">
<Categories>
<Category>JavaWeb</Category>
</Categories>
<Definitions>
<Class id="class">
<Supers includeSelf="true">
<Class>
<Name>
<Value>org.apache.commons.httpclient.util.URIUti1l</Value>
</Name>
</Class>
</Supers>
<Method id="method">
<Name>
<Regex>encode. *</Regex>
</Name>
<Parameters>

<WildCard min="1" />




2
[ g
 appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener

</Parameters>
</Method>
</Class>
<Instruction id="target invoke">
<Class>
<Ref id="class" reftype="classref" />
</Class>
<Method>
<Ref id="method" reftype="methodref" />
</Method>
<Arguments>
<Argument id="arg0">
<Pos>0</Pos>
</Argument>
</Arguments>
</Instruction>
</Definitions>
<Condition>
<InstructionCondition>
<Ref id="target invoke" reftype="instructionref" />
</InstructionCondition>
</Condition>
<ChangeFlags>
<FlagsSet>
<To>
<Argument>
<Return />
</Argument>
</To>
<From>
<Argument>
<Ref id="arg0" reftype="argumentref" />
</Argument>
</From>

<FlagsDiff>+URL ENCODE</FlagsDiff>
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</FlagsSet>
</ChangeFlags>
</Pattern>

</Patterns>

</Rule>

[MaTTepHbl source 3anncbIBatOTCA MO TAKOW e CXeMe U OTNIMYaloTCs OT NnaTTepHOB
passthrough Tonbko otcytcTBuem anemeHta From B anemeHTte Flagset.

6.4.3.3.2. Mpumep natrepHa sink

Cnepnytowmn nattepH sink ykasbiBaer, 4To Bbli3oB MeTofa dangerousMethod knacca
org.example.DangerousClass c HyneBbiM napameTpoM Tuna int n ewé ogHmum unm Gonee
napameTpoB Hebe3onaceH, ecnu nepebin napameTp obnagaet onarom TAINTED:
<Rule>
<RuleId>TEST_RULE</RuleId>
<Patterns>
<Pattern patternId="123abc">
<Categories>
<Category>JavaWeb</Category>
</Categories>
<Severity>1</Severity>
<Definitions>
<Class id="class">
<Supers includeSelf="true">
<Class>
<Name>
<Value>org.example.DangerousClass</Value>
</Name>
</Class>
</Supers>
<Method id="method">
<Name>
<Regex>dangerousMethod</Regex>
</Name>
<Parameters>
<Parameter>

<Type>int</Type>
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</Parameter>
<WildCard min="1" />
</Parameters>
</Method>
</Class>
<Instruction id="target invoke">
<Class>
<Ref id="class" reftype="classref" />
</Class>
<Method>
<Ref id="method" reftype="methodref" />
</Method>
<Arguments>
<Argument>
<Pos>1</Pos>
<Flags>
<Flag>TAINTED</Flag>
</Flags>
</Argument>
</Arguments>
</Instruction>
</Definitions>
<Condition>
<InstructionCondition>
<Ref id="target invoke" reftype="instructionref" />
</InstructionCondition>
</Condition>
<ReportValues>
<ReportValue key="bad instruction">
<Ref id="target invoke" reftype="instructionref" />
</ReportValue>
</ReportValues>
</Pattern>
</Patterns>

</Rule>
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6.4.3.4. 3anucb natrepHa ansa C# u PHP

CtpykTypa nattepHa ansa source/passthrough natrepHos gns C# n PHP:

<Pattern>
<Categories>
<Category>LANG</Category>
</Categories>
<XPath>self::node[] </XPath>
<Instruction>node </Instruction>
<ChangeFlags>

<FlagSet>

</FlagSet>
</ChangeFlags>
</Pattern>

3Ha4veHune TekcToBoro nonst LANG 370 COOTBETCTBEHHO A3bIK, AS151 KOTOPOro NuLeTcs
npasuno, T.e. CS nnéo PHP.

OnemeHT XPath onpefenset BbI30B 3a4aHHOrO MeTofa 3afaHHOro Kracca ¢ 3agaHHbIMU
aprymeHTamu. 3HayeHune anemeHTa XPath npeacrasnsier cobon XPath-3anpoc,
HaunHatowmrca ¢ ocu self ¢ nocnegyowmMm anemMeHToMm:

e Ina C# member access2 UWNN primary expression start (B 3@aBMCUMMOCTM OT TOrO, YTO
ABIIAETCA KIMlo4YeBbIM 311IeMeHTOM MeTo KJtacca Uinn KOHCprKTOp).

e [Ina PHP memberAccess Unm functionCall (B 3@aBUCUMOCTU OT TOrO, YTO ABNSETCS
KIMKo4eBbIM 3J1EMEHTOM METO/ Kriacca Unum KOHCprKTOp).

AnemeHT Instruction nmeet 3HayeHue:

e Ina C# member access2 WNN primary expression start (3aBUCUT OT TOrO, C KaKOro
anemeHTa HaunHaetca XPath-3anpoc).

e [1na PHP memberAccess UnNn functionCall (3aBUCUT OT TOrO, C KAKOro aremMeHTa
HaymHaeTcs XPath-3anpoc).

OnemeHT ChangeFlags conepXxunt oauH unm Heckonbko anemeHToB FlagsSet. Kaxabin
anemeHT FlagsSet ykasbiBaeT, kak aMeHnTb donaru ans 3agaHHoro Habopa cyLHocTen
(aprymeHTOB).

AnemeHT FlagsSet conepxut anemenTtol: To, From, FlagsDiff n Heobs3aTenbHbI aTpubyT
clearAll, npuHumatowmnn 3HaveHns true, false. dnemeHTtbl To 1 From onpegensioT CyLHOCTH,
yyacTsyloLmne B npouenype nsameHeHns gnaros. CyLHOCTU, KOTOPbIM MOXHO NpucBanBaTb
dnarn: Argument, Range.

AnemeHT Argument onpegenseT ycrioBue Ha oavH PakTUYEeCKUN apryMeHT U COAEPXUT
aTpnbyT pos (No3nUUN HYMEPYHOTCS C HYNS).

OnemeHT Range conepxut atpnbyTtel PosMin, PosMax 1 onpeaenset rpynny noapsg
nayLwmnx apryMeHToB, HaunHaa ¢ nHagekca PosMin 1 3akaHunBas (BKIOYUTENBHO) MHOEKCOM
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PosMax (nHOekcbl HyMepyoTCs C Hyns).

OnemeHT FlagsDiff cogepxuT CTpoky, 3agatoLlyto nsmeHeHune dpnaros. Bug nsmeHeHus
3apgaetcs B Buge atpubyTta diff, npuHumatoLero aHadeHuns:

e add — pob6asutb conar FLAG;
e remove — cHATb (bnar FLAG, ecnn oH ecCTb;
¢ inverse — n3ameHnTb 3Ha4dyeHne dnara FLAG, ecnun oH ecTb.

CtpykTypa nattepHa ans sink narttepHoB gna C# n PHP:

<Pattern>
<XPath>//node</XPath>

</Pattern>

6.4.3.5. 3anncb NnaTTepHOB ANA OCTalNbHbIX A3bIKOB

[na aHanm3a A3bIKOB, HE KOMIUNUPYLWNXCA B 6anT-ko4 Java, NCnonb3yeTcs NPOMeEXyToYHoe
npegctasneHue (AST). B aTom criydyae nattepHbl noncka oopMynmpyroTcs B TepMUHax
XPath-3anpocoB k aToMy npeacTaBeHuto.

O6was ctpyktypa nattepHa XML Ha 6a3e XPath:

<Pattern>
<XPath>//node</XPath>
</Pattern>

PasHble a3blkn NO-pa3HOMY TPaAHCNMPYOTCS B MPOMEXYTOYHOe npeactasrneHue. MNMoatomy
XPath-3anpocbl Anst pasHbiX NCXOAHbBIX A3bIKOB UMEKT pasnuUYHyo CTPYKTYypy. Huxke
npueeaeHbl npumepsbl XPath-3anpocoB Ans nogaepXuBaembix A3blKOB (peaakTupyemble
napameTpbl BblaeneHsl WpudToM). 3anncb natrepHa ans s3bika JavaScript

Bbi3oB metoaa testMethod knacca testClass ¢ nepBbiM apryMeHTOM — LLeNTOYNCIIEHHOMN
KOHCTaHTON MeHbLue 128:

//singleExpression[singleExpression[single Expression/text()='testClass']
[identifierName /text()='testMethod']] [arguments/argumentList
[singleExpression[l]/literal/ numericLiteral [number (text())&lt; 128111

6.4.3.5.1. 3anucb natTepHa ans A3bika LotusScript

BbizoB meToga TestMethod knacca TestClass:

//1CS B MemberProcedureCall [implicitCallStmt InStmt/iCS S VariableOrProcedureCall
/ambiguousIdentifier[text () [1] = 'TestClass']]

[ambiguousIdentifier/ambiguousKeyword[text () [1] = 'TestMethod']]
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6.4.3.5.2. 3anucb naTtTepHa ans a3blka TypeScript

Bbi3oB (pyHkuum testFunction ¢ KOHCTaHTHBIM aprymeHToM, yaOBNETBOPSAOLMM PeryrisipHOMy

BbIpa>eHnto:
//callExpression[memberExpression/identifierName[text () [1] = 'testFunction']]
[arguments//literal [matches (text () [1],"'.*val.*',"i')]]

6.4.3.5.3. 3anucb nattepHa ans A3bika VBScript

BrizoB metoga TestMethod knacca TestClass ¢ TpeTbMM apryMeHTOM — KOHCTaHTHOM
CTPOKOM:

//iCS_B MemberProcedureCall[implicitCallStmt InStmt
//ambiguousIdentifier[matches (Qclass,

'"“"TestClass$','i')]] [ambiguousIdentifier/ambiguousKeyword/text
() [1]="TestMethod'] [argsCall/argCall[3]//literal[text () [1]]
6.4.3.5.4. 3anucb nattepHa ansa Aasbika HTML5

ATpunbyT attribute co sHayeHnem bad_value:

//htmlElement [htmlAttribute [htmlAttributeName [matches (text () [1], 'attribute', 'i')]]
[htmlAttributeValue[matches (text () [1], 'bad value', 'i')]]]

6.4.3.5.5. 3anucb natrepHa ans a3bika Python

Bbi3oB metoaa test_method knacca TestClass ¢ aprymeHTOM CTPOKOBOro Tmna AsIMHOM
MeHbLUe 16 CMMBOSIOB:

//power [atom[1l]/text () [1]="TestClass'] [trailer[1]

/text () [1]="'test method'] [trailer[2]/arglist/argument//
arith expr/term/factor/power/atom/string
[string-length (text () [1])&1lt;16]]

6.4.3.5.6. 3anucb natrepHa ansa Asbika Perl

Bbi3oB meToaga insecure_operator() c AByms aprymeHTamu:

//listOperatorCall[listOperatorName[text () [1] = 'insecure operator']]

[list/operators[operator[1l]] [operator[2]] [not (operator[3])]]

6.4.3.5.7. 3anucb natTepHa ans sAsbika PL/SQL

Bbi3oB npouenypsbl test_proc knacca test_class ¢ KOHCTaHTHLIM aprymeHTOM:
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//function call([routine name[./id/id expression

/regular id[matches (text (), '“test class$','i')]1][./id expression/regular id

[matches(text(),'Atest_proc$','i')]J][function_argument[.//constant]J

6.4.3.5.8. 3anucb nattepHa ansa asbika Ruby
BbizoB meTtoaa test_method c uenouncneHHbIM aprymeHToMm:

//function call[function name[l]/id/text() [l]='test method']
[function call param list[l]/function call params/function param/

function unnamed param/int result/int t]

6.4.3.5.9. 3anucb natTepHa ans A3bika T-SQL

Bbi3oB cpyHkummn TESTFUNC c aprymeHToM — KOHCTaHTHOW CTPOKOW, paBHOM
TEST_STRING_CONSTANT:

//function call[scalar function name/func proc name

/id/simple id[matches (text () [1], '"TESTFUNCS','i'")]

] [expression list/expression[l]/constant[matches

(text () [1], ""TEST STRING CONSTANTS','i')]]

6.4.3.5.10. 3anucb natrepHa ans a3bikoB Objective-C u C
Bbi3oB cpyHkunn TEST_FUNC1 unn TEST_FUNC2:

//CallExpr[./*[1]//FunctionDecl[@name='TEST FUNCl'or @name='TEST FUNC2']]

6.4.3.5.11. 3anucb natrepHa AnA sisblika C++
Bbi3oB doyHKUMM ¢ umeHeM bad_function:

<Patterns>
<Pattern id="kjdfbgv132">
<Condition>
<callExpr>
<callee>
<functionDecl>
<hasName id="bad function"/>
</functionbDecl>
</callee>

</callExpr>
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</Condition>
<Action>
<Report id="bad function" severity="1" confidence="5"/>
</Action>
</Pattern>

</Patterns>

6.4.3.5.12. 3anucb natrepHa ana asbika ABAP

Bbi3oB cyHkuum test_func:
//statement/callStatement/call method static short/methodIdl/methodId[1]
/anySingleToken[matches (text () [1], 'test func', 'i')]

6.4.3.5.13. 3anucb natrepHa gns sA3bika 1C

BbI30B kOHCTpykTOpa TecToBbIMKOHCTPYKTOP C YNCINEHHBIM apryMeHTOM, 3aaHHbIM B
NCXOL4HOM KoZe:

//constructorStatement [identifier [matches (text () [1],
'~ (TecToBemiKoHCcTpyKTOR) $', 'i')]1]
[argumentList[argument[l] /expression/primaryExpression

/simpleldentifier/dataType/literal/numericLiterall]]

6.4.3.5.14. 3anucb naTTepHa ans sA3blka Apex

BbI30B KOHCTPYKTOpa CO 3Ha4yeHneM natoro aprymeHTa bad_value:

//expression/creator[createdName [matches (text () [1], '"Test$', 'i')1]
[classCreatorRest//expressionList/expression[5]//literal [matches (text () [1],
'“bad value$', 'i')]1]

6.4.3.5.15. 3anucb natrepHa ans a3bika Go

Bbi3zoB doyHkuum testFunc:

//primaryExpr [primaryExpr/operand/operandName [matches (text () [1],

'“testFunc$', 'i')]]

6.4.3.5.16. 3anucb natrepHa onAa A3bika Rust

3agaHHas B UICXOAHOM Kofe nepeMeHHas my_variable:
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//let[assignee/pattern//identifier[matches (text(), 'my variable')]]
[initialization/expression[count (*) = 1 and literal[text () [1]]]1]

6.4.3.5.17. 3anucb natrepHa ans sa3bika Groovy

BbizoB meTtoaa testMethod:
//expression[callExpressionRule[selectorName/IDENTIFIER
[matches (text () [1], '"testMethod$', 'i')11]

6.4.3.5.18. 3anucb natrepHa ana Aasbika Dart

Bbi3oB metona testMethod knacca testClass:

//postfixExpression[primary/identifier/identifierNotFUNCTION [text () [1]

= 'testClass']] [selector/assignableSelector/unconditionalAssignableSelector/
identifier/identifierNotFUNCTION[text () [1] = 'testMethod']]

6.4.3.5.19. 3anucb natrepHa ansa a3bika Delphi

BbizoB pyHkumm test_func:

//statement[.//designator//ident[matches (text () [1], 'test func')]]
[.//expression//factor[ (intNum|stringFactor[string-length (text () [1]) > 0])1]
6.4.3.5.20. 3anucb natrepHa gna Asbika Pascal

BbizoB pyHkummn test_func:
//methodOrFunctionId/extendedIdentifier/identifier/ident

[matches (text () [1], 'Atest_func$', 'i') ]

6.4.3.5.21. 3anucb narrepHa ans sa3bika VB.NET

Bbi3oB metoga TestMethod knacca TestClass ¢ TpeTbMM apryMmeHTOM — KOHCTaHTHOW
CTPOKOW:

//iCS_B MemberProcedureCall[implicitCallStmt InStmt
//ambiguousIdentifier [matches (QGclass,
'“TestClass$','i')]] [ambiguousIdentifier/ambiguousKeyword/text

() [1]="TestMethod'] [argsCall/argCall[3]//literal[text () [1]]

6.4.3.5.22. 3anucb natrepHa ans A3bika VBA

BbizoB doyHkuum TestFunction co cTpokoBbIM aprymMeHToOM, 3aiaHHbIM B UICXOOHOM KOAeE:
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//1CS_S VariableOrProcedureCall[ambiguousIdentifier[matches (text () [1],
'“TestFunction$', 'i')]][subscripts/subscript[l]//ambiguousIdentifier/literal]

6.4.3.5.23. 3anucb natrepHa ans sa3bika Visual Basic 6.0

BrizoB metoga TestMethod knacca TestClass ¢ TpeTbMM apryMeHTOM — KOHCTAHTHOM
CTPOKOM:

//iCS_B MemberProcedureCall[implicitCallStmt InStmt
//ambiguousIdentifier[matches (Qclass,
'“"TestClass$','i')]] [ambiguousIdentifier/ambiguousKeyword/text

() [1]="TestMethod'] [argsCall/argCall[3]//literal[text () [1]]

6.4.3.5.24. 3anucb natrepHa ans asbika Solidity

BbizoB pyHkumn testfunc:

//atom name [text () [1]="'insecure function']

6.4.3.5.25. 3anucb natTepHa ans a3bika Vyper
Bbi3oB chyHkunm insecure_function():

//functionName/identifier [matches (text () [1], '~testfunc$', 'i'")]

6.4.3.5.26. 3anucb natrepHa ansa Aasbika COBOL

3agaHHasn B UICXOAHOM Kofe nepemeHHas sensitiveData:

//moveToStatement [moveToSendingArea/literal]

/identifier//cobolWord[matches (text () [1], '“sensitiveData$', 'i')]

6.4.4. HaGopbl npaBun

[na noncka HabopoB BOCMNONb3yNTECHL CTPOKOM Nomcka Habopa no Ha3BaHUo U PULTpamMu B
npaBoM 60koBOM MeHI0. [Mocne HaxaTua Ha Ha3BaHWe Habopa OTKPOETCS CUCOK SA3bIKOB,
KOTopble cogepxaTtcs B BblbpaHHoM Habope. [1ns npocmoTpa npasun B Habope BbibepuTe
HY>XHbIV AA3bIK.

B none novcka Habopa no Ha3BaHWo Nocne BBoAa 3Ha4YeHus1 Haxxmute Enter unu BoiGepute
noaxoAsiliee 3HaYyeHne 13 OTKpbIBLUErocs cnucka. Vckatb Habopbl MOXXHO cpasy no
HECKOMbKMM 3Ha4YeHUsIM.

Mpaeuna u Habopel > Habopsl npasun

Puc. 6.49: Ctpoka noncka HabopoB
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dunbTpoBaTh HABOPbLI MOXHO NO A3bIKY M TUNY aBTopa Habopa. [ns ycTaHOBKM M3HaYanbHbIX
3HaYeHNn CTPOKM Noucka n punsTpoB Haxxmmnte COPOCUTL.

PesynbTaToM novcka HaGopoB ByayT cnvcku, coaepkaline noaxoasime Habopbl. HaxmuTe

Ha npaBuno u3 Habopa, YTobbl NOCMOTPETL MHGOPMALMIO O HEM. YTOObI UBMEHUTL

Nnonb30BaTENbCKNN HABOP, HAXXMUTE Ha KHOMKY < Ha Bknagke PegaktupoBaTtb Habop

MOXHO BbINOJIHUTb Creaywuine ﬂ,eIZCTBMﬂZ
® MOCMOTpPETb CNUCOK npaBwusl, BXogALWNX B Ha6op;

* N3MEHUTb Ha3BaHue Habopa, AobaBnTb/yaanuTb Npasuna n3 Habopa, caenartb Habop
o6wum/nnyHbIM. Mo 3aBepLUEeHN peaakTUPOBaHNA HaXMNTE Ha KHOMKY CoxXpaHuUTb;

e yaoanuTb Habop.

Habopbi npasun

bazoebie Habopbl (HeOOCTYNHbI AR PeAaKTMPOBaHNA): Monb3oBatenbckue Habopbl
Backdoors
Cookie
Correctness
Crypto
Database
Error handling
Injection
Javascript
LDAP
Leak
Logging

Password

PepakTpoBaTh

Puc. 6.50: PegaktnpoBaHne Habopa npasun

YTtoObl co3aaTb COOBCTBEHHbLIN HAabop npaBun, Ha Bknagke Habopbl npaBun HaxxMmuTe
Cos3patb Habop. Beeaute ero HasBaHue u BbiIbepuTe npasuna, Kotopble 6yayT B HEro
BXoauTb (puc. 6.51). MoxHO BbiGMpaTh Kak oTaenbHble Npasuna, Tak 1 rpynnbl NpaBus,
BXOASILLME B YXKe CyLLeCcTBYOLWMNN Habop. Habop MoxHO caenaTtb NyGnMYHBIM MY NPUBATHLIM.
[nsa 3aBepLueHnsa co3gaHus Habopa HaxxmmTe COXpaHUTb.
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Cozpats Habop

My6nnuHsIi o MpueatHbii

OOEBABWTE BCE MPABWIA M3 HABOPA OOBABMTE NPABWIIA B HABOP

OTMexa

Puc. 6.51: CosgaHne nonb3oBaTenbCcKoro Habopa npasun

6.5. UHTerpauum Solar appScreener

Bce nnaruHbl ons nHTerpaumm ¢ Solar appScreener n dann clt.jar Haxogatcsa Ha cepBepe
Solar appScreener B aupektopun /opt/appScreener/app/plugins (Linux) n
C:\appScreener\plugins (Windows).

6.5.1. Jira

[na nnterpauum ¢ Jira nnaruH He Tpebyetca. Solar appScreener Mcnonb3yeT ANA MHTEerpaumnm
Jira REST API v2.

6.5.1.1. Kak npuBasaTtb npoekT B Solar appScreener Kk npoekty B Jira

[na Toro 4Tto6bl NpMBA3aTh NPOEKT B Solar appScreener K NpoekTy B Jira:

1. B npoekTe nepenaute Ha Bknaaky Tack-mMeHemxep B pasgene HacTpoiku 6okoBoro
MEHH0.

2. HaxmuTe Ha kHonky [lo6aBuTb KOHUrypauuio.



https://developer.atlassian.com/cloud/jira/platform/rest/v2/intro/
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HacTpoiKku CKkaHWpoBaHWa  HacTpoku akcnopra  [pasa nonb3osatenen Jira YaanuTe npoex:

Mpu1an3aTh NpoekT HACTPOWICM MPOEKTA NepeiTH K NpoekTy Jira
" . MPUOPWUTET 3ALAYM OANA YAZBUMOCTH YPOBHA
NPUBA3AHHLIE MPOEKTHI JIRA simple project

C N . KpuTHyeckoro
e B
CpenHero
SP-8 Hardcoded password - “penhero ﬂ
COOTBETCTBYET 3HaUSHMI Sparent «nioua parent
Huakoro
Sub-task -
COOTBETCTBYET 3HaueHMio $issuetype koua issuetype
HazHavyeHa - BoccTaHOBHTL 3HAYEHWE N0 YMONHaHWI0

yeT aHaueHMi $assignee kniowa assignee

AHWH 320344 N0 YMONMAHHIO UCMONb30BaTE CebiNKa Ha PenoauTopuit
OCCTAHOBMTE COOTBRTCTRYIOLIME KNKM K

e 8 none 3anpoc JSON

BOCCTAHOBMTE 3HAUEHHE N0 YMONYAHWID OTCnexuBarte 3a0aqn, Co3NlaHHsIe Ans
NpefbayLLmMX CKaHMPOBAHMA

2]

OTKpLIBATh 334y A/IA PefaKTUPOBaHUA

Puc. 6.52: MNpuBsasaTtb NnpoekT Jira

3. Bbibepute 13 cnmcka npoekT Jira, 3agante Ha3BaHUe KOHUrypawmm n yKaxkute Tun 3agadv
Nno YMOSM4YaHu IO Npu co3gaHuM HOBbIX 3aAad Jira.

4. 3anonHute HeobasaTenbHble Nond. Ata nHopmaums Takke byaet ncnonb3oBaTbCs No
YMOSYaHMIO NPU CO34aHNN HOBbIX 3a4au.

5. Hactponte aBTOMatnyeckoe cosgaHve 3agad B Jira no pesynsrataMm CKaHMpOBaHUS, eCnu
Heobxoanmo.

MpusszaTb npoekT Jira

- Mp1OpPHTET 3anayn ANR YRIBUMOCTH YPOBHA KoHdurypauns sanaqu
Project 1 -

0OTBETCTBYET 3HaueHH0 $priority Knoya priority 4 =
++aY Troo -

CoOTBETCTBYET 3HaueHHI0 $project Knioua project

KpuTuyeckoro
s -

CoOTBETCTBYET 3HaueHio $parent Knio4a parent Cpenxero
[LlobasnTs 3HaueHue & none KoHdrypauws 3anaun

Select a node...

¥ object {9}

summary : $summary

1issuetype : $issuetype

components : $components

Task - project : $project
OTBETCTBYET 3HaueHHI0 $issuetype Kniua issuetype OTenexuBarh 3afa4u, Co3AAHHbIE ANS NPeabIAYLIMX . .
CKaHMPOBaHMiH description : $description
© customfield 10000 :
HasHaveHa .
OTKpbIBaTE 3324y ANA PEAAKTUDOBAHKA priority : $prierity

TBETCTBYET 3HaUeHMI0 Sassiy

CooTeercrs gnee KNiMa assignee
[l06a8Th 3HaueHuUe B none Kokt

@ ) customfield_10001 :
Mrypauwa 3anasu

customfield_10002 :

CCbinKa Ha PenosuTopHit [2] KoipurypaLa 3agasu 8 dopmare JSON

CoxpaHuTs

Puc. 6.53: HactpouTb napameTtpbl npoekTa Jira

UTOObl HACTPOUTBL YKE NMPUBA3aHHbLIN NPOEKT, BbiDepuTe ero U3 cnucka u oTpegakTupymnte
nosns ¢oopmbl.
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HacTpoiku ckaHupoealua  HacTpoikw akcnopta  Mpaea nonk3oearenei Jira YaanuTb npoex

NPABA3AHHLIE MPOEKTELI JIRA Project 1 -

CooTsetcTs
Project 1 CooTeeTcTeyeT sHaueHMio $project wmoua project
. KpUTUYECKOro

BeTCTEYET 3HaueHMio Sparent Kiloua parent
NoBasuTs 3HakeHHe B none KoHQUrypaums 3anasm

HACTPOWMKMW MPOEKTA nepeiiTi k npoexTy Jira

MpHOPUTET 3343441 ANA YAIBUMOCTH YPOBHA

et aHauennio $priority Knioua priority

CooT CpegHero

Task
HOTBETCTBYET 3HaUSHMID $issuetype ioua issuetype OTCnexuBsaTh 3afa4n, Co3laHKbIe AN
Npe/bIayLLMX CKAHMPOBAHHUA
B o
OTKpLIBaTb 33124y AN PeAAKTUPOBAHUA
OOTBETCTBYET 3HAUEHWID $assignee KNiOUA assignee

JLo6aBuTs 3Ha4eHHe B none KoHhMrypawua 3afaum

@

3HaueHsl0 $components KNiou:

Puc. 6.54: iameHnTb NapameTpbl NpoekTa Jira

6.5.1.2. Co3paHue 3agaum B Jira

Ecnn npoekT B Solar appScreener npuBA3aH kK NpoekTy B Jira, yepes nHtepgenc Solar
appScreener MOXXHO co3gaBaTb 3adauu B Jira. [ns 3T0ro BbINONHUTE AENCTBUS:

1. MNMepengute B pasgen NoapobHble pe3ynbraThl NPOEKTA.

2. BbibepuTe ys13BUMOCTb B CMIMCKE.

. MepenanTe Ha Bknaaky Tack-MeHemxep, KOTOpasa pacnonaraeTcsi B NpaBon HUXKHEN 4YacTu
CTpaHuUbl (Ha JaHHOWM BKNagke oTobpaXkaeTcsa CMMCOK yxKe Co3aaHHbIX 3a4ad B
Tack-MeHemxepe).

Haxmunte Ha kHonky Co3aaTtb 3apavy.

Mpoektbl > Java Project > [lodpobHele pesynbrarsl

KA
¥y

2/201.07.2020 15:08:23

@

WebGoat-short/.src/org/owasp/webgoat/plugin/advanced/sqlinjectionChallenge.java:51

Hu3kui
182 0

Bcero
362

KpuTHueckuii
6

Cpentit
134

n K No hainy n HazBaHIo YA3BMMOCT McxoaHblil KoJl, COOTBETCTBYHOLMIA JaHHOI YA3BMMOCTH, Obin yaanéH us cuctembl. 0BpaTUTeCh K aIMUHUCTPATOPY.

& Breppenve 8 SQL-3anpoc

@ WebGoat-short/..../SqlInjectionChallenge.java:51
@ WebGoat-short/..../SqllnjectionLessonba.java:69
@ WebGoat-short/.src/o.../Assignment5. java:50
@ WebGoat-short/.src/o.../Assignment java:52

@ WebGoat-short/..../Sqllnjectionlesson5a.java:67

< Pexkomenpaumn  Cebinku  Knaccudukaumm — Tpacca  YnpaeneHue ya3BUMOCTbIO

Jira  Ukerpy >

@ WebGoat-short/..../SqllnjectionLesson5b.java:69

@ WebGoat-short/.src/org/o.../Servers.java:47

., BHe[peHue BHeLHel CylHOCTM B XML

fita

[lecepnannsauna HeA0BEPEHHbIX AaHHbIX

fina-

OTpaKEHHbI MEKCANTOBbIA CKPUATUHI

A

, TycToit naponb

il

MoKa 10 STO YAZBUMOCTH He CO3AAHO HM OAHO 3AAUM

Cospats sapavy

< P2

Puc. 6.55: CosgaTb 3agady B Jira

5. Ykaxute NPOEKT, poAUTENTbCKYIO 3afavy (OI'ILI,I/IOHaJ'IbHO), TN 3agadyn, KOMMNOHEHThI
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(onumoHarnbHO), TemMy 3agayu, NPUOpPUTET (ONUUOHAIBLHO), UCMOSTHUTENS (ONUUOHAIbHO),
onucaHue 3agayu B popmare Jira (onumoHanbHo).

6. Ecnu B 3agaye ecTb apyrne obsizatenbHble nons, Ans Hux B none Kondurypauma sagaum
OyayT creHepupoBaHbl Napbl KIO4Y 1 3Ha4YeHne. ABHO yKaXnte 3HavyeHue, KoTopoe
HeobxoauMo 3adaTh B 3agade.

7. Haxmute Ha kHonky Co3aaTth.

Cospatb 3agavy

Project 1 . *Severity:*

00TBETCTBYET 3HaUeHWI0 $project Knioua project critical
*OWASP Top 10 2013*: A2, A6
*OWASP Top 10 2017*: A2, A3

Kon@urypaums sanain
TFHY Tree ~

Select a node..

PopuTenbCKan 3apada ﬂ *PCIDSS 3.2*: 6.3.1,6.5.3, 8.2.1 v object {9}
*HIPAA™: §164.312 (a)(1) .
T3HaueHMio Sparent KIioNA parent *CWE/SANS Top 25*: 7 summary : $summary

[166a8Th 3HaYEHUE B NoNe KOHAHTYPauVA 3anaum *Code path:*

Task

T3nauenuio $issuetype Kk

x first  « second

BYeT 3HaUSHMIO $companents KO

issuetype

components

anchor-cms-master/install/storage/database.distro.php
*Vulnerable code (line #12):*

*Vulnerability description:*

Maponb ABHO 3a/1aH B UCXOMHOM Kofe. 3T0 MoXeT
NPUBECTH K KOMNPOMETALAU [JAHHbIX MPUNONKEHNA.
YCTPaHATL Yrpoasi 6e30NacHOCTH, CBA3AHHBIE C
3aA1aHHBIMU B UCXOIHOM KOLE NapONAMM, O4EHb CMOMHO.
Takue Napony Kak MUHUMYM NOCTYNHbI KAKAOMY
pa3apaboTuuKy npunoxenus. Bonee Toro, NOCNE TOro, Kak
NPUNOKEHHE YCTAHOBNEHD, YIANMTE 13 €r0 KOAA Napons

issuetype : $issuetype
components : $components
project : $project
description : $description
customfield_10000 :
priority : Spriority
customfield_10001 :

customfield_10002 :

MOYHO TOIbKO NOCPEACTBOM O6HOBNEHMS. KOHCTaHTHbIE
CTPOKM NETKO U3BNEKAKTCA U3 CKOMMUAUPOBAHHOTO oHBHrypauKa 3ana-m & dopmare JSON
P NPUNOXKEHHA NEKOMNMNATOPaMH. MoaTomy
§ 3N0YMbIWNEHHHUKY HEe 06A3aTENLHO MMETL AOCTYN K
BYET 3HAUBHHIO $SUMmATY KNi0\a SummATy A
MCXO[IHOMY KOJy, YTO6bI y3HATh NapaMeTpel CNeLMansHow
YMBTHOM 3anHCK. EC/IA 3TH NapaMeTpsl CTaHYT U3BECTHSI
test-high - 3N0YMBbIWNEHHUKY, AIMUHUCTPATOPAM CHCTEMbI
NRUNATEE AUAN NNAHAANAUL AAINNACHACTHIO. NUfin 4
0OTBETCTBYET 3HaueHuIo $priority Kniowa priority Onucatve 3anauu 8 dopmare Jira

Puc. 6.56: NMapameTpbl 3agayn B Jira

MNapons 3anaH B MCXOAHOM KoAe

[na npocmoTtpa 3agaym B Jira KNMKHUTE Ha Ha3BaHWe 3agayn B cnvcke. [ns yaaneHus sagadm
N3 HTepdenca appScreener HAKMUTE Ha KHOMKY yaaneHus.

< CCbinKK Knaccupuraumm  Tpacca YnpaeneHue ya3BMMOCTbI Jira HacTpoiku C3K1
HOBBIE
3apava Craryc Ypanute
—r
Hardcoded password To Do [E3]

Puc. 6.57: Cnncok 3agad B Jira

Bbl Takke MOXeTe co3aaTth 3a4auun 49 HECKONbKUX YS3BUMOCTEN ogHOBPEeMEHHO. [1ns aTtoro
BblGepuTe HYXXHble BXOXOEHUSA B CMIUCKE B peXnme Bbibopa HECKONMbKUX YA3BUMOCTEN U
knukHuTe Co3aaTh 3a4ayvn B MEHIO AENCTBUMN.
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Bcero KpUTHYECKMiA CpepnHuii HUSKMIA WHBO DVSA-master/backend/functions/processing/feedback_uploads.p
103 6 74 20 3 el1I “KecoIdas” 1n event
filename = parse.unquote_plus(event
- if not is_safe(filename
return {"status": "error", "mes
.
H ; e e
H P S I P ST
V3MEHWTb KPMTUYHOCTE BbIBPAHHbBIX YA3BUMOCTEN
@ ATaKaHa 0TKaz B OBCNYRMBAHNN . KpuTuueckmii yposeHs . CpepHwii yposeHb
Huzkuit ypoBeHb . MHthopMaLMoHHbIM ypoBeHb
@ Breapenne e SQL-3anpoc
W3MEHWTL CTATYC BbIBPAHHLIX YA3BEUMOCTEWN
JS BHeapetue BPelOHOCHOrO Kopa
MNopTBepxaeHO OTknokeHo He obpabotaHo
BHeapeHWe BpeAoHOCHOM KOMaH/bl -
L 5[ I [ cosnatb3AfAYM IIRA

WHTepnpeTatopa

DVSA-master/backend/f.../feedback_upload...
JE

DVSA-master/b.../send_receipt_email.py:33

DVSA-master/s.../package_template.py:26 L
DVSA-master/s.../package_template.py:32
DVSA-master/s.../package_template.py:42 %

@ BHeapeHwe koaa Ypanutb Bce KOMMeHTapuUm

Puc. 6.58: Cosgatb 3agaym onst HECKONbKUX YSA3BUMOCTEN

6.5.2. TYPBO TpekuHr

Ansa wHterpaumm ¢ TYPBO TpekuHr nnarvH He TpebyeTtcs.

6.5.2.1. Kak npuBasaTtb npoekT B Solar appScreener k npoekty B TYPBO TpekuHr

YToObI NpuBA3aTb NpoekT B Solar appScreener k npoekty B TYPBO TpeKuHr:

1. B npoekTe nepengute Ha Bknagky Tack-meHemxep B pa3gene Hactpomkn 60koBoro
MEHIO.

2. Haxmute Ha kHonky [lo6aBuTb KOHUrypauuio.

3. Bbibepute n3 cnucka npoekt TYPBEO TpekuHr, 3agante Ha3BaHne KOHurypaumm m
yKaXKuTe TUn 3agaqun no yMon4yaHuio npu co3gaHum HoBbix 3agad TYPBO TpekuHr.

4. 3anonHuTe Heobs3aTenbHble nNonga. JAta I/IHCbOpMaLl,I/IFI TaKkxKe 6yp,eT ncnosmnb3oBaTbCA Mo
yMon4aHumio rnpu co3gaHnn HOBbIX 3aau.

5. Hactponte aBTomatnyeckoe cosgaHue 3agay B TYPBO TpekuHr no pesynsratam
CKaHMpOBaHWs, ecrim Heobxoanmo.

UT06bI HACTPOUTL YXXE NPUBSA3aHHbIN NPOEKT, BbiGEPUTE €ro U3 CNncka n oTpeaakTupymTe
nons popmbl.

6.5.2.2. CozpaHue 3agaum B TYPBO TpeKkuHr

Ecnu npoekT B Solar appScreener npussizaH k npoekty B TYPBO TpekuHr, yepes uHtepdenc
Solar appScreener moxHo co3gaaTtb 3agadun B TYPBO TpekuHr. [ns aTtoro:

1. Mepengute B pasgen NoapobHble pe3ynbraTbl NPOEKTA.
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2. BbibepuTe yAa3BMMOCTb B CNUCKE.

3. MNepengute Ha Bknagky Tack-meHemxep, KOTOpada pacnosiaraeTcs B NpaBoOn HWKHEN YacTu
CTpaHuubl (Ha AaHHOW BKNagke OTobpaXaeTcsa CNUCOK yXKe CO34aHHbIX 3a4ad B
Tack-MeHeaxepe).

4. HaxmuTte Ha kHonky Co3aaTb 3apgavy.

5. YkaxuTe npoekT, poauTenbCKyto 3agadvy (OnumoHasnbHo), TN 3agayqm, KOMNOHEHTbI
(onumoHanbHO), TeMy 3agayum, NPUOpPUTET (ONUUOHANBHO), UCNONHUTENS (ONUUOHANbHO),
onucaHue 3agaym B oopmate TYPBEO TpekuHr (onumoHasnsHo).

6. Ecnun B 3agave ectb apyrue obsizatenbHble nons, ans Hux B none KoHdurypaumsa sagaum
OyayT creHepupoBaHbl Napbl KIOY 1 3Ha4YeHne. ABHO YKaXnte 3HavyeHue, Kotopoe
Heobxoaumo 3aaaTth B 3agade.

7. Haxkmute Ha kHonky Co3aaTth.

[na npocmotpa 3agayn B TYPBO TpekuHr KNnMKHUTE Ha Ha3BaHMe 3adayum B cnvcke. [Ong
yoaneHus 3agadun u3 uHTepdenca appScreener HAXXMUTE Ha KHOMKY yaareHus.

Bbl Takke MOXeTe co3aaTth 3a4ayun 49 HECKONbKUX YS3BUMOCTEN OgHOBPEeMEHHO. [1ns aToro
BblGepuTe HyXXHble BXOXOEHUSA B CNIUCKE B pexnme BbIbopa HECKONbKUX YA3BUMOCTEN U
knukHuTe Co3aaTh 3apayvun B MEHIO AEeNCTBUMN.

6.5.3. DefectDojo

Ansa nnterpaumm ¢ DefectDojo nnaruH He TpebyeTca. B DefectDojo MOXHO 3arpy3nTb OTHET 13
Solar appScreener B dopmate CSV.

[nsa 3arpyskn CSV otyéta B DefectDojo:

1. MNMepengute Ha cTpanuyy npoekTta B DefectDojo.

2. Ha eknagke Findings HaxmuTe Import Scan Results.

3. 3anonHute Bce Heobxoanmble nosns. B none Scan Type Bbibepute Solar appScreener
Scan.

4. B appScreener ckadante oT4€T B hopmaTte CSV n Hangute cpann Detailed_Results.csv B
apxuse ¢ oT4€ToM > Scan information.

5. B DefectDojo HaxxmuTe Import Scan.

Ana SAST ckaHMpoBaHUIN NepeHOCATCA criegytome cTonbubl n3 oTyéTa:

Vulnerability (Ha3BaHne ya3BnmocTn);

Description (onncaHue ya3sMmocTu);

Recommendations (pekomeHgauum no McnpasneHuto);
Links (ccbinkv Ha CTOPOHHUE pecypchbl);

File (Ha3BaHue charina, B KOTOPOM BbisiBfieHA YSI3BMMOCTb);
Line (HOMep CTPOKK, B KOTOPOW BbISIBNIEHA Y3BUMOCTb);
Severity Level (ypoBeHb yrpo3sbl ys3BMMOCTH).

[na DAST ckaHnpoBaHui NepeHocATCs cnegyrowme ctonodubl U3 oTYéTa:

e Vulnerability (HazBaHve ysa3BuMoCTH);
e Description (onucaHvne ysa3BnumocTi);
¢ Recommendations (pekomeHngaumm no NcnpasneHunio);
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e Links (ccbInkn Ha CTOPOHHWE PEeCYpPChI);
e Severity Level (ypoBeHb yrpo3bl ya3BMMOCTH).

Ana SCA ckaHupoBaHWin NepeHOCATCS cregytowmne ctonbupbl n3 oTyéTa:

¢ Vulnerability (Ha3BaHne ya3BnmMocTn);

e Description (onncaHne ys3BMMoCTH);

e Links (ccbinkv Ha CTOPOHHUE pecypchbl);

e Severity Level (ypoBeHb yrpo3bl ya3BMMOCTH).

6.5.4. Jenkins

Solar appScreener nogaepxmsaet Jenkins 2.164 n 6onee no3gHne Bepcun.

6.5.4.1. YcTtaHoBKa pacwupeHus B Jenkins

1. MNMepengute Ha cTpaHuuy HacTpoek Jenkinks Manage Jenkins
(http://I<installation_address>:8080/jenkins/manage, <installation address> agpec
MaLUWHbI, HA KOTOPOW ycTaHoBneH Jenkins).

Jenkins

&= New ltem

&. People

= Build History

), Project Relationship

4= | Check File Fingerprint

"" Manage Jenkins

& My views

1) Restart Safely

‘?-__.‘ Lockable Resources

.ﬁ' Credentials

Bl New view

Puc. 6.59: Jenkins: HacTtponku Jenkins

2. Bbibepute Manage Plugins (YnpaBneHue nnarmHamm).

Reload Configuration from Disk
Discard all the loaded data in memory and reload everything from file system. Useful when you modified config files directly on disk.

Q

Manage Plugins
Add, remove, disable or enable plugins that can extend the functionality of Jenkins
A There are updates available

e,
(= ¢

System Information
Displays various environmental information to assist trouble-shooting.

i

Puc. 6.60: Jenkins: YnpaBneHwe nnarmHamm

3. Bbibepute Bknagky Advanced (lonosHUTENbHO).
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Jenkins Plugin Manager

4 Back to Dashboard

4 "’ Manage Jenkins
Updates

Update Center

Install Name |

Puc. 6.61: Jenkins: [JononHUTENbHbIE HACTPOMKK

4. B nyHkTe Upload Plugin (3arpy3ntb nnaruH) Haxxmute kHornky Choose the file
(BbiGepuTe chaunn).

Upload Plugin

You can upload a .hpi file fo install a plugin from outside the central plugin repository.

File: | Choose File |No file chosen

Upload

Puc. 6.62: Jenkins: 3arpy3uTb nnaruH

5. Bbibepute thann paclumpeHmnsi B OTKPbIBLLEMCS BCMNIIbIBAOLLEM OKHE.

6. Haxxmute Upload (3arpy3uThb).

6.5.4.2. O6LWmMe HaCTPOMKN pacLUMpeHUs

1. MNMepengute Ha cTpaHuuy HacTpoek Jenkinks Manage Jenkins
(http://<installation_address>:8080/jenkins/manage, <installation_address> agpec
MaLLUWHbI, HA KOTOPOW ycTaHoBreH Jenkins).

Bbibepute Configure System (KoHcdhurypaumsa cucremsol).

Hangute nyHkT appScreener Static Analysis (Ctatnyeckum aHanus appScreener) u

3anonHuTe nons:

e BBeauTe appScreener URL, Hanpumep http://<installation_address>,
<installation_address> agpec MallunHbl, Ha KOTOPOW YCTaHOBIEH appScreener;

e BBeante agpec REST API ansa appScreener, Hanpumep
http://<installation_address>/app/api/lv1/, <installation_address> agpec maliunHbl, Ha
KOTOPOW yCTaHOBIEH appScreener;

e BBeOUTE TOKEH, ero MOXHO Mony4nTb B MHTepderice camoro appScreener B pasgene
JInyHbIN KabuHeT (Account);

e BBEOUTE BPEMS OXMAAHUSA 3aBePLUEHNS CKaHUPOBaHUS;

wn

Mone Configuration ID (ID koHdurypaumm) Gyoet 3anonHEHO aBTOMaTUYECKN NOcne
coxpaHeHust HacTpoek. OHO yka3sblBaeTCcH B kayecTBe 3HavyeHus napametpa configUuid B
Jenkins Pipeline Script n xpanut B cebe rnobanbHble HAaCTPOMKN NnarnHa.
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appScreener Static Analysis

appScreener URL ©
Server P

Token ®

Time to scanning completion 24 @

Disable SSL O ®

Configuration 1D ®

Test connection

Delete

4. Haxmute kHornky Save (CoxpaHuUTb) BHU3Y CTPaHULbI.

6.5.4.3. KoHdurypaumusa aHanmsa n ot4yéta

KoHdgourypauuio aHanmsa n oT4€Ta MOXXHO OCYLLIECTBUTbL ABYMSI cnocobamu:
* yepes 3agayy co cBoO6OAHOM KOHUTypaumnen;

¢ yepes Jenkins Pipeline.

6.5.4.3.1. 3apgayua co cBo6oaHOM KOHUrypaumen

1. Bbibepute HyxHbI Item (ganee HaxmuTe Configure (HacTpomnkun) 1 nepengnte K NyHKTY
5) unu cosgante HoBbI New Item (Co3patb Item).

Jenkins

o New ltem

& People

~> Build History

Ol Project Relationship
4 Check File Fingerprint
"” Manage Jenkins

& My Views

& Restart Safely

'L,_L, Lockable Resources
. Credentials

[l New View
Puc. 6.63: Jenkins: HoBbin Item

2. BBegute nms ltem'a.

3. BoibepuTte Freestyle project (Co3aaTb 3agayy co cBo6oaHON KOHdUrypaumen).
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Enter an item name

Name

» Required field

e Freestyle project
N This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for
something other than software build

Pipeline
_r“) Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as workflows) and/or
organizing complex activities that do not easily fit in free-style job type

External Job
This type of job allows you to record the execution of a process run outside Jenkins, even on a remote machine. This is designed so that you can

use Jenkins as a dashboard of your existing automation system

j Multi-configuration project
F s

Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific builds, etc

/} Inheritance Project
I

}DK|

5 a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a separate

Puc. 6.64: Jenkins: 3agaya co cBobogHom kKoHGUrypaumen

4. Haxmute OK.

5. B nyHkTe Build (C6opka) B none Add Build Step (lo6aBuTb war coopku) Bbibepute
Execute appScreener Static Analysis (BbinonHUTbL cTaTM4Yyeckun aHanus
appScreener).

6. B packpbiBLLEMCS] MEHIO:
1. Beeante UUID npoekTa.

Project UUID 3710 ngeHTudmnkatTop CyLLECTBYIOLIErO NPOEKTa appScreener.
Ckonuposatb Project UUID moxxHO B 60kOBOM MeHto npoekTa. Npumep:
Ofeefaf0-4c17-47fe-b1f5-f7f64d4da722. HacTporika koHUrypauum HUXe nepeHacTpouT
npoekT appScreener, ecnu Tekctosoe nosne Project UUID He nycTtoe. Ecnu TekcToBoe
none Project UUID nycToe, nnarvH Jenkins co3gacT HOBbIN NPOEKT B appScreener.

2. Bbibepute cepsep.

3. HacTtponTe ocTtanbHble KOHUrypaumm ckaHpoBaHus (ecnu notpebyetcs). MNogpobHee
O KOH(pUrypaumsx CKaHMpoBaHuUsa CM. HacTtponku.

7. B nyHkTe Post-build Actions (lMocnec6opoyHblie onepauun) B none Add Build Step
([lo6aBuTb Wwar c6opkmn) BuibepnTe appScreener Static Analysis report export in PDF
(OkcnopTt pdf-oTyéTa cTaTUYECKOro aHanusa appScreener) 1 caenante HaCTPOUKY (CM.
pasgen SKCrnopT oT4eTa).

8. Haxmute Save (CoxpaHuUTb).
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Build

Add build step -

Post-build Actions

Add post-build action ~

ﬂ ‘ i ‘

Puc. 6.65: Jenkins: MNMocnec6opo4Hbie onepauum

6.5.4.3.2. Pipeline

1. Bbibepute HyxHbIn Item (nanee Haxmute Configure (HacTponkn) v nepengute K NyHKTY
5) nnn cospante HoBbI New Item (Co3paTh Item).

BeeauTte nms ltem'a.
Bbibepute Pipeline.

Haxmute OK.

a &~ 0N

B nyHkTe Pipeline HaxxmuTe Pipeline Syntax.

Pipeline
Definition Pipeline script ¥

il

Script try sample Pipeline... ¥ (2]

v Use Groovy Sandbox ®

Pipeline Syntax

ﬂ ‘ G ‘

Puc. 6.66: Jenkins: Pipeline Syntax

6. B oTkpbiBLIEeNCcs Bknagke B 6pay3epe B nyHkTe Steps B none Sample Step Boibepute
step: General Build Step.

7. B nyHkTe Build Step Bbibepute Execute appScreener Static Analysis (BbinonHutb
cTaTU4yecKkun aHanus appScreener).
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Overview

This Snippet Generator will help you learn the Pipeline Script code which can be used to define various steps. Pick a step you are interested in from the list,
configure it, click Generate Pipeline Script, and you will see a Pipeline Script statement that would call the step with that configuration. You may copy and paste the
whole staterment into your script, or pick up just the options you care about. (Most parameters are optional and can be omitted in your script, leaving them at default
values.)

Steps

Sample Step step: General Build Step

.E_j;.
Huld|Step Execute appScreener Static Analysis v
appScreener project ID
Project UUID ®
Server } v

Puc. 6.67: Jenkins: Cbopka

8. B nosasueemca nyHkTe appScreener project ID (MaeHTudmkaTop npoekrta
appScreener):

1. Beegute UUID npoekTa.

Project UUID 310 ngeHTudumkatTop CyLLeCTBYOLEro NpoekTa appScreener.
Ckonuposatb Project UUID moxxHO B 60KOBOM MeHI0 npoekTa. Mpumep:
Ofeefaf0-4c17-47fe-b1f5-f7f64d4da722 . HacTporka KOHGUrypaunn HuxKe nepeHacTpouT
npoekT appScreener, ecnu Tekctooe nosne Project UUID He nyctoe. Ecnu TekcToBoe
none Project UUID nycToe, nnarvH Jenkins co3gacT HOBbIN NPOEKT B appScreener.

2. BblbepuTte cepsep.

3. HacTtponTe ocTtanbHble KOHGUrypaunm ckaHmpoBaHus (ecnm notpebyetcs). NogpobHee
O KOH(pUrypaumsix CKaHMpoBaHUsa cM. HacTpouku.

9. Haxmute Generate Pipeline Script.
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Patterns for files and directories names to be included in analysis, . ®
separated by a semicolon

Source charset UTF-S

Rule sets Add

Generate Pipeline Script

Global Variables
There are many features of the Pipeline that are not steps. These are often exposed via global variables, which are not supported by the snippet generator. See the

Global Variables Reference for details.
Puc. 6.68: Jenkins: 'eHepauuna ckpunTta Pipeline

10. CkonunpynTe NOSABUBLLMIACA CKPUNT N5l €r0 UCMONb30BaHUSA Ha CTpaHuLE KOHurypawumm
npoekTa (war 5) B none Script.

11. BepHutech Bo Bknaaky Pipeline Syntax.

12. B nyHkTe Build Step Bbibepute appScreener Static Analysis report export in PDF
(OkcnopTt PDF-oTt4yéTa cTaTnyeckoro aHanusa appScreener).

Overview

This Snippet Generator will help you learn the Pipeline Script code which can be used to define various steps. Pick a step you are interested in from the list,
configure it, click Generate Pipeline Script, and you will see a Pipeline Script statement that would call the step with that configuration. You may copy and paste the
whole staterment into your script, or pick up just the options you care about. {(Most parameters are optional and can be omittad in your script, leaving them at default

values.)

Steps

Sample Step step: General Build Step

Hudd Step appScreener Static Analysis report export in PDF

Language

* English

Russian

Puc. 6.69: Jenkins: Okcnopt ot4éTta B PDF

13. B nosiBUBLUEMCS NMYHKTE HACTpPoOUTe KOHUrypaumm opMmmpoBaHust OTYETa (ecnu
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notpebyetcs).
14. Haxmute Generate Pipeline Script.

15. CkonunpynTe NOSABUBLLMIACA CKPUNT ANs1 €r0 UCMONb30BaHUSA Ha CTpaHuLE KOHurypawumm
npoekta (war 5) B none Script.

Mpumep:

pipeline {

agent any

stages {

stage ('code obtain') {

steps{
git 'https://github.com/example.git'

}

}

stage('analysis') {
steps{

step ([$class: 'InCodeBuilder', analyzeConfig: true,

analyzeJsLibs: false, analyzelLib: true, configUuid:

'75ed295¢c-728a-409a-9c5d-de85ad30b932"', dirExc: '',
dirInc: '"**', extrules: false, incremental: false, langs:
[[checked: false, name: 'Java, Scala, Kotlin', wvalue:

'"JAVA'], [checked: false, name: 'PHP', wvalue: 'PHP'],
[checked: true, name: 'C#', value: 'CS'], [checked:
false, name: 'JavaScript', value: 'JAVASCRIPT'],

[checked: false, name: 'LotusScript', wvalue: 'LOTUS'],

[checked: false, name: 'TypeScript', value:
'"TYPESCRIPT'], [checked: false, name: 'VBScript', value:
'VBSCRIPT'], [checked: false, name: 'HTML5', wvalue:

'"HTML5'], [checked: false, name: 'Python', value:
"PYTHON'], [checked: true, name: 'C/C++', value: 'CCPP'],
[checked: false, name: 'Objective-C', wvalue: 'OBJC'],
[checked: false, name: 'Swift', wvalue: 'SWIFT'],
[checked: false, name: 'PL/SQL', value: 'PLSQL'],
[checked: false, name: 'T-SQL', value: 'TSQL'],

[checked: false, name: 'ABAP', value: 'ABAP'], [checked:

false, name: '1lC', value: 'ONES'], [checked: false, name:
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'Apex', value: 'APEX'], [checked: false, name: 'Go',
value: 'GO'], [checked: false, name: 'Ruby', value:

'RUBY'], [checked: false, name: 'Rust', value: 'RUST'],
[checked: false, name: 'Groovy', value: 'GROOVY'],
[checked: false, name: 'Dart', wvalue: 'DART'],

[checked: false, name: 'Delphi', value: 'DELPHI'],
[checked: false, name: 'VBA', value: 'VBA'], [checked:
false, name: 'Visual Basic 6', value: 'VB'], [checked:
false, name: 'Solidity', value: 'SOLIDITY'], [checked:
false, name: 'COBOL', wvalue: 'COBROL']], mobileApp: false,
noBuild: true, projectUuid: '', ruleSets: [],

sourceEncoding: 'UTF-8', visualStudio: false])

}
stage ('report extraction') {
steps{

step([$class: 'InCodePublisher', classificationvVul: 'CR',
comparisonScan: '', criticalvul: true, £f5: false,
fixedIssues: false, impervaSecure: false,
includeComparison: false, includeDeleted: false,
includeNotDecompiled: false, includeStd: false,
lowLevelVul: false, midLevelVul: true, modSecurity: false,
newIssues: true, savedIssues: true, scanDuration: true,
scanHistory: false, score: true, uselanguage: 'en',

vulTable: true])

}

16. Haxxmnte Save (CoxpaHuTb).

6.5.4.4. Kondourypauusa Build Failure Conditions

Ansa Toro, 4tobbl co3gasath build failure conditions Ha ocHOBe nepeMeHHbIX B BUAE METPUK
B post-build step:

1. Bbibepute HyXHbI ltem 13 cnncka.
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£ Jenkins
Jenkins
&= New Item
& People O B O e o -
-::,? Build History s W  Name | Last Success
©,, Project Relationship Q @ G
&= Check File Fingerprint O 2| .
-?:'3{ Manage Jenkins 0 Q —
& Wy views m—
“ Restart Safely g
%4 Lockable Resources ¢ G
* Credentials J _
B New view R ——

Puc. 6.70: Jenkins: Bbibop Item’a
2. Haxmute Configure (HacTtpoukum).

4 Back to Dashboard
O, status

[ Changes

[ Workspace

£ Build with Parameters

( Delete Project

% configure

{) Rebuild Last

g?“" appScreener PDF report

':;’ Rename

Puc. 6.71: Jenkins: Bbibop HacTpoek

3. B nyHkTe Post-build Actions (Mocnec6opoyHblie onepauun) Haxmmte Add post-build
action (JobaBuTb war nocne c6opkn).
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Jenkins Name I - | 1

Aggregate downsiream test results Post-build Actions

Analyze your source code with Kiuwan! -

Archive for Clone Workspace SCM
Archive the artifacts
Build other projects B
HPE Security Fortify Assessment '@'
JIRA: Update relevant issues

31 Post build task |

Publish JUnit test result report
Publish Javadoc
Record fingerprints of files to track usage

‘ [ArtifactDeployer] - Deploy the artifacts from build workspace to remote locations

| -

2 | Add post-build action » I

-

Puc. 6.72: Jenkins: Bbibop nocnecbopoyHbix onepauni

4. Bbibepute Post build task.
5. Bbibepute nossumeLunmncs pasgen Post build task.

6. B pasgene Post build task ykaxute build failure conditions B ¢oopmate bash ckpunra.
Hanpumep, ckpunt:

if [[ $SCORE < 3.5 || SCRITICAL > 10 || $LOW > 30 ]]; then
echo "vulnerable app"
exit 1

else
exit O

fi

O3Ha4aerT, 4YTo cbopka He ByaeT 3aBepLueHa A9 NPOEKTOB C PENTUHIOM HKxe 3,5, nnu
KONMNYECTBOM KPUTUYECKMX ya3BUMOCTEN BonbLue 10, nnu KonmyecTBoM ya3BUMOCTEN
HWM3koro ypoBHs 6onbLue 30.

Ncnonbayiite rmobanbHble NnepeMeHHbIe:

e [MnarnH cospaeT nepemeHHble cpeabl Ans COOpKu:
o PROJECT_ID UUID npoekta B appScreener;
SCAN_ID UUID ckaHupoBaHus B appScreener;
SCAN_URL cchinika Ha pesynbraTbl CKaHUPOBaHUs B appScreener;
SERVER agpec REST API;
SERVER_UUID ngeHtudukatop cepsepa, npuceBanBaemMbii Npu HACTpPoKrke
rnobanbHON KoOHdUrypaumm;
PDF_URL agpec PDF-oTyéTa;
SCORE penTtuHr npoekTa B appScreener;
TOTAL obuiee Konn4yecTBo yA3BUMOCTEN B MPOEKTE;
CRITICAL konnyecTBO yA3BMMOCTEN KPUTUYECKOTO YPOBHS;
MEDIUM KonuyecTBO yS3BMMOCTEN CPeHErD YPOBHS,

O O O O

O O O O O




>

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

o LOW KonuyecTtBo ys3BUMOCTEN HU3KOIO YPOBHS;
o INFO konun4yecTtBoO ya3BnmMocTen MH(POPMaLMOHHOIO YPOBHSI.

e Cnepgyrowune napameTpbl pacCcYnTLIBAOTCH MPU YCTaHOBKe Yekbokca BKNOYMTL B OTUHET
cpaBHeHMue co ckaHupoBaHueM. OHM pacCcUMTLIBAKOTCA OTHOCUTENBHO CKaHUPOBaHWUS,
UUID koTtoporo ykasaH B norie UUID ckaHunpoBaHus Ana cpaBHEHUS.

NEW_TOTAL o6Liee Konnm4yecTBO HOBbIX YSA3BUMOCTEWN B MPOEKTE;

NEW_CRITICAL Konn4ecTtBo HOBbIX YA3BUMOCTEN KPUTUHECKOTO YPOBHS;

NEW_MEDIUM KonuyecTBO HOBbLIX YA3BUMOCTEN CPEeaHEro YpoBHS;

NEW_LOW konnyecTBO HOBbIX YA3BMMOCTEN HU3KOIO YPOBHS;

NEW_INFO konnmyectBo HOBbIX YSI3BMMOCTEN MHAOPMALMOHHOIO YPOBHS.

o

O O O O

oK nepemMeHHble MOXXHO MOTOM MUCIMOJ1b30BaATb AN1A OPYrnX LWaroB C60pKVI.

7. AktnBmpynte Yekbokc Escalate script execution status to job status.

Post build task @

Tasks

Log text

Operation

NobaenTe

Script if [[ $SCORE = 4 || SCRITICAL > 10 || $SLOW > 0 T; then
echo "Smthn bad"
exit 1
else
exit 0

Run script only if all previous steps were successful ®

| Escalate script execution status to job status I @

Add another task

Puc. 6.73: Jenkins: CoxpaHeHne nocrnecbopoyHbIX onepaumm
7. Haxmute Save (CoxpaHuTb).

6.5.4.5. Peaynbratbl u PDF-oTuéT

[ns Toro 4To6bl NPOCMOTPETL pe3yrbTaThl CKAHMPOBAHMS:

1. BbibepuTe HyxHbI Item 13 cnmcka.
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£ Jenkins

Jenkins

&= New Item

& Peopic G G G G o -

w

“= Build History Last Success

), Project Relationship
&= Check File Fingerprint
éefr"f Manage Jenkins

& vy views

W Restart Safely

%4 Lockable Resources

4. Credentials

[ *N *N N °N N ¥

B New View

Puc. 6.74: Jenkins: Bbibop ltem’a

2. [Ons npocmotpa PDF-otyéTa Haxxmnte appScreener PDF report (Pdf-otuér
appScreener) nnu ckadanTe Nno Ccbifike B pesynbratax ckaHMpoBaHus (war 5).

Jenkins NameProject

Back to Dashboard = H
* o Project NameProject
O, status
~> Changes
B workspace
) Build Now
@ Delete Project

appScreener PDF report

."_%‘

Vo Configure Workspace

) Rebuild Last

1

Recent Changes

[ g,':"' appScreener PDF report ]

= Rename Permalinks

Puc. 6.75: Jenkins: PDF oT4yéTt

3. Haxxmute Ha Hy>HbIn HoMep cbopku B 6noke Build History (Uctopusa c6opok)
pacnonaratowemMcs nog 60KOBbIM MEHHO.
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# Jenkins
Jenkins NameProject

4 Back to Dashboard
. Status
~= Changes
B Workspace
) Build Now
(Y Delete Project
™ Configure
{2) Rebuild Last
a;f’ appScreener PDF report

~~ Rename

Build History trend =

find

fPz] oo
] o

[} RSS for all () RSS for failures

Puc. 6.76: Jenkins: Homep cbopkm

4. [na npocmoTtpa xypHana cobbitun (logs) Haxkmute Console Output (BbiBog koHconu) B

OOKOBOM MEHIO.
# Jenkins

Jenkins NameProject #2

# Back fo Project
(), Status
~ Changes

I B Console Output I

View as plain text

= Edit Build Information
® Delete Build

Environment Variables

1} Git Build Data
Ld NoTags

Build variables

-:’ appScreener PDF report

{,3) Rebuild

&1 Previous Build

Pwuc. 6.77: Jenkins: KoHconb

5. [ina npocmoTtpa pesynsratoB ckaHnpoBaHusa HaxkmuTte Build variables (MepemeHHble
c6opkn). B nyHkte PDF_URL HaxoguTcs ccbinka Ha ckaumBaHme PDF-oTuéTa.
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Back to Project . .
* ! Build variables
|, Status

=2 Name | Value
= Changes
CRITICAL -
& Console Output oW -
> Edit Build Information MEDIUM -
PDF_URL | S—
@ Delete Build -
PROJECTD S
Environment Variables SCAN_ID S
4 GitBuild Data SCAN_URL [Se—
SCORE -
b NoTegs servir
Build varial bles server_LUD (D
#® appScreener PDF report TOTAL -
£ Rebuild
& Previous Build

Puc. 6.78: Jenkins: Pesynbsratbl ckaHMpoBaHus

6.5.5. Azure DevOps Server

Solar appScreener nogaepxusaet Team Foundation Server 2018, Azure Devops Server
2019, Azure Devops Server 2020 1 Azure DevOps Services.

6.5.5.1. YcTaHOBKa paclumpeHus

1. MNepenguTte Ha cTpaHULy ynpaBneHus pacliMpeHnamMm
(http://<installation_address>/_gallery, <installation_address> agpec mawwHbl, Ha
KoTopou yctaHoBneH Azure DevOps Server).

2. HaxmuTe Ha kHorky Manage Extensions (YnpaBneHue paclumpeHusimu) B NpaBon
HWKXHEW YacTu CTpaHuLbl.

Do more here

Create your own extensions Find Extensions Manage Extensions

You can create extensions that are Mest extensicns for Manage extensions that
Just for you, or that you share or Azure DevOps Services you've created or that
sell through the Visual Studio also work with you've downloaded from

| Marketplace. TFS/Azure DevOps the Marketplace
J Server. Visit the Visual

HH Studio Marketplace. 1

e

Puc. 6.79: Azure DevOps Server: YnpasneHue paclumpeHnamm

3. Haxmute Ha kHonky Upload extension (3arpy3uTb pacwimpeHue).

Q) Azure DevOps Server

Puc. 6.80: Azure DevOps Server: OTnpaBuTb HOBOE paclUMpeHne

4. BbibepuTe dhann paclumpeHuns B OTKPbIBLLEMCS BCMIbIBAKOLLEM OKHE.

5. Haxmute Ha kHonky Upload (3arpy3uThb).
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Upload Azure DevOps Server extension X
Ensure you have packaged your extension in a VSIX file format.

1 Drag and Drop a file here or click to upload.

Puc. 6.81: Azure DevOps Server: OTnpaBka

6. BbibepuTe 13 cnucka pacwmpeHve appScreener.

) Azure DevOps Server

Manage Extensions T Upload extension
Name Version Updated

e

‘7. ‘Solar appScreener » Verifying 3.8.0 just now

Puc. 6.82: Azure DevOps Server: Bbibop paclumpeHus

7. Haxmute Ha kHonky Get it free (MonyunTtb 6ecnnaTtHo) 1 BbiGepuTe KONNeEKUuio, Ans
KOTOPOW XOTUTE yCTaHOBUTbL paclumpeHue, Hanpumep DefaultCollection.

Azure DevOps Server > Azure Pipelines > Solar appScreener

Solar appScreener | »manage

'.‘..“ appScreener | Free

} Static Source Code Analysis; find vulnerabilities and backdoors; security monitoring

Get it free

Puc. 6.83: Azure DevOps Server: YcTtaHoBKa

8. Haxmute Ha kHonky Install (YcTaHOBKa).

Ecnun Bce waru BbinosnHeHbl, Ha cTpaHuue otobpasutcsa TekcT You are all set! (Bce

rotoBo). B ntobom npoekte BbiOpaHHOM Konnekumm Byaet AoCTynHa 3agadva Kak wwar
onpegeneHns cbopku.
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©

Done

Solar appScreener You are all set!

Proceed to collection Go to Marketplace

Puc. 6.84: Azure DevOps Server: [NoareepxaeHune

6.5.5.2. [lobaBneHue wara gns coopku B Azure DevOps Server

1. MNepenguTe Ha CTpPaHWLYY HY>XXHOro NPOEKTa KONnekunn, ans KoToporo Obino yCTaHOBIEHO
pacwupeHune (http://<installation_address>/DefaultCollection/projectexample,
<installation_address> agpec mawuHbl, Ha koTopown yctaHosrneH Azure DevOps Server).

2. Nepengute no nytn Pipelines -> Pipelines (C6opka u Bbinyck -> CO0pKu).

LU
(=3

©J Azure DevOps DefaultCollaction Project Name
Project Name +

B overview
B soarcs
Repos
of Fipeiines

| s Pipelines

& Environments

= &
& Releases 0O
I Library B
- ey B

7 Deployment groups Create your first Pipeline

A TestPians Automate your build and release processes using our wizard, and go from
code to cloud-hosted within minutes.

! Artifacts R
Create Pipeline IS

&5 Project settings «

Puc. 6.85: Azure DevOps Server: C6opka n Bbinyck

3. Haxmute Ha Tpu Touku 1 HaxmuTe Edit (U3MeHUTB) ANa nmetoLieroca onpegeneHuns
cbopku unu cosgante HoBoe, HaxaB Create Pipeline (Co3paTb c60pKy) 1 BbiGpaB
WwabnoH. YTobbl BKNOUNTL aBTOMaTnyeckyto HacTporky UUID cooTBeTCTBYIOLLIErO NpoekTa
appScreener:

1. Haxmute Admin settings.
2. lNMepengute B pasgen Security.
3. Haxwmute Project collection build services.
4. Bbibepute 3HaveHne Allow HanpoTtus nyHkTa Edit build definition.
5. Haxmute Save changes.
4. Haxmnte Add Task (Jo6aBuTb 3apavy).
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Project Name & - > Project Name-Cl
B overview
OTasks  variables Triggers Options  Retention  History
% Boards .
f)lii‘v‘elfurgsneena‘\eman Agent job ® [ View VAML Ti] Remove
Repos
== Get sources
o Fipcines W ProjectName P master \ Display name *
s Pipelines igﬁfﬂiil - ‘ Agent job 1
B Environments - Add a task to Agent job 1 Agent selection ~
X Releases Agentpool (D | Manage =2
- ‘<mhemlrom pipeline> ~ | O
Library
= Task groups Demands (O
“f* Deployment groups ame Condition
A TestPlans
+ Add
l Artifacts
Execution plan A
Puc. 6.86: Azure DevOps Server: [lobaBsneHune 3agayn
-
5. Hangute Run Solar appScreener SAST n HaxmuTe Add ([lo6aBuTb).

Project Name

B overview
B soaras
Repos

@ Pipelines
4 Pipelines
& Environments
& Releases

B Library

= Taskgroups
" Deployment groups
A Testrians
. Artifacts

@ > Project Name-Cl

Tasks Varisbles Triggers Options Retention  History B Save & quaua

Pipeline

== Getsources Don't see what you need? Check out the Markstplace. 2
oq Project Name B0 master
. Al Build Utiity Test Package Deploy Tool
Agentjob 1 + —

i $® Run Solar appScreener SAST “
L A )

Source code analysis for vulnerabilities

Puc. 6.87: Azure DevOps Server: Bbibop 3agaun

6. Bbibepute gobaBneHHbIn war cbopku.

7. [obaBbTe nogknioveHme K cepBepy appScreener n3 cnmcka unm cosgante HOBOE:

1. CnpaBsa ot appScreener server end point Haxxmute Ha kHorky New (Co3pathb).
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J Azure DevOps DefaultCollection Project Name =
B rroject Name + & > Project Name-Cl
B overview
@Tasks  Variables Triggers Options  Retention  History
B soaras -
;PIREJ-‘ZEE Run Solar appScreener SAST @ @ Link settings [ Remove
Repos
= Task version o v
o Pipeiines
& Pipelines Agent job 1 + Display name *
S = \
& Releases ot zs)(sao:::?;ngsnemjm“ © & appscreenersenerend point* O | Manage &
v‘ O | Newl
M Library

= Task groups

" Deployment groups

& TestPlans
FI Artifacts

Sources directory (D

Action with selected languages * (D

Puc. 6.88: Azure DevOps Server: PegaktupoBatb 3agadvy

2. B nogasuBlemMcs okHe BBeguTe agpec API (Hanpumep,
http://<installation_address>/app/api/v1/ <installation_address> agpec mawuHbl, Ha
KOTOPOW YCTaHOBNEH appScreener) N TOKEH. TOKEH MOXHO MONy4nTb B pasgene
JInYyHbIN KAOUHeT (NpK NONyYEeHUN TOKEHA PEKOMEHOYETCS YCTAHOBUTL ANUTENbHOE
BpeMsi IENCTBUSA TOKEHA).
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| 1 ﬂ

New service connection d

Server Url

http://<installation_address=/app/api/v1/

Authentication

APl Token

Details

Service connection name

Connection name

Description (optional)

Security

Grant access permissicn to all pipelines

Learn more m
Troubleshoot

Puc. 6.89: Azure DevOps Server: [lobaBneHne nogknoyYeHns

]

3. Haxxmute Save.

8. Hactponte Heobxoommble napameTpbl aHanuaa. NogpobHee 0 HAcTpoKrkax aHanusa B
pasgene O6Lupe.

9. YkaxuTe gononHutenbHble napameTpbl B MeH0 General analysis settings: Use extra
rules (Mcnonb3oBaTb AononHUTenNbHbIE NpaBuna), Incremental analysis
(UHKpemeHTanbHbIN aHanu3), Analyze libraries and nested archives (AHanuanpoBaTb
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OUONNOTEKN N BNOXEHHbIE apXUBbI).

10. Hactponte Failure Conditions:

11. B pasgene Task failure conditions aktusupynte onumio Enable failing on condition.

12. YcraHoBuTe Failure Conditions B 3aBucumocTu ot 3Ha4yeHun (Score condition, Critical
issues number condition, Medium issues number condition, Low issues number condition,
Info issues number condition).

Task failure conditions ~

Enable failing on condition (D

Score condition (D)

Critical issues number condition ()
Medium issues number condition ()
Low issues number condition ()

Info issues number condition  (7)

Puc. 6.90: Azure DevOps Server: Failure conditions

13. Haxxmunte B BepxHem npasom yriy Save and queue (CoxpaHUTb U NOMECTUTb B
ouyepenb) 1 3atem ewwé pa3 Save and queue (CoxpaHMTb U NOMECTUTb B ovepenb).

\\./
[}
(=3}
©

) Azure Devops

[ » & - > project1-Cl

m
@

B overview Tasks Variables Triggers Options Retention  History

B sosras Pipeline
N B P ipeline B View VAML
)2 Repos Name
i = Getsources
*q project maste

f Pipelines

Puc. 6.91: Azure DevOps Server: CoxpaHeHune

12. [JoxXguTecb OKOHYaHNA COOPKM U NEpPEnanTe Ha CTpaHuMLy pesynbTaToB.
13. YToOLI ckauyaTb OTYET, NepenguTe Bo Bknaaky appScreener code analysis results n
OTKPOWTE CCbIfIKy Ha OTYET B HOBOW BKIagke 6paysepa.

6.5.6. TeamCity

Solar appScreener nogaepxmsaetr TeamCity 2017.2.2. n 6onee no3gHne Bepcuun.
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6.5.6.1. UHTerpaumsa Solar appScreener 4yepes nnarvH

MHCTpyKumns no ncnonb3oBaHutio nnarnHa Kk TeamCity:

1. MNMepengute Ha cTpaHuly, Ha kKoTopoun ycTaHosneH TeamCity, Hanpumep:
http://<installation_address>:8111/teamcity/

2. YctaHoBuTe nnaruH: nepenagnte no nytm Administration->Plugins List->Upload plugin
zip. B HekoTOpbIX criyvasix 4nst KOPPEKTHOW paboThbl NarnHa MOXeT noTpeboBaTbecs
yaaneHue ero npeablaywmnx Bepcun.

3. Hactponte coegmHeHue:
1. Mepengute no nytn Administration->Integrations->appScreener.

2. B pa3sgene appScreener Static Analysis BBeanTte agpec API (qomxeH 3akaH4YMBaTbCS
cnewewm, Hanpumep: http://<installation_address>/app/api/v1/,
<installation_address> agpec MalunHbI, Ha KOTOPOW yCTaHOBMEH appScreener) u
TOKEH, KOTOPbIN MOXHO NOMy4YnTb B BEG-NHTEpPhence appScreener Ha CTpaHuLe
akkayHTa B pasgene TokeH (cM. pasgen JInyHbii kabuHer).

3. Haxmute Ha kHonky Test connection (rnpu ycnewHon npoBepke NOAKMIOYEHNS
nosiButca Hagnuck Successful).

4. Haxmute Save.

4. [o6asbte appScreener SAST Build Step B HacTponkax c6opKku 1 ykaxute onst Hero
HeobXxo4MMble HACTPOWKM.

5. Jo6Gasbte Build Features (goctynHbl Tonbko npu Hannuun appScreener SAST Build
Step):

e appScreener PDF report HacTponTe aKkcnopT OoT4YETa C pesynsratamu CKaHMPOBaHNUSA
(cM. pasgen 3kcnopT OT4ETA);

e appScreener statistics Bknioyaet B cebs oueHKy 6€30nacHOCTU, KONNYECTBO
YS3BMMOCTEWN KaXa0ro ypoBHSA KPUTUHHOCTU, NPOOOSKUTENbHOCTL CKAHUPOBaHUS U
KONMM4YeCTBO CTPOK Koda (MOCMOTPETb CTAaTUCTMKY MOXHO B
Build->Parameters->Reported statistic values);

6. Hactpoute Failure Conditions:

1. B HacTtpomkax cbopkun Haxxmute Failure Conditions.

2. Haxwmute Add failure condition n Bbibepute Fail build on metric change.

3. YcraHoBuTe Failure Conditions B 3aBncMmocTu oT 3HayeHuin appScreener statistics
(appScreener LOC; info, low, medium, critical vulnerabilities; scan duration; score).

6.5.6.2. UHTerpaumsa Solar appScreener ¢ nomowbo Command Line Runner

[nsa wHterpaumm Solar appScreener B npouecc, obecneunBaembin TeamCity, ¢ nomowybto The
Command Line Runner Heobxoanmo:

1. C nomoLbi0 HAaCTPOKKK cyLecTBytoLen koHpurypaumm Build gobasuts Build Step ¢
Tvnom Command Line;

2. Paspabortartb CKpMnT 3anycka ckaHMpoBaHus B Solar appScreener:



https://confluence.jetbrains.com/display/TCD10/Command+Line
https://confluence.jetbrains.com/display/TCD10/Command+Line

>

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

* rapamMeTpbl MPOeKTa U OKPY>XEHUSA LOCTYMNHbI Yepe3 KOHCTPYKUuio Buaa Y%key% (crnivcok
napameTpoB);
* MpMep CKpunTa 3anycka CKaHMpPOBaHUA!
java -jar <path>/clt.jar -rest http://<installation address>/app/api/vl
-token xxx -name TeamCityCLTTest -languages JAVA -type FILE -path

$teamcity.build.checkoutDir$

Mpwn cosgaHmm Build Step ¢ Tninom Command Line pekomeHayeTtca ncnonb3opate Custom
script B kayecTtBe Run, a He Executable with parameters.

B cnepytowem npumepe ncnonssyetca Build Step PowerShell. [JaHHbIM ckpynT 3anyckaeT
CKaHupoBaHue, nory4aet ero I/I,D,eHTI/ICbI/lKaTOp N OXngaet ero 3aBepLueHus. MNocne
3aBepLUEHNSA CKaHMPOBaHUA MOXHO ckadatb PDF-0TYéT, ncnonbaysa CLI.
Sout = java -jar <path>\clt.jar -rest
http://<installation address>/app/api/v1l -token xxx
-name TeamCityTest -languages JAVA -type FILE -path
$teamcity.build.checkoutDir%;
S$sep = "ScanUuid: ";
$line = Sout.Where{$ .Contains($sep)}.Item(0);
Ssplitted = S$line -split S$sep;
$id = S$splitted[1];
For ($i=0; $i -1t 12; S$i++) {
Sout = java -jar <path>\clt.Jjar -rest
http://<installation address>/app/api/v1l -token xxx
-cmd status -scanid $id;
$sep= "Status: ";
$line = Sout.Where{$ .Contains($sep)}.Item(0);
Ssplitted = $line -split S$sep;
Sstatus = S$splitted[l];
write-host $( '##teamcity[message text=''{0}'']' -f S$status );
if ($status -eqg "Scan completed") {
break;
}
Start-Sleep -s 5;
}
java -jar <path>\clt.jar -rest http://<installation address>/app/api/vl

-token xxx -cmd export -scanid $id -path <path> -default;



https://confluence.jetbrains.com/display/TCD10/Predefined+Build+Parameters
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6.5.7. JSON API

JSON API npegoctaBnsieT BO3MOXHOCTb BbIrpyXaTb pe3ynbTaTbl CKaHUMPOBaHUS U
MHOpMaLMo 0 HangeHHbIX ya3sumocTax B popmate JSON. [1nga ncnonb3osaHus APl Solar
appScreener Heobxoanuma npeaBapuTenbHasa HacTporka. MHCTpykums no HacTpownke API
AOCTYNHa B pyKOBOACTBE agMUHUCTpaTopa. [ns Toro 4tobbl 03HaKOMUTBLCS CO
crneundukaynen:

1. MNepengute Ha cTpaHuuy JInuHbIK KabuHeT (CM. pasgen JInyHbIn KabuHeT).
2. lMNony4nte TOKEH aBTOpU3aummn API.

3. Haxmute Cneuncpukauumsn API.

4. Beeaute TokeH aBTOpMU3auum APIL.

5. Haxmute Explore, nocne 4ero nosiBUTCS CNUCOK BO3MOXHbIX 3aNpOCOB.
[nga Toro 4Tto6bl caenaTb 3anpoc:

1. Haxmute Authorize n noBTOpHO BBEAMTE TOKEH aBTOpPU3aLUM.

2. Haxmute Ha Tpebyembin 3anpoc.

3. HaxmuTte Try it out.

4. lMpn HeOBXOANMOCTM YKaXnTe napamerp.

5. Haxmute Execute.

lMocne BbINOSTHEHNA 3TUX AENCTBUA HA 3KpaHe nosBuTcsa cooTseTcTByoWwmnn cURL-3anpoc n
oTtBeT B popmarte JSON.

Cneuudukaums API B Solar appScreener otBeyaet ctaHgapty OpenAPl. Cneuudukaumo API
MOXXHO UCMNONb30BaTb 4151 reHepaLummn KNMeHTCKUX 1 cepBepHbIX bubnuotek goctyna k JSSON
API ¢ nomoulbo MHCTpyMeHTanbHbIX cpeacts OpenAPI Generator unn Swagger Codegen.

Hoctyn k cneuymdmkaumm B bopmate JSON MoXeT ObiTb nonyyeH no npotokony HTTP ¢
ucnonb3oBaHnem GET-3anpoca /app/api/v1/openapi.json rno TokeHy aBTtopusauum API.
Hanpumep, onga goctyna k cneumdukaumm B popmate JSON MOXHO ncnonb3oBaThb
cnegywoutyto komaHay cURL:

curl -H '"Authorization: Bearer <token>'

<installation address>/app/api/v1/openapi.json -o openapi.json

B pesynbraTte ncnonHeHus KomaHabl B TEKYLLEN ANPEKTOPUN ByaeT coxpaHéH chann
openapi.json, KOTopbI anee MoXeT bbITb NepeaaH NHCTPYMEHTarlbHOMY CPeacTBY
reHepauuun 6ubnuotek goctyna k JSON API. Hanpumep, onga reHepauunn Java-6nbnuotekm
poctyna k JSON API ¢ ncnonssosaHmem OpenAPI Generator MOXXHO MCNoOb30BaThb
CrneayoLLyto KomaHay:

java -jar openapi-generator-cli.jar generate -g java -1 openapi.json

Bonee nogpo6Has nHdopmauusa o ctaHgapte OpenAPIl n BO3MOXHOCTSX MHCTPYMEHTAaIbHbIX
cpeacTB reHepauun 6ubnuotek goctyna k APl moxeT 6bITb nonyyeHa B oouumnansHom
AOKYMEHTaUuUW.

CcbInku:



https://openapi-generator.tech/
https://swagger.io/tools/swagger-codegen/
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e cneumndukaumsa OpenAPl;
e OpenAPI Generator;
e Swagger Codegen,;

e [pyrue peanusaumm n MHCTPYMeHTarbHble cpeacTaa.

6.5.8. IntelliJ IDEA

6.5.8.1. YcTaHOBKa nnarvHa

1. B IDEA nepengure B File -> Settings -> Plugins (ans macOS IntelliJ IDEA ->
Preferences -> Plugins).

2. HaxmuTe Ha LeCTEPEHKY B NpaBOM BEPXHEM YIIy.

o)

Plugins Marketplace Installed E

Puc. 6.92: HacTtponka KoHdurypaumm

3. BbibepuTe Install Plugin from Disk...

Q- Plugins Marketplace  Installed o]

. Manage Plugin Repositories...
Appearance & Behavior Q- Type / to see options

i HTTP Proxy Settings...
Keymap I E T~
. Downloaded (1 of 1 enabled) Install Plugin from Disk...
Editor
m ’l IDE Features Trainer v Disable All Downloaded Plugins
v

5 193.5662.65 JetBrains Je Enable All Downloaded Plugins
Version Control . !

Puc. 6.93: Bbibop nnarnHa

4. YkaxuTe nyTb 0O apXxuBa.



https://github.com/OAI/OpenAPI-Specification
https://openapi-generator.tech/
https://swagger.io/tools/swagger-codegen/
https://github.com/OAI/OpenAPI-Specification/blob/master/IMPLEMENTATIONS.md
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[ SN ) Preferences
Plugins Marketplace Installed pe]

Appearance & Behavior - Type / to see options

Keymap

Downloaded (2 of 2 enabled) &»’_ appscreener Dissble |~

Editor poScreene )
‘.': rEener Solar Security

appScreener ¥
[ pugins [P 9 370

Version Control 22

Build, Execution, Deployment

’I IDE Features Trainer Plugin homepage 7
Languages & Frameworks ! 193565265 Jets

- -b5 Jetbrains Solar appScreener is an information security tool. Solar
Tools appScreener scans Android and iOS applications and

applications in ABAP, Apex, C#, C/C++, COBOL, Delphi,

Experimental
Bundled|(34'of 37 enabled) GO, Groovy, HTML, Java, JavaScript, Kotlin, Objective-C,
. Pascal, PHP, PL/SQL, Python, Perl, Ruby, Rust, Scala,
Android Support Solidity, Swift, T-SQL, TypeScript, VB.NET, VBA,
bundled VBScript, Visual Basic 6, Vyper, 1C.

Ant
4daidd " pundled

Bytecode Viewer
bundled
ChangeReminder
bundled
Copyright
bundled
Coverage
bundled

Erlimen Intnranarabilitn -

? Cancel Apply m

Puc. 6.94: YcTtaHOBNEHHbIN NnarvH

6.5.8.2. Ucnonb3oBaHue

B IDEA cosgante HoByto koHGurypaumio: Haxmute Add Configuration nnn Edit
Configurations, ecnu B npoekTe yxe ecTb JobaBneHHble KoHUrypaumn. Beibepute na
cnucka wabnoHoB appScreener U HaxXMnTe +.
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/ Templates
= Android App
= Android Instrumented Tests
= Android JUnit
Ant Target
Application
» Compound
Gradle
G Groovy
| JAR Application
% Java Scratch
¢ JUnit
I Kotlin
L Kotlin script
Maven
Plugin
~*/ Remote
Shell Script
nic TestNG
7 XSLT

Puc. 6.95: [1o6aBuTb KOHpUrypaumto

B no6aBneHHON KOHUrypaLmumn yKkaxnte 3Ha4eHus:

Project path nyTb 00 npoekTa, KOTOPbLIN HY>KHO NPOaHaNM3npPoBaThb;

Project name Ha3BaHWe NpPoeKTa;

CLT path nytb go clt.jar;

Token TokeH aBTOpU3aLMK, MOXHO NOSy4nTb B JINMHOM KabuHeTe;
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e URL nyTb go yctaHoBku: http://<installation_address>/app/api/v1/;

e Haxxmute OK.

[ ) ® Run/Debug Configurations

+ - B F 3 Name: appScreener SAST Share through VCS (2 Allow parallel run

Application
# appScreener Project path  <your_project_path>
-~ I Project name  <your_project_name>
ni

/# Templates CLT path <path_to_clt>/clt-jar-with-dependencies.jar

Token <token_from_UI>

URL http://<installation_address>/app/api/v1/

v Before launch: Activate tool window

ds

Show this page Activate tool window

Cancel Apply “

Puc. 6.96: 3Ha4yeHnsa KoHurypaumm

6.5.8.3. 3anyck

1. U3 cnucka koHdurypauum BoibepuTte co3gaHHyto ansa appScreener:

N ¥ appScreener v P

Puc. 6.97: Bbibop KoHdUrypaumm

2. Haxwmurte lyck.

6.5.9. Eclipse

6.5.9.1. YcTaHOBKa nnaruvHa

1. [ns ycTtaHOBKM nNnarvHa 3aBepLunte paboTty cpeabl paspaboTkm Eclipse.

2. lNMomecTtuTe hann nnarvHa U3 apxmea (dann ¢ pacluMpeHneM . jar) B AUPEKTOPUIO
eclipse_directory/dropins/plugins (eclipse_directory — nyTb, N0 KOTOPOMY yCTaHOBIEH
Eclipse). Ecnu ecTb cTapas Bepcus nnarvHa, €€ Heobxoanmo yaanuThb.

3. MNepesarpysuTe Eclipse. Nocne nepesarpysku (NnepBasi 3arpys3ka MOXeT NPOXoaAuUTb AOMro,
3-5 MuHyYT) B Tynbape noasuTCA NyHKT appScreener.
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3 eclipse-waorkspace - Eclipse IDE

File Edit Source Refactor Mavigate Search Projedf appScreener Run Window Help
il w P E-3 5 IR L - ;ettmgs oo Yo vt

—
[# Package Explarer i2 B

S

Run atchExtensionjava &

. E 2@ * Copyright (c) JForum Team. All rights reserved.
There are no projects in your warkspace. o . - .
T, 11 package net.jforum.actions_extensions;

Puc. 6.98: Eclipse: yctaHoBka

6.5.9.2. Ucnonb3oBaHue

1. B Tyn6ape Bbibepnte appScreener.

2. Bblbepute nyHKT Settings:

1. Ykaxunte nyTb OO OMPEKTOPUM NPOEKTA, KOTOPbIN HEOBXO4MMO OTNPaBUTbL Ha aHanus
(nnbo BblgenuTe HyXHbIN NPoekT B Project Explorer).

2. Ykaxute nyTb Kk panny clt.jar 8 CLT path (BmecTte ¢ Ha3BaHuem danna, npumep:
C:\ipr\jas\clt\target\clt-jar-with-dependencies.jar).

BBeanTe TOKEH, ero MOXHO Nony4nTb B UHTEpdence appScreener B pasaene JInyHbin
kabuHeTt (Account).

4. YKaxuTe Ha3BaHWe npoekta (onunoHasnbLHo).

appScreener

Projectpath | <path_to_project directory>

Projectname | <your_project name>

Cit path <path_to_clt file>

Token <token_from Ul>
REST URL
[pisable ssL

o ][ e

Puc. 6.99: Eclipse: HacTpoWiku

6.5.9.3. 3anyck

1. MNMepengute B NyHKT MeH0 appScreener.

2. 3anycTtuTe ckaHupoBaHue, HaxaB Run. PesynsraTtbl ckaHMpOBaHUS MOXHO NPOCMOTPETL B
UHTepdence appScreener.

3 eclipse-workspace - Eclipse IDE

File Edit Source Refactor Mavigate Search Project appScreener Run Window Help

il g ® H vy Qv @ ~vig Sattiog - F o v |

[# Package Explorer =2 B E Run tchExtensionjava i

There are no projects in your workspace 2% * Copyright (c) JForum Team. All rights reserv
To add a project: ’ 11 package net.jforum.actions.extensions;

12
13# import net.jforum.actions.helpers.Actions;

26
= Create a project.. -
2/

2% Create a Java project

Puc. 6.100: Eclipse: 3anyck
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6.5.10. Visual Studio

6.5.10.1. YcTaHOBKa pacLumpeHus

1. OTkponTe paclumpeHune ¢ nomolubto Visual Studio.

[E vsix Installer e

Initializing...

Cancel

Puc. 6.101: Visual Studio: 3anyck

2. Bblbepute IDE ycTaHoBKM.
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[%; vsix Installer ot

Install
appScreener Visual Studio Extension
LUudpoeas nognce: Het

Select the product(s) you want to install the extension to:

By clicking "Install”, you agree with the
above license terms (if any) and the Install Cancel
installation of any prerequisites.

Puc. 6.102: Visual Studio: Beibop IDE

3. JoxauTtechb 3aBepLleHUs.

[5 vsIX Installer Y

¥cravoBKa BLINOAHEHA

Pacwupenwe “appScreener Visual Studio Extension” ycnewxo
YCTAHOBNEHO. 33KPOWTE 1 NEPE3aNyCTUTE BCE IKIEMNARPLI
LENEBOND NPUAOKEHWA, UTOOBI MIMEHEHHA BCTYNWAKM B CHAY.

appScreener Visual Studio Extension

@ visual Studio Community 2019

iew Install Close

Puc. 6.103: Visual Studio: YctaHoBKka paclumpeHuns
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6.5.10.2. Ucnonb3oBaHue

1. 3anyctute Visual Studio, oTkponTe ntobon NpoekT, co3ganTe HOBbIN N NpoaomknTe 6e3
npoekTa.

Visual Studio 2019

OTKpbITL OOCNEAHUE Hauano paboTtsl
‘ 2|~ é‘ KnoHuposaHue penosutopua

MonyuwTs KOA M3 MHTEpHET-PEMNO3NTOpKA,
Hanpumep, GitHub uam Azure DevOps

4 CeroaHa
3] vs-pluginsin 07.10.2020 1025 (—I)ﬁ OTKPbITe OPOEKT WK peLLEHWe
C:\Users\User\git\newjas\vs-plugin OTKphITE NOKaNbHLIM NpoekT Visual Studio nan
SLN-dakin
4 Ha 370l Hepene
project.csproj 05.10.2020 15:50 @, OTKpbITb NOKaNbHYH OAMnKy
C\Users\User\git\newjas\vs-plugin\rest-client lMepelT M M3MeHWTb KOZ B Nt0BON nanke
51 vs-pluginsin 05.10.2020 15:35
" 2

Co3gaHue npoekTa
BoibepwTe WabnoH npoekTa ¢ GOPMUpPOBaHMEM
project.csproj 05.10.2020 15:28 WaBNoHOB KOAa, UTOBLI HauaTs PaboTy

C\Users\User\git\newjas\vs-plugin\vs-plugin

@
&

C\Users\User\git\newjas\vs-plugin
g L plug TpOACAKATE 63 KOAa =

ConsoleAppl.csproj 05.10.2020 15:15

[

C\Users\User\source\repos\ConsoleApp1

VSIXProject.sin 05.10.2020 15:14

il

Puc. 6.104: Visual Studio: OTkpbITUE NpoekTa

2. lNepengute B NnapameTpbl.

0Q oain Mpasxa Bua Owama Awanws  Cpeactsa | Pacuwpemns Owio  Cnpaska  fMovck (Ciri+Q) , Bxon R, - X

B0 e TonYMTL CPRACTEa 1 KOMMOHEHTSL & Lvesiae £

Start appScreener analysis
O603pesaren pewerii

5

& MMoaKkouATCA K Gase AaHHBIX..

MloaniouuTsca K cepaepy..
SQl Server ,
[ Rucneruep dparmeros kopa. Ctri+K, Ctrl+B
BHIGPaTh 2MeeHTi NateW JneMeHTOS

Ivcneruep naxeros NuGet ,

Cosnars GUID
BrewHsA KoManza 2

BHewWHYe MHCTPYMeHTs!

OLHINAVE GUaNe]|  8003TAR) AUBLLIIAE0I0

Kowananas cipora ,
VIMMOpT 1 3KCIOPT NapaMeTpos.
Hacrpojica..

£ Napamerpl.

Buigoa v 3x

TOKa3aTo BLIXOAHbIE ABHHbIE U3: - *a

Puc. 6.105: Visual Studio: MapameTpsbl

3. Bbibepute appScreener Settings.
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MapameTpsl ? X
MapameTpbl noncka (CTRL+E) R ~ Generic
— ~ APLurl http(s):// <installation_address=>/app/i
KpYXERWE Authorization token <token_from_Ul=>

[ MNpoekTol M peleHna

[ PaBouve 3nemMeHThl

I Cucrema ynpasneHmMa BEPCHUAMK
[> TekCTOEbIW peaakTop

> Otnaaka

I» CpeacTea NpOM3B0AMTENBHOCTH
I+ F# Tools

[+ IntelliCode

[+ Live Share

> Ancnetuep naketos NuGet

> MHCTpyMeHThl Ba3bl AaHHBbIX

[* MHCTpyMeHTl Be6-TECTOB NPOM3E
[» MHCTpyMeHTHl KOHTeRHEepa

> Koncrpykrop Windows Forms

I> KoHctpyktop XAML

Project name <your_project_name>
Project UUID <your_project_ UUID>

Project name
v Project name. Could be left blank if project UUID is specified.

iy VPonoererree e ee® Ao

< >

oners

Puc. 6.106: Visual Studio: Bbeibop HacTpoek

4. 3anonHuTte HeobxogMMble NONS:
e Beeante appScreener URL, Hanpumep http://<installation_address>,
<installation_address> agpec MaluMHbl, HA KOTOPOW YCTaHOBMEH appScreener;
* BBeAUTE TOKEH, Er0 MOXHO NONy4YuTb B MHTepence appScreener B pasgerne JInyHbin
KkabuHeT (Account);
e BBeAWTe HasBaHue npoekTa (onuynoHanbHo) n ero UUID — naeHTudpmkatop npoekta B
appScreener, cooTeTcTByloLero npoekty B VisualStudio.

MapameTphl ? X
MapameTpbl noncka (CTRL+E) R ~ Generic
b O ~ APl url http(s):// <installation_address=>/app/i
Kpyxerne Authorization token <token_from_Ul>
[ MNpoekTol M peleHna Proiect tect
I PaGoure sneMenTL I"OJ-EC name <your_project_name=>
Project UUID <your_project_ UUID>

> Cuctema ynpaBaeHMA BEPCUAMW
I+ TekcToBLIA peaakTop

> Otnaaka

> CpeacTea NpoM3BOAMTENLHOCTH
I+ F# Tools

[+ IntelliCode

[> Live Share

> wncnetuep naketoe NuGet

[ MHCTpyMeHThl Basbl 4aHHbIX

[* MHCTpyMeHTl Be6-TECTOB NPOM3E
P MHCTpyMeHThl KOHTERHEpa

> KoHctpyktop Windows Forms

[ KoHcTpykrop XAML

iy VPonoererree e ee® Ao

< >

Project name
v Project name. Could be left blank if project UUID is specified.

o

Puc. 6.107: Visual Studio: MapameTpsbl




2
w=
 appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener

5. Utobbl 3anycTuTb CKaHMpoBaHWe, HEOBXOAUMO NpeaBapuUTENbBHO Co34aTh NPOEKT NNBo
OTKPbITb CYLLECTBYIOLLMN.

0Q 0ain Mpasa Ban Mpoewr Céopra Omaama Tecr Awania Cpeaciea  Pacuwpewsns Owio  Cnpasea Mok (Ctrl+Q) P ConsoleAppl Broa R, = X
e - B W Debug ~ AnyCPU ~ P ConsoleAppl ~ 3 [@ o |2 Live Share &
9 " .
g “ax
b - EEEY) ;.E‘ ConsoleApp1 CsoiicTsa npoexTa -
i —nomnck (Ctrl+;) P~ :

wenite "ConsoleApp1” (npoekre: 113 1)

b target
b c» Program.cs

auaney  @odaadad

Buigon -3 x

i3 [McneTuep NaKeTos fa

v Vs paiina
Vs aiina npoexra.
Crvicok oww6ox | Bisoa

5 Cuctemy ynpasnerus sepcuu - A

Puc. 6.108: Visual Studio: Bbibop npoekTta

6. 3anyck ckaHMpoBaHus ocyulecTensieTcs Bolbopom Start appScreener analysis.

) oain Mpaska Ban Mpoexr Céopka Omaaka Tecr Awanwa | Cpeactsa | Pacumperin  Oxio  Crpaska  [Movick (Ctrl+Q) P ConsoleAppl

Q- B ma Debug - AnyCPU -y TMOAYUMTE CPEACTBA 1 KOMMOHEHTBI...

OBospesares petuermii v 1 x

#*  Start appScreener analysis.

bl
2
3 - - @ M0AKIHOUMTECS K 6a3e AaHHSIX
i G- -5 @ K= o
| E  MoakunTeCA K CEPBEDRY..
§ | OBospesarens pewennii — nouck (Ctri+) P -
: SQL Server »
;4] Pewenve “ConsoleApp1” (npoexrsi: 113 1)
Hll <« [& ConsoleApp1 [l Nvcneruep dparmenos koaa.. Ctrl+K, Ctrl+B L
3
; b & 3asucumoctia r
3 BLIBPaTS 3MIeMeHTbl NaHe I1eMEHTOS.
b target r
/ b c* Program.cs Nvicnetuep naketos NuGet >

Cospats GUID
BHewwHas komaHaa 2

BHELWHe MHCTPYMEHToL..

KomaraHas cTpoka 3
VIMNOPT 1 3KCMIOPT NapaMeTpOs.
Hacrpoiika...

£# Napametpsl

Buison v x
MoKasaTh BbIX0aHbIE AaHH Lvcneruep nakeros . =
e gl

a

v WM

Cnncok owngok | Beisoa

Puc. 6.109: Visual Studio: 3anyck aHanusa

6.5.11. SonarQube

Solar appScreener nogaepxusaet SonarQube 7.9. nnu 6onee no3gHen sepcuun.
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6.5.11.1. YcTaHOBKa paclumpeHus

1.
2.

OcrtaHoBuTte cepaep SonarQube.

YnoanuTe npeablayLime BEPCUM pacluMpeHunst U3 nanku
$SONARQUBE_HOME/extensions/plugins.

MomecTuTe . jar-thann paclumpeHuns B nanky
$SONARQUBE_HOME/extensions/plugins.

3anyctute cepBep SonarQube.

6.5.11.2. HacTpounku pacwmpeHus

PaclumpeHmne koHUryprpyeTcs TpeMsi napameTpamu:

Authentication token TokeH aBTOpU3aLUK, MOXHO NOSTYYNTb HA CTpaHuLe Npodund B
appScreener (cM. pasgen TokeH);

Project UUID ngeHtndukatop npoekta B appScreener, COOTBETCTBYHOLLENO MPOEKTY B
SonarQube;

UUID npoekma MOXHO rioriydumb 8 60OKOBOM MEH!O rnpoekma 8 uHmepaetice appScreener.
Cnpasa om nioeomuna rpoekma omobpaxaemcs ID (nepebie wecms cumeonos UUID
npoekma). Ymobsi ckonuposams 8 6yghbep nonHbiti UUID, Haxxmume Ha UKOHKY
KOnupogaHusi.

URL agpec REST API, Hanpumep http://<installation_address>/app/api/v1/,
<installation_address> agpec MallunHbI, Ha KOTOPOW yCTaHOBIEH appScreener.

PazgensatoTt rnobanbHblie HACTPOMKM U HACTPOKMKM Ha YPOBHE NpoekTa. [nobanbHble 4eNCTBYIOT
Mo YMOSYaHUIO BO BCEX MPOEKTax, eCrN OHWN He nepeonpeneneHbl B KOHKPETHOM MPOEKTE.

6.5.11.2.1. Tmo6anbHble HACTPOMKMN

1.
2.
3.

MNepenante Ha Bknagky Administration.
B Boinagatowem cnncke Configuration Buibepute General Settings.

Mepengute Ha Bknaaky appScreener Plugin.
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Quality Profiles  Quali es Q, Search for projects, sub-projects and files...

Administration

Configuration ~  Security =

General Settings

Projects v System  Marketplace

Edit global settings for this SonarQube instance

Analysis Scope

appScreener Plugin

C#

CSS

External Analyzers

Flex

General

Java

JavaScript

appScreener Plugin

Authentication token

JWT token

Key: sonar.appScreener.token

Project UUID

Project's identifier in external scanner

Key: sonar.appScreener.uuid

URL

Server URL

Key: sonar.appScreener.url

Puc. 6.110: SonarQube: MobanbHble HAaCTPONKK

4. 3anonHuTe Nons BBoga HeobXoaNMbIMUK 3HAYEHNAMM.

5. Haxmute Save ans kaxaoro U3MeHeHHOoro nornsi.

Authentication token

JWT token
value

KE'",'Z sonar.appScreener.ioken

Puc. 6.111: SonarQube: N3ameHEHHbIE nons

6.5.11.2.2. HacTpouku npoekrta

1. MNMepengute Ha BKkNaaky Projects n Bbibepnte NpoeKT.

2. Ha ctpaHuue npoekta B Bbinagatuwem cnncke Administration soibepute General

Settings.
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sonarqube

5 JavaVulnerableLab Maven Webapp

Bugs Vulnerabilities

230 65

master

maBa 6. OnucaHne paboTbl ¢ Solar appScreener

[7J8 Q. Search for projects, sub-projects

Last analysis had 1 warnings ~ September 10, 2019, 4:0¢

Overview Issues  Security Reports » Measures Code  Activity  Administration -
Quality Gate General Setings About This Proje«

Quality Profiles
W Motags ~

© 13k

Lines of Code

Quality Gate previous version

days ago
09

Custom Measures
Links
Permissions

Background Tasks

Code Smells

Bugs Vulnerabilities 6 New Vulnerabilities

# Bug - Update Key
‘Webhooks Project Activity
Deletion _ =

Puc. 6.112: SonarQube: CTtpaHuua npoekTa

3. MNepengute Ha Bknagky appScreener Plugin.

soharqube

5 JavaVulnerableLab Maven Webapp

Overview  Issues

General Settings

Edit project settings

Analysis Scope

appScreener Plugin

C#

Css

External Analyzers

Flex

General

Go

Java

JavaScript

Kotlin

Security Reports ~

[?0 Q. Search for projects, sub-projects ani

master Last analysis had 1 wamings  September 10, 2019, 4:06 PV

Measures Code  Activity Administration =

appScreener Plugin

Authentication token

JWT token
value

Key: sonar.appScreener.token

Default: <no value>

Project UUID

Project's identifier in external scanner
value

Key: sonar.

Default: <no value>

URL

Server URL

Key: sonar.appScreener.url

value

Default: <no value>

Puc. 6.113: SonarQube: Nons npoekTta

4. 3anonHute HeobxogMMble Nons.

5. Haxxmnte Save ans kaxxaoro U3BMeHEHHOro nonsi.
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sonarqube Projects ssues Rules Quality Profiles Q Y s Administration (7] Search for projects, sub-projects am

5 JavaVulnerableLab Maven Webapp maste Last analysis had 1 wamnings ~ September 10, 2019, 4:06 PN

QOverview Issues  Security Reports +  Measures Code  Activity  Administration «

General Settings

Edit project settings

Analysis Scope appScreener Plugin
appScreener Plugin Authentication token

JWT token
C# Key: sona

HEE Cancel

External Analyzers

new_value

Project UUID

Flex Project's identifier in external scanner
value
Key: sonar.appScreener.uuid
General

Default: <no value>

Go

Puc. 6.114: SonarQube: None npoekTta

6.5.11.2.3. 3anyck ckaHupoBaHus

PaclwupeHune He 3anyckaeT HOBOe CKaHMpoBaHue B appScreener. [pu 3anycke ckaHMpoOBaHMWS
B SonarQube, paclumMpeHune 3arpyxxaet pesynbsraTthl NOCeaHero CkaHmpoBaHna appScreener
Ans ykasaHHoro npoekta (none Project UUID B HacTporkax). PaclumpeHue coxpaHsert
HangeHHble B appScreener ys3BMMOCTU B 6a3y AaHHbIX SonarQube, aanee ¢ HUMKU MOXHO
paboTaTtb Kak ¢ Apyrummn obbektammn SonarQube (NoHmXaTb/NoBbILAaTbL NPUOPUTET, HA3Ha4YaTb
OTBETCTBEHHOIO 1 T.M.).

YacTb yasBMMocTen B NnpunoxeHusax Ha Java, JavaScript u Python moxeT He oToGpaxaTbca B
nHTepgence SonarQube. YToObl NOCMOTPETL NOSHBLINM CANCOK YA3BUMOCTEN, NepenauTte B
nHTEepdenc appScreener.

6.5.12. VCS xocTuUHMM

NHTterpaums ¢ VCS XOCTUHIOM Mo3BONSET aBTOMAaTMYECKM 3arnyckaTb CKaHMpoOBaHWe NpoekTa
N3 XOCTMHra Npu cpabaTbiBaHNUM onpeaenéHHbIX cobbITU Unn No pacnucaHuio. Cncrema
nogaepxmBaet nHrerpaumm ¢ xoctnHramm GitHub, GitLab n Bitbucket. VIHTerpauns
NPOUCXOANT C MOMOLLbIO MexaHu3ma webhook.

UTo6bl CO3aaTh MHTErpaLmio, Hy)KHO HaCTpOUTb €€ B CUCTEME appScreener n B CamoMm
xocTuHre. Webhook — mexaHn3m onoBeLleHNs Nonb3oBaTenien XOCTUHIa 0 COBbITUAX B HEM.
XOCTUHIMM MOTYT YBE4OMSIATb NOfb30BaTeNs O pasfnnyHbIX COObITUSX B 3aBUCUMOCTH OT
XOCTUHra. Solar appScreener nogaepxusaet Push-cobbiTua n Tag-cobbitua. ViHpopmaumio
0 webhook 1 nx HacTponke MOXXHO HaNTK B AOKYMEHTALNN COOTBETCTBYHOLLNX XOCTUHIOB:
GitHub, GitLab n Bitbucket.

6.5.12.1. HacTtpounka uHTerpaumm B appScreener

YUTtobbl co3paTtb nHTerpaumto ¢ VCS XOCTUHIOM:

1. B 60koBOM MeHI0 BblIGpaHHOro NnpoekTa BblbepuTe BkNaaky ABToMaTuyeckoe
ckaHupoBaHue (Hactponku -> ABTomaTnyeckoe CKaHMpoBaHue).



https://developer.github.com/webhooks/
https://docs.gitlab.com/ee/user/project/integrations/webhooks.html
https://confluence.atlassian.com/bitbucket/manage-webhooks-735643732.html

>
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2. Bbibepute TN pacnonoxeHusa ncxogoro koga (VCS XOCTUHN) M KOHKPETHbBIN XOCTUHT, C
KOTOPbIM HY>XXHO MPOBECTN UHTErpauuio.

3. lNocne BbIbopa VCS XOCTUHra NoABUTCS BO3MOXHOCTb CKONMUPOBAThb CCbIKY Ansa webhook
N TOKEH NHTerpaunn. TokeH nHTerpaunmn Heobxogmm Tonbko Ans nHterpaumm ¢ GitHub n
GitLab. Ckonupynte n ncnonb3dymnre ccbiniky ans webhook n TokeH nHterpauumn npu
HacTpounke webhook B camom VCS xocTuHre.

4. Bbibepute cobbiTus, NO KOTOpPbIM ByAET 3anyckaTbCsl CKaHMpoBaHMe: push B BETKY
(push-cobbiTne), cosaanne meTkn (tag-cobbiTne) n/mnu ckaHMpoBaHWe No pacnucaHuio.

5. B cny4ae push-cobbiTns ykaxuTte BeTku, push B KoTopble ByaeT 3anyckaTb CKaHMpPOBaHUE.
B cnyyae tag-cobbITust ykaxute MeTKu, Npu Co34aHmm KOTopbiX ByaeT 3anyckaTbes
ckaHupoBaHue. [1ns 3anycka ckaHMpoBaHus B appScreener no tag-cobbituio B GitLab u
Bitbucket noctatouHo, 4Tobbl webhook cpabaTtbiBan Ha push-cobbiTvs. Ecnu 3anyck
CKaHnpoBaHus no tag-cobbITnio He TpebyeTcs, HYXKHO OTKNIYUTL NepeknyaTens
Co3aaHue MeTKM B HacTponkax nHterpaumm B appScreener. 3HadyeHus B nonsax BeTka u
MeTka ykasbiBaloTCsl B oopMarte perynsipHoro BbipaxeHusd. o ymonyaHuio cuctema byget
obpabatbiBaTb BCe 3anpochkl BbiIOpaHHOro Tvna cobbITus.

6. B cnyyae ckaHMpoBaHus No pacnncaHuio akTUBMPYNTE COOTBETCTBYIOLLNIA NepeknoyaTerb
W 3afanTe pacnucaHve ckaHupoBaHui B Buae Quartz cron-BblpaxkeHus.

7. [Ana coxpaHeHus nHTerpaumm Haxxmmte KHonky CoxpaHuTb.

BaxxHo 06paTuTb BHUMaHME:

* ecnu nonb3oBaTenb, CO34aBLUNN MHTErpauunto, OyaeT yaanéH n3 cuctemMbl appScreener,
NHTerpauus dyget Hepaboyen. YTobbl NpogomknTb paboToCcNoCOBHOCTL UHTErpaLmu,
HY>XHO cO34aTb €€ NOBTOPHO;

* MalUMHa, Ha KOTOPOK yYCTaHoBMNeEH Solar appScreener, JOMKHA UMETb AOCTYN K
pPeno3nTopuio, C KOTOPbIM OCYLLIECTBIISIETCH UHTerpaund. B crnyyae npmBaTHOro
pPEeno3nTOpPUSA, HY>XHO yKasaTb FIOTMH U Naponb 4515 BXOAa B Perno3uTopuii. ITO MOXHO
caenaTtb B HacTpoMKax npoekTa Ha Bknagke O6bwme (6okoBoe MeHo npoekTa -> Hactpounku
-> 06bwme);

® CO CMNCKOM pacluinpeHnin hannos, KOTOpbIe aHaNM3NpyTCA NpuU 3arpy3ke npoekTa us
PENo3NTOpPUA, MOXXHO O3HAKOMUTLCA B NPUNoXeHun (Tabn. 7.1).

6.6. [InvHaMun4yecknn aHanms

B Solar appScreener peanusoBaHa BO3MOXHOCTb CKaHUMPOBaTb BEG-pecypchbl B pexnme
AnHaMmn4yeckoro aHanusa. Moaynbs AMHaMN4eckoro aHanusa nepegaéT Ha BXOA CnyyYanHble
NN 3aBe4OMO HEBEPHbIE JaHHble N aHanNU3MpyeT peakumIo NPUNOXeHNsa Ha HUX. Pesynbrathl,
nony4yeHHble B X04e ANHAMNYECKOro aHannsa, MoryT 6bITb MCMONb30BaHbl AN KOppensauumn ¢
AaHHbIMUM NPOEKTa CTaTMYeCcKoro aHanmsa.

6.6.1. CozpgaHue npoekTa

B uHTepdence Solar appScreener peannsoBaHbl cnegytoLme cnocobbl co3gaHns NpoekTa
AVNHaMNYECKOro aHanusa:

e 3anyck CKaHMPOBaHMWS MPUINOXEHNSI MO CChINKE;
* CO37aHue MycToro NPoeKTa, y KOTOPOro HET CKAHMPOBAaHUIA.
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6.6.1.1. CozgaHue nycToro npoeKkra

UTtoObl co3aaTb NyCTOM NPOEKT, BBEAUTE Ha3BaHne n Haxxmmnte Cospgatb NpoekT. [pu
HeobxoammocTn HaxmuTe MNMoka3aTb HACTPOMKKU M YCTAHOBUTE HACTPOWKM aHanmaa.
MogpobHee npo HacTponkn aHanuaa B pasgene Obuwine.

CospaTb nycToit npoekT

My Project

CraTnyecknin aHanus ° [MHamMudecknit ananns

Cospatb npoekT @ CKpbITb HACTROMKM

Puc. 6.115: Co3gaHne nyctoro npoekTa

B cosgaHHOM npoekTe MOXHO HacTpouTb HTerpaummn. MoapobHee nNpo uHTerpauun Solar
appScreener B pasgene ABToMaTYeckoe CKaHpoBaHue.

6.6.1.2. 3anyck ckKaHMpoBaHus

YToObI 3anycTuUTb HOBOE CKaHupoBaHue B Ul:

1. MNMepengute Ha lomallHIOKO CTpaHULY.

2. Yxaxute URL pecypca aons aHanmsa.

3. HactponTte aHanus (nogpobHee o HacTtpomnkax B pasgene Hactpouiku).
4. Haxmute HayaTb cKkaHUpoBaHue.

Bo Bpemsi aHanun3a npoekt DAST npoxogut Yepes ctatychl: [lobaBneHo B oyepenb, Maer
CKaHupoBaHue, 3aBeplleHo. [1pouecc cKaHMPOBaHNA COCTOUT N3 HECKOJTbKMX 3TaroB:
HOMep TekyLlero atana 6yaet otobpaxaTbCs B KapTovke U Ha cTpaHuue O63op NpoekTa, a
nporpecc-6ap 6yaet 3anonHaTbes oT 0 4o 100% Ansa kaxgoro n3 aTanos.

6.6.1.3. Cnocobbl aBTOpU3aLmmn

ABTOpM3aLUsA Yepe3 TOKEeH
[ins aBTOpPU3aLMM NO TOKEHY:
Ha ckaHmpyemom BebG-pecypce:

1. Mepengute no URL, koTtopbiv Bbl BBENM B none URL ana ataku, n nepengure Ha
CTpaHu1Ly aBTOpu3aumu.

2. lMepengute B KOHCOMb pa3paboTynka B 6paysepe (B Chromium 6paysepax Haxxmute F12) n
BBEOUTE NOMMH N Naposib, KOTOpbI ByaeT MCNoNb30BaTbCA B ANHAMUYECKOM aHanunse
(Hanpumep, user/password).

3. B koHconu paspabotumka nepengnte Ha Bknagky Network.

4. B okHe Name BbibepuTe CTPOKY C 3anpocoM Ha fnoruH (token unu login B 3aBUCMMOCTHU OT
Opaysepa).
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5. B npaBomM okHe nepengute Ha BKragky Preview v ckonvpynTe 3HavyeHue, cogepxallee
ToKeH aBTopmsauuun (B Chromium access_token).

B appScreener:

6. B HacTporkax ckaHnpoBaHus, pa3gen ABropu3aumsa Bbibepute onuunio TokeH
ayTeHTU(UKaLMK.

7. BctaBbre ckonvpoBaHHOE 3HavyeHue B norne TOKeH.
8. B pasgene Ajax Spider Bbibepute yekbokc Ucnonb3oBaTb ajax spider.
9. 3anycTtute ckaHMpOBaHMe.

ans nony4vyeHnA KOPPEKTHbIX pe3yrbraTtoB CKaHNPOBAHNA TOKEH aBTOPU3aLnN OOJTXKEH ObITb
aKTUBHbIM JOJITroe BpemMA. B nHom Cny4yae cyuleCTtByeT PUCK Nony4YeHUA HEKOPPEKTHbIX Ui
HEeMNOJTHbIX pe3yJibTaToB aHanumaa.

ABTOpM3aLMA Yepe3 3arofioBKU

[na aBTOopmM3auumn No 3aronoBKaMm:

Ha ckaHupyemom Beb-pecypce:

1. MNepengute no URL, koTopbin Bbl BBENU B none URL ans ataku, n aBTopusynTecs.

2. Bbinonnute ntobown 3anpoc, ansa kotoporo TpebyeTtcs asTopusaums (Hanpumep, 3anpoc
cookies).

3. MNepengute B KOHCOMb pa3paboTymka B 6paysepe (B Chromium 6paysepax Haxmute F12) n
BBEOUTE NOMH 1 Naposib, KOTopbI ByaeT nCnonb3oBaTbCA B AMHAMUYECKOM aHanunse
(Hanpumep, user/password).

4. B koHconu paspaboTumka nepengute Ha Bknagky Network.

5. OTKponTe 3anpoc, BbINOHEHHbIN B MYHKTE 2.

6. Ckonupynte Tpebyemble 3aronoBku u3 pasgena Request Headers.

B appScreener:

7. B HacTpoKkax ckaHMpoBaHus, pasgen ABTtopusauus Bolbepute onunio 3arosioBKU.
8. BcTaBbTe cKONMpoBaHHbIE 3HAYEHUS B Nofie 3arosioBKU.

9. 3anycTtute ckaHMpOBaHMe.

ABTOpM3auunsa 4yepes hopmy

[nsa asTopmsauumn Yepes popmy:

Ha ckaHmpyemom Beb-pecypce:

1. MNepengute no URL, koTopbin Bbl BBENMU B none URL ansa aTtaku, n nepengute Ha
CTpaHuLy aBTopu3aumnu.

2. lMepengute B KOHCOMb pa3paboTynka B 6paysepe (B Chromium 6paysepax Haxmute F12) n
BBEOUTE NOMH 1 Naporsib, KOTopbI ByaeT Cnonb3oBaTbCA B AMHAMUYECKOM aHanunse
(Hanpumep, user/password).

3. B koHconu pa3spabotyunka nepengnte Ha Bknagky Network.
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4. B okHe Name BbibepuTe CTPOKY C 3anpocoM Ha noruH (token unu login B 3aBUCMMOCTH OT
Opaysepa).

5. B npaBom okHe nepenante Ha Bknagky Payload v ckonvpynTte 3HayeHusd, cogepxatiune
noruH, napons (B Chromium username/password) n BO3MOXHbl€ AONOMHUTENbHbIE MONS.

6. B uHTepdence ckaHmpyemoro npunoxeHmst Heo6xoanMo nony4nTb COobLLEHME O BbIXOAE.
[nsa aToro HaXxmMuTe NpPaBoOM KHOMKOM MblwN Ha KHOMKy Log Out (unn ee anarnor) B
nHTepdence, nocne Yero Bbibepute Inspect element B KOHTEKCTHOM MeEHIO.

7. B naHenn paspaboTymka HaXXMUTE NpaBon KHOMKOW MbILUX NO BblAENEHHOMY YYacCTKy
HTML-koga n HaxxmuTe Copy > Copy element.

8. Ecnu Bbl NnaHnpyeTe aBTopu3auuio no coobLueHnto o Bxoae, ckonupynte HTML-kog
anemeHTa Log In BMecTo Log Out nnu ero aHanora.

B appScreener:

9. B HacTporkax ckaHMpoBaHus, pa3gen ABTopusauusa Boibepute onunio dopma
aBTOpMU3aLUM.

10. B none POST 3anpoc aBTOpM3auum BCTaBbTe 3HAYEeHUS U3 nyHKTa 5 B hopmate
kyou= { snauenue } . Knoum mexay cobon coegmHsoTes Yyepes . Hanpumep:
user={uservalue}&password={passwordvalue}é&test={false}.

11. B nonst HazBaHue nonsa BBoaa nornHa/napons BCTaBbTE Ha3BaHWUA Knoven n3 nyHkrta 10.
T.e. ecnn user={uservalue}&password={passwordvalue}stest={false}, TO B none
BBOAA NOrMHa OOMKHO BbITb user, a B Nose BBo4a Naposns password.

12. B nons URL cTtpaHuubl Bxoaa/Bbixoaa BCTaBbTE CKONMpOBaHHble 3HavyeHns URL cTtpaHuy
BXOJa U1 BbIXoAa.

13. B nonsa PerynsapHoe coo6LieHue o Bxoae/BbiXxoae BCTaBbTE 3HAYEHME M3 NMyHKTA 7 nnu 8
COOTBETCTBEHHO. [Nd 3anycka ckaHnpoBaHua TpebyeTcsa 3anofHUTb OAHO M3 3TUX MONen.

14. 3anycTtuTe ckaHMpoBaHue.

6.6.2. 3anyck CKaHUpOBaHUA N3 KOMaHOHOU CTPOKU

Lna moao ymobsl nocmompems pasden help, ebinoriHume komaHdy: java -jar clt.jar
-help.

3anyck CKaHMPOBaHWS U3 KOMaHOHOW CTPOKN JOCTYNEH TOMbKO NpU yCnoBun
npegycraHoBrneHHon Java 11 nnu HoBeee.

[nsa cospganna npoekta DAST 13 kOMaHLHOM CTPOKW CreayeT BbiMOSHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] dastProjectCreate [options]

e -rest agpec APl (URL).

e -token TokeH aBTOpU3aumm API; MOXHO nonyunTb B MHTEpderce nonb3oBaTend B pasgene
JNn4yHbIN KaBuHeT (cM. pasgen JInyHbIM KabuHeT).

AprymeHTbl (options):
Obsi3amernbHble ap2yMeHMbI:
e -name Ha3BaHue npoekTta DAST.

na 3anycKka CKaHMpoBaHuA 13 KoMaHOHom CTPOKM crnenyeT BbINONMHNTb KOMaHAOY:



https://www.oracle.com/ru/java/technologies/javase-jdk11-downloads.html
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java -jar clt.jar -rest [rest URL] -token [token] dastScanCreate [options]
e -rest agpec APl (URL).

e -token TokeH aBTopu3saunn API; MOXXHO NoNyyYnTb B MHTEPEnce nosib3oBaTens B pasgene
JNInyHbIN KaBUHeT (cM. pasgen JIMyHbIN KabuHeT).

AprymeHTbl (Options):

Ob6si3ameribHble ap2yMeHmbI:

e -project ID npoekra.

e -url URL anga araku.

HeobsizamernbHbie ap2ymeHmbI:

e -ajax ucrnonb3osatb AJAX Spider (N0 yMONMYaHUIO BbIKIMIOYEH).

e -ajaxTimeout 3HayeHne TarimayTa ana AJAX B MMHyTax (Mo ymonyanuto 5).

e -auth cnocob ayteHTudmkaumm ana pasgenos pecypca: BASIC, TOKEN, HEADERS,
FORM.

e -authFormData ¢oopma asTopmsauun. POST 3anpoc.
e -authToken TokeH aBTOpPU3aLMN.

e -excludeUrl ncknioveHne URL n3 ckaHupoBaHus. Ecnn HeCKOmbKo, TO NepevmcnuTb Yepes
3anaTyto.

e -headers aBTopuM3auma NO 3arosioBKam.

e -loginFormName norvH coopmbl aBTOPU3aLMN.

e -openapiPath nyTb k panny OpenAPI cxemsbl.

e -openapiUrl URL OpenAPI cxembl.

e -password naponb ansa ctaHgapTHon asTopusaumm (BASIC).

e -passwordFormName naposnb hopmMbl aBTOpPU3aLNN.

e -priority npuopuTeT BbINONIHEHNS CKAHUPOBAHWUS.

e -regexLoggedin perynapHoe BbipaxkeHne B cOOBLLEHNN O BXOAE B (POPMe aBTOpM3aLnn.

e -regexLoggedOut perynapHoe BbipakeHne B COOBLLEHNN O BbIXxoAe B hOpMe aBTOpU3aLmu.

e -reuseAuth ncrnonb3oBaTtb faHHbIE B cneaylowmnx 3anyckax aHanusa npoekra ans DAST
CKaHMpoBaHWi (N0 YMOSTYaHUIO BbIKIMOYEHO).

e -scanMode BbIGOp pexnma ckaHMpOBaHUA (CTaHOAPTHbLIN, arPECCUBHBIN, aKTUBHAs ataka).
e -urlLoginPage URL ctpaHuubl Bxoga Anst oopmMbl aBTopmusaLmn.

e -urlLogoutPage URL cTpaHuubl Bbixoaa ons oopMbl aBTopm3auni.

e -username nms nonb3oBaTtens Ang ctaHgapTHon astopusauumn (BASIC).

Mpumep:

java -jar clt.jar -rest [rest url] -token [token] dastScanCreate -url URL -project PR
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[na npoBepku ctatyca ckaHupoBaHus DAST 13 komaHOHOW CTPOKU cnegyeT BbIMNOMHUTD
KomaHAay:

java -jar clt.jar -rest [rest URL] -token [token] dastScanInfo [options]

e -rest agpec APl (URL).
e -token TokeH aBTOopu3saunn API; MOXHO NonyynTb B MHTEPence nosib3oBaTens B pasaene
JNInyHbIN KaBUHeT (cM. pasgen JInyHbIN KabuHeT).

AprymeHTbI (options):
e -scan UUID ckaHnpoBaHus.

UUID ckaHuposaHusi MOXHO Mosly4ums 6 UHghopMayuu o ckaHuposaHuu. Ymobsi
ckonuposamse 8 6yghep UUID ckaHuposaHusi, HaXXMume Ha UKOHKY @

Mpumep:

java -jar clt.jar -rest [rest url] -token [token] dastScanInfo -scan SCAN

[ns akcnopta ot4éTa B popmaTte PDF 13 KOMaHOHOM CTPOKM CrieayeT BbINOSTHUTL KOMaHAY:

java -jar clt.jar -rest [rest URL] -token [token] dastExport [options]

[nsa skcnopta oTtyéTa B popmate CSV 13 kOMaHOHOM CTPOKM CrneayeT BbiMOMHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] dastExport [options]

'-general.format' CSV

e -rest agpec APl (URL).
e -token TokeH aBTOpu3aunn API; MOXXHO NONyYnTb B MHTEP(ENCce nosib3oBaTens B pasaene
JInyHbIN KaOUuHeT (cM. pasgen JInyHbIN KabuHeT).

AprymeHTbl (options):

AprymeHTbl BKIOYAKOTCSA B OTYET, €Cr OHW NPUHUMaLOT 3HadveHue true. Mo ymonyaxuto
apryMmeHTbl NpuMHMMaltoT 3HadeHue false, ecrnv He yka3aHo MHOe.

O6s13ameribHble ap2yMeHmbI:
e -path nyTb 4O AnpekTopun, Kyaa crnenyeT NoOMecTUTb OTYET.
e -project UUID npoekrta.

UUID npoekma MOXHO rosly4ume 8 60KO8OM MeHI0 rnpoekma e uHmepgpetice. Cripaga om
Jnioeomuna rpoekma omobpaxaemcs ID (nepsbie wecmb cumeonos UUID npoekma). Ymobbi

ckornuposamse 8 6ycep nonHbiti UUID, HaxXxmume Ha UKOHKY @
OnyuoHarbHble ap2yMeHmMbl:

e -scans UUID ckaHnpoBaHuW, KOTOpbIE CriegyeT BKOYNTL B OTYET. Ecnn ckaHnposaHui
HEeCKOmbKO, TO MEPEYMCNATb UX CneayeT Yyepes 3anaTyio.

e -filter.critical BkNoUMTb B OTYET YSI3BMMOCTM KPUTUYECKOIO YPOBHS (BKINOYaAETCS No
YMOIMYaHuo).

o -filter.info BkNOUMTL B OTYET YSI3BMMOCTN MHGOPMALMOHHOIO YPOBHS.




‘.

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

-filter.low BKNOYMTL B OTYET YA3BMMOCTU HU3KOTO YPOBHSI.

-filter.medium BKOYNTL B OTYET YA3BUMOCTU CPeHEro YPOBHS (BKIHOYaeTcH no
YMOMYaHuio).

-filter.tasks BKMOUMTb B OTYET YSI3BMUMOCTU C CO3OaHHLIMM 3aa4aMmn B TacK-MeHeoKepe
(BKNtOYaETCSA MO YMOMYAHMIO).

-general.contents BkniouYnTb OrnaBneHne (BKMOYAETCS MO YMONMYaHMIo).

-general.format oopmat otyéTa. MNMpuHnmaet 3HaveHns: PDF, CSV, DOCX, JSON, HTML.
Mo ymonyaHuio npuHmumaet 3HadveHue PDF.

-general.included BkniO4YNTL HACTPOMKN 3KCMOPTa (BKNHOYAETCS MO YMOSYaHWUIO).
-general.locale HacTponTb A3bIk OTYETA (MO YMOMYAHWUIO aHITIUACKUI).

-general.logo ncrnonb3oBaTtb Norb30BaTESNLCKUN STIOroTun. o ymMonyaHuio He NCNonb3yeTcs.
Ecnu nonb3oBaTtenb Xo4eT NCnonb3oBaTb COBCTBEHHbIN JTIOrOTUM, HEOBXOANMO YKa3saTb NyTb
Ao norotuna.

-general.statuses otobpaxaTb cTaTycbl ysi3BUMOCTEN (MO YMONMYaHWUIO BbIKITHOYEHO).

-languages Bknio4MTb aHanm3 si3bIKOB B OTYET. ECnu S3bIkoB HECKOMBKO, TO NEPEeYMCcnaTb
nX cnenyeTt Yepes 3anartyto, 6e3 npobenos (N0 yMONYaHMIO BKAOYEHbI BCE A3bIKN).
HocTtynHble 3HaveHuns: ABAP, APEX, CS, CCPP, COBOL, CONFIG, DART, DELPHI, GO,
GROOVY, HTMLS5, JAVA, JAVASCRIPT, LOTUSSCRIPT, KOTLIN, OBJC, PASCAL, PHP,
PLSQL, PYTHON, PERL, RUBY, RUST, SCALA, SOLIDITY, SWIFT, TSQL, TYPESCRIPT,
VBNET, VBA, VBSCRIPT, VB, VYPER, ONES.

-projectinfo.scanHistory konny4ecTtBo nocneaHnx CKaHNPOBaHWIN B OTYETE (MO YMOMYaHUIO
0):

o -1— He BbIrpyXaTb UCTOPUIO CKAHUPOBAHUM;
o 0 — BbIrPY3UTb BCHO UCTOPUIO CKAHNUPOBAHWUN;
o >0 — 4yncno nocrneaHnx CKaHMPOBaHUMN.

-projectinfo.securityDynamic BknounTb AMHaMnKy ypoBHsi 6€30nacHOCTM (BKNOYaeTca no
YMOMYaHuto).

-projectinfo.vulnerabilityDynamic BknounTb AMHAMUKY Konn4ecTsa ysa3BUMOCTEN
(BKMKOYAETCA NO YMOMNYaHMIO).

-results.included BkniounTb NOApPOOHLIE pe3ynbTaThl (BKAKOYAETCS No ymondaHuio). Mpu
BKMOYEHUN YKaXUTE:

o -results.action Bkno4MTL 4ENCTBUSA C YSA3BMMOCTSAMU (BKITHOMAETCA MO YMOSYaHUIO).
o -results.comment BKNIOYNTE KOMMEHTaPUN K YA3BMMOCTAM (BKNIOYAETCSA MO YMOMYAHMIO).
o -results.entryNum HacTponTb KONNMYECTBO BXOXOEHUN YyA3BMMOCTH (No ymon4yaHuio 0):

» -1 — He BbIrpy>XaTb BXOXAEHWS;
e 0 — BbIrPY3nTb BCE BXOXOEHUS;
« >0 — BbIrpy3nTb HEe Bonee Yem BXOXKOEHWUN.

o -results.request BKNOYMTL 3arofoBKM 1 Tena 3anpocoB 1 OTBETOB (BKMOYAETCH MO
YMOSYaHuo).
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-results.statuses BKOUMTL Y3BMMOCTUM CO cTaTycamu (ykasaTb ctatychl). [1o
YMOSTHaHWIO BCE YSI3BUMOCTU, KPOME OTKIOHEHHbIX.

-results.taskinfo BkntounTb MHGOPMaUUIO 0 3agadvax B Tack-MeHeakepe (BKoYaeTcs no
YMOSYaHNIo).

e -scanlinfo.included BKNOYMTL HACTPOMKM CKAHMPOBAHUSA (BKNOYAETCS NO yMonyaHuio). Mpu
BKIIOYEHUN YKaXMUTE:

(¢]

-scaninfo.foundChart Bknounts gnarpaMmmy HangeHHbIX YA3BUMOCTEN (BKNOYaeTcsa no
YMOSHaHNIo0).

-scaninfo.settings BkniO4YNTL HACTPONKN CKAHMPOBaHUSA (BKHOYAETCSA MO YMOSYAHUIO).

-scaninfo.typeChart BkniounTb gnarpammy HaeHHbIX YI3BUMOCTEN (BKITHOYAETCs no
YMOSYaHuo).

e -table.included BknOYMTL CNIMCOK YyA3BUMOCTEN (BKITOMAETCA MO yMonyaHuto). Mpu
BKIMIOYEHUN B OTUYET YKaXMUTE:

(¢]

-table.entryNum cnucok BxoxgeHun ysi3aBMMOCTU B CMUCKE YA3BUMOCTEN (MO YMOSTHaHMIO
0):

-1 — He BbIrpy>XaTb BXOXAEHWS;

« 0 — BbIFPY3nNTb BCE BXOXOEHUS;

e >0 — BbIrPYy3uUTb BBEOEHHOE KOSTIMYECTBO BXOXOEHUN.

-table.statuses BknO4YNTL YI3BMMOCTM CO cTaTycamu (ykasaTb cTaTycbl). [1o ymonyaHuio
BCE YSI3BUMOCTU, KPOME OTKIOHEHHbIX.

e -comparison.included Bkno4aTb N1 B OTYET CpaBHEHME C NPEALIECTBYOLWUM
CKaHupoBaHuneM. [Mpun BKITIOYEHNN B OTHET YKaXuUTE:

(¢]

-comparison.Scan UUID npealwecTByoLWero ckaHMpoBaHUs AN CpaBHEHUSA
(obs3aTenbHbIN NapameTp).

-comparison.fixed BKMOUNTb B OTYET YCTPAHEHHbIE YA3BUMOCTW.

-comparison.newlssue BKNHOYNTb NN B OTYET HOBbIE YA3BUMOCTM (BKOYAETCA NO
YMOSTHaHMIO).

-comparison.saved BKMIOYMTb B OTHET COXPAHMBLUNECH YA3BMMOCTU (BKNOYaETCA No
YMOSYaHuo).

-comparison.entryNum BKnio4nTb KONIMYECTBO BXOXAEHUIN YA3BUMOCTU (MO YMONMYaHUIO
0):

-1 — He BbIrpy>XaTb BXOXOAEHWS;
+ 0 — BbIrPYy3UTb BCE BXOXAEHUS;
e >0 — BbIrpYy3uUTb BBEOEHHOE KOSTIMYECTBO BXOXOEHUN.

-comparison.scanSettings BkNo4YMTb B OTYET HACTPOWKN CPaBHEHUS CKAHUPOBAHUIA
(BKIHOM@ETCA NO YMONYaHUIO).

Mpumep:

java -jar clt.jar -rest [rest url] -token [token] dastReport -path PATH -project PROJ]
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BaxxHo 06patuTb BHMMAHME:

Pasnen UHcpopmaumsa o ckaHMpoBaHUM He ByaeT BKIOYEH B OTHET, €CIM Bbl HE YKaXeTe
UUID Heobxogmmoro ckaHmpoBaHus (aprymeHT -scans). UUID ckaHMpoBaHMA MOXHO
nonyyYnTb B MHopmaLmm 0 ckaHmpoBaHun. Ytobbl ckonnposatb B 6ydep UUID

CKaHunpoBaHuA, HaAXKMNUTE HA MKOHKY Iﬁ

OnuncaHHas Bbllwe PYHKUNOHANbHOCTb Takke AOCTynHa Yyepe3 REST.

6.6.3. YnpaBneHne npoeKTom

YnpaBneHne npoekTom coctouT 13 pasgenos O63op, NMNoapobHbIe pe3ynbTaThl,
CkaHupoBaHusA, AKcnopT oTyéTa, CpaBHEHME CKaHMpoBaHMK 1 HacTpounku.
MepekntodyeHne Mexay 3TMMK pasgenamm OCyLLIECTBIISIETCSA Yepe3 MEHIO B NIEBOWN 4YacTu
CTpaHUUpbI.

Cnpaga ot norotuna npoekrta otobpaxaetcs ID (nepsble cumaosnbl UUID npoekTta). YToObl
ckonupoBaTb B Bydep nonHein UUID, HaxxmuTe Ha @
Ha ctpaHuyy O630p MOXHO NEPENTUN, HAXaB Ha Ha3BaHWe nNpoekTa Ha cTpaHuue MNMpoekTbl B

pasgene IMHamMn4yeckum aHanus nnun Ha [loMmalwHen cTpaHmue (eCcnv NPoOeKT BXOAUT B
LWeCTb NoCneHnX 3anyLweHHbIX MPOEKTOB).

Ha ctpaHuubl Moapo6Hble pe3ynbTrathbl v QKCNOPT OTYETA MOXHO NEpPeEnTU, HaXaB Ha
COOTBETCTBYIOLLME KHOMKM ObICTPON HaBuraumm Ha ctpaHuue MpoekTbl unu Ha JomaluHen
cTpaHuue (ecnu NPoeKT BXOAUT B LLUECTb NOCMEAHNX 3anyLUEHHbIX MPOEKTOB).

6.6.3.1. O630p

B pasgene O630p B npaBoM BEPXHEM YIiy MOXHO BblGpaTb CKaHMpOBaHWE, 5151 KOTOPOro

OyneT oTobpaxaTbCs CTaTUCTUKA NO CKAHMPOBAHMUID. HaXmMuTe Ha MKOHKY -/, 4TOObI
oTobpasunncb napameTpbl 3anycka aHanuaa gns BbIopaHHOro CKaHMPOBaHMS.
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WH@OPMALIMR O CKAHWPOBAHWK ( )
[i] Ckauvatb cnmcok URL

1/1 03112022 15:15:42

URL L1151 ATAKM

Beeqwe nonkbiii URL npuncserms ans ataku. Moxanyiicra, nposaauTe
http:f/testhtml5.vulnweb.com/
&TaKM TONBKO B TOM Cy4ae, KOTAA NONYUNNM PASPELUSHME Ha TECTHPOBaHKE,

WCKNTHOYKWTb M3 CKAHWUPOBAHWA
YkaxuTe cnucok URL, KOTOPbIE HYXKHO MCKIOUMTE W3 CKAHWPOBAHUS, B

thopmare regex.

ABTOPW3ALIMA

ECiint pecype COAepHuT pasaesibl, 417 KOTOPbEX TPeBYeTCA ayTeHTUBHKALMS, ,
PECYPE COAEPMIT P a poix Tpeby y d Tlorun/Mapons

BbIGEpHTE CMIOCOB 1 BSEAVTS AaHHbIE ANK BONEE NONHOTD aHaNKaa.

TokeH ayTeHTUdKrKaLMK

AJAX SPIDER

[ina Gonee NonHoro aHanwsa Mcnonb3yiiTe ajax spider. WecnonbsoBats ajax spider

Puc. 6.116: lNapameTpbl 3anycka aHanusa

Ha ctpaHuue O630p npeacrasneHa cnegyollas MHopmaums:
® PDEUTWUHT;

® CTaTyC CKaHMpOBaHWS;

® MPOAOIKUTENBHOCTb CKaHMPOBAHWS;

® KONMMYECTBO YA3BMMOCTEN KaXXA0ro YPOBHA KPUTUYHOCTU

e rpacmyeckasn nHpopmaums No CKaHMPOBAHMIO U NPOEKTY:

AvarpaMma c KONM4YeCTBOM YSI3BMMOCTE KaXk4oro YPOBHS KPUTUYHOCTM B CKAHUPOBAaHWM;
rpacuk ypoBHS 6€30MacHOCTU NPOEKTa;

rpadouk KonnyecTea ysi3BUMOCTEN B NPOEKTE;

AvarpaMmMa ¢ cambiMU PacnpoCTpaHEHHbIMM YSA3BUMOCTSIMU B CKAHUPOBAHUM.

O O O O
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Homawnsin cTpanuua

IVLrequest h...
D @ MpoekTbl DAST > JVL request header > 0630p 1/103.11.2022 16:57:03 -
0630p

Ha\;IE,BHHb\e YA3BMMOCTN Cratuctuka CKaHnpoBaHna

W &

MoApOGHbIE peaysTaTh!

[ ] CTATYC 3aBeplieHo
i= CraHnposaHns .
I S T— . e 1
e T — nPomomKUT 0:22:45
{%} G 4 YAasBuMOCTH
16 19

HaipgeHHbie JIvHamuka ypoBHs Konuuectso Tunbl
YS3BUMOCTH 6e3zonacHocTu M0 yAsBuMocTeit ya3suMocTel

CKpbiT 6oKOBOE MeHI0 ®

Puc. 6.117: O630p

Ecnu B 4aHHbI MOMEHT NPUNOXKEHNE HE CKaHUPYETCS, MOXXHO 3amnyCTUTb HOBOE
CKaHMpOBaHMWe, HaXkaB Ha MKOHKY |, Ecrin ckaHMpoBaH1e HaxoauTes B MPOLECce aHanuaa,
€ro MOXXHO OCTaHOBUTb, HaXKaB Ha MKOHKY ' * .

6.6.3.2. MoapoOHbIe pe3ynbTaTthl

Ha Bknagke NMoapobHble pe3ynbraTbl OTOOpaxaeTca MHpopmaums No Kaxaon 13
0BHapyXeHHbIX YS3BUMOCTEN A5 BbIOBpaHHOro ckaHnpoBaHus. Nepekniovarbea mexay
pe3ynsrataMmun pasHbIX CKAHUPOBAHUA MOXHO C NMOMOLLLbIO CMYCKa CKaHUPOBaHW B NpaBoM

BEPXHEM YrNy.

Aomawnsn cTpannua MpoeKTal rpynnel
IVLrequest h... 1]
o MpoekTst DAST > JVL request header > 0630p 1/103.11.2022 16:57:03 .
@ 0630p ~ ; .
Beero KpuTuueckwuii  Cpephuii Huskuii Vrpo 3aronoBoK 3anpoca  Teno sampoca  3aronoBok otBeta  Tesio oteeTa
19 16 3 0 0
[E] MonpoBHbIe pesynLTaThl GET htp/ -
3
Search=Search&keyword=%3E%3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E HTTP/1.1
i= Ckanmposarma Host: 10.208.64.31:8080
[ } User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101 Firefox/92.0
Buffer Overflow 3 .
m Skenopt oTuETa Pragma: no-cache
@ hitp:/10.208.64.31:8080/1.../pages.jsp?id=1 Cache-Control: no-cache
Referer: http://10.208.64.31:8080/JavaVulnerablelab/vulnerability/xss/xss4.jsp
@ Ceasiichhekcuatiuposatin @ http:/1.../download.jsp?file=exampledoc.pdf Cookie: JSESSIONID=1756A01795F15F341CF97FE928229633
Content-Length: 0 -
N @ http:/10.208.64.31:8080/3.../myprofile.jsp?id
{g} HacTpoiiku N K2
Cross Site Scripting (Reflected) 5 ]
@ hitp:/1.../xssd.jsp?Search=Search&keyword=%3E%... nucaHue yaasumoctn  Ceolictea  [lononHuTensH Pekomenpaimn BIIK Knaceumdmkaum by
@ http:/1.../search.jsp?action=Search&keyword=%3C.
@ nhttp:/1.../orm.jsp?id=%3C%2Fdiv%3E%3Cscrlpt%... URL http://10.208.64.31:8080/JavaVulnerableLab/vulnerability/xss/xss4.jsp?
Search=Search&keyword=%3E%3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E
@ http:/1.../login.jsp?err=%3C%2Ftd%3E%3CscrIpt%...
ut ke d
@ http:/1.../adminlogin.jspPerr=%3C%2Ftd%3E%3Cs. apanetp eywor
External Redirect . Ataka ><scrlpt>alert(1);</scRipt>
Pt Traveral s [okasarensctea  ><scrlptsalert(1);</scRipt> B
- K2

Ky
CKpoiT BoKOBOE MeHI0 ®

Puc. 6.118: MNMoapobHble pesynbraTthl
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B nesou yactu cTpaHuLbl NpeacTaBreH CNUCOK BXOXAEHUN Y3BUMOCTEN, CrpynnupoBaHHbIN
no Tmnam. B BepxHeM MeHI0 MOXHO BblOpaTh, YA3BUMOCTUN Kakoro ypoBHSA TpebyeTtcsa
oTobpa3unTb. [ns yaobHon HaBuraymm rno ysa3BMMocTaM npeaycmoTpeH nonck no URL m
Ha3BaHMWIO YA3BUMOCTU, a Takke punsTpbl (pyc. 6.119).

Beero KpuTndeckuii  Cpenrnii HusKui Wrdo
19 16 3 0 0 Y5i3BUMOCTH CO CTATYCAMM CPABHEHME CO CKAHWPOBAHUEM

MopTeepMAaeHO

i

He obpabotato
Hosble ya3sumocTu
’ }

[BLH@\'OV@\HOW OtknoxeHo

COXPBHMB\J‘AQCH YA3BMUMOCTH
http:/10.208.64.31:8080/J.../pages.jsp?id=1

i . } YeTpaHEHHbIe YA3BMMOCTH
httpz/1.../download jsp?file=exampledoc.pdf

httpz/10.208.64.31:8080/].../myprofile.jsp?id

Cross Site Scripting (Reflected) 5 ]
C KOMMEHTapUAMK

@ hitp:/1.../xss4.jsp?Search=Search&keyword=%3E%...
bes kommeHTapues
@ nhttp:/1.../search jsp?action=Search&keyword=%3C.

@ http:/1.../orm.jsp?id=%3C%2Fdiv%3E%3Cscrlpt%...
@ http:/1.../login.jsp?err=%3C%2Ftd%3E%3Cscrlpt%...

@ http:/1.../adminlogin.jsp?err=%3C%2Ftd%3E%3Cs..
External Redirect 1
Path Traversal 5
Puc. 6.119: dunbtpbl pesynsraTos

dunbTpoBaThb pe3ynkTaTbl MOXHO MO CneaylowmMM napaMmeTpam:
e CTaTyCbl YA3BMMOCTEN AN OTOOpaXeHUs:

© MOATBEPXOEHO;
o He 0bpaboTaHo;
o OTKITOHEHO.

* Halinine KOMMeHTapua:

© C KOMMEHTapusiMu;
o 6e3 KoMMeHTapueB.

* NpW HanUuuM AByx 1 6onee ycneLHbIX CKaHMPOBaHWI B NMPOEKTe, MOXHO CPaBHUTb TeKyLlee
CKaHMpOBaHWE C OAHUM M3 NpeaLecTBYOLWMX U 0TOBPa3nTb YSI3BMMOCTM B COOTBETCTBUM C
Nx ctaTycoMm. [1ns aToro BblbGepuTe COOTBETCTBYHOLLME HACTPOWKM:

© HOBbI€ YSI3BUMOCTN — HOBbI€ YSI3BMMOCTM, MO OTHOLLEHUIO K BbIGpaHHOMY M3 Criucka
CKaHMPOBAHMWIO;

o COXpaHMBLUMECS YS3BUMOCTU — YSA3BUMOCTU, OOHapYXeHHbIE B BbIGpaHHOM M3 crivcka
CKaHMPOBaHWMN U B TEKYLLIEM CKaHUPOBaHWUU;

o YCTPaHEHHbIE YSA3BUMOCTM — YSI3BUMOCTU, OBHapY>KeHHbIe B BbIGpaHHOM M3 crincka
CKaHMPOBaHMU, HO He OOHapYKEHHbIE B TEKYLLEEM CKaHUPOBaHUW.

(DI/IJ'IprbI NPUMEHAKOTCA NOCI1e HaXaTud Ha KHOMKY anMeHVITb.

HaxxMuTe Ha Tpu TOYKM psiAOM C Ha3BaHMEM YSI3BUMOCTW UM KOHKPETHOTO BXOXAEHUS!, YTOObI
N3MEHUTb KPUTUYHOCTb U cTaTyc. [py M3MeHeHnM cTaTyca 1 YpoBHS KPUTUYHOCTY
YSI3BUMOCTM NepecHMTbiBaeTCS ypOBEHb 6€30MaCHOCTU NPUMOXEHUS. YS3BMMOCTU CO
ctatycoM OTKNIOHEHO He y4MTbIBalTCS NPU NoAcYETE KONMMYECTBa YA3BUMOCTEN U pENTUHTa
6e3onacHocTu. MNpu NnepeckaHMpoBaHNM N3MEHEHNSI COXPaHSIOTCS.
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A L m——, L]
Bcero KpuTuueckuit CpenHwii HusKuin WHbo
11573 2442 5078 3320 733

Mouck n anny U Ha3BaHWK A3BUI Z’..

s ASP.NET ncnonssosaHue Impersonate

C# ASP.NET ucnonb3oeaHue Impersonate

M3MEHWTE KPUTUYHOCTb BbIBPAHHbBIX YA3BUMOCTEN
. KpuUTH4ecKuit ypoBeHb . CpefHuii ypoeeHb

Huzkuid ypoeeHb . MHhopMaLMOHHbIA ypoBEHb

3 Cookie Ges HttpOnly

M3MEHWTb CTATYC BblIBPAHHBIX YA3BUMOCTEN

MopTBepyaeHo OTKIIOHEHD He obpaboTtaHo

@ VulnerableWorld/s.../SWIFT_COOKIE _NOT H...
B VulnerableWorld/s.../SWIFT COOKIE NOT H...
@ VulnerableWorld/s.../SWIFT_COOKIE NOT H...

B VulnerableWorld/s.../SWIFT COOKIE NOT H...

php Cookie Ges HitpOnly

sap Cookie bes HttpOnly

(<<

[ob6aeuTb rpynnosoi KOMMEHTapPUIA
ncnpaewte go 10.10

OtmeHa

y,E[EU'MTb BCe KOMMeHTapun

Puc. 6.120: YnpaBneHue nakeTom ya3BUMOCTeEN

Mocne BbIGOpa KOHKPETHOrO BXOXAEHUS YA3BMMOCTU B LIEHTPArIbHOM YacTu CTpaHuLbl
oTobpakaeTcsi COOTBETCTBYIOLLME EMY 3arofloBOK U TENO 3anpoca 1 3arofioBOK 1 Tero oTBeTa.
B HWxHen yacTn cTpaHuubl NpeacTaBneHa nHgpopmaumsa ob yassumocTu (puc. 6.121):
OnucaHue, CBoncTBa, flononHutenbHo, PekomeHaauum, Cebinku, Knaccudmkaumm,
YnpaBneHue ya3BUMOCTbIO 1 TacK-MeHeaxep.

Jomawnss cTpanuua MpoekTel Tpynnsi npoekTos

Mpaswna u Habopbi

© npopykte

3IVL request h... o

w Mpoecrsl DAST > JVL request header > 0630p

@) ossop p ; .
Beero KpuTuseckuii  Cpephuii Huskuii o
19 16 3 0 0
E Noapo6Hsle pesyneTaTel
i= Crannposaua
[Buffer Overflow 3 E ]
3KCnopT oTuTa
@ hitp:/10.208.64.31:8080/3.../pages.jsp?id=1 E

CpaBHeHie cKaHWpoBaHui @ hitp:/1.../download.jsp?file=exampledoc.pdf

N @ hitp:/10.208.64.31:8080/J.../myprofile.jsp?id
HacTpoiiku >

& & B

Cross Site Scripting (Reflected)

55]

@ hitp:/1../xss4 jsp?Search=Search&keyword=%3E%... 3

@ hitp:/1.../search.jsp?action=Search&keyword=%3C..
ttp:/1.../orm.jsp?id=%3C%2Fdiv%3E%3CscrIpt%... &
http:/1.../ jsp?id=%3C%2Fdiv%3E%3Cscript%

@ http:/1.../login.jsp?err=%3C%2Ftd%3E%3Cscrlpt%... E

@ nhitp:/1.../adminlogin.jsp?err=%3C%2Ftd%3E%3Cs... 5
External Redirect 1 E
Path Traversal 5 E

CKPBITL BOKOBOE MeHI0 ©

© | 17103112002 1657:03
3aronosok 3anpoca Tenosanpoca  3arofioBoK OTBeTa  [enio oTBeTa

GET http://

Search=Search&keyword=%3E%3Cscrlpt%3Ealert%281%29%3B%3C%2FscRipt %3E HTTP/1.1

Host: 10.208.64.31:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101 Firefox/92.0

Pragma: no-cache

Cache-Control: no-cache

Referer: http://10.208.64.31:8080/JavaVulnerablelab/vulnerability/xss/xss4.jsp

Cookie: JSESSIONID=1756A01795F15F341CF97FE928229633

Content-Length: 0 -

RA
KN

nucaHue ys3BMMOCTY CeolicTea MOSHUTENBH Pekomenpayy bINK Knaccw Kawy >

http://10.208.64.31:8080/JavaVulnerableLab/vulnerability/xss/xss4.jsp?

SR Search=Search&keyword=%3E%3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E

MNapameTp keyword

Ataxa ><scrlpt>alert(1);</scRipt>

lokasatensctea  ><scrlpt>alert(1);</scRipt> .
LY
Ky

Puc. 6.121: CBonctea ya3BuMoCTH

Ha Bknagke Knaccudmkaumm (puc. 6.122) otobpaxkatotcst cooTBeTcTBYOWME NyHKTHI CWE,
WASC, OWASP Top 10 2017, OWASP Top 10 2021 n WSTG-v4.2.
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Beero Kpumudeckuit - Cpepuii Huskuit Hude 3aronosok 3anpoca  Tefo 3anpoca  3aronoBOK OTBeTa  1eno oTe
19 16 3 o 0
GET http://10.208.64.31:8080/JavaVulnerableLab/vulnerability/xss/xss4.jsp? “
n no URLnw A3BUMOCT Search=Search&keyword=%3E%3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E HTTP/1.1
Host: 10.208.64.31:8080
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101 Firefox/92.0
[Buffer Overflow Pragma: no-cache
@ hitp:/10.208.64.31:8080/).../pages.jsp?id=1 3 Cache-Contral: no-cache » )
Referer: http://10.208.64.31:8080/JavaVulnerableLab/vulnerability/xss/xss4.jsp
@ http:/1.../download.jsp?file=exampledoc.pdf : Cookie: JSESSIONID=1756A01795F15F341CF97FE928229633
. Content-Length: 0 -
@ hitp:/10.208.64.31:8080/1.../myprofile.jsp?id H -
KN
Cross Site Scripting (Reflected)
@ http:/1.../xss4.jsp?Search=Search&keyword=%3E%... E ¢ wy Cebinkyn  Knaccudmkaumm npa J >
@ hitp:/1.../search.jsp?action=Search&keyword=%3C... E
- iep?id=% 0, 0, 0, IptY H 1/ OWaSD.OME/WWW-Dr —ton-ten/ r _Croce.
@ hitp:/1.../Jorm.jsp?id=%3C%2Fdiv%3E%3Cscrlpt%... 2 OWASP 2017_AOT7 hﬁps;a c;w ‘sp o{rg,;;uww project-top-ten/2017/A7_2017-Cross
. Site_Scripting_(XSS).html
@ http:/1. /login.jsp?err=%3C%2Ftd%3E%3Cscrlpt%... 2
. OWASP_2021_A03 https:/fowasp.org/Top10/A03_2021-Injecti
@ http:/L.../adminlogin jspPerr=%3C%2Ftd%3E%3Cs... 5 —oe "TpsHowasp-org/ TOPLOA0S . njection/
. . https:/fowasp.org/www-project-web-security-testing-guide/v42/4-
External Redirect 13 WSTG-v42-INPV-01 Web_Application_Security_Testing/07-Input_Validation_Testing/01-
. Testing_for_Reflected_Cross_Site Scripting
Path Traversal 53 -
- RA
KN

Puc. 6.122: Knaccudmkauum

Ha Bknagke YnpaBneHue yA3BMMOCTbIO (pUc. 6.123) MOXHO 3MEHUTb YPOBEHb
KPUTUYHOCTU U cTaTyc, 406aBUTb KOMMEHTAPUIA K BXOXKAEHUIO U MOCMOTPETb XXYpHarn cobbITuit
C OCTaBIEHHbIMU paHee KOMMEHTapUAMN N AENCTBUSIMMU.

JloMaWwHsia cTpaHuLa NpoexTsI Tpynnki NpoeKTos aguna 0 nponykTe

testauthlog o JrrS—
‘ 1D E3ADOF Mpoextel DAST > testauthlog > [lodpobreie pesynbrarel @ 1/126.10.2023 02:50:51 -
) ossop - - ;
Beero Kputnyeckui Cpenruit Huskuit Mro 3aronosok 3anpoca  Tenozanpoca  3arofioBok oTBeTa  Tenio oTeeTa
281 45 117 50 69
[E] noaposusie pesynerate: HTTP/1.1 -
Movex no URL v Ha3BaHMio yA3BMMOCT host: 94.131.107.164:3080
= corprmm user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/114.0.0.0 Safari/537.36

pragma: no-cache

cache-control: no-cache

referer: http://94.131.107.164:8080/JavaVulnerableLab/vulnerability/xss/xss4.jsp

Authentication Credentials Captured 1

5

SKenopT oT4ETa

Cross Site Scripting (DOM Based) 27

CpaBHeHWE CKaHVpOBaHHi @ hitp:/94.131.107.164:8080/JavaVulnerablelab/v... .. E Cookie: JSESSIONID=18DC3A9F7DD754F09AB328BB12996F0A
@ hitp:/94.131.107.164:8080/JavaVulnerablelLab/v.../.. : e
i LY
HacTpoiiku > .
{’3‘} @ hitp:/94.131.107.164:8080/JavaVulnerableLab/v.../... § ey
@ hitp:/94.131.107.164:8080/JavaVulnerableLab/v.../... E
. < a1 [JononuutensHo  PekomeHpauy Ccbinky Kna bukaumu  YnpasfeHue yasBMMOCTbIO  Tack-mMi >
@ hitp:/94.131.107.164:8080/JavaVulnerableLab/v.../... §
[ ] http:/94.131.107.164:8080/JavaVulnerablelab/v.../... E QBEHD KPHTHHHOCT!
. Kputnueckwit - Kommera
@ http:/94.131.107.164:8080/JavaVulnerableLab/v.../... §
@ http:/94.131.107.164:8080/JavaVulnerableLab/v.../... § Hé oﬁpaﬁoTaHo . z
@ http:/94.131.107.164:3080/JavaVulnerableLab/v.../... &
. MypHan cobbimuit
@ http:/94.131.107.164:3080/JavaVulnerableLab/v.../... & ©
@ http:/94.131.107.164:3080/JavaVulnerableLab/v.../... & v'

- Ky
VT P
Crpbims Gokopoe vero ()

Puc. 6.123: YnpaBneHue ya3sBuMoOCTbIO

6.6.3.3. CkaHupoBaHus

Pasgen CkaHMpoBaHUA NpeaHasHayeH Ans ynpasBneHus CKaHMPOBaHUAMW B pamKaxX O4HOro
npoekTa. [N Ka)Xaoro ckaHMpoBaHWSA 0TOBpaXxaloTcsa creayroLme aHHbIe:

* [aTa 1 BpeMsi CKaHMPOBaHMS, NMPU HaXaTuM Ha UKOHKY ' oToBpaxkaeTca nHpopmauus o
napameTpax 3anycka aHanusa;
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* MEHI AEeNCTBUN:
o BbIrPY3UTb OTYET;
° apxmBMpoBaTb CKaHUPOBAHUE;
o yaanuTb CKaHMpOBaHMeE.
e CTaTyC CKaHMPOBaHUS;
* MPOOOITKUTENBHOCTb CKAHNPOBAHWS;
® KONMUYEeCTBO YS3BUMOCTEN KPUTUYECKOrO, CpeaHero, HA3KOro U MHPOPMaLNOHHOIO YPOBHS;
® DPEUTUHT NMPUNOXEHUS.

appScreener JloMaWHsiA cTpaHuLa MpoexTsI Tpynnki NPoeKToR Mpaguna u HaGops! 0 npoaykTe

Java Project @
W MpoexTsi > Java Project > Cxanuposanus

@ 008 AKTUBHbIX CKaHUpOBaHWiA: 0 Q Hogoe ckaHnpoBaHue

E NoapoSHbie peayntTaThl

Hataunspems § Cratyc AzbIK MpoaomxuUTenbHOCTL CIE::M VYazeumocTu PelTHr
= Cranposanua e
o202 0:01:46 14938 46 04
14:52:21 2 -
r_lf) e [7] Boirpyauts oTuéT
i245124§f'2021 E E ApXMBUPOBATL CKaHUPOBaHUe 0:02:18 14938 46 O 4
CpasHeH e CKaHMpOBaHHit .
x| YoanuTb ckaHmpoBaHue
x] YA P
2/401.07.2020
i 0:11:03 60169 7
{0} Hacpoik > 19:05:46 s TVBS
1/401.07.2020 3asepuwero & 0:01:59 14938 46 0.4

18:31:51

Puc. 6.124: CkaHnpoBaHus

Cnuncok MOXHO COpTMPOBAaTh NO AaTe CKaHWPOBaHWS, MPOAOIKUTENBHOCTM CKAHMPOBAHUS UIK
pPenTUHry. [Ins 3Toro HaXXMUTE Ha COOTBETCTBYHOLLMIA 3arofioBOK, MOBTOPHOE Ha)kaTne MeHsieT
NOPSIAOK COPTUPOBK!.

CpaBHUTb pe3ynbTaThl ABYX BblOpaHHbIX CKaHUPOBaHWUIA MOXHO, HaXaB Ha KHonky CpaBHUTB.
CkaHMpoBaHUsi, KOTOPble HAXOAATCS B apXnBe, MOXHO CKPbITb U3 criucka, HaxaB Ha CKpbITb
apxuB, Unun otobpaxaTb B crnvcke, HaxxaB Ha Moka3aTb apxuB.

appScreener JloMawHsia cTpaHuLa MpoexTsI Tpynnki NpoeKToR Mpasuna u HaGops! 0 npoaykTe

Java Project @
“ ID 193151 MpoexTwl > Java Project > Ckanuposarus

@ E==p Q AKTUBHBIX CKaHUPOBaHWiA: 0 Q Hogoe ckaHupoBaHmue

E NoapoBHbie peaynbTaThl

Moxazarb apxus Cratyc Azbik MpoaoMKUTENbHOCTD C:E::M VYazeumocTu PelTHr
==[fCramuposars —
3/314.04.2021 % _
14:52:91 3asepluero & 0:01:46 14938 46 04
r_.f) 3KenopT oTuETa
2/301.07.2020 § £ s
NS 3asepuieHo 0:11:03 60169 7
CpasHeHiUe crarnpoBaHHi 19:05:46 wsa TsaL  VBS
483 Hactporin > 1?3011?17'2020 3amepuwero & 0:01:59 14938 46 04

Puc. 6.125: lNMokasatb/CKpbITb apxvB

[lns npoBeAeHMs NOBTOPHOIO CKaHMPOBaHUS B pamKax OAHOro npoekta Haxmnte Hosoe
CKaHUpoBaHue.
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appScreener [loMaLuHss CTpaHuLa MpoeKTsl Tpynnbi NpoeKTos Mpaswna u Ha6opet 0 npoaykTe

Java Project
ID 193151 0 NMpoekTsl > Java Project > CaHuposaHus

@ 0fzop Cz AKTUBHBIX CKaHMpoBaHuii: 0

MoApo6HLIE pe3ynbTaTbI
CTpokm

llata nspems § Cratyc Fabic MpoRom«HTensHOCTS sy VaseumocTi Peiimunr
= Crauuposanus —

3/314.04.2021 ,( :

S 3asepweto & 0:01:46 14938 46 04
r_lr) 3KCMOpT oTuUETA

2/3 01.07.2020 5 £ s

v 3aBepleHo 0:11:03 60169 7

e —— 19:05:46 o o] fome
483 Hactpoinn > igsil‘é)l'].zozo S & 0:01:59 14938 46 04

Puc. 6.126: HoBoe ckaHupoBaHue

B appScreener MOXXHO 3anyCTUTb Cpasy HECKOMbKO CKaAHNMPOBaHUN B O4HOM MPOEKTe C
pasHbiMK HacTponkamu. OTcnexmnBaTb CTaTyCbl CKAaHMPOBaHUI MOXHO B rpade Crartyc.

Homawkan cTpaHMLa MpoexkTsi Mpagnna  HaGope AwanwThia 0O npoaykTe

Java Project
“ 1D 193151 @ MpoekTel > Java Project > CkanupoBaHus

@ @y Q AKTMBHBIX CKaHWpOBaHWii: 2

=] nonposisie pesynstarsi
Crpoku

Nata v epemsa 4 Cratyc fAzbik MpogonKUTENEHOCTE ona VASBUMOCTK
= Cxaumposaumus
4/414.04.2021 Vner .
13:52:21 CKaHMpOEaHME = 0:00:00
7 3xenoproniéra c
Wpet
e - 3/414.04.2021 :00:
B[§) Cpasnenve crarmposaruii e, cranupoBaHKE ) 0:00:00
—
{:c}} Hacrporiku > = (d
6 (= (I8 [
i/B[‘lDG"’l';lOsT.ZDZD 3aEeplweHo 0:11:03 60169 7
-2 s VBS

Puc. 6.127: Ouepenb CKaHMpPOBaHUN

6.6.3.4. KcnopT oT4YéTa

B pasgene dkcnopTt oT4ETA MOXHO BbIrpy3nUTb pesyribTaTbl CKAHMPOBAHUA B OTHET B hopmate
PDF, HTML, CSV, DOCX unu JSON. Bbibepute 0anH 13 roToBbIX LLABIOHOB HACTPOEK Nnu
3ajaunTe HopMaLmo ONA 9KCNopTa BPYYHYIO.

HacTponkun oTyé€Ta BKItoYaloT crneayrowme 6rnoku:

® CKaHNpPOBaHWS;
® CpPaBHUTb CO CKaHMPOBaHUEM;
e MH(popMaUUs O NPoekTe;

e PUNLTP YA3BUMOCTEMN;

® CMNCOK ySI3BMMOCTEWN;

* noapobHble pe3yneraThl;

e 0oOLUMe HacTpPOMKM OTUHETA.

CkaHupoBaHuA

[nsa skcnopTta oTyéTa BblIbepunTe 0OOQHO UIM HECKONBbKO CKaHMPOBaHUN. YTOObLI NONy4nTh
TOSbKO CBOOHYI MH(POpMaLMIO NO NPOEKTY, yaanuTe BCe CKAHNPOBaHUS U3 CNUCKA.

CpaBHMTb CO CKaHupoBaHuem
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BbiGepuTe ogHO ckaHvpoBaHue, 4ToObl onunsi CpaBHUTbL CO CKaHUpPOBaHMEM cTana
goctynHa. B oTuéT 6yayT BkNoYeHbl Tabnmua cpaBHeHUs!, rpadomk U CTaTUCTUKA MO HOBbLIM,
COXPaHUBLUMMCS U YCTPaHEHHBIM YSI3BUMOCTSIM.

BbibepuTe cTtaTycbl ya3BUMOCTEN (HOBLIE, COXPAHUBLUMECS WU/UMN YCTPAHEHHBIE) U YKaXUTe
KONMMYECTBO BXOXOEHUN KaXKO0N YA3BUMOCTM.

UHdopmauums o npoekte
B OTYET MOXHO BKIIHOYUTb AUHAMUKY YPOBHS 6€30MacHOCTU N UCTOPUIO CKAHUPOBAHWUNA.
NHdopmaumua o ckaHnpoBaHUMU

Mo ymonyaHuio 6yaet gobaBneHa cTaTUCTMKA CKAHUPOBaHWA: CTaTyC, PEUTUHT,
NPOAOIHKUTENbHOCTb, KONMYECTBO YSI3BUMOCTEN.

Bb|6ep|/1Te OONONMHUTENBbHYIO I/IHC*)OpMaLl,I/I}O O CKaHUpOBaHUN:

* narpamMmma HaugeHHbIX YS3BMMOCTEN;

* Juarpamma TUMNOB YA3BMMOCTEMN;

* MHdopMauusa 06 owmnbKax CKaHMPOBaHUS;
® HACTPOWMKM 3arycka CKaHMPOBaHWSI.

PUnbTP yA3BMMOCTEN
Bbibepute ya3BMMOCTM YPOBHIO KDUTUHHOCTU U TUNY.
Cnucok yassumocten

Bb|6ep|/1Te cTaTycCbl y$|3BI/IMOCTeI71 N 3aganTe KONMMYECTBO NX BXOXOEHUMN.

@) crvicok ysaBuMOoCTER (® CxpoiTs HacTpoiikn
YA3BMMOCTH CO cTaTycaMu CNucoK BXOXAEHNH ya3BMMOocTe

He obpabotaxo He Bbirpyxarb BxomaeHUs

MNopTeepxaeHo © BuirpyauTs sce exowaeHnsa

OTknoHeHo Bobirpysutb BxoxaeHni He Gonee

Puc. 6.128: Cnncok ysa3BumMocTen

MoapoOHbIe pe3ynbTaTthl

Mo ymMmorn4yaHumio ans yFI3BMMOCTeI7I 6y,El,yT nobaBneHbl onucaHne, CBOMCTBA, AOMOMHUTESNBHO,
pekomeHgauunn no yCtpaHeHUo, CCbIJTKWN. Takke MOXHO HaCTPOUTb:

e cTtatycbl yassumocTten: He obpabotaHo, NoarBepxaeHo, OTKkNoHeHo (nogpobHee B
pasgene lNogpobHbie pesynsraTthl);
® KONMMYECTBO BXOXOEHUN YA3BUMOCTEMN;
e oTOBpaxkeHue XypHana coObITUN:
o He BKNo4aTb;
o BKIHOYUTb TOMbKO KOMMEHTapuu;
o BKIIHOYUTb TOMbKO AENCTBUS;
o XypHan uenunkom;
e BKIOYEHME 3anpoca/oTeeTa.

OO6LKre HaCTPOMKM OTHETA
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BbibepuTe A3biK, hopmat oTHETA 1 NPM HEOBXOANMOCTM BKIOYMTE B HEFO HACTPOMKN IKCNopTa
n ornasneHune. Takke MOXHO HAaCTPOUTb OTODpaXeHne CTaTyCoB YyA3BUMOCTEN B OTYETE U
YCTaHOBWTb MOSIb30BaTESbCKUIA NOrOTUN.

O6paTtnte BHMMaHuUe:

[Ansa koppekTHoro otobpaxeHuns aaHHbix CSV-otuéta B Microsoft Excel Heobxognmo
BPYYHYO BblbpaTh B Bbinagatowiem cnucke O6HapyxeHue TMNoB AaHHbIX onunio He
oOHapyXXuBaTb TUNbI AaHHbIX BO BpeMsi uMnopTa gpanna. Hactponka otobpaxeHns
CTaTyCOB YA3BMMOCTEN HEAOCTYNHA ANa aToro oopmara.

OBLWMWE HACTPOMKM OTHETA @ CKpBITh HACTPOIKK

[ononsnTensHble HACTPoiKy AzbIK OTUETE

Ornaenenuve ° Pycckmit

HacTpoiiku skcnopTa oTuéta AHrnuickmin

OTobpaarb cTaTycbl ya3BMMOCTel ®opmat oTuéTa
© FOF

Puc. 6.129: O0Lme HacTponkn oT4éTa

UToObI ckadaTb OTYET, HaXxkKMuTe CKavaTb.

UTobbl OTNpaBuTb OTYET MO noyTe, HaxxMmnTe OTNpaBuTb No e-mail. B oTkpbiBLLENCS hopme
YKaXXuTe CrnmMcok agpecoB nony4varenen n npm HeobxoaumMocTn oTpeaakTUpymTe TEKCT NMCbMa.

6.6.3.5. CpaBHeHMe CKaHMpOBaHUN

B pasgene CpaBHeHUe CKaHMPOBaHUN MOXHO NMPOU3BOAUTL CPABHEHME Pe3yNnbTaToB
CKaHupoBaHu. YTobbl CpaBHUTL pesynbTaThl, BbibeprTe B BEPXHEN YaCcTU CTpaHWULbl ABa
CKaHnpoBaHus. Ha cTpaHuue oTobpasnTcs KONMYecTBO YCTPAHEHHbIX, HOBbIX U
COXPaHUBLLNXCS YS3BMMOCTEN Ha rpadumke 1 B Tabnuue, a Takke byaet npeacrasneHa
Tabnuua co cpaBHEHWEM MO AaTe CKaHMPOBaHWS, NPOAOIMKUTENBHOCTU, KONNYECTBY
YA3BUMOCTEMN C YYETOM YPOBHS KPUTUYHOCTU U PENTUHTY.
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@ MpoekTsl > Java Project > CpasHexue ckaHuposaHul 2/2 01.07.2020 18:05:46 ' " 1/201.07.2020 17:31:51 -
OTcnexviBaHme ys3BUMOCTEN ® crpois rpatkn
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173151 18:05:46 7315 05:46 17:3151 18:05 17:31:51

5:46 7:31:5 18:05:46
VIHQOPMALHOHHBI YPOEEHb
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)
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H

=
g
N
Konuuectso yasBumocTeii

KpHTUMECKNit YpOBEHD CpezHui yposeHs HIIKUA YpoBeHs

Craryc yrssuMOCTe YA3BUMOCTH

Hoebie 7 247

serperernue o 367

Puc. 6.130: CpaBHeHMe CKaHMPOBaHUN

6.6.3.6. HacTpouku

B pasgene HacTpouku otobpaxatoTcs HacTpOrKM nNpoekTa. B aTom pasgene MoxHo paboTatb
c cywHocTtamu: O6wme, NpaBa nonb3oBartenen, Tack-meHegxep, ABToMaTu4eckoe
CKaHupoBaHue 1 YnpaBrneHne NpoeKToOM.

6.6.3.6.1. Oowme

B nogpasgene O6wme (puc. 6.131) MOXHO 3aaTb HACTPOMKK AN NOCneayoLwmx
CKaHNUPOBaHWN:

e ykasatb URL npunoxeHus ansa ataku;

® HaACTPOUTb NPUOPUTET CKAHUPOBAHMUS;

e ykasatb URL, KOTOpbl€ HY>XHO UCKMNIOYUTL U3 aHanunsa;

* HACTPOWUTb PEXUM CKaHUpPOBaHWS (BblOMpanTe arpeCCUBHOCTb B 3aBUCUMOCTM OT Lienen
aHanmsa n pecypcos);

e BblOpaTb cnocob aBTOpPU3aALMM N 3aMNOSNTHUTL HEOOXOAUMbIE JAaHHbIE AN PeCcypcos,
Tpebyowmnx ayTeHTUmKauuu;

* HACTPOWUTb UCMONb30BaHWe ajax-nNayka (MCnonb3ymnTe Kak gononHeHve ans éonee
KayeCTBEHHOro, rnybokoro aHanuaa);

* Npu HEOBXOAMMOCTM YCTAHOBUTbL TanMayT ANs ajax-nayka (Nonb3ynTecb 3TON HACTPOMKON,
€Cnu BpeMsi Ha aHanu3 orpaHN4eHo);

e 3arpy3uTb dpann OpenAPI cxembl (Mcnonb3ynTe, YTOObI aHanNu3aTop OTNPaBnsn Ha BXO4
NPUNOXEHMIO cneLmanbHble 3arnpockbl B COOTBETCTBMM C NPeAOCTaBIEHHOW CXEMOWN).
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hitp://website.com
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Puc. 6.131: Obwue

B nogpasgene MNMpaBa nonb3oBaTtenen MOXHO ObICTPO BblgaTb AOCTYN K NPOEKTY APYrvM
nonb3oBaTeNsiM CUCTEMbI U HACTPOUTL MX MpaBa B NPOEKTE.

6.6.3.6.2. Tack-meHegXxep

Ha Bknagke Tack-meHemxep MOXHO npuBsa3sbiBaTb NpoekTbl Jira nnu TYPBO TpekuHr k
npoekTy appScreener (nogpobHee cM. pasaensl Kak npueasaTe npoekT B Solar appScreener K
npoekTy B Jira n Kak npusasatb NpoekT B Solar appScreener k npoekTty B TYPBO TpekuHr).

6.6.3.6.3. ABTOMaTU4YecKoe ckaHupoBaHue

na y,D,O6HOIZ p360TbI C OONroCpo4YHbIM NPOEKTaMnN MOXXHO HAaCTPOUTb aBTOMaTtn4yecKkoe

ckaHupoBaHue. [Ina HacTpourku Beeamute URL npunoxeHna, ayTeHTUdUKaLUNoHHbIe AaHHbIe
(ecnn HeobxoanmO) n 3aganTe pacnucaHue.
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W, TestAisxseider
ID ASB24C OBLLUE HACTPOMKM
UTOBbI MPUOCTAHOBUTS WA BOSOGHOBUTS PABOTY ABTOMATHUECKOTD . .
@ 0630p AKTUBHA
CK@HMPOBaHNS, BOCTIONL3YATECH NepeKTiouaTenem.
[E] noaposuue pesynerarei
BoeAvTe NonHbIfi URL MPATOKEHNA JU1A aTaKH.
= Crammposanna
3aN0NHITE, UCTION3YA CHATAKCHC QUATLZ CToN, HTOBH! 3AIATH PacTHearie
03009?**
737 xcnoptoragra GKaHNpoBaHNi.
@ CpaEHeHHUe CKaHUPOBAHMIT
NPUOPHTET
{§} HacTpoiiku v HacTpoiiTe npropuTeT cKanmposanys. Ckanmposanns ¢ Bonee BbICoKMM ®
MPUOPUTETOM aHANM3ATOP BOSLMET & PaboTy & Nepeyio o4epens. Huzkuin SKCKIHO3MBHbIN

06uwue

AL I S WCKMKONNTE 13 CKAHUPOBAHNS

Tack-MeHeKep YKaawTe ciucok URL, KOTOPSIE HYIKHO NCKMIOHNT U3 CKAHUPOBaHHS, B (opMaTe

regex

Ynpasnetie npoexTomM

PEXWM CKAHMPOBAH WS

BbiGe PUTE DEXVIM CKAHNDOBaHNS. CTaHAADTHBIA — OFDAHHHEHHA OTCYTCTBYIOT. © Cravpapraoni

ATPECCHBHBI — HOBBIE Y3/1bl B 30HE BHANMOCTA CKAHHPYIOTCA MM X

OB HapyIKeHMM. AKTHBHAR ATaKa — arPECCUBHBI PEXUM C BOSMOKHOCTBH0 aTaKMH ArpeccyeHbiit

Ha 3Tare aKTHEHOTO CKAHMPOBaHWS.
CKpbITL 6OKOBOE MEHIO @ AKTWBHaA aTaka

Puc. 6.132: CkaHMpoBaHue no pacnmcaHumio

6.6.3.6.4. YnpaBneHue npoeKkTom

B nogpasgene YnpaBneHue NnpoeKkToM MOXHO peaakTUpoBaTh AaHHbIE MPOEKTa, a Takke
apxXvBUpOBaTb UNM yaanuTb NPOEKT. APXMBUPOBAHHbIE NPOEKTbI NPOAOIKAT XPaHUTLCS B
cucteme. YTobbl yaanuTb NpoekT 6e3 BO3MOXHOCTN BOCCTAHOBIEHUS, HAaXXMUTe YaanuTb
NPOEKT W noaTBepauTe AeNCTBUE.

appScreener [HloMawHsa cTpaHuua NpoexTsi Tpynnsi npoexTos Npasuna u Ha6ope! O npopykTe

IVL request h... @
MpoekTsi DAST > JVL request header > Hactpoiiku > Ynpasnesue npoektom

j]
@ 0630p )
OBLULME HACTPOWKMN
[I=] noapobrsie pesynsrarsi VKQXWTE Ha3BaHNE NPOEKTa. JVL request header
= cranuposanma

TNoroTnn npoekTa (PNG, JPEG nu SVG, <1MG6) |I| 3arpyauTb norotin

xenopr oTuéTa

B3] cpasrenme ckarmposarmii CoxpaHuTb
D
{g} HacTpoiiku v

APXMBALLUA VOANEHUE

Care APXMBMPOBaHHDIF NPOEKT XPaHWUTCA B CUCTEME, HO HElOCTYMeH ANA YnanérHbii NPOeKT HeBO3MOXHO BOCCTaHOBUTL

paBoTbl. UTo6bl HailTI NPOEKT, HAXOARLYMIACH B apXMBE, HaXMUTE
Mpaga nons3osarenei

MokazaTb apxMe Ha cTpaHuLe [PoeKTbl.

Jira
ApXvBMpOBATH NPOEKT VYOanuTs npoekT
ABTOMATUHECKOE

CKaHnposaHie

CKpbiT 6oKoBoE MeHID ®

Puc. 6.133: YnpaBneHue npoekTom

6.6.4. Koppensuua pe3ynbtaToB C NPOeKTaMn CTaTUYeCKOro aHanusa

B cnyyae, korga ogHO NpUoXeHne ckaHUpyeTca MeTogamMu CTaTu4ecKkoro u AMHaMmM4eCcKoro
aHanusa, Solar appScreener npegocTaBnaeT BO3MOXHOCTb KOPPENSALnn pesynsratoB
ncecnegoBaHun,
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6.6.4.1. 3anyck ckaHupoBaHus

YT06bl HACTPOUTL KOPPENSALMIO Pe3ynbTaToB:

1. PackponTe HacTponku aHanuaa npoekta SAST.

2. B 6noke Koppensauus pesynbsratoB ¢ npoektom DAST BLiOepuTe NPOEKT AMHAMUYECKOrO
aHanusa, cooTBETCTBYOLWMIA NpoekTy SAST. [1na koppenauum pesynsratoB byget
MCNoNb30BaHO NMocneaHee ycrneLwwHoe CKaHMpoBaHMe NpPoeKkTa AMHaMUYecKoro aHanmsa.
Mpn HEOBXOANMOCTM YKaXXnTe AONONHUTENbHbIE HACTPOMKN aHanu3aa.

Haxmute HayaTb ckaHupoBaHue.

> w

6.6.4.2. NMoapoGHbIe pe3ynbTaThl

O3HaKoOMUTBLCS CO CMNCKOM yFISBI/IMOCTeIZ n KOppeJ'IFILI,I/IeIZ pe3yrnbratoB CTaTU4E€CKOro n
ONHaMn4yeCcKoro aHanm3a MOXHO B pasgene nOApOGHble pe3ynbraTbl NPOEKTAa.

YA3BMMOCTU, NOATBEPKAEHHBIE METOAOM AMHAMUYECKOrO aHanusa, oyayT nomeyeHbl GyKBow
D cnpaBa ot HasBaHus. Mpu akTnBauum onuun MokasbiBaTb TUN YA3BUMMOCTU BHYTPHU
rpynnbl MeTka oTobpakaeTcsi cnpaBa OT Ha3BaHUS ysa3BUMocTU. Ecnn gaHHas onuus
BbIKMIOYEHa, MeTKa YKa3blBaeTCs HAaNpPOTUB KaXKA0ro BXOXAEHUS YS3BUMOCTU, TUM YSI3BMMOCTH
KOTOpOro 6bin 06HapyXeH METOAOM AMHAMUYECKOrO aHanu3aa.

O6paTtnte BHMMaHuUe:

Ecnu B BbiGpaHHOM ans koppensaumm npoekte DAST Gyget 3anyLieHo HOBOe CKaHMpOoBaHue,
pe3yneratbl U MeTkM B pa3gerne MNoapobHble pe3ynbraThbl OyayT asToMaTnyeckm 06HOBMEHbI
Mo ero 3aBepLUeHnto. Ys3BMMOCTM CO cTaTycoM OTKIMOHEHO B KOppeNnsAuumn He y4mTbiBatoTCS.

6.6.4.3. KcnopT oT4YéTa

YT106b1 406aBUTL MHGOPMAaLMIO O KOPPENSALMA B OTYET CKAHMPOBAHMS, HY)XXHO aKTUBMPOBATb
onumio OToGpaxaTb MEeTKM Koppensauum pe3ynbraToB B 6rioke O6LmMe HaCTPOMKM OTHETA.

6.7. AHanNuU3 CTOPOHHUX KOMMNOHEHT

B Solar appScreener peannsoBaHa BO3MOXXHOCTb CKaHUPOBaTb NPUMOXKEHUS C LIENbIO
BbISIBNEHWS YA3BUMbIX KOMMNOHEHT M 3aBUCUMOCTEN B Open-source Bubnuotekax B pexume
AHanun3 CTOpOHHUX KOMMOHEHT.

CTOpOHHNE BMBNMOTEKN MOXHO NPOBEPUTL Ha Hann4ume ya3BMMOCTEN, a TaKKe Hanudmne
NNUEH3NOHHbIX 1 Supply chain puckos.

6.7.1. CozgaHune npoekTa

B uHTepdbelice Solar appScreener peanv3oBaHbl criefyroLmne cnocobbl co3aaHnsa NpoekTa:

* 3arnyck CKaHMPOBaHUA MPUMOXEHWUS, 3arPy>KEHHOTO C NOKaNbHOro KOMMNbTEPA;
* 3anyck CKaHMPOBaHWUA MPUMOXEHMUS NO CCbINTKE HAa PENO3NUTOPUIA;

® 3anyck ckaHupoBaHua npunoxeHus no SBOM danny;

* CcO3[aHue NycToro NPoeKTa, y KOTOPOro HeT CKaHNMPOBAHWUNA.
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6.7.1.1. CozgaHue nycToro npoeKra

UTtoObl co3aaTb NyCTOM NPOEKT, BBEAUTE Ha3BaHne n Haxxmmnte Cospgatb NpoekT. [pu
HeobxoammocTn HaxmuTe MNMoka3aTb HACTPOMKU M YCTAaHOBUTE HACTPOMKM aHanu3a ans
Oyoywmx ckaHnpoBaHuin. MNoapobHee NpPo HAaCTPOMKM aHanuaa B pasgene Obuune.

Co3patb NycToi NpoeKT

Hazsakue N,

My Project

Cratnueckuii aHanus NunHaMuieckuii aHanus © Avanms cocrasa M0

Coapjath npoekT @ MoKasaTh HACTPOVIKM

Puc. 6.134: Co3gaHne nyctoro npoekTa

B cozgaHHOM NpoekTe MOXHO HacTpouTb UHTerpaunn. NoapoGHee Npo nHTerpaumm Solar
appScreener B pasgene ABToMatn4eckoe ckaHupoBaHue.

6.7.1.2. 3anycK cKaHMpoBaHus

YT00ObI 3anycTUTb HOBOE CKaHupoBaHue B Ul:
1. Ha [JomaluHen cTpaHuue, nepenguTte Ha Bknagky AHann3 CTOPOHHUX KOMIMOHEHT.

2. B 6noke SBOM cpann 3arpysute npoekt B Buge SBOM channa B oopmare Cyclone DX
(apxuB ¢ SBOM dcharnom vnum ccoinka Ha SBOM chann B penosntopum npmeeneT K owmbke
CKaHMpOBaHWs).

appScreener MoXeT aBToMatmnyeckm cobpate SBOM dhann 13 ncxogHoro koga ans
NPOEKTOB, HanncaHHbIX Ha JavaScript/TypeScript, PHP, Python, Ruby, C#/VB.NET,
C/C++/Objective-C, GO, Java/Kotlin/Scala, Rust, Swift, Erlang.

3. B HacTpoiikax BbiGepuTe HeobxoanMble TUMbl aHanuaa:

e SCA — ansa noucka ysa3BMMOCTEMN;

e Supply chain aHann3 — gnsi OUEHKM PENTUHIra 340POBbS UCMONb3yeMbIX OMbnnoTek Ha
ocHoBe 8 meTpuk 6e3onacHOCTH, OTCnexmBaHnsa pucka atak MavenGate, Starjacking nnum
Typosquating;

e AHanu3 NUUEH3NOHHbIX PUCKOB — 151 MPOBEPKN NMULEH3NOHHBIX NONUTHK.

4. Mpn HeoBXxo4MMOCTM AOMNONHUTENBHO HAacTponTe aHanus (nogpobHee o HacTpomnkax B
pasgene Hactpoikn).

5. Haxmute HayaTb ckaHupoBaHue.

6.7.1.3. 3anyck kombuHupoBaHHoro aHanusa SAST/OSA

[na npoekToB, HanncaHHbIX Ha JavaScript/TypeScript, Python, C# nnu Java, Bbl MOXeTe
npeaocTaBUTb UCXOAHbBIN KOA NPOEKTa Afis 3anycka KomouHupoBaHHoro aHanmsa SAST/OSA.
Takon aHann3 HeobxoouMMm AN cokpalleHns BpeMeHu Ha 06paboTKy yAa3BMMbIX 3aBUCUMOCTEN.
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OTO NO3BOSISIET UCKITIOYUTE HEAOCTUKUMbIE yA3BUMOCTU, TEM CaMbIM COKpaLlaa nx obuiee
KOJNMM4ecTBO.

Mpouecc SAST/OSA HauMHaeTcsl C NOUCKa U3BECTHbIX YA3BUMOCTEN Cpean KOMMOHEHT
npoekta (OSA). 3atem BknoyaeTcsa Moayrb ctatudeckoro aHanmsa (SAST), koTopblii
onpenensieT KOHKPETHbIE YSI3BMMbIE UMMNOPTbI U BbI30BbI (PYHKLUIA CTOPOHHNX KOMMOHEHT. B
pesynbrate aHanuMsa CTpouTcs rpadd BbI30OBOB UMMOPTOB U YSA3BUMbIX (PYHKLNIN 3aBUCUMOCTEN,
NCNONb3yeMbIX B NPOEKTE, YTO SIBHO AEMOHCTPUPYET AOCTUKUMOCTb TOW U UHOW
ysi3BUMOCTU. [lepemellasicb No anemeHTam rpada, MOXHO OTCreauTb LIEeNoYKy BbI30BOB
YS1I3BMMOCTM OT TPAH3UTMBHbIX 3aBMCUMOCTEN 4O OCHOBHOIO KOAa M NOATBEPAUTL UK
OMNPOBEPrHYTb aKTyanbHOCTb YA3BUMOCTU OS5 NPOEKTa.

Ha gaHHbI MOMEHT KOMOUHUPOBaHHbIN Moaynb (SAST/OSA) nogaepxmBaeT crneayowme
A3bIKN:

1. JS/TS, Python: aHanuanpyloTCsa Kak OUPEKTUBHbIE, TaK U TPAH3UTUBHbIE YA3BUMbIE
3aBMCUMOCTM.
2. Java, C#: aHanusupyloTcs TONbKO ANPEKTUBHbBIE YA3BUMbIE 3aBUCUMOCTMW.

,D,J'IFI KOppeKTHOVI pa6OTbI mMoaynA HeobXxoaMMOo BbINOSTHUTL cnegywwimne noarotoBuUTesibHbIe
warum:

e JS/TS, Python: [1na onpegeneHuns JOCTUXKUMOCTU YSI3BUMOCTEN B AUPEKTUBHbIX U
TPaH3UTUBHbIX 3aBUCUMOCTSIX HE0OX04MMO nepeaaTb C OCHOBHbIM KOAOM NPOEKTa nariky,
roe OygeT nexartb Ko CTOPOHHMX 3aBucumocTen. Mo ymonyanuio, ans Python ato nanka
venv, ansa JS/TS — node_modules. Ha3saHve nanku no yMony4aHuio MOXXHO U3MEHUTL B
O6wmx HacTpomKax Npu cTapTe CKaHMPOBAHUS.

e Java: [Inga onpegenennsa 4OCTUXKUMOCTU YS3BUMOCTEN B ANPEKTUBHbBIX 3aBMCMMOCTAX TakKe
TpebyeTca nanka ¢ 3aBUCUMOCTSIMU MPOEKTa, B YaCTHOCTU . jar-annbl. [Ona 3Toro MOXHO
ncnonb3oBatb Maven-nnarvH dependency:copy-dependencies, KOTOpbI/ KOMUPYET BCe
3aBMCUMOCTM NMPOEKTa B YKa3aHHbI kaTanor. o ymonyaHuto, ansa Java ato nanka
.m2/repository/. HazBaHne nanku no ymon4aHuio MOXHO U3MeHUTb B O6LWMX HacTponkKax
Npu CTapTe CKaHNPOBaHUS.

e C#: [Insa onpeneneHnsa JOCTMXUMOCTM YSA3BUMOCTEN B OUPEKTUBHbBIX 3aBUCMMOCTAX
[O0CTaTOYHO 3arpy3nTb Ha aHanu3 ToNbKO OCHOBHOW KO, NpoekKTa.

YTtobbl HaCTpPOUTb KOM6I/IHI/IpOBaHHOG CKaHunpoBaHUe:

—

. Ha JomalwiHen ctpaHuue, nepenguTte Ha BkNnagky AHann3 CTOPOHHUX KOMIMOHEHT.

2. B 6noke UcxoaHbIn Kog 3arpy3nte NCXOAHbIV KOA4 NPOeKTa B BuAe darnna unm CCcbifiki Ha
penosnTopun.

B 6noke SBOM dann 3arpysmte SBOM cann npoekta (onumoHansHo).

Mpn HEOBXOOUMOCTU YKaXXnTe AONOSTHUTENbHbIE HACTPOMKM aHanmsa.

Haxxmute Hayatb ckaHupoBaHue.

o b w

6.7.2. 3anyck CKaHUpOBaHUA N3 KOMaHOAHOU CTPOKU

g mozao 4ymobsl nocmompems pasdesn help, ebinosiHume KomMaHoy: java -jar clt.jar
-help.

3anyck CkaHMpOBaHWs U3 KOMaHLHOW CTPOKM JOCTYNEH TOMbKO NpW yCNoBUn
npegycraHoBrneHHon Java 11 nnu Hoeee.



https://www.oracle.com/ru/java/technologies/javase-jdk11-downloads.html
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[ns cosgaHns npoekTa U3 KOMaHAHOW CTPOKM crieayeT BbIMONHUTbL KOMaHay:

java -jar clt.jar -rest [rest URL] -token [token] scaProjectCreate [options]

e -rest agpec APl (URL).

e -token TokeH aBTOopu3auunn API; MOXHO NonyynTb B MHTEpP@ence nosnb3oBaTens B pa3gene
JInyHbIN KaOBuHeT (cM. pasgen JInyHbIn KabuHeT).

AprymeHTbl (options):
Obs3ameribHble ap2yMeHmMbI:
* -name Ha3BaHWe NpoekTa.

[ns 3anycka CkaHMpPOBaHWS U3 KOMaHAHOW CTPOKWU CreayeT BbINOMHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] scaScanCreate [options]
e -rest agpec APl (URL).

e -token TokeH aBTOpU3aumm API; MOXHO nonyunTb B MHTEpdence nonb3oBaTend B pasgene
JNn4yHbIN KaBuHeT (cM. pasgen JInyHbIM KabuHeT).

AprymeHTbl (options):
Obsi3amernbHble ap2yMeHMbI:
e -project ID npoekra.

e -path nyTb k KaTanory unu danny gns aHanusa (He AOMKEH NCMNONb30BaTbCA, €CNN YKalaH
napametp link).

e -link URL penoauTtopus (He 4OMKEH NCNONb30BaTbCS, €CNK yka3aH napameTp path).

UT06bI NpOaHanManpoBaTb KO U3 NPUBATHOIO PENO3UTOPUS, YKaXNUTE YYETHbIE AaHHbIE.
MogpobHee Npo HAacTponKn aHanuaa B pasgene Hacrtponiku.

HeobszamernbHble ap2yMeHm:bI:

e -sca BbIinonHUTb SCA aHanua (Mo yMONYaHUIo BKITHOYEHO).

¢ -licenseRisks BbINONHUTL aHaNM3 NUUEH3NOHHBIX PUCKOB (MO YMOMYaHUIO BKIOYEHO).
e -supplyChain BbinonHute Supply Chain aHanus (No ymMon4aHuio BKIOYEHO).

e -priority npMopuTeT BbINONTHEHNA CKAHNPOBAHUSI.

e -saveFile NonHOCTLIO COXpaHUTL 3arpyxaembin dhans.

e -vcs.branch BeTka penosutopus, ecnu He master (Npu aHanM3e NPUNOXEHUM Mo CCbISIke Ha
peno3nTopui).

e -vcs.account UUID penosntopus.

e -vcs.login norvH penosurtopus.

e -vcs.password naporb peno3uTopus.

e -vcs.token TokeH ayTeHTUpMKaLMN peno3nTopus.

e -vcs.tokenld UUID TokeHa ayTeHTUMKaumnun.




‘.

 appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
e -vcs.sshKey nytb go knova SSH penosutopus.
e -vcs.sshKeyld UUID kntoya SSH.

e -vcs.sshDefault ncnonb3oBaTb cTaHgapTHYO KOHUrypaumo SSH-knnenTa. Ecnn
3HadveHue false, To ykasaTb koHUrypaumto SSH-knmneHTa.

e -vcs.saveCredentials ncnonb3oBaTb y4€THbIE AaHHbIE NPU NEPECKaHUPOBAHUMN.
e -iconPath nyTb K norotuny npoekra.

Mpumep:

java -jar clt.jar -rest [rest url] -token [token] scaScanCreate -link [link] -project

[lns npoBepku cTaTyca CKaHMPOBaHUS U3 KOMAHAHOW CTPOKM CrieayeT BbINOSHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] scaScanInfo [options]

e -rest agpec APl (URL).
e -token TokeH aBTOpUu3aunn API; MOXXHO NONyYnTb B MHTEP(ENCe Nnosib3oBaTens B pasaene
INnyHbIN KabuHeT (cM. pasgen JInyHbINn kabuHeT).

AprymeHTbl (options):
e -scan |ID ckaHMpoBaHus.

Mpumep:

java -jar clt.jar -rest [rest url] -token [token] scaScanInfo -scan SCAN

[nsa skcnopta otyéTa B popmate PDF 13 komaHAHOWM CTPOKU cregyeT BbINONMHUTL KOMaHAy:

java -jar clt.jar -rest [rest URL] -token [token] scaExport [options]

[nsa skcnopta otyéTa B popmaTte CSV 13 koMaHOHOM CTPOKW criedyeT BbINOSTHUTL KOMaHAay:

java -jar clt.jar -rest [rest URL] -token [token] scaExport [options]
'-general.format' CSV

e -rest agpec APl (URL).
e -token TokeH aBTOpU3aumu API; MOXHO nonyunTb B MHTEpderce nonb3oBaTend B pasgene
JNIn4yHbIN KaBuHeT (cM. pasgen JInyHbIM KabuHeT).

AprymeHTbl (options):

ApryMeHTbI BKITHOHAKOTCA B OTYET, €CNN OHU NPUHMMAIOT 3Ha4veHue true. No ymonyaHmio
apryMeHTbl npuHMMatoT 3HadyeHue false, ecnn He ykasaHo MHoe.

Ob6s13ameribHble ap2yMeHmbI:
e -path nyTb A0 AMpekTOopUn, Kyaa criegyet NOMecTUTb OTYET.
e -project ID npoekra.

ID npoekma MOXHO rosly4ums 8 60KOBOM MeHH rpoekma 8 uHmepghetice. Cripasa om
Jsioeomuna rpoekma omobpaxaemcs ID (nepsebie wecmb cumeorios ID npoekma). Ymobbi

ckornuposamse 8 byghep rnosnHbIt ID, HaxXmume Ha UKOHKY @
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OnyuoHaribHble ap2yMeHmbI:

e -scans |D ckaHupoBaHuin, KOTOpbIE CreayeT BKIYNTL B OTYET. Ecnn ckaHMpoBaHun
HECKOmbKO, TO MEPEeYUCnATb UX cnegyeTt Yyepes 3anaTyto.

o -filter.vulnerabilities BkNouMTb B OTYET YA3BMMOCTM (BKNKOYAETCH MO YMOSTYAHUIO).

e -filter.critical BkNtouMTbL B OTYET YSI3BMMOCTM KPUTMYECKOIO YPOBHS (BKINOYAETCS MO
YMOSYaHWI0).

o -filter.medium BKIOYNTL B OTYET YA3BUMOCTU CPEeAHEro YPOBHS (BKIHOYaeTCH No
YMOMYaHuo).

o -filter.low BkNOUMTL B OTYET YA3BMMOCTM HU3KOIO YPOBHSI.

e -filter.info BkNOUMTL B OTYET YSI3BMMOCTU MHGOPMALMOHHOIO YPOBHS.

o -filter.licenseRisks Bknto4NTb B OTYET SIMLLEH3NOHHbBIE PUCKM (BKIIOYAETCS NO YMOMYaHMUIO).

e -filter.supplyChain BknounTb B oT4ET Supply chain pucku (BknrovaeTcs no ymonyaHuio).

e -filter.vulnerableDependencies BkMo4nTb B OTYET KOMMOHEHTbLI C YA3BUMOCTAMM
(BKMOYAETCA NO YMOMYaHUIO).

o -filter.safeDependencies BkNOUNTb B OTYET KOMMNOHEHTLI 6E3 YA3BUMOCTEMN.

o -filter.tasks BKkNOUYNTL B OTYET YSI3BMMOCTU C CO3A4AaHHLIMW 3aia4amMu B Tack-MeHemxepe
(BKNIOYaAETCA MO YMOMNYaHUIO).

e -confidence.included BkntounTL B OTYET AaHHble FLE. [Npun BKNoYeHUN ykaxuTe:

o -confidence.critical HacTpolika 3HavyeHnsa FLE anga kputudeckmx yassmmocTen (no
ymon4danuio 0).

o -confidence.medium HacTpoika 3Ha4yeHns FLE ansa yssBumMmocTen cpeaHero ypoBHs (no
ymonyaHuio 0).

o -confidence.low HacTponka 3HadeHus FLE ansa yassumocTen H1U3koro ypoBHs (Mo
ymosn4danuio 0).

o -confidence.info HacTponka 3HavyeHns FLE gna yassumocTten nHpopmaLMOHHOIo YpOBHS
(no ymonuanwutio 0).

e -general.contents BkMo4MTb ornasneHne (BKNYaeTCcs No YyMON4aHuio).

e -general.format oopmat otyéTta. MNpuHumaet 3HadeHna: PDF, CSV, DOCX, JSON, HTML.
Mo ymonyaHuio npuHumaet 3HadveHue PDF.

e -general.included BKNOYNTL HACTPONKN KCNOPTa (BKNHOYAETCA MO YMOMYAHUIO).

e -general.locale HacTponTb s3bIK OTYETA (MO YMONYAHMIO aHITINNCKUN).

e -general.logo ncnonb3oBaTb NOMbL30BaTENbCKUMA NOroTun. o ymonyaHuio He Ncnonb3yeTcs.
Ecnu nonb3oBartens xo4eT ncnonb3oBaTb COOCTBEHHLIN JTOroTUM, He0BXoANMO yKasaTb NyTb
Ao norotuna.

e -general.statuses oToOpaxaTtb CTaTyCbl YI3BUMOCTEN (MO YMONMYaHUIO BbIKIHOYEHO).

e -projectinfo.scanHistory konnyecTtBo nocneaHnx cCKaHNPOBaHWAN B OTYETE (MO YMOMYaHUIO
0):

o -1— He BbIrpy>aTb UCTOPUIO CKaHUPOBAHWI;
o 0 — BbIrPy3nTb BCIO UCTOPUIO CKAHUPOBAHWI;
o >0 — 4yncno nocnegHnUx CKaHMPOBaAHUM.

e -projectinfo.securityDynamic BkntounTb guHamuky ypoBHs 6e30nacHoCTu (BKNOYaeTcs no
YMOITYaHUI0).

e -projectinfo.vulnerabilityDynamic BknounTs AMHaMUKY KOnMyecTsa ya3BMMOCTEN
(BKNIOYaAETCA MO YMONYaHUIO).

e -results.included BkntounTb NogpobHbIE pe3ynbTaThl (BKAKYAETCA NO YyMonyaHuio). MNpu
BKIMIOYEHUN YKaXuUTe:

o -results.action Bknio4nTb 4ENCTBUSA C YA3BMMOCTAMU (BKITHOHAETCA MO YMOSYaHUIO).
o -results.comment BKNIOYNTL KOMMEHTAPUN K YA3BUMOCTAM (BKIHOMAETCSH NO YMOMYaHWIO).
o -results.entryNum HacTponTb KONNMYEeCTBO BXOXOEHUN YyA3BMMOCTH (N0 ymonyaHuio 0):
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e -1 — He BbIrpyXartb BXOXOEHUS;

e 0 — BbLIrPY3nNTb BCE BXOXOEHUS;

e >0 — BbIrpy3nTb He Bonee YemM BXOXOEHUN.

-results.statuses BknOUNTb YA3BMMOCTM CO cTaTycaMu (ykasaTtb cTtaTtychl). 1o
YMOST4aHWIO BCE YSI3BUMOCTU, KPOME OTKITOHEHHBbIX.

-results.taskinfo BknounTb MHOPMaLMIO 0 3aa4ax B Tack-MeHemKepe (BKo4aeTcs no
YMOSYaHuo).

-results.dependencies BKITOYNTb METKM 3aBUCMMOCTEN (BKIMIOYAETCH MO YMOMYaHMIo).
-results.dependencyTree BkNio4YNTL EPEBO 3aBUCMMOCTEN KOMMNOHEHTbI.

¢ -scaninfo.included BkntO4YNTL HACTPOWKM CKAHNPOBAHWNSA (BKITHOMAETCA MO ymondaHuio). Mpu
BKITHOUYEHUN YKaXMNTE:

(¢]

-scaninfo.foundChart BknounTs anarpaMmmy HangeHHbIX YA3BUMOCTEN (BKNHOYaETCA No
YMOSYaHuo).

-scaninfo.settings Bknto4MTbL HACTPOMKN CKAHMPOBAHMUSA (BKITHOMAETCA MO YMOMYaHUIO).
-scaninfo.dendenciesChart BknounTb gnarpammy HangeHHbIX 3aBUCUMOCTEN
(BKMKOYAETCSA NO YMOMYaHUIO).

e -table.included BknOYMTL CMIMCOK YA3BUMOCTEN (BKITHOHAETCA NO yMonyaHuio). Mpu
BKIMOYEHNN B OTUYET YKaXMUTE:

(¢]

(e]

-table.entryNum cnncok BxoxxaeHun yassumoCTU B CNICKE YyA3BMMOCTEN (N0 yMONYaHUIo
0):

e -1 — He BbIrpy>aTb BXOXOEHWS;

e 0 — BbIrPY3nTb BCE BXOXOEHUS;

« >0 — BbIrpY3nTb BBEAEHHOE KOSIMYECTBO BXOXOEHUN.

-table.statuses BknO4YNTL YI3BMMOCTM CO cTaTycamu (ykasaTb cTaTycbl). [1o ymonyaHuto
BCE YA3BUMOCTU, KPOME OTKIOHEHHbIX.

-table.dependencyTree BkSO4MTL NOMHOE AEPEBO 3aBUCUMOCTEMN.

e -comparison.included Bknto4aTb N1 B OTYET CpaBHEHME C NPEALLECTBYIOLWNUM
CkaHnpoBaHueM. [1pun BKNIOYEHNN B OTHET YKaXuTe:

(¢]

o

(e]

-comparison.Scanld ID ckaHupoBaHus gns cpaBHeHUN (06si3aTenbHbI NapameTp).
-comparison.fixed BKMOUNTb B OTYET YCTPAHEHHbIE YA3BUMOCTW.
-comparison.newlssue BKNOYNTb B OTYET HOBbIE YA3BMMOCTM (BKNKOYAETCSH MO
YMOIT4YaHUIO).

-comparison.saved BKNIOYNTb B OTYET COXPAHUBLLMECH YA3BUMOCTHU (BKITHOHaETCA No
YMOSYaHuo).

-comparison.entryNum BKnio4MTb KOSIMYECTBO BXOXAEHUN YSA3BUMOCTU (MO YMOMYaHUIO
0):

e -1 — He BbIrpy>aTb BXOXOEHWS;

e 0 — BbIrPYy3UTb BCE BXOXAEHUS;

« >0 — BbIrPY3nTb BBEOEHHOE KOSIMYECTBO BXOXOEHUN.

-comparison.scanSettings BkNo4YMTb B OTHET HACTPONKN CPaBHEHMUSI CKAHUPOBAHWIA
(BKMKOYAETCA NO YMOMYAHUIO).

Mpumep:

java -jar clt.jar -rest http://<installation address>/app/api/v1l -token

k19kjljlkjljklkjk scaExport -scan ec59395b-4372-47b1-95a2-4d48b044£f£f0b

-path C:\test -default

BaxHo O6paTI/ITb BHUMaHWMe:
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Pasnen UHcpopmaumsa o ckaHMpoBaHUKM He ByaeT BKIOYEH B OTYET, eCrnin Bbl He ykaxeTe ID
HeobXxoAMMOro ckaHMpoBaHus (aprymeHT -scans). |D ckaHMpoBaHUA MOXHO NOMy4YUTb B
NMHopMaLnn o ckaHMpoBaHuK. YTobbl ckonuposaTtb B Bydep ID ckaHnpoBaHWs, HAXXMUTE Ha

NKOHKY D.

OnucaHHas Bbilwe QYHKUMOHANbHOCTb Takke AocTynHa Yepe3 REST.

6.7.3. UHcTpyKuma no coopke SBOM channa

MpoekTbl Swift/Objective-C (cocoapods)

[na npoekToB, HanMcaHHbIX Ha Swift, Objective-C, MOXXHO BOCNOMNb30BaTbCA NHCTPYMEHTOM
cyclonedx-cocoapods. [Npumep KOMaHAbl, C MOMOLLbIO KOTOPOWN MOXHO co3gaTb SBOM
dann B gopmate CycloneDX:

cyclonedx-cocoapods —--path /path/to/project —--output /path/to/bom.xml
roe --path NyTb A0 NPOEKTa, —-output NyTb 4O hanna SBOM.

B pesynbrate nony4ntca dann ¢ paclumpeHmeM . xml. YTobbl KOHBEPTMPOBATL €0 B. json,
MOXHO ncnonb3oBaTb cyclonedx-cli. Mpumep komaHabl ons koHBepTauun CycloneDX-XML B
CycloneDX-JSON:

cyclonedx convert --input-file /path/to/bom.xml --input-format xml --output-file
/path/to/bom.json --output-format json

roe:

-—-input-file - NyTb 4O KOHBEPTUPYEMOro dhanna;

--input-format - opMar ucxogHoro pamna;

--output-file - NyTb 4O UTOroBoro anna;

--output-format - UTOroBbIN chopmaT channa.

O6paTtnte BHMMaHUE: OaHHbIA reHepaTop He CTPOUT AEePEBO TPAH3UTUBHbBIX 3aBUCMMOCTEMN.

Ansa reHepaumn SBOM dharna onst MHOMMX si3bIKOB NPOrpaMMmnpoBaHNS MOXHO
BOCMNOMb30BaTbCA UHCTPYMEHTOM cdxgen. NMpumep KoMaHg, ¢ MOMOLLBIO KOTOPbIX MOXHO
cosgatb SBOM dhann:

MpoekTbl JavaScript

cd /path/to/project

cdxgen -t node.js -o /path/to/sbom.json
rae -t TMn npoekTa, —o NyTb Ao anna SBOM.

MpoekTbl Java/Scala/Kotlin (Maven/Gradle)

cd /path/to/project



https://github.com/CycloneDX/cyclonedx-cocoapods
https://github.com/CycloneDX/cyclonedx-cli
https://github.com/CycloneDX/cdxgen
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cdxgen -t java -o /path/to/sbom.json

MpoekTbl C/C++ (conan)

cd /path/to/project

cdxgen -t c/c++ -o /path/to/sbom.json

O6paTtnte BHMMaHUE: OEPEBO TPAH3UTMBHbIX 3aBMCUMOCTEN ByaeT NPOCTPOEHO TOMLKO ecnmn
3aBMCUMOCTU OMUCaHbl B conan.lock

Mpoektbl PHP (Composer)

cd /path/to/project

cdxgen -t php -o /path/to/sbom.json
MpoekTbl Swift (SwiftPM)

cd /path/to/project

cdxgen -t swift -o /path/to/sbom.json
MpoekTbl C# (.Net)

cd /path/to/project

cdxgen -t .Net -o /path/to/sbom.json

06paTMTe BHMMaHWe:. gepeBo TPaH3UTUBHbIX 3aBUCUMOCTEN 6yﬂ,eT CcreHepunpoBaHO TOJ1bKO B
NPUCYTCTBUN PAnNOB project.assets. json, packages.lock.json.

MpoeKTbl Ha APYruX A3bIKax

Cnucok reHepaTopoB AM1s1 pasHbIX 13bIKOB MPOrpaMMmnpoBaHus NpeacTaBneH no ceoirike. Bee
reHepartopbl nogaepxusatot popmat SBOM CycloneDX.

6.7.4. YnpaBrneHue npoeKTom

YnpaBneHue npoekTomMm coctouT n3 pasagenos 063op, NoapobGHbIe pe3ynbTaThl,
CkaHupoBaHusA, JKcnopT oTyéTa, CpaBHEHME CKaHMpOBaHMU 1 HacTpounku.
MepekntodeHe mexay 3TMMK pasgenamMm oCyLLECTBIIAETCH Yepe3 MEHIO B NIEBOWN YacTu
CTpaHuUUpbI.

Cnpasa ot norotuna npoekrta otobpaxaetcs ID (nepsble cumeornbl UUID npoekTta). YToObl
ckonumpoBaTb B 6ydep nonHbin UUID, HaxkmuTe Ha @
Ha ctpaHuyy O630p > CBoAHble pe3ynbTraTbl MOXHO NepenTn, HaXkaB Ha Ha3BaHWe NpoekTa

Ha cTpaHuue MpoekTbl B pasgene OSA unv Ha lomallHen cTpaHuue (ecrnv NPOeKT BXOAMUT B
LLeCTb NocneaHnx 3anyLeHHbIX NPOeKToB).



https://cyclonedx.org/tool-center/

>

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

Ha ctpaHuubl NMogpobHble pe3ynbraTthl U AKCMOPT OTYETA MOXHO NEPENTU, HAXaB Ha
COOTBETCTBYHOLLME KHOMKN BbICTPOM HaBuraumm Ha ctpaHuue NMpoekTbl unn Ha [lomawwHen
cTpaHuue (ecnv NPOEKT BXOAUT B LLUECTb NOCEeAHMX 3anyLeHHbIX MPOEeKTOB).

6.7.4.1. O630p

B pasnene O630p cogepXuTcst CTaTUCTUKA CKAHMPOBaHUA U MHTEPaKTUBHOE AEPEBO
3aBucmmocten. CkaHmpoBaHue, ansa Kotoporo 6yayT otobpaxaTbCsl AaHHbIE, MOXHO BblIOpaTh

B NPaBOM BEPXHEM Yriy CTpaHuubl. Haxkmute Ha MKOHKY "/, 4TOObl 0TOOPa3UNUCL NapameTpbl
3anycka aHanusa ansi BblopaHHOro ckaHMpoBaHUS.

WH®OPMALMS O CKAHWUPOBAHWK
05.2023 10:28:24

MyTb K PEMNO3MTOPUIO

VicamnTe copinky Ha pencanTopwii Git wnn Subversion. hitps:/github.com/SCA.git
f .com/SCA.

MNPUOPUTET

HacTpoiiTe NpropuTeT cKakKpoBakkA. CKaHWPOBaHHA C 60Nee BLICOKUM ®

NPMOPHTETOM aHA/MSATOP BOSBMET 8 PaGOTY B NEpEyIo O4epess. Huskuit SKCKIMOINBHBI

ABTOPWM3ALMA

ECAK paCcype COREPHUT pasAentl, ANR KOTOPLIX TpebyaTC ayTeHTUBMKALMR,
PECYPC COREPIKMT p: ar poix TpeBy yTeHTHdMKaL ToruH\napons

Bbi6epUTE CIOCOE 1 BBEAMTE RaKHbIE AR BOMEE NOMHO aHANVSE

MepcoHanbHblf TOKEH

SSH ko4

HACTPOWKW PENO3UTOPWA GIT

Hanprep, my-bzanch-name . Mo yMONUAHHIO SHANMEMPYSTCA BETKA masteT .

Puc. 6.135: MNapameTpbl 3anycka aHanusa

Ha Bknagke CBoaHble pe3ynbraThl NpeacTaBneHa cnegyrowas nHpopmaums:
® DENTUHT;

e CTaTyC CKaHUPOBaHMUS;

® MPOAOIMKUTENBHOCTb CKAHMPOBAHUS,

e ofLLee KONMYeCTBO KOMMOHEHT;

® KONMMYECTBO YSA3BUMbIX KOMMOHEHT;

* rpadudeckas MHdoOpMauus no CKaHUPOBAHUIO U MPOEKTY:

o AnarpaMmma C KOfiM4eCTBOM YS3BUMOCTEN KaXKAoro YPOBHS KPUTUYHOCTU B CKAHUPOBAHUN;
rpadouk ypoBHS 6€30MacHOCTU NPOEKTA;

rpadovk KonnyecTea ysa3BUMOCTEN B NPOEKTE;

anarpamma ¢ Hambornee ysa3BUMbIMU KOMNOHEHTaMWU;

rpaduk ¢ TMNaMmn ysa3aBuMOCTEN.

O O O O




>

gl
o appscreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
appScreener [loMawHss cTpaHmnua MpoeKTs! [PyNNLI NPOEKTOB MNpaswna n Ha6opel 0 nponykTe
javasbom.json
? 1D 8288C7 @ w
HaigeHHble ya3B1MOCTy CTaTUCTUKA CKaHUPOBAHUSA
@ 0630p
a CTATYC 3aBepliexo
=] noapobuse pesynsrars a
i= CkaHupoBaHys a : 0.4
m Skenopr oTuéTa NPOAO/MKNTENBHOCTD 0:00:46
B cpasrenve cranmposannii 292
{g} HacTpoiik N
KOMMOHEHT 28
YaseumocTr
37 13 52

HaiipeHHble [MHamuka ypoBHA KonnuecTso Yassumble Tunel

YASBUMOCTH 6GesonacHocTn MO yA3BMMOCTeN KOMMOHEHTbI YASBMMOCTE
CrpbiTh Gokopoe Merto  (©)

Puc. 6.136: CogHble pesynbraTbl

Ecnu B gaHHbIN MOMEHT NPpUIoXXeHne He CKaHnpyeTcd, MOXHO 3arnyCTuTb HOBOE
CKaHupoBaHue, Ha>XaB Ha MKOHKY (:ll
€ro MOXHO OCTaHOBUTb, HaXXaB Ha MKOHKY L|

. Ecnu CKaHnpoBaHMe HaxoauTCcA B npouecce aHarnunaa,

Ha Bknagke [lepeBo 3aBMCMMOCTEN NpeacTaBeH MHTEPaKTMBHbI rpad 3aBMCUMOCTEN BCEX
KOMMOHEHT B NpoekTe. YTobbl CKpbITh BETKY rpadpa, HaXXMUTE Ha - Ha pebpe. YTobbl OTMEHNTL
JencTBue, HaXKMuUTe Ha +.

appScreener NloMawHss cTpanuua MpoeKTHl Tpynnbl NpoeKToB Mpasyna 1 Habops! 0 nponykTe

R 1 scases MpoekTei OSA > d_lib:zip > O630p > [epeso aagucumocreii 1/117.06.2024 16:55:47 -

@ 0630p -

CBOAHbIE PEsyTIbTaTbI

[epero SaBHCMMOCTEN

commons-lang3 3.2 Apache-2.0

(@l

MoapOGHbe pe3ynbTaTs!

i== Ckanvposanna a
suwork-core 2.3.30 Apache-2.0 0gnl 3.019 Apache-2.0 javassist
7> SkenopT oTuTa
ae
BJ8) cpasrenue cxannposanni strute2-core 2.3.30 Apache-2.0 asm3.1

{?}} HacTpoiik N

0gnl3.0.19 Apache-2.0 javacsist 3.4.GA

commons-lang3

3

CKpbiT 6oKOBOE MeHI0 ®

Puc. 6.137: [JepeBo 3aBucMmocTen

[Na KaXxaon KOMMOHEHTbI YKa3blBaeTCs Ha3BaHWe, BepPCUsi U NULEH3MSI, a Takke Ys3BMMOCTHU
npu Hanuuun. CnmMcok ysi3BUMOCTEN MOXHO pa3BepHYTb MO KWKy Ha KOMMAOHEHTY. Knuk no




>

&
, appScreener maBa 6. OnucaHne paboTbl ¢ Solar appScreener
¢

YSI3BMMOCTM OCYLLIECTBNSIET Nepexon K AaHHON ysi3BMMOCTU Ha cTpaHuue MoapobHble
pe3ynbraThbl.

Ana ynobHon HaBuraumm NnpegycMOTPEH NOUCK MO Ha3BaHWUIO YSI3BUMOCTU UM KOMMOHEHTE, a
Takke puneTpbl.

6.7.4.2. MoapoOHbIe pe3ynkTaTthbl

Ha Bknagke MoapobHble pe3ynbraTtbl OTOOpaxaeTca MHpopmaums No Kaxgon 13
0BHapyXeHHbIX YS3BUMOCTEN A5 BbIOGpaHHOro ckaHnpoBaHus. Nepeknovarbea mexay
pes3ynsrataMmun pasHbIX CKAHUPOBAHUA MOXHO C NMOMOLLbIO CMXCKa CKaHUPOBaHW B NpaBoM
BEPXHEM YrAy.

appSUcer'\@r [FlomawHss cTpaHMua MpoexTsi Tpynnsi npoexTos Mpaswna u Habope! 0 npogykre
: Q| n 0SA > d_lib Modpos
P poeKkThI > d_lib.zip > [TodpoGrsie pesyneratsi 1/117.06.2024 16:55:47
A
0630p - N ~ ~TED PR,
@ P 2 Beero  KpuTndecwnii  Cpemwmin  Huakwii Wrgo NEPEBO 3ABUCMMOCTEM C‘ TPACCA 55120208 b4
103 54 20 a 25 25
[E] noapothsie pesynsrars:
spring-aop 3.0.5.RELEASE
= Crammposasma
BCE KOMMOHEHThI spring-beans 3.0.5.RELEASE
[7 sxenoproruera @ CVE-2015-5211 -
@
@ CVE-2016-5007 e @
spring-beans 2.0.5.RELEASE spring-core 3.0.5.RELEASE

B cpasrenue crarnposarnii

@ CVE-2016-9878
{S% rHactponu > @ CVE-2018-1270

@ CVE-2018-1272
Onucarme yAsBnMocTn
@ CVE-2018-1275 y
@ CVE-2018-15756

VMware SpringSource Spring Framework before 2.5.6.SEC03, 2.5.7.5R023, and 3.x before 3.0.6, when a container

@ CVE-2022-22965 supports Expression Language (EL), evaluates EL expressions in tags twice, which allows remote attackers to obtain

sensitive information via a (1) name attribute in a (a) spring:hasBindErrors tag; (2) path attribute in a (b) spring:bind or

@ CVE-2023-20863 (c) spring:nestedpath tag; (3) arguments, (4) code, (5) text, (6) var, (7) scope, or (8) message attribute in a (d)

CVE-2011-2894 spring:message or (e) spring:theme tag; or (9) var, (10) scope, or (11) value attribute in a (f) spring:transform tag, aka
"Expression Language Injection.”
CVE-2014-3578

CVE-2015-3192
- &2
o

Puc. 6.138: MNMogpobHble pesynbraThl

B neBon Yactn cTpaHuLbl NpeacTaBneH CYCOK BXOXKAEHUN YA3BUMOCTEN, CrpynnMpoBaHHbIN
Nno Ha3BaHMo BUBNNOTEK N BepCUn. Ecnn KOMNOHEHTa COOAEPXKUT 3aBUCUMOCTH, OHN ByayT
OTMEeY€eHbl COOTBETCTBYOLWMMN Taramun: D anga npambix, T 4ns TpaH3UTUBHbBIX 3aBUCUMOCTEN.
CBsi3aHHble 3aBUCUMOCTN OTOBpaXaroTcs N0 HaBeAEeHWUIO Kypcopa Ha Tar.

Ecnu komnoHeHTa cogepxut Supply chain nnn nMuUeH3noHHbIe PUCKK, OHU ByayT OTMEYEHbI
cooTteeTcTBylOLWMMK Taramu: S gns Supply chain, L ansa nMueH3noHHbIX puckoB. YToObl
03HaKOMUTLCA C NOAPOOHOM NHPOPMAaLIMEN O PUCKaX, HAXKMUTE Ha Ha3BaHMe BMbnnoTekn B
CNnCcKe KOMMOHEHT 1 Ha Ha3BaHME PUCKa B OTKPbIBLLEMCS CMIUCKE BXOXAEHWMN.

B BepXxHEM MEHI0 MOXHO BblOpaTh, YI3BUMOCTM Kakoro ypoBHs TpebyeTtca otobpasnTb. [ns
yooOHOM HaBuraumm no ysa3BMMOCTAM NPeaycMOTPEH NOUCK NO Ha3BaHMIO YSI3BUMOCTM Unn
KOMMOHEHTE, a Takke unbTpbl (puc. 6.139).
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MpoekTsi OSA > d_Llib.zip > M0dpobHsie pesynsTarsi 1/117.06.2024 16:55:47 -
A

Beero KpuTndeckuit peaH Huskuit WHD
103 54 20 4 25 25 TWMbl YA3BUMOCTEN CPABHEHME CO CKAHMPOBAHWEM
Vassumocti
=
Supply chain puckn
BCE KOMMOHEHTbI Hoeble YA3BUMOCTU
- JlnueH3moHHble puckm
@ CVE-2015-5211 B CoxpaHmBLIecs yAsBUMOCTH
. CVE-2016-5007 VchaHeHHme YA3SBUMOCTH
@ CVE-2016-9878
@ CVE-2018-1270 VA3BMMOCTH CO CTATYCAMU LOMONHUTENEHO
@ CVE-2018-1272 MoareepxaeHo OTOBpaKaTh Ha3BaHUe NMLEH3NN

@ CVE-2018-1275 _
He o6pa6oTaro

@ CVE-2018-15756
Oriokero
@ CVE-2022-22965

@ CVE-2023-20863
KOMMEHTAPW
CVE-2011-2894

CVEzore-zeTe

CVE-2015-3192

Puc. 6.139: ®dunbTpbl pesynsratoB

dunsTpoBaTh pesynbTaTbl MOXHO NO CneayLwmM napaMmeTpam:
® TUMbl YA3BUMOCTEMN:
o YSI3BUMOCTWU;
o supply chain pucku;
© JIMLEH3VMOHHbIE PUCKW.
* CTaTyCbl YA3BMMOCTEWN AN OTOBpaXXeHNs:
o rnoaTBEPXOEHO;
o He 0bpaboTaHo;
o OTKIOHEHO.
e BKMOYNTL Fuzzy Logic Engine ¢ ogHMM 13 peXxuMoB:

© TONbKO UCTUHHbIE — OTOBpPaXKaTCA YA3BMMOCTU C BbICOKOM BEPOSITHOCTbLIO TOr0, YTO
BXOXAEHUSA SABMAKOTCS peanbHON YA3BUMOCTbIO;

© TOMbKO BaXKHble — OTOOpaXKatTCsl YA3BMMOCTM, Ha KOTOpble Hago 06paTtuTb BHUMaHME B
nepeyto ovepenb;

© MoNb30BaTENbCKNN — €CTb BO3MOXXHOCTb HAaCTPOUTb YyBCTBUTENLHOCTL Fuzzy Logic
Engine, nepemellas Non3yHoK B pa3Hble NonoxeHuns. KparHee neBoe nonoxeHue
Non3yHKa XxapakTepusyeT BXOXOEHMS C CAaMOW BbICOKON BEPOATHOCTbLIO KOPPEKTHOMO
cpabatbiBaHUS, KpanHee npaBoe 0TOOpasnT yA3BMMOCTM ANis No6on BEPOATHOCTY;

o AMHAMUYECKUN — MOXHO YCTaHOBUTbL NepueHTunb (3HadveHne ot 1 go 100), B
3aBUCUMMOCTM OT KOTOpOro byaeTt oTobpaxaTbCca onpeaeneHHas 4acTb/NPOLEHT CaMblX
BaXXHbIX YSI3BUMOCTEMN.

* Haliniyne KOMMeHTapua:

o C KOMMEeHTapusimMu;
o 6e3 KOMMeHTapueB.
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* PN Hannn4nm AByxX n bonee yCneLwHbIX CKaHMpOBaHMVI B NMPOEKTE, MOXXHO CpPaBHUTb TEKYyLLee
CKaHupoBaHue ¢ O gHM 13 npeglecTtByrOWLnX n OTO6pa3MTb yA3BUMOCTU B COOTBETCTBUN C
MX CTatycom. [na atoro Bbl6epI/ITe COoOoTBETCTBYHOLLNE HaCTpOVIKMZ

o HOBbl€ YA3BMMOCTU — HOBblI€ YA3BMMOCTHU, MO OTHOLLUEHUIO K Bbl6paHHOMy 13 Crncka
CKaHMpoOBaHuIO,

o COXpaHuBLUMECH YA3BMMOCTU — YASBUMOCTN, 06Hapy)KeHHbIe B Bbl6paHHOM N3 CrNnUCKa
CKaHMpoBaHUN N B TEKYLLLEM CKaHNPOBaAHNW;

o YCTPaHEHHbIEe YSA3BUMOCTM — YS3BUMOCTU, OBHapYyKeHHbIe B BbIGpaHHOM M3 crnincka
CKaHMPOBaHWU, HO He OOHapYKEHHbIE B TEKYLLEEM CKaHUPOBaHUW.

(DVIJ'IprbI NMPUMEHAKOTCA NOCIe HaXaTud Ha KHOMKY anMeHVITb.

HaXmuTe Ha Tpu TOYKM PSiAOM C Ha3BaHMEM YS3BUMOCTU, YTOBbI UBMEHUTb KPUTUYHOCTL U
ctatyc. [1pn nameHeHun ctatyca n ypoBHS KPUTUYHOCTU YSA3BUMOCTU NepecHUTbIBAETCA
ypOBeHb 6€30MacHOCTU NPUMNOXEHUs. YA3BMMOCTU CO cTaTycoM OTKIMOHEHO HE YYnTbIBaOTCA
npw NoacyéTe KoNM4ecTBa ysa3BUMOCTEN N penTuHra 6esonacHocTtun. [Npu nepeckaHnpoBaHnn
N3MEHEHUST COXPaHSIOTCS.

A
Bcero KpwTnyeckuit CpenHwi Huskuin WHbo
11573 2442 5078 3320 733

e

AYH b BhIBPAHHBIX YS3B TE

nnnnnn ASP.NET 1ucnons3oeaHve Impersonate . KpuTiuecknii yposeHb CpenHuil yposeHn

C# ASP.NET Wcnonb3oBaHue Impersonate Huzkui yposeHt MHdhopMaUkoHHbif ypoBeHs

w

WM3MEHWTb CTATYC BbIBPAHHBIX Y33 CTEW
3 Cookie 6es HttpOnly 4[] ac
MopTBepxeHo QOTHI0HEHD He obpabotaHo {

VulnerableWorld/s.../SWIFT_COOKIE_NOT_H...

[oBaenTo rpynnosoi KOMMEHTapUId

ncnpaeuts o 10.10

VulnerableWorld/s.../SWIFT_COOKIE_NOT_H...

<<

VulnerableWorld/s.../SWIFT_COOKIE_NOT_H...

VulnerableWorld/s.../SWIFT_COOKIE_NOT H...

“
php  Cookie bes HitpOnly YnanuTh BCe KOMMeHTapuUu

Puc. 6.140: YnpaBneHue naketom ysi3BUMOCTEN

lMocne BbIBOpa KOHKPETHOW YSA3BUMOCTU B LlEeHTparibHOW YacTu CTpaHuLbl oTobpaxkaeTcs
COOTBETCTBYHOLLEE el epeBO 3aBMCUMOCTEN KOMIMOHEHTLI. B HWXHEN YacTu npegcraBneHa
cnegytowas nHcdopmaums (puc. 6.141): OnuncaHue yassumocTtn, PekomeHgaumm, Ccbinku,
Knaccudmkaumun, YnpaBneHue ya3BumocTbio, Tack-MeHemxep.
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[floMawHas cTpanuua NpoeKTsl TPYNNbI NPOEKTOB Mpasvna n 0 npoaykTe
we 0 :
2 1pscsezs MpoekTtst OSA > d_lib.zip > [TodpobHeie pesynerare! 1/1 17.06.2024 16:55:47 -
06 _ N~
Q@ oseer > Boero  Kpumicoin Coemnmn  HuKR  UnGo aereso aasncumocten (I T pid
103 54 20 a 25 25
=] noapctHsie pesynerars: a
spring-aop 3.0.5.RELEASE
= Crarposana aoa
BCE KOMMOHEHTBI Spring-beans 3.0.5RELEASE
[} sxcroproréra @ CVE-2015-5211 -
@ CVE-2016-5007 ans Sl
R EE Spring-beans 2.0.5.RELEASE spring-core 3.0.5.RELEASE
@ CVE-2016-9878
{0} ractpoiku > @ CVE-2018-1270
@ CVE-2018-1272
OnMcarme yA3BIMOCTH
@ CVE-2018-1275
@ CVE-2018-15756
VMware SpringSource Spring Framework before 2.5.6.SEC03, 2.5.7.5R023, and 3.x before 3.0.6, when a container
@ CVE-2022-22965 supports Expression Language (EL), evaluates EL expressions in tags twice, which allows remote attackers to obtain
sensitive information via a (1) name attribute in a (a) spring:hasBindErrors tag; (2) path attribute in a (b) spring:bind or
@ CVE-2023-20863 . N . .
(¢) spring:nestedpath tag; (3) arguments, (4) code, (5) text, (6) var, (7) scope, or (8) message attribute in a (d)
@ CVE-2011-2894 spring:message or (e) spring:theme tag; or (9) var, (10) scope, or (11) value attribute in a () spring:transform tag, aka

"Expression Language Injection."
@ CVE-2014-3578

@ CVE-2015-3192
KA

v Ky
- J -
CKPBITH GOKOBOE MeHIO ®

Puc. 6.141: CsoncTBa ya3BMMOCTHU

B cnyvae, korga Bmecte ¢ SBOM dainnom 66151 npockaHnpoBaH MCXOAHbBIV KOA4 NPOEKTa,
CMUCOK BbI30OBOB M MMMOPTOB KOMMOHEHTLI OyAeT AoCTyneH Ha Bknagke CNUMCcoK BbI3OBOB.
[Ansa npocmoTpa HeobxoauMo BbIGpaTh ANIEMEHT Ha Tpacce BbI30BOB. [lepeknioveHne mexay
pexxuMamu NpocMoTpa YaCTUYHOIO AepeBa 3aBUCMMOCTEN M TPacChl BbI3OBOB NPOUCXOOUT C
NoMOLLbIO NepekritoyaTens Hag obnacTbio C 4epeBOM.

Ansa puckoB Supply chain npepoctaensetca OnucaHme ¢ OLLEHKOM MO METPUKaM,
YnpaBrneHue ya3BMMOCTbIO, TacKk-MeHeoxep.

omawurisn CTpannua Mpoexcrsr Tpynns

‘ @ MpoekTbl SCA > test_sbom_request.json > [Modpobbie pesynsrarsl 1/1 02.11.2023 17:20:45 -
@ osson —

Boero  Kputiueckwi  Cpemmnin  Hiakwit Vo Onucanme ya3BMMoCTIA

186 23 58 53 52 1
E MoapoGHble pesyneTarsl

KoMnoHeHTe HasHaueHa ouenka: 1.5,

Cranwpoanns

SCE KOMTOREATE (@© Bo3MoMHO MoNyLLEHa ONeYaTKa, MM GUBNOTEKH NMOXOMKE Ha P-QUEUE.
[} 3xenopr orusra -
event-pubsub 5.0.3 (@ Astop brbnmoTeky HegoBepenHbiii.
CpaBHeHve CramMpoBaHIi
s-queue 2.0.2 1
Metpuka Ouerika
{§} Hacrpoiikn > @ Supply Chain puck _ _
MonynapHocTs 2.8

lcov2badge 0.1.2
ABTOpCKMiA coCTaB 0.0
vanilla-test 1.4.8

AKTUBHOCTB CoobluecTBa
esbuild 0.12.28

) 3auHTepecoBaHoCTs B BesonacHocTh Het
je-message 1.0.7

BuBnuoTeKa cospara HeaasHo
node-cmd 4.0.0

MNepBas BEPCUR NOAOSPUTENBHO BbICOKAR
node-http-server 8.1.4 P P P

strong-type 1.0 EQuHCTBeHHbIR NpoeKT 3Toro paspaborinka

% nyn-
oeacenotwar 945 % NyN-peKBECTOR He BLINONHAICT TPEBOBaHHE PEUEHSM OT ABYX YeNoseK

cyclonedx-library 2.1.0

Puc. 6.142: OueHka KOMMOHEHTbI

[na NMUEH3NOHHBIX PUCKOB NpefocTasnsaeTcss OnucaHue, YnpaBneHne ya3sBuMOCTbHO,
Tack-meHexep.
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Ha Bknagke YnpaBneHue ysa3BUMOCTbIO (pycC. 6.143) MOXHO N3MEHUTb YPOBEHb
KPUTUYHOCTUN U cTaTyC, [OBaBUTbL KOMMEHTapPUi K YA3BMMOCTU U MOCMOTPETb XXypHan CcoObITUN
C OCTaBMEHHbIMU paHee KOMMEHTapPUSMN N OENCTBUSMUA.

appScreener JloMaWHAA CTpaHuua NpoexTsI TpyNbl NPOEKTOs Mpasuna u Hatops! 0 nponykTe

2

@ MpoexTbt OSA > d_lib.zip > [ModpobHele pesynbrarst 1/117.06.2024 16:55:47 -

N
0630p . A B CAMOCTED O Bbi505
@ P > Beero  KpuTueckuin  CpemHmi  HM3Kuit UH®o neeeso sasncnmoctel () Tracca sbizosos £2
103 54 20 4 25 25
[=] nonposhsie pesynerare:

CKaHMpOBaHMs

BCE KOMMOHEHTHI ] @

3KenopT oTUETa @ CVE-2015-5211 -

B

@ CVE-2016-5007
@ CpaBHeHMe CKaHNPOBaHUT
@ CVE-2016-9878

{g} HacTpoliku > @ CVE-2018-1270
@ CvE-2018-1272

YnpagneHue ya3BNMOCTbH
@ CVE-2018-1275 : v

@ CVE-2018-15756
KoMmeHTapuii
@ CVE-2022-22965 Kpntnuecknit - 537Tb 5 pador|

@ CVE-2023-20863 - P

MoareepxaeHo

CVE-2011-2894
CVE-2014-3578

CVE-2015-3192
KA

R e KN
CpbiTh Gokonoe Mero (©)

Puc. 6.143: YnpaBneHue ysi3BMMOCTbIO

Ha Bknagke takke otobpaxatotcsa EPSS n CVSS oueHkun ona BxoxaeHus. OHM nokasbiBatoT
YBEPEHHOCTb B TOM, YTO AaHHAsA ySA3BUMOCTb MOXET ObITb MPOEKCNyaTMpOBaHa: YeM BbllLE
OLIEHKA, TEM MEHbLLE BEPOATHOCTb, YTO BXOXAEHNE JTOXKHO-MONMOXNTENBHOE.

6.7.4.3. CkaHupoBaHus

Pasgen CkaHMpoBaHUA NpeaHasHadveH Ans ynpasBneHns CKaHMPOBaHUAMW B pamKaxX O4HOro
npoekTa. [N KaXaoro ckaHMpoBaHWSA 0TOBpaXxaloTcsa creayroLlme aHHbIe:

e faTa 1 BpeMsi CKaHMPOBaHMS, NPU HaXkaTuM Ha UKOHKY ' oTobpakaeTcs MHpopmauus o
napameTpax 3arnycka aHanmsa;
* MEHIO0 AENCTBUMN:
o BbIFPY3UTb OTYET;
© apXuBMpPOBATb CKAHNMPOBAHWUE;
° yaanuTb CKaHMpOBaHME.
e CTaTyC CKaHMPOBaHUS;
* MPOOOITKUTENBHOCTb CKAHNPOBAHWS;
e o0LLEee KONMYeCcTBO KOMMOHEHT;
® KONMMYECTBO YA3BMMbIX KOMMOHEHT;
® KONMMYEeCTBO YA3BMMOCTEN KPUTUYECKOro, CpeaHero, HU3Koro 1 MHPOPMaLMOHHOIO YPOBHS;
® PDEUTUHT MPUITOXEHUSI.
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appScr’cer'u: r [loMawHAs cTpaHuL@a MpoekTbl Tpynnbl NPOEKTOB rMpasuna v Habopbl 0 npoaykTe
: ‘s; 236 I MpoekTbl SCA > SCA > CKaHUpoBaHuS

[E] noapo6eie pesynerars
YazBuMble

[ata v spems & Cramuc MnononxMTEnRHOCTD KomnoHeHTb! YA3BMMOCTH PeitnHr
KOMMOHEHTbI
= Ccxanmposasus
1/1 E ApXMBMPOBaTb CKaHWPOBaHue
17.05.2023 T 798 5) 4
m 3KcnopT oTuéTa 10:28:24 x| YBanuTb cKaHupoBaHne

B Cpasrenve cranmposannii

{g} HacTpoiiku N
Puc. 6.144: CkaHnpoBaHus
Cnncok MOXXHO copTMpoBaTb MO AaTe CKaHMPOBAHUSA, NPOAOIPKUTENbHOCTM CKAHUPOBAHNSA NN

PENTUHTY, OOLLEMY KONNYECTBY KOMMOHEHT MUIN YS3BMMbIM KOMMOHEHTaM. [ns 3Toro Haxmute
Ha COOTBETCTBYIOLLMI 3arofioBOK, NOBTOPHOE HaXxaTue MEHSIET NOPSAOK COPTUPOBKM.

CpaBHUTb pe3ynbTaThl ABYX BblOpaHHbIX CKaHUPOBaHWUIA MOXHO, HaXaB Ha KHonky CpaBHUTD.
CKkaHMpoBaHus, KOTOPble HaXOAATCHA B apXnBe, MOXHO CKPbITb U3 crinucka, HaxaB Ha CKpbITb
apxuB, Unun otobpaxaTb B crnvcke, HaxxaB Ha Moka3aTb apxuB.

appScreener Jomawnsia cTpanuua Mpoexrsi Tpynnsi npoekTos Npaswna u Habops: © npoaykTe

Java Project
ID 193151 1

MoApOGHbIe pesynbTaTsl

MpoexTol > Java Project > CKaHuposaHus

W S ¢

lMokasarb apxue Craryc Asbik MpoaomKUTENbHOCTL C;g:;w YasBumMocTu PeitnHr

== CxaWupoEaHua

3/314.04.2021 & )

e 3ageplueHo % 0:01:46 14938 46 0.4
[} sxenopromera

2/301.07.2020 § £ s

v 3asepweHo 0:11:03 60169 7
(]¢) coasenue cranuposanii 19:05:46 s s ves
- 1/301.07.2020

4% Hactpoiiku > T 3asepueHo £ 0:01:59 14938 46 0.4

Puc. 6.145: lMNMoka3aTtb/CKpbITb apxvB

na npoBeageHnAa NOBTOPHOINO CKaHNMpoBaHUA B paMKax OAHOIo NnpoekTa HaXxXMmuTte HoBoe
CKaHupoBaHue.

appScreener [loMaluKss CTpaHuLa NpoekTsl FpyNNbl NPOEKTOB Mpasuna u Habopsl 0 npoaykTe

Java Project
t‘ 1D 193151 Iﬁ MpoekTbl > Java Project > CkaHuposaHus

@ 0630p Q AKTUBHBIX CKaHMpoBaHuit: 0

E MoRpoBHbIe pesynbTaTbl
Crpokn

llata nspems § Cratyc Fabic MpoRom«HTensHOCTS iy VaseumocTi Peiimunr
== CxaHupoBaHus

3/314.04.2021 ¢ :

S 3asepweto & 0:01:46 14938 46 04
r_lr) 3KenopT oTuBTa

2/3 01.07.2020 5 £ s

v 3aBepleHo 0:11:03 60169 7

9 comreme crarmposasn 19:05:46 s o e
{83 wactpoiics ; T 3asepueno & 0:01:59 14938 46 0.4

Puc. 6.146: HoBoe ckaHupoBaHue

B appScreener MOXHO 3anyCTUTb Cpa3y HECKONbKO CKaHMPOBAHWIA B OAHOM MPOEKTe C
pasHbIMK HacTponkamu. OTcnexmnsaTb CTaTyCbl CKAaHMPOBaHUI MOXHO B rpade CraTtyc.
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Jomawkss cTpanmya MpoexTi Mpasyna 1 HaBopbI AnanuTika 0 npogyxTe
J Proj
w oLt o fpoexren > Java Froject > Crarupoaaris
@ Ca==p (ﬁ AKTMEHbIX CKaHMPOBaHWH: 2
[E] noapossie peayrsrars
Natawvepems + Cratyc HAsbik MpopomxuTenLHOCTL C;E;:M VA3BUMOCTH
= Cranuposanun
Wnet
» 3/3651;'2014'2021 CKAHUpOBaHMe = 0:00:00
[F] 3xcnopromusra o .
Waet
CpaeHeHme cKaHMpoBaHMit ig‘jé‘f?j-zoﬂ crarmposanie R 0:00:00
{é} Hactpofiku > = i =

2/4 01.07.2020 . s = s !
18:05:46 3asepuwero 0:11:03 60169 7

e VBS

Puc. 6.147: Oyepenb cCkaHMPOBaHUN

6.7.4.4. OkcnopT oT4YéTa

B pasgene 9kcnopT oT4éTa MOXHO BbIrPy3nTb pe3yrnbTaTbl CKAHMPOBaHUS B OTYET B hopmarte
PDF, HTML, CSV nnn DOCX. Bbibepute 0anH 13 rotoBbiX LWabnoHOB HACTPOEK UNn 3aganTe
MHOPMaLMIO ONS SKCMOPTa BPYYHYIHO.

HacTpoiku oT4éTa BKMoYaloT crieaytoLme 6roku:

® CKaHNpOBaHWS;
® CpPaBHUTb CO CKaHMPOBaHUEM;
* MHOPMaUNA O NPOEKTE;

* MHOPMALNA O CKaHMPOBaHWUM;
e PUNLTP YA3BUMOCTEMN;

® CMNCOK YySA3BUMOCTEN;

* noapobHble pe3ynsTaThl;

e 00LME HACTPONKM OTYETA.

CkaHupoBaHus

[nsa akcnopTta oT4yéTa BbIbepnTe OOQHO UM HECKONBKO CKAaHNMPOBaHUW. YTOObLI NONy4nTh
TOSbKO CBOOHY MHpOpMaLMIO NO NPOEKTY, yaanuTe BCe CKaHNPOBaHUS U3 CNIUCKA.

CpaBHUTb CO CKaHUPOBaHUEM

BbiGepuTe ogHO ckaHvpoBaHue, YTobbl onunsi CpaBHUTbL CO CKaHUpPOBaHMEM cTana
AocTynHa. B oTyéT 6yayT BkNoYEHbl Tabnmua cpaBHeHNs!, rpadouk U CTaTUCTUKA MO HOBbLIM,
COXPaHUBLUMMCSI U YCTPaHEHHBIM YSI3BUMOCTSIM.

BbibepuTe cTaTyChbl YA3BUMOCTEN (HOBbIE, COXPaAHUBLUNECS /MW YCTPAHEHHbIE) N YKaXUTE
KONMMYeCTBO BXOXAEHUN KaXO0W YA3BMMOCTMU.

UHdopmauusa o npoekte
B OTYET MOXHO BKIIHOUUTb AUHAMUKY YPOBHSI 6€30MaCHOCTN N UCTOPUIO CKAHUPOBaHWUNA.
UHdopmauuma o ckaHMpoBaHuUu

Mo ymonyaHuto 6yaet aobasneHa cTaTUCTUKa CKaHUPOBAHUS: CTaTyC, PEVTUHT,
NPOAOIKUTENBHOCTb, KONMYECTBO KOMMOHEHT U YSI3BMMOCTEN.

BbiGepuTe 4ONONHUTENBHYIO MHAPOPMALIMIO O CKAHUPOBAHUM:
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e AnarpamMmma HaueHHbIX YS3BMMOCTEN;
* uarpamMmma ya3BUMbIX KOMMOHEHT;
® HACTPOWMKM 3arycka CKaHUPOBaHWSI.

PunbTP yA3BUMOCTEN

BbibepuTe ya3BUMOCTM NO YPOBHIO KPUTUHHOCTU M TUNY, @ TaKkKe KOMMOHEHTbI AN
oTobpaxeHusi. Bocnonb3dyntechb omnstpom Fuzzy Logic Engine B 0gHOM 13 peXUMOB:
TonbKo UCTUHHbIE, TONbKO BaXHble, MNonb3oBaTenbCckUn N JJUHaAMUYECKUN PEXUMBI.

Cnucok yasBumocTten

BbibepuTe cTtaTycbl ya3BUMOCTEN N 3a0aNTE KONMYECTBO MX BXOXOAEHWI, a TAKKE HACTPOMTE
pobasneHne NoONHOro Aepesa 3aBUCUMOCTEWN.

@) crvicok ysaBuMOoCTER (® CxpoiTs HacTpoiikn
YA38MMOCTN CO CTaTYCAMM CMMCOK BXOXAGHNI YA3BUMOCTE N

He obpaboTtaxo He BbirpyxaTb BxoxaeHus

MNogTeepxpeHo © BuirpyauTs Bce BxowaeHus

OTknoHeHo Bobirpysutb BxoxaeHni He Gonee

Puc. 6.148: Cnucok ysassnumocTen

MoapoOHbIe pe3ynbTaTthbl

Mo ymMmorn4yaHumio ans yFI3BMMOCTeIZ 6y,El,yT nobaBneHbl onucaHue, pekomeHgauumm rno
YCTPaAHEHUIO, CCbIJTKWN. Takke MOXHO HaCTPOUTb:

e cTtatycbl yassumocTten: He obpabotaHo, NoarBepxaeHo, OTKkNoHeHo (nogpobHee B
pasgene lNogpobHbie pesynsraTthl);
® KONMMYECTBO YA3BMMOCTEN KOMMOHEHTHI;
e oTOOpaxeHue xxypHana CobbITUIA:
o He BKNo4aTb;
o BKIIHOYUTb TONMbKO KOMMEHTapuu;
o BKIIHOYUTb TOMbKO AENCTBUS;
o XypHan uenunkom;
e oTOBpaeHue AONONHUTENBHOW MHOPMaLNN.

OO6LKre HaCTPOMKM OTHETA

BbibepuTe A3blk, opmat OT4éTa 1 NPy HEOBXOANMOCTU BKIIOYMTE B HEFO HACTPOWMKKN KCNopTa
n ornaeneHune. Takke MOXHO HAaCTPOUTb OTOBOpaXXeHne CTaTyCoB yA3BUMOCTEN B OTHETE U
YCTaHOBWUTb MOSIb30BaTESbCKUIA NOrOTUN.

Ob6paTtuTte BHMMaHue:

[nsa koppekTHoro otobpaxeHusa gaHHbix CSV-ot4yéta B Microsoft Excel Heobxognmo
BPYYHY'O BblbpaTh B Bbinagatowiem cnnucke OGHapyxeHue TMNOB AaHHbIX onunio He
obHapyXuBaTb TUNbI AaHHbIX BO BpeMsi uMnopTa ¢parna. Hactporika otobpaxeHus
CTaTyCoOB YS3BUMOCTEN HEOQOCTYMNHa N5 3Toro hopmara.
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OBUWME HACTPOMKIM OTHETA @ CKpbITb HACTPOKY
[ononknTenbHble HacTpoiikn Asbix oTuETA
Ornaenexuve ° Pycckmit
HacTpoiiku akcnopTa oTuéta AHruickmin

OTo6paraTs cTatychl yi3BUMOCTEN . .
@opmMar oTuéTa

© FoF
csv

DOCX

Puc. 6.149: OBLme HaCTpoOnKn oT4éTa

UTobObI ckadaTb OTYET, HaXxXKMunTe CKavaTb.

UToObl OTNPaBnTb OTYET NO No4Te, HaxMuTe OTNpaBuUTb NO e-mail. B oTkpbIBLUENCA (hopme
YKaXuTe CrMCOK afipecoB nonyyartenen n npn HeobxoamMmocTn oTpegakTupynTe TeKCT NUCbMa.

6.7.4.5. CpaBHeHMe CKaHMpPOBaHUN

B pasgene CpaBHeHUe CKaHMPOBaHUW MOXHO NMPOU3BOAUTL CPABHEHWE pe3yNnbTaToB
CKaHupoBaHun. YTobbl CpaBHUTL pesynbTaThl, BbibepuTe ABa CKAHMPOBAHUSA B BEPXHEN YacTu
cTpaHuupbl. Ha cTpaHmue otobpasnTcs KONMYECTBO YCTPaHEHHbIX, HOBbIX M COXPaHMBLUNXCS
ysi3BMMOCTEN Ha rpadumke 1 B Tabnuue. Takke byget npeacrasneHa tabnuua co cpaBHEHMEM
no gaTe CKaHMPOBaHUS, NPOLOIMKNTENBHOCTN, OBLLEMY KONMYECTBY M KONMYECTBY YA3BUMbIX
KOMMOHEHT, KONNYeCTBY YA3BUMOCTEN C Y4ETOM YPOBHS KPUTUYHOCTU U PENTUHTY.

appScreener JloMawHss CTpanuLa MpoeKTHI Tpynnbl NPoeKToB Mpasyna u Habops! 0 npoaykTe

MpoekTel > Java Project > CpasHeHue cKaHupoBanul 2/201.07.2020 18:05:46 - w | 1/201.07.2020 17:31:51 -
OTCcnexviBaHue ysa3BUMOCTEN @ cxpuims rpagwcn
200
180
s 160
b
S 140
° -
H 7
] 3 120
]
"y
7] > 100
°
2
’5 80
2
= 80
S
< 4 % 7
20 /
0 % V] . %
1/201.07.2020 2/201.07.2020 1/201.072020  2/2 01.07.2020 1/201.07.2020  2/2 01.07.2020 1201072020 2201
17:31:51 05:46 17:31:51 18:05:46 7:31:51 18:05:46 7.31:51 1
KpUTHIECKINit ypOBEHS Cpe/HMit yposeHs Hikwii yposeHs VIHEDOPMALMCHHIA Yp
Craryc yassumocTeii YaseumocTy

Hosble

7
serperiee °

Puc. 6.150: CpaBHeHME CKaHMPOBaHUN

"
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6.7.4.6. HacTtpounku

B pasgene HacTpomku otobpaxatTcs HacTponkM npoekTa. B aTom pasgene MoxHo paboTatb
c cywHocTtamun: O6wue, NMpaBa nonb3oBaTtenen, ABToMaTn4Yeckoe CKaHMpoOBaHue U
YnpaBneHue npoeKkTom.
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6.7.4.6.1. O6wme

B nogpasgene O6wue (puc. 6.151) MOXHO 3aaTb HACTPOVKN ANs1 NOCAEAYOLWNX
CKaHMpPOBaHUM:

yKasaTb CCbIfKy Ha peno3uTtopun Git unn Subversion;

BbIOGpaTtb TunNbl aHanuaa: SCA, Supply chain, NMUEH3NOHHbBIX PUCKOB;

3agaTb NPUOPUTET CKAHMPOBAHMS;

HaCTPOUTb COXPaHEHUE 3arpyxaemMmblx Ha aHanuM3 annos;

BbIB6paTb cnocob aBTopu3aumm 1 3anonHUTb HeOOXoANMbIE JaHHbIE B CriyyYae, ecinn npoekT
3arpyxaetcs Ha aHanu3 U3 NPMBaTHOIO PENO3NTOPUS;

yKasaTb BETKY And ckaHnposaHusa B Git-penosntopum.

[E] noasotse pesynars Veamorecesme v penoonTop it Suversin. T e g

Coxpanrs

Puc. 6.151: Obwue

B nogpasgene NMpaBa nonb3oBaTenen MOXHO GbICTPO BblAaTb AOCTYN K MPOEKTY APYIM
Norb30BaTeNsIM CUCTEMbI M HACTPOUTL UX NpaBa B NPOEKTE.

6.7.4.6.2. YnpaBneHue NpoeKTom

B nogpasaene YnpaBneHue NpoekTOM MOXHO pedakTMpoBaTh AaHHbIe NPoeKTa, a Takke
apxvBUpOBaTb UNM yaanuTb NPoekT. APXMBMPOBAHHbIE NPOEKTbI NPOAOITKAT XPaHUTLCS B
cucteme. Ytobbl yganutb NpoekT 6e3 BO3MOXHOCTN BOCCTAaHOBMEHMS, HAXMUTE YAanuUTb
NPOEKT 1 noaTBepanTe AencTBue.
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Jomawnss cTpanuua MpoekTel Tpynnsi npoekTos Mpasuna u Habope 0 npopykTe

.: SCA @ N
b ise MpoexTsi SCA > SCA > Hacrpoitku > Ynpassenue npoexTom

@ osn

E MoApOGHbIE pesynsTaTs

0 HACTPORKM

VK@kTe HasBar e npoexTa

CKaHMpoBaHMA

@
69
&

Norotun npoexTa (PNG, JPEG Unu SVG, <1M6)

3kenopT oTuETa
LOBABATE B TPYNINY

_ [L06aEsTe MDOEKT & CYILECTEYIOLLYIO DYNNY UMM COSAAMTE HOBYIO Ha CTpaRNLIE -
CpaBHeHUe CKaHPOBaH il D

Tpynnel NPOEKTOE. MCNONB3YiATe rpyNMbl AN YA0OHOA HABUraLUM, AHANUTUKY U

. HACTDOVIK/ MDAE CPE3Y ANA HECKOMBKIX IPOSKTOE.
HacTpoiiku ©

O6uwpe

Mpasa nonbsosatenei

Vnpanenue npoekToM APXMBALLAR DANEHWE

ApPXUBUPOBAHHBI MPOEKT XPAHUTCA B CUCTEME, HO HELLOCTYNEH /1A VAaNEHHbIA NPOEKT HEBOZMOXHO BOCCTAHOBUTL
paboTbl. 4TO6bI HANTU NPOEKT, HAXOAALLMACA B apXMBE, HAKMUTE
Mokasatb apxue Ha cTparmue [poekTsi.

ApxvBnpoBaTb NPoeKT Ypanute npoexT

CKPLITH 6OKOBOE MEHID ®

Puc. 6.152: YnpaBneHue npoekTom
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7. CMNCOK NOAAEPXWUBAEMbIX PACLUMPEHUA ®ANIIOB

Tabnuua 7.1: Cnucok nogaepXmBaemMbix pacluMpeHnn gannos

A3bik Paclumpenne

1C .bsl, .os

ABAP .abap

Apex .cls

C# .cs

C/C++ .cpp, .cc, .c++, .cC

COBOL .cbl, .cob, .cpy

Config files .config, .xml, .properties, .policy, .aspx, .ini, .plist
Dart .dart

Delphi .pas, .dpr, .dpk, .pp

GO .go

Groovy .groovy, .gsh, .gvy, .gy

HTML .aspx, .cshtml, .Js, .jsf, .jsm, .Jsp, .jspx, .htm, .html,

Java, Scala, Kotlin
JavaScript

LotusScript
Objective-C, Swift
Pascal

PHP

PL/SQL

Python
Perl

Ruby

Rust
Solidity
T-SQL
TypeScript
VB.NET
VBA
VBScript
Visual Basic 6
Vyper
Config

.phtml, .php, .ts, .vbhtml, .vu

.java, .scala, .kt, .class

e, .xht, .xhtml

.cshtml, .js, .jsf, .jsm, .jsp, .Jspx, .htm, .html, .phtml,
.php, .ts, .vbhtml, .xht, .xhtml

.1s1, .1ss
.m, .mm

.pas

.php, .php3, .php4, .phpb5, .phps, .phpt, .phtml

.pck, .pkb, .pkh, .pks, .plsqgl, .prc,

.sql, .st, .trg

%

.pl, .pm, .cgi, .plx

.rb

.rs

.sol

.sp, .sgl, .tsqgl

.ts, .tsx

.vb

.vba

.asp, .hta, .htm, .html, .vbe,
.vb, .bas, .cls, .frm

VY

.config, .plist, .wsdl, .xml,

.vbs,

.Sp, .spb, .spp, .sps,

.wsc, .wsf

.xsd, .properties, .policy
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8. CMNCOK ®PEMMBOPKOB U CTAHOAPTHbIX
BUBJNTNOTEK, NOOOEPXUBAEMbIX SAST

Tabnuua 8.1: Cnncok dpenmMBOPKOB 1 CTaHOAPTHbIX BMbnunoTek, nogaepxmeaemboix SAST

A3bIk

Bubnuoteku

Java, Scala, Kotlin

Android, Android Support Library, android (.accessibilityservice,
.accounts, .animation, .annotation, .app, .bluetooth, .companion,
.content, .database, .drm, .gesture, .graphics, .hardware, .icu,
.inputmethodservice, .location, .media, .mtp, .net, .nfc, .opengl, .os,
.preference, .print, .printservice, .provider, .renderscript, .sax,
.security, .service, .speech, .system, .telecom, .telephony, .test, .text,
transaction, .util, .view, .webkit, .widget), com.android.internal.util

Apache Ant, org.apache.tools.mail, org.apache.tools.bzip2,
org.apache.tools.tar, org.apache.tools.zip, Apache Camel, Apache
Commons, Apache Groovy, org.apache.groovy, groovy,
groovyjarjarantlr, groovyjarjarantlr4, groovyjarjarasm.asm,
groovyjarjarcommonscli, Apache HttpComponents, Apache Log4j,
org.apache.logging.log4j, Apache Struts, Apache Tomcat API,
org.apache.jasper, org.apache.tomcat, org.apache.juli,
org.apache.naming, org.apache.el, org.apache.coyote, Apache Xalan
Java, org.apache.xml, org.apache.xpath, Apache Xerces, Sun Org
Apache XML

Clojure, ClojureScript, cljs
dalvik.annotation, dalvik.bytecode, dalvik.system

Google, Google APIs for Android, com.google.android.vending,
Google Cloud Messaging, Google Guice, Gson, Guava: Google Core
Libraries for Java, com.google.thirdparty, GWT, ccom.google.web

ScalaCheck, Scala JS, Scala Library, Scalac SCoverage Plugin,
Scala Test, scala (.annotation, .beans, .collection, .compat,
.concurrent, .io, .math, .ref, .reflect, .runtime, .sys, .text, .util)
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A3blk Bubnuotekn
Akka, ASM, AssertJ, Bean Validation API, CDI (Contexts and
Dependency Injection for Java) APls, javax.decorator, cognitect,
Codehaus, Jackson, Crashlytics, Dom4J, EasyMock, EclipseLink,
FindBugs, Firebase Messaging, H2 Database Engine, Hamcrest,
Hazelcast, Hibernate, Hibernate API, HttpClient API, HyperSQL
Database, Jackson, Java Servlet, JavaMail API, com.sun.mail,
Javassist, Javax Annotation API, Javax Inject, Jetty, Joda Time,
JSOUP, OpenStreetMap, JUnit, org.junit, Logback, Maven Plugin API,
Mockito, MySQL java connector API, com.mysql.cj, OpenStreetMap,
OOXML Schemas, OSGi Core, Play Framework, Plexus Common
Utilities, PowerMock, Project Lombok, Reflections APIl, SAX API,
Simple XML Framework, SLF4J, Spock Framework API,
org.spockframework, SpringFramework, Spring Boot, TestNG,
com.beust.testng, Vaadin, W3C DOM

JavaScript Bootstrap
jQuery mobile
Node.js, Node Express
React, React Native, Preact
vue.js

C# .NET Core
ASP.NET, ASP.NET Core
Entity Framework
NLog

GO Echo
Gin

Swift Network Framework

PHP Laravel
Symphony
Yii

Python Django
Flask

SQLAIchemy platform
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9. OBO3HAYEHUA A3bIKOB NPOIrPAMMUPOBAHUA B

CNELUUNDOUKALNN API

Tabnuua 9.1: O603Ha4YeHMs A3bIKOB NporpammMmnpoBaHmns B cneundukaumm API

OpvrnHanbHoe Ha3BaHue s3bika O603HayveHue B cneundukaumm API

1C

ABAP

Java for Android
Apex

C#

C/C++

COBOL

Config

Dart

Delphi

GO

Groovy

HTML5

Java
JavaScript
Kotlin
LotusScript
Objective-C
Pascal

PHP

PL/SQL

Python

Perl

Ruby

Rust

Scala

Solidity

Swift

T-SQL
TypeScript
Visual Basic.NET
Visual Basic for Applications
Visual Basic Script

ONES
ABAP
ANDROID
APEX

Ccs

CCPP
COBOL
CONFIG
DART
DELPH
GO
GROOVY
HTML5
JAVA
JAVASCRIPT
KOTLIN
LOTUS
OBJC
PASCAL
PHP
PLSQL
PYTHON
PERL
RUBY
RUST
SCALA
SOLIDITY
SWIFT
TSQL
TYPESCRIPT
VBNET
VBA
VBSCRIPT
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OpvrnHanbHoe Ha3BaHue s3bika O603HayveHue B cneundukaumm API

Visual Basic VB
Vyper VYPER
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