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1. Obume cBeneHus:

1.1 Onmcamume nnardpopmsr

[InaTbdopma "Bosua" (Solar Antifraud Cloud) mnpencrariger
cobonm cucrTemMy OOHapyXeHUda " IpenoTBpalleHnd
MOUWEHHNYECKMX 3BOHKOB B pPexXuMe pPeajiIbHOTO BPEMEHU.
[ImaTdopmMa nNpenHaszHadeHa OJd aHaam3a VolP-Tpadmka cC
MCIIOJIb 30BAaHMEM TEXHOJIOTUMN MaUVHHOT'O obyueHMsa 14
BEISBJIEHUSA coLuMaJibHOM VHXEeHEepUn u T'OJIOCOBOTO
MolleHHMYecTBa (vishing).

1.2 ApxurexTypa KOMIIOHEHTOB

[InaTpopma «BojsHa» nocTpoeHa Ha 0Oase paclpenejyieHHOM
MUKPOCEPBMCHOM ApPXUTEKTYPH M BKJIOUAET CJenyillue
OCHOBHEIE KOMIIOHEHTHI:

e API - LeHTpPaJIbHEM O3KeHI OJig YyIpaBJIEeHUS
KOMIIOHEeHTaMM

e CDR - cepBHUC O00OpabOTKM 3alMcCey M OeTajlus3alun
3BOHKOB

e Classifier - cepBHUC TPAaHCKPUOMPOBAHMA M NOTOKOBOMU
KJlacCcudMKaLuuUy peumn

e Importer - cepBMC UMIOPTa I'OJIOCOBBIX IAHHEIX U3
[IOTOKOBOM ouepenu (CTPUMMHT)

e Notificator - cucrema ynpaBJIeHMHI OIOBEIEHUAMU

e Controller - cepBHMC OTRBeUaUMM 3a ylIpaBJIEHME
KVMBHEHHBIM LMKJIOM areHTCckoro II0, peanmu3yoiero
byHKUMM KOHHEKTOpa K OOJlauHOM IjaTdopMe

e UI - rpadmueckum mHTepdenc (mojib30BaTEJIbCKUM
rnopTas)

1.3 TexHONOI'MYECKMN CTeEK
- Bskenn: FastAPI (Python 3.10-3.12)
- Basm paunbx: ClickHouse, PostgreSQL, SQLite
- Coobmenusi: Kafka/RedPanda
- Kowurennepusammus: Docker, Docker Compose/Swarm
- MouuropmHr: Prometheus, Grafana, Loki, Zabbix
- XpaHeHMe: S3-coBMeCcTHMMOe xXpaHunuiue (Minio)
- BesomnacrHocTs: HashiCorp Vault



e CI/CD: GitLab
2. CucremMHrle TpeboBaHMUSA
2.1 TpeboBaHuss Kk CepBEepy IIPUIIOKEHMUS
OnepalMOHHEIE CUCTEMEL
- CememcrTBo Linux: PEI OC, OC AnbT, Ubuntu
22.04/24.04, Debian, Cent0S, Astra Linux

MyHMMAaJIbHEIE allllapaTHble TpeOOoBaHUA
- Ipoueccop: 4 gmpa, 2.4 I'Tu MIM BHIIE
- OneparupHas namaTb: 8 I'BE RAM
- Huckoroe npocTpaHcTBo: 100 I'B SSD
- CeTb: Ethernet 1 T'6ut/cC

PexomMeHIyeMble amlapaTHHE TpeboBaHMSA
- Ilpoueccop: 8+ gamep, 3.0 I'T'u MM BHIIE
- OnepartupBHas namMaTb: 32 I'B RAM
- Imckopoe npoctpaHcTeo: 500 I'B SSD nysg xXpaHeHUus
ayaomno@amiion
- CetTb: Ethernet 10 TI'6ut/cC
- GPU: NVIDIA GPU c nommepxkom CUDA (mnsa Classifier-
cepBUCa)
[I[porpaMMHOe obOeclieueHue
- Docker 20.10+
- Docker Compose 2.0+
- Docker Swarm (mjsa KJIACTEPHOI'O pas3BepPTHEBAHUA)
- Python 3.10-3.12 (mnsa pa3paboTKu)

2.2 Tpe6boBaHMs K aBTOMATMBMPOBAHHOMYy paboueMy MeCTy
noJjib30BaTeJNsA
OrnepalMOHHEIE CUCTEMEL
- Windows 10/11
- macOS 12+
- Linux (Ubuntu 20.04+, CentOS 8+)
AnnapaTHEE TpeOOBaHMUA
- Ilpoueccop: 2 gmpa, 2.0 I'T'u mam BheILE
- OnepatuBHasa namars: 4 I'B RAM
- Imuckopoe mnpocTpaHcTBo: 1 I'B cBOOOOHOTO MecCcTa
- Hucnnen: paszpeumeHue 1024x768 wmnam BHLUE



[lporpaMMHOe obOecriedeHue

- Beb-6payzep: Chrome 90+, Firefox 88+, Safari 14+,
Edge 90+
HocTyn K ceTu lVMHTepHeT 1Jia paboTel ¢ BeO-MHTepdercoM

2.3 CeTeBrle TpeboBaHUSA
- IHocTyn k cepBepy npmuiaoxeHmsa no HTTPS (nopt 443)
- I[lponmyckHasg CHOCOBHOCTL: He MeHee 10 MBut/c
— OTKPHITHE IIOPTH IOJII CEPBUCOB:
e 8000 - API-cepBuUC

e 88300 - CDR-cepBuUC

e 8803 - Notificator-cepsBuc
e 6061 - Importer-cepsBuc
e 6062 - Classifier-cepBucC

e 9092 - Kafka/RedPanda
e 8123 - ClickHouse
e 5432 - PostgreSQL

3. IlpepBapuTenpHasi NOAT'OTOBKA

3.1 YcrauoBka Docker m Docker Swarm
YcranoBka Docker

Isia Ubuntu/Debian:

# O6HOBIEHMe cCIMCKa [IaKeTOB

sudo apt-get update

# YcranoBkxa BaBmcmMocTel:
sudo apt-get install -y \
ca-certificates \

curl \

gnupg \
1sb-release

# Iob6aeBnmenme odmumanbHOro GPG Kioua Docker

sudo mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/ubuntu/gpg
| sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg



# HacTporka penosmuTopHus
echo \

"deb [arch=$ (dpkg --print-architecture) signed-
by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/ubuntu \

$ (1lsb _release -cs) stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

# Ycranoeka Docker Engine

sudo apt-get update

sudo apt-get install -y docker-ce docker-ce-cli
containerd.1io docker-compose-plugin

# IpoBepka yCTaHOBKM
docker --version
docker compose version

Iois CentOS/RHEL:
# YcraHoBkKa BaBMCHMMOCTEMN
sudo yum install -y yum-utils

# Iob6arnenme penosuropusi Docker
sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo

# YcramoBkxa Docker Engine
sudo yum install -y docker-ce docker-ce-cli
containerd.io docker-compose-plugin

# Banyck Docker
sudo systemctl start docker
sudo systemctl enable docker

# IpoBepka yCTaHOBKM
docker --version
docker compose version



Muamumanm=anuma Docker Swarm
# MuMumanmsanmst Swarm Ha yHOpPaBIsIOMEM y3Jjie (manager)
docker swarm init

# CoxpaHeHMe TOKeHa [OJs NPUCOEAUHEHUSI WOorker-ySsJoOB
# KoMaHna BHBeJeT KOMaHAy IJs NpPMUCOemMHeHust worker-
YBJIOB, HanpmuMmep:

# docker swarm join --token SWMTKN-1-xxx
192.168.1.100:2377

# Ha worker-ysjiax BHIIOJIHUTE KOMAaHLy IIPUCOENVMHEHUSI
# docker swarm join --token <TOKEN> <MANAGER IP>:2377

# Ipomepka cTaTyca Swarm
docker node 1s

3.2 HacrTpomka cerem Docker

Co3manTe HeOOXOOMMEIE CeTU IJIA IJIaTOOPMEL:

# Cospnanme BHemHeM ceTm nnst frontend

docker network create --driver overlay demo-frontend-
network

# Cospaume BHemHeM ceTu niuss backend
docker network create --driver overlay demo-backend-
network

# IlpoBepka CO3HaHUS CEeTen
docker network ls

3.3 Hacrpomka HashiCorp Vault
YcTraHoBka Vault

# CxaumBamme Vault

wget
https://releases.hashicorp.com/vault/1.15.0/vault 1.15.
0 linux amd64.zip

unzip vault 1.15.0 linux amd64.zip
sudo mv vault /usr/local/bin/



# [poBepka yCTaHOBKM
vault --version

HacTpomka Vault nnga nnaTdopMel
# Banyck Vault B pexmMme paspaboTku (OjIsT TeCTHUPOBAHMUS)
vault server -dev

# B mpyroM TepMmMHaye HaCTPOMTE IE€PEMEHHHE OKPYXEeHMsI
export VAULT ADDR='http://127.0.0.1:8200'
export VAULT TOKEN='your-dev-token'

# Cospaume mount point gpnst mpoekTa
vault secrets enable -path=demo kv-v2

# Cospaume cekpeToB mgnsa miuaTdopMs
vault kv put demo/settings \
kafka url="kafka:9092" \
clickhouse host="clickhouse" \
clickhouse port="8123" \
clickhouse database="cdr" \
clickhouse user="admin" \
clickhouse password="your password"

# Cospaume AppRole gmns ayTeHTHbOMkaumm
vault auth enable approle

# CospmanHme nonuTUKMU
vault policy write antifraud-policy - <<EOF
path "demo/settings" ({
capabilities = ["read"]
}
EOF

# Cospmamme AppRole

vault write auth/approle/role/antifraud \
token policies="antifraud-policy" \
token ttl=1lh \
token max ttl=4h



# TINonyuenme Role ID m Secret ID

vault read auth/approle/role/antifraud/role-id

vault write -f auth/approle/role/antifraud/secret-id
Baxuo: CoxpaHuTe Role ID m Secret ID mjig MCHIOJIB30BAHUSA
B KOHOUI'ypauum I1j1aTOOPMEL.

3.4 [oZroTOBKA XPaHMIMIL, NAaHHBIX
YcranoBka 1 HacTpolka ClickHouse
# Banyck ClickHouse uepes Docker
docker run -d \
—--name clickhouse \
--network demo-backend-network \
-p 8123:8123 \
-p 9000:9000 \
—~e CLICKHOUSE DB=cdr \
—e CLICKHOUSE USER=admin \
—e CLICKHOUSE PASSWORD=your password \
clickhouse/clickhouse-server:latest

# IlpoBepka MNOIKJIOUEHNS
docker exec -it clickhouse clickhouse-client --query
"SELECT version()"

YCcTaHOBKA M HacTpoMka PostgreSQL
# Banyck PostgreSQL uepes Docker
docker run -d \
--name postgres \
--network demo-backend-network \
-p 5432:5432 \
—e POSTGRES DB=antifraud \
—e POSTGRES USER=admin \
—e POSTGRES PASSWORD=your password \
postgres:15

# IlpoBepka NOARKIIOYEHUS
docker exec -it postgres psqgl -U admin -d antifraud -c
"SELECT wversion();"



3.5 Hacrpoitika Kafka/RedPanda
# Banyck RedPanda uepes Docker
docker run -d \
--name redpanda \
--network demo-backend-network \
-p 9092:9092 \
-p 9644:9644 \
docker.redpanda.com/redpandadata/redpanda:latest \
redpanda start \
--kafka-addr
internal://0.0.0.0:9092,external://0.0.0.0:19092 \
-—advertise-kafka-addr
internal://redpanda:9092,external://localhost:19092 \
—-—-pandaproxy-addr
internal://0.0.0.0:8082,external://0.0.0.0:18082 \
-—advertise-pandaproxy-addr
internal://redpanda:8082,external://localhost:18082 \
--schema-registry-addr
internal://0.0.0.0:8081,external://0.0.0.0:18081 \
--rpc-addr redpanda:33145 \
--advertise-rpc-addr redpanda:33145 \
--smp 1 \
--memory 1G \
--mode dev-container \
-—default-log-level=info

# Ipomepka paboTh
docker exec -it redpanda rpk cluster info

3.6 HacTpomka S3-coBMecTMMOTI'O xXpaHmimma (Minio)
# Banyck Minio uepes Docker
docker run -d \

--name minio \

--network demo-backend-network \

-p 9000:9000 \

-p 9001:9001 \

—e MINIO ROOT USER=miniocadmin \

—e MINIO ROOT PAS SWORD=minioadmin \
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-v /mnt/nfs/docker-data/minio:/data \

minio/minio server /data --console-address ":9001"

# Cosmamme bucket pns aymmobdannos
# HocTyn k koHcomm: http://localhost:9001

# Cospamnre bucket c mMenem "audio" uepes Beb-uHTepbderc

4. YcrTraHOBKa KOMIIOHEHTOB mnnaTdopMsl
4.1 NomrorToBka KOHOMUMI'ypauMOHHEX (annos
CospgaHme dpamna stack.env

CozpmanrTe ¢pamn stack.env B OUMPEKTOPUM C KOHOUI'ypaLMeN:

# CospmaHme nupexkTopuM IJsi KOHOuUIypauum
mkdir -p /opt/demo/config
cd /opt/demo/config

# Cospmamme oamna stack.env

cat > stack.env <<EOF

PROJECT=demo

AF PROJECT=demo

VAULT ENABLE=yes

VAULT SKIP VERIFY=true

VAULT ADDR=https://vault.af.internal
VAULT_MOUNT_POINT=demO

VAULT SECRET PATH=settings

VITE PUBLIC URL=http://demo.cloud.af.internal
CUDA VISIBLE DEVICES=0,1
NVIDIA_VISIBLE_DEVICES=O,1

EOF
BaxHO: 3aMeHMTe 3HaueHMd Ha  akKTyaJlbHEEe  OJid
VHPPaCTPYKTYPH.

Cosnaume docker-compose.stack.yaml
CozpmanTte ¢anmn docker-compose.stack.yaml:
version: '3.9'

services:
cdr:

Balem
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image:
registry.af.internal/antifraud/cloud/cdr:latest

entrypoint: /opt/entrypoint.sh

command: /opt/.venv/bin/fastapi run main.py --host
0.0.0.0 —--port 8800

healthcheck:
test: curl -sS http://127.0.0.1:8800/healthcheck
| | echo 1

interval: 30s
timeout: 3s
retries: 12
env_file: stack.env
environment:
PROJECT: S${AF PROJECT}
VAULT ENABLE: S {VAULT_ENABLE }
VAULT SKIP VERIFY: ${VAULT_SKIP_VERIFY}
VAULT ADDR: S {VAULT_ADDR}
VAULT ROLE ID: ${VAULT ROLE ID}
VAULT SECRET ID: ${VAULT SECRET ID}
VAULT MOUNT POINT: S {VAULT_MOUNT_POINT}
VAULT SECRET PATH: S{VAULT_SECRET_PATH}
volumes:
- /mnt/nfs/docker-data/vault:/usr/bin/vault
networks:
- demo-backend-network
deploy:
restart policy:
condition: on-failure
placement:
constraints:
- "node.labels.TAG == worker"
resources:
limits:
cpus: '4'
memory: 8G
reservations:
cpus: '4'
memory: 4G
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importer:
image:
registry.af.internal/antifraud/cloud/importer:latest
entrypoint: /opt/entrypoint.sh
command: /opt/.venv/bin/fastapi run main.py --host
0.0.0.0 —--port 6061

healthcheck:
test: curl -sS http://127.0.0.1:6061/healthcheck
| | echo 1

interval: 30s
timeout: 3s
retries: 12
env_file: stack.env
environment:
PROJECT: ${AF PROJECT}
VAULT ENABLE: S {VAULT_ENABLE }
VAULT SKIP VERIFY: ${VAULT_SKIP_VERIFY}
VAULT ADDR: S {VAULT_ADDR}
VAULT ROLE ID: ${VAULT ROLE ID}
VAULT SECRET ID: ${VAULT SECRET ID}
VAULT MOUNT POINT: S {VAULT_MOUNT_POINT}
VAULT SECRET PATH: S{VAULT_SECRET_PATH}
volumes:
- /mnt/nfs/docker-data/vault:/usr/bin/vault
networks:
- demo-backend-network
deploy:
restart policy:
condition: any
placement:
constraints:
- "node.hostname == ml-1"
resources:
limits:
cpus: '4'
memory: 8G
reservations:



cpus: '4'
memory: 4G

notificator:
image:
registry.af.internal/antifraud/cloud/notificator:latest
entrypoint: /opt/entrypoint.sh
command: /opt/.venv/bin/fastapi run main.py --host
0.0.0.0 ——port 8803

healthcheck:
test: curl -sS http://127.0.0.1:8803/healthcheck
| | echo 1

interval: 30s
timeout: 3s
retries: 12
env_file: stack.env
environment:
PROJECT: ${AF PROJECT}
VAULT ENABLE: S {VAULT_ENABLE }
VAULT SKIP VERIFY: S {VAULT_SKI P VERIFY }
VAULT ADDR: S{VAULT_ADDR}
VAULT ROLE ID: ${VAULT ROLE ID}
VAULT SECRET ID: ${VAULT SECRET ID}
VAULT MOUNT POINT: S {VAULT_MOUNT_POINT}
VAULT SECRET PATH: S{VAULT_SECRET_PATH}
volumes:
- /mnt/nfs/docker-data/vault:/usr/bin/vault
networks:
- demo-backend-network
deploy:
restart policy:
condition: any
placement:
constraints:
- "node.labels.TAG == worker"
resources:
limits:
cpus: 'o6'
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memory: 12G
reservations:

cpus: '4'

memory: 8G

classifier:
image:
registry.af.internal/antifraud/cloud/classifier:latest
hostname: demo classifier-1
entrypoint: /app/entrypoint.sh

command: ["uvicorn", "main:app", "--host",
"0.0.0.0"™, "--port", "6062"]
healthcheck:
test: curl -sS http://127.0.0.1:6062/healthcheck
| | echo 1

interval: 30s
timeout: 3s
retries: 12
env_file: stack.env
environment:
PROJECT : S{AF_PROJECT}
VAULT ENABLE: ${VAULT_ENABLE}
VAULT SKIP VERIFY: S{VAULT_SKIP_VERIFY}
VAULT ADDR: ${VAULT_ADDR}
VAULT ROLE_ID: ${VAULT ROLE ID}
VAULT SECRET ID: ${VAULT SECRET ID}
VAULT MOUNT POINT: S{VAULT_MOUNT_POINT}
VAULT SECRET PATH: ${VAULT_SECRET_PATH}
CUDA VISIBLE DEVICES: "0, 1"
NVIDIA VISIBLE DEVICES: "O,1"
volumes:
- /mnt/nfs/docker-data/vault:/usr/bin/vault
- /mnt/nfs/docker-data/.cache:/root/.cache
networks:
- demo-backend-network
deploy:
restart policy:
condition: on-failure
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placement:
constraints:
- "node.hostname == ml-1"
resources:
limits:
cpus: '12'
memory: 24G
reservations:
cpus: '4'
memory: 8G
generic resources:
- discrete resource spec:
kind: 'NVIDIA-GPU-0'
value: O
- discrete resource spec:
kind: 'NVIDIA-GPU-1'
value: O

networks:
demo-frontend—-network:
external: true

demo-backend-network:
external: true
[lpyMevanme: YOernurecb, UTO OOpa3El NOCTYIIHH B BalleM
registry miam 3aMeHuTe IIYyTM Ha aKTyaJibHHE.

4.2 PaseBepThBaHMe uepes Docker Swarm

[looroToBKa Y3JIOB Swarm

# Ha ynparnsiomeM y3je coB3lanTe MeTKM i y3JIOB

docker node update --label-add TAG=worker <node-id>
docker node update --label-add TAG=ml <node-id> # [Ins
y3Jjila ¢ GPU

# NpoBepka MeTOK
docker node inspect <node-id> | grep -A 5 Labels
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PasBepTHIBaHME CTEKa
# Ilepexon B AuMpeKTOpPMIO C KOHbMIypaumen
cd /opt/demo/config

# PasBepTiBaHMEe CTeka
docker stack deploy -c docker-compose.stack.yaml demo

# IpoBepka cTaTyca CepBUCOB
docker stack services demo
docker stack ps demo

4.3 KoHbpurypaums MMKpPOCEPBMCOB

API-cepBHuC

API-cepBuC TpebyeT IOONOJIHUTEJIBHOM HACTPOMKM IIepPEMEHHEIX
okpyxeHMsda. JobaBbTe B stack.env:

# API HacCTpOMKM

API DEBUG=false

API HOST=0.0.0.0

API PORT=8000

DATABASE URL=sqglite:///antifraud.db

CDR-cepeHC

CDR-cepBuUC TpebyeT HacTpoMku nomkjwodeHusa kK ClickHouse u

Kafka. Ybemurech, uTo B Vault HaCcTpOEHH:
- CDR KAFKA URL - agpec Kafka Opoxkepa
- CDR HOST - ampec ClickHouse
- CDR_PORT - mopt ClickHouse (no ymomyaHmio 8123)
- CDR DATABASE - mMa 0Oa3bl OAHHBIX
- CDR USER - nosbs3oBaTesb ClickHouse
— CDR_PASSWORD - mapoJsib ClickHouse

Classifier-cepsuc
Classifier-cepBuc Tpebyer GPU nnsa paboTel. YbemmTecsh,
uTo:
1.¥Y3en mmvmeer NVIDIA GPU C yCTaHOBJIEHHEIMM IpalbBepaMu
2.¥YcrTaHoBJyieH nvidia-container-toolkit:
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# YcranoBka nvidia-container-toolkit
distribution=$ (. /etc/os-release;echo $IDSVERSION ID)
curl -s -L https://nvidia.github.io/nvidia-
docker/gpgkey | sudo apt-key add -

curl -s -L https://nvidia.github.io/nvidia-
docker/Sdistribution/nvidia-docker.list | sudo tee
/etc/apt/sources.list.d/nvidia-docker.list

sudo apt-get update
sudo apt-get install -y nvidia-container-toolkit
sudo systemctl restart docker
3.B Docker Swarm HacTpOeHH generic resources nnusa GPU

Importer-cepeuc
Importer-cepBucC TpebOyeT HACTPOMKM NOOKJIOUEHMS K BHEIHUM
MCTOUYHMKAM HOaHHEIX. HacTpowTe B Vault:

- IMPORTER KAFKA URL - agpec Kafka

- IMPORTER PBX HOST - ampec PBX (Asterisk)

- IMPORTER PBX PORT - mopT PBX

Notificator-cepeuc
Notificator-cepBuc TpebyeT HACTPOMKM KaHAaJIOB
yBenomyieHuM . HacTpowmTe B Vault:
- NOTIFICATOR TELEGRAM BOT TOKEN - TokeH Telegram
toTa
- NOTIFICATOR TELEGRAM CHAT ID - ID uyaTa mndg
YyBEeIOMJIEHUM
- NOTIFICATOR EMAIL SMTP HOST - SMTP cepsep
- NOTIFICATOR EMAIL SMTP PORT - SMTP mopT
- NOTIFICATOR EMAIL FROM - ampec OTHpaBUTEJNA
- NOTIFICATOR EMAIL TO - ampeca moJjiydyarTejen

5. Nanumanmusaumsi 6a3s OAaHHBIX

5.1 Cosgpmanme Tabimmuy ClickHouse

[NooxmounuTech K ClickHouse m BrIOJIHMTEe SQL-CKPUIIT:
# HNopkniouenme k ClickHouse

docker exec -it clickhouse clickhouse-client
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# BrmmonxHenme SQL-ckpumnra

Cosmarite ¢arin clickhouse init.sql:
CREATE TABLE IF NOT EXISTS calls (

call id String,

start time DateTime,

stop time DateTime,

duration UInt32,

direction String,

geolocation String,

from String,

from ip String,

from codek String,

from freq String,

from channels String,

to String,

to ip String,

to codek String,

to freq String,

to channels String,
) ENGINE = ReplacingMergeTree
ORDER BY call id;

CREATE TABLE IF NOT EXISTS frauds (
call id String,
is valid UInt8 DEFAULT O,
notification time DateTime,
metric Float32,
keywords Array (String),
) ENGINE = ReplacingMergeTree
ORDER BY call id;

CREATE TABLE IF NOT EXISTS frauds log
call id String,
tstamp DateTime,
is fraud UInt8 DEFAULT O,
text String,

(
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metric Float32,
keywords Array(String),
org String DEFAULT '',
category String DEFAULT '',
) ENGINE = MergeTree
ORDER BY tstamp
TTL tstamp + INTERVAL 3 DAY;

CREATE TABLE IF NOT EXISTS fraudwords
(

id UInto64,

text String,

score Floato4,

created at DateTime,

updated at DateTime,
)
ENGINE = ReplacingMergeTree (updated at)
ORDER BY 1id
SETTINGS index granularity = 8192;

BuIIIOJIHMTE CKPMIIT @
docker exec -i clickhouse clickhouse-client <
clickhouse init.sql

5.2 Hacrpomka PostgreSQL mns Controller
# NopkimoueHme k PostgreSQL
docker exec -it postgres psgl -U admin -d antifraud

# IpumMenHeHMe Murpaumi (ecnm mcnoydssyercss Alembic)
# Murpaummy NDPUMEHSIIOTCS aBTOMATUMYECKM NpPM Balycke
Controller-cepBuca

6. I[lpoeepka paboTocnocobHoCTM

6.1 Ipoeepxa healthcheck »HznomuTOB
[lpoBepbTE IOOCTYINHOCTL KaXIOI'O CepBUCA:
# CDR-cepruC

curl http://localhost:8800/healthcheck
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# Importer-cepsuc
curl http://localhost:6061/healthcheck

# Notificator-cepeuc
curl http://localhost:8803/healthcheck

# Classifier-cepreuc
curl http://localhost:6062/healthcheck

# API-cepBuc (ecim pasBepHYT)
curl http://localhost:8000/healthcheck

OxmpmaeMemt oreeT: {"status": "ok"} wmnam axHasmormMuHemt JSON
c mHOoOpMaLUMey O cTaTyce.

6.2 [lpoBepka MNOIOKJIOYEHMM K SBaBMCHUMOCTSIM

IpoBepkxa ClickHouse

docker exec -1t clickhouse clickhouse-client --query
"SELECT count () FROM system.tables WHERE
database='cdr'"

llpoeepka Kafka/RedPanda
docker exec -it redpanda rpk topic list

[Ipoeepka Vault
vault status
vault kv get demo/settings

6.3 TecTuMpoBaHME OCHOBHEHX (QyHKIMM

TecT obpaborkm CDR

OrnpaBbTe TecTOBOe coOwTMe B Kafka:

# CospauHme TecTOBOI'O TOIMKA

docker exec -it redpanda rpk topic create test-cdr

# OrnpaBka TecCTOBOIO COO6GWEeHMUS

docker exec -it redpanda rpk topic produce test-cdr --
key test-key --value '{"call id":"test-

123", "from":"+79001234567","to":"+79007654321"}"
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[lpoBepbTe jorm CDR-cepBuca:
docker service logs demo cdr --tail 50

Tect Classifier

OTnpaBbTe TECTOBEIM 3alpOC Ha TPaHCKpuOalLMo:

curl -X POST http://localhost:6062/classify \
-H "Content-Type: application/json" \

_d '{
"audio url": "http://example.com/test.wav",
"call id": "test-123"

} '

7. HacTpoMka MOHMTOPMHIA
7.1 Uurerpaumust ¢ Prometheus/Grafana
Hactpomka Prometheus
CozmanTe kOHOMI'ypauuio Prometheus nmna cOopa MeTPUK:
# prometheus.yml
global:
scrape interval: 15s

scrape configs:

- Job name: 'demo-cdr'
static configs:
- targets: ['cdr:8800"']
- Job name: 'demo-classifier'
static configs:
- targets: ['classifier:6062"]
- Job _name: 'demo-notificator'

static configs:
- targets: ['notificator:8803"']

Hacrpomka Grafana
1.VivMnopTHupynTe namwbopnbl IJiS MOHMTOPMHI'A CEPBMCOB
2 .HacTporTe MCTOUHMKM IOaHHBEIX (Prometheus, Loki)
3.Co3manTe aJyiepThl IJI KPUTUUECKUX MEeTPUK
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7.2 Hactpolka JjorupoBaHusa (Loki)
HacTpomnTe cbop JjoroB B Loki:
# docker-compose gmnst Loki
version: '3.9'
services:
loki:
image: grafana/loki:latest
ports:
"3100:3100"
volumes:
- ./loki-config.yml:/etc/loki/local-config.yaml
- loki-data:/loki
command: -config.file=/etc/loki/local-config.yaml

volumes:
loki-data:

7.3 HacTpomka Zabbix (onumoHaNbBHO)
Inga uvHTerpauuu cC Zabbix:
1.YcraHoBuTe Zabbix Agent Ha yz3jgax Swarm
2 .HacrporTe wabJyioHBE OJjid MOHMTOpMHTa Docker
KOHTEMHEPOB
3.CozmanTe TPUITEPH OJS KPUTUUYECKUX COOBITUM

8. YcrpaHeHMe HemnoJamok

8.1 TunmuHble NpPoO6IEeMH M PpeleHUs
Ipobynema: CepBUCH He 3allyckKalTcCsd
PeumeHnne :

# IpoBepka JIOT'OB cepBHCA

docker service logs demo cdr --tail 100

# IlpoBepka cTaTyca cepBuca
docker service ps demo cdr

# IlpoBepka OOCTYIHOCTM BaBUCHMOCTEM

docker exec -1t clickhouse clickhouse-client --query
"SELECT 1"

docker exec -it redpanda rpk cluster info



Ipobaema: OwmmbOKM MNOIKJIOUEHMS kK Vault
PemeHnne :

# Ipomepka mocTynHocTu Vault

curl -k S${VAULT ADDR}/vl/sys/health

# IlpoBepka NEepPEeMeHHHX OKPYXEeHUS
docker service inspect demo cdr --pretty |
Env

# IpoBepka npaBunsHOCTM Role ID m Secret ID
vault read auth/approle/role/antifraud/role

Dpobynema: Classifier He ucnomnbzyeT GPU
Pemenne :
# IpoBepka gmocTynHocTM GPU B KOHTeMHepe

grep -A 20

-1d

docker exec -it <classifier-container-id> nvidia-smi

# IIpoBepka HaACTpPOMKM generic resources
docker node inspect <node-id> | grep -A 10
GenericResources

# Iepesanyck cepBuCa C NPaBUILHEMM HACTPOMKaMM

docker service update --constraint-add
"node.hostname==ml-1" demo classifier

Dpo6rmema: Oumbxu 3anucu B ClickHouse
Pemenmne:

# IpoBepka nopkiodeHuss k ClickHouse

docker exec -it clickhouse clickhouse-clien
"SELECT version()"

# IlpoBepka mpaB JocTyna IIOJb3OBaTENs
docker exec -it clickhouse clickhouse-clien

"SHOW GRANTS FOR admin"

# NpoBepka cymecTBOBaHMsT Tabawmi

t —-—-query

t —-—-query
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docker exec -it clickhouse clickhouse-client --query
"SHOW TABLES FROM cdr"

8.2 Jlorm M I»mMarHOCTHMKA

[lpocMOTP JIOT'OB CEPBMUCOB

# Jlorm KOHKpPeTHOI'O cCepBMCa

docker service logs demo cdr --tail 100 -f

# JloTm BCex CepBMCOB CTeKa
docker stack services demo --format "{{.Name}}" | xargs
-I {} docker service logs {} --tail 50

# Jlorm c dunesTpaumer no ypoBHIO
docker service logs demo cdr 2>&l1 | grep ERROR

IMarHoCTUKa CeTu
# Ipomepka cerem Docker
docker network inspect demo-backend-network

# IpoBepka MNOIKIINOYEHMSI KOHTEMHEPOB K CeTHu
docker network inspect demo-backend-network | grep -A 5
Containers

# TecT noxkioYeHMUsT MeXAY KOHTeMHepaMm
docker exec -1t <container-id> ping <target-container-
name>

IrarHocTmKa pPecypCcoB

# Mcrnonmebs30BaHMEe pPecypCoOB y3JiaMm

docker node 1s

docker node inspect <node-id> | grep -A 10 Resources

# CraTucTuka KOHTENHEpPOB
docker stats $ (docker ps -q)
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8.3 BoccTaHOBJEeHMe nocjie cboer

[lepesalyCcKk CepBMCOB
# IlepeBanyck KOHKPETHOI'O CepBMCa
docker service update --force demo cdr

# Iepesanyck Bcero crTeka
docker stack rm demo
docker stack deploy -c docker-compose.stack.yaml demo

BoccTaHOBJIEHME IOaHHBIX

# PesepBHOe kommpoBaHme ClickHouse

docker exec clickhouse clickhouse-client --query
"BACKUP DATABASE cdr TO Disk ('backups', 'backup $ (date
+3%Y%m%d) .zip"') "

# BoccTaHOBNIEeHMe M3 pPeBepBHOM KONNUM

docker exec clickhouse clickhouse-client --query
"RESTORE DATABASE cdr FROM Disk ('backups',
'"backup YYYYMMDD.zip')"
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[Ipunoxenmue A: [lepeMeHHEIe OKPYXeHUST

OCHOBHEIE I[IepeMeHHEIE IIPOEKTa

[lepeMeHHas1 Onmucanmue [IpuMep
BHaYEHUS
PROJECT Mg npoexTa Swarm demo
AF PROJECT Ma npoexTa demo
aHTudpoma
VAULT ENABLE BrJIIOUMTH ves
MCIOJIb30BaHme Vault
VAULT SKIP VERIFY [lponyCcTUTL MIPOBEPKY true

SSL ceprudomkaTa
Vault

VAULT ADDR

Ampec Vault cepsepa

https://vault.
af.internal

VAULT MOUNT POINT Touka MOHTUPOBaHUA demo
Vault
VAULT SECRET PATH [lyTe K cekpeTam settings

VAULT ROLE_ID

Role ID mna AppRole

(13 Vault)

VAULT SECRET ID Secret ID gnnsa (13 Vault)
AppRole
[lepemeHnHele CDR-cepBUCa
[lepeMeHnHast Onmucaume 3rHauenmne no
YMOJIYaHAIO
CDR KAFKA URL URL Kafka ©Opokepa kafka:9092
CDR_HOST Apnpec ClickHouse clickhouse
CDR_PORT [TopT ClickHouse 8123
CDR_ DATABASE Mg ©asbl OaHHBIX cdr
CDR TIMEOUT TarMayT omnepaumn 60
(cexk)
CDR_SAVE WAV BxioumMTes 3amnmMchb true
aynouo
CDR_AUDIO DIR KaTamnor aynuodansion /opt/audio
CDR S3 URL URL S3 xpaHuIuia (mycTo)
CDR S3 BUCKET Mmsa S3 bucket (nmycTo)
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[Ipunoxenmue B: [lonesHEEe KOMaHIEH
YnpaeJjieHue Docker Swarm
# IlpocMoTp BCex CEpPBMCOB

docker service 1ls

# HeTanbHada mHOOpMaLMa O CepBUCE
docker service inspect demo cdr

# MacmTabupoBaHMe CepBUCa
docker service scale demo cdr=3

# OOHOBJIeHMEe oOpasa cepBUCa

docker service update --image
registry.af.internal/antifraud/cloud/cdr:new-tag
demo cdr

MOHUTOPUHT

# Craryc cTeka
docker stack ps demo

# McnosmszoBaHME pecypCcOB
docker stats

# CobrTmst Swarm
docker events
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3axinoueHne

[locyile  BHIIOJIHEHMSA BCexX WaTl'0OB MHCTPYyKUMM  [JjaTdopma
"BosiHa" moJspkHa OBITH  IIOJIHOCTBIO pPa3BEepHyTa M TI'OTOBa K
pabore. YOemmTecChb, UYTO BCEe CEPBUCH paboTamnT KOPPEKTHO,
BEIIIOJIHMB [POBEPKM M3 pas3zeysa 6. I[lpr BO3HUKHOBEHUU

npobjyieMm obpamamTech k paziejy 8 "YcTpaHeHUe HernoJjanmok"
WY K TEeXHUUECKOM INOLNIEpPXKE.
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