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Solar 4RAYS. ɺʩʝʛʜʘ ʘʢʪʫʘʣʴʥʳʝ ʟʥʘʥʠʷ ʦʙ ʫʛʨʦʟʘʭ

200+ ʄʃʈɼ

ʩʦʙʳʪʠʡʚ ʩʫʪʢʠ
ʨʝʛʠʩʪʨʠʨʫʶʪ
ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ
ʩʝʥʩʦʨʳ

3+ʄʃʅ

ʧʦʜʪʚʝʨʞʜʝʥʥʳʭ 
ʠʥʮʠʜʝʥʪʦʚʚ ʩʫʪʢʠ
ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ 
ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ 
ʩʝʥʩʦʨʦʚ

1+ʄʃʅ
ʜʝʡʩʪʚʠʡ
ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ
ʬʠʢʩʠʨʫʝʪʩʝʪʴ
ʭʘʥʠʧʦʪʦʚ

200+
ʧʨʦʚʝʜʝʥʥʳʭ
ʨʘʩʩʣʝʜʦʚʘʥʠʡ

600+
ʧʨʦʝʢʪʦʚ ʧʦ ʦʮʝʥʢʝ 
ʟʘʱʠʱʝʥʥʦʩʪʠ 
(ʦʪ ʧʝʥʪʝʩʪʘ ʜʦ 
ʵʤʫʣʷʮʠʠ APT-ʘʪʘʢ)

ʦʪ ʩʦʙʩʪʚʝʥʥʳʭ ʉɿʀ 
ʠ ʩʝʨʚʠʩʦʚ ʀɹ

100+
ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ 
ʩʘʡʪʦʚ, ʙʣʦʛʦʚ ʠ ʜʨʫʛʠʭ 
ʨʝʩʫʨʩʦʚ

200+
ʥʦʚʦʩʪʝʡ 
ʦʢʠʙʝʨʫʛʨʦʟʘʭ 
ʚ ʤʝʩʷʮ



ʂʦʤʘʥʜʳ Solar 4RAYS

THREAT HUNTING

ʈʘʟʨʘʙʦʪʢʘʜʝʪʝʢʪʠʨʫʶʱʝʡʣʦʛʠʢʠʥʘʭʦʩʪʦʚʦʤ
ʠʩʝʪʝʚʦʤʫʨʦʚʥʝʥʘʦʩʥʦʚʝʧʦʩʪʦʷʥʥʦʛʦʘʥʘʣʠʟʘ
ʧʫʙʣʠʯʥʳʭʠ ʧʨʠʚʘʪʥʳʭTI/DFIR-ʦʪʯʝʪʦʚ

ʌʦʨʤʠʨʦʚʘʥʠʝʠ ʧʨʦʚʝʨʢʘʛʠʧʦʪʝʟʧʦʜʝʪʝʢʪʠʨʦʚʘʥʠʶ
ʠ ʧʦʠʩʢʫʘʢʪʫʘʣʴʥʳʭ/ʧʨʦʜʚʠʥʫʪʳʭʪʝʭʥʠʢʠ ɺʇʆ

ʀʩʩʣʝʜʦʚʘʥʠʝʵʬʬʝʢʪʠʚʥʦʩʪʠʨʘʟʣʠʯʥʳʭʤʝʪʦʜʦʚ
ʦʙʥʘʨʫʞʝʥʠʷʫʛʨʦʟʚ ʨʘʟʣʠʯʥʳʭʆʉ

DIGITAL FORENSIC

ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ

ɺʳʷʚʣʝʥʠʝ ʩʣʝʜʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (Compromise 
Assessment)

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʟʘʱʠʱʝʥʥʦʩʪʠ 
ʥʘʦʩʥʦʚʝ ʜʘʥʥʳʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʠ Compromise 
Assessment

4RAYS

ɺʳʧʫʩʢ ʩʪʘʪʝʡ ʠ ʦʪʯʝʪʦʚ ʦʙ ʘʢʪʫʘʣʴʥʳʭ ʢʠʙʝʨʫʛʨʦʟʘʭ

THREAT INTELLIGENCE

Cʙʦʨ, ʘʥʘʣʠʟʠ ʦʙʦʛʘʱʝʥʠʝʜʘʥʥʳʭïʬʦʨʤʠʨʦʚʘʥʠʝ
TI Feeds

ʆʪʩʣʝʞʠʚʘʥʠʝʛʨʫʧʧʠʨʦʚʦʢ, ʚʳʷʚʣʝʥʠʝʠʭʪʘʢʪʠʢ, 
ʪʝʭʥʠʢ, ʤʦʪʠʚʘʮʠʠ, ʮʝʣʝʡʘʪʘʢ

ɸʥʘʣʠʟʠʥʩʪʨʫʤʝʥʪʘʨʠʷʛʨʫʧʧʠʨʦʚʦʢ



ʇʦʩʪʘʚʢʘ ʟʥʘʥʠʡʦʙʘʢʪʫʘʣʴʥʳʭʢʠʙʝʨʫʛʨʦʟʘʭ

ʉʙʦʨ, ʦʙʨʘʙʦʪʢʘ, ʢʘʪʝʛʦʨʠʟʘʮʠʷʠ ʦʮʝʥʢʘʨʝʣʝʚʘʥʪʥʦʩʪʠ
ʜʘʥʥʳʭ

ʈʝʪʨʦʩʧʝʢʪʠʚʥʳʡʘʥʘʣʠʟʩʦʙʳʪʠʡ

˿˩˾ˤˮ˿̍ {h[!w W{h/Σ {h[!w a{{˽˾˻˨̂˴́̍ {h[!w ²9.twh·¸Σ {h[!w bDC²

IP URL ˨͔ͦͣͤͤ·͔ ͙͔ͣͤ͊̆ ͔΄͙ ˽͍͙ͪ͊͊͡ ͔͔͙͍͙͒ͭͭͪͦ͊ͤ͟Ύ

ʉʙʦʨ, ʦʙʨʘʙʦʪʢʘ ʠ ʦʙʦʛʘʱʝʥʠʝ ʜʘʥʥʳʭ

ɺʦʩʧʨʦʠʟʚʝʜʝʥʠʝ ʚ ʣʘʙʦʨʘʪʦʨʥʳʭ ʫʩʣʦʚʠʷʭ

ʉʪʘʪʠʯʝʩʢʠʡ ʠ ʜʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ 

ɺʳʷʚʣʝʥʠʝ ʦʩʦʙʝʥʥʦʩʪʝʡ, ʠʟʚʝʩʪʥʦʛʦ ʧʦʯʝʨʢʘ

ʆʧʦʚʝʱʝʥʠʷʦ ʥʦʚʳʭʫʷʟʚʠʤʦʩʪʷʭ, ʥʘʣʠʯʠʠʜʣʥ̫ʠʭPoC, 
ʘʪʘʢʞʝʤʝʪʦʜʘʭʩʤʷʛʯʝʥʠʷ



ˢ˹ˢ˶ˮ́ˮ˴ˢ ̇˩˶˩ˤ̍̆ 
˴ˮˣ˩˾ˢ́ˢ˴ нлнп
[˥͍͊ͤ͡·͔͙͔͔͙ͣͤͤ͘Ύ͙͔͋ͪ͊ͤ͒͟͡΄͊ͺͭ͊ͼ͔͔͍͡·ͻ͊ͭ͊͟]







ʉʧʦʩʦʙʳ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ

ʉʘʤʳʤʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʩʧʦʩʦʙʦʤʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦʧʨʦʥʠʢʥʦʚʝʥʠʷʚ ʘʪʘʢʦʚʘʥʥʳʝʠʥʬʨʘʩʪʨʫʢʪʫʨʳ
ʚʪʦʨʦʡʛʦʜʦʩʪʘʶʪʩʷʫʷʟʚʠʤʦʩʪʠʚ ʢʦʨʧʦʨʘʪʠʚʥʳʭʧʨʠʣʦʞʝʥʠʷʭ, ʜʦʩʪʫʧʥʳʭʠʟʠʥʪʝʨʥʝʪʘ(ʧʦʯʪʦʚʳʝ
ʩʝʨʚʝʨʳ, ʦʪʜʝʣʴʥʳʝʢʦʤʧʦʥʝʥʪʳʚʝʙ-ʩʝʨʚʝʨʦʚ, ʙʘʟʜrʘʥʥʳʭ, ʩʠʩʪʝʤʳʢʦʥʪʨʦʣʷʚʝʨʩʠʡ, ʪʨʝʢʝʨʳʟʘʜʘʯ, 
ʙʘʟʟrʥʘʥʠʡʠ ʪ.ʜ.). 

ʆʜʥʘʢʦʚ 2024 ʛʦʜʫʜʦʣʪ̫ʘʢʠʭʠʥʮʠʜʝʥʪʦʚʩʦʢʨʘʪʠʣʘʩʴʥʘ10 ʧʨʦʮʝʥʪʥʳʭʧʫʥʢʪʦʚ, ʜʦ46%. 

ʀʩʪʦʯʥʠʢ: ʦʪʯʝʪ Solar 4RAYS

56%
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46%

37%
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6%

̂Ύ͍͙ͣͦͫͭ͘Έ ͍ ͍͔͋-͙͔͙͙ͨͪͦ͗ͤ͡

˿͔͙͍ͦͣͨͪͦͣͭͪͦ͊ͤͤ͟·͔ ͯ;͔ͭͤ·͔ ͒͊ͤͤ·͔

͙̅΄͙͎ͤ

˨͍͔͙͔ͦͪͭ͡Έͤ·͔ ͦͭͤͦ΄͔͙ͤΎ 



ɼʣʠʪʝʣʴʥʦʩʪʴ ʠʥʮʠʜʝʥʪʦʚ

ɺ 2024 ʛʦʜʫʙʳʣʦ ʚʳʷʚʣʝʥʦ ʙʦʣʴʰʝʘʪʘʢ, ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴʢʦʪʦʨʳʭʥʝʧʨʝʚʳʰʘʣʘʥʝʜʝʣʠ. ɻʦʜʦʤʨʘʥʝʝ
ʙʦʣʴʰʘʷʯʘʩʪʴʘʪʘʢʜʣʠʣʘʩʴʦʪ1 ʜʦ6 ʤʝʩʷʮʝʚʩ ʤʦʤʝʥʪʘ ʧʝʨʚʠʯʥʦʛʦ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʜʦ ʨʝʘʣʠʟʘʮʠʠ. 

ʊʘʢʞʝʤ ʩrʪʘʣʠʚʳʷʚʣʷʪʴʙʦʣʴʰʝʘʪʘʢʜʣʠʪʝʣʴʥʦʩʪʴʶʜʦʜʚʫʭʣʝʪʠ ʙʦʣʝʝïʚ 2023 ʛʦʜʫʥʘʠʭʜʦʣʧʁʨʠʰʣʦʩʴ
13%, ʘ ʚ 2024 ïʫʞʝ25%.

ɺ ɻʪʦʤʛʦʜʫʤ ʫrʯʘʩʪʚʦʚʘʣʠ ʚ ʨʘʩʩʣʝʜʦʚʘʥʠʠʥʝʩʢʦʣʴʢʠʭʘʪʘʢ, ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴʢʦʪʦʨʳʭʩʦʩʪʘʚʣʷʣʘʦʢʦʣʦ3,5 
ʣʝʪ, ʘ ʚ ʦʜʥʦʤʩʣʫʯʘʝʩʣʝʜʢrʦʤʧʨʦʤʝʪʘʮʠʠʠʤʝʶʪʚʦʟʨʘʩʪʙʦʣʝʝʩʝʤʠʣʝʪ.

ʀʩʪʦʯʥʠʢ: ʦʪʯʝʪ Solar 4RAYS



ʊʨʝʥʜʳ2024 

-

Å1-ʝ ʤʝʩʪʦ: ʫ̫ ʟʚʠʤʦʩʪʴʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ

Å2-ʝ ʤʝʩʪʦ: ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝʘʢʢʘʫʥʪʳ

Å3-ʝ ʤʝʩʪʦ: ʬʠʰʠʥʛ

ʇʨʦʥʠʢʥʦʚʝʥʠʝʯʝʨʝʟʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ
ʜʦʚʝʨʠʪʝʣʴʥʳʤʠʦʪʥʦʰʝʥʠʷʤʠʥʝ ʟʘʥʠʤʘʝʪʚʝʜʫʱʫʶ 
ʧʦʟʠʮʠʶ ʚ ʩʪʘʪʠʩʪʠʢʝ, ʦʜʥʘʢʦʥʝʩʪʦʠʪʥʝʜʦʦʮʝʥʠʚʘʪʴ
ʵʪʦʪʚʝʢʪʦʨ ʧʦʣʫʯʝʥʠʷʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦʜʦʩʪʫʧʘ. 

ʇʨʘʢʪʠʯʝʩʢʠʚʩʝʛʜʘʧʦʜʨʷʜʯʠʢʠʠʤʝʶʪ
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʝʫʯʝʪʥʳʝʟʘʧʠʩʠ, ʘ ʠʥʦʛʜʘʠ ʧʨʘʚʘ
ʥʘʚʳʧʦʣʥʝʥʠʝʨʘʟʣʠʯʥʦʛʦʨʦʜʘʜʝʡʩʪʚʠʡ. ʀʜʦʩʪʫʧ
ʢ ʨʘʟʣʠʯʥʳʤʩʠʩʪʝʤʘʤʠ ʩʝʛʤʝʥʪʘʤʩʝʪʠʦʢʘʟʳʚʘʝʪʩʷ
ʠʟʙʳʪʦʯʥʳʤ. 

ʊʘʢʞʝʪʨʫʜʥʦʩʪʠʚ ʚʳʷʚʣʝʥʠʠʥʝʣʝʛʠʪʠʤʥʦʡ
ʘʢʪʠʚʥʦʩʪʠʪʘʢʠʭʋɿ ʩʚʷʟʘʥʳ ʩʚʦʟʤʦʞʥʦʩʪʴʶ
ʚʳʧʦʣʥʝʥʠʷʧʦʜʨʷʜʥʳʭʨʘʙʦʪʚ ʣʶʙʦʝʚʨʝʤʩ̫ʫʪʦʢ. 

ʅʘʧʨʠʤʝʨ, ʦʜʥʘ ʠʟ ʨʘʩʩʣʝʜʦʚʘʥʥʳʭ ʥʘʤʠ ʘʪʘʢ ʙʳʣʘ 
ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʨʝʣʠʛʠʦʟʥʫʶ ʦʨʛʘʥʠʟʘʮʠʶ.

ʅʝʢʦʪʦʨʳʝʛʨʫʧʧʠʨʦʚʢʠʩʪʘʨʘʶʪʩʷʤʘʢʩʠʤʘʣʴʥʦ
ʦʧʝʨʘʪʠʚʥʦʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴʩʚʝʞʠʝʫʷʟʚʠʤʦʩʪʠ. 
ɸʪʘʢʫʶʱʠʤʥʫʞʥʦʚʩʝʛʦʥʝʩʢʦʣʴʢʦʯʘʩʦʚ, ʯʪʦʙʳʚʟʷʪʴ
Proof-of-concept ʠ ʠʩʧʦʣʴʟʦʚʘʪʴʝʛʦʚ ʨʝʘʣʴʥʳʭʘʪʘʢʘʭ, 
ʧʦʣʴʟʫʷʩʴʪʝʤ, ʯʪʦʤʥʦʛʠʝʤʦʛʣʠʥʝʫʩʧʝʪʴʧʨʠʤʝʥʠʪʴ
ʧʘʪʯʠʙʝʟʦʧʘʩʥʦʩʪʠ.



˾ˢ˭ˣ˻˾ ˴˩˯˿˻ˤ 
˾ˢ˿˿˶˩˨˻ˤˢ˹ˮ˯ 
2024
[˥͙͍͙͙ͪͯͨͨͪͦ͟ ͦͫ ͔͙ͦ͋ͤͤͦͫͭ͊ͭ͊͟. ˹ ͔ͦ͋·;ͤ·͔͙͙͙ͭ͊ͭ͟͟ ͔ͭ ͻ͙͙ͤ͟]



ˢ́ˢ˴̂̑̋ˮ˩ 
˥˾̂˽˽ˮ˾˻ˤ˴ˮ 
ˮ ˻˿˻ˣ˩˹˹˻˿́ˮ 
ˢ́ˢ˴



Shedding
Zmiy

Puma/Kitsune (ʅʦʚʦʝ)

Bulldog Backdoor

Gsocket

Facefish

Sliver

Mimikatz

SoftPerfect Network Scanner

nmap

fscan

Psexec

RemCom

ssh-snake

chisel

resocks

Metasploit

Cobalt Strike 

ʅʘʨʘʱʠʚʘʶʪʘʨʩʝʥʘʣ, ʥʘʯʠʥʘʶʪʠʩʧʦʣʴʟʦʚʘʪʴʇʆ, ʢʦʪʦʨʦʝ
ʨʘʥʝʝʥʝʠʩʧʦʣʴʟʦʚʘʣʠ. ɺ 24 ʛʦʜʫʥʘʙʣʶʜʘʣʠʝʱʝʥʝʦʧʠʩʘʥʥʳʡ
ʚ ʥʘʰʠʭʧʨʝʜʳʜʫʱʠʭʩʪʘʪʴʷʭʦʙʨʘʟʝʮïSparkRAT. ɺ ʢʦʥʮʝʛʦʜʘ
ʦʙʥʘʨʫʞʠʣʠʥʦʚʳʡʨʫʪʢʠʪPuma/Kitsune.

ʇʨʠʤʝʥʷʶʪʦʧʳʪAPT-ʛʨʫʧʧʠʟʜʨʫʛʠʭʨʝʛʠʦʥʦʚ:

Åʫʪʠʣʠʪʳfscan- ʪʝʭʥʠʢʠDLL sideloading
ÅʵʢʩʧʣʫʘʪʘʮʠʷʫʷʟʚʠʤʦʩʪʠʜʝʩʝʨʠʘʣʠʟʘʮʠʠViewState, 
ʘʢʪʠʚʥʦʝʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝʢʦʪʦʨʦʡʩ 2020 ʛʦʜʘ
ʩʚʦʡʩʪʚʝʥʥʦʘʟʠʘʪʩʢʠʤʛʨʫʧʧʠʨʦʚʢʘʤ

ʈʘʟʙʦʨʨʘʩʩʣʝʜʦʚʘʥʠʡ7 ʢʝʡʩʦʚʘʪʘʢ. ʂ ʩʪʘʪʴʝŸ

ʈʘʟʙʦʨ: ʢʘʢShedding Zmiy ʠʩʧʦʣʴʟʫʝʪʥʝʜʦʟʘʢʨʳʪʫʶʫʷʟʚʠʤʦʩʪʴ
Microsoft. ʂ ʩʪʘʪʴʝŸ

ʋʛʣʫʙʣʝʥʥʳʡʪʝʭʥʠʯʝʩʢʠʡʘʥʘʣʠʟʠʥʩʪʨʫʤʝʥʪʘʨʠʷShedding Zmiy.
ʂ ʩʪʘʪʴʝŸ

ʀʥʩʪʨʫʢʮʠʷʧʦʦʙʥʘʨʫʞʝʥʠʶʵʢʩʧʣʫʘʪʘʮʠʠʫʷʟʚʠʤʦʩʪʝʡʠʟ
ʘʨʩʝʥʘʣʘShedding Zmiy. ʂ ʩʪʘʪʴʝŸ

ʐʧʠʦʥʘʞ ʠ ʫʥʠʯʪʦʞʝʥʠʝ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ

ʀʊ-ʢʦʤʧʘʥʠʠ, ʢʦʤʧʘʥʠʠ
ʵʥʝʨʛʝʪʠʯʝʩʢʦʛʦʩʝʢʪʦʨʘ, ʪʝʣʝʢʦʤ, 
ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝʦʨʛʘʥʠʟʘʮʠʠʠ ʪ.ʜ.

ɺʦʩʪʦʯʥʦʝʚʨʦʧʝʡʩʢʘʷʛʨʫʧʧʠʨʦʚʢʘ
(ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦʫʢʨʘʠʥʩʢʘʷ)

https://rt-solar.ru/solar-4rays/blog/4333/
https://rt-solar.ru/solar-4rays/blog/4408/
https://rt-solar.ru/solar-4rays/blog/4440/
https://rt-solar.ru/solar-4rays/blog/4527/


Lifting
Zmiy

ʐʧʠʦʥʘʞ ʠ ʫʥʠʯʪʦʞʝʥʠʝ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ

ʊʝʣʝʢʦʤ-ʧʨʦʚʘʡʜʝʨ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ 
ʦʨʛʘʥʠʟʘʮʠʠ

ɺʦʩʪʦʯʥʦʝʚʨʦʧʝʡʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ 
(ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʫʢʨʘʠʥʩʢʘʷ)

mig-logcleaner

NHAS/reverse_ssh

ssh-it

ssh-snake

Empire

Responder

proxychains3

crackmapexec 

kerbrute

ʅʝʧʨʠʤʝʥʷʪʁ ʩʣʦʞʥʳʝʪʝʭʥʠʢʠInitial Access, ʧʦʣʘʛʘʪʁʩʷ
ʥʘçʩʣʠʪʳʝè ʘʢʢʘʫʥʪʳ.

ʀʩʧʦʣʴʟʫʪʁ ʦʙʦʨʫʜʦʚʘʥʠʝʜʣʫ̫ʧʨʘʚʣʝʥʠʷʣʠʬʪʘʤʠ
ʜʣʨ̫ʘʟʤʝʱʝʥʠʷC2.

ʇʦʜʨʦʙʥʳʡʨʘʟʙʦʨʠ ʨʝʢʦʤʝʥʜʘʮʠʠʧʦʦʙʥʘʨʫʞʝʥʠʶʘʪʘʢLifting 
Zmiy ʚʙʣʦʛʝSolar 4RAYS Ÿ

https://rt-solar.ru/solar-4rays/blog/4506/


Obstinate
Mogwai

Donnect (ʥʦʚʦʝ ʩʝʤʝʡʩʪʚʦ)

DimanoRAT (ʥʦʚʦʝ ʩʝʤʝʡʩʪʚʦ)

Nbtscan

SharpHound

CMPSpy

RDCMan

SmbExec

Azazel

Venom proxy

Inveigh

Antak

SessionGopher

dns-dump

autokerberoast

ʀʩʧʦʣʴʟʫʶʪʢʘʩʪʦʤʥʦʝɺʇʆ.

ɸʪʘʢʫʶʪʥʝʪʦʣʴʢʦʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝʦʨʛʘʥʠʟʘʮʠʠ, 
ʥʦʠ ʠʭʧʦʜʨʷʜʯʠʢʦʚʜʣʜ̫ʘʣʴʥʝʡʰʝʛʦʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ
ʜʦʚʝʨʠʪʝʣʴʥʳʤʠʦʪʥʦʰʝʥʠʷʤʠʤʝʞʜʫʠʥʬʨʘʩʪʨʫʢʪʫʨʘʤʠ.

ʇʨʠʤʝʥʷʶʪʨʘʟʣʠʯʥʳʝʪʝʭʥʠʢʠ, ʧʨʠʩʫʱʠʝʘʟʠʘʪʩʢʠʤAPT.

ʕʢʩʧʣʫʘʪʠʨʫʶʪʫʷʟʚʠʤʦʩʪʠʜʝʩʝʨʠʘʣʠʟʘʮʠʠViewState.

ʇʨʦʬʠʣʴʛʨʫʧʧʠʨʦʚʢʠ: ʚ ʙʣʦʛʝSolar 4RAYS Ÿ

ʈʘʟʙʦʨ: ʢʘʢʫʷʟʚʠʤʦʩʪʴʜʝʩʝʨʠʘʣʠʟʘʮʠʠViewState ʠʛʨʘʝʪʥʘʨʫʢʫ
ʛʨʫʧʧʠʨʦʚʢʘʤʚ ʙʣʦʛʝSolar 4RAYS Ÿ

ʐʧʠʦʥʘʞ

ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʝʦʨʛʘʥʠʟʘʮʠʠ
ʠʠʭʧʦʜʨʷʜʯʠʢʠ

ɸʟʠʘʪʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ

https://rt-solar.ru/solar-4rays/blog/4753/
https://rt-solar.ru/solar-4rays/blog/4329/


Erudite
Mogwai

LuckyStrike Agent ï
ʤʥʦʛʦʬʫʥʢʮʠʦʥʘʣʴʥʳʡʙʵʢʜʦʨ
ʥʘ.NET, ʩʧʦʩʦʙʥʳʡʠʩʧʦʣʴʟʦʚʘʪʴ
OneDrive ʚ ʢʘʯʝʩʪʚʝC2.

Shadowpad Light (aka Deed RAT)

ʂʘʩʪʦʤʥʳʡ Stowaway ïʧʝʥʪʝʩʪ-
ʫʪʠʣʠʪʘ, ʠʟʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ
ʢʦʪʦʨʦʡʦʩʪʘʚʣʝʥʦSOCKS5-ʧʨʦʢʩʠ. 
ʀʩʧʦʣʴʟʫʝʪʩʷʜʣʧ̫ʨʦʜʚʠʞʝʥʠʷ
ʚ ʩʝʪʠʞʝʨʪʚʳ.

ʈʘʟʣʠʯʥʳʝopen-source-ʫʪʠʣʠʪʳʜʣʷ
ʩʢʘʥʠʨʦʚʘʥʠʷʩʝʪʠʠ KeyLogger

ʀʩʧʦʣʴʟʫʶʪʢʘʩʪʦʤʥʦʝɺʇʆ.

ʆʩʦʙʝʥʥʦʩʪʴʩʦʩʪʨʦʯʢʘʤʠʚ Stowaway ʠ ʦʪʩʳʣʢʘʤʠ
ʢʧʦʧʫʣʷʨʥʳʤʧʨʦʠʟʚʝʜʝʥʠʷʤ.

ʇʨʠʤʝʥʷʶʪʨʘʟʣʠʯʥʳʝʪʝʭʥʠʢʠ, ʧʨʠʩʫʱʠʝʘʟʠʘʪʩʢʠʤAPT.

ʈʘʟʙʦʨʭʘʨʘʢʪʝʨʥʳʭʯʝʨʪʛʨʫʧʧʠʨʦʚʢʠʠ ɻʚʦʣʶʮʠʷʚʝʨʩʠʡ
Stowaway ʚ ʙʣʦʛʝSolar 4RAYS Ÿ

ʐʧʠʦʥʘʞ

ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʝʦʨʛʘʥʠʟʘʮʠʠ, 
ʀʊ-ʢʦʤʧʘʥʠʠ, ʘʚʠʘʮʠʦʥʥʦ-
ʢʦʩʤʠʯʝʩʢʘʷʠɻ ʣʝʢʪʨʦʵʥʝʨʛʝʪʠʯʝʩʢʘʷ
ʠʥʜʫʩʪʨʠʠ, ʥʘʫʯʥʦ-ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʝ
ʠʥʩʪʠʪʫʪʳ. 

ɸʟʠʘʪʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ

(AKA SPACE 
PIRATES)

https://rt-solar.ru/solar-4rays/blog/5261/
https://rt-solar.ru/solar-4rays/blog/5261/


Moonshine
Trickster

LockBit

Cobalt Strike

ɸʪʘʢʫʶʪʯʝʨʝʟspear-ʬʠʰʠʥʛʩ ʚʨʝʜʦʥʦʩʥʳʤʠrtf-ʬʘʡʣʘʤʠ.

ʐʠʬʨʫʶʪʠʥʬʨʘʩʪʨʫʢʪʫʨʫʠ ʚʳʤʦʛʘʶʪʜʝʥʴʛʠ.

ʌʠʥʘʥʩʦʚʘʷʚʳʛʦʜʘ

ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʝ, ʢʦʤʤʝʨʯʝʩʢʠʝ
ʦʨʛʘʥʠʟʘʮʠʠ ʠʚʩʝ, ʢʪʦʟʘʧʣʘʪʠʪ

ʂʠʙʝʨʤʦʰʝʥʥʠʢʠ

ɺʦʩʪʦʯʥʦʝʚʨʦʧʝʡʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ

(AKA 
WEREWOLVES)



Morbid
Trickster

LockBit

Babuk

Anydesk

Ngrok

Mimikatz

Sliver

Localtonet

gsocket

Meterpreter

Chisel

Resocks

Facefish

SoftPerfect Network Scanner

XenAllPasswordPro 

ʐʠʬʨʫʶʪʠʥʬʨʘʩʪʨʫʢʪʫʨʫʠ ʚʳʤʦʛʘʶʪʚʳʢʫʧ.

ʅʝʥʘʜʦʣʛʦʟʘʜʝʨʞʠʚʘʶʪʩʷʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ:
ʜʣʠʪʝʣʴʥʦʩʪʴ ʘʪʘʢ ïʦʪ2 ʥʝʜʝʣʴʜʦ2 ʤʝʩʷʮʝʚ.

ʀʤʝʝʪʩʷʩʠʣʴʥʦʝʧʝʨʝʩʝʯʝʥʠʝʠʥʜʠʢʘʪʦʨʦʚ
ʩShedding Zmiy.

ʌʠʥʘʥʩʦʚʘʷ ʚʳʛʦʜʘ

ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʝ, ʢʦʤʤʝʨʯʝʩʢʠʝ
ʦʨʛʘʥʠʟʘʮʠʠ ʠʚʩʝ, ʢʪʦʟʘʧʣʘʪʠʪ

ɺʦʩʪʦʯʥʦʝʚʨʦʧʝʡʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ 
(ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʫʢʨʘʠʥʩʢʘʷ)

(MORLOCK)



Fairy
Trickster

PhantomRAT

ʠ ʜʨʫʛʠʝ

ʄ ʦrʙʥʘʨʫʞʠʣʠʪʦʣʴʢʦʬʠʰʠʥʛʦʚʳʝʨʘʩʩʳʣʢʠʥʘʩʚʦʠʭ
ʟʘʢʘʟʯʠʢʦʚ, ʢʦʪʦʨʳʝʥʝʧʨʠʚʝʣʠʢ ʨʘʟʚʠʪʠʶʪʘʢʠʭʘʪʘʢ, 
ʚ ʩʚʷʟʠʩ ʯʝʤ ʥʝʨʘʩʧʦʣʘʛʘʝʤʧʦʣʥʳʤʥʘʙʦʨʦʤʪʘʢʪʠʢ, ʪʝʭʥʠʢ
ʠʧʨʦʮʝʜʫʨʛʨʫʧʧʳ.

ʇʦʟʘʷʚʣʝʥʠʷʤʜʨʫʛʠʭʢʦʤʧʘʥʠʡ, ʬʠʰʠʥʛʩ ʫʢʘʟʘʥʥʳʤ
ʠʥʩʪʨʫʤʝʥʪʦʤʦʥʠʘʪʨʠʙʫʪʠʨʫʶʪʛʨʫʧʧʝHead Mare (ʥʘʟʚʘʥʠʝ
ʦʜʥʦʠʤʝʥʥʦʛʦTelegram-ʢʘʥʘʣʘ).

ʋʢʘʟʘʥʥʘʷʛʨʫʧʧʘʚʟʷʣʘʥʘʩʝʙʦ̫ʪʚʝʪʩʪʚʝʥʥʦʩʪʴʟʘʛʨʦʤʢʫʶ
ʘʪʘʢʫ
ʥʘʣʦʛʠʩʪʠʯʝʩʢʫʶʢʦʤʧʘʥʠʶʚ ʢʦʥʮʝʤʘ2̫024 ʛʦʜʘ. ɺʨʝʟʫʣʴʪʘʪʝ
ʘʪʘʢʠʙʳʣʘʧʨʠʦʩʪʘʥʦʚʣʝʥʘʜʝʷʪʝʣʴʥʦʩʪʴʢʦʤʧʘʥʠʠʥʘ
ʥʝʩʢʦʣʴʢʦʥʝʜʝʣʴ.

ɺ ʊɻ-ʢʘʥʘʣʝ, ʚ ʢʦʪʦʨʦʤʛʨʫʧʧʠʨʦʚʢʘʦʪʯʠʪʳʚʘʣʘʩʴʦʙʫʩʧʝʭʘʭ,
ʦʪʩʫʪʩʪʚʫʶʪʦʙʥʦʚʣʝʥʠʷʩ ʢʦʥʮʘʘʚʛʫʩʪʘ2024 ʛʦʜʘ. 

ʌʠʥʘʥʩʦʚʘʷ ʚʳʛʦʜʘ, ʥʦ ʪʘʢʞʝ ʠʟʚʝʩʪʥʳ 
ʢʝʡʩʳ ʫʥʠʯʪʦʞʝʥʠʷ ʜʘʥʥʳʭ

ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʝ, ʢʦʤʤʝʨʯʝʩʢʠʝ
ʦʨʛʘʥʠʟʘʮʠʠʠʚʩʝ, ʢʪʦʟʘʧʣʘʪʠʪ

ʂʠʙʝʨʤʦʰʝʥʥʠʢʠ

ɺʦʩʪʦʯʥʦʝʚʨʦʧʝʡʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ 
(ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʫʢʨʘʠʥʩʢʘʷ)

(AKA HEAD MARE)



NGC4020

QuasarRAT

java-reverse-tcp

ʂʘʩʪʦʤʥʘʷ ʫʪʠʣʠʪʘ ʜʣʷ ʦʙʭʦʜʘ 
ɸɺʇʆ

ɼʣʧ̫ʝʨʚʦʥʘʯʘʣʴʥʦʛʦʧʨʦʥʠʢʥʦʚʝʥʠʷʠʩʧʦʣʴʟʦʚʘʣʠʫʷʟʚʠʤʦʩʪʴ
ʚ ʧʨʠʣʦʞʝʥʠʠʜʣʫ̫ʜʘʣʝʥʥʦʛʦʫʧʨʘʚʣʝʥʠʷDameWare Mini 
Remote Control. 

ʇʦʩʣʝʫʩʧʝʰʥʦʡʘʪʘʢʠʥʘʩʠʩʪʝʤʘʭʨʘʟʤʝʱʘʣʠʫʪʠʣʠʪʳ
QuasarRAT
ʠ ʨʝʚʝʨʩ-ʰʝʣʣʥʘjava. ʆʙʝʫʢʘʟʘʥʥʳʝʫʪʠʣʠʪʳʨʘʟʤʝʱʘʶʪʩʷ
ʚ ʩʚʦʙʦʜʥʦʤʜʦʩʪʫʧʝ, ʚ ʩʚʷʟʠʩ ʯʝʤʘʪʨʠʙʫʮʠʶʧʦʥʠʤʧʨʦʚʦʜʠʪʴ
ʥʝʠʤʝʝʪʩʤʳʩʣʘ.

ʊʘʢʞʝʚ ʘʪʘʢʘʭʠʩʧʦʣʴʟʦʚʘʣʠʢʘʩʪʦʤʥʫ ʫʁʪʠʣʠʪʫʜʣʦ̫ʙʭʦʜʘ
ɸɺʇʆ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʫ ʫʁʷʟʚʠʤʦʩʪʴCVE-2023-36802 
ʚʜʨʘʡʚʝʨʝMSKSSRV.SYS driver.

ʇʦʩʪʨʦʝʥʠʝ ʙʦʪʥʝʪʘ. ʇʦʢʘ ʤʳ 
ʥʝʥʘʙʣʶʜʘʣʠ ʧʦʧʳʪʦʢ ʧʨʦʜʚʠʞʝʥʠʷ 
ʚʛʣʫʙʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠʣʠ ʢʘʢʦʛʦ-ʪʦ 
ʜʝʩʪʨʫʢʪʠʚʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ

ʇʦʢʘ ʥʝʠʟʚʝʩʪʥʦ



NGC6160

Meduza Stealer ʀʩʧʦʣʴʟʫʶʪʬʠʰʠʥʛʜʣʧ̫ʝʨʚʦʥʘʯʘʣʴʥʦʛʦʧʨʦʥʠʢʥʦʚʝʥʠʷ.

Meduza Stealer ïɻ ʪʦʢʦʤʤʝʨʯʝʩʢʠʡʚʨʝʜʦʥʦʩʥʳʡʠʥʩʪʨʫʤʝʥʪ, 
ʢʦʪʦʨʳʡʩʦʜʝʨʞʠʪʤʝʭʘʥʠʟʤʩʘʤʦʫʥʠʯʪʦʞʝʥʠʷʧʨʠʦʙʥʘʨʫʞʝʥʠʠ
ʩʠʩʪʝʤʳʥʘʪʝʨʨʠʪʦʨʠʠʉʅɻ. 

ʄ ʚrʠʜʝʣʠʝʛʦʚ ʥʝʩʢʦʣʴʢʠʭʘʪʘʢʘʭ. ʄʝʭʘʥʠʟʤ
ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦʚʩʪʨʦʠʣʩʦʟʜʘʪʝʣʴʠʥʩʪʨʫʤʝʥʪʘ, ʥʦNGC6160 
ʪʝʤʥʝʤʝʥʝʝʘʪʘʢʫʝʪʮʝʣʠʥʘʪʝʨʨʠʪʦʨʠʠçʟʘʧʨʝʪʥʳʭʩʪʨʘʥè. 

ʇʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦʢʨʘʞʘʫʯʝʪʥʳʭ
ʜʘʥʥʳʭ

ʇʦʢʘ ʥʝʠʟʚʝʩʪʥʦ

(AKA STONEWOLF)


