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ABTOMaTM3npoBaHHOe pabovee MecTo
Basza gaHHbIx

OnepaunoHHasa cuctema
MporpammHoe obecneveHne
MporpamMMHbIN KOMMNIIEKC
MHdbopmaumnoHHasa 6e3onacHoOCTb
KOHTeHTHbIV aHanuns

MexceTteBomn akpaH

Cuctema ynpasneHus 6azamm gaHHbIX
YOOoCTOBEPSIOLWNIA LIEHTP
OnekTpoHHaa unpoBas nognuchb
Command Line Interface — nHTepdenc kKomaHgHOM CTPOKM

Connection per Second — mMepa M3MEPEHUH, HACKOMNbKO ObICTPO
BGpaHamayap MOXeT co3gaTh ¥ COXPaHUTb HOBbIM CeaHC, MPUHATBLIN ero
NOSINTUKON.

Certificate Signing Request — 3anpoc Ha nognuck ceptudukaTa
Certificate Revocation List — cnnMcok oTo3BaHHbIX cepTndnkaTos
Domain controller — koHTponnep gomMmeHa

Destination Network Address Translation — ckpbiTue IP-agpeca HasHa-
YeHust 3anpoca nosfb3oBaTens MnyTeM MepeHanpasrneHs 3anpoca
nonb3oBaTtens npeobpasoBaHneM agpeca HasHadeHus B IP-3aronoeke
naketa

Frequently asked questions — «4acTo 3agaBaemblie BONPOCHI», cripaBska
C nonesHoun nHpopmaumnen

Graphical User Interface — rpacunyeckunin nHtepdenc nonb3oBatens

Fully Qualified Domain Name — nonHoe nms gomeHa (MM AoMeHa, He
nMetoLee HeogHO3HAYHOCTEN B onpeaeneHnn)

Intrusion Prevention System — cucrtema npeaoTBpalleHns BTOPXKEHWN

Multipurpose Internet Mail Extension — cneuudukaumnsa ona nepegayn
no cetn hansioB pasfnnyHOro Tuna: U3obpakeHun, My3blkK, TEKCTOB,
BUOEO, apXMBOB 1 Ap.

Man-In-The-Middle — ataka «4enoBek nocepeguHe», NPU KOTOPOW
31I0YMbILUSIEHHMK TANHO PETPaHCINPYET 1 Npu HeOBXoAUMOCTU MOoAM-
UUMpYeET OaHHbIE MeXAYy ABYMsSI CTOPOHAMM

Network Address Translation — npeobpa3oBaHue ceTeBbIX aapecoB

Outlook Web Access — Beb-nHtepderic noytosoro cepsuca Microsoft
Exchange

Request for Comments — cneumdpmkaumm n ctaHgapTbl, NPUMEHsSIEMblE
B UHTEPHETE

Simple Mail Transfer Protocol — npocTon npoTokon nepegayv noythbl




SNAT

VLAN

VRRP

ZIP

Source Network Address Translation — TexHonorus, nossongtoLwas
3aMeHUTb UCXoaHbIN IP-agpec UCTOYHMKA CETEBOrO nakeTa Ha Apyrom
yKasaHHbIN IP-agpec

Virtual Local Area Network — TexHonorust obmeHa gaHHbIMK, KoTopas
NIOrMYecKn AenuT yCTPOMCTBA JTOKanbHOW CeTM Ha CerMeHTbl Ans peanu-
3auun BUpTYyarbHbIX paboymx rpynn

Virtual Router Redundancy Protocol — ceTteBon npotokosn, npeaHasHa-
YEHHbIN ANS yBENUYEHNUs 4OCTYNHOCTN MapLIpyTU3aTOpPOB, BbIMOMHS0-
LLMX POrib LUMK03a NO YMOMYaHUIO

dopmat apxueaumn hannos 1 cxatusa gaHHbIX 6e3 notepb




NUcnonb3oBaHue cTunen

Wpndt 6e3 hopmaTupoBaHusi OcCHOBHOW TEKCT
MOHOLWUNPUHHBLIA WpudT MNonb3oBaTenbLCckuin BBOA
Pamka

lMporpamMMHbIN BbIBOA Ha 9KpaH

KypcueHbil wpughm HanmeHoBaHWs1 OKYMEHTOB

MNonyXnpHbIM NoaYepPKHYTLIN ddnoneToBbIn BHYTPEHHAS cebinka
wpundT

MonyXXupHbin WpudT HanmeHoBaHne aneMeHToB MHTepdenca
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Mporpammubin kKomnnekc Solar NGFW (nanee — Solar NGFW) — aTto nnatgopma ceTteBoMu
Ge3onacHOCTU ANdA 3aliMTbl NepUMeTpa CETUM OpraHmsaummM OT BPEOOHOCHOro Tpaduka u
BTOPXXeHWI. [1na NonHOUEeHHOro oyHKLMOHMPOBaHUSA BeCb TpaduK JOMMKEH MPOXOAUTb Yepes
Solar NGFW.

Solar NGFW npegctaBndaeT cobom KOMMIIEKCHY CUCTEMY (DYHKLMOHAINbHbLIX Mogynen nHdop-
MaLUMOHHOM 6e30MacHOCTH, B KOTOPYHO BXOOAT:

dunesrpaumsa Tpaduka (no IP-agpecam, noptam/npotokonam),
KOHTPOMNb NPUNOXeHNn, nogaep>xmBaemMblx onbnumotekon nDPI,
TpaHcnauusa agpecos (NAT),

cuctemMa npegoTBpaLLeHns BTOPXEHUN,

aHanu3 u dunerpauna Beb-Tpaduka, nepegaBaemoro no nportokornam HTTP, HTTPS n
FTP over HTTP,

KaTteropusaTop web-pecypcoB Ha 6a3e peweHus WebCat,
NOTOKOBbIN aHTUBMPYC Ha 6a3e peweHus Dr.Web,

MHTEerpaums co cMexxHbiMn cuctemamm no ICAP,

MOHUTOPUHI COCTOSAHNS CUCTEMbI U AEUCTBUA NONb3oBaTenen,
knactepusaums Solar NGFW ¢ 0Tka3oycTOMYMBOCTbIO,
nogaepxka VLAN-uHTepdeiicos,

SSL-uHcnekuus,

ynpasfieHne ceTeBbIMU MHTEPdIEencamm.

Keanudumkauus cuctemHoro agmuHuctpatopa Solar NGFW gomkHa ObITb 4OCTAaTOMHOM ANs
BbINOMHEHMA 3aaa4 No 06cnyxmMBaHMIO cnuctembl, obecnevmBatoLmx 6ecnepebonHoe pyHKL M-
OHNPOBAHNE BCEX €€ KOMMOHEHTOB.

K sapadam cuctemHoro agmuHuctparopa Solar NGFW oTHocaTc:
YCTaHOBKa M HacTpowka KomnoHeHToB Solar NGFW;
MOHWUTOPUHT (PYHKLIMOHNPOBAHWNS NPOLECCOB CUCTEMBI;

pearvpoBaHue Ha CcnyxebHble yBeJOMMEHUS1 CUCTEMBI.
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CuctemHbii agmuHuctpatop Solar NGFW gorkeH:

® OpueHTMpoBaTbCAa B 0cOBeHHOCTSX paboTbl Solar NGFW;

® noHumatb paboTy CeTeBbIX NPOTOKOSOB,;

e obnapaTtb 3HaHMAMU B obnactun 6esonacHoctn OC knacca UNIX.

B cBoew pabote cuctemHble agMuHucTpaTtopbl Solar NGFW gomkHbl MCnonb3oBaTh BHYTPEH-
HIOK JOKYMeHTauuo n gokymeHtaumo no OC Linux.

1.4. MepeyeHb 3KcnnyaTaLlMOHHOM AOKYMEHTaUumn Anst O3HaKoOMJ1eHUs

CuctemHbii agmuHuctpatop Solar NGFW gormkeH 03HakoMUTLCS € 3KCnyaTaunoHHbIMKY 0-
KyMeHTaMu:

e Pykosodcmeo o ycmaHoske U Hacmpolke (HaCTOALWNA JOKYMEHT).

o Pykosodcmeo admuHucmpamopa beszonacHocmu.

O SOLAR 12



2. HazHauyeHue un BoaMoxHoctu Solar NGFW

2.1. HasHaueHue Solar NGFW

MNporpammHbIn koMmnnekc Solar NGFW npegHasHa4veH Anst KOMNNEKCHOM 3allmnTbl OpraHn3aumm
OT ceTeBbIX 1 BEG-yrpo3 Ha ceTeBOM nepumeTtpe. 3awmTta obecnedmBaeTcs UCNONb30BaHNEM
pasnuyHbiX Mogyrnen 6e3onacHOCTU, MHCNEKTUPYIOLWMX TpaduK ANS BbIABIEHUSA HAPYLUEHU
NONUTUKN CETEBON BE30MACHOCTU U BPEAOHOCHOW akTUBHOCTM.

2.2. CocTtaB Solar NGFW

Solar NGFW nmeeT mogynbHyo CTPYKTYPY Ha OCHOBE CEPBMCOB, KOTOPbIE MOTYT paboTaTh B
pacrnpeneneHHoM pexmnme n obecnevmBaloT pelleHne KOHKPETHBIX 3ada4 (CM. HUXe).

MpumeyaHue

BbornbuwuHcmeo cepaucos npuHumMarom coeduHeHue Ha cemeeom uHmepgpetice 127.0.0.1. lNpussizamb
cepsuc K Heobxodumomy IP-adpecy MOXHO 8 Hacmpolikax cepsuca 8 pa3dese Cucmema.

Tabn. 2.1. CepBuchbl, ucnonb3yembie Solar NGFW

CepBuc

Cepsuc [ocbe
(abook-daemon)

Pelwlaemblie 3agaumn

ObecneynBaeT XxpaHeHVe 1 pennukaunio aH-
HbIx [ocbe:

° nopaepxaHve ocHoBHoW B[] agpecHom KHUrm
(cospaHue n oBHOBMNEHUE CXEMBI);

® CUHXPOHM3aUMS C BHELLHUMW MCTOYHUKaMM
(Active Directory) no npotokonam LDAP
(TCP/389), LDAPS (TCP/636).

MopT
2269
ObecneunBaet BHYTPEHHKO0 KOMMYHUKaL IO

mMexay yanamu (npy Heo6XxoaUMOCTM NopT
MOXHO M3MEHUTb B HACTPOIKaxX CUCTEMbI)

AHTUBUpPYC
(antivirus)

YnpaenseT cepncamu aHTnupyca. Obecneyu-
BaeT npuem Tpaduka no npotokony ICAP u ero
NPOBEPKY MO NoKaribHbIM aHTUBUPYCHBIM Bazam.

1344

MpvHMMaeT 3anpockl Ha MOWCK BUPYCOB NO
npotokony ICAP ot y3nos ¢ ponbto HTTP-
dunbTp (NPY HEOHXOAMMOCTU NOPT MOXHO
M3MEHUTb B HACTPONKaX CUCTEMbI)

CepBUc xpaHeHus
CTaTUCTMKN MOSb30-
Barenen
(clickhouse)

XpaHuT 3anpochkl Nofnb3oBaTenen n n3snekaet
[aHHble OJ19 OTYETOB HA OCHOBE CHOPMMPOBAH-
HbIX 3arnpocoB

8123

MpuHMMaeT AaHHbIE OT Y3I0B C POribo
HTTP-donnTp, KOHTPONb NPUNOXEHWN,
o6paTHbIV NPoKCK

haHHbix (database)

Cepsuc cuHxpoHusa- | CepBuc nepenaeTt AaHHble 06 ycTaHoBMNeHHbIX |3780, 3781
UMM COCTOSIHWI CO- |ceccusax nNonb3oBaTenel ¢ akTUBHOIO y3na Ha

eQUHeHUN mexay |naccuBHbIN

y3namu knactepa

(conntrackd)

Cepsuc xpaHeHusi |CepBuc, KOTOpPLIN 0becneynBaerT: 5434

® XpaHeHue NonuTWK ANns noacuctems! ounb-
Tpauumu;

® XpaHeHue AaHHbIX NnoaCUCTeMbl MOHUTOPUH-
ra;

® XpaHeHve gaHHbix [ocbe;

O SOLAR
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CepBuc Pewaemsble 3apaumn Mopt
ynpasnexue Solar NGFW.
Cepsuc xypHanupo- | CepBrc 0TBeYaeT 3a XypHanmpoBaHue cobbituii [ 9000
BaHus (dblog) B 6a3y gaHHbix Clickhouse.
CepBuc noctpoeHus | CnyxuT anga noctpoeHus Tabnuuy v rpacdukos  |3000
otyeToB (grafana) |ans nogcMcTemM OTYETHOCTU M MOHUTOPUHTA.
Mcnonb3yetcsa anst hopMMpoBaHUA AaHHbIX B
pasgenax Ctatuctuka 1 MOHUTOPWUHT.
Cepsuc BupTyansHo- | O6ecneymBaeT 0TKazoyCToNYMBOCTb paboTtel |-
ro IP (keepalived) |Solar NGFW, 06beaunHsis HECKOMbKO y3noB nop,
oAHUM BMpTYyanbHbIM IP-agpecom. [1na asToma-
THU4eckoro nepekntoyveHmns IP-agpeca ncnonbay-
etca npotokon VRRP (Virtual Router
Redundancy Protocol).
CepBep nuueH3unpo- [MpoBepsieT cocTosiHMe NULEH3UK, NULEH3NOH- | 3004
BaHus (license- HbIX OrpaHU4eHni, a Takke NpeaocTaBnsieT NH-
server) hopmaumio 0 NMUEH3NU APYrMM cepBucam cu-
CTEMBI
Cepsuc peTpaHcns- | ObecneymBaeT B3anmogencTeme ¢ b -
unn xxypHanbHbix | ClickHouse (oTnpaBka n apxmBaums 3anpocoB):
AaHHbIx (log- cobupaeT xypHanbHble avnbl CepBMCOB
streamer) dunbTpaunm, KOHBEPTUPYET UX Y NEPEHOCUT B
B[l cepBrca xpaHeHWs CTaTUCTUKN NONb30oBaTe-
nen ClickHouse.
HekoppekTHble 3anucu XypHanbHbIX (annos
3anucbiBaloTes B hann
Idata/spool/skvt/access_log/invalid_log_entries.
Cepsuc cbopa gaH- | CepBuUc, KOTOPbIV BbINOMHSAET criegyoLne 10050

HbIX 0 paboTocno-
cobHOCTM cuUCTEMBI
(monitor-agent)

PYHKLMN:

npoBepKa COCTOSIHMS pasfUYHbIX PECYPCOB
Solar NGFW;

3arnyck U 0CTaHOBKa HEKOTOPbLIX CEPBUCOB B
3aBMCHMOCTU OT COCTOSIHUSI MPOBEPSEMbIX
pecypcoB.

Mpy He0BXOAMMOCTN MOPT MOXXHO N3MEHUTB
B HACTPOWMKax cUCTeMbl

CepBuc aHanusa CepBuc, KOTOpPbIN BLINOMHAET criegytoLime 10051

paboTocnocobHOCTY | DyHKLMN:

cuctemMbl (monitor-

server) HakomnneHve AaHHbIX OT cepBuca cbopa;
coxpaHeHve nHopmaLmm 0 COCTOSHUN
pa3nunyHbix pecypcos Solar NGFW B B[;
OTnpaBKa yBe4OMIIEHWUI O MPOBEAEHMM 3a-
[OaHHbIX NPOBEPOK;
BbINOMHEHNE AENCTBUA B COOTBETCTBUM C
3a4aHHbIMK YCMOBUAMMU.

Cepsuc BbinonHe- |CepBuc, KOTOpbIN 06ecneynBaerT: 5555

HWS yaaneHHbIX KO-
maHg (monitor-ng)

NPOBEPKY 3aA4aBaeMbIX NapameTpoB KOH(U-
rypaumm Ha cooTBETCTBME AManasoHam Oo-
NYCTUMBbIX 3HAYEHMWIA;

BbIMNONTHEHMEe yaaneHHbIX KOMaHa,

nony4yeHune XypHanos CepBUCOB.
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CepBuc

CepBuc ynpaerneHus

ceTeBbIMU NHTEP-
devicamn (network-
config-agent)

Pewaemsble 3apaumn
CepBuc-areHT, KOTOpbIN 06ecneynBaert:

HaCTPOWKY ceTeBOoW KOHGUrypaLlmm y3nos B
cooTBeTCcTBUM ¢ nonutukon Solar NGFW;

pacrno3HaHue TekyLlen CeTEBOW KOHpUrypa-
LUK y3r0B;

OTNpaBKy MHpopMaLuK O TekyLLen ceTeBom
KOHGUrypaumm y3nos Ha cepsuc skvt-play-
server no npotokony SSE.

Mopt
5566

Skvt-play-server nogknioyaercsi ko Bcem
areHTam

Cepsuc Basic-
ayTeHTudmKaumm
(skvt-auth-server)

O6ecneunBaeT BXo B CUCTEMY C NpedocTaBne-
HVMEM MOEHTUMUKALMOHHBIX AaHHbIX: 3anpaLun-
BaeT W K3LIMPYyeT MHpOPMALMIO O JOMEHHBIX
nonb3oBaTensx ¢ MoOMoLLbLo basic-ayTeHTudu-
kauun ans uctoyHukos LDAP (TCP/993), AD
(TCP/995), IMAP (TCP/110), POP3 (TCP/143),
RADIUS (TCP/1812)

2230

Skvt-auth-server oxungaet 3anpochl Ha
ayTeHTUdMKaLmo oT y3nos dunsTpaumm
n/vnu ynpaenexus (npu HeobxoanMocTu
MOPT MOXXHO N3MEHWUTL B HACTPONKax cucTe-
Mbl)

CepBMuC KaLMpoBa-
Hus (skvt-cache)

Cny>XnT ANs K3LMPOBaHUSA JaHHbIX, Nonyyae-
MbIX OT BHELLHMX BE6G-CepBEPOB, 1 BbINOMHAET
cnepyoLme yHKLUK:

K3LLMpOBaHWe (BpeMeHHOe NoKarnbHoe Xpa-
HeHue) cTpaHuy ceTn NHTepHeT, 3anpaLuu-
Baembix no npotokony HTTP;

Bbllaya XpaHUMbIX CTpaHuL, U3 K3Lla Mo 3a-
npocy nonb3oBaresnei pabounx CTaHLM;

nepeHanpasrneHne 3anpocoB Nnosb3oBaTenem
pabouunx cTaHumm Ha pecypckl cetn MHTep-
HeT Mpu OTCYTCTBMU COOTBETCTBYHOLLINX
CTpaHUL, B KaLLe.

Ha gaHHbIn MOMEHT kalumpyeTcs Tonbko HTTP-
Tpaduk.

2228

MpuHUmaeT n obpabaTtbiBaeT
HTTP/FTP/HTTPS-3anpochl OT NTOKanbHOro
skvt-wizor (npu HeobXxoaNMOCTM NOPT MOXXHO
M3MEHWUTb B HACTPOMNKax CUCTEMbI)

CepBuc macutabu-
pyeMoro xpaHusu-
L@ AaHHbIX
Cassandra (skvt-
cassandra)

CYB[, koTopas XpaHWUT cYeTYMKM Tpaduka,
NoaTBEPXKAEHMS, KLU NPUBA3KN HeayTeHTUK-
LMPOBaHHOTO Tpaduka K Nonb30BaTeNsiM U KaLU
nonb3oBaTenem, NoNy4MBLIMX CTPaHULLY 3arpys-
Kn cepTudmkara Bckpbitua HTTPS.

CepBuC XpaHUT:

NOEHTUUKATOPbI ayTEHTUMDMLIMPOBAHHbIX
nonb3oBarerne;

naeHTndnKaTopbl Nons3osaTenen ¢ owmnb-
Kon BckpbITUa HTTPS;

NMOATBEPXAEHUS OTKPbITUSA CTPaHWL;
Lienoykn cepTndnKaTos;
CTaTUCTUKY MO 06bemMy Tpaduka;

WH(OPMaLMIO O 3arpyXeHHbIX annax

7199, 7000, 9160

Mpw HanW4uM Heckomnbkux ak3emnnsapos b
Cassandra oHu MoryT obMeHuBaTbCS OaH-
HbIMW Takxe no nobomy nopty
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CepBuc

Cepsuc Kerberos-

ayTeHTudmKaumum
(skvt-kerberos-
server)

Pelwuaemblie 3agaumn

CepBuc, HeobxoauMbIN Ans ayTeHTudnkaumm

nonb3oBaTtenen pabounx CTaHUu Mo NPOTOKOMY
Kerberos (TCP/2226)

Mopt

2226

MpuHUMAaEeT 3anpock OT y3oB uUbLTPaLMm
(Npyt HEOBXOAMMOCTM MOPT MOXHO U3MEHNTb
B HacTpoMKax cucTembl)

Cepauc NTLM-
ayTeHTUdMKaLmm
(skvt-ntim-server)

CepBuc, HeOGX0AMMBI AN ayTEHTUDMKALMUN
nonb3oBaTenein pabounx CTaHLMi No NPOTOKOSY
NTLM (TCP/2225)

2225

MpuHMMaeT 3anpockl OT y3noB unsTpauum
(Npv HEOBXOAMMOCTN NOPT MOXHO U3MEHUTL
B HACTPOWMKax CUCTEMbI)

Beb6-cepsep (skvt-
play-server)

CepBep ynpaBneHus BbINOMHSET crieaytoLimne
PYHKLMN:

byHKUMOHMpPOBaHWe nHTepderica ynpasne-
HUS;

ayTeHTUdMKauust agMUHNCTPATOPOB;
KOHTPOINb OEVNCTBMIN aAMUHNCTPATOPOB;

nepefava AaHHbIX 1 3afad B Apyrue noacu-
CTeMbI;

rony4eHne AaHHbIX U3 ApYrnx NoACUCTEM;

yCTaHoBI1€HNe NOAJIMHHOCTU U OEencTBuTENb-
HOCTUK 3arpy>KeHH017| NNUEH3nNn.

Tarwke oCyLLEeCTBNSAET XypHanupoBaHue Aen-
CTBMIN aAAMMHNCTPATOPOB MO M3MEHEHWIO MOMK-
TUK onnbTPaLmn U HAaCTPOEK KOHMUrypaLuum.

8443

MpvHMMaeT 3anpockl OT 6pay3epoB agMUHK-
cTpaTopos

CepBuc yyeta Tpa-
duka (skvt-
trafdaemon)

CepBuc yyeTa Tpaduka, KoTopbli obecneunBaeT
HaKoMnneHue 1 XxpaHeHne JaHHbIX O KONM4ecTBe
Tpadhmka Mexay cCepBucom unsTpaumm un
cepBepoOM Ha3HaveHus.

CepBepoM HazHa4YeHUs cuMTaeTcsl y3erl, C KoTo-
pbIM CBSI3bIBAETCA CEPBUC (OUNBTPaLUM — 3TO
MOXET ObITb Kak y3en ceTu MIHTEpHET, Tak U
pPOAMTENBLCKMIA MPOKCU-CEPBEP.

Ecnu cuctema yctaHoBneHa Ha €AMHCTBEHHOM
yane, skvt-trafdaemon ncnonbsyetcs kak 616-
nuoteka cepsuca UNsTpaLun N XPaHnT AaH-
Hble 0 Tpadmke B dhavine.

2299

CepBuC UHTErpaLmm
C LOMEHOM (skvt-
winbind)

CepBuc, opraHu3yioLLmnii B3anMoaencTeme ¢
KOHTpOMnMepoM AoMeHa.

OH cnyuT Ans NnpefocTaBlieHns 4oCcTyna cep-
Bucam NSS (Name-Service Switch) k pasnuu-
HbIM NpunoxeHuam vyepes PAM (Pluggable
Authentication Modules — nogkntovaembie Moay-
nv ayteHTudmkaummn) u ntim_auth (ytunuta
NTLM-ayTeHTudmKaumm), a Takke k Samba.

Cepsuc dunbtpa-
unm (skvt-wizor)

Peanusyet nonutuky 6e3onacHocTy ons nonb-
30BaTenen 1 Ha ee OCHOBE BbIMONHSET aHanu3
[aHHbIX, NepefaBaemMbix B 060Mx HanpasnieHu-
ax.

CepBuC BINOMHSAET criegytoLye QyHKUWN:

CepBuC NpUHMMAET CoeanHEHNS Ha creay-
IOLLMX nopTax (Npy HeobxoaMMOCTU NOPThI
MOXHO M3MEHUTb B HACTPOWMKaX CUCTEMBI):

2270 — nopt gnsa npuHatna HTTP-3anpo-
COB;
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CepBuc

Pelwuaemblie 3agaumn

® MPUMEHEHWE NONUTUKN COUIBTPALIMM K 3anpo-

cam nonb3oBaTtenen pabovmx CTaHUun K
pecypcam cetn MHTepHET;

e ayTeHTMdMKaLmMs nonb3oBaTenen.

Mopt

2277 — nopT AN Nony4YeHns OTNago4HoN
MHdOpMaLum 0 Moayne;

2281 (HTTP), 2282 (HTTPS) — nopTbl
AN 0TOBPaXeHN TakMX BHYTPEHHUX
PecypcoB Kak CTpaHULa NoATBEPXKAEHNS
nepexopa, CTpaHuLia OTIOXEHHOM 3arpy3-
KM, CTpaHuLUa ayTeHTUdUKaLmm, CTpaHm-
Lia NpoBepKM cepTudukaTa, cTpaHuua
WHCTPYKLIMU MO YCTaHOBKe cepTudmKara;

2272 — nopT ANS NPUHATAS COOOLLEHUIA
B cbopmarte ICAP;

2443 — nopt onsa npuHATua HTTPS-3a-
NpOoCOB;

2444 — nopt ans npuHatna HTTPS-3a-
NPOCOB B NPO3Pa4YHOM pexuMe.

CepBuC pacnakoBKu
N KOHBEPTMPOBAHUS
OaHHbIX (smap-

CepBuC BbINOMHSAET criegytoLme QyHKUWN:

® UM3BMeYeHne TeKCcTa 1 BNOXeHU n3 buHap-

9998

MpuHUmaeT 3anpockl ¢ hparmeHTamm coob-

tikaserver) HbIX ¢hannos; LLIeHWI OT y3noB unsTpauum (npy Heobxo-
AVMOCTW NOPT MOXHO U3MEHUTL B HACTPOW-
® HOpManu3auus KOAMPOBKM TEKCTOB W3 HEU3- kax cucTeMbl)
BECTHbIX MCTOYHMKOB.
Cepsuc kateropu3aa- | BeinonHsiet nposepky URL Ha cooTBeTcTBUE  |2260

uun (url-checker)

KaTeropuam. Onpe,qeneHme COOTBETCTBUMI OCy-
LLIECTBMNSAETCA COrnacHo HacTponkam Solar

MpuHMMaeT 3anpockl OT y3noB unsTpaumnm

NGFW.

1 ynpasneHus (Mpy HeobXxoaMMoCTy NopT
MOXHO M3MEHUTb B HACTPOWMKaX CUCTEMBbI)

Cucrema npegorspa-
LLIeHNS BTOPXEHUIA

BbinonHseT npoBepky Tpadurka no curHatype u|—

aBTOMaTUYeCKM NpeanpuH1UMaeT 4eACTBUS NpU
0BHapy>XeHUn yrposbl

CepBuc nepechbInku
LUMpOKOBeLLaTenb-
HbIX IGMP-nakeTtoB

(igmpproxy)

O6ecneunBaeTt nepecbinky IGMP-naketoB u3 |-
oAHOM ceTu B Apyryto yepes M3

Tarxke Solar NGFW ncnonbayeT AononHUTENbHbIE NOPThI, NpeAcTaBneHHbIe B Tabnuue Huxe.

Tabn. 2.2. [lononHuUTenbHbIE NOPTbI, UCNONb3yeMble B pabote Solar NGFW

Homep noprta

CepBuc

HasHa4yeHune

B3saMmogencTeme hunbTpa ¢ BHELWHUMU CepBUCaMn

HacTpoWKax CUCTEMBbI)

TCP/25 (MOXHO M3MEHUTb B

OTI'IpaBKa noYyThbl

CepBucC OTNpaBnsieT:

o POST-3anpockl npasun cunsTpauum Ha 3a-
NUCb AaHHbIX B apXu1B;

® yBeAOMNeHWs O cpabaTbiBaHUM MpaBun
duneTpaumu;

e yBeJoOMIeHusi 0 npobneMax cepBepa MOHU-
TOpUHra

53 (UDP)

DNS

Ob6ecneunBaet B3aumopgenicteue ¢ DNS-cepse-
pamu

O SOLAR

17




Homep nopta CepBuc HasHa4yeHue

22 SSH MpepocTtaBnser goctyn AN MNOAKIHOYEHUs Mo
SSH

80, 443 internet OpraHunayert [ocTyn K BHELWHUM
HTTP/HTTPS/FTP-cepeepam

[na ynpaeneHus cMctemMon uUcnonb3yercsa rpaduyeckmii nHTepdenc nonb3oBartens (ganee
- GUI.

2.3. Cxembl noagknroyeHuna Solar NGFW

Solar NGFW obecneyvBaeTt 3amuty nepumeTtpa cetn nytem rnybokoro KOHTpons nHgpopma-
LIMOHHbIX MOTOKOB, BbISIBNEHUS U NPeAOTBPALLEHNS CETEBbIX aTak, NPOTUBOAENCTBUS BeO-
yrposam (3apakeHHbIM, 3anpeLleHHbIM, PULLNHIOBLIM canTam) U BpegoHocHomy MO, aHTuBK-
PYCHOW 3amnThbl, MHTErpaLmm ¢ ApYyrMMn CpeacTBamu 3almTbl U T.4.

B cBA3M ¢ Has3HayeHnem u cneuyundumkon pabotbl Solar NGFW nporpamMmmHbI komnnekc ycra-
HaBMNMBaETCA B paspblB CETU B TOYKAX BbIXOAa B UHTEPHET.

CywecTBytoT ABa pexuma pabotsl Solar NGFW:
o OQOMHOYHBIV PEXMM — OOMH Y3€er, Ha KOTOPbIN Ha3HaYeHbl BCe HEOOXOAMMbIE PONW.

e Knactep Active/Passive — gBa paBHO3HauYHbIX y3na, 00pasyoLmx 0TKa3oyCTONYMBYIO Napy.
Mpn aTOM OOUH 13 y3r10B paboTaeT B akTUBHOM pexume n obpabaTtbiBaeT ceteBon Tpaduk,
a Opyrov HaxoguTCS B NACCMBHOM pexuMe (pexnMme OXuaaHus) n ceteBon Tpaduk He 06-
pabaTbiBaeT. [Mpy HeQOCTYNHOCTU aKTUBHOIO Y3ria, BbINOMHALWEro ponb ounsTpaumm ce-
TEeBOro Tpacuka, NacCUBHbLIN y3en CTaHOBUTCSA aKTUBHbLIM.

MpumeyaHue

B pexxume knacmepa Active/Passive 0nsi y35108, Ha Komopble bydem Ha3HavyeHa porib Mexxcemeeol
3KpaH, OOKHbI 8bIMOIHIMbCS MpeboeaHUusi:

e Konuuyecmeo u HazeaHue cemesbix UHMepghelicos Ha y3nax OomKHO bbimb 0OUHaKOBoe.

o UHmepbelicsbi c 00UHaKO8bIM HazgaHUeM O0/mKHbI Bbimb MOOKIHYEHbI K OOHUM U MeM Xe cemesgbiM
ceameHmam.

2.4. Nopsapok obpadboTku Tpadmka

B Solar NGFW pgns cdunstpaunm Tpaduka mcnonb3yetca ceteBon ctek OC Astra Linux
(Netfilter). O6paboTka Tpadmka nponcxoguTt cnegyroLmm obpasom:

1. MocTynneHue ceTeBbIX NAKETOB Ha BXOAAWMIA MHTepdENC (O pasHbIX TUMOB Tpaduka
BXOOSLLNA NHTEPMENC MOXET OTIINYaTbLCS).

2. duneTpaumst dparMeHTUPOBAHHbIX NAKETOB (€CNK BKIKOYEHA).

3. MNpospayHoe nepeonpegeneHne agpeca v noprta HasHadeHusa naketosB (aonst 80/TCP un
443/TCP) c panbHenWwmnM nepeHanpasneHeM Ha NPOBEPKY CEPBUCY Wizor (eCnn HaCcTPOeH
NpO3payHbI PEXUM NPOKCUPOBaHUS Beb-Tpaduka).
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TpaHcnauusa agpeca n/vnmn nopta HasHadveHus (ecnm BkrtodeH NAT).
Netfilter npuHumMaeT pelieHne o ToMm, aBnseTca Nu Tpaduk:

TpaH3UTHbLIM — B 3TOM cny4yae OH nposepsieTcs B Lenovyke FORWARD ¢ ganbHenwmm
nepeHanpasreHMemM No MecTy Ha3HayYeHus;

noKanbHbIM (B TOM YMCre U NPOKCUpyeMbI Tpaduk B ABHOM/NPO3padHOM pexnmax) —
B 3TOM cry4ae oH nposepseTca B uenodke INPUT ¢ ganbHenwen nepegadent nokansHoMy
npoueccy B NPOCTPaAHCTBO Nofb3oBaTens.

[ns TpaH3nTHoro Tpadwuka:

duneTpaums Tpaduka B uenodke FORWARD (npoBepka BbIMOSTHAETCS MO KNacCU4ecknm
npasunam M3 un DPI).

OrtnpaBka Tpaduka Ha npoBepky ceTeBbIM IPS cpeactesamm NetfilterQueue (ecnm cuctema
npeaoTBpaLLEHNst BTOPXKEHWUI BKIKOYEHa ANs TpaH3UTHOro Tpaduka).

TpaHcnauua agpeca UCTOYHUKA (ecnun BknoveH NAT).
Tpaduk oTnpaBnsaeTcs No HazHa4YeHuHo.
[ns nokanbHoro/npokcupyemoro Tpaduka:

dunetpaums Tpaduka B uenodke INPUT (npoBepka BbIMOMHSETCA MO KNAacCUYECKUM
npasvnam M3 un DPI).

OrtnpaBka Tpaduka Ha npoBepky ceTeBbIM IPS cpeacteamm NetfilterQueue (ecnm cuctema
npeaoTBpaLLeHns BTOPXKEHUIN BKIOYEHA A11A BXoAALWero Tpaduka).

MNepenaya Tpaduka B NPOCTPaHCTBO MOfb30BaTENs NoKarbHOMY npoueccy (cepsucy)
MO COOTBETCTBYIOLLEMY MOPTY HA3HAYEHUS.

Ncnonb3oBaHne Tpaduka nokanbHbIM NPOLECCOM (MOXET ObITb CryxebHbiM NpoLeccoMm,
T.K. HA 3TOM 3Tane Ansi NPoKCUpyemoro Beb-Tpaduka BbINONHSAETCS ero NpoBepKa B MO-
aynax Solar webProxy).

leHepaums ncxoasiuero Tpadgvka u nepeaaya ero B NpocTpaHCTBO sapa.
MpyHUMaeTcs pelleHre 0 MapLIpyTU3aLmMm ncxoasiero Tpaguka.

duneTpaums Tpadumka B uenodke OUTPUT (npoBepka BbINOMHSETCA MO KNAcCU4YEeCKUM
npasunam M3, a Takxke no npaeunam DPI, ogHako He pekoMeHOyeTcs NpoBepPsATb UCXO-
AAWNA TpaduK, T.K. OH CYMTAETCA AOBEPEHHbIM, MOKa HET SIBHbIX NPU3HAKOB TOrO, YTO
peLLeHne CKOMNPOMETUPOBAHO).

TpaHcnauusa agpeca NCTOYHMKA.

Tpaduk oTnpaBnAeTcsa Mo HasHa4YeHuo.
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APM cuctemHoro agmuHuctpatopa Solar NGFW gomxHo 6b1Tb 060pygoBaHO nepcoHarnbHbIM
komnbtoTepoM. Ocobbix TpeboBaHu K annapaTtHoMy obecneyeHuto HeT. PekomeHgyroTcs
crnegyoLme xapakTepucTUKM NepcoHanbHOro KoMnbloTepa:

npoueccop P-1V ¢ TaktoBon YactoTon He MeHee 2 TL;
00bem onepaTtnBHOM NamsiTM He MeHee 4 ['B;

obbem xecTkoro agucka He meHee 20 B.

B cocrtaB nporpammHoro obecneveHms APM cuctemHoro agmwuHuctpatopa Solar NGFW
OOmKeH BxoanTb 6paysep. PekomeHayemble Gpay3epbi:

Mozilla Firefox (akTyansHou Bepcun)
Google Chrome (akTyanbHon Bepcumn)

Pa6ota ¢ ynpasnsowmm nHtepdericom Solar NGFW BoamoxHa B gpyrmux 6paysepax, HO B
TakoM criyyae nonHoueHHas pabotocnocobHocTb Solar NGFW He rapaHTupyetcs.

[ns koppekTHon paboTbl Solar NGFW HacToaTenbHO pekomeHayeTcs pas3peLlnTb BbINONHEHME
JavaScript n coxpaHeHune cookies (HacTponka no yMon4aHuio).

BHumaHume!

Ecnu epyyHyto yeenudums pasmep wpugpma e bpaysepe, dusalH uHmepghbetca Solar NGFW 6ydem
HapyweH, u uHmepgelc cmaHem HerpuaodHbIM K UCMO/b308aHUIO.

YctaHoBka Solar NGFW TpebyeT Hannumsa kak muHumym 2 I'b cBobogHoro npoctpaHcTBa Ha
auncke B katanore /opt. NMNomumo atoro, B npouecce pabotbl Solar NGFW notpebyetcsa cBo-
©ofHoe OMCcKoBOE NPOCTPaHCTBO MO XypHanbHble annbl B katanore /data (mcnonb3oBaHune
ANCKOBOrO NPOCTPAHCTBA MOXHO OLIEHUTb, UCXOAS U3 Toro, 4To 1 I'B XypHanbHbIX dannos
coaepxut npumepHo 1,5 mnH. 3anucen). Kpome Toro, B katanor /data/spool/skvt/cache/ 3a-
nucbiBaeTcs cnyn-ann cepeuca skvt-cache. Takke Heob6xoanMMO BbIAENUTL LOCTATOYHOE
KONMYeCcTBO MecTa nof BpeMeHHble hainbl B katanore /var/tmp, yuntbiBas 10, YTO B 3aBUCK-
MOCTM OT NONUTUKK cepBUC skvt-wizor No ymonyaHuio 3anncebiBaeT B 3TOT KaTanor cansbl,
KOTOpble Nonb3oBaTenu 3arpy>atT U3 UHTEpHeTa.
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[nsa yctaHoBku n koppekTHon pabotbl Solar NGFW Ttpebyetcs kak muHumym 150 I'b cBoboa-
HOro AMCKOBOrO npocTpaHcTBa. CMCTEMHBIV ANCK pa3buBaeTca UCXoasd N3 pekoMeHgaumi:

He meHee 50 I'b ans pasagena Ivar , T.K. B 3aBUCMMOCTW OT MNOMUTUKN cepBuUC skvt-wizor no
YMOSYaHMIO 3anuCbiBaET B 3TOT KaTanor dpansibl, 3arpyxaemble U3 MHTepHeTa.

He meHee 30 I'b gnsa kopHeBoOro karanora, B KOTopbIvi 6yaeT ycTaHaBNMBaTbCst OnepaumnoH-
Has cuctema.

He meHee 70 I'b gns pasgena /opt, B KoTopbIi ByayT ycTaHOBNEHbI HENOCPEACTBEHHO
paboune dannbl Solar NGFW.

Kpowme Toro, B npouecce pabotebl Solar NGFW notpebyeTtcsi cBoGogHOE ANCKOBOE NPOCTPaAHCTBO
nogd >XypHanbHble ¢aiinbl B OTAENbHO NPUMOHTUPOBaHHLIN KaTtanor /data. PekomeHayembii
ob0bem BblgeneHHoro npocrtpaHcTea nog pasagen /data He meHee 100 'b. BeigeneHue npo-
CTpaHCTBa OCYLLECTBNSETCA NyTeM MOHTMpoBaHusa CX[ k channoBon cucreme.

PekomeHgyemMble xapakTepucTunki annapatHoro obecneyennsa CX[;

KonuuyecTtBo onepaumii BBoga-sbiBoga B cekyHay (IOPS) — He meHee 2000. IOPS moxeT
ObITb YBENMYEH 3a CYET NUCMNOMb30BaHNA OOMbLLEro KONMYEeCTBa KECTKUX ANCKOB MEHbLUEN
€MKOCTM Npu coxpaHeHunn obuiero oobema CX/.

Ownckoson maccus ypoHa RAID 10 nnn RAID 6.

NHTepdenc noaknioyeHus xXecTkmx ouckos — SAS (ckopocTb BpalueHns — 10000 unu Boeiwe
o60poToB B MUHYTY) unun SSD.

TpeboBaHus k CX[ npssMO 1 NTIMHENHO NPOMNOPLMOHanbHbI CPOKY XPaHEHNSA AaHHbIX B apX1Be,
ocTanbHble TpeboBaHWs He 3aBUCAT OT Hero.

Ona MNAK B pasgene Cuctema > PacwumpeHHble HacTponku > Cucrema npegoTBpaLLeHns
BTOp>XeHuM B none KonnvectBo ovepenen HEOOX0AMMO yKasbiBaTb CNeAyoLne 3HaYEHUS:

Solar NGFW HARD L 2000 — 28,
Solar NGFW HARD XL 4000 - 17,
Solar NGFW HARD XXL 10000 — 36.

PekomeHOyeMble XxapaKTepMUCTUKM annapaTHOro obecnevyeHnst cepeepa ans ycraHoBku Solar
NGFW, B 3aBUCUMOCTU OT KONM4ecTBa nofb3oBaTenen:

MpumeyaHue

HaHHble 8 mabrnuye 6binu paccdyumanbl no cobecmeeHHoMy mpacgbuky Solar. Ymobbi paccyumame
uHOuBUAyanbHbIl caliduHe coeriacHo mpebosaHusiM U nompebHocmsM, 0bpamumecs K crieyuanucmam
Solar NGFW.

Solar NGFW e supmyanbHOM ucnosiHeHUU mecmupyemcs Ha aurnepausopax OpenStack u Proxmox.
Ha OaHHbIx eunepsu3opax eapaHmuposaHa paboma ecex ghyHKUUOHasIbHbIX 803MOXHOCMeU.
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Taon. 3.1. TexHuyeckmnm cansuHr Solar NGFW

Konuuectso LM O6bem onepatuBHom namATM OOBLEM xkecTkoro aucka nog OC
4 20Tb 150 I'b
6 24Tb 150 I'b
8 28TB 150 I'b
12 32Tb 150 I'b
16 36TBb 150 I'b
24 40Tb 150 I'b
32 48 b 150 I'b
64 64 I'b 150 I'b

3.2.3. Tpe6boBaHuA K NporpaMmMHOMYy obecrne4yeHuro

HanHasa Bepcus Solar NGFW dyHkumoHmpyeT nog ynpaeneHnem OC Astra Linux Special
Edition Bepcun 1.8.0 (Bepcua sigpa 6.1.50-1-generic) ¢ MakcMManbHbIM YPOBHEM 3aLUMUThI
«CMOneHcK».

MpumeyaHue

HacmosimernbHo He pekomeHAyemcsi cmasumb nakem obHoeneHul 6e3onacHocmu rod yrpaeneHuem
OC Astra Linux 6onee Hoebix gepcull (Harpumep, 1.8.1), m.k. amo Moxem Hapywumbs WMmMamHyto
pabomy cnyx6 Solar NGFW u npusecmu k HapyweHur pabomocrnocobHocmu.

3.2.4. TpeboBaHuA K kKoHdpurypaumm OC

Solar NGFW nogaepxumBaeT paboTty Tonbko no npotokony IPv4. Ucnonb3osaHue N0, paboTta-
toLiero no npotokony IPv6, moxeT npnBoauTb Kk owmbkam B pabote Solar NGFW. Pekomenay-
eTCs OTKMIYMTb Mcnonb3oBaHue IPv6 cpeactesamu onepaumMoHHON CUCTEMBI.

Kpome Toro, B npouecce pabotbl Solar NGFW Heobxogum dharin ¢ permoHanbHbIMU yCTaHOB-
kamn ru_RU.UTF8 ans koppekTHOro otobpakeHusa nonb3oBaTenbCcKoro Beb-uHTepdeinca
Solar NGFW.

®dyHkumoHnposaHue Solar NGFW 3aBucut oT Hanuuma B OC onpedeneHHbIX nporpaMmm u
KOMMOHEHTOB. BONbLUMHCTBO N3 HUX SBNSIKOTCS CTaH4APTHBIMU AMHAMUYECKUMU BUbnmMoTekamm
OC. Habop HeobxoouMbIX KOMMOHEHTOB 3a4aeTcs B BUAE 3aBMCUMOCTEN B YCTAHOBOYHOM
nakete Solar NGFW.

B HacTporikax OC gomkHbl 6bITb OTKPbITbI CETEBLIE NOPThI, KOTOPbLIE MCMONbL3YHTCS B paboTe
Solar NGFW. lMNepe4veHb NnopToB yka3aH B Tabn. (cm. Tabn.2.1).

3.2.5. PekomeHaauum no pasgeneHuto auckos B OC npu yctaHoBke Solar NGFW

Mo ymonuaHuto Solar NGFW anga OC Linux HacTpoeH Ha UCMNonb30BaHWe crieayoLwmx fiornye-
CKMX pas3genos gucka:

e Jopt — pasgen, B KOTOPLIN NPON3BOAMTCSH YCTaHOBKa KoMNoHeHToB Solar NGFW.

o /data — pasgen ans pasmelleHns HakannmMBaeMblx gaHHbIX Solar NGFW.
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AnnapaTHoe 1 nporpaMmmMmHoe obecneveHne cepBepa OO0IMKHO pacnofaratbC4d Ha CETEBOM Tle-
pumeTpe ©e3onacHoOCTM ANa UCKOYEeHNS HEeCaHKUMOHNPOBAaHHOIO AocTtyna.

Solar NGFW obGecneunBaeT CTOMKOCTb napornen gns goctyna B cuctemy. Npu cosgaHum
nonb3oBaTenen cucTteMa NpoBepsaeT Ka4eCcTBO Naporien, KOTOpoe ONpeaenseTca cneayowmumm
napameTpamu:

MuvHUManbHO paspeLleHHast 4fMHa naponsi.
N3BecTHas n 3a00KyMEHTUPOBAHHAs MakcumarnbHasi 4fiMHa naponsi.
KonnyecTtBo pasnuyHbIx CMMBOSIOB B Naporne:

3arnaBHble OyKBbl NAaTUHULIbI;

nponucHble OyKBbI NAaTUHULbI;

undpel;

cnyxebHble cumBonbl: ~ ! @ #$ % A& * () +-=""_/\|".

Mpwn cosgaHumn napons cuctema paccynTbiBaeT ypoBeHb ero cnoxxHocth (o1 0 go 10). Cuctema
He MO3BONWT CO34aTb Naposib, €CIN OH He COOTBETCTBYET 3a4aHHOMY B HACTPOMKAX YPOBHIO
CINOXHOCTU — HaNpUMep, eCN OH COAEPXNT bonee AByX CUMBOSIOB NOAPSAA 13 ogHoro Habopa.
Mo ymMonuyaHuio ypoBeHb CIOXHOCTU Mapons AOMmkeH ObiTb He MeHee 6. PacyeT ypoBHSA
CNOXHOCTM Napons BbINOMHAETCA HA OCHOBAHWM CrieaytoLwmnX YCroBUIA:

Ecnun gnuHa napona paBHa unu 6onblie MMHMManbHon, npubasnsetcs 1.
Ecnu anuHa napons makcumanbHas, npubaensaetcs 2.

Ecnu naponb coaepxut cumBonbl 13 AByx Habopos, npubaensaeTca 1.
Ecnu naponb cogepXmnt cumMBonbl U3 Tpex Habopoe, Npubasnserca 1.
Ecnun naponb cogepXnt cumMBosbl U3 YeTblpex Habopos, npubaensetca 1.

Ecnun naponb He cogepxuT Bonee AByx CMMBOMNOB U3 ogHOro Habopa nogpsg, npubaensercs
1.

Ecnun naponb He cogepxuT 6onee ogHoOro cumeona 13 ogHoro Habopa nogpsia, npudaens-
eTca 2.

Ecnu konnyectso pPa3HbIX CUMBOJ10B OonbLUue MUMHMManbHOWM AONWHbI Napons, np|/|6aBn;|eTc;|
1.

Ecnu naponb BbinonHsaeT ycnosusa nyHktos 1, 5, 7, 8, npubasnsetcs 1.

Ecnn cymma ycnosui 6onblue 10, ypOBEHb CITOXHOCTW Napons cumtaetcs paBHbiM 10.

23



B HacTporkax no ymonyaHuio MUHUMarnbHas givHa Napons paBHa 6, MmakcumarnbHaa — 12,
MWHMMAasNbHO SOMYCTUMBIN YPOBEHL CIIOXHOCTU napons — 6. Takum obGpa3om, ecnv ypoBeHb
CNOXXHOCTW MeHbLLE 6, cMCTeMa He NO3BOSMT CO3A4aTh Naporb.

HacTponkn no ymonyaHuio MOXHO U3MeHNTb, OTpeaaktuposas B GUI cnegytolme napameTpbl
(pasgen Cuctema > PacwunpeHHble HacTponku >UHTepdenc, cekuna CepBep Be6-MHTep-
cdenca):

MuH. anuHa napons;
Makc. anvHa napons;
YpoBeHb CIOXHOCTU Naporis.

Cepsep Be6-UHTepdeiica

JKypHanupoBaTh AeACTBMA NONb30BaTenei B syslog  audit-t

MepeHanpaenesve ¢ 443 nopta Ha 8443 nopt  https-redirect

SMTP-afipec NoYTOBOIO CEPBEPA S| ost 10199.28.17

SMTP-NOpPT NONTOBOTO CEpBepa  smtp-port 143

MuH. iNMHa napons -minlen 1

Makc. jivHa naponst  password-maxlen 12

VYpoBeHb CIOXHOCTA NAponA D d-level 1

3ajlepxKa C NocnegHero o6palleHns K cepBepy nepef 3aBeplieHreM ceccuu (€)  auth-ina

Puc. 3.1. HacTpouku crnoxHocTtu napons

B cucteme peanunsoBaHa 3awmTa OT B3nomMa nytem nepebopa y4eTHbIX gaHHbIX (BpyTdopc).
Mocne 3agaHHOro KonnyecTsa HeyaadHbIX MONbITOK BXOAA Nepes KaxKaon CrieqyoLLen nonbITKON
BBOAMTCS BPEMEHHAsA 3afepxKa, KoTopasa yBeNMUYNMBAETCSA IKCMOHEHLUManbHO NOCMe Kaxaom
nocrneaywoLwen HeygadHom NonbITKM Bxoda. HacTporku 3alimThbl MOXHO 3a4aTb, MCMOMb3ys
cnegytoume napameTpbl kKoHgurypaumm (pasgen Cucrema > PaclimMpeHHble HacTPOMKMU >
UHTepdpeic, cekuma CepBep Be6-mHTEpchenca):

Makc. Konn4ecTBO HeyAauyHbIX MNOMNbITOK BXOAAa B CUCTEMY A0 3a4ePXKKMU;
3apepxka mexay nonbiTkamu BBoga napons (c);

BnokupoBka Bxoga npu npeBbILIEHUM YMCra NONbITOK BBoAA napons (Mm).

v lNapameTpbl Bxoja B cuctemy  brute-force-protection

Makc. konnyecTso Heya4HbIX NMOMNbITOK BX0Aa B CUCTEMY 10 3a1€PHKN max-failures

3afiepKa MeAY NoNbITKamM1 BBOAA napons () initial

BOKMPOBKA BXOfia NPK MPEBbILLIEHMM YXCHA NONbITOK BBOAA napons (M)  max-delay

Puc. 3.2. Hactponka napameTpoB BXxogda B CUCTEMY

MNpw HenpaBWNbLHOM BBOAE Napons BOCMNONb3yNTeCh CEPBUCOM user-tool aAnsi ero ameHeHus
(cm. pasgen 11.2.3).
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Ona yctaHoBkn OC Astra 1.8.0 3anyctuTte cepsep € UCNOMb30BaHNEM YCTaHOBOYHOIO AncKa
unu USB-HocuTens «Astra 1.8.0» 1 BbinonH1Te cnegylowme 4encTBUS:

B okHe npuBeTCTBMS OCTaBbTe BbIOOP NapameTpoB NporpaMMbl YCTaHOBKM MO YMOMYaHUIO
(F'padmnueckan yctaHoBKa, Pycckun) n Haxxmute Enter.

- BHNOAHWTE

O3sHakombTechb C JIMLEH3MOHHBbIM conalleHneM, Bblbepute ypoBeHb 3alumeHHocTn Mak-
cumManbHbIn («CMONEHKCK»), ycTaHoBuTe dornaxok MpuHumalo ycrnosus NULEH3MOHHOIO
cornaweHusa n Haxvute [anee.

25



Mporpauma ycramosian Astra Linux

ASTRA‘ALINUX Bac NPYBETCTBYeT MACTep YCTaHOBKM ONePaLMoNHoMi cucTemsl Astra Linux Special Edition 1.8
BeiBepuTe 351K NPOrPaMMB yCTAHOBKY 11 YPOSEHS SALIVIEHHOCTH 8 338UCHMOCTI OT NPUOBPETEHHOR NMLLEH3NN

OnepaunoHHan cucTeMa AN NPOAGMKEHNA HEOBXDAMMO NPUHATE YCADBIA IMLIEH3MOHHOO COTNALLEHIS

Astra Linux A3LIK NPOrpaMMbl YCTAHOBKMA YpoBeHb 3aLUMLIEHHOCT

Special Edition 1.8.0.14
Pycekui V| | MaKcmanHbli («CMONeHCKs) v

1. Hauano

2. PervoHankHbie HacTpowiKK MAyeHsnoKHoe cornauienue
CornaweHws, To Bel He MeeTe NpaBa yCTaHAB/MEATk, 3aMyCKkaTk, KONVPOBATE MK AKTyanbHas Bepcusl /IMLEH3NOHHOTo
WHLIM COCOBOM UCMONL30BaTE MO. NIPUHUMAR YCN0BHA COFallieHNA Nob30BaTens cornawenus:

NOATBEPKA3ET, UTO AeficTEyeT Ha A0BPOBONLHLIX HAUANaX, COHATENLHO, 6e3 KaKoro-
UBO MPUHYKAEHUR CO CTOPOHE! KOMNEHMM W/WAN TPETEINX MIAL, OH MPAEOCNIOCOBEH, 1
BNpaBe 3aKkMUATL CornalleHHe. MpeAoCTaBeHe NPasa UCToNL30BaHA MO

con| A OTAENEHEIM pom, 3aK. mexgy K A nnn
MapTHEPOM KOMNaHMH W Bamu. TIPH 3aKNHOueHUH Mexay Bami i KOMNaHUe uni
MapTHepom Komnakni Aorosopa, COralleHe i BCe ero MoNCKeHNA SBARSTCA
HEOTHEM/IBMOI YACTLIO TAKOTO AOroBopa. B cnyuae npegocTasnenus MO & cocrase
VCTPOMCTBA NPaBO MCMoNL308aHMA MO COMPOBOXAIETCA MPUHATUEM HACTORLLEr0
Cornawenus.

www.astralinux.ru/information/licenses

TepMiHL! v onpeaenena

«Komnamus» - OBLIECTEO C OTPaHUUEHHOM OTEETCTEEHHOCTEIO «PYCBMTex-AcTpar, MHH
7726388700, ABARKLL2ECA NPaB00G/AAATENEM CEMECTBA ONePALMOHHEIX CHCTEM
CReuVansHoro HasHaueHna «Astra Linux Special Editions. «Monszosarenss («Beis) -
VHAMBIAZYNEHEIR NPEARPUHIMATENS WY KPUAMUECKOR NULLD, KOTOPOE NpUoBpenc
NueHznio AnA coBCTBEHHLIX HYXA, @ He ANA NOCNEeAYIOWero PACNPOCTRAHEHNA U
NPeAOCTENEHIR CYBAMLIEHIAN WM OKAZ3HWA YENYT C NOMOLLEH0 0 TPETENM MMLaM,
n1Bo MK, KOTOPOE NONYHMUAG YAANEHHbIA AOCTYM K MO Yepes ceTs VIHTEpHET AnA
COBCTEEHMLIX HYKZ, 3 HE ANA OKAZ3HIUA YCNYT C NOMOLLEH0 N0 TPeTEuM MALaM, N
1ML, KOTOPOMY NPeAOCTABNEHO NPABO UCONL30BaHMA MO ATA UCCNEA0BATENLCKIX
ueneii, no gorosopy mexay Monszosarenem i Komnarveri nnw MapTHepem Komnaxnm,
«MporpamMmHoe oBecnevueHmes («0») - CEMEHCTBO ONEPALIAOHHLIX CUCTEM

VIETOUHMKY YCTaR 0Bk TIDMHUMAI0 YCNIOBIA NALEHIVOHHOrO COrNAWEHIA

Cnpaska

BLIXOA,

Aanee

Puc. 4.2. OkHo JluueH3eH3nOHHOe cornatlueHme

3. B okHe PernoHanbHble HacTponku Astra Linux BbiOepuTe permoH, 4acoBow NoSC, s3bIK
BBOAA, s3blk OC 1 coveTaHme KnaBuw AN nepeknioveHns a3oika. Haxmute Oanee.

‘% Mporpamma ycraHoskm Astra Linux

-
ASTRA LINUX s

OnepauvonHan cncrema

£
Astra Linux
Special Edition 1.8.0.14

1. Hauano
2. PErNOHaNEHEIE HACTDORKY

3. KOMOHEHTEI yCTaHOBKM

Peruon pata
Espona -
Sowa Bpemsa
UTC+03:00 Poccita (Mockea) (12:19 16.09.2024) v
YCTAHOBHTS AATY M BpEMA
A3bik BBOAA [ KnaBuL AR nep AzbIKa
Alt+Shift v
Russian
English (US) A3LIK ONEPALMOHHO CUETEMBI | PYCCKAUi v
McToumkm ycrarosku = (*
Cnpaska
BbixoR Hazap, Lanee

Puc. 4.3. PermoHanbHble HaCTPOMKN

4. B nosBuBwemcs okHe KomnoHeHTbl ycTaHoBKM Astra Linux BbiGepuTe:
o [lpodunb pasmeTkn aucka — Py4yHasa pa3meTka;
e fapo Linux — linux-6.1-generic;

o KoMnoHeHTbl onepauMoHHOW CUCTEMbI — YCTaHOBUTE dhrnaxkm CpeacTsa paboTbl B
cetu UHTepHeT, KoHCconbHbIe yTUNuTLI, CpeacTsa yaaneHHoro nogkntoyveHus SSH.
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Mporpamua ycrawo

-
ASTRA LINUX

OnepauMoHHan cucTemMa
Astra Linux
special Edition 1.8.0.14

1. Hauano

2. PeryioHankHeIe HaCTPOMKM

3. KOMMOHEHTHI YCTaHOBKN

VicTounmkm ycTanoakm

Crpagxka

(oo |

Npoduns pasmerku gucka

Paspen A% YCTaHOBKM CCTeMBI

[Frasem pasiern

OTKPLITL MPOTPaMMY PASMETKM AUCKa

Aapo Linux

‘ linux-6.1-generic

PO 06LLero HasHaueHIs, 0BECNEUMBART 6330BYH0 GYHKLNOHANEHOCTE OC. PEKOMEHAOBAHHLIA BAPUaHT

KOMNOHEHTEI ONEpPaLMOHHOI CHCTeMBI
[ rpaguueckuit unTepdeiic Fly

Cpeacea paboTul & ceTi VTeprer

[ | OpucHsie npunoxerns
["] Cpeactaa paborui ¢ rpaduikoi

[ Cpencraa mynsrameana

CpexCTea BMpTyan13aumm

[ virpss

KOHCONbHIE YTUAUTH!

| Cpeactea gunLTpaLmK ceTeskix nakeTor ufw

CpeACTBa YAaneHHOro NOAKNIOYeHUA SSH

@ 5 s0nns yeasars x0T Gt o pasaen < ToNKOF MOHTHpOaNMA T

AononKuTensHsIe HACTPORKI

[_] MangaTHbIi KOHTpOAL LienocTHOCTH

| MaHgatHoe ynpagnexue 4ocTynom

["] 3amkryTan nporpammHan cpeaa
| OumcTka oceoBoxaaRMOf BHeWHeN namATH

| 3anper eeiBoaa MeH:0 3arpysuMKa

__| 3anpet Tpaccuposku ptrace
["] 2anpoc napons gns komarge sudo

[} 3anper ycraHoBky 6uTa McnonHeHUs

| 3anpet ucnonHenna ckpynTos nons3ceatena

["] 3anmper ncnonHeHna MakpocoB Nob3oBaTeNs
[_] 3anper konconn

| Cncremmsie orpanuuenms ulimits

3anper aBTOHACTPOliKM ceTi

[} Mectroe Bpemn ana cuctemheix uacos

v | [

Puc. 4.4. KOMNOHEHTbI yCTaHOBKU

5. Haxxmute OTKpbITL NporpammMy pa3MeTKu QUCKa.

[
% Mporpamma ycTaHoskM Astra Linux

-
|ASTRA LINUX |

OnepauvoHHaA cucTema
Astra Linux
Special Edition 1.8.0.14

1. Hauano

2. PerMoHansHsIe HACTPORKK

Mpodg pazMeTKy g

Pa:

‘ PyuHan pasmeTka

I OTKPBITE MPOrpaMMy pasMeTKN MCKa

fAapo Linux

‘ linux-6.1-generic

3. KOMNOHEeHThI YCTaHOBKN Aapo oblero HazHaueHun, obecneuneaet 6az0ByH GYHKUMOHANEHOCTE

K Thl ¢

pauy 0l CUCTEMBI Ao

[] rpaduueckuii unTepdeiic Fly C

Puc. 4.5. KOMNOHEHTbI yCTaHOBKM

6. B oTKkpbiBLIEMCSI OKHE HacTponku KkoH(urypauum pasmeTkn AUCKa yoannte yCTPONCTBO
vda.
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HaCTpoiiki KOHQUIYpaLMK PasmMeTKi Aucka

["] BupTyansHas namats baiin v
TPAMEHKTE HACTPOMKI MOAKIUKH
Anckn o =
— vda
=

TNoruueckoe NpeAcTasneHne

vda
300 MmB

+|® & 2 a0
YcTpoiAcTBO Tun ®opmaTupoBaTk | Pasmep | MeTka TouKa MOHTUPOBAHNA

YCTPOIACTBO 509660 300 mb Astra_1.8_x86-6...

Cospate

Vi3MeHnTh 3

Pa3MOHTUPOBATL
Decrypt
ViHpOpMaLMa

HeT oxmaaiolmx AeAcTBMiA

‘ 3aKpLITe ‘

Puc. 4.6. YaaneHue ycTponcTBa vda

7. TpaBoOW KHOMKOW MbILLN HAXXMUTE Ha CTPOKY CBOBOAHO 1 B KOHTEKCTHOM MEHIO BbibepuTe
CospaTthb.

HACTPOWK KOHGUIYPaLII Pa3METKN ANCKa

["] BupryansHan namste $aiin v
rPHMEH/Tb HE':TPOIF\KM Nogxauku
Auckn . =]
Y vda
= Tlorvu4eckoe NpeACTaBneHmne

cBobogHo

300 wB

+ ®| &8 2 a Q
YcTpoiicTBO Tun ®dopmaTuposats | Pazmep MeTka Touka MOHTUpPOBaHUA

csoBogHo

YAanuTs

V3MEHUTL >
Pa3MOHTUPOBATL
Decrypt

WHpopmauma

1 oxmagiowee fedcBune

‘ 3aKpuiTe ‘

Puc. 4.7. Co3pgaHue HOBOro pasgena

8. B oTkpbiBLIEMCS OKHE Ha AucKe He HanageHa Tabnuua pasgenos B none BoibepuTte TMN
HOBOM Tabnuubl pasaenoB BbiGepute gpt n Haxmute OK.
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HACTPOKA KOHGUTYPaLIMKM pa3MeTkn JUcka

$aiin v

MPYMEHUTE HACTPORKN MOAKAYUKK

6 (| =

Joruyeckoe NpejcTasieHne

Ha Aucke He HaaeHa Tabnvua pasgenos

npesxze Yem 406aBUTb pasaensl, HeoBX0AMMO CO34aTb TabuLLy pasAenos.

BbifiepuTe TUN HOBO TabnuLiel pasgenos: gpt -

OtmeHa

1 oxupaouiee feAcTeue

3akpeiTe

Puc. 4.8. Bbibop TMna HoBoun Tabnuubl pa3genos

9. B oTkpbiBLIEMCS OKHE [l06aBUTb HOBOE YCTPOMCTBO BLIOEpUTE TUN ycTporcTBa Pasaen
n dpannosyto cuctemy BIOS Boot. Haxmute OK.

JobaBuTE HoBDE YCTPRACTED

TunycrpoAcTBa: | Pasgen -
JoCTynHble yCTpoAcTBa: YcTpoiicTeo | TUn | Pasmep
vda disk 300 rmb
2
| Pazmep: | 2 MB w I
1024 Kub 2 Mub

BpYUHYHD YKaXATE packnagky
dainoBan cuctema: . BIOS Boot A
P Moka3aTb AONOHATE/BHbIE NapaMeTphl

OTMEHMTE OK

Puc. 4.9. OkHo [106aBUTL HOBOE YCTPOUCTBO

10. B HoBOM OKHe [106aBUTbL HOBOE YCTPOMCTBO BbiGepnTEe MakcMMarnbHbIi 00beM ANCKOBOIro
NpocCTpaHcTBa 1 ANns napameTpa dannoBas cucrema Bobibepute 3HadeHne physical volume
(LVM). Haxxmute OK.
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JobasnTs HOBO

TunycTpoiicTea: | Pazgen -
JocTynHele yCTpoicTea: YcTpoicTeo | Tun Pasmep
vda disk 300 TMB
300,0
| Pasmep: | 3000 — GiB v A
8 MuB 300 MG
BpyHy0 YKaXMTe packnagry I
®aiAnosad cactema: | physical volume (LVM) -

Mcnonb30BaTh 3allMTHOE NpeobpasosaHue:
Pasmep cektopa: | ABTOMAaTM4ecku -
P MokasaTb AONONHUTENBHBIE NapaMeTpb

OTMEHWTB OK

Puc. 4.10. OkHo [lo6aBUTbL HOBOE YCTPOMUCTBO

11. Ha ocHoBe LVM co3gavite rpynny TOMOB 1 yKaxuTe Npon3BonbHOe UMs, Hanpumep, ngfw.
Haxmute OK.

JoBaBUTE HOBOE YCTPORCTEO

TunycrpoicTBa: | Mpynna Tomoe LVM2 w

JOCTyMNHbIE YCTPORCTBA: YcTpoicTeo | Tun | Pasmep
vda2 lvmpv 300 M6
300,0
| Pasmep: | 300,0 GIB ¥
2 M1 300 MM I

BpyuHYt0 yKaxuTe packnagky

Wma: [ ngfv.{

P MokazaTb AONONHATENbHBIE NapaMeTpbI

OTMEHWUTE OK

Puc. 4.11. Co3aaHue rpynnbl TOMOB
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[ HacTpoiiki KoHGNIypaLWK pa3MeTki gucka

[ ] BupTyansHan namaTs daiin v
[ MpYMEHUTE HACTPOAKK NOAKAYUKM
Anckn o =]
vda
= Norvyeckoe NpeAcTasneHmne Pr3MyecKoe NpeACTaBNeHMe

ngfw

Tgynna mowos

+ ® & 2 & 0

YcTpolicTBo Tun ©DopmaTupoBaTh | Pasmep MeTka Touka MOHTUPOBaHMA

csobogHo cBobogHo 299,99 Wb

S5 oxmaalownx el CTBMA

‘ 3aKpLITE ‘

Puc. 4.12. Co3paHHble gucku vda, LVM un ngfw

12. Cosgante nornyeckme Toma root, data, opt u var:

o [1nga Toma root Bbigenute He MeHee 25 'b AnckoBoro NpoCcTpaHCcTBa.

JlobaBWTL HOBOE YCTPORCTBO

TunycTpoiAcTea:  lorMueckiid Tom LVM2 b
JoctynHele ycTpoiAcTea: YcTpoidcTeo | Tun | Pasmep
ngfw lvmvg 299,99 MMb

YpoBeHb RAID: | linear v

25,0
- ‘ Pasmep: 250 — 4+ | GB ™
4 Mub 299,99 Tub
BpyuHYI0 yKaxmTe packnagky I
daiinosad cacTema:  ext4 A
Mertka:
Vims:  root

Touka MOHTUPOBaHMS: | /

Mcnonb3oBate 3alnTHOE HPEDEPBSOBBHWE:

OTMEHUTE OK

Puc. 4.13. Co3paHue Toma root

o [1na toma data Bbigenute He meHee 100 ' agnckoBoro NpocTpaHcTBa.
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JlobaBuTk HoBOE YC

TunyctpoAcTea: | JlorMyecknia Tom LVM2 -
JocTynHele ycTpoicTaa: YcTpoiicTeo | Tun | Pasmep
ngfw vmvg 224,99 Tub
YpoBeHs RAID: | linear =
100,0
—————— | Paimep: 1000 — GIB »
4 Mub 224,99 Tub

BpyUHYI0 yKaXuTe packnagry

®annoBan cuctema: | ext4 hd
MeTka:
Wms: | data

TouKa MOHTUPOBaHWUA: [ Idatd

Mcnonb30BaTh 3allyKMTHOE I'IPEOﬁ pazoBaHue:

OTMEHUTE OK

Puc. 4.14. Co3pgaHue Toma data

e [1nga Toma var Bbigenute He meHee 50 ' anckoBoro nNpocTpaHcTBa.

[o6aBUTL HOBOE YCTPORACTED

b TanycrpodcTea: | Jlormyecknia Tom LVM2 v
JocTynHble ycTpoiAcTBa: YcrpoidcTeo | Tun | Pasmep
ngfw Ivmvg 49,99 TMB
VposeHb RAID: | linear =
20,0
| Pasmep: 50,0 — GiB v
4 MuB 48,99 b

BPYHHYIO YKaXMUTe PackNagKy

Painosan cucTeMa: | ext4 hd
MeTka:
Mma: | var

Touka MOHTUPOBaHWA: [ Nar|

Wcnonb30BaTh 3aWMTHOE Npe 05P33 OBaHWe:

OTMEHUTE OK

Puc. 4.15. Co3pgaHue Toma var

e [Ina Toma opt BbLIgennTe BCe OCTaBLLEECS ANCKOBOE MPOCTPaHCTBO.

BHumaHue!

KpaliHe xxenamenbHo, Ymobbl 06bem npocmpaHcmea, 8bidesieHHo20 0511 moma opt, cocmaersnsisn
He meHee 40 I'b. 3mom mowm & npouecce akcrnyamauyuu Solar NGFW akmugHo HaronHsiemcsi
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0aHHbIMU, U uc4yeprnaHue ce0600HO20 Mecma Ha HeM rpusedem K agapuliHol ocmaHoeke Solar
NGFW.

TunycrpoActea: | floryeckinia Tom LVM2 v
JoctynHele ycTpoiicTea: YcTpoicTeo  Tun | Pasmep
ngfw lvmvg 124,99 TuB

YpoBeHb RAID: | linear v

125,0
| Pasmep: | 1250 — GiB »

4 MuB 124,99 TvB

BpyUHYI0 YKaX1Te packnagky
Qainosad cucTema: | ext4d v
MeTka:
Wwma: | opt

. 1
Touka MOHTMpoBaHKs: | /opt] <

Vcnone3oBate 3allMTHOE N pEDEPﬂ} OBdHWE

OTMEHUTL OK

Puc. 4.16. Co3zpgaHune Toma opt

13. B okHe HacTpomnkn KoHduUrypaumm pasmeTku auUcKa B NpaBoOM BEPXHEM YIIy HaXmuTe

n BbloepuTe 3anncaTtb U3MEHEeHUsA Ha AUCK.

i HacTpoiki1 KOHGUTYpaLIMK pasMeTkid AMcka

|:\ BupTtyaneHan NamaTe dain ~
r\'JMNEH/_b HEC“pII\ﬂKM NOAKaUKK
Avcin & | =
— vda
- MNoruyeckoe NpeAcTaBneHne PUsnyecKot Mepe3arpy3uTe KOHG UTrypaLyio pasMeTku
Ouepeapb AeACTBUA
3anucaTb U3MEHEHMS Ha JUCK
ngfw-data ngfw-opt irgreer B g
100 MuB 124,39 TnG 25TWB 50 TB
+ | ® & & o O
YCTpoiAcTBO Tun dopMaTupoBaTh  Pasmep | MeTka TouKa MOHTUPOBaHUA
ngfw-data vmiv extd 100 'Mb /data
ngfw-opt mly ext4 124,99 b fopt
ngfw-root hvmlv ext4 25TWb /
ngfw-var vmiv ext4 50 b fvar
7 OXUAS0WAX A ACTBUA
‘ 3aKpbITh |

Puc. 4.17. lNpumeHeHMe HacTpoeK KOHdUrypawumm pasmeTKku AmckKa
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14. B oTkpbiBLLEMCS OKHE MoaTBepXxAeHUe nnaHa aencTBun Haxmmte OK.

NoaTBepKASHWE NNaHa JeAcTEWA
Bbl jeACTBMTENIbHO XOTUTE BbINOIHWATL 3aMNaHWpoBaHHbIE e ACTBMA?

Ao6aBK Tk yCTporAcTBO 2 MMB partition

[1855] create device 'wdal' (id 1851)
l [1857] create format Sarpy3oqHbiid BIOS' Ha 'vdal' (id 1851)
¥ = pobaeuts ycrpoiicTeo 300 MMB partition

[1908] create device 'vda2' (id 1904)

[1910] create format ‘gpu3nueckiia Tom (LVM)' Ha 'vda2' (id 1904)
+ -+ poBaeuTs ycTpoidcTBO 300 MMB lvmvg

[1960] create device 'ngfw’ (id 1956)
+ < poBaeuTs ycTpoidcTBO 25 TMEB Wmiv i

[2012] create device 'ngfw-root’ (id 2005)

[2014] create format 'ext4’ Ha 'ngfw-root’ (id 2003)
¥ =+ pgoBasuTe ycTpoicTBO 50 TWMB Wmiv

OTmeHa OK

Puc. 4.18. NMoareepxaeHne NnpUMeHeHUs1 HaCTPoekK

15. Doxantech 0bpaboTku gencTemm n Haxmute OK.

16. B rmaBHOM MeHI0 ycTaHoBkM Astra Linux nepengute Ha atan 4. Monb3oBaTenu. YkaxuTte
NonHoe UM agMUHUCTpaTopa, UMs AN BXo4a B CUCTEMY, MMSI KOMMNbIOTEPA, a Takke npu-
aymanTte naponb. Haxmute Oanee.

.F
B MIpOrpaMMa yeTaHOBKY AStra Linux

CASTR AQL:]INUX TlonHoe UMA aAMUHNCTPaTOPa Vims KomnstoTepa

admin @®  ngfw ]
OnepaunoHHan cucTema
Astra Linux
Special Edition 1.8.0.14 Wma ana exoaa B cucTemy VueTHan 3anuck Nonb3osarens
1. Hauano administrator o Wms
2. PervoHansHeIe HacTpOMKH
3. KOMMOHEHTB! YCTAHOBKN nNapont
4. Monb3osarenu

[IITTTTTY & @
5. Ceoaka

TNoaTeepXARHME Napons

[IITTTTTY |

Napont AnA 3arpyaumnka

CoBMagaert ¢ Naponem agMuHNCTpaTopa o e

&z @
MopTEepXAEHNE NAPONA ANA 33TPY3UMKA
& @

VICTOMHMKM YCTaHOBKI
Cnpaska
=2 [ ) [ ]

Puc. 4.19. HacTpoika nonb3oBaTtenen
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17.Ha atane 5. CBopgka ybeguTech, YTO Bbl Yka3anu Bce HaCTPOMKMN NPaBUIIbHO, N HAXXMUTE
YcTaHOBUTD.

Ca
B Mporpauma ycranosxn Astra Linux

ASTRA’LI NUX Bepcys onepaumnoHHoii CCTeMBI:

Pazgensr:

OnepayorHan cuctema Astra Linux Special Edition 1.8.0.14 Tun Tabnnuel pasaence: MBR

Astra Linux VpoBeHb 3aLMEHHOCTA: MaKCMMankHbif («CMoneHck») Paspen: extd / /dev/mapper/ngfw-root 25Tub
Special Edition 1.8.0.14 Pazgen: extd J/var /dev/mapper/ngfw-var 50 vBE

1. Hauano PervtonantHie Hactpofiiu: Pasgen: ext4 /data /dev/mapper/ngfw-data 100 uB
2. PerMoHansHbIE HaCTPOFKM UYacoeoli nosc: Europe/Moscow

Pazpen: extd Jopt /dev/mapper/ngfw-opt 124,99 [vb
3. KOMMOHEHTb! YCTAHOBKU CucTemHbIi sizeIk: Pycckii Bootloader: /dev/vdal
4. Monszosatenu Knaswarypa: HoapobHee
5. Ceogka Kk
PackRaaxa: Russian, English (US)
NporpammHoe o6ecneuenme:
Nepexniouenme A3bika: Alt+Shift

fAapo: linux-6.1-generic
VICTOUHMKM YCTaHOBKM: BCe KOMMOHEHTLI AN Y CTaHOBKM

NIoKansHI NCTOUHMK Nonbsosatenu:
0S5 Astra Linux 1.8.0.14 DVD

ApmuvnncTpaTop: administrator

Bee roToBo K yeTaHoske

[_] Mepesarpyauth nocne ycraroekn

VICTOUHMKN YCTaHOBKI

Cnpaska

oo |

[ reen | [vermome

Puc. 4.20. Paspgen CBoaka

16. [loxaMTechb 3aBepLUEHNS YCTAaHOBKN N HaxxmuTe MNepesarpysuTb.

%
B Nporpamma ycranosku Astra Linux

-
ASTRA LINUX

~ OnepaunoHHan cucTemMa
Astra Linux
- Special Edition 1.8.0.14

8 Q <« &

OnepauyonHan cucrema Astra Special Edition 1.8.0.14 ycranosnewa

AN BXo4a B CMCTeMy NepesarpyauTe KOMMLHTep.

Cnpaska

OTKpaiTe XypHan

NepezarpyanTs.

Puc. 4.21. 3aBepLueHne yCTaHOBKMN

19. Nepesarpy3nte cucteMy 1 BOMAUTE Nog YHETHOM 3annCbio agMUHUCTPaTopa..

20. Banyctute SSH-cepBep, BbINOMHMB KOMaHAbI:
~$ sudo systemctl start ssh

~$ sudo systemctl enable ssh
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Mpume4vaHue

3deck u Oanee komaHObI CLI criedyem 6bInosiHIMb 0m UMEHU Cyrepriosib308amerisi, UCMosib3ysi
KomaHOy
sudo

Y3HanTe umsa cetTeBoro nHTepdenca, BuINOHUB KOMaHAY:
~$ipa

BbiBog kOoMaHabl ByaeT cogepkaTb NPOHYMEPOBaHHbIN CMUCOK MMEH CETEBbLIX MHTepheicoB
(BKMHOYMAsA NokarnbHY NeTno nog Homepom 1).

HacTpoiTe ceteBble UHTephencol (cM. pasgen 4.1.1).
MNepesanyctuTe ceTeByto CNyx0y, BbIMONHNB KOMaHAy:
~$ sudo systemctl restart networking

BbinonHuTe KoMaHabl:

~$ sudo ufw disable

~$ sudo init 6

~$ sudo astra-mic-control disable

MpumeyaHue

Lnsa koppekmHol paboms! XKypHana coeduHeHul ebirnonHume delicmeusi:
Asmopu3sylimeck no0 yyemHol 3anuchkto root, 8bIrnosiHU8 KOMaHOy:
~$ sudo su -
3adatime naposnb amol y4emHol 3arnucu, 8bInosIHU8 KOMaHOy:
~# passwd
Paspewume asmopu3sauuro u 8xo0 rnod amou y4emHol 3arnuchko, 8bIMoSIHUE KOMaHOy:
~# echo "PermitRootLogin yes" >> /etc/ssh/sshd_config
lepe3anycmume cepauc ssh, 8bInMoHUE8 KOMaHAy:

~# systemctl restart ssh
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MpumeyaHue

PekomeHOyemcs onpedenumsb nepedeHb Ethernet-uHmepgbelicos neped ycmaHoskol Solar NGFW
U He MeHsImb e20 8 OasibHellwem.

Mepen ycTaHOBKOM HEOBXOAMMO HAaCTPOUTL YNPAaBAIOLLMIA CETEBON HTEPMENC HYepes CNyxOy
networking. OcTanbHbIMK CETEBBIMU NHTEPENCAMN MOXHO ynpaenaTe B pasgene Cetb >
CeteBble MHTepdencChbl.

YUToObl HACTPOUTL YNPaBNSAOLWNIA CETEBON MHTEPENC:

YkaxuTte IP-agpec n ctaTmyeckmin MapLUpyT 40 CETU ynpaBneHna agMuHucTpaTopa B KOH-
durypaumoHHom canne letc/networkl/interfaces, no6asnB cTpoku:

# iface <Ha3BaHue nHTepcpenca ynpasneHusa> inet static
# address <IP-agpec ¢ npecgunkcom mackun>
# up /bin/ip route add <nopaceTb ynpaBneHua> via <agpec wwino3a>

Mpumep 3anucu:

root@fwl: /opt/dozor# cat /etc/network/interfaces
source /etc/network/interfaces.d/*

# The loopback network interface

auto lo

iface lo inet loopback

# The primary network interface

auto ensl8
allow-hotplug ensl8
iface ensl1l8 inet static
address 192.168.0.2508/2uU
up /bin/ip route add 10.255.0.0/24 via 192.168.0.1
root@fwl: /opt/dozor# |

MpumeyaHue

Co30aHHbIM cmamu4YecKuM Mapuwpymom Hesb3s yrnpasnams Yepe3 GUI. Ymobbi nossunack 803-
MOXHOCMb yripasereHus, co3dalme cmamuyeckul mMapuwpym yrpasneHus 8 pa3dene Cemb >
Mapwpymu3ayus > Tabnuya mapwpymu3ayuu. [locrie coz0aHusi mapuwpyma e GUI Heobxodumo
8 KoHghuaypauuoHHoMm ¢hatline /etc/network/interfaces ydanums cmpoky:

# up /bin/ip route add <nodcems ynpaeneHusr> via <adpec wiro3a>

I'IepesanyCTMTe cepBuc networking C NOMOLLbKO KOMaHObl:
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# systemctl restart networking

[nsa noBbILWEeHNA NPOM3BOAUTENBHOCTU U OTKa30yCTONYMBOCTN CETEBLIX MHTEPdeNncoB B Solar
NGFW moxHO 06beamnHsTb hmandeckme ceTeBble MHTepderickl B rpynnbl (bonding). TexHonorms
no3sonset 0obeanHUTL HECKONbKO MHTepdencoB Ethernet B eanHbI BUpTyanbHbIn MHTEPGENC,
TEM CambIM NOBbLILLAA CKOPOCTb Nepefayvn AaHHbIX 1 06ecnevmBas OTKa3oyCTONYMBOCTb.

MpumeyaHue

lpu 8bixode u3 cmposi 00HO20 U3 UHMepghelicos mpadghuk rpodormkaem rMPoxoouMmb Yepe3 ocmaribHble
paboyue uHmepghelicni.

UToObl 06beanHNTL ceTeBbIE MHTEPGENCHI B rpynny:
OTkntounte Solar NGFW ¢ nomoLbio KomaHabl:
# dsctl down

[o6aebte B dhann /etc/network/interfaces cTtpoku ¢ HacTponkamu ans bond-uHTepdeiica,
Hanpumep:

auto eth1 eth2 bond0
iface eth2 inet manual
iface eth3 inet manual

iface bond0 inet manual
bond-mode 802.3ad
bond-miimon 100
bond-downdelay 200
bond-updelay 200
bond-xmit-hash-policy 1
bond-slaves eth2 eth3

MpumeyaHue

He pexkomeHOyemcs ucrionb3o8ame 8 0OHOU epyrine HeCKONbKO UHmMepghelicoe pasHo20 murna u
pa3sHol ckopocmu.

Ha odHom y3ne moxem 6bimb He 6ornee dgyx bond-uHmepdbelicos.

B epynny mo2ym 6bimb 06beduHeHbl om 2 0o 8 uHmepgheticos. PekomeHAyemcsi ucrosib3o8ams
Konu4yecmeo uHmepgeticos kpamHoe 2 (2,4,6,8).

PabomocrnocobHocmb UHMepghelicos He eapaHMUpoOBaHa Ha pasHbIX 8EPCUSIX cemesbiX nnam u
modyned.

[obGaebTe puandeckmne NHTepdENChI, COCTOSILLIME B rpynne, B CNMCOK UTHOPUpPYeEMbIX Solar
NGFW B cann /opt/dozor/etc/ignoredinterfaces.txt.
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Mpume4vaHue

Ecnu gpatin omcymcmesyem, coslatlime e2o.
Kaxdoe umsi uHmepagbetica O0/mKHO 6bimb ¢ HOBOL CMPOKU.

lModyuHeHHble uHmMepgelicbl 8 2pyrine OOMKHbI OblMb UCKIIOYEHbI U3 YrpaesieHusi cepeucom
network-agent o usbexaHue nepe3sariucbleaHusi Hacmpoek. [pu uckmoyeHuu uHmepghelicos u3
epynnbi Ux ynpaeneHue AoKHO bbimb 8038pauleHo K network-agent.

MepesarpysuTe YyCTPOMCTBO C NOMOLLLI0 KOMaHAb!:
# shutdown -r now

YnpaensTb rpynnamMm CETEBbIX MHTEPGENCOB MOXHO B pasgene Cetb > CeTeBble UHTepcen-
Chbl.

MNMpuBeaeHHbIe B 3TOM pasgene npoueaypbl npegsapuTensHON HACTPOMKN AOSMKHbI ObITb Bbl-
nornHeHbl Ha Bcex cepBepax Solar NGFW.

[o 3aBeplueHus yctaHoBku Solar NGFW crniegyeT CTporo npuaepXmBaTbCa ONMCaHHbIX HUXKE
npouenyp 1 He ycTaHaBNUBaTh Kakue-nmbo naketbl Unn 06HOBREHUS cucTembl. OQuctpmubyTns
Solar NGFW cogepxut Bce Heobxoanmble ans paboTbl NakeTbl, U B Criy4ae ero yCTaHOBKU
Ha OC ¢ ONONHUTENBHO YCTAHOBIIEHHBIMUY NakeTaMu U/Mnu 0GHOBNEHNAMU HE rapaHTUPYeETCS
KoppekTHas pabota Solar NGFW.

BHumaHme!

Heobxodumo Hacmpoumb FQDN Ha master-ysne 0o ycmarosku Solar NGFW.

MpoBepbTe cogepxmnmoe crnegyrowmx dannos HacTponkn nmenmn yana (hostname) Ha Bcex
y3nax Solar NGFW:

letc/hostname
letc/hosts

dann /etc/hostname gomxeH cogepxaTb €OUHCTBEHHYKO CTPOKY, NPeACTaBnsaoLLy0 cobom
KpaTKoe JOMEHHOe UMs cepeepa.

dann letc/hosts gomkeH cogepkatb CTPOKyY, cocTosiwyto n3 IP-agpeca, FQDN (cocTtosiwero
N3 KpaTKOro JOMEHHOTO MMEHU U JOMEHHOIO cychbdukca) n KpaTkoro (4OMEH HUXKHETO YPOBHSI)
AOMEHHOI0 MMEHU, Hanpumep:

10.199.21.148 ngfw-master.company.local ngfw-master
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MpumeyvaHue

MMpu Hanu4yuu adpeca 127.0.1.1 e ¢hatine /etc/hosts Heobxodumo e2o ckpbimb unu ydanums, a FQDN
S8HO riporiuckieame 0 IP-adpeca, ¢ komopozo ripoucxodum exod 8 Solar NGFW.

IP-a/J,pec n 3annmcn JOMeHHOro MMeHun OO0JKHbI ObITb pasgeneHbl CUMBOJTOM Ta6yr|;|u,|/|v|.

BHumaHume!

lMonHoe domerHHoe ums (FQDN) u kpamkoe domeHHoe ums (hostname) moaym cocmosimb moribKo
U3 MPOMUCHbIX TamuHcKux 6yke, uugp unu criyxebHozo cumeona -. [lns pasdeneHus ypogHel OOMeH-
Hbix 30H 8 FQDN ucrionb3syiime mouyky. Kpamkoe domeHHoOe uMsi QOIMKHO HadyUuHambCsi MOMbKO C
npornucHoU fnamuHcKkol bykebl u He QormKHO codepxamb 8 cebe mouku. lNpu nodknroyeHuu Solar
NGFW k NTLM-0omeHy Windows kpamkoe domeHHoe ums (hostname) He GormkHO npesbiwams 15
cumeonos. lNpumep npasunbHo20 HanucaHus FQDN: ngfw-01.example.org, 2de kpamkoe doMeHHOe
ums 6ydem ngfw-01.

YUToObl N3MEHUTL NOMNHOE OOMEHHOE NMA:

MpumeyaHue

Ha supmyansHou mawuHe unu lNAK npedsapumernbHo domkeH 6bimb 3anyuweH Solar NGFW.

B CLI BbinonHuTe KomaHay:
# lopt/dozor/scripts/change_hostname.sh

BeeguTte HOBOE NONHOE AOMEHHOE UMS.

[nsa koppekTHon paboTbl Solar NGFW Heobxoguma cMHXpoHM3aumst BpeMeHu. B oTtcyTcTBue
KOHTponnepa JOMeHa Unn Jpyroro NCTOYHUKA TOYHOro BPEMEHM BO3HMKHYT Npobnembl n3-3a
pa3HOro BpEMEHN B XXypHarax n MeTkax BpeMeHW Ha AaHHbIX, a Takke BO3MOXHbI Npobnembl
¢ paboton npotokona HTTPS. [Insa cMHXpoHM3aumnmn BpEMEHN MOTYT ObITb MCMOMb30BaHbI OANH
NN HECKOIbKO CepBEPOB TOYHOIO BPEMEHW, HAXOAALMXCSA KaK B KOPNOPATUBHOM CETH, TaK U
B ceTu NHTepHeT.

[1ns HacTpOVikM CMHXPOHU3aLnKM BpeMeHmn Ha Beex yanax Solar NGFW BeinonHuTe cneayrowme
JencTBus:

HanguTe Hy>XHYH0 BPEMEHHYO 30HY, BbINOMHMB CreayoLyo KoMaHay:

# timedatectl list-timezones

[na ynobcTBa nomcka MOXXHO BOCMONb30BaTLCA COPTUPOBKOW, Hanpuvep:
# timedatectl list-timezones | grep Europe

YcTaHOBUTE HY)XXHYH BPEMEHHYIO 30HY, BbIMOHMB KOMaHAy CreaymoLero sunaa:
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# timedatectl set-timezone <timezone>

roe <timezone> — 3HayeHVe, HaNQeHHOe B NpeablayLLEM Liare.

Y6eauTech B NpaBuITbHOCTM HACTPOWKN BPEMEHHOW 30HbI, BbINOMHUB CrieAyHoLLYI0 KOMaHAy:
# timedatectl

[na CUHXPOHM3aLMKM BpEMEHW Bbl MOXETE BOCMOMb30BaThCS M0ObIM NAaKETOM CUHXPOHU3aLUnn
BpeMeHn nu3 penosutopua Atra Linux.

Solar NGFW ucnoneayet Bl Clickhouse. [1nsi koppeKkTHOro yHKUNoHUpoBaHusa aton Bl He-
obxoammo, 4TobbI Npoueccop nogaepxmean Habop MHCTPYKUNn ssed_2. [NpoBepuTb Hanu4dmne
3TOW NOAAEPXKKN MOXHO C MOMOLLIbIO KOMaHAbI:

# grep sse4_2 /proc/cpuinfo

BbiBOO KOMaHAbl HE AOSMKEH ObITb nyCTbIM.

Mo ymon4yaHuio nogcuctema nHnynanmsaumm systemd nprvHyaMTensHO 3aBepLUaeT NpoLecchl
nonb3oBarernsi dozor, OT UMEHM KOTOPOro BMOCNEACTBMM JoSmkHa ObiTh co3gaHa b apxuBa,
a Takke OyayT BbINONMHATLCA HEKOTOPbIE ApYyrMe AencTBus. [na ncnpaeneHns 3Tol cutyaumm
BbIMOSTHUTE Crieayromne OENCTBUS:

OTkponTe ons pegaktupoBaHua ann letc/systemd/logind.conf.

Hangute cnegytowime CTPOKu:

#KillExcludeUsers=root
#RemovelPC=yes

3aMeHuTe HalgeHHble CTPOKM Ha cneayowme:

KillExcludeUsers=root dozor
RemovelPC=no

CoxpaHute u 3akpownTte dann.
Mepesanyctute OC, BLINOMHUB KOMaHAY:

~$ sudo init 6

MpumeyaHue

leped ycmaHoskol Solar NGFW Ha eupmyarbHbix MawuHax orpedenume Heobxodumoe Konu4yecmeo
¢usudeckux uHmepgpeticos. [Jobasnsams uHmepghelicbl 8 cucmemy MOxXHO 6e3 nocrnedcmeud 0ns
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byHKUUOHarbHOCMuU, 00HaKo UX yoarieHue MoXem npusecmu K KpUumu4ecKuM rocriedcmeusimM, makum
KaK HEKOppPEKMHbIe HacmpolKu UHmepgeucos.

[nsa yctaHoBku Solar NGFW:
MonyunTe 4OCTYN K yCTAHOBOYHOMY baiiny, BbIMOSIHUB KOMaHAy:
# chmod +x /var/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run
rae Ivar/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run — nyTb K MHCTaANNASATOPY.
Ha master-yane B CLI BbInonHMTE KOMaHAy:

# Ivarltmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run --install

MpumeyaHue

O6HosrneHue docmynHo mosbko ¢ eepcuu 1.4 u 1.4.1.

lpu obHoeneHuu ¢ sepcuu 1.4.1 Ha eepcuto 1.5 cocmosiHusi cugHamyp cbpachkl8aromcsi U CmaHo8sImcs
8ce 8K/1o4eHHbIMU. [locrie 0bHoeneHUs1 pekoMeHOyemcs nposepuUmbs COCMOSIHUSI CUgHamyp U akmy-
anuauposams UX.

Bo u3bexaHue ymepu XypHalnbHbIX ¢balsioe rneped 0bHoeneHUeM coxpaHume hadn
/opt/dozor/var/log/.

Ecnu cemesbie uHmepgpeticbl 8 Solar NGFW Hasbigaromcs eth*, umnopm nonumuku MO Ha Hosyro
8epcuro He0b6X0OUMO 8bIMOIIHSIMb Yepe3 MEXHUYECKYH0 nod0epxKy. [Nposepumb HaUMEHO8aHUE UH-
mepgelicos MOXHO 8 pa3desie Cemb > Cemeebie uHmepgelchl.

[ns o6HoBneHus Solar NGFW B pexume knactepa:

O6HoBMNeHMe HeobXoAMMO BbIMNOMHATL ANs y3na B ctatyce Passive, koTopbli Obin nepeeeaeH
B CEPBMCHbIN pexum. UToGbl NepeBecTu y3en B CEPBUCHbIVA PeXUM, NepenanTe B pasgen

Cetb > Knactepusaums n HaxMmute E

B CLI BbInONHUTE KOMaHAbI:

# lopt/dozor/bin/shell

# dsctl down

# chmod +x /var/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run

# Ivar/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run - -install

rae Ivar/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run — nyTb K UHCTaANNATOPY.

3anycTute npouecchl, BbINOMHMB KOMaHAYy:
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# dsctl boot
Mepesarpy3uTe y3en, BbIMOMHUB KOMaHAY:
# shutdown -r now

B GUI Ha y3ne B cTaTyce Active B ntobom cnoe pasgena Monutuka HaxmuTe NpuMeHnTb
NONUTUKY.

lMepeBeguTe 0OHOBMNEHHDLIN y3en B cTatyc Active. [1na sToro nepengute B pasgen Cetb >

Knactepu3sauus n HaxmuTe .
BeinonHute waru 1-6 ana gpyroro yana.
Ona o6HoBneHusa Solar NGFW B pexume ogHoro yana:
B CLI BbInONHUTE KOMaHAbI:
# lopt/dozor/bin/shell
# dsctl down
# chmod +x /var/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run
# Ivar/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run - -install
rae Ivar/tmp/solar-ngfw-1.5.0-491.astra1.8-1.8.0.14-signed.run — nyTb K UHCTaNNATOpPY.
3anycTute npouecchl, BbINMOMHMB KOMaHAy:
# dsctl boot
MNepe3arpyauTte y3en, BbINOMHUB KOMaHAY:
# shutdown -r now

B nto6om cnoe pasgena Monutuka Haxmute MPUMEHUTL NONUTUKY.

Onsa yoaneHna Solar NGFW:
OcTtaHoBuTe npoueccokl Solar NGFW, BbinonHMB komaHay:
# lopt/dozor/bin/dsctl down
Ypanute Solar NGFW, BbinonHmB KoMaHAay:
# apt purge -y solar-*
# apt -y autoremove
YpanuTte katanoru yctaHoekn Solar NGFW, BbInonHMB KoMaHAabl:

# rm -rf Jopt/dozor /opt/iadmin /data
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Ecnu He npegnonaraetcs ucnonb3oBaTh B AanbHelweM nonb3oBartens dozor, yganure:
nonb3oBaTtens dozor 13 cMcTeMbl, BbINOMHMB KOMaHAYy:
# userdel dozor
n3 cpanna /etc/sudoers 3anuce:

dozor ALL=(ALL) NOPASSWD: ALL

YoanuTte NoyToBbIV ALWMK Nonb3oBaTtensi dozor, BbINOAHWB KOMaHAy:

# rm /var/mail/dozor

Mpun HeobxogmmocTu yaanute us /etc/krb5.conf n /etc/krb5.conf.save 3anvncu Buaa:
default = FILE:/opt/dozor/var/log/krb5libs.log

kdc = FILE:/opt/dozor/var/log/krb5kdc.log
admin_server = FILE:/opt/dozor/var/log/kadmind.log
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Mocne yctaHoBku naketoB Solar NGFW Ha Bcex yanax BbibepuTte cepBep, KOTOPbIN NnaHupy-
eTca ucnonb3oBaTb kKak master-ysen, nogknioumtecb K Hemy rno SSH n HasHaybTe emy
yNpaBnsoLLyo pofb, BLINOMHUB CriegytoLlne KoOMaHabl:

# lopt/dozor/bin/shell
# set-role master main

# dsctl boot

MNMocne nepsoro 3anycka Solar NGFW cmeHuTe naponb no ymonyaxuio aons goctyna k GUI:

OTtkpovite ©Opaysep u nepengute no agpecy https://[<master-host>:8443 nunbo
https://<master-ip>:8443, rge:

<master-host> - nosiHoe  [QOMEHHOoe nmsi master-yana. Hanpumep,
proxymaster.company.local,

a <master-ip> — IP-agpec master-yana. Hanpumep, 10.199.21.148.

B OTKpbIBLLEMCS OKHE aBTOpM3aLMM BBEAUTE MMS NOMb30BaTENst 1 NAposib N0 YMOMYaHWUIO:
admin/admin. [Nocne atoro cuctema NoTpebyeT N3MEHUTL Naporib.

YcTaHoBUTE HOBbIV Naposib TPebyemMoro ypoBHsI HaAEXHOCTU (CM. pasaen 3.2.7) u aBTopu-
3YyNTECH C HUM.

Mocne nepBOHaqaanon CMEHbI MaponAa B BerHeIZ 4acCTn 3KpaHa NosAaBUTCA yBe4OMITEeHUne
o0 OTCYTCTBUU JTULEH3UN.

TII Li,,| e

OTCYTCTBYET (PAAN IMUEHIHM

WaeHTudmkatop mucTannaumuu: MNgh6ipYgF9ZgimaolaYQA—

Puc. 5.1. YBegomneHune o6 oTCyTCTBUU JINLLEH3NUU

,D,J'lﬂ 3arpy3ku JiMueH3nun:

B MeHto nonb3oBatens HaxXMuTe kHorky JIuueHsua v B okHe JIueH3ua HaxkmuTe 3arpy3uTb
NULEH3NI0.

B OTKpbIBLLEMCSH OKHE YKaXKuTe nyTb K oanny ¢ nuueH3nen, Nocne Yero HaxXmMmmuTe KHOMKY
OT1kpbITb (Open) n goxautech 3arpy3ku nuueHamn. OHa aBTOMaTUYECKM COXPaHUTCH B
danne ¢ nmeHem license.xml.

[na npocmotpa ceegeHun o nuueHsmm Solar NGFW BbiGepute NyHKT MeHK0 nonb3oBaTtens
JInueHsus.
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.JI—‘//‘ \__LQJ oV |7

31266 09.03.2023 ( )

MaoeHTMdKKaTOp MHCTannAUMK: yhvIFR/tTuTrMdDxsCOzcg=—=

000 "Conap CeKblopWTI"
Tectuposanue dyHKuMoHana NGFW
(TecToBas NUUEH3KA)
Solar NGFW
100
N/A
09.03.2023 no 08.06.2023
) 0B6paTHbIf NPoOKCH
) AHTMBMPYCHAA 3aLmMTa
) KOHTpONb NprnomeHui
7) Kateropusatop Be6-pecypcos webCat

‘) TexHu4eckan nognepxKa U nonyyeHue 06HOBNEHWIA

) CMCTEMa NPefoTBPaLLEHNs BTOPKEHWH

Puc. 5.2. OkHO ¢ nHchopmaLmen o NULEH3Un

MocTtosHHas nuueH3unsa Solar NGFW Bcerga »xecTko npmBs3aHa K KOHKPETHOW annapaTHOM
nnatcpopme (BMpTyanbHon unm domsmyeckorn) master-yana B Solar NGFW.

[lns ogHO3HaYHOM NPUBA3KN NCNOSb3YETCHA MAEHTUMDUKATOP NHCTaNSUMN, NpeacTaBnsowmni
cobon ocobbim 06pa3om HPOPMUPYEMBIN X3LU, 3aBUCALLMIA OT HEKOTOPbIX YHUKANbHbIX Xapak-
TEPUCTUK annapartHoro obecneveHns master-yana. ilgeHTudpumkarop nHctannaumm dopmmupy-
etcsa npu nepsom 3anycke GUI Solar NGFW v nepegaetcsa uHxxeHepaMmv BHEAPEHWS B BEHO0P-
CKYI0 Cnyx6y noaaepxkun, KoTopas Ha ero OCHOBE BbiMyCKaeT akTUBMPOBAHHYO NULIEH3UNIO A5
MOCTOSIHHOIO UCNOSb30BaHUS.

MpumeyvaHue

HdeHmughukamop uHcmannsyuu He 3agucum om xapakmepucmuk orepamusHOU namsimu U XeCmKux
oduckos. Vix 3ameHa He npusodum K rpekpaweHuro delicmeausi UYeH3uU.

OO0Hako usmeHeHue xomsi 6bl 0OHOU U3 Xapakmepucmuk master-y3na, om Komopbix 3agucum UdeH-
mugbukamop UuHcmannaauuu, npugsodum K HedelicmeumesibHOCMU 8binyWeHHOU TUUeH3uU U Hepabo-
mocrnocobHocmu Solar NGFW.

lMpu yHKUUOHUPOBaHUU master-yana e eupmyarnsHoU cpede Muzpauyusl supmyanbHOU MaliuHb!
npueodum K mem xe nocrnedcmeusm. B amux criydasx Heobxo0umo obpamumbcsi 8 8eHOOPCKYHO
cryx6y noddepsxku Or1s MOBMOPHOZ0 B8bIMycKa JTUUEH3UU.
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5.3. YnpaBrneHue HaCcTpoukamMun CUCTEMbI

YnpaBnsaTe KOHUrypaumen n HacTpomkamm CUCTEMbI B UHTeEPENCe MOXHO B CriegytoLmx
pasgenax cuctembl:

o [ocbe n Monutuka Ha BKNagke HaCTpOﬁKM. OTO 3HAYMTENBHO ynpowaet HaCTpOIZKy cu-
CTeMbl N NO3BOJIAET 6bICTp0 BHOCUTb USBMEHEHUA B KOHd)I/IpraLl,I/I}O, HE NoKnagasa pasgena,

e Cucrtema > HacTpoukm.

[na poctyna Kk 6onee LWMPOKOMY NMEPEYHI0 HAacTpoek nepengute B pasgen Cucrema > Ha-
cTpovku > OCHOBHbIe HacTpounku > [locbe (cM. Puc.5.3).

Hactpoikun

CoxpaHuTh MpUMEHUTL

Cepsuc 06HoBNeHus [locbe

ABTOMAaTH4ECKAA CUHXPOHW3ALMA NCTOYHUKOB
JLlocke

! * _ -
lNepuoguyHOCTL CUHXPOHU3ALMA _

He pexomeHAyeTCA 334aBaTb NEPHO] MeHbLUE 20 MAH

JlocTyn K UCTOMHUKAM [aHHbIX 5 (MHXpOHN3MPOBaTL [NloGasuTs

> ADexample

> File example

> 389 Directory Server Example

Puc. 5.3. Bknagka «HacTtponku» pasgena «jocbe»

Bknapka Hactpowku pasgena NonuTtuka cogepxuT Te e napameTpsl, 4To 1 pasgen Cucrtema
> HacTtponku > OcHoBHbIe HacTpouku > Paborta cuctemsl (cm. Puc.5.4).
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NpuEA3aTe QUepeay K aapam CPU (]

192.168.00/16,10.0.0.0/8,172.16.0.0/12
3awmwaempie cet (HOME_NET)

P anpeca koTopeimn 3anonkAem nepemertyio SHOME_NET ans np.

QUNLTPALKA W aHaNV

2270
NopT cepeepa AnfA coeAHHEHUA

Mo 5C punTpaLL or.

TaiimayT CoeAnHEHNSA

CepTvcH

MopT ANA 3aLHLIEHHOTO COEAMHEHNA 8444
MopT ANA HE3aLMLLEHHOTO COBAMHEHNA 8445

AHTUBMpYC

O Kniovesot @ CepuiHbin
hann HoMep
NMUEH3MN

HLEESHOREbIA o 1EEon Gann _ S

V' JlMueHsna

Puc. 5.4. Bknaagka «Hactponku» pasgena «fonutuka»

B pasgene Cuctema Ha Bknaake HacTporkn Bce napameTpbl HACTPOWMKU CrpynnMpoBaHbl Mo
NX HA3HAYEHUIO:

® [5151 OCHOBHbIX HAaCTPOeK cucTeMbl — BkNagka OCHOBHbIe HacTpouku (cm. Puc.5.5);

© [ONS MCNOnb30BaHUs paclumMpeHHoro Habopa HacTpoek — Bknazaka PacumpeHHble HacTpon-
Ku (cMm. Puc.5.6).

Tabn. 5.1. [pynnbl OCHOBHbLIX HAaCTPOEK

Mpynna HasHayeHue

AyTeHTudukaums HacTponku ayTeHTUMKaLmMm M3 BHELLHUX UCTOMHMKOB ANsl hunbTpaumm n Beb-cepeepa:
Kerberos, NTLM, LDAP n RADIUS ayteHTudmkaums

[ocbe HacTponku B3anmogencTens ¢ BHELLHUMY cucTemMamm, Hanpumep, Active Directory. Coaep-
XKWUT HacTporikm 06HOBNEHNS [locbe M 4OCTYNA K UCTOYHMKAM AaHHBIX 151 UMMIOpTa AaHHbIX
nonb3oBarenen u3 Active Directory.

XypHanuposaHue HacTponka >xypHanupoBaHusi CEpB1COB CUCTEMBI

MOHI/ITOpMHF Onpe,qeneHme nepeyHsa nNnpoBepoK n yBenOMJ'IeHVIIZ OT CUCTEMbl MOHUTOPUHIA

[NpounaBoanTenbHOCTL | HacTponkn Npon3BoANTENIbLHOCTU CUCTEMbI U I'IOTpeGJ'IeHVIFl pecypcoB

Pa6ota cucrembl O6Luan HacTpolka paboThbl CUCTEMBI: NapaMeTpbl OUNsTpauum 1 aHanusa Tpadgmka CUCTEMBI,
JOCTyN agMUHUCTpaTopa U NULEH3Us aHTUBMUpPYCca
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»  Solar NGFW
Hacrpodn  Vansipom  Mowmopnwr  Myprank G Henus NpnvernTs

OcHOBHbiE HACTDOMN Kotcpurypauws / Yaen 06113% KOHQHTYDALWR X Q

o N P I

PaGora cucremst Omasoycroitun_

b

VIMMOPT AakHbIX MOM30BaTe el y Onpenenetite nepe BeAOMIIEHM/E OT CUCTEMEI MOHUTODMHTa

Moropur

HELLHIIX MCTONHNKOS A1 GHTBTRAIN 1 B
P AT, Mpov3sonurensHoc

AyTermacimra TpoussonuTen_

Puc. 5.5. Pazpen KoHdurypaumm: oCHOBHble HaCTPOMUKMU

[ns KoppekTHOM paboTbl CUCTEMLI B BOMbLUMHCTBE cnyyYaeB 0ocmamoy4yHo 3adamb OCHOBHbIE
Hacmpouku, Tem bornee, 4To nNo ymonyanuio B Solar NGFW ans 6onblumnHcTBa napameTpos
CUCTEMbI YCTaHOBSEHbI PEKOMEHAYEMbIE pa3paboTunkamm 3Ha4YeHusI.

[nsa 6onee demarbHOU HacmMpoUKu cucmemb! NPeAYCMOTPEHbI pacLUMpeHHbIe Habopbl Napa-
METPOB, CrpynnMpOBaHHble NO YHKLUMOHaNbHbIM Bnokam cuctembl. Criegyert yyecTb, YTO B
OCHOBHbIX W pacLLUMPEHHbIX HACTPOMKax NapameTpbl CrpynnNMpoBaHbl B pa3aerbl B 3aBUCUMOCTM
OT UX Ha3Ha4yeHus. Kaxxabii pasgen cogepXXuT cekuun, npeacrasnstowme cobon otaenbHble
KOH(pUrypauunoHHble annebl.

Kpome Toro, U3 pasgena ¢ OCHOBHbLIMW HACcTPOMKaMyM MOXHO GbICTPO NEPENTU MO CCbinke K
pacLUMPEHHOMY CMCKY NapameTpoB HACTPOWKN.

Ona 6onee onepatuBHOM paboTbl C KOHUrypaumen npegycMoTpeH MOUCK Mo Ha3BaHWUSIM
KOH(UIypaLUMOHHbIX harnoB, UMeHam NapaMeTpoB 1 UX 3Ha4YeHnAM. YTobbl BOCNONb30BaTLCSA
NOMCKOM, crieflyeT BBECTU Ha3BaHWE NCKOMOIO 3rieMeHTa unu ero Yyactb B none Mouck, pac-
NMONOXXeHHOM B MPaBoOy BEPXHeN YacTu akpaHa (Puc.5.7). Ytobbl nepenTn B pa3gen ¢ UCKOMbIM
3M1EMEHTOM, HAXXMUTE Ha €ro UM (BbIAENEHO CUHUM).
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Solar NGFW

HacTpOAiKM  VanbiMponu  MOHUTOPMHF KypHanbl  Ce Mpumerurs

OCHOBHble HACTPO/ikM | PaCLIMPERHBIE HACTPOAKA KoHdurypauws / Yaen  OGLLIas KOHGMrypaums

AIMUHUCTPMPOBAHYE CUCTEN AyTeHTUGVKaLMA

N\
Vnpasnesue Peructpauns Cepeej
B = Cepeep b= Cepaep NTLM-
MOHUTOPMHF ceTesbiMM cepeepaB Kerberos-

ayTeHTUGMKaLL ayTeHTUdMKaLL
napamerpamu Romere ST ayTeTUUKLL ORI

06pa6oTa n oHHBIX biX Bcromo

{5 =

OunsTpaums n V3snevenme
Kateropusatop Cepauc Yuer Tpapuka
KaluMpoBanye TecToBbIX ; Xpanetie
Be6-pecypcos Cassandra nonb3oBatenei
Tpadmka RaHHbIX

Puc. 5.6. Pazgen "Cucrtema": paclumpeHHble HaCTPOMKU

HacTpoitkn

Hazap

Anpec cepeepa host] ldap.exampleru
Afpec npokc-cepaepa : 101991138 e
06Wan KOHDHUIYpaUMa

CeTesoi apec Cepemnca . assandra-[ ${node-ip}

)6UaA Ko
Email nonyyaTens AaHH... t liver-t admin@locall (Qman Konqmryp

)
Cuntats localfiE nosep_ 0 .t?ulan KoM q:ur

Puc. 5.7. NMouck no koHdurypaumm

Mocne BHeCEHMS UIBMEHEHWIN B 3HAYEHWS1 MapaMeTpPoB KOHPUIypaLmum CoOXpaHuTe nx Unm ot-
MEHUTE C MOMOLLbIO COOTBETCTBYIOLLMX KHOMOK:

HacTpofinn

PaciuMpeHHBIE HACTRORKK . Kondwrypauua / ¥aen

WHTeptheRc

 CoxpaHuTh | | OTmMeHHTs )

Puc. 5.8. KHonku «CoxpaHuUTb» U « OTMEeHUTb»

50



[na npumeHeHusa HacTpoek KoHdwurypauum Haxmute kHonky MpumeHutb. Pagom ¢ aTou
KHOMKOW pacnornoxeHa MHpopMaLMOHHasa NKOHKa, NP1 HaBegeHUN Kypcopa Ha KOTOPYH NosB-
NATCA CBEAEHUSA O BpeMeHN npeabiayLero npuMeHeHUs HacTpoek:

epcHa 20 Anp. 2021 11:21 | admin

Hosmentapui Thu Apr 29 2021 11:31:53 GMT+0300 (MocKBa, CTAHAAPTHOR
BpEMA)

Puc. 5.9. KHonka «[TpMeHUTb»

,uJ'IFI onncaHnAa Toro nnn NHOro napamMeTpa MoxxXHo OT06p83I/ITb NoACKa3KM K napaMeTpam Ha-
CTpOI;lKVI KOHd)VIpraLI,VII/I. ,D,J'Iﬂ 0To6pa>|<eH|/|;| OonncaHnA KOHKpPEeTHOro napamMmeTpa HaBeauTe
KypCOp MbILUN Ha €ro Ha3BaHue.

Solar NGFW

HacTpoiku ¥3nbl U ponu MOHWUTOPKWHT HypHanbl CeTeBble COegWHEeHUA

OCHOBHbIE HACTPOHKW PacluvMpeHHble HACTPORKK I{OHq)Lqrypauuﬂ / V3en 06Lw1an KOH¢i|f1r

Cepeuc Cassandra YueT
P = Ums Y3113 A0JIKHO BbITb YHUKANBHbIM

B npegenax knacrepa Solar NGFW,
CoxpaHuTs OTMEHWTL NOCKONbKY y3nbl Solar NGFW nnu
Solar Dozor, Ha KOTOpbIX 3anyllleH

cepsuc skvt-cassandra, o6pasyior
knactep Cassandra TonbKO Ha

PacnpefeneHHoe XpaHeHWe AaHHbIx OCHOBAHUM COBMNAleHUA 3HAYeHNUs
3TOro napamerpa

Mmay3na cluster-name

PoTauws hainos ypHana cepeuca Cassandra  skvt indra-multi

KonuyecTBo (hainoB ypHana rotate-count

Puc. 5.10. Noackaska ¢ onucaHuem napameTpa
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[lna oToGpaxeHns Bcex nNoackasok BknounTe NMokasbiBaTb onucaHue B BEpXHeit YacTu pas-
aena.

® B D

b

£

P

v

Solar NGFW

HaCTPOKA ~ VanbiMponW  MOWWTOPWHT  JKypHanbi  CereBble CORAMHeHA

(OCHOBHbIE HaCTPOWKN PacLuMpeHHbIe HACTPOIKM KoHdmrypauvs / Vzen  06Luas KoH(urypauns

Cepeuc Cassandra  YueT Tpacuika nc

CoxpanuTe OTmeHTE lMokasbiBath onucatve @ Bce HacTpoiikN

PacnpepenenHoe xpaHeHue JauHbix Cassandra  com

Cassandra$ {subcluster-id}

Umsyana  clustername

Puc. 5.11. OTo6pakeHne noackasok

Mocne 3arpy3ku nmueHsnm mn exoga B CUCTEMY MOXHO Ha3Ha4aTb ponn y3nam C NOMOLbH

GUL.

[na HasHayeHus ponen yanam ncnonb3ynTte Bknagky Cuctema > Y3nbl U ponu, cogepallyro
WMHOPMALMIO O COCTOSAHUK U ponsax y3noB B Solar NGFW.

,D,J'Iﬂ Ha3Ha4eHud pornu yany B pasgerne Cucrtema > ¥Yanbl n ponu B CEKUNN C HYXXHbIM Y3J510M
HaxxmuTte none Ponu y3nau Bbl6epI/ITe B pacCKpbliBaOLLEeMCA Crncke ogHy Ui HeCKOJbKO pone|7|
054 Hero, a 3ateéM HaXMuTe J'I}O6yPO obnacTb 3a npenenamMmn Crincka. HasHa4eHHble y3ny ponu
B CIMUCKe BblAENEHbI FOJ'Iy6bIM LUBETOM.

YT06bl CHSTb C Y3na porib, HAXXMUTE:

3HA4yoK C Ha3BaHWeM 3TOW ponu;

BblGpaHHYt0 porib B CMIMCKE.
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~ Solar NGFW

HacTpoiiki  Y3nbiv ponm

Cnmncox cepsepoB

=

e CORAUHEHNA Mpumerums

main

Astra Linux - Intel Core Processor (Broadwell, no TSX, IBRS) - solar-ngfw-1.5.0-226

khrr.dozorfile.local
eth2: 10.201.1.221/27 , eth1: 10.201.1.78/27, eth0: 10.201.65.57/20

Cepaep ynpasnienns | Mexceresoit skpart » | Avanusatop rpacuka | ounsrp HTTP-pachmca

SSL-MHcnekus

ArenT SNMP

AHanu3aTop Tpacuka

AnTUBMPYC

MexceTeBoit 3kpan

06paTHIlt NPOKCH-cepaep

Cepeep Kerberos-ayTeTuduKauma

Cepaep NTLM-ayTerTidmKaLmn

Puc. 5.12. HazHauyeHue n cHATUE poneu y3na

Mocne YCTaHOBKM pone|7| Ha y3eIl HaXXMuTte COXpaHMTb " anIMeHVITb.

MpumeyaHue

Ecnu nuyeHsus He Oelicmeyem Ha KakoU-nubo mModyrb, porib 6ydem HedocmyrHa u UHghopmayus
06 amom omobpa3umcsi: 8 criucke ponel U 8 NoodckasKke Mpu HagedeHUU Kypcopa MbIwU Ha porb,
Komopyto criedyem Ha3Haqume 0718 pabomsl MOOynis. Ecnu nuyeH3usi Ha MoOyrib 3aKOHYUAachk, poOsib
0rig pabomsi 3moe2o Modyrisi ocmaHemcsi Has3Ha4eHHoU y311y, Ho caM Modyrib pabomame He bydem.

OniucaHue ecex porel, Komopble MOXHO HazHa4yumb y3ry, npueedeHo dariee.

Tabn. 5.2. Nepe4veHb ponen

HasBaHue ponn B HasBaHue ponu B OnucaHue
GUI CLI
AreHT SNMP snmp-agent Mony4yeHwne 3anpoca ot cepBepa no npotokony SNMP 1 o6paboTka
€ro areHTom
AHanusartop Tpaduka |analyzer Karteropusauus Beb-pecypcoB
AHTVBMpPYC antivirus Mpuem 3anpocos Ha nouck Bupycos no npotokorny ICAP.

[pn ncTteyeHnm nnuUeH3nn Ha aHTUBMPYC, MOAYIb OCTAaHOBUT CBOKO

pabory.
MexceTteBon akpaH  [firewall PacnpegeneHue npaBun MexceTeBoro akpaHa no ysnam
O6GpaTHbIl  MPOKCU- |reverse-proxy dunbTpaums u KawmposaHue Tpaduka B 06paTHOM pexume pabo-
cepsep Tbl CUCTEMBI
Cepsep Kerberos- |kerberos Kerberos-ayTteHTudpmkaums
ayTeHTudmKaumm
CepBep NTLM-ayTeH- [ntim Peructpauuns cepsepa B goMeHe, NTLM-ayTeHTUdUKauUms
Tndmkaumm
CepBuc  nepecbinku |syslog-relay OTnpaBneHne XypHanbHbIX COOBLLEHNI Ha YOaneHHbIN y3en Yepes

XYpHasoB Ha yaaneH-
HbIn y3en

cepBuc syslog-ng ana nx 06pa60TKVI CTOPOHHMMU CpeacTBamMmun

CepBUC  nepechbInkn
LUIMPOKOBELLATENbHbIX
igmp nakeToB

igmpproxy Mepecbinka IGMP-nakeToB 13 ogHOM ceTun B Apyryto Yepes Solar
NGFW
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HasBaHue ponu B HasBaHue ponu B OnucaHue
GUI CLI

CepBep ynpaBneHusa |master Ha yane c aton ponbto 3anyckaetcsa BeG-cepep Anst JocTyna K
GUI, HacTpanBaeTcs KOHpUrypaums, a Takke reHepupyeTcs Nonu-
TVKa chunbTpaumm.

Cuctema npepotBpa-|ips CurHaTypHbIi aHanus Tpadumka 1 aBToMmaTuyeckoe npeaoTepalle-

LLIeHNs1 BTOPXKEHUIA He obHapyXeHHbIX Yrpo3

dunbtp HTTP-Tpadu- | http-filter [pokcupoBaHme, hunsTpauns 1 KaLMpoBaHne Tpaduka

Ka

SSL-nHcnekums

ngfw-sslproxy,
sslproxy-divert

ngfw-

Pacwundposka, aHanna n NOBTOpHOE LUIMGPOBaHNE COELUHEHUN,
M3Ha4anbHO 3alwmndpoBaHHbIX NpoTokonamu SSL/TLS

5.5. Ctatnyeckan mapwpytmsaums

Ynpaenatb cTaTU4eCKUMM MapLIpyTaMm MOXHO B pasgene Cetb > MapwpyTtusauma > Tabnuua

MapLupyTU3aLuu.

Solar NGFW

215 MAPWPYTUZALMS

N Tabnaua mapupyrusauan

¥ ospr

CETEBBIE MHTEP®EVChI

53 KNACTEPU3AUMS

4.0/20

0000/0

10.0.0.0/8

CeTb / MapwpyTusauma / Tabnuua MmapLipytmsauum

Co3pam CraTseckui MapwpyT

un MapwpyTa

Connected

Static

Static

Puc. 5.13. Pazgen "CeTb > MapwpyTtusauymsa > Tabnuua mappytusaymmn”

UTto0Obl 06aBUTL HOBLIN CTAaTUYECKUA MapLLPYT:

1. Haxxmute KHOMKY Co3paTb cTaTU4eCKUMN MapLpyT N YKaXnte:

e Apgpec y3na unu cetu — IP-agpec ysna unu cetu, kK KOTOpoMy HeobxoaMMo ykasaTb
cTaTUYECKUA MapLUPYT.

e Tun wnrw3a — onpegenser gencrene ¢ cereBbiMn naketamyn (Normal, Reject nnu

Blackhole).

e LWnwo3 - IP-agpec mapLupyTrsaTopa, Ha KOTopbI Heo6XoanMo nepeaaTth NakeT ans ero
AanbHenwero NpoaBMXXeHUs No CeTu.

o AAMUHUCTpATMBHAA AUCTAHLMA — NPUOPUTET, undpoBoe 3HadeHne ot 1 go 254.

o KommeHTapun.

2. MNocnepoBaTternibHO HAXMUTE KHOMKMK COXpaHVITb n anIMeHVITb U3MEeHEeHUs.

O SOLAR
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MpumeyvaHue

U3MeHeHuUs1 HacCmpoeKk cmamu4yecKol Mapuwpymu3sayuu rnocse ux NpUuMeHeHUs1 acmynarom 6 cusy 8
meueHue 08yx MUHym.

B pasgene npeacrasneHa Tabnvua 7MapLipyTOB C KOFIOHKaMMU:
Appec y3na unu ceTu,
Twn wnro3a,
LLinto3,

MpumeyvaHue

Ecnu e konoHke Tun winro3a ykazaH murn Connected, 8 koroHke LLUno3 6ydem cmosimb npoYepx.

UHTepdpeiic,

Tun mapwpyTa,
ApMUHNUCTPaTMBHas AUCTaHUMA,
CraTyc,

KommeHTapum,

Bkn./Bbikn.

Bbl MmoxeTe HacTpouTb cTonOubl Tabnuubl C MOMOLLIbIO KHOMKK E

[ns yno6cTea MapLLpyThl MOXHO OTCOMNBTPOBAaTh MO NI0GOMY NapamMeTpy C MOMOLLbIO hUnbTpa
MapLLPYTOB MUIN HAMTU HYXXHbI C MOMOLLbIO MOUCKa.

[ns ynpaeneHus napameTpamm u3nyecknx ceTeBbIX MHTEP(ENCOB YyNPaBsieMoro y3ana uc-
nonb3yetcs pasgen Cetb > CeTeBble MHTEP(ENCHI.

Hoctyn Kk pasgeny npegoctaensetcs agmuHuctpatopam Solar NGFW ¢ npasamu CeTb
(ycTtaHoBneHHbI chnaxok MpocmoTp). [Ana HacTponkn ceTeBbiX MHTEPGENCOB HEOBXOOUMO
obnagatb nonHbIM goctynom npae CeTb (ycTaHOBNEHHbIN dnaxok MonHbin). NogpobHee 06
yrnpaBneHMm npaBaMm gOCTyna nonb3oBaTenen cMm. B Pykosodcmee adMmuHucmpamopa 6es-
onacHocmu.

55



MpumeyvaHue

lNeped Hacmpolikol uHmepgelicos pekoMeHOyemcsi 8biK/IHOYUMb /10Obie MeHEBXEPbI CEMeBbIX Ha-
cmpoek 8 OC yana, Kpome networking, u Hacmpaugame cemesbie UHmepgheliCbl MOJIbKO rpu MOMoWwU
meHeOlxepa uHmepgheticoe networking.

Hacmpoliku cemesbix uHmepgeticoe pekomeHOyemcs nposodume morsibko Yepes GUI yana ynpas-
JIeHusi. BHocumb uameHeHus1 8 HacmpoUKu cemegoao uUHmepdgbelica yrnpasnaemMozo yana mobbiMu
Opyaumu criocobamu He peKoMeHOyemcs.

YOarneHue pusudeckux cemesbix UHmepgelicog He pekomeHOyemcs, m.K. OHO MOXem 8bi38amb
cMeuwjeHue Hymepauyuu cemesbix uHmepgbeticos 8 CLI, ymo ripugsedem K UX HEKOPPEKMHOU Hacmpoke
u pabome e darnbHeliwem.

lpu nepeom exIOHEHUU hU3UHECKO20 cemeao20 uHmepdghelca e padderie Cucmema > XKypHasnbi
0nia Heeo bydem omobpaxkambcs 3anuck suda delicmeue; co3d0aHuUe Ho8020 UHMepgelca.

HacTponkn cunTbIBalOTCS M3 KOHUrypaLMOHHbIX dhannoB cuctembl. Mpn nepsom Bxode B
pasgen cHUTbIBaOTCA HACTPOWKK, BbiNONHEHHbIe cpeacteamu CLI npu yctaHoske OC un IM0O.

B GUI otobpaxatoTcs n HacTpamBaroTCa TONbKo nHTepdericel Ethernet n nx cybuHtepdencnl
(VLAN).

B pasgene Cetb > CeTeBble MHTepcpenchbl NpeacTaBneHa Tabnuua no BCEM CO30aHHbIM
CeTeBbIM UHTepdencam.

Solar NGFW &=

12 MAPLIPYTH3ALMA G Hreptericel @ TIPMMEHHTS HIMEHEHKS
A Tabnuua mapupymwsaumn Yae o v io6asuTs wHTepenc ouc a 8
% ospF e ey I o o

LI WU 3 . = P

Ethemet FAIE3ESD-ECAT 10.201.71.46/20

“ CETEBBIE MHTEPOEACI

Ethemet FA:16:3E93:3D:88

£ KNACTEPWBAUMA

Ethemet FA:16:3ECF:50:34

Puc. 5.14. Pazpgen "CeTb > CeTeBble uHTepcencoI”

Bbl MmoxeTe HacTpouTb cTonOubl Tabnuubl C MOMOLLIbIO KHOMKK E

Ona cton6uos Y3zen NGFW, UnTepdpenc, Tun, MTU, MAC-aagpec n Bkn/Bbikn npeaycmoT-
peHa copTupoBKa:

¢ B - no BospacTaHuio,
* B - no y6uiBaHuio.

Cton6ey CtaTyc oTobpaxaeT cTtatyc coeguHeHus. MoxXeT npMHMMaTh 3Ha4YeHus:

— nogkntodeH (ecnu nepekntodaTtens Bkn/BbIKn yCTaHOBNEH B aKTUBHbLIN PEXUM).
.
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3 NMPOMEXYTOYHBIN CTaTyC (ecnun nepekntodatens Bkn/Bbikn 6bin nepeseneH B aKTUBHbIN
pexvM, HO MOATBEPXAEHMEe rnepexoda WHTepdenca B COCTOAHWE aAMUHUCTPATMBHOIO
BKITIOYEHMSA eLLe He MOryYeHo).

Cd_ne nogkntoyveH (ecnu nepekntoyatens Bkn/BbIKn yCTaHOBNEH B MACCUBHbBIN PEXNM).

- I'IpOMG)KyTO‘-IHbWI ctatyc (ecn|/| nepekn4arersb Bkn/Bbikn 6bin nepeBeneH B naccume-
HbIN pexum, HO nogreepXXaeHune nepexoaa MHTep(beVlCa B COCTOAHNE aAMUHUCTPATUBHOIO
OTKJTIO4EHUA eLle He I'IOJ'Iy‘-IeHO).

UToObl HANTU HYXXHbIA ceTeBON MHTepdelic, Bocnonbaynteck nonem MNMouck.

UToObl NpocMOTpeTb NOAPOBHYID MHOPMALIMIO O CETEBOM MHTepdence, HaxKMUTE . WH-
dopMaunsa OBHOBSAETCA KaKayt0 MUHYTY.

MpumeyaHue

Lobaensame u yGansime 8pyYHyr0 MOXHO mornbko VLAN-uHmepgbelicel.

Ethernet-unmepgbelicbl 3a80055mcs 8 cucmeme agmomamuyecku U docmyriHbl MosibKo 05151 pedakmu-
posaHusl.

PekomeHOyemcs onpedenumsb repedeHb Ethernet-unmepgbelicos neped ycmaHoskol Solar NGFW
U He MeHsImb e20 8 OaslbHeUleM.

UTtoObl OTpeaakTnpoBaTb NapaMeTpbl CETEBOrO MHTEpPENCca, HaXMNTE .

Mpw pegaktnposaHuun Ethernet-nHtepdenca oTkpbIBAaETCA OKHO, B KOTOPOM MOXHO YNpasnsTh
napameTpamu:

BknroveHo — nepekrntoyaTenb, OTpaXKatoLnn COCTOsIHME CETEBOIo MHTepdelnca.

Tun nHTepcenca — 3HayeHne, KOTOpoe yKasbliBaeT Ha TuUM PU3NYECKOro UHTepdenca.
Mone Henb3s oTpeaakTMpoBaTh.

Y3en NGFW - y3en, Ha koTopom gocTtyneH Ethernet-uHtepdgenc. NMone Henb3ga oTpeaakTu-
poBarthb.

UHTepdpennc ynpaBneHnsa — BKIIOYMUTE, ECNY Yepes3 3TOT UHTepdenc npomsBoauTcs yaa-

0]

neHHoe ynpaeneHve. B Tabnuue psagomM ¢ MHTepdencom ynpasneHust 6yaer 3HauyoK .

MpumeyaHue

lNepeknyamens UHmMepdpelic ynpaeneHusi docmyreH 01 pedakmupoeaHusi MOoJSibKO Orist
Ethernet-uHmepgbedicos.

Ecnu ¢ nomowbto GUI 6ydem nornbimka uameHums/y0anumse IP-adpec umu 8bIKmioYume cemeeoll
rnopm, Orisi KOMopo2o ycmaHoeseH rnapamemp MHmMepdbelic ynpaeneHusi, bydem noka3aHO
rpedyrnpexoeHue.
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OcHoBHoW IP-appec — BBeauTe |IP-agpec ceTeBoro nHrepderca ¢ Mackom NoaceTu.
Hob6aButb IP-agpec — MoxHo gobasutb Ao 10 gononHuTenbHbIX IP-agpecos.

MpumeyaHue

B kayecmee adpecos Ethernet-uHmepdbeticoe u cybuHmepgeticoe (VLAN) Henb3si yka3bieamsb
adpeca 0.0.0.0/8, 169.254.0.0/16, 127.0.0.0/8, 240.0.0.0/4, 255.255.255.255/32 u adpeca ¢ mackoli
/32.

IP-adpec u3 nodcemu AormKeH UCMo/Ib308ambCsl MObKO Ha 00HOM uHmepdgetice unu cybuHmep-
gelice.

MTU — MTU Ethernet-untepdeiica.

MpumeyaHue

lMone docmyriHo Orisi pedakmupogaHusi MOJIbKO Ha hU3UYECKUX cepeepax.

MAC-aagpec — MAC-agpec Ethernet-untepderica. None Henb3s oTpeaakTMpoBaThb.
KommeHTapumn — makcumanbHasi annHa tekcta 500 cuMBosoB.
YT106b1 fO6aBUTL HOBLIN VLAN-nHTEpdeNC:
Mepenante B pasgen CeTb > CeTteBble MHTepcenchl.
HaxmuTe kHonky [lo6aBuUTb MHTepdenc.
3anonHuTe napameTpsbl:
BkrnoyeHo — Tekyllee COCTosiHNE CETEBOro UHTepdenca.

Tun nHTepdenca — 3HavyeHme, KOTOpoe yKka3bliBaeT Ha cosgaHne BupTyanobHoro VLAN-
nHTepdenca. lNone Henb3a OTpeaakTUpPoBaThb.

Y3en NGFW - BbibepuTe y3en ns cnncka JocTtynHelx. MNone obasarensHo A4ns 3anonHe-
HUS.

UHTepcpenc — BblibepuTe usndecknii MHTEpdENC M3 cnmMcka OOCTYMHbIX. SBnseTca
poauTtenbcknm nHtepdencom ans VLAN. MNone obs3atensHO Ans 3anonHeHus.

VLAN ID — yucrno ot 1 go 4094.
OcHoBHoW IP-agpec — BBeauTe |IP-agpec VLAN-MHTepdenca ¢ Mmackon NoaceTu.

[Do6aButb IP-agpec — MoxxHO gob6aBuTb Ao 10 gononHuTenbHbIX IP-agpecos.
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MpumeyvaHume

B kavecmee adpecos Ethernet-uHmepgelicos u cybuHmepgpeticos (VLAN) Hernb35s1 yka3bieamb
adpeca 0.0.0.0/8, 169.254.0.0/16, 127.0.0.0/8, 240.0.0.0/4, 255.255.255.255/32 u adpeca c
mackol /32.

IP-adpec u3z nodcemu OO/MKEH UCIMOMb308ambCs MObKO Ha 0OHOM UHmepgelice unu cybuH-
mepaelice.

MTU — MTU pogutenbckoro nHrepgeica, kotopbln 6bin ykasaH B none UHTepdpenc.
Mone Henb3sa OTpeaakTUpoBaTh.

MAC-agpec — MAC-agpec poauTenbCckoro nHtepdenca, KoTopbii Obil ykasaH B nose
UHTepdpenc. MNone Henb3sa oTpeaakTMpoBaThb.

KommeHTapum — makcumanbHast anuHa tekcta 500 cumBosios.
MocnenoBaTtenbHO HAXXMUTE KHOMKM CoxpaHuTb 1 NMPpUMEeHUTb N3MEHEeHUS.

MpumeyaHue

lpu usameHeHuu/dobasneHuUU cemego2o UHMepgetica 8peMeHHOU NMPOMEXXYMOK OM Haxxamusi KHOMKU
lMpumeHUMBb u3MeHeHuUs1 00 (hakmuYECKO20 NPUMeHeHUsT Hacmpoek moxem 6bimb om 30 ceKkyHO
00 2 MUHym.

YUTto6bl yaanutb VLAN-uHTEpMENC, HaXXMUTE KHOMKY .

[na ynpaBneHusi HacTponkamu mapLipyTusauum no nportokony OSPF ncnonb3yeTcsa pasgen
Cetb > MapwpyTtmnsauma > OSPF.

MpumeyaHue

YnpaeneHue Hacmpolikamu Mapwpymusayuu ro npomokosly OSPF 603MOXHO MOJIbKO Mpu Haauyuu
nonHoz2o docmyna k pa3desly Cemb, a makxe ycmaHoeneHHol ponu Cepeep ynpaesieHust Ha y3erl.
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Solar NGFW &=

215 MAPLIPYTU3ALMS CeTb / Mapwpym3auus / OSPF @ TIpUMEHUTS UameHeHUs

W 2

A/ Tabnvua MapiupyTMsaumu WpeHTudmkaTop:  10.201.3.178

)

Qg0 i i
3% OSPF O6nacT4  VHTepdeiichl  HACTpOAkM  [MArHOCTMYeCKas MHOpMALs

bt

S0 CETEBbIE MHTEPQEVCI [Bo6asuTs o6nacte

=,

Howmep o6nac

£ KNACTEPU3ALMSA

P

0 Backbone

@

123 Stub

N
[1st4]

321 Standard

456 NSSA

Puc. 5.15. Pazgen "Cetb > MapwpyTtusauusa > OSPF"
B pasgene CeTtb > MapwpyTtusaumsa > OSPF npencraBneHbl BKNaaku:

e O6nacTtb — Tabnuua obnacTten ¢ Mx HoMepamu (uenoe 4ymcno B guanasoHe ot 0 go
2147483647) v Tunamn (Backbone (Bo3amMOXHO Tonbko ans obnactu ¢ Homepom O0),
Standard, Stub unn NSSA). YUTo6bl g06aBMTL HOBYLO 0bnacTb, HaxmuTe lo6aBUTbL 06-
nacTb.

MpumeyaHue

Cemesol uHmepgbelic Moxem bbimb 8K/THOHYEH MOJIbKO 8 00HY obriacme.

o WUHTepdencbl — Tabnuua napameTpoB CyLLECTBYIOLMNX (PU3NYECKNX UMK BUPTYarbHbIX
NHTepderncos co ctonbuamu:

o Homep obnacTtu — Homep obnactu (co3gaHHbIN Ha Bknagke ObnacTtu).

YacTtoTta ornpaBku Hello-nakeToB — nHtepean otnpasku Hello-nakeToB B cekyHAaaXx,
Lenoe nonoXxuTenbHoOe Yncno B AnanasoHe oT 1 go 65535, no ymonyaHuio — 10.

TanmayT oxuaaHusi nonydyeHusi Hello-nakeToB — uHTepBan OXuaaHUsA MONyvYeHus
Hello-naketoB o1 apyrux ydactHmkoB OSPF-gomeHa B cekyHaax, uncno, kpatHoe 4 hello-
interval, uenoe nonoxuTtensHoe Ynucno B npegenax ot 1 oo 65535, no ymonyaHuto — 40.

o YacTtoTa NOBTOPEeHUs1 OTNPaBKU NaKeTOB — MHTepBasn NOBTOPHOW OTNPaBKX MaKETOB
B CeKyHAax, uenoe nonoxurensHoe Yncro B npegenax ot 1 go 65535, no ymonyaHuio
- 5.

o CTOMMOCTb — CTOMMOCTb Nnepexoga vepes3 3TOT MHTepdenc, uenoe NonoXuntenbHoe
ymcno B AnanasoHe ot 1 go 65535.

MpuoputeTr — NpMOPUTET Ha3HAYEHHOrO MapLlpyTu3atopa, Lenoe MoNIoKUTENbHOE
yucno B npegenax ot 0 go 255, no ymonyaHuo — 1.
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MaccuBHbIN MHTEephenc — napameTp oTko4aeT oTnpasky Hello-nakeToB Ha UHTepden-
ce, MoXeT npuHumatb 3HavyeHme BKIL. nnn BbIKIL., no ymonyanuio — BbIKIJI..

AyTeHTUdUKauma — Tun ayteHTUMKaum B 0bnactu, MOXeT NpMHMMaTh 3HadyeHus beas
ayteHTUcdpmkaumum, Naponsb 1 MDS5.

Y1066l O06aBUTL HOBLIN MHTEPdENC, HaxxmmTe [lo6aBUTbL NOKanbHbIN UHTepdenc.

HacTponkn — HacTpomnkn nepepacnpegeneHnsa ctaTudeckmx MapLipyToB M MapLipyToB
HenocpeaCcTBEHHO NPUCOeAMHEHHbIX ceTel. Bbl MOXeTe YyCTaHOBUTL (PnaxKu:

CraTtunyeckue MapLipyThl,
MapuwpyTbl HenocpeaCTBEHHO NPUCOEeANHEHHbIX CEeTeMH,
MapuwpyThbl agpa.

OunarHocTnyeckas uHdopmaumsa — obLias nigopmaums o koHdpurypaumm OSPF (Bknaaka
O6was nHdopmauums), napameTpbl UHTEpPperca (Bknagka UHTepencnl), nHpopmauus
o cocegax OSPF (Bknagka Coceawm), Tabnuua ¢ nMmerLWMMUCS MapLipyTamun (BKnagka
Ba3sa paHHbIX) 1 Tabnuua mapwpyTtmdaumm OSPF (Bknagka MaplipyTbl).

BoamoxHa pabota Solar NGFW B ponu cnegyrowmx TMNnoB MapLlpyTU3aTopoB MpOTOKona
OSPF:

BHyTpeHHWUIN MapLupyTr3aTtop (internal router) — mapLpyTusartop, Bce MHTEPGENCHI KOTOPOro
npyHagnexaT ogHou obnacTtu. Y Takmx MapLupyTM3aTopoB TONbKO oAHa 6a3a AaHHbIX Co-
CTOSIHWUSI KaHanoB.

MorpaHnyHbIM MapLpyTr3aTop (area border router, ABR) — coegnHsieT ogHy mnm Gonblue
obnacTter ¢ marucTpanbHOM 06MacTbio U BbINOMHAET (PYHKLMK LWINK03a 415 MexXobnacTHoro
Tpadmka. Y norpaHM4YHOro MapLupyTM3aTopa Bceraa XoTs 6bl 0anH MHTepenc NpuHagnexuT
MarucTpanbHon obnactu. [Ang kaxxgon npucoeamHeEHHon 0bnacty MapLupyTM3aTop nogaep-
XMBaeT oTAenbHy0 6a3y AaHHbIX COCTOSHUS KaHanoB..

MarucTtpanbeHbin mappyTtusartop (backbone router) — mapLupyTunsartop, y KOTOporo Bcerga
XOTS 6bl OANH NHTEPdENC NPUHAANEXUT MarncTpanbHon obnactn. OH NOXOX Ha NorpaHny-
HbI MapLUpyTU3aTOp, OAHAKO MarncTparbHbIN MapLUPYyTM3aTOp He BCerda ABnsaeTcs norpa-
HUYHBIM. BHYTpEeHHWn MapLupyTmMsaTop, UHTepdenchbl KOTOporo npuHagnexar Hynesow
obnacTu, Takke ABNAETCA MarncTpanbHbIM.

lMorpaHnyHbIN MapLIpyTM3aTop aBTOHOMHOM cucTtembl (AS boundary router, ASBR) — o6me-
HUBaeTcs nHopmaumnen ¢ MapLlipyTmsaTtopamu, NnpMHagnexawmmm apyrum asToHOMHbIM
cuctemam nnu He OSPF-mapLupyTmMsatopamu. NorpaHnyHbIA MapLLPYTU3aToOp aBTOHOMHOWN
CUCTEMbI MOXET HaxoauTbCA B Nt06OM MecTe aBTOHOMHON CUCTEMbI U BbITb BHYTPEHHUM,
NOrpaHUYHbIM U MarncTpanbHbIM MapLLPYTU3aTOPOM.

B Solar NGFW ecTb BO3MOXHOCTb paboThl CO criegylowumm Tunammu obnacten npoTtokona
OSPF:

Backbone — marnctpaneHasa obnactb, dopmupyet 9apo cetn OSPF. Bce octanbHblie 06-
nacTu coeamHeHbl ¢ Hel. MexxobnacTHas MapLupyTnsaums BbiNONHAETCA Yepes MapLUpyTu-
3aTOp, COEAMHEHHbIV C MarncTpanbHon obnacTeto. MarmctpanbHas obnacte OTBETCTBEHHA
3a pacnpocTpaHeHre MapLpyTUsMpyowen nHpopMmaumm Mmexay HemarnctpanbHbIMK 06-
nactamu. MaructpanbHast obnacTtb JOmMKHA OblTb CMEXHOW C ApYrMMmn obnactsiMm, HO He
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00sa3aTenbHO (hr3nYEeCcKn CMEXHON, COeQUHEHNE C MarncTpanbHOM 06NacTbio MOXET ObiTb
YCTaHOBMEHO 1 C MOMOLLbIO BUPTYarbHbIX KaHaroB.

Standard — obnacTb, KoTOpas co3gaeTcsa No yMmonyaHuiw. 9ta obnacTtb npMHMMaeT obHOB-
NeHns KaHanoB, CyMMapHble MapLLPYTbl N BHELLUHME MapLUPYThI.

Stub — koHeYHast 0bnacTb, B KOTOPOM HE NPUHMMAETCS MHPOPMaLMSA O BHELLHMX MapLupyTax
ANA aBTOHOMHOMW CUCTEMbl, HO MPUHMMAKOTCA MapLIpyTbl U3 Apyrux obnacten. Ecnu
MapLLpyTM3aTopam M3 KOHeYHOM obnacTn HeobxoaumMo nepeadasaTtb MHOpPMaLMIO 3a rpa-
HULY aBTOHOMHOW CUCTEMbI, TO OHW UCMOSb3YHT MapLUpyT No ymonyaHuio. B koHeuHown
obnacTtn He MOXeT HaxoanTbest ASBR, uckntodeHune ns atoro npaemna — ABR moxeT ObiTb
ogHoBpeMeHHO n ASBR. Ha Bcex maplupyTtusaropax obnactu gormkHa 6biTb ykasaHa "Ko-
HEYHOCTL".

NSSA — obnacTb, koTopasi paboTaeT no TeM ke NpuHUMnam, 4To n obnactb Stub. OTnuune
B ToM, 4TO B NSSA 30He MoxeT HaxoanTbest ASBR. [ns obnactm NSSA npegHasHadeH
cneumanbHbi TMN LSA — LSA type 7. LSA 7 nepenaeT BHelLHME MapLUpyTbl B obnacTu
NSSA n Bo Bcem cooTtBeTcTByeT LSA 5. Korga norpaHuyHbIn MapLupyTmnsatop obnactu
NSSA nepenaet LSA 7 B gpyrue 3oHbl, BMecTo LSA 7 nepenaetca ctaHgapTHbii LSA 5.

B Solar NGFW ecTb BO3MOXHOCTb paboThl CO CrieQyoLmMmMm Tunamm 06bsaBneHnin 0 COCTOSTHUM
kaHana (Link State Advertisement, LSA):

Type 1 LSA — Router LSA, pacnpocTpaHsieTcs BCEMU MapLUpyTM3aTopamMmu TOfbKO B Npeae-
nax ogHow obnacTtu.

Type 2 LSA — Network LSA, pacnpocTpaHsieT Ha3Ha4YeHHbI MapLLpyTU3aTop B CETSX CO
MHOXECTBEHHbLIM AOCTYNOM B npefenax ogHon obnacTu.

Type 3 LSA — Network Summary LSA, pacnpoctpaHsaeTca ABR, onuckiBaeT mapLipyThbl K
ceTaM BHe NnokanbHon obnactu, cogepxmuT MHPOpPMaLMIo O CETAX U O CTOMMOCTM NYTU K
3TMM CETAM, HO He oTnpaBnsaeT MHPOPMaLMIO O TONOMOTNN CETU.

Type 4 LSA — ASBR Summary LSA, pacnpocTtpaHsetca ABR, onucbkiBaeT nHgopmauusa o
norpaHN4YHOM MapLupyTusaTope aBTOHOMHON cuctemol (ASBR).

Type 5 LSA — AS External LSA, pacnpoctpaHsieTcs ASBR B npepnenax Bceil aBTOHOMHOWN
CUCTEMbI, ONNCBLIBAET BHELLIHME MapLUPYThl AN aBTOHOMHOM cnuctembl OSPF.

Type 7 LSA — AS External LSA for NSSA, LSA 7 aHanorn4Ho no cogepxaHuto LSA 5, Ho
ncnonb3yertcsa Tonbko B 0bnactu NSSA. LSA 7 Hy»HO, YTOObI 060ATH OrpaHnUYeHms, KOTopble
ecTb B obnactu Stub. Ha rpaHuue obnacty norpaHuyHbIA MapLupyTusatop npeobpasyet
type 7 LSA B type 5 LSA.

B HekoTopbIx criydyasix Heobxoanmo nepesanyctuTb npouecc OSPF n yctaHOBUTL COCEACTBO
C Apyrumu ceteBbiMM ycTponcteamu. [inga atoro B CLI BbINONHMTE KOMaHAbI:

# vtysh

# clear ip ospf process
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[na HacTpoWKM poTauun XypHaroB AOCTyna BHecUTe B pacrnvcaHue MnaHUpoBLLMKa cron
creayoLLyto 3anuch:

0 0 1 * * Jopt/dozor/clickhouse/bin/cleanup-db.sh -d <days>

roe <days> — 3HauyeHve BpeMeHn B AHsX. [laHHble XXypHanoB AOCTyna cTapLue 3TOro 3Ha4eHus
OyayT yoanartecsa. B gaHHom npumepe Bbi3oB ckpunta cleanup-db.sh Oyget npoucxogutb
nepBOro Yncna Kaxagoro mecsua.

Mogyne [locbe a Takke pag UHbIX (OYHKUMOHAmMbHbLIX 0bnactTen MOXET B3auMOAENCTBOBaTb
C BHELWHUMM UCTOYHUKAMM AaHHbIX AS1S1 CUHXPOHU3aLMM 1 NOMNyYeHNs: AaHHbIX N3 HUX.

CuHxpoHusauus c Active Directory moxeT ocyLuecteBnstTbCs no nportokonam LDAP (cm. pasgen
5.9.2) u LDAPS (cm. pasgen 5.9.3).

CwuHxpoHuaunpoBaTb [1oCcbe C BHELUHMM MCTOYHMKOM MOXHO B HECKOMBKMUX pasgenax CUCTEMBI:
Ons getanbHOW HacTpoKrkn — pasgen [locbe OCHOBHbLIX HACTPOEK KOHUrypauuu;

ans 6onee 6bicTporo goctyna — pasgen flocbe > Hactponkn. Habop napameTpos HacTpomn-
KM aHanorn4eH nepeyHio B pasgene Jlocbe 0OCHOBHbIX HACTPOEK KOHUrypaLmu.

UTo6bl HAaCTpOUTb CUHXPOHWM3AUMIO AaHHbIX [1OCbe C BHELUHUM MCTOYHMKOM, MCMONb3ys
OCHOBHbI€ HACTPOWMKN KOHUrypauuu:

B pasgene Cuctema > PacwupeHHble HacTponku > [locbe > [locTyn K MCTOYHUKaM
AaHHbIX HAXMUTE KHOMKy [lo6aBuTb 1 ycTaHOBUTE Nepekntovatens MapameTpbl gocTyna
K MICTOYHMKY AaHHbIX B nonoxeHue ldap.

S ISIM_test
VipenTUthuKaTop ucToukuka  id
HasBaHue cTouHnka  label ISIM_test
# MapameTpbl JOCTYNE K UCTOYHHKY AaHHBIX e ©ldap @po. @ file

DN nons3osarens  bind-dr administrator
Naponk nonk3osarens
URLLDAP cepsepa  ldap-ur Ldap://10.199.29.96:389
Ba3osbiid DN gns noucka e-d ou=pilot-users, es,dc=isim,dc=local

KoAM4ecTso 3anucen Ha a a Jage-size 1000

®unsTp NoApazfeneHuit t {objectCategory=organizationalUnit)

Qunetp rpynn T {objectCategory=group)
uneTp nepcon f (&(objectCategory=person)(objectClass=user))

CooTseTcTayHA aTpubyTos nepcon  attr-map

Puc. 5.16. Hactpounka cuHxpoHusauuu [locke
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3apaiiTe 3HayeHus crnegyoLMX NapameTpoB:

HasBaHuMe UCTOUYHUKA — YKaXunte npon3sosibHOE Ha3BaHMEe MCTOYHUKA OaHHbIX AD. Pe-
KOmMeHOyeTCA Bbl6paTb Ha3BaHMe, oTpaxarllee peanunn ceTeBou MHd)paCprKTypbl op-
raHn3auun.

DN nonb3oBaTens — Ms y4eTHOW 3anncu ¢ npaBamm YteHus katanora AD. M4 ykasbl-
BaeTcH BMecTe ¢ JoMeHoM (Hanpumep, admin@organization.local).

Maponb nonb3oBaTensa — Naposib Y4ETHOWN 3anncK, ykasaHHOW B npeablayluem napa-
MeTpe.

URL LDAP cepBepa — agpec LDAP-cepBepa opraHnsaumm ¢ ykasaHnem npoTokosa u
nopta (Hanpumep, ldap://ldap.organization.local:389).

BasoBbin DN gna noucka — 6a3a noucka. YKaxuTte 3HavyeHue B COOTBETCTBUMU CO
CTpyKkTYypon katanoroB AD opraHusaunu.

Mpy HeOBXOOUMOCTM packpomrTe rpynnbl napameTpoB COOTBETCTBUA aTPMOYTOB NEpPCoOH,
CootBeTCcTBUSA aTpuOYTOB rpynn 1 JobaBbTe U/MNKU UCMpaBbTe COOTBETCTBUMA MeXay
aTpubytamu AD n aTtpubytamm gochbe.

Haxmute np0BepVITb AONA NpoBepPKU NOAKIKYEeHUA K UCTOYHUKY AaHHbIX. B Clny4ae Heycnexa
y6e,El,V|Ter B KOPPEKTHOCTN 3adaHHbIX MapaMeTpPOB.

Haxmute CoxpaHutb 1 MpUMeHUTL.

HaxmuTte kHonky CUHXpOHM3MpoBaTtb. [10 OkOH4YaHUM OTOGpasuTcs yBegomrieHne o6
yAa4YHOW CUHXPOHM3aLUUMN.

BepHuteck B GUI 1 npoBepbTe HannumMe opreTpykTypbl B pasgene Jocbe > OpraHusaum-
OHHas CTPYKTypa.

Mo okoH4YaHWK 3aganTe NHTEpBarn CUHXPOHU3ALMK:
OtkponTte cekunio CepBuc obHoBneHus [locbe > Pabota B rmaBHOM pexume.
YctaHoBuTe hnakok ABTOMaTu4yecKkas CUHXPOHM3aUMA C UCTOYHUKaMN.

3apawiTe 3HavyeHve napameTpos NMNepunoanYHOCTL CUHXPOHU3auum (4) 1 NMepunoanyHoCcTb
CUHXPOHM3aUUM (M).

MpumeyaHue

He pexkomeHdyemcs ycmaHaenueames 3HadeHue nepuoduyHOCMU CUHXPOHU3auyuu MeHbwe 20
MuUHym, m.k. npu obbemHom LDAP-kamarnoze u 6onbwom Kornudyecmee rionb3oeamernel 0ns
ycrnewHozo 3asepuweHusi 0bHoeneHuUs1 0aHHO20 8peMeHU Moxem bbimb He00CMamo4YHO.

lpu 3Ha4eHuu 0 yacos 0 MUHymM CUHXPOHU3ayusi pabomame He 6ydem.

HaxmuTte CoxpaHutb 1 NNpumMeHnTb.

[N HaCTPOMKM CUHXPOHM3AUUKM OaHHbIX [JoCbe C BHELHUM UCTOYHUMKOM B pasgerne Jocbe
HaXXMUTE KHOMKY HacTponkn 1 BeINONHMTE Npouenypy, ONMCaHHYIo Bbille.
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Tpadumk, nepegaBaemebint no npotokony LDAP, He aBnsieTcs 3awwmweHHbIM. YTo6bl CUHXPOHK-
3aumsa AaHHbIX 6bina KoHpmaeHumanbHom n 6esonacHomn, ncnonb3ynte npotokon LDAPS, ko-
TOpbIN ABNAeTCS 3almieHHon Bepcuen LDAP, 1 B KOTOPOM Mcnonb3yeTcs AedonTHbIN NopT
636 BmecTo 389, kak y LDAP.

LDAPS npeacraenset cobon TexHonormo «LDAP yepes SSL», koTopasi No3BonseT WwmdpoBaTb
NPOLECC CUHXPOHU3ALMUN AaHHbIX U ayTeHTUMKaUmm.

[lna HacTporku cMHXpoHM3auumn no npotokony LDAPS:

Bbinyctute n nmnoptupynte ceptudukaTt B LeHTpe cepTudmkauum gomeHa (CA) — cm.
pasgen 5.9.3.2;

MmnopTtupynte ceptudumkaT ueHTpa ceptudukaumm gomeHa (CA) B Solar NGFW — cwm.
pasgen 5.9.3.3;

B pasgene flocbe > [locTyn K UICTOMHMKAM AaHHbIX BbINOMHUTE NpoLeaypy, ONUCaHHYH
B pasgene 5.9.2, npegBapuTenbHO 3aMeHMB NOPT HasHayeHnsa Ha 636 (BmecTo 389).

Ecnu Bbl ykaszanu FQDN B HacTporikax URL LDAP-cepBepa (pasgen Cucrtema > Pacluu-
peHHble HacTpounku > [locbe > [locTyn K UICTOYHMKaM AaHHbIX > MapameTpbl gocTyna
K UCTOYHUKY AaHHbIX), ykaxuTe aToT FQDN u IP-agpec cepBepa B haiine /etc/hosts.

Mocne HacTpoek NpPOBEPLTE CBSA3M C MCTOYHWKOM CUHXPOHM3aUMWU. [Ns 3TOro Haxmure
kHonky CMHXpOHM3npoBaTb Ha Bknagke Hactponkun pasgena focbe unu B pasagene Cu-
ctema > [locbe OCHOBHbIX HACTPOEK.

MpumeyaHue

Ecnu He pabomaem cpa3y, e CLI ebinoriHume pecmapm cepsucos monitor-ng u abook-daemon
C MOMOW,bH0 KOMaHO:

# /opt/dozor/bin/shell
# dsctl restart monitor-ng

# dsctl restart abook-daemon

YcTtaHoBKa AOMYyCTUMOro cepTudmkata Ha KOHTponnepe goMeHa nossonset cnyxbe LDAP
npocnywmBatb U aBTOMaTU4eCKNU NpuHMMaTb nogkntodeHns SSL kak ana LDAP, tak n gns
rno6anbHOro Tpadmka KaTanoros.

[ns reHepauum ceptudmkara:

Ha cepeepe c ponbto Certification Authority (CA) 3anyctute koHconb Certification
Authority Management Console, nepengute B pasgen c wabnoHamu cepTudunkaToB
Certificate Templates v B KOHTEKCTHOM MeHIO BbibepuTe Manage.
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Puc. 5.17. YnpaBneHue wabnoHamu ceptucpukaTonB

2. Cospgante konuto wabnoHa Kerberos Authentication certificate, BbiGpas B KOHTEKCTHOM
MeHto komaHay Duplicate Template.

fle Acon View Help
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Puc. 5.18. Co3zpgaHue konuu wabnoHa ceptudukara

3. B okHe Properties of New Template Ha Bknagke General nepenmeHynTe wabnoH cepTu-
dvkata B LDAPoverSSL, ykasas nepuog ero gevctaus, n onybnukyite ero B AD (Publish
certificate in Active Directory).
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Puc. 5.19. NMepenmeHoBaHKe 1 Nyo6nukauusi wwabnoHa ceptudmkara

4. Ha Bknagke Request Handling yctaHoBute pnaxok Allow private key to be exported n
COXpaHuTe LLAabIoH.
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Puc. 5.20. CoxpaHeHue WabnoHa ceptudumkara

5. Onybnukynte HOBbIN TUN cepTUdUKaTa Ha base cos3gaHHoro wabnoHa:

e B koHTekcTHOM MeHio pasgena Certificate Templates BbiGepute komangy New >
Certificate Template to issue.
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Help

Puc. 5.21. BbiGop cepTuchukata ansa reHepauum

e B cnucke goctynHbix wabnoHos Beibepute LDAPoverSSL u Haxxmnte OK.

File Action i’uw Hq:

Select one Certificate Template bo enable on this Cenfication Authorty.
MlGMMMmMMMmmmhhmmmﬂmwﬂuﬂ
feenation about thes terelate has been repboated to ol doman controllers.

Al of the centficate templates in the crganization may not be avalabie to your CA.

For more information, see Certificate Template Concepks.
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Puc. 5.22. Bbibop Tuna ceptudukara LDAPoverSSL

6. Ha koHTponnepe nomeHa, Angd KOTOporo nnaHupyetcs 3agenctesoaTtb LDAPS, oTkponTe
OCHaCTKy ynpasreHusi cepTudumkatamum 1 B xpaHunuiue ceptudukaros Personal sanpocute
HOBbIN cepTuduKaTt. [ns 3Toro B KOHTEKCTHOM MeHo Bbibepute komangy All Tasks
> Request New Certificate.
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Puc. 5.23. 3anpoc HoBoro ceptudukara

7. B cnucke OoOCTynHbIX cepTudukatoB Bblbepute ceptudmnkat LDAPoverSSL n Haxmu-
Te Enroll. Ceptucukart 6yaet BbinyLueH.

_.| Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrall.
[ LDAPoverSSL i) STATUS: Available Details ~ |~ |
The following options describe the uses and validity period that apply to this type of cerificate:
Key usage: Digital signature

Key encipherment
Application policies: KDC Authentication
Smart Card Logen
Server Authentication
Client Authentication

Validity period (days): 730

Properties

[[] Show all templates
Learn more about certificates

Puc. 5.24. Bbinyck ceptudukara

8. B CLI BbINONHUTE 3KCMOPT KOPHEBOIO cepTudmKkata yaoCTOBEPSIOLWErO LeHTpa B dann,
BbIMOSTHMB Ha cepBepe ¢ pornbio Certification Authority komangy:
certutil -ca.cert ca_name.cer
. ®ann ceptuukata coxpaHmMTca B Nnpodounre TekyLlero nonb3oBaTens B danne dopmara
CER. Hanpuwmep, ca_ name. cer.

9. [lo6aBbTe 3KCMOPTUPOBAHHLIN cepTudunkat B KoHTerHepe ceptudumkaToB Trusted Root
Certification Authorities xpaHunuwa cepTdurkaToB Ha KIIMEHTE N KOHTPOINEpe AOMEHa,
BbinonHme B CLI komaHgy:
certmgr.exe -add C:\ca_name.cer -s -r localMachine ROOT
. MonHocTbto nepesarpysute DC.
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[obGasneHwne ceptudumkara B LeHTpe ceptTudmkanmm gomeHa (CA) no3BONUT OTKPbIBaTL 3aLLm-
LLeHHble coeaMHEHMS C APYTMMM YCTPOMUCTBaMU, UMEOLLMMN cepTUdMKaT, BbIMYLLEHHbIN 3TUM
e LLEeHTPOM cepTudmrkaumnn.

[na umnopTta ceptudbukata YL, B xpanunuile ceptudumkaTo Solar NGFW:

CkonupynTe nony4eHHbIN cepTudmkaT Ha y3en ¢ ponbio Punstp HTTP-Tpadumka. MNMepen-
auTe B kaTanor ¢ ceptudukatom n ¢ nomoubto CLI ckoHBepTupynte ero B dopmar PEM,
BbINOSHMB KOMaHAy:

openssl x509 -inform der -in cert.cer -out cert.pem
[nsa vmnopTa cepTudukaTa B XpaHUnuLLe BbINONTHUTE KOMaHAy:

keytool -import -v -trustcacerts -alias <cert_alias> -file /var/tmp/cert.pem -keystore
lopt/dozor/etc/ldap.jks -deststoretype JKS

roe <cert_alias> — Ha3BaHuWe cepTudumKaTa B XpaHUnuLe.

MpumeyaHue

lNocrie 8binosnHeHUs KoMaHOb! MOXxem 6bimb 3arpPoweH naposib OM K/o4e8020 xpaHunuwa. Ecnu
OH He b6bin 3a0aH paHee, rpudymaltime Ho8bIU.

MNpoBepbTe, 4TO Yy nomb3oBaTens dozor ecTb paspelleHVe Ha  NPOCMOTP
lopt/dozor/etc/idap.jks.

[ocbe Solar NGFW moxeT paboTatb B NOAYMHEHHOM PEXNME, TO eCTb UCMonb3oBaThb [ocke
Solar NGFW, Solar webProxy nnu Solar Dozor. [1nsi 3T0ro BHeLWHsss cuctemMa AoMmkHa UMETb
cobctBeHHoe xpaHunuiie Hocbe. B atom pexume Solar NGFW nogkntovaetcs k [Jocbe
BHELLHEN CUCTEMBbI U 3arpyxaeT NoKarnbHY KONuio B onepaTtuBHy NaMmaTtb. [py BHECEHUM
nameHeHun B [locbe BHellHen cucteMbl, [locke B Solar NGFW aBToMaTtudeckn obHOBNSAETCS
COrNacHoO 3TUM U3MeHeHNsM. B noguYMHEHHOM pexnme Herb3s NogkniounTbes K [locbe cuctems,
TakKkKe UCMornb3yoLwen NoOAYNHEHHbIN PEXUM.

[na HacTporkn cuHXpoHu3aumm gaHHbix Jocbe Solar NGFW ¢ Oocke Solar Dozor, Solar
webProxy unu Solar NGFW:

Ha master-yane B CLI BbiInonHMTE KOMaHAy:
# lopt/dozor/abook-daemon/bin/reg-abook-slave <host>

rae <host>— FQDN master-yana cuctemsl, ¢ [Jocbe KoToporo 6yaeT BbINONHATLCA CUHXPO-
HM3aums. Mpn BbINOTHEHUN KOMaHAbI CUCTEMA 3anpoCuT Naporb nonb3oBaTtens root yaa-
neHHoro master-ysna.

B GUI B cekunn CepBuc obHoBneHus [locbe pasgena [locbe paclUMpeHHbIX HaCTPOeK
KOHGUrypaumm 3agaTb 3Ha4YeHUS CneayoLmx napaMmeTpos:
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Pexum pabotbl — Mog4YMHEHHbIN.

CeteBon agpec — FQDN master-yana cuctemsl, ¢ [locbe KOTOporo 6yaeT BbINOMHATLCSA
CUHXPOHU3aLUS.

MopT — nopT, Ha koTopoM cepBuc abook-daemon oxuaaet coeanHeHus no HTTPS (no
ymMon4yaHuio — 2269).

Haxmute CoxpaHuTb, MMpuMeHUTD.

Mepesanyctute cepsuc abook-daemon Ha nokanbHOM 1 yganeHHOM master-ysnax.
B CLI BbinonHuTe cnegytowme KoMaHabl:

# lopt/dozor/bin/shell

# dsctl restart abook-daemon

MpumeyaHue

lpu nepexode u3 NOOYUHEHHO20 pPeXXUMa 8 a/1a8HbIl 3Ha4YeHUs rnapamempo8 HacmpoUKU 211a8HO20
pexuma ocmaromces HeUu3aMeHHbIMU, m.e. 0eghOorTmHbIMU.

BoamoxxHOCTb NpokcmpoBaHusa Tpaduka B Solar NGFW BkrnitodaeTest npy Mcnonb3oBaHUM Nn-
LEH3UN Ha pyHKUMOHanNbHOCTb Solar webProxy.

Mpoken-cepeep B Solar NGFW MOXeT Ucnonb3oBaTbCs B KAYeCTBE CreayoLmnx TUNoB:
NPSAMON NPOKCH,
oBpaTHbIN NPOKCHU.

MpumeyaHue

lNoddepxusaemcsi 0OHo8peMeHHasi paboma rpsiMo20 U 06pamHO20 NPoKcU-cepsepa Ha 0OHOM y3rie
(c oOHUM nybnu4HbiM IP-adpecom). OcobeHHocmu pabombl U ornucaHue rnpouecca Hacmpoulku
rpokcu-cepsepa 8 obpamHom pexxume rnodpobHo ornucaHsbl 8 pasderie 8.

Mpsmon NpokcK NoaaepXXmMBaeT crieayoLwme pexmnmsl paboTbl:
ABHbIN,
Npo3payHbIn.

Mpwn ncnonb3oBaHMK NPOKCU-CEPBEPA B ABHOM pexXnme paboTbl B KIMMEHTCKUX NPUNOXKEHUSIX
(Hanpumep, Beb-6pay3epax) AOMKHbI OblTb YCTAaHOBMNEHbI HACTPOMKN NPOKCU-cepepa Solar
NGFW. MNpu ncnonb3oBaHUM NpoKCU-cepBepa B NPO3pavYHOM pexXmMMe, AaHHbIe HACTPOWMKU He
NCNonb3ylTCA, T.€. Nonb3oBaTtenb He 3HaeT o npokcu-cepsepe Solar NGFW (nogpobGHee o
HaCTpoVike Npo3payvyHoro pexuma pabotbl cM. pasgen 5.11.5).
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Tpaduk npoxoant Yyepes Netfilter no yenoukam PREROUTING v INPUT. MNoaTtomy chmnetpanms
Takoro Tpaduka MexceTeBbIM 3KpaHOM JOCTYMNHA TOSbLKO C NOMOLLLIO NpaBui, rae B KayecTse
HanpasneHusa Tpaduka ykaszaHo 3HadeHne Bxogawmn. MNogpobHee cm. Pykosodcmee admu-
Hucmpamopa 6e3onacHocmu.

MpumeyaHue

Laxe ecnu ocHogHOU mpaghuk mpaH3umHsil, eeb-mpaguk He bydem cyumambCsi MPaH3UMHbIM U
He 6ydem nonadams 6 yernodky FORWARD, m.k. Ha cmopoHe KITUeHmMCcKo20 MpurioxXeHus 8 Kadecmee
adpeca Ha3Ha4yeHus1 nakema ycmaHaenueaemcsi adpec rpokcu-cepeepa Solar NGFW.

Tpadumk npoxoant Yepes Netfilter no uenouke PREROUTING 1 npsimo 13 9Tol Lienoyku nepe-
HanpasnsieTca no noptam 80 n 443 B moaynb npokcu-cepeepa (skvit-wizor) gna ganbHenwen
06paboTku. [NNoaTomy hmnsTpaunsa MexceTeBbiM 3KpaHOM He4OCTYNHa ANs Tpaduka, NpoKeu-
pyemoro B Npo3payHoM pexunme (Takon Tpaduk He ByaeT nogsepratbCcsa NpoBepkam Kak npa-
BMUNaMM KIacCU4eCcKoro MeXceTeBoro akpaHa, Tak u npasunamu DPI). NMNogpobHee o HacTponike
Npo3payHoro pexunma paboTbl cMm. pasgen 5.11.5.

Cxema 06paboTkm Tpaduka oOpaTHbIM NPOKCK aHanorMiHa cxeme o0b6paboTkM Tpadmka NpsiMbIM
MPOKCK B ABHOM pexxume paboTbl. Tpadmk npoxoaut Yepes Netffilter no uenoukam PREROUTING
n INPUT (T.k. npn nyénukaumm BHyTPEHHUX PECYPCOB C MOMOLLbI0 06paTHOro NPoKCK-cepaepa
KNMEHTCKUe NpUNoXeHUs oTnpasnsaioT Tpak MUMEHHO Ha NPOKCU-cepBep, BOCMPUHUMAsN ero
Kak ueneson BebG-cepsep). [MoaTomy dunbTpauma Takoro Tpaduka MeEXCETEBbIM IKPaAHOM
OOCTYMNHa TONbLKO C MOMOLLbIO NPaBuI, rae B Ka4ecTBe HanpaeneHus Tpaduka ykazaHo 3HaYeHue
Bxopsawmn. MogpobHee o HacTponke obpaTHOro NPoKcK CM. pasgen 8.

MpumeyaHue

B Solar NGFW ecmb 803MOXHOCMb MPOKCUPOBAHUS UCKTIOHUMENbHO eeb-mpadbuka (MpomoKorsi
HTTP, HTTPS u FTP over HTTP). lNpu Heobxodumocmu rpoxox0eHusi UH020 mpacghuka Hacmpolime
npasuna obpabomku mpaH3umHo2o mpaguka (uenodka FORWARD) u napamempbi mpaHcnayuu
adpecos (NAT). lModpobHee o Hacmpolke mexcemegoeao akpaHa u NAT cm. 8 Pykogodcmee adMUHU-
cmpamopa 6e3onacHocmu.

AyTeHTUMKauna nonb3oBartenen paboTaeT TONbLKO Ans Npokcupyemoro Tpaduka. Npu uc-
nornbL30BaHUW Opyroro Tpadurka pasrpaHuyeHne gocTyna nonb3oBaTernen B ceTb byaet pery-
nMpoBaTbCA NpaBuiiaMmn MEXCETEBOTO akpaHa (nogpobHee cMm. B Pykogodcmee admMuHUcCmpa-
mopa 6e3onacHocmu).
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MexaHuam ayteHTudukauumn Solar NGFW nogoepxumBaet cnegytowme Buabl MCTOMHUKOB
YYETHbIX 3anucen:

nokanbHbIN cnucok IP-agpecoB 1 AnanasoHoB;
nokanbHbIA CINCOK YYETHbIX 3anucen;
LDAP;
LDAPS;
RADIUS;
IMAP;
POP3.
Mpwn co3gaHum cxembl ayTeHTUMKaumm HeobxoaMMo yunTbiBaTb criegyroLme oCobeHHOCTH:
MpoBepka no IP-agpecam MMeET HanBbICLLMIA MPUOPUTET.

Mpy DOMEHHOW ayTEHTUMUKALMM NCNONb3YETCS TONBbKO OANH MCTOYMHUK B CBSI3W C YHUKAITb-
HOCTbIO HacTpoek samba, krb5, winbind.

B Tex cxemax, rge aTo HYXKHO, crnegyeT CHATb dnaxok abort-by-error ( MpepbiBaTL Npo-
uecc ayTeHTU(MKauum npm BO3HUKHOBEHUM OWIMOOK) B pasgene AyteHTudpukauymsa >
UcTouHukmn Basic ayTeHTMdMKaumm ocHOBHbIX HacTpoek. [NapameTtp abort-by-error pe-
rynupyeT BO3MOXHOCTb MpepblBaHUSA npouecca ayTeHTUdUKaumm npu BO3HUKHOBEHMWM
owmnbok. MNMapameTp npegHasHa4vyeH An1s HAaCTPOMKN pasHOro NoBeAeHUs cepBepa ayTeHTU-
duKaumm B criy4ae BO3HUKHOBEHUS OLLUMBOK C KOHKPETHBIM MCTOYHUKOM ayTeHTUdUKaLUN.
Hanpumep, ecnn NCTOYHUK HEOOCTYNEH U3-3a CeTEBbIX Npobnem:

ecnu cdonaxok abort-by-error cHAT — nowvck nonb3oeatenel B b gaHHOro UCTo4YHKKa
He OydeT BbINOMHATLCS, U CepBeEp ayTeHTUMMKALMN NPOAOIHKUT NMOUCK NOAXOASLLEro
nonb3oBatens B B[ Apyrux 3agaHHbIX UCTOYHWUKOB;

ecnn d)namm( abort-by-error YCTaHOBJ1EH — NPU NOABITIEHNN ownboK B npouecce B3an-
MOAENCTBUA C AAaHHBIM UCTOYHMKOM cepsep ayTeHTI/l(*)I/IKaLI,VII/I 6y/:1,eT BblaBaTb OLIJI/I6Ky,
N ganbHEenLWn NoMcK BbINOMHATLCS HE 6y/:|,eT.

B Solar NGFW ucnonbaytoTca cnegyrowme Metoasl ayTeHTugukaumn:
no IP-agpecam (pasgen 5.11.2);
Negotiate (pasgen 5.11.3);
NTLM (pasgen 5.11.4);
NTLM+Negotiate (npumevanune B pasgene 5.11.3);
Radius (pa3gen 5.11.6.5);
npo3pavHas (pasgen 5.11.5);

basic (paszgen 5.11.6).
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PexxMMbl, B KOTOPbIX MCMNOMb3YOTCS 3TU MEeToAbl ayTeHTUdMKaLUN NepedvncneHsl ganee B
Tabnuue.

Tabn. 5.3. Pexxumbl ayTeHTUdMKaLmm

HasBaHue OnucaHue

Permissive PaspelunTenbHbIn pexum. AyTeHTUdMKaLUUsA He paspeLlaeTcsi TONbKO ecnuv 3an1cb
nonb3oBatens 3abnokuposaHa. Vicnonbayetcs IP-ayTeHTUdUKauus.

Prohibitory 3anpeTuTenbHbIv pexum. AyTeHTUMKaLmMs pa3peLlaeTcs TofNbKO eCnu 3anunchb Nonb3o-
BaTensi CyLLeCcTBYET U He 3abnokunposaHa. Vicnonbayetcs IP-ayTeHTUUKaLmS.
Basic HTTP-ayTeHTUdMKauna metogom basic
NTLM [omeHHas ayteHTudukauns metogom NTLM
Negotiate DomeHHas ayteHTUdukauus metogom Negotiate. Mo BeIGOpyY KnveHTa BbINOMHAETCS

meTtoaom Kerberos unu NTLM.

NTLM+Negotiate JomeHHas ayTeHTudumkaums metogom Negotiate nu6o NTLM. Metog BeiGupaetcs
KNMEHTOM. DTOT peXxrMM UCMOonb3yeTcs, eCN 3apaHee HEM3BECTHO, NOAAEPXKMNBAET N
knueHT metog Negotiate.

Radius Basic-ayTeHTUbMKaLma ons yaaneHHoro 4OcTyna K nofb3oBaTerbCkuM cepBucam,
BUPTYanbHbIM YacTHbIM ceTam (VPN), Toukam 6ecnpoBogHoro goctyna (Wi-Fi) n T.4.

AyTteHTudmkauusa no IP-agpecam moxet pabotaTb B 0O4HOM U3 OABYX PEXMMOB:
PaspewumersnbHbil — 0OCTYN pa3peLleH ¢ nobbix IP-agpecos 6e3 NCKNIOYEHNI.

BanpemumerbHbIl — [OCTYN pa3pelleH TOMNbKO B COOTBETCTBMU C HACTPOEHHbIM CrloeM
nonutukn foctyn 6e3 ayrteHTudukauun. lNMogpobHasa nHdopmaumns o HaCTPOMKe 3TOro
cnos npveeneHa B okymeHte Pykosodcmeo admuHucmpamopa beszonacHocmu.

Pexxum ayTeHTumKaumm MoXHO HaCTpoUTb:
B pasgerne PaboTa cucTteMbl OCHOBHbLIX HACTPOEK;
Ha Bkragke Hactpounku B pasgene MNonutuka.

[na HacTporku pexmuma ayTeHTUrKaunn:

B pasgene Pabora cuctembl > ®unbTpauusa M aHanu3 Tpadwmka nonb3oBaTenen
OCHOBHbIX HaCTpPOeK KOH(pUrypaumm 3agante 3Ha4eHns cneayoLwmx napaMmeTpos:

Pexum ayteHTUpMKaumm — Proxy-Auth;

MeTtopn ayTeHTUdUMKaLmu:
Permissive — ons paspelmnTensHOro pexnma;
Prohibitory — ansa sanpetutensHOro pexuma.

Haxmute CoxpaHutb 1 NNpMMeHnTb.

[lns HacTponkn pexxnma ayteHTudmrkauumn 13 pasgena NMonutuka HaxmmTe KHoMKy Hactponku
B NIeBOM BEPXHEM Yrny pa3gena v BbINONHUTE AeNCTBUS, ONUCaHHbIE BbILLe.
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[na HacTponkn ayteHTudukauumn Negotiate:
HasHaubte y3ny Solar NGFW ponb CepBep Kerberos-ayteHTucdbukaumm.

B pasnene AyteHTudmkaumsa > Kerberos-ayteHTudukaums sagante 3Ha4eHUS CrneayoLmx
napameTpoB:

[omeH — nma gomeHa.

Apnpec KDC-cepBepa — IP-agpec cepBepa ueHTpa Bblgaumn kntoden (KDC) B cetw.
MoxHo no6aBnsaTb M yaansiTb 3anucuK o cepBepax, UCronb3yst KHOMKM E n ﬂ
Aapec apMMHUCTpPaTUBHOTO cepBepa — |IP-agpec koHTponnepa gomeHa B ceTu. MoxHO
£o6aBnATb 1 yaanaTb 3anucu 0 cepBepax, UCMonb3ysi KHOMKM E n ﬂ

B pasgene Monutuka > Hactpomku nnn Paborta cucrembl > ®unbTpaumsa U aHanms
Tpaduka nonb3oBaTenen OCHOBHbLIX HACTPOEK KOHUIypaunn 3agante 3HadeHns cnegy-
tOLLMX NapamMeTpoB:

Pexum ayteHTU(pMKaumm — Proxy-Auth;
MeTtopn ayteHTucpukaumm — Negotiate.

CospanTe n sapernctpupynTte kntod. [ina atoro 8 CLI Ha kKOHTponnepe AoMeHa BbINONHUTE
KomaHAay:

ktpass.exe -out C:\krb5.keytab -princ HTTP/auth-skvt.solar.local@WINDOWS.DOMAIN
-mapuser skvt2 -pass password -crypto All -ptype KRB5_NT_PRINCIPAL

MpumeyaHue

3Ha4yeHus 0nsi 3aMeHbI:
auth-skvt.solar.local — FQDN cepsepa aymeHmugukayuu Solar NGFW;
WINDOWS.DOMAIN — umsi OomeHa;

skvt2 — cepsucHsbIl rnonb3oeamesib AD, ¢ MOMOWbIO KOMOPO20 OCyuw,ecmerngemcs aymeHmu-
ukayus;

passwor d— rnaporsib rosib3o8ameris.

B pesynbrate BbINOMHEHUSA 3TOM KOMaHAbl OyoeT co3gaH Khwod ayTeHTudpmkauumn. Knrou
OyoeT HaxoouTbCsl B MeCTe, yKasaHHOM nocre knio4va -out, B AaHHOM npumepe —
C:\krb5.keytab.

B GUI Solar NGFW B pasgene AyteHTudpukauma> Keytab-cpann:

ycTaHoBuUTE nepekntoyatens Pexum mcnonb3oBaHus keytab-chamna B nonoxenuve
3arpy3uTb u3 c¢panna;
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HaxxmuTe 3arpy3unTb, BolOepuTe B OTKPLIBLLUEMCS OKHE hann N HaxmuTe OTKPbITb;
HaxxmuTe CoxpaHuTb U NMpUMeHUTD.

MpumeyaHue

B Solar NGFW ecmb 803MOXXHOCMb aymeHmuguKkayuu ¢ HECKOMbKUX OOMeHO08. [ amoa2o:
Ha kaxxdom OomeHe ebinosiHume waau u3 4.

lMomecmume nosny4YeHHbIe ¢halinbi 8 moboul kamarnoe Solar NGFW ¢ nomouwisto SCP (Secure Copy
Command).

BbinosiHume cnedyroujue KoMaHObI:
ktutil
read_kt <umsi_nepeozo_ksiro4ya.keytab>
read_kt <umsi_emopozo_krnrova.keytab>
write_kt krb5.keytab
quit
lMpocmompems codepxuMoe Umoao8oeo ¢hatisia MOXHO C MOMOWbIO KOMaHObI.:
klist -k krb5.keytab
MMonyyenHbili ¢hatin krb5.keytab 3azpyxaemcsi Ha npokcu-cepsep (ModpobHee cm. 8 pasdersne 5).

lpu co3daHuu oboux ghalisnoe pekomeHOyemcs Ucrob308ame pasHble naposiu 05 y4emHbix 3anuced,
accoyuupoegaHHbix ¢ Solar NGFW.

[ns npoBepkn KoppekTHOCTN HacTpoek Negotiate-ayTeHTudmkauum:

B pasgene Cucrema > AyteHTucpmkauma > Kerberos-ayteHtudmkaumsa s none [lomeH
YKaXuTe umsa gomeHa.

B kauectBe agpeca KDC-cepBepa 1 agpeca agMUHUCTpPaTUBHOIO cepBepa BBegute IP-
agpec KOHTpornnepa JoMeHa.

MNMocnepnoBatensHo HaxmMuTe CoxpaHUTb U NMpUMeHUTB.
B CLI BbinonHuTe KomMaHay:
# Kinit -V -k -p HTTP/<O6wun FQDN NGFW>

OTcyTcTBUE co0bLIEHN 06 oWwKnbKe CBUOETENLCTBYET 06 YCNELHOW HAaCTPONKe ayTeHTUdK-
Kaumu.
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MpumeyvaHue

Lna Hacmpolku aymenmucbukayuu NTLM+Negotiate ebinonHume uHcmpykuuu u3 pasoesnos 5.11.4
u 5.11.3, ydqumsbigasi, Yymo mnapamemp Memod aymeHmudpukayuu OO/DKEH UMemb 3HadyeHue
NTLM+Negotiate.

[nsa Hactporkn NTLM-ayTeHTUdukauuu:
HasHaubte y3ny Solar NGFW ponb CepBep NTLM-ayTeHTUdMKauun.

B pasgene ocHoBHbIX HacTpoek AyTeHTucpukauuma > NMoaknroveHme K KoHtponnepy go-
meHa (DC) ana NTLM-ayteHTudukauum ykaxmnte ums gomeHa AD B none [lomeH.

Ha cepBepe ayteHTudukauum Solar NGFW oTkponTe ans pegaktupoBaHusi dhainn
letc/resolv.conf n gobaBbTE B HEMO CTPOKM CrieayoLLEro Buaa:

nameserver <namesrv|P>

rae <namesrvIP> — [P-agpec koHTponnepa gomeHa. Ecrnv Takux agpecoB HECKOSbKO, A0-
DaBbTe HECKOMBKO TaKMX CTPOK, B NOPsSAKE YMEHbLUEHUS HAOEeXHOCTU KOHTPOMepoB JOMEHA.
B kaxgon cTpoke MoXeT ObITb ToNbKo oauH IP-agpec.

Hob6aBbTe cepBep ayTeHTUMKauumn B LOMEH, BbINOMHMB Ha HEM ¢ nomoubto CLI komaHay
cnegytoulero Buaa:

# net ads join -U <admin_login>

rae <admin_login> — numa y4yeTHOM 3anucu norb3oBaTens ¢ npaBamu agMUHUCTpaTopa
KOHTponnepa gomeHa.

B GUI B pasgene Monutuka > Hactponkm nnn Paborta cucrtembl > ®dunbrpaumsa u
aHanu3 Tpadmka nonb3oBaTenien OCHOBHbIX HACTPOEK KOHpUIypauumn 3aganTte 3HadeHns
crnegyoLwmx napameTpos:

Pexum ayTeHTUdMKkauum — Proxy-Auth;
MeTtop ayteHTudukaumm — NTLM.
Haxmute CoxpaHutb 1 MpUMeHUTL.
B CLI BbinonH1Te KOMaHAay:

# dsctl restart skvt-winbind

Mpo3spayvHas ayTeHTUdMKaLums NPUMEHSIETCS, Korda HacTponka bpay3epoB paboumx CTaHLUmMI
nornb3oBaTenen HEBO3MOXHA, 3aTpyaHeHa unu Henpuemnema. lNpu 3Tom umMerTCa cnegyoLume
OrpaHMYeHns Ha apxXUTEKTYPY KOPNopaTUBHON CETU:

KaXgomy IP-a/:l,pecy OOJTXeH COOTBETCTBOBATL TOJIbKO OAWMH NOJ1b30BaTEllb,
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Mexagy pabounmu ctaHuuamu nonb3oBatenen n Solar NGFW He gomkHO ObiTb Apyrux
NPOKCU-cepBEPOB M 0O0PYAOBaHMS, OCYLLECTBASOLWErO TPaHCASALUMIO agpecos;

pa60Ta TEPMUHAlIbHbIX CepBepOB HE NOAAEPXKNBAETCA.

Pexum npo3padHorn ayTeHTudmKauum 3ameHsieT obblyHyto Ha npokcu-cepsepe (HTTP 407:
Proxy Authorization Required). MNMpu o6pawweHnmn k Solar NGFW pabodyer ctaHumm nonb3osa-
Tens, IP-agpeca kotopown HeT B xpaHunuue Solar NGFW, ee 3anpoc nepeHanpaBnseTcd Ha
cnyxebHyto cTpaHuuy. Ha atom cTpaHuue nonb3oBaTento npeanaraeTcs BBECTU Y4YeTHble
AaHHble (HTTP 401: Unauthorized), n B cniyyae ycnewHon astopu3aumu IP-agpec gobasnsercs
B XpaHunuLe, N npoaorkaeTca obpaboTka nepBoHa4arnbHOro 3anpoca. 3anpochkl ¢ paboumx
cTaHuun, IP-agpeca KoTopbix eCcTb B XpaHunuue, obpabaTtbiBatoTcs 6e3 nepeHanpaBneHuin.

B nepByto ovepenb HacTponTe nakeTHble hUnNbTPbl Ha y3nax dounerpaumm:;

OTkntounTe NnapameTpbl HacTponku dounbsTpa Linux-agpa. [ns storo B doanne etc/sysctl.conf
pPacKOMMEHTUPYNTE CTPOKY

net.ipv4.conf.<Ha3zBaHue nHtepcenca>.rp_filter=0

N NPUMEHNTE N3MEHEHUSA KOMaHAOM

# Isbin/sysctl -p

dunbrpaums sapom OC oTknoYaeTcs, Korga nakeT NPUHAT OAHUM NHTEPdENCOM U OOMKEH
ObITb NepenaH Ha gpyron nHtepdenc. Ecnu ycTponcTeo CTOMT B pa3pbiB, KOMaH4a BbINosi-
HAeTCA AN BCeX NHTepdencoB, Mexay KOTOpbIMY BbINOMHAETCH nepegada Tpaduka, nmbo
ncnonbayetcd napameTp all, 4Tobbl OTKNIUNTE PUNbLTPaLNIO Cpasy Ha BCEX MHTepdencax.

Bknitounte nogaepxky TPROXY B nogcmucreme mapLupyTm3saLmum, BbINOAHUB KOMaHAbI:

# ip -f inet rule add fwmark 1 lookup 100
(Becb Tpauk, NOCTYNMBLUUI Ha MHTEpPdENChl, NomevaeTcs MapkepoM 1 1 nepefaercs B
Tabnuuy mapwpytmsauum 100)

# ip -f inet route add local default dev eth0 table 100
(B Tabnuuy mapwpyTtusaummn 100 gobaBnseTca mapLupyT N0 YMOMYaHUIo)

MoaroTtoBbTe Solar NGFW Kk nepeHanpaBneHuto 3anpocoB, BbINOMHMB KOMaHAbI:

# iptables -t mangle -N DIVERT

# iptables -t mangle -A DIVERT -j MARK --set-mark 1

# iptables -t mangle -A DIVERT -j ACCEPT

# iptables -t mangle -A PREROUTING -p tcp -m socket -j DIVERT

HacTponTe npaBuna nepeHanpaenenus 3anpocoe B Solar NGFW, BbINONHMB KOMaHAabI:

# iptables -t mangle -A PREROUTING -p tcp --dport 443 -j TPROXY --tproxy-mark
0x1/0x1 --on-port 2444

# iptables -t mangle -A PREROUTING -p tcp --dport 80 -j TPROXY --tproxy-mark 0x1/0x1
--on-port 2270

Takke Bbl MOXeTe yKasblBaTb B npasunax |IP-agpeca, Hanpumep:
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# iptables -A PREROUTING -t mangle -p tcp -s 10.0.0.0/8 --dport 443 -j TPROXY --
tproxy-mark 0x1/0x1 --on-port 2444

# iptables -A PREROUTING -t mangle -p tcp -s 10.0.0.0/8 -m iprange --dst-range
217.102.0.1-217.102.8.255 --dport 443 -j TPROXY --tproxy-mark 0x1/0x1 --on-port 2444

# iptables -A PREROUTING -t mangle -p tcp -i eth4 -d 252.240.17.56 --dport 443 -j
TPROXY --tproxy-mark 0x1/0x1 --on-port 2444

MpumeyaHue

lpu nepesazpyske Solar NGFW Hacmpolku npospadyHou aymeHmugbukayuu mo2ym pabomams He-
KoppekmHo. [ns ycrnewHo20 npuMeHeHUsI Hacmpoek rocsie nepesagpy3Ku cucmeMbl 8binosHuUme
rMo8mMopHO waeu 2-4.

[nsa BknioveHns pexmma npospadHon ayteHTudpumkaumm B GUI Solar NGFW:

B pasgene Cucrema > ®unsTpauma v KalumpoBaHue Tpaduka > dunbrpauus u aHanms
Tpacdhuka nonb3oBartenen > Beb-cepBep, NpenocTaBNAWMNA CKavyaHHble channbl
pacLUMpPEHHbIX HACTPOeK KoHdMrypaLuum B none Agpec Beb-cepBepa yCTaHOBUTE 3HAYEHME
${node-hostname} (no ymonyaHuio ycTtaHOBNEHO 3Ha4eHne mitm.it).

v Be6-cepeep, NpeflOCTABASMIOWMIA CHaYaHHbIe thaiinkl  webserver

MNopt Be6-cepsepa  web-port

Apnpec Be6-cepeepa ${node-hostname}

Puc. 5.25. NMNapameTpbl HacTPOMKK Beb6-cepBepa

B pasgene Pabora cuctembl > ®dunbTpauma v aHanus tTpacduka nonb3oBartenen
OCHOBHbIX HacTpoek KoHgurypaumm yctaHoBuTe 3HadeHue Transparent ons napametpa
Pexxum ayTeHTUDMKaUun.

Haxxmnte CoxpaHuTb, 3ateM NpUMeHUTb.

Y6eauntecs, 4To skvt-wizor 3anyLieH ot nonb3oBatensd root. [1ns atoro B pasagene Nonutuka
> Hactpowuku > MapameTpbl 3anycka counsrpa nnm Cuctema > OCHOBHbI€ HACTPOMKMU
> Paborta cuctembl > [MapameTpbl 3anycka ¢punbTpa yCTaHOBNEH (naXKok 3anyckaTb
OT MMEHM Nnonb3oBaTens root.

Mepesanyctute cepsuc skvt-wizor, B CLI BbINOMHMB KOMaHAbI:
# lopt/dozor/bin/shell
# dsctl restart skvt-wizor

# dsctl status
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BbinonHurte KOMaHAbl:

# lopt/dozor/service/skvt-wizor:..........cccceeeiinnnns up (pid 3661) 63117 seconds
, rae 3661 — Homep npouecca skvt-wizor

# ps -ef --forest | grep 3661 -A 1

Mocne yCI'IeLIJHOI'O BbINONHEHMSA KOMaHdbl OyaeT oTobpaXkeH BbiBOA BUAA:

root@wp4: /opt/dozor# ps -
3146

\_ grep 3661 -A 1
_ sshd: root@notty

bin/bash /opt/dozor/var/1ib/service/skvt-wizor/run
/jvm/bellsoft-javal7-f 64//bin/java -Djdk.tls.server.enable! onT icketExt
sun.nio.ch=ALL-UNNAMED encoding=UTF8 -Dsun.net. (l\ent defa
xJavaStackTraceDept 0 -XX:MaxDirectMemo Xms256i r/i t/dozor/<
kvt/l\h/n\o _proxy.jar /data/re|=o</(lozor/(onf\q final.git/6b34cd8d-201d-48c8-a788-088d41241248/skvt-wizor/config.xml /opt/d(vzo hare/url-checker/categories.js
on

Mpu BbIBOAE KOMaHAbI y6eanTech, YTO AOHMEPHMI NPOLIECC TaKKe 3anyLLeH OT NoNb3oBaTens
root.

B CLI akcnoptupywnte ceptudpmkat YL, Solar NGFW, BbinonHns komaHay (B 04HY CTPOKY):

# keytool -exportcert -rfc -keystore /opt/dozor/skvt/var/lib/authority.jks -alias "ngfw"
> ngfw.crt

Bo BpeMsi BbINONHEHUS KOMaHAbl 6yAeT 3anpoLueH naposnb (Mo ymonyaHuto — secret). dann
cepTuduKaTa NOsIBUTCA B TEKYLLIEM KaTasnore (no ymonyaHuio — /opt/dozor) .

CKOHBEpPTUPYIMTE IKCNOPTUPOBAHHbIN cepTudukat B coopmat PEM, BbINONHMB KOMaHAY:
# openssl x509 -in ngfw.crt -outform PEM -out ngfw.pem

MmnopTupyrTe nonyyYeHHbINn cepTndmkaTt B CNMCKN JOBEPEHHbIX cepTudunkaTtoB bpay3epoB
APM nonb3oBatenen koprnopaTtnBHon ceTu. [NoapobHO NpoLecc MMNopTa onncaH B pasaenax
nonb30BaTeNbCKOM NOAAEPKKN HA CanTax NPon3BoanTENen COOTBETCTBYOLLMX Gpay3epoB.

MpumeyaHue

Ecnu cepsepos ¢hunbmpayuu HECKObKO, IKCrTopmupyltime cepmudgbukam Ha 8Cex amux cepgepax.
lMocrie akcriopma ebIrnoHuUMme UMopm 6cex rnosly4YeHHbIX cepmucbukamos Ha APM rionb3oeamened.

Takke Bbl MOXeTe [00aBUTb BPEMS XKU3HU CeCccum Npo3payvyHon ayteHTudmkaumu. [nsa atoro
nepengute B pasgen Cucrema > PaclumpeHHbIe HacTpPouku > AyteHTudkaumus v asTopu-
3auma 1 B nonsx Tamm-ayT HeaKTUBHOCTU Npo3pavyHoun ayTeHTUdmkauum n 2KecTkuim Tanm-
ayT npo3payHomn ayTeHTUMKaLUM yKaxxmte HeobxoammMoe BpeMS B CEKYHOaX.

MpumeyaHue

lpu ucnonb3oeaHuUuU negotiate-aymeHmugbukayuu cO8MECMHO C rPo3payHbIM PEXUMOM HEOOXOOUMO
Ha ecex APM dobasumb FQDN y3na Solar NGFW e "Csolicmea obo3pesamerns” e criucok "MecmHas
uHmpacems"

Omkpotime Ceolicmea 6pay3epa > besonacHocmb.

Beibepume MecmHasi uumpacems U HaxmMume KHorky Calimail.
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B OMKpPbIBWEMCA OKHe HaXMume KHOIIKY ,qono.nHumeano.

Lobasbme 3anucu http://ngfw.example.org u https://ngfw.example.org, 20e ngfw.example.org
— FQDN npokcupytouw,eeo y3na.

[lns basic-ayTeHTnmKaLmm MoryT MCnonb30BaThCs Creayrowme TUnbl XpaHUunLL:
nokanbHbI cnucok (pasgen 5.11.6.2);
LDAP (pa3gen 5.11.6.3);
LDAPS (pasgen 5.11.6.4);
RADIUS (pasgen 5.11.6.5);
Active Directory (pasaen 5.11.6.6);
IMAP (pasgen 5.11.6.7);

POP3 (pasgen 5.11.6.8).

[na HacTponkn basic-ayTeHTugumkaLmm no cnmcky norb3osarenen:

B pasgene Monutuka > Hactponkn unn Paborta cuctembl > ®unbTpauusa M aHanus
Tpadmka nonb3oBaTenieM OCHOBHbIX HACTPOEK KOHMUrypauun 3agavte 3HadeHus Ons
napameTpoB:

Pexum ayteHTU(MKaumm — Proxy-Auth;
MeToa ayteHTUdnkaumm — Basic.

Haxmute CoxpaHutb 1 MpuMeHnTb.

[nsa HacTporku basic-ayTeHTUdMKaLUUN ¢ UICTOMHUKOM ayTeHTudukauum LDAP:

B pasgene AyteHTtudukaums > UctouHuku Basic-ayTeHTUpUKaLMM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute hnaxxok BKnoYnTb UCTOYHUK ayTeHTUdUKaUMKN 1 Ang napa-
MeTpa Tun ncTouyHuka BbibepuTte 3HaveHne ldap.

3anonHuTe nosiBUBLLMECSH NOSSA, ONMCAHNE KOTOPbIX NMPUBEAEHO B JOKYMEHTe Pykogodcmeo
admuHucmpamopa 6e3zonacHocmu.

B pasgene Monutuka > Hactponkn unm Paborta cuctembl > ®unbTpauusa M aHanus
Tpadcdmka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn saganTte 3Ha4YeHus Ons
napameTpoB:
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Pexxum ayTeHTUdMKauum — Proxy-Auth;
MeTtopn ayTeHTUdUKaumm — Basic.
Haxmute CoxpaHutb 1 MpUMeHUTb.

MpumeyaHue

PekomeHOyemcsi ucnonb3oeams 8 kadecmee LDAPs-cepeepa mornbko Active Directory.

WMcTouHMKK Basic ayTeHTU(pMKaumMy  authjson

JloMeH AnA onpefeneHna UCTOYHNKa ayTeHTudmkaumn  domain LDAP_USERS

BHIIOYMTL MCTOMHUK AyTEHTU(MKALMK  enable

source

WpenTuukaTop 6azbl  base-dn

Wpentudmkatop cyboerta  bind-dn

Puc. 5.26. HacTtpowka basic- + LDAP-ayTeHTUdMKaumm

Mpwn BbINONHEHUN ayTeHTUdUKAUMM Bbl MOXeTe 3adatb bornee ogHoro gomeHa. [Ons atoro
crnpaBa OT Ha3BaHus cekuun McTtouyHnkn Basic-ayTeHTudmkauum Haxmmnte Jo6aBUTh —
NOSIBUTCH AOMONHUTENbHAsA CeKUNSa ANS YKasdaHUsa COOTBETCTBYIOLLMX NapamMeTpoB.

,uJ'IFl yoaneHuna ﬂ,06aBJ'IeHHOI7I CEKUMN NCNOJb3YETCA KHOMMKA E, pacnonoXxeHHaaA B Bbl6paHHOM
CerMeHTe.

Mpn ykasaHUM HeCKOMNbKMX paBHOMpaBHbLIX cepeBepoB (B napameTpe Aapec cepBepa) Ans
ogHoro gomeHa cpabatbiBaeT mexaHusm failover: cepsep ayteHTUdMKaumMm genaeT 3anpoc
K NepBOMY M3 yKa3aHHbIX CEPBEPOB, Npu ownbKe nnmn TanmayTe HOBbIN 3anpoc ByaeT k cneay-
toemy 13 cnmcka cepsepy. [pn owmnbke Ha nocneaHeMm cepBepe U3 crnucka Bblibupaetcs
nepsbIr No cyeTy. MNpu npeBbIlWeHn 3a4aHHOMo BpeMEHN BhINOMHEHNS 3anpoca OH NpepbiBa-
eTcs, Aaxe ecrnu elle He Bce cepBepsbl onpoLlleHbl. CoOCcTosHME Mexay 3anpocamMmu 3anomMuHa-
eTCsl — NPU HOBOM 3anpoce cepBep ayTeHTMdUKaLUMM cpady obpallaeTcsa K ToMy cepBepy, Ha
KOTOpoMm 6bIn NpepBaH NpeablayLLmi 3anpoc.

BHumaHme!

MexaHu3wm failover noddepxusaemcs moribko 05151 08yX pagHOMNPasHbIX KOHMPOIIepo8 OOMeHa.
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[na HacTporku basic-ayTeHTUMKaLUM ¢ UICTOMHUKOM ayTeHTudukauum LDAPS:

B pasgene AyTteHTtudukauus > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute chnakok BKno4YnTb UCTOYHUK ayTeHTUdUKaUMK 1 4ng napa-
meTpa Tun nctouyHuka Bbibepute 3HaveHne ldaps.

3anonHnTe NoABMBLUNECS NOMSI, ONNCaHNE KOTOPbIX MPUBEAEHO B AOKYMEHTE Pyko8odcmeo
admuHucmpamopa 6e3zonacHocmu.

Puc. 5.27. HacTtpowka basic- + LDAPS-ayTeHTUdmMkaumnm

B pasgene Monutuka > Hactponkn unm Paborta cucrtembl > ®unbTpauusa M aHanus
TpadcdmKka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn saganTte 3Ha4YeHus Onis
napameTpoB:

Pexum ayTeHTU(pMKaumm — Proxy-Auth;
MeTtopn ayteHTUduKaumm — Basic.
Haxmute CoxpaHutb 1 NMpUMeHUTb.

MpumeyaHue

PekomeHOyemcs ucnionb3oeams 8 kadecmee LDAPS-cepsepa mosnbko Active Directory.

Mpwn BbINONHEHMM ayTeHTUMKaUMM Bbl MOXETE 3adaTtb 6onee ogHoro gomeHa. [Ans atoro
HaxxmuTe [lo6aBUTL cripaBa OT Ha3BaHus cekuun UctouHnkn Basic-ayTeHTuchukaumm, B
pesynbrarte Yero nosiBUTCA OOMNOMHUTENbHAsA CEKUMA NSl yKa3aHnsa COOTBETCTBYHOLLMX Napa-
METPOB.

,D,J'IH yoanexHua D,O6aBJ'IeHHOI7I CEeKUMN NCNOoJb3yeTCA KHOMMKa , pacnofioXXeHHadA B Bbl6paHHOM
CerMeHTe.

Mpun ykasaHUn HECKONbKNUX paBHOMpPaBHbIX cepBepoB (B Napametrpe Agpec cepBepa) And
ogHoro gomeHa cpabatbiBaeT MmexaHu3Mm failover: cepeep ayteHTMdMKaLMM OenaeT 3anpoc
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K MepBOMY 13 yKa3aHHbIX CEPBEPOB, a Npu oLwnGKe 1nn TaimayTe HOBbIV 3anpoC NPOUCXOAUT
K cnegytoLlemy 13 cnucka cepeepy. B crniyyae owmnGkm Ha nocrnegHeM U3 cnucka cepeepe Bbl-
Gupaetcs nepBhblii cepeep. MNpy NpeBbILEeHUN 3a4aHHOT0 BPEMEHM BbIMOMHEHNS 3anpoca OH
npepbiBaeTCsl, faxe ecnu elle He Bce cepBepbl onpoLueHbl. COCTosHME Mexay 3anpocamu
3anoMmMHaeTCst — NPy HOBOM 3anpoce cepBep ayTeHTUdMKauum cpasy obpallaeTtcst K ToMy
cepBepy, Ha KOTOPOM Gbif NpepBaH NpeablAyLLMiA 3anpoc.

BHumaHume!

MexaHu3m failover noddepxusaemcs mosibko Orisi 08yx pasHOMNPasHbIX KOHMPOIIEPO8 OOMEHa.

RADIUS-ayTeHTUdMKauus — metoq basic-ayteHTUdmkaumm ons yganeHHoro AocTtyna K
nonb30BaTeNbCKMM cepBucaM, BUPTyanbHbIM YacTHbIM ceTam (VPN), Toukam 6ecnpoBoaHOro
poctyna (Wi-Fi) n 1.40.

RADIUS-npoTtokon peanusoBaH B Buae vHtepdgenca mexgy NAS, koTopbii BhICTYNaeT Kak
RADIUS-knueHT, 1 RADIUS-cepeepoM — nporpamMHbiM oGecrnedYeHnem, KOTOpoe MOXKET
ObITb YCTAHOBMEHO Ha CepBepe Wnu crneunanusaMpoBaHHOM YCTPOWCTBE. Takum obpasom,
RADIUS-cepBep He B3aMMoOeNCTBYET HaNpPAMYl C YCTPOWCTBOM MOMb30BaTeNs, a TONbKO
Yyepes ceTeBOW cepBep JocTyna.

Ona Hactponkn RADIUS-ayTeHTMdMnKaumm:

B pasgene AyteHTtudukaums > UctouHuku Basic-ayTeHTUMKaLMM OCHOBHbIX HACTPOEK
KOHcpurypauuu:

YcTtaHoBuTe hnaxxok BKNHOYMTbL UCTOYHUK ayTeHTUdUKaUMmM 1 ona napametrpa Tun
MCTOYHMKA BblOepuTe 3HaveHue radius.

B cnncke otobpasusLumnxca napameTpoB ykaxute |IP-agpec RADIUS-cepBepa u naponb
(cm. Puc.5.28).

WCcTouHNKM Basic-ayTeHTW(MKaLMW  authjson
N1

JOMeH ANA ONpefeneHua MCTOYHUKA ayTeHTuMKaumm  domain Custom

BHIIOYUTB MCTOYHUK AayTEHTUGMKAUMK  enable
2% source radius
Anpec Radius-cepsepa  server 10.20131.75
MopT Radius-cepsepa  port 1812

Mapone  secret ek

1pepLIBaTL NPOLECC AYTEHTH(MKALMMA NPH BOIHWKHOBEHUM OWMGOK ...

Puc. 5.28. HacTtpowku basic-ayteHTudmkauum ¢ RADIUS-cepBepom

B pasgene Monutuka > Hactponkn nnm Paborta cucrtembl > ®unbTpauusa M aHanus
Tpacdmka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn saganTte 3Ha4YeHus Ons
napameTpoB:
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Pexxum ayTeHTUdMKauum — Proxy-Auth;
MeTtopn ayTeHTUdUKaumm — Basic.

Haxmute CoxpaHutb 1 MpUMeHUTb.

[nsa HacTporiku basic-ayteHTndumkaumm co cnyxbon Active Directory:

B pasgene AyteHTudukaumsa > UctouHuku Basic-ayTeHTUpUKaLmMm OCHOBHbIX HACTPOEK
KOHdoUrypaumm yctaHoBUTe (pnakok BKAOYMTL NCTOYHUK ayTeHTU(MKaLMmM 1 ong napa-
meTpa Tun ncroyHuka eoibepute 3HaveHme ad.

3anonH1Te NosiBMBLUMECS NOMS aHanormM4yHo TOMY, KaK Noka3aHo Ha Puc.5.29:

TN MCTO4HMKA  SOUMCE ad
WaeHmipukarop Gasel n dc=ad, dc=local
WneHmvpukarop cyfeexra  bind-dn crn=administrator, cn=Users, dc=ad, dc=local
OunesTpnons3osarened  Login-filter {ohjectClass=user)
Ounsrprpynn group-filter {ohjectClass=group)
Apnpeccepeepa host 10:100213123
ATpubyT AnA BxiB0PKN MAEHTHIDMKATOPOE NONL30BaTeEned  Login-attr sAMAccountName

ATpubyT AnA BLBOPKN MMEH NONB3oBaTeneid  realname-attr on

ATpubyT AnA BxBOPKN IPYNN NOMB30B3TENE  group-atir member0f

Maponecyfibekra  password TEEEED

Mopr port

TNepwon oBHOBREHNA AaHHBX () update-period

MeTon ayreHmamramm  auth-method

Puc. 5.29. Hactpownku cepBepa Active Directory

B pasgene Monutuka > Hactponkn unn Paborta cuctembl > ®unbTpauusa M aHanus
TpadMKka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn 3aganTte 3Ha4YeHUs Ons
napameTpoB:

Pexum ayteHTU(MKaumm — Proxy-Auth;
MeTtop ayteHTUdUKaumm — Basic.
Haxmute CoxpaHutb 1 MpuMeHnTb.

Bkl MoXeTe 3agaTb Gonee OOHOro gomMeHa. ,D,J'Iﬂ 3TOro HAXMNUTE HOGaBMTb cnpaBa OT Ha3BaHUA
cekunn UCToUHUKKN BaSiC-ayTEHTMd)VIKaLIMM, B pe3ynbraTte 4ero noaBuTCcA AOMNOJTIHUTENbHAA
cekuna and ykasaHuAa coOoTBETCTBYHOLNMX NapaMeTpOB.

[nsa yonaneHus nobaBneHHOW CEKLMM UCMOMNb3YETCs KHOMKa , pacnonoxeHHasi B BbIopaHHOM
CermMeHTe.
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Mpn ykasaHUM HECKONbKMX paBHOMpPaBHLIX cepBepoB (B napameTpe Appec cepBepa) 455
ogHoro gomeHa cpabatbiBaeT mexaHuam failover: cepsep ayteHTMdMKaLMM genaeT 3anpoc
K NnepBOMY M3 yKa3aHHbIX CEPBEPOB, a Npu OLWMOKe NN TanmMayTe HOBbIV 3anpoc NPonCxoauT
K cnegymwowiemy u3 cnucka cepsepy. B cnyyae owmbkmn Ha nocnegHem cepsepe, U3 cnucka
BblOMpaeTcs nepsbii cepep. MNpu NpeBbilleHNM 3a4aHHONO BPEMEHW BbINOMHEHMSA 3anpoca
OH NpepbIBaeTCA, AaXe ecnu eLle He Bce cepBepbl onpoLueHbl. COCTosiHME Mexay 3anpocamm
3anoMuHaeTCca — Npu HOBOM 3anpoce cepBep ayTeHTudmKaumm cpady obpaliaeTrca K Tomy
cepBepy, Ha KOTOpPOM ObiN NpepBaH NpeablayLLmMiA 3anpoc.

BHumaHume!

MexaHu3m failover noddepxugsaemcs mosibko 05151 08yX pasHOrMNPasHbIX KOHMPOIIEPo8 OOMEHa.

[ns HacTponkn basic-ayTeHTUMUKaLmMm ¢ UICTOYHUKOM ayTeHTudukaumnmn IMAP:

B pasgene AyteHTudunkaumsa > UctouHuku Basic-ayTeHTUpUKaLmMm OCHOBHbIX HACTPOEK
KOHdoUrypaumm yctaHoBuTe (prnaxxok BKIOYMTb NCTOYHUK ayTeHTU(MKaLmMm 1 onga napa-
MeTpa Tvn ncTouyHukKa BbibepuTe 3Ha4yeHe imap.

BKMOYNATH MCTOYHUK ayTeHTMuKkaumy  enable

MopT IMAP-cepaepa  port
dukaumn  auth

bposaHua

W MpepeiBaTh NPOLECC ayTeHTUdHKALHN NPH BOIHUKHOBEHMK OwNBOK  ab

Puc. 5.30. HacTtpowka ayteHTudukaumm basic + IMAP

3aganTe napameTpbl:
Anpec IMAP-cepBepa — IP-agpec IMAP-cepBepa;
MopT IMAP-cepBepa — nopt IMAP-cepBepa.

Bbibepute metog ayteHTUmkaumm n pexmnm SSL/TLS-wumndpoBaHms N3 npensiokeHHbIX
BapunaHToOB.

B pasgene MNMonutuka > Hactponkn unu Pabota cucrtembl > dunkTpauusa M aHanus
Tpacduka nonb3oBaTene OCHOBHbIX HACTPOEK KOHurypauumn sagante 3Ha4YeHus Ons
napameTpoB:

Pexxum ayTeHTUdMKaumm — Proxy-Auth;
MeTtopn ayTeHTUdpuKaumm — Basic.

HaxmuTte CoxpaHutb 1 MNpuMMeHnTb.
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[na HacTporku basic-ayTeHTUMKaLUM ¢ UICTOYHUKOM ayTeHTudmnkauumn POP3:

B pasgene AyTteHTtudukauus > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute chnakok BKno4YnTb UCTOYHUK ayTeHTUdUKaUMK 1 4ng napa-
meTpa Tun UcToYHMKa BbiGepnTe 3HaYeHne pop3.

3apavite napameTpbl (Puc.5.31):
Apnpec POP3-cepBepa — IP-agpec POP3-cepeepa;
MopTt POP3-cepBepa — nopt POP3-cepsepa.
Bbibepute pexum SSL/TLS-wnpoBaHnsa n3 NnpeanoxeHHbIX BapnaHToB.

BKNHOYUTb MCTOUHMK aYTEHTUOUKAUMM

pop3

B NpepsiBaTs MPOLECC ayTeHTUAMKALMM K BOSHUKHOBE WY OLIMGOK b

Puc. 5.31. HacTtpowka ayteHTudmkaumm basic + POP3

B pasgene Monutuka > Hactponkn unm Paborta cuctembl > ®unbTpauusa M aHanus
TpadMKka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn 3aganTte 3Ha4YeHUs Ons
napameTpoB:

Pexum ayteHTU(MKaumm — Proxy-Auth;
MeToa ayteHTUdnkaumm — Basic.

Haxmute CoxpaHutb 1 MpuMeHnTb.

Ecnun B opraHmsaumm nmeetcsa cobCcTBeHHbIN YL, MOXHO MCMONbL30BaTb €ro ceptTudmnkar ans
BCKpbITMs SSL-Tpadmka. [JonycTMmo ncnonb3oBaHne cepTudmnKaToB, CreHEPUPOBAHHbIX ar-
ropuTMOM CTpOro Bbiwe SHA-1.

[nsa Bbinycka cepTudmkaTa opraHndauum Ha kaxagom cepsepe Solar NGFW ¢ ponbto ®dunstp
HTTP-Tpaduka:

B CLI nepenagnte BO BpeMeHHbIN KaTanor (Hanpumep, /var/tmp/), BbINONHUB KOMaHAY:
# cd /var/tmp

CospanTte kntod RSA, BbINONHUB KOMaHAY:
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# openssl genrsa -out wp.key -aes256 2048

Bo BpeMsA BbINOJIHEHNA KOMaHAbl CUCTEMa n0Tpe6yeT Ha3Ha4YnUTb Naposib AnA Khnkoda.
Beegute naporsb 1 3anoMHUTE ero. Mocne BBOAA noareepaunTe Bbl6paHHbII7I naponb.

CospainTe B TekyLleM KaTanore gann ¢ umeHem openssl.cnf 1 3anuwnte B HEro JaHHbIE:
[req]

req_extensions = v3 _req
distinguished_name = req_distinguished_name

promt=yes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =RU

stateOrProvinceName = State or Province Name (full name)

stateOrProvinceName _default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Organization
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName_default = Dept

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = proxy.org.com

emailAddress = Email Address

emailAddress_default = support@org.com

[v3_req]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[alt_names ]

DNS.0 = proxy.org.com

IP.0 =192.168.10.15

BblaeneHHble 3Ha4YeHNsi napameTpoB crieayeT 3aMeHUTb Ha akTyarbHble 3Ha4YeHus1 B opra-
HU3auuu:

countryName_default — nByx6ykBeHHbIV KO CTpaHbI;
stateOrProvinceName_default — pervoH;

localityName_default — ropog;

organizationName_default — HazBaHve opraHusauuu;
organizationalUnitName_default — HasBaHve nogpasgenenuns, genaptaMmeHTa U T. 4.;

commonName_default - FQDN cepBepa, Ha KOTOPOM NPOUCXOAUT HACTPOWKa;
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o emailAddress_default — KOHTaKkTHbIN agpec aNeKTPOHHON NOYThl OpraHn3aunm;
o DNS.0 — 3Ha4eHune, ykaszaHHoe B napameTpe commonName_default;
e |IP.0 — IP-agpec cepBepa, Ha KOTOPOM NMPOUCXOANT HACTPOMKa.
4. CreHepwupyWnTe 3anpoc Ha noanuck cepTudmkaTta, BbIMOMHNB KOMaHAY:
# openssl req -new -key wp.key -out name.csr -config openssl.cnf

B npouecce BbINOMHEHMS KOMaHAbl cucteMa NoTpebyeT BBECTU Mapofib, 3adaHHbIA Ha
ware 2.

5. Ha cepBepe opraHmsaumm, umetorem ponb CA (Certification Authority), nposepbTe ncnone-
3yeMbli anropuTtm WwWndposBaHus. [na atoro otkponTte nporpammy KomaHgHasa cTpoka ot
UMEHN agMUHUCTPATOPA U BbIMONTHUTE B HEW KOMaHAY:

certutil -getreg ca\csp\CNGHashAlgorithm

Ecnu 3HaveHne napametpa REG_SZ pasHo SHA1, BbINONHUTE KOMaHAbI:
certutil -setreg ca\csp\CNGHashAlgorithm SHA256

net stop CertSvc && net start CertSvc

6. CHoBa BbINULWINTE KOpHEBOW cepTudmkat n nepesanyctute cnyxby Certificate Services,
BbINOSTHNB KOMaHApbl:

certutil -renewCert ReuseKeys
net stop CertSvc && net start CertSvc

7. 3angute Ha noptan YL, Windows.

BE

e@l@ https://loca... Q » @ C& d|| = Microsoft Active Directory ... | | ﬂh ?’,? {§}

Microsoft Active Directory Cerlificate Services — test-U018-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a cerfificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 5.32. 3kpaH npusetctBua YL Windows

8. Haxxmnte Request a certificate.
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@ Microsoft Active Directory .. *

Microsoft Active Directory Cerfificate Services — test-U018-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request

Puc. 5.33. 9kpaH 3anpoca ceptudumkarta

9. Haxxmute advanced certificate request.

,@ Microsoft Active Directory .. %

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click
one of the following options to-

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10
file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Puc. 5.34. 3kpaH ocoboro 3anpoca ceptucpmkara

10. Haxxmute Submit a certificate request by using....

Cnyxbe: ceprudpmraymm Active Directory (Microsoft) — snsB81-SNS81-AD-CA

Bblgava 3anpoca Ha cepTudukaT Unu Ha oGHoBneHne cepTutbukaTa

Y106kl BbIIATH COXpaHeHHbIA 3anpoc K LIC, BcTaBbTe base-64-1uudpoBaHHbIi
none "CoxpaHeHHbIA 3anpoc”.

CoxpanenHbiit 3anpoc:

————— BEGIN CERTIFICATE REQUEST-----
Base-64-wudpposannei [MIIDIDCCAGECARAWCTELMAKGALUEBRMCU1URCZAJIA
sanpoc ceptucmrata DANNUOsxFzAVEgNVEBAOMDINVDGEYIFN1Y3VyaXRS!
(CMC unu MBWwGALUEAWWVZGE6D3 Tt YXNOZXIuc25z0DEubGFil
PKCS #10 wnun AARCCRQBAMIIBCQHCAQEA4WKINJC2AOVPDQY34Pkilny
PKCS #7): u+UFBN+nIe30Na3WLnfau43S5rl+J/SGomYS1GESV:

< >

Wabnou cepTudukara:

[ononkurensHbie aTpubyThi:

ATpubyTeI: v

Pwuc. 5.35. 9kpaH aTpmbyToB cepTucpmkara

O SOLAR
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11. BoibepuTe wabnoH ceptudukara Subordinate authority (MoaYMHEHHBLIN LEEeHTP cepTuU-

c¢mkaummn) n sctaebTe B none Base-64 cogepxumoe ¢hanna, cosgaHHoro Ha ware 4. Ha-
XMuTe BbiaaTth.

ol | Ere—"— A

Microsoft Active Directory Certificate Services — test-U013-CA

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or CBase 64 encoded

Download certificate
== Download cerfificate chain

Puc. 5.36. dkpaH Bblgaum ceptudumkara

12. Haxxmute Download certificate. CoxpaHute dann ceptudpumkarta ¢ UMEHEM wp.cer BO
BPEMEHHbIV KaTanor, BblopaHHbIv B ware 1.

13. Mepenante Ha rmasHyto cTpaHuuyy noptana YU n Haxxmute Download a CA certificate,
certificate chain or CRL. CoxpaHute ceptudukat YL, c nmeHem ca.cer B TOT e KaTarnor.

== |

€6l || Freey———

Microsoft Active Directory Certificate Services — test-U013-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 5.37. 3kpaH npusetcTBua YL Windows
14. BepHutech B CLI Solar NGFW, nepengute B BbIOPaHHbIN BPEMEHHbIV KaTanor 1 CKOHBEpP-
TUPYWTE 3arpyxeHHble cepTudukaTtel B oopmaTt PEM, BbINONHMB KOMaHAbI:
# openssl x509 -inform der -in wp.cer -out wp.pem

# openssl x509 -inform der -in ca.cer -out ca.pem
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O6beanHuTe cepTMdUKaThl U Koy B cepTudmkat pkes12, BbINOMHMB KOMaHAy:

# openssl pkcs12 -export -out wp.p12 -inkey wp.key -in wp.pem -certfile ca.pem
Bo Bpemsi BbINOMHEHMA KOMaHAbl cucTema notpebyeT BBECTM Naporb.
MmnopTtupyinte Java-xpaHunuile ceptudurkaToB, BbINOMNHUB KOMaH4y Buaa:

# keytool -importkeystore -deststorepass <password> -destkeypass <password> -
destkeystore <wpN>.jks -srckeystore wp.p12 -srcstorepass <password>

rae <password> — BbIOpaHHbI Napornb, a <WpPN> — ums ceptudmkaTa ans Tekyllero
cepsepa (Hanpumep, wp1).

Ckonupynte Java-xpaHunuiie B katanor Solar NGFW, BbInonHWB koMaHgy Buaa:
# cp <wpN>_jks /opt/dozor/skvt/var/lib/

roe <wpN> — 3HayeHue, BbiOpaHHOe B NpeabiayLLeM Liare.

CwmeHuTe BnagenbLa XpaHunuiia, BbIMofHMB KOMaHay Buaa:

# chown dozor:dozor /opt/dozor/skvt/var/lib/<wpN>.jks

MNpoBepbTe, YTO cepTUdMKaT HaXOAMTCH B XpaHUNULLE, BbIMOMHMB KOMaHay Buaa:
# keytool -list -keystore /opt/dozor/skvt/var/lib/<wpN>.jks

O Hanuummu ceptudukaTa B XpaHunuwe byaet cBUOETeNbCTBOBATb BbIBOA, CriedytoLero
BMAa:

1, Jul 10, 2018, PrivateKeyEntry,
Certificate fingerprint (SHA1): B2:03:57:46:8E:61:02:D0:0C:55:28:06:33:72:88:F1:AB:E0:4D:9C

B GUI B pasgene Cucrema > PacwumpeHHble HAaCTPOMKMU > PUnNbTpaLma 1 KILWMpoBaHue
Tpacdhuka > PunbTpauma n aHanus Tpacduka nonb3oBaTenen packponTe rpynny napa-
meTpoB CepTudmkaTbl 1 3aganTe 3Ha4EHNA NapameTpoB:

MyTb K XpaHUNULLY KNoYen —
lopt/dozor/skvt/var/lib/<wpN>.jks

Maponb K XxpaHMnNuLy KnYen — naporb;

O6wee nma ceptucukara — 1.
Mepesanyctute cepsuc skvt-wizor, BoinonHue B CLI komaHAabl:
# lopt/dozor/bin/shell
# dsctl restart skvt-wizor

MMnopTupyriTe nonyyYeHHbINn cepTndmkaTt B CNMCKM JOBEPEHHbBIX cepTudunkaToB bpay3epoB
APM nonb3oBatenein koprnopaTtuBHon ceTu. [NoapobHO NpoLecc MMNopTa onncaH B pasaenax
nonb3oBaTeNbCKOM NOAAEPKKN HA CanTax NPon3BoanTeNen COOTBETCTBYIOLLMX Gpay3epoB.
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Mpume4vaHue

Ecriu cepsepos ¢hunbmpayuu HECKOIbKO, IKCriopmupytme cepmugbukam Ha 8CEX 3mux cepeepax.
lNocrne akcriopma 8bIrnosIHUMe UMopm 6Cex rosly4YeHHbIX cepmugbukamos Ha APM ronb3oeamerned.

Bpaysep Mozilla Firefox no ymonuanuto ncnomnbayet co6CTBEHHOE (HE CTaHAAPTHOE) XpaHUnuLLe
ceptmndukaTtoB Windows. MNMpoueaypa py4dHoro gobasneHus ceptudukaro Windows Ha APM
nonb3oBaTernemn, NCNomb3yLWmxX 3TOT 6pay3ep, Kak 1 npoueaypa pyvyHON HAaCTPOMKM KaxXaoro
Gpay3epa Ans Mcnonb3oBaHWSA CTaHAAPTHOMO XpaHUnuLa, MoXeT 6bITb BeCbMa TPYAOEMKOMN.
MoaTomy pekoMmeHayeTcs aBTOMaTU4eCKn HacTpouTb Bpaysepbl Nonb3oBaTenen ¢ MOMOLLbO
js-ckpunTa, pacnpocTpaHaemoro mexaHnamom Group Policy B gomeHe. [1ns atoro:

CosganTte chann ckpunta ¢ nmeHem Enable sec-enterprise_roots.js n gob6aBbre B Hero
CTPOKY:

pref ("security.enterprise_roots.enabled", true);
C nomowbto Group Policy pacnpocTpaHute nonyyeHHbl ckpunt no APM nonb3oBaTenen,

ncnonbaytowmnx Mozilla Firefox. MyTb, No KOTOpoMy AormkeH 6bITb pa3mMeLleH ckpunT (B 3a-
BUCUMOCTU OT paspsagHoctn OC APM):

C:\Program Files\Mozilla Firefox\defaults\pref
C:\Program Files(x86)\Mozilla Firefox\defaults\pref

Mpwn 3anycke Gpay3epa ero KoHdurypauusa 6ygetr obHoeneHa. MpoBepuTb, 4TO Gpay3ep Ha-
CTPOEH MpaBuUNbHO, MOXHO BBEAs B aapecHoun cTpoke about:config 1 BbINONHMB nouck no
noactpoke roots. MNMapameTp security.enterprise_roots.enabled gomkeH MMeTb 3HavyeHue
true.

Mpwn yctaHoBke Solar NGFW Ha HoByto cuctemy 6yget co3gaH JKS-KoHTenHep, NognucaHHbIn
¢ nomoLubto anroputma ECDSA.

MpumeyaHue

lpu ycmaHoske Solar NGFW asmomamudecku 6ydem dobaesneH cepmughukam om MuHyugbpsi PO.

[na HacTpoOrKM BCKPbITUS WIMGPOBaHHbBIX coeamHeHnin APM nonb3oBaTtenen KopnopaTmusHoOM
CeTu ¢ pecypcamu cetn VIHTepHeT:

HacTpownTte npokcn B Opaysepe.

Mepenante no agpecy: http://mitm.it:2281/cert/manual.
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B 3aBucrmocTn ot OC BbIGepuTe NHCTPYKLMIO U MO HEWN BbINOMHUTE 3arpy3Ky U yCTaHOBKY
cepTudmkara.

B Solar NGFW npegycMoTpeHa BO3MOXHOCTb YCTaHOBMNEHNSA JOBEPUTENBHOMO OTHOLLIEHUS K
3arpyeHHolM cepTucdukatam B popmate PEM BpyuHyto yepes mnHtepdenc. [Ona atoro B
pasgene Cuctema > Hactpouku > PaclumpeHHble HacTponkn> dunsrpaums u K3lmposa-
Hue Tpaduka > PunbsTpauma M aHanus Tpacguka nonb3oBatenen > Ceptudukarsl > [o-
BepeHHble cepTudurkaTbl HaxmuTe kHonky [lo6aBuTb. lMocne gobaeneHus ceptudmkar
MOXHO 3arpysvTb Unu yaanuTb.

MpumeyaHue

Lnsa HaumeHogaHuUs dogepeHHO20 cepmugbukama ucrnosrb3ytime mosbKo famuHckue bykebi. C Ha3ea-
HueM, HarnucaHHbIM Kupusnuyeu, cepmugbukam pabomame He 6ydem.
Bo3MOXHOCMb cKaYamb 3a2pyXKeHHbIU cepmucgbukam rnosienssemcs nocre 06Ho8NeHUsI cmpaHuubl.

&% solarNGFw

Hactpoitt

Pacumpensiie wactpoon | Konpurypaus /vaen (ST EEEY

toumposare padia TeropHSTOp Be6-pecypcos  MsBneseHwe TeKCTOBX AaHHbIX
Nokaswisats ommcanve @
' Ceprugwwkamsi  cert-authorit
TlyTo K xpasmnmuy KnioueR  keystore-path /opt/dozor/skvt/var/lib/authorityjks
Tlaponb K XpaHMLLY Kniosel L s—
Web Proxy
Example

Development

> ngfw2stmgfwech

[1ns HacCTPOMKM BCKPbITUSA WNdPOBaHHLIX coeanHeHnin APM nonb3oBaTenen kopnopaTnsHoOm
ceTun ¢ pecypcamu cetn IHTepHET Ha KaxxaoM yane ¢ porbio Punetp HTTP-Tpadmka Beinon-
HUTE NpUBEOEHHbIE HXKe Liarn:

B CLI skcnoptupyinte ceptudpumkat YL, Solar NGFW, BbinonHnB komaHagy (B 04HY CTPOKY):

# keytool -exportcert -rfc -keystore /opt/dozor/skvt/var/lib/authority.jks -alias "ngfw"
> ngfw.crt

Bo Bpems BbINONHEHUA koMaHAbl OyaeT 3anpoLueH napons (Mo ymon4yaHuio — secret). dann
cepTudmkaTa nossBMTCA B TeKyLLeM KaTtanore (no ymonyaHuio — /opt/dozor) .

CKOHBEPTUPYNTE 3KCMOPTUPOBAHHbIN cepTudmkat B opmat PEM, BbINONHMB KOMaHAbI:
# cd /opt/dozor
# openssl x509 -in ngfw.crt -outform PEM -out ngfw.pem

NMnopTrpyrTe NonyyYeHHbINn cepTudmkaTt B CNMCKN JOBEPEHHbIX cepTudunkaToB bpay3epos
APM nonb3oBatenen kopnopatmneHon ceTu. [NMogpobHO npouecc umnopTa onncaH B pasgenax
Nonb30BaTENbLCKOM NOAAEPKKN HA caTax NPON3BOANTENEN COOTBETCTBYOLLMX Bpay3epoB.
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Mpume4vaHue

Ecriu cepsepos ¢hunbmpayuu HECKOIbKO, IKCriopmupytme cepmugbukam Ha 8CEX 3mux cepeepax.
lNocrne akcriopma 8bIrnosIHUMe UMopm 6Cex rosly4YeHHbIX cepmugbukamos Ha APM ronb3oeamerned.

[na HacTporku BekpbITUst SSL-Tpadmka ¢ ncnonb3oBaHnem ceptudmkaTa opraHmsaumm (an-
roputm umndpposon nognucn ECDSA) Ha kaxagom cepepe Solar NGFW ¢ ponbio ®unbtp
HTTP-Tpaduka:

B CLI nepenagnte BO BpeMeHHbIN KaTanor (Hanpumep, /var/tmp/), BbINONHUB KOMaHAY:

# cd /var/tmp

CospawnTte kntod ECDSA, BbINOMHUB KOMaHAY:

# openssl ecparam -name secp521r1 -genkey -noout -out wp.key

CosgainTte B TekyLweM Kkatanore gann ¢ nmeHem openssl.cnf 1 3anuwmnte B HEro JaHHbIE:

[req]
req_extensions = v3_req
distinguished_name = req_distinguished_name

promt=yes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =RU

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Organization
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName_default = Dept

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = proxy.org.com

emailAddress = Email Address

emailAddress_default = support@org.com

[v3_req]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[ alt_names ]

95



DNS.0 = proxy.org.com
IP.0 =192.168.10.15

BblaeneHHble 3Ha4YeHns napamMeTpoB crenyeT 3aMeHUTb Ha aKTyallbHble 3Ha4eHUA B opra-
HU3auunu:

countryName_default — nByxGykBeHHbIV KO CTPaHbI;
stateOrProvinceName_default — pervoH;
localityName_default — ropog;
organizationName_default — HazBaHne opraHusauuu;
organizationalUnitName_default — HazBaHne nogpasgenenuns, genaptameHTa u T. 4.;
commonName_default — FQDN cepBepa, Ha KOTOPOM MPOUCXOAUT HACTPOKKa;
emailAddress_default — kOHTaKTHbIV agpec 3NeKTPOHHOM NOYThlI OpraHu3auuu;
DNS.0 - 3HaueHue, ykasaHHoe B napametTpe commonName_default;
IP.0 — IP-agpec cepsepa, Ha KOTOPOM MPOUCXOOUT HacTpoKKa.

CreHepupywTe 3anpoc Ha Nnognuck ceptTudmkaTta, BbINMOMHUB KOMaHAYy:

# openssl req -new -sha256 -key wp.key -out wp.req -config openssl.cnf

Ha cepBepe opraHusauuu, nmetowem porb CA (Certification Authority), nposepbte ncnons-
3yeMbli anropuTtMm WndposBaHus. [na atoro otkponTte nporpammy KomaHgHasa cTpoka ot
UMEHW afiMUHUCTPATOpPa U BbIMOSTHUTE B HEN KOMaHAY:

certutil -getreg ca\csp\CNGHashAlgorithm

Ecnun 3Ha4eHne napametpa REG_SZ paBHo SHA1, BbINOMHMTE KOMaHAbI:
certutil -setreg ca\csp\CNGHashAlgorithm SHA256

net stop CertSvc && net start CertSvc

CHoBa BbINMLUNTE KOPHEBOW cepTudmkat n nepesanyctute cnyxby Certificate Services,
BbINOSIHMB KOMaHAbl:

certutil -renewCert ReuseKeys
net stop CertSvc && net start CertSvc

MepengunTe B HACTPOWKM LieHTpa cepTudmkaumm n gobassre WabnoH Moag4YMHEeHHbIN LeHTP
cepTucukaumm.

BbinycTtute cepTndmkart, BbINOMHUB CREAYHOLLYIO0 KOMaHAy:
certreq -submit -attrib "CertificateTemplate: SubCA" c:\wp.req

B nosiBuBlIEMCSI OKHE BbIDEpUTE LEHTP cepTUdmMKaunmn U coxpaHuTte dann nog MMeHeMm
wp.cer.
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Cnncok ueHTpos cepTrdikanmn ? x

Boifop LEHTPE CEpTHDMKELLM

Lc KoMneloTep

"7 kpy-WIN-CGSBRC 1G1TO-CA (Kerb... WIN-CGSBRC1GITO.kpv.local

Puc. 5.38. Bbi6op ueHTpa ceptucmkaumm

B CLI 3arpyaute ceptudumkar YL, BbinonHMB KOMaHAay:
certutil -ca.cert C:\ca.cer

Ckonupynte chann wp.cer B katanor /var/tmp cepsepa Solar NGFW ¢ ponbio ®unestp
HTTP-Tpachuka n nepenmeHyiite ero B wp.pem.

CKoHBepTUpyrTe NonyyeHHsbln ceptudukat YL B popmat PEM, BbINONHMB KOMaHAy:
# openssl x509 -inform der -in ca.cer -out ca.pem

O6beguHuTe cepTudunkaTthl 1 Koy B ceptndpmkat pkes12, BbINOMHNB KOMaHAY:

# openssl pkcs12 -export -out wp.p12 -inkey wp.key -in wp.pem -certfile ca.pem
Bo BpeMs BbINONHEHMSA KOMaHAblI cMcteMa notpebyeT BBECTM Naporb.
Nmnoptupynte Java-xpaHunuiie ceptndumkaTos, BbINOAHMB KOMaHAy BMAaA:

# keytool -importkeystore -deststorepass <password> -destkeypass <password> -
destkeystore <wpN>.jks -srckeystore wp.p12 -srcstorepass <password>

rae <password> — BbIOpaHHbI Napornb, a <WpPN> — ums cepTudukaTa ans TeKyLlero
cepBepa (Hanpumep, wp1).

Ckonupynte Java-xpaHunuiie B katanor Solar NGFW, BbinonHnB komaHgy Buaa:
# cp <wpN>.jks /opt/dozor/skvt/var/lib/

roe <wpN> — 3HaueHue, BbiOpaHHOe B NpeabiayLuem Liare.

CwmeHuTe BnagenbLa XpaHunuiia, BbIMofHMB KOMaHay Buaa:

# chown dozor:dozor /opt/dozor/skvt/var/lib/<wpN>.jks

MpoBepbTe, YTO cepTUdMKaT HaXOAUTCS B XpaHUNULLE, BbINOMHMB KOMaHAay Buaa:
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# keytool -list -keystore /opt/dozor/skvt/var/lib/<wpN>.jks

O Hanuummu ceptudukaTa B XpaHunuwe byaoet cBuOeTeNnbCTBOBATb BbIBOA CriedyloLero
BMaa:

1, Jul 10, 2018, PrivateKeyEntry,
Certificate fingerprint (SHA1): B2:03:57:46:8E:61:02:D0:0C:55:28:06:33:72:88:F1:AB:E0:4D:9C

B GUI B pasgene Cuctema > PaclumpeHHble HacTponku > PunbTpauma 1 aHanus Tpa-
¢mka nonb3oBatenen pasgena dunesTpaums M KawmpoBaHue Tpaduka packponte
rpynny napametpoB Ceptudumkarbl. 3agarite 3Ha4eHUss NnapaMeTpoB:

MyTb K XpaHUNULLY KNnoYen —
lopt/dozor/skvt/var/lib/<wpN>.jks

I'Iaponb K XpaHnnuily Kno4ven — naporib;

O6uwee nmsa kopHeBoro ceptudukata (CA Common name) — MMs yqoCTOBEPSIOLLETO
uentpa (YL);

OpraHun3auus, BbinyCTUBLLAA KOPHEeBOW cepTudMKaT — Ha3BaHe opraHn3aunu;

NoapaspeneHue opraHusauum, BbiNyCcTUBLLENA KOPHEBOW cepTUdUKaAT — Ha3BaHne
noapasaeneHus;

Mepesanyctute cepauc skvt-wizor, BoinonHuse B CLI komaHAabl:
# lopt/dozor/bin
# dsctl restart skvt-wizor

MmnopTupynTe nonydeHHbI cepTnudmkaT B CMUCKU AOBEPEHHBIX cepTudmkaTtos 6pay3epoB
APM nonb3oBatenen koprnopaTtuBHon ceTu. [ogpobHO Npouecc MMnopTa onucaH B pasgenax
Nonb30BaTENbLCKOM NOAOEPXKKN HA caiTax NPON3BOANTENEN COOTBETCTBYOLLMX Opay3epoB.

MpumeyaHue

Ecrnu cepsepos ¢hunbmpayuu HECKOJIbKO, IKCriopmupytme cepmugbukam Ha 8CeX 3mux cepeepax.
lMocrie akcriopma ebIrnoHUMme UMopm 8cex rosy4YeHHbIX cepmucbukamos Ha APM riorb3oeamened.

Mpy BO3HMKHOBEHUM OLUIMOOK BO BPEMS BCKPLITUS cepTudmkaTa nnm Lenoyvkn ceptucmkaron
B Solar NGFW Gynet oTobpakeH CN1cok ¢ 3arpyXeHHbIMI cepTudurkaTamm 1 oT4eT 00 ycrexe
nnu ownbke mx 3arpyskun. [na ynobcTea B LENOYKe NOA KaxXabiM cepTudmkaToM ¢ npobnemon
oTOOpaXkaeTcst TEKCTOBOE ONMCaHMe OLIMOKN Ha aHIITMINCKOM M PYCCKOM si3blKax.
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Error 502

Error message: PET path validation failed: java security.cert. CertPathValidatorException: walidity checl: faided

Serial #9565320202630452861 752791 15676532 1481
Date from 09042015

Date to 12042015
Sl.lbject CH=* badssl com, OU=FositiveB3SL Wildcard, OU=Daomain Contral Validated

CH=COLODO FSA Domain Walidation Secure Server CA, O=CORODO CaA Limited, [=Salford, 3T=0CGreater
Ilanchester, =GB

. httpeffert comodoca comCOMODORIADomainValidationiSe cured erverCA ot
httpeffocsp comodoca.com

Issuer

Certificate 12 outdated or 15 not actual by date range
Ce

2 P 7
ik na manpuul e 60 6p e

Serial 37397899145990363081 023081 27 5480378375
Date from 12022014

Date to 11022029

CH=COLODO F3A Domain Validation Secure Server CA, O=CORODO CaA Limited, [=Salford, 3T=0CGreater
Ilanchester, =GB

Issuer CH=CORODO RSA Ceification Authotity, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB

. httpeffent comodoca comCOMODORIAA ddTrastCA ot
ai
httpeffocsp comodoca.com

Subject

Serial 52374340215108203845375062833522002578
Date from 30052000
Date to 30052020
Sl.lbject CH=COMODO REA Certification Authotity, O=COMODO CA Limited, L=Salford, 3T=Greater Manchester, C=0GB
Issuer CH=AddTrast External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=3E

aia http:focspusertrust com

Certificate is outdated or is not actual by date range

Capruch HQ MRy HE PRAQALEQEMCA 60 EPEMERROT AUANRTON AKIPEILHOCTI

Owunbka BO3HMKAET, eCnu:

® HEBO3MOXHO NOCTPOUTb LIENOYKY CepTI/I(.bI/IKaTOB;

BpeMsi JENCTBMS cepTudmKkaTa UCTEKO;

e VMa Bnagenbua, NpornMcaHHoe B cepTudmkate, He COOTBETCTBYET MMEHM pecypca,
NpefocTaBMBLLENO €ro.

B uenoyke cepTMdurKaToB ANs Kaxagoro ceptudoukara otobpaxkaroTesi nons:
® CepunHbIN Homep,

e [aTtbl Ha4Yana u oKoH4YaHus OenCcTBUS cepTudmkaTa,

° nMA BNagenbla ceptudukara,

° nMmA nsgartens ceptudukaTa,

e ajpec cepBuca OHNanH-Nony4vYeHns ctatyca ceptudumkara (no npotokony OCSP).
5.13. HacTtpounka BCKpbITUS wndpoBaHHOro tpaduka

[nsa 3awmTbl NoKaneHOro Tpaduka ot npocnywmnsaHms n MITM-atak npu obpalleHun K pecyp-
cam cetn NHTtepHeT no npotokony HTTP ncnonbsyetcs TLS-nopT Solar NGFW — 2443.

Ona APM, ncnone3ytowmx TLS-nopT, Bce nepefaBaemble AaHHbIE HA y4aCTKe KINEHT-NPOKCK
wudpytotea. MNpu yctaHoeneHnn TLS-coeamHenunsa 6paysep APM nposepsieT cepTudmkar
Solar NGFW, n coeauHeHune yctaHaBnmMBaeTCs TOMbKO NPpU HannymMmM AoOBEPEHHOIo cepTudu-
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kata. CoegnHeHne Ha y4acTke MPOKCU-HA3HaAYeHMe OCYLLECTBMSETCA B OObIMHOM pexume,
LWNpoBaHNE He BbIMOMHSETCS.

[nsa pabotbl TLS-nopTta TpebyeTca cneaytoulee:

Solar NGFW pomxeH obnagatb cepTudpmkaTom, noanMcaHHbIM AoBepeHHbIM YL, PaboTta
C camononucaHHbIMKU cepTudukatamn He nopgaepxmsaetrca. MoxHo ncnonssosatb YL
opraHusauumn, B 9TOM crnyyae Heobxoammo HactpouTb Solar NGFW Ha mncnonb3oBaHue
HACTPOEHHOro CUCTEMHbLIM aAMUHUCTPATOPOM KItoda 1 ceptudumkara (cMm. pasgen 5.12.1.1).
CucTtemHbI agMuHUCTpaTop AomkeH aobasutb YL, nognucaswmn kntov Solar NGFW B
CMUCOK JOBEPEHHbIX y nornb3osartenen APM.

Solar NGFW no ymon4yaHuio cosgaet ceon YU n ceptudbukar. Ceptudumkar m knwov YU
Solar NGFW Haxopgsitca B channe /lopt/dozor/skvt/var/lib/authority.jks.

CepTucmkaT MOXHO 3KCNOPTUMPOBATL C MOMOLLBI KOMaHAbI:

keytool --exportcert -rfc -keystore /opt/dozor/skvt/var/lib/authority.jks -alias "ngfw"
> ngfw.crt

Bo BpeMsi BbINONHEHUA KOMaHAbl ByAeT 3anpoLueH naposb (Mo ymonyaHuto — secret). dann
cepTudmkaTa nossBMTCA B TeKyLLeM kaTtanore (no ymonyaHuio — /opt/dozor).

MonyyeHHbIN cepTndmkat aobaBbTe B CNNCOK AoBepeHHbIX Ha APM, ucnoneaytowmnx TLS-
nopt (B cny4yae Bbibopa YL, Solar NGFW).

CKoHBepPTUPYHTE SKCNOPTUPOBAHHLIN cepTudgukat B hopmaTt PEM, BbINONHUB KOMaHAY:
openssl x509 -in ngfw.crt -outform PEM -out ngfw.pem

B GUI Solar NGFW B pasgene MNonutuka > KoHTeHTHas c¢mnbrpaumsa > BckpbiTue
HTTPS cospainite npaBuno ansa Bekpblitus HTTPS-Tpadumka. Haxmute CoxpanuTtb 1 Mpu-
MEHWUTb MOJIUTUKY.
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HacTpoiikm Wmnopt 3ucnopr MonuTuka / Bekpbitue HTTPS @ TipUMEHIATS NOMTHEY

E£¥ MDKCETEBOW IKPAH (Co3pars npasuno oNCK N0 Ha3BaHMio, Ne.. Q Hacrpofika kooHok

|= KOHTEHTHAA ®UNLTPALIUA Konuuectaso 1 Konuuectao

6] HazgaHue WICTOUHUK HazHaueHue
£2  [locryn 6es ayTeHTudmkaymm
Vicinouenms - Tpaduic He BCKPBIBAETCA

A,
(& BexpuiTue HTTPS VICKNIOUEHHE MR ARMUBUCTP_  JTioB0it 1020131225

@ Tepenanpasnetne no ICAP Mpasuna - Tpaduk BckpoiBaeTca

Co3patb Npasuno
& OunsTpauna

BHIIOYEHD D @® Mpasuno MCKIIOUERME
<> ®OmbTpaums

Hassatue BcxpbiTre HTTPS

KommeHTapua Pacwmngpoeka HTTPS-Tpadmxa

WICTOYHMK

HasHadyeHne

3aronosKu He 3anaHo

CoxparuTh OTMeHHTs

Puc. 5.39. CosgaHue npaBuna B crioe nonutukn «Bekpbitne HTTPS»

4. HactpoWka npokcu B 6pay3epe gormkHa ObiTb BbinonHeHa ¢ nomousto PAC-ganna, nockonb-
Ky 4Yepe3 0bObl4HYHO KOH(bMrypaumio Takasi HacTpolka He nogaepxuBaeTcs. B HacTpowike
npokcu Tpebyetcs ncnonbdosate FQDN Solar NGFW. 3agaya co3gaHusa PAC-canna no-
XUTCS HA CUCTEMHOIO aaMUHUCTPaToOpa opraHnsauuu.

5. Pabota TLS-nopTta nopaepxmBaetcsa Tonbko ansa Gpaysepoe Mozilla Firefox n Google
Chrome n gnsa npotokona HTTP.

5.14. Hactponka WCCP

Mepen HacTponkon WCCP HacTporTe npo3payHbin pexum paboTel Solar NGFW (cm. pasgen
5.11.5).

5.14.1. Hactpounka o6opyaoBaHus Cisco
[nsa Hactporku mapwpyTtumsaTtopa Cisco:

1. HactpowTe ceTeBble MHTEPGENCHI MapLLPYTU3aTOpa Tak, YTOObI OAUH MHTEPdENC HaXxoanmncst
B NOKanbHOW NOACETM OpraHusaumu, B Kotopon pasmeweH Solar NGFW, a gpyron — B
noaceTn nposangepa cetn MIHTepHer.

2. AeTtopuayntecb B CLI mMapwpyTmsaTopa n co3gante obpaTHyt0 METO, OTBEYAIOLWYIO 3a
GRE-TyHHerb, BbIMOITHMB KOMaHAbI:

cisco> enable
cisco# configure terminal
cisco(config)# interface loopback 1

cisco(config)# ip address <loopback-IP> 255.255.255.255
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rae <loopback-IP> — IP-agpec obpaTHoi neTnu (BbiGMpaeTca ceTeBbIM agMUHUCTPATOPOM
opraHv3auumn Ha ero yCMOTpeHue).

Cospganite cnncok ynpaeneHust 4ocTynom co cnuckom agpecos WCCP-KnNneHToB, BbIMOMHUB
KoMaHAabl:

cisco(config)# access-list 10 permit <NGFW-IP>
cisco(config)# ip wccp web-cache group-list 10
rae <NGFW-IP> — IP-agpec y3na cdunbrpauun Solar NGFW.

CosgainTe cnMcoK yrnpaeneHus 4oCTynoM € npaBunamMmy MapLipyTtusaumm tpaduka Ha Solar
NGFW, BbInonHMB KOMaHAbI:

cisco(config)# ip access-list extended WCCP_ACCESS

cisco(config-ext-nacl)# remark ACL for HTTP/HTTPS

cisco(config-ext-nacl)# remark NGFW bypass WCCP

cisco(config-ext-nacl)# deny ip host <NGFW-IP> any

cisco(config-ext-nacl)# remark LAN clients proxy port 80/443
cisco(config-ext-nacl)# permit tcp <LAN-IP> <INV-LAN-MASK> any eq www 443
cisco(config-ext-nacl)# remark all others bypass WCCP

cisco(config-ext-nacl)# deny ip any any

rae <NGFW-IP> — IP-agpec yana dunsrpauum Solar NGFW, <LAN-IP> — npocTpaHCcTBO
IP-agpecoB nokarnbHoOW ceTu, B KOTopon Haxoaatca APM coTpyoHUMKOB opraHu3auumm (Ha-
npumep, 192.168.100.0), <INV-LAN-MASK> — unHBepcHas macka 3TOW ceTu (B JaHHOM
npumepe — 0.0.0.255).

YcTtaHoBuTe npaBuna nepeHanpaenennsa ans WCCP, BbINONMHNB KOMaHAbI:
cisco(config)# ip wccp web-cache redirect-list WCCP_ACCESS
cisco(config)# ip weep 70 redirect-list WCCP_ACCESS

HacTtpovite nepeHanpaBneHve Ha BHyTpeHHEM MHTepdeiice, BbIMOMHUB KOMaHAbI:
cisco(config)# interface <ifname>

cisco(config-if)# ip wccp web-cache redirect in

cisco(config-if)# ip wccp 70 redirect in

rae <ifname> — nmsa nHtepdenca mapwpyTtusaropa Cisco, HaxogsLerocsl B flokanbHowm
ceTun.

3aBepLunTe KOHPMryprpoBaHue MapLupyTM3aTopa u CoXpaHuTe KOHUrypaumo, BbiNonHuB
KOMaHApbl:

102



cisco(config)# end

cisco# copy running-config startup-config

Ana nactponkn Solar NGFW Hactponte GRE-TyHHenb, BbinonHme B CLI komaHab!:
iptunnel add wccp0 mode gre remote <CISCO-IP> local <NGFW-IP> dev eth0
ip link set wcep0 up

rae <CISCO-IP> — IP-agpec mapLpyTtuaatopa Cisco, <NGFW-IP> — |IP-agpec y3na omnsrpaumm
Solar NGFW.

[nsa npoBepkn paboTocnocobHOCTN HACTPOEHHOM cxembl aBTopuayntech B CLI MmapLipyTusa-
TOpa 1 BbINOMHUTE KOMaHAY:

show ip wccep

Ha akpaHe 6ygeTt oToGpakeH BbIBOA CrieaytoLlero suaa:

Global WCCP information:

Router information:
Router Identifier: 192.168.30.138
Protocol Version: 2.0

Service Identifier: web-cache
Number of Cache Engines: 1
Number of routers: 1
Total Packets Redirected: 0
Redirect access-list: WCCP_ACCESS
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0

Service Identifier: 70
Number of Cache Engines: 1
Number of routers: 1
Total Packets Redirected: 0
Redirect access-list: WCCP_ACCESS
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0

Ecnu cxema HacTpoeHa npasunbHo, napametp Number of Cache Engines gns o6ounx notokos
WCCP 6ynet oTnnyeH oT Hynsi.

SNMP (Simple Network Management Protocol) — npocTton npoTtokon ynpasneHus cetbio, 6a-
30BbIi UHCTPYMEHT MOHUTOPUHIA ceTeBoro obopyaoBaHnsi. PaboTa npoTokona 3aknovaercs
B 0OMEHEe COOBLLEHNAMM MeXOY KOMMOHEHTamMn cnctem moHutopuHra. SNMP-cepeep yacto
NCMNONb3yeTCs Kak OCHOBHOW WMHCTPYMEHT MOHUTOPMHra ob6OpyooOBaHWsi B COCTaBE PasHbiX
KOMMEPYECKMNX UM OPEN SOUrCe pPeLLEHWI N3-3a NPOCTOTbl BHEAPEHWUSI U SKCMlyaTaumm.
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Y1066 HacTpouTb Npotokon SNMP:

Mepenante B pasgen Cuctema > Y3nbl U ponu u HasHadste y3ny porb AreHT SNMP.
Haxmute kHornky NMpUMeHUTD.

B pasgene Cuctema > OcHoBHbIe HacTponku > MoHutopuHr > SNMP areHT MoHUTO-
puHra:

B none KoHndwurypaums / Yaen soibepute y3en main.

YKaxute Heobxoanmble HAaCTPOKU:
Mmsa ycTporcTBa — NpoOn3BOSIbHOE UMS OTCIEXMBAEMOrO YCTPOMCTBA.
MecTononoxeHue — hn3nYeCKoe MECTOMOSOXKEHNE OTCNEXMBAEMOro YCTPONCTBA.

KoHTakT — TekcToBOE Mnone, KOTopoe NoMoraeT nepcoHany onpeaenuTb, C KeM Heob-
XOAMMO CBSA3aTbCS B Cnyyae Kakoro-nmbo cbos.

IP-appec — IP-agpec, Ha KOTOpOM areHT OygeT oXxugaTb 3anpocbl OT BHELUHUX
CepBEPOB MOHUTOPUHTA.

MopT — HoMep nopTa, Ha KOTOPOM areHT OyaeT oXuaaTb 3anpocbl OT BHELLUHUX
CepBepoB MOHUTOPUHIA.

MpoTokon — NpOTOKON, Ha KOTOPOM areHT GyaeT oXuaaTb 3anpochbl OT BHELUHMX
CepBepPOB MOHUTOPWHTIA.

Bepcusa npotokona — npu Beibope SNMPv2c goctynHa HacTponka napamMeTpoB:
Umsa cepBepa, CooblectBo, Agpec cepBepal/cetu. [pu BbiGope SNMPV3 goctynHa
HacTpoWka napamMeTpoB NoO ypOBHSAM 6E30MacHOCTH.

B Solar NGFW Bbl MOXeTe y3HaTb crieayroLyo nHgpopmaumio, nepegaHHyo no npoToKony
SNMP:

,D,aHHbIe, 3afaHHble aAMNUHNCTPATOPOM: UMA y3na, MeCTONONMOXEHNE, KOHTAaKTHbIE aHHbIE
Bragernbua CUCTEMBbI.

MprMepbl 3anpocoB:

1.3.6.1.2.1.1.4.0 sysContact
1.3.6.1.2.1.1.5.0 sysName
1.3.6.1.2.1.1.6.0 sysLocation

Mogenb o6opynoBaHusa cepsepa u Bepcus MO (kak camoro Solar NGFW, Tak n 6asoBon
CUCTEMBI).

MprMepbl 3anpocoB:

1.3.6.1.2.1.25.6.3.1.2.* = STRING: "solar-ngfw_1.5.0-491_amd64"
1.3.6.1.2.1.1.1.0 = STRING: "Linux astra 5.10.176-1-generic"

CTtatyc nHtepdencos (aoMUHUCTPATUBHbLIN UM ONepaTUBHbIN).

MprMepbl 3anpocoB:
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1.3.6.1.2.1.2.2.1.7 - ifAdminStatus
1.3.6.1.2.1.2.2.1.8 - ifOperStatus

Cratuctuka no nHtepdencam: konudectso 6ant TX/RX B eanHnLy BpeMeHun, KOonm4ecTeo
naketoB TX/RX B eAMHULY BPEMEHW.

Mpumepbl 3anNpocoB:

1.3.6.1.2.1.2.2.1.10 - ifiInOctets
1.3.6.1.2.1.2.2.1.11 - ifinUcastPkts
1.3.6.1.2.1.2.2.1.16 - ifOutOctets
1.3.6.1.2.1.2.2.1.17 - ifOutUcastPkts

Cratuctuka 3arpy3kn CPU/RAM B eanHuLy BpeMEHN.

Mpumepbl 3anNpocoB:

1.3.6.1.2.1.25.3.3.1.2 - hrProcessorlLoad
1.3.6.1.2.1.25.2.3.1 - hrStorageTable

Bpemsi HenpepbiBHOM paboTbl CUCTEMBI.

Mpumepbl 3anNpocoB:

1.3.6.1.2.1.25.1.1.0 - sysUptime

B Solar NGFW npegycmMoTpeHa BO3MOXHOCTb MHTErpaLmm co CTOPOHHMMUN NPOKCU-CepBEpamMm
no npotokony ICAP.

[1ns HaCTpoOWKM MHTErpaumm B HaCTPOMKax CTOPOHHEro Npokcu-cepeepa B kadecTtee ICAP-URI
yKaxkuTe 3HadeHue Buga icap:/[NGFW_IP>:2272/icaphandle, rope <NGFW_IP> — |IP-agpec
cepepa dunsrpaumm Solar NGFW.

YT106bI BKNIOUNTL MHTErpaumio no npotokony ICAP:
Mepenante B pasgen Cucrema > Hactponku.
OTKpoKnTe pacLUMpeHHbIE HACTPONKN.

B 6rnoke O6paboTka nepexBavyeHHbIX AaHHbIX BbioepnTe UnbTpaLus 1 KILWWMpoBaHue
Tpadomka.

B 6rioke ®PunbTpaumna n aHanus Tpacduka nonb3oBatenen otkponte ICAP > UHTepdeiic
ICAP-cepBepa.

B none IP-agpec BBeante BHelwHWUA |IP.

lMocnegoBaTenbHO HAXXMUTE KHOMKM COXpaHI/ITb n anMeHMTb.
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OnucaHne HacTPOEK NOMUTUKN PUNbTPaLMK NpUBeaeHO B AOKyMeHTe Pykoeodcmeo adMUHU-
cmpamopa 6e3onacHocmu, pasgen YnpaeneHue noumuxkamu.

B Solar NGFW ans counstpaumm Beb-Tpaduka no yMon4aHuio NCNonb3yrTCa KaTeropnsaTop
webCat, paspabortaHHbin PocTenekom-Conap, u nonb3oBaTeNbCKUA KaTeropusaTop
customlist. ADMUHUCTpATOP TakKe MOXET MNOAKIMOUYNTL U ApYrne BHELLHUE KaTeropusaTopsl,
Hanpumep iIAdmin 1 np. B pasgene paclwumnpeHHbIX HacTpoek Kateropusatop Be6-pecypcoB.

MpumeyaHue

Lns eknYeHHbIX Kameaopu3amopoes 3HadeHue A0mKHO bbimb 6orbwe unu pasHo 1.

Onipoc npoucxodum e rnopsidke ux rnpuopumema. Yem MeHbWeE ycmaHOEHHOe 3Ha4YeHUe — mem
ebiwe npuopumem. Tak, kameaopu3zamop co 3Ha4eHuem 1 6ydem onpoweH paHblie, YeM Kameao-
pu3amop co 3Ha4yeHUeMm 2.

Ymobb! omkiro4ums Kameaopu3amop, ycmaHogsume 3HaqdeHue 0.

HacTpoiiku Ponu v cBefeHuA

KoHdurypaums / Yaen NpUMEHHTS

KaTeropu3atop eeb-pecypcos ZEE! OBbIX AaHHbI

Pexxum xypHanuposanus iAddmin - iadm de TONBKO CTAHAAPTHBIA KypHan

HacTpodku npoKeu © HacTpoiKa NpoKcH-cepeepa

YpoBeHb MypHanuposakms Lo L OTNago4HbIA

Kateropusatopei

e Monb30BaTenbCKUe KaTEropuu

Npuopwter  prio

Blacklists

Mpwopwurer

Bluecoat b

cDNS  cdns

iAdmin  iadmin

SkyDNS sk

Puc. 5.40. HacTtpowku kaTteropusartopa Be6-pecypcoB

OnpegeneHune kateropum BoinonHsieTcd Ha ocHoBe URL BeG-pecypca, K KoTopomy bl BbInos-
HeH 3anpoc (pa3gen MNonutuka > basa kKaTteropusauum).
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YnpaeneHve KaTeropuamm

https://animego.org/

Pecype Hareropus erounus
PelaKTMpOBaTL KATErOpUK pecypca

https:/ fanimego.org/ My3bika U BUASO webcat B NONb30BATENLCKOM NUCTe 2

(customlist)
W3MeHWTL KAaTeropuio pecypca B NoNb30BaTeNLCKOM NUCTe (customlist) X

Pecypc https://animego.org/

Kateropus PazBieKaTensHble pecypebl x HU3meHeHue KaTeropuv gns.
https://animego.org/
npoLno ycnewHxo.

CoobwmTe paspaboTurKam 3meHeHnA CTaHYT aKTyanbHbl YEpe3 HeKOTOpOoe BpeMms.

Heo6xoavMmo NpUMEHNTB NONMTUKY.

HoMMeHTapHi

Puc. 5.41. Nepeonpenenexue kateropumn URL pecypca
[nsa nameHeHusa kateropun Beb-pecypca nocne ee onpeaeneHuns:

e HaxmuTe 3Ha4yoK pedakTMpOBaHUSI B CTPOKE pecypca M BblbepuTe HOBYK KaTeropuio B
packpbiBatoLiemcs cnvcke Kateropus.

e YcrtaHoBuTte chnaxok CoobwnTb paspadboTunkam 1 HaxxmmTe KHornky CoxpaHuTb. B okHe
Opay3epa oTtobpasunTcsa ysegomreHne ob ycnewwHomM nepeonpeneneHnmn Kateropum.

5.17.2. HacTtpouka kateropusaropa webCat

[lns HacTpownkn kateropmnsartopa:

1. TpoBepbTe HaNUuMe NUUEH3MM Ha 3TOT MOAYMb B OKHE C MHOpMaLMen O NULEH3NN.
2. HasHnaubTe y3ny ponb AHanusatop Tpadhmka B pasgene Cucrtema > Yanbi u ponu.
3. Haxmute kHonky NMpuMeHnTb.

5.17.3. ba3za SkyDNS

dain 6a3bl gaHHbIX 3anucaH B hopmarte SQLite (komnakTHaa BCcTpavBaemMasi pensumnoHHas
0a3a gaHHbIX). BcTpanBaemasd 6asa o3HavaeT, yto SQLite He ncnonbayet napagurmy KrmeHT-
cepBep, 6a3za SQLite He siBnsieTcsa oTAENbHO paboTakoWwmMM NPOLECCOM, C KOTOPbIM B3aUMO-
OENCTBYyeT nporpaMmma, a npegoctaBnsaeT 6ubnmoTeky, ¢ KOTOPON NporpamMmma KOMMOHYeTCs,
1 6asa CTaHOBUTCS COCTaBHOW 4acCTbio NporpaMmmbl. Takum obpasoM, B Ka4ecTBe NpoTokona
obmeHa ncnonbaytoTcs Bbi3oBbl PyHKUMIA (AP1) 6Bubnnotekn SQLite. Takon nogxod yMeHbLLaeT
HaknagHble pacxofbl, BpeMS OTKNMKa M ynpowiaet nporpammy. SQLite xpaHuT 6a3y gaHHbIX
B €ANHCTBEHHOM haine 6asbl AaHHbIX.

Basa SQLite moxeT paboTaTb B ABYyX pexvumax:

o rollback — dann Henb3s 3MEHUTL, KOrAa ero KTo-TO YNTAET NN UBMEHSIET B AaHHbLIN MOMEHT;
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wal — pexxum No3BossieT OAHOBPEMEHHO YMTaTb N U3MEHATL dain 6asbl, HO NPK 3TOM PSAOM
¢ 6a3on cosgatotcs cnyxebHble dannbi.

BoamMOxHbI fBa BapuaHTa nogkntodeHuns k 6ase kateropusaumm SkyDNS:

B nHtepaktuBHoM pexume Yepes Categorization API. API He npegHa3HayeHo Ans goctyna
K HEMY KOHEYHbIX Nofnb3oBaTernen NHTErpupyemMon cucTeMbl, a AOMKHO 3anpalumBaTbCa C
NPOMEXYTOYHOIO cepBepa UHTErPUPYEMON CUCTEMBI.

BuHapHble dannbl ¢ exxegHEeBHbIM OOHOBINEHMEM. BrHapHble dhalinbl cogepXxaTt X3LWnpo-
BaHHble (bannbl pecypcoB M NpeaHasHavyeHbl A1 UCNONb30BaHUSA B BbICOKOHArPYXEHHbIX
cuctemax, rge Tpebyerca kateropusaumnsi peCcypcoB B peanibHOM BPEMEHM.

[ns goctyna k APl MOXHO MCnonb3oBaTh agpeca:

» z.api.skydns.ru — gng TeCTMpPOBaHWA U aHOHMMHOIO gocTyna (KOnM4ecTBO 3anpoCcoB
orpaHudeHo 10 3anpocamu B MUHYTY);

* x.api.skydns.ru — gns 3apermctpupoBaHHbIX nonb3oBaTenen (6e3 orpaHMyeHus yucna
3anpocos).

MpumeyaHue

Lns 3anpocos K x.api.skydns.ru He06xo0uMo UCroIL308amb YHEeMHYH0 3anuchk, Komopasi Ucrorsib-
3yemcs 0na Basic-aymeHmucgbukayuu.

MpumeyaHue

Tpebyemcsi ycmaHoeka koHmetiHepa Docker eepcuu 20 u ebiwe (paboma Ha bosiee paHHUX 8epCusiX
He eapaHmMuposaHa).

YcmaHoska koHmetiHepa Docker domxHa 6bimb Ha OC Astra Linux Special Edition eepcuu 1.7.4 u
8blle C MaKcuMarsibHbIM yposHeM 3aujumsl « CMOIEHCK».

Apxue ¢ koHmetiHepom Docker MOXHO 3anpocums y rnpedcmasumerel SKyDNS.

YUT06bI ycTaHOBUTL KOHTeHep Docker ans goctyna k 6a3e SkyDNS no Y-API:
OTKMNOYMTE MEXCETEBOMW 3KPAH C NOMOLLBI KOMaHAb!:
# systemctl stop ufw && systemctl disable ufw
CkonupynTte channbl koHTerHepa Ha y3en Docker nobbim cnocobom.
Pacnakynte cann ¢ nomoLybio KoMaHAabl:
# unzip skydns.zip

YcTaHoBMTE AONOMHUTENBHbLIE NAKEThLl C MOMOLLIbIO KOMaHAbI:
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# sudo apt-get install -y curl bridge-utils

MpumeyaHue

Qaliin y_api.tar.gz 6ydem pasapxusuposaH e narky /root/SkyDNS/.

YctanoBute Docker ¢ noMoLLbio KOMaHb!:

# sudo apt install docker.io

MpepoctaBbre y3ny Docker npsamon OCTyn B UHTEPHET.

3arpysuTe obpa3s 13 apxmBa C NOMOLLbIO KOMaHAbI:

# sudo docker load -i ./SkyDNS/y_api.tar.gz

[MpoBepbTE CNUCOK KOHTENHEPOB:

# docker container Is -a

CosganTte otgenbHyto nogcetb Docker ons gaHHOro KoHTeNHepa:

# sudo docker network create --driver=bridge --subnet=193.33.33.0/24 y-api-net
3anycTuTte KOHTENHep B AaHHOW MOACETU:

# sudo docker run -it -d --net y-api-net --ip 193.33.33.33 -p 80:80/tcp -p 80:80/udp y-
api:1

MpumeyaHue
lNocne yCrielwHo:20 8bIrNOoITHeHUs KOMaHObI 3arycka KOHmeUHepa Heobxodumo nodoxxeamsb Heoripe-
OerieHHOe Konu4yecmeo spemeHuU (3aeucum om cKkopocmu UHmepHema).

Ob6pa3s Docker He xpaHuUm & cebe 6a3bl, oH bydem ux ckadugamb 4Yepe3 UHMepPHem Kaxobil pa3
rocne 3arycka.

Cepsuc 3arnyckaemcsi Ha 80 nopmy, u OH He 3arycmumcs, rnoka He 6ydym ckadyaHbi 6a3bl.

lMopm, Ha KOMOPOM 3arlycKkaemcs cepsuc, mpaHcupyemcs Ha y3esn Docker ¢ nomMouwbro napamempa
-p 80:80/tcp -p 80:80/udp.

BbinonHute nposepky pabotbl SkyDNS:
# curl -v http://[193.33.33.33/qwerty.com

MpumeyaHue

Ecnu komaHda so3epawaem owubky suda:
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* Expire in O ms for 6 (transfer 0x14ff0f0)

* Trying 193.33.33.33...

* TCP_NODELAY set

* Expire in 200 ms for 4 (transfer 0x14£f0f0)

* connect to 193.33.33.33 port 80 failed: B coeOuHeHuUu omka3aHo

* Failed to connect to 193.33.33.33 port 80: B coeduHeHUU omka3aHo

* Closing connection 0

curl: (7) Failed to connect to 193.33.33.33 port 80: B coeQuHeHUU omka3aHo

lNodoxdume oKOHYaHUsI 3a2py3Ku 6a3bl U 8birnosiHUme rnpedbidywyto KoMaHOy HECKOJIbKO pas,
roka ebI800 KoMaHObI He cmaHem guda:

* Expire in 0 ms for 6 (transfer 0x1e990f0)

* Trying 193.33.33.33...

* TCP_NODELAY set

* Expire in 200 ms for 4 (transfer 0x1e990f0)

* Connected to 193.33.33.33 (193.33.33.33) port 80 (#0)
> GET /qwerty.com HTTP/1.1

> Host: 193.33.33.33

> User-Agent: curl/7.64.0

> Accept: */*

>

<HTTP/1.1 200 OK

< Content-type: application/json

< Connection: keep-alive

*no chunk, no close, no size. Assume close to signal end
<

* Closing connection 0

{"category": [36, 49], "bad": false, "category _name": ["O6pa3oeaHue u y4ebHble y4ypexdeHus ",
"Komnbromepbi u UIHmepHem"J}

lNocne rnorsriy4eHus omeema ro Kkameeopuu catima qwerty. com ripoeepbme aOCITIyI'IHOCITIb KoHmeu-
Hepa u3 cemu yana:

# curl http://10.201.69.124/qwerty.com

Omeem domxkeH bbimb aHanozau4yeH npedbidywemy 3arnpocy ¢ ucronb3oeaHuem IP-adpeca KoH-
meltiHepa SkyDNS (193.33.33.33).

[nsa ynpoweHnsa gansHerwen HacTponkn Solar Web Proxy gobasste B chann /etc/hosts
y3r0B NPOKCK cepBepa 3anucb, ykasbiBatoLwyto Ha y3en Docker:

# nano /etc/hosts
10.201.69.124 y.api.skydns.ruy

rae 10.201.69.124 — agpec y3na Docker ¢ 3anyLweHHbIM KOHTenHepom SkyDNS.

MpumeyaHue

UHKpemeHmarbHoe 0bHoeneHue nokanbHou 6a3bl SKyDNS npoucxodum kax0dble 2 Yaca.

lMpu noemopHom 3anycke koHmeliHepa 6a3a 3a2pyxaemcsi 3aHOEO.
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Ana pabomsi Y-APl mpebyemcs Hanudue omkpbimoz2o docmyrna 8 uHmepHem (0ns obpawjeHusi K
cepsucam asmopu3sayuu, CmamucmuKu, JIUUeH3uposaHusi, 0bHoerneHus). [pu omcymcmeuu docmyna
K uUHmepHemy paboma cepsuca MpeKpamumcs 4acmu4yHO Usu nosTHOCMbIO.

[na npoBepkn paboTbl kKaTeropusaropa:

B paspene Cucrema > PacwupeHHble HacTporku > KateropusaTtop Beb6-pecypcos >
KareropusaTtop Be6-pecypcoB > Kateropusatopbl > SkyDNS B none Agpec ykaxute
nonHoe gomeHHoe uma nnu IP-agpec (10.201.69.124) xocta Docker.

MpumeyaHue

Y6edumecb, Ymo & riorne lNMpuopumem ycmaHo8/1eHo 3Ha4eHue, omnu4Hoe om 0. He mpebyemcs
3arionHeHue noned Monb3oeamernb u Mapons.

MpoBepbTe paboty nokansHon B[] SkyDNS B pasgene Nonutuka > YnpaBneHue Katero-
pusimu, ncnonbe3ys npedwukcol (http:// nunu https://) ¢ ykazaHnem nornHOro 4JOMeHHOro UMeHu

(FQDN) kaTeropuanpyemMoro pecypca.

[anee npu obpaboTke npaBUN/UCKNIOYEHUIA BO BCeX criosix pasaena NMonutuka > KoHTeHTHaA
domunbTpauma npu HanuyMm nogkaTeropun/kateropumn B atpubyte HasHauyeHme Oynert onpe-
OENATLCA KaTeropusa pecypca cornacHo nokanosHon 6ase SkyDNS.

MpumeyaHue

lpu ucnionb3oeaHuu nokansHoU 6adbl SKYDNS Hem 603MOXHOCMU MPO8EpUMb Kame20puro pecypca
8 GUI 8 pasdene Monumuka > lpoeepka ro nonumuke, m.k. 8 GUI ecmb o2paHu4yeHue Ha ucrnorsib-

308aHue rpeguKkcos.
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6. AHTUBUpPYC

6.1. Hactpouka aHTUBMpYyca
[na HacTporku aHTUBMpYyca:

1. B pasgene Pabota cucTteMbl OCHOBHbIX HACTPOEK KOHurypauumn seibepute cekumo AH-
TUBMUPYC W yCTaHOBUTE nepekntovaTtens JluueHsusa B nonoxerHve Knroyeson dann nnu
CepuiHbIN HOMEpP NIULEH3UMN:

o KnroueBon chann — 3arpy3ante NMLEH3NOHHbBIN KITKOYEeBOW dhalsi, NoNy4YeHHbIN OT BEHA0PA;

o CepuiiHbIA HOMEpP NULEH3UMN — BBEAWTE CEPUNHBIA HOMEP NULEH3UN, NMONYYEHHbI OT
BEeHZOopA.

2. MocnepoBaTenbHO HaxkmuTe CoxpaHUTb 1 MPUMEHUTB.
3. B pasgene Cuctema > Y3nbl U ponu HasHaybTe OIHOMY U3 Y3r0B porib AHTUBUPYC.

4. CchopmMupyinTe NpaBuno NONUTUKN NS NepeHanpaBneHns Tpaduka Ha NPOBEPKY aHTUBU-
pycom (cMm. ganee).

6.2. DopMmupoBaHMe NONUTUKN ANA PaboTbl aHTUBUpYCA

[N OKOH4YaHWA HaACTPOMKKM aHTMBMpYca cdopmupynte nonutuky Ub. [na atoro B pasgene
Monutuka B cnoe MNepeHanpaBneHue no ICAP co3ganTte cnon ¢ npaBunom Ha obpaboTky
Tpadmka aHTUBMPYCOM, KaK Ha pUCyHke aanee. [pyMmeHuTe NonuUTUKY.

Pe[laKTUpOBaTh NPaBWNO icap resp X

BRIIOYEHO D ® Mpasuno Wcknioyerne

HasBaHue icap resp

KommenTapuia

JencTBue 4% Mepepasats 0TBETHI

Mms cepeepa Local respmod v
LLlaGnoH 6NOKMPOBKK LLIa6noH 6NoKUPOBKW aHTHBUPYC v

Veegomnsats
MCTouHUK
HasHaueHne

PaclumpeHHble HacTPOAKK MokasaTe

Coxpanuts OTMeHNTD

Puc. 6.1. NMpaBuno ana nepeHanpaBneHna Tpaduka aHTUBUPYCY
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Ons obecneveHns otkasoyctonumsoctn B Solar NGFW wucnonb3syetca TexHonorus Virtual
Router Redundancy Protocol (VRRP) nnu BuptyansHein IP-agpec (Virtual IP — VIP).

Ncnonb3oBaHne VRRP no3sonset o6begmHUTb HECKOMNBbKO MapLLpPYTM3aTOpOB B OOUH BUPTY-
anbHbIn ¢ obwmm IP-agpecom. [dpyrumn cnosamum, TexHonorusa BupTyansHoro |IP-agpeca —
3TO rpynna nHTepdencoB MapLUpyTU3aTopOB, KOTOPbIE HAXOAATCS B OAHON CETU U pa3gensoT
BupTyanbHbin ngeHtudukatop (Virtual Router Identifier — VRID) n oguH BupTyanbHbin |P-
agpec.

MpumeyvaHue

lpu ucnonb3oeaHuu Kknacmepa noddepxxusaemcs paboma ucknoyumernsHo VIP-adpecos Ha data-
uHmepgpelicax. B npomusHom criyyae omkasoycmouidueocmes OSPF, nocmpoeHHas Ha VRRP, moxem
pabomamb HEKOPPEKMHO.

Omka3soycmoudueas napa cocmoum u3 08yX paBHO3Ha4YHbIX y3/108, COEOUHEHHbIX MexQy cobol
Ethernet-unmepgbeticom, ebibpaHHbIM U3 0buwe20 Habopa cemesbix UHmMepghelicog ycmpolcms.

VLAN-uHmepgbelic MOXHO co30amb MOJIbKO Ha akmueHOM y3re Kracmepa. [lposepumbs cmamyc
y3na MoxHo 8 pasderie Cemb > Knacmepu3ayus e rone Tekywuli cmamyec.

B kavecmee VLAN-uHmepgbelica He Moxxem UCrob308ambCcsi uHmMepghelic, KomophblIl rnpu co30aHuuU
Krnacmepa bbin 8blbpaH 8 Kayecmee uHmepgelica CUHXPOHU3auuUU.

Cbopke 8 knnacmep noodrnexam mosibKo UGeHMUYHbIe 110 Murly U annapamHbIM pecypcam cucmembl
(Virtual unu Hardware).

Cbopke 8 krnacmep roodrnexam morbKo a2zeHmbl ¢ 0OUHaKo8bIMU UOeHmMughukamopamu Krnacmepa,
pasHbIMU udeHmugbukamopamu y3ra, PasHbIMU OCMOSHHbLIMU POJSIIMU, OOUHAKOo8bIM MUMoM U
umeHeM uHmMepghelica CUHXPOHU3aUUU.

Lnsa koppekmHol pabombl Ha 060uUx y3rnax OomkeH bbimb 8KMIOYEH UOEHMUYHbIU Habop ¢byHKYUO-
HasnbHbIX posel uiu KOMIOHEeHMOS.

K kaxxdomy ycmpoticmey 0osmkeH bbimb 3apaHee HacmpoeH MGMT docmyn yepes in-band (o6wud)
unu out-of-band (crnieyuansHo 8bi0eneHHbIl) UHmMepgelc.

Kameeopudecku He pekomeHOyemcsi co30asamb Mapuwipym o ymondaHuto 0ns uHmepgpelica
ynpasneHusi (MGMT), amo npueedem K HekoppekmHoU Mapwpymusayuu mpaguka 0nss DATA-uH-
mepgpelicos. PekomeHdyemcs ucrionb3ogams 6oree crieyuguyeckue cmamudeckue mapuipymsi
0nsi ycmaHoerneHusi cemeeol cesisHocmu K MGMT-uHmepgbelicy om mepMuHarbHbIX cmaHyul
yrnpaesneHusl.

lNeped cbopkol knacmepa He mpebyemcsi Hacmpolika cemeegol adpecayuu 015t uHmepgbelica CuH-
XpoHu3sauuu. Adpeca Ha uHmepaeticbl 6yOym Ha3Ha4eHbl a8MoMamu4yecKu U3 crieyuarnbHO 8bi0ereH-
Hoeo Link-local duana3oHa.
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B knactepe Active/Passive y3nbl perynsapHo obMeHvBatoTCs JaHHbIMU O CBOEM CTaTyce U Co-
cTositHUN. OCHOBHOW NPUHLMM OTKA30YCTONYMBOCTU 3aKIOYAETCS B TOM, YTO NP on3nyeCcKkon
n3bbITO4HOCTN 06OpyAOBaHWS, Koraa rnaBHbln (master) y3en B MOMEHT BpeMeHU siBNsSeTCs
akTuBHbIM 1 obpabaTtbiBaeT Tpaduk, pe3epBHbIn (slave) ysen perynsipHo cneauT 3a akTUBHO-
CTblo master-yana, n B crniydae cbos 3abupaet Ha cebs Bco paboTty no obpaboTke Tpadumka.

OTcnexuBaTb akTMBHOCTb Y310B M YNpaBnsiTb UMN MOXHO B pasaene Cetb > Knactepusauus.
YUTtoObl 4OOaBUTL HOBLIN KNacTep:
Haxxmute kHonky Co3aaTb KnacTep v yKaXnte napameTpbl 451s NepBoro yana:

HasBaHune — npon3BorbHOE Ha3BaHWe KracTtepa, COCTOosILLEE U3 NTaTUHCKUX BYKB 1 Lundp.
MoXHO ykasaTb 3Ha4YeHue anmMHom oo 32 CMMBOJSIOB.

Tun knacTepa — JOCTyNeH BbIOOP TONLKO TuNa knactepa AKTuB - NaccuB.

UHTepcpenc cuHXpoHU3aumm — BLIGOP U3 AOCTYMHbIX CETEBbIX NHTEPKENCOB, UMEID-
LLINXCS B CUCTEME.

ID knacTtepa — 3HadyeHue AnuHONM A0 32 cMMBOMNa B LUeCcTHaAuaTtupuyYHoM dopmare.

YUTobbl creHepmpoBaTth 3Ha4eHNe aBTOMATUYECKU, B NOME HAXXMNUTE
ID nokanbHOro y3na — 44CnoBoe 3Ha4yeHue B gnanasoHe ot 1 go 254.
MocTosiHHaA ponb — ykaxnte 3HavyeHne NepBUYHbIN.

Mepenante Ha BTOPOW y3en N HacCTpPOWTE ero, Kak U NepBbli, ToNbko Anga napamerpa Mo-
CTOsIHHas ponb yKaxute 3HavyeHne BrtopuyHbin 1 B none ID knactepa ykaxuTe 3HaYeHne
nepBoro yana.

MpumeyaHue

Bo usbexaHue KoHGhIIUKMoe KoHguaypauuu npu cbopke knacmepa He pekoMeHAyemcsi 3apaHee
Mpou3sodumMb KOHhu2ypayur Mapuwpymusayuu u cemeebix UHmepgelicos, omiuyHbIX Om UH-
mepdpelica ynpaeneHusi. Ybedumecb, Ymo Ha y3re npucymcmeyem adpecayusi mosbKo Ofisi UH-
mepapelica yripasneHusi. AOpeca u Mapwpymsi Ha Opyaux uHmepgbeticax O0mKHbI Obimb yOaneHsbl.

MNMocne nobaBneHusa HOBOro knacTtepa byaeTt otobpaxkeHa Tabnuua ¢ MHpopmaumen o pabote
KnacTtepa 1 y3roB B HEM:

CraTyc Kknactepa — areHT CMHXPOHM3auUnM CTaTyCoB NPOBOAUT CPaBHEHME MOJTyYEHHbIX
CTaTyCOB OT JIOKasribHOro M CMEXHOTI0 Y31noB U OoToGpaxkaeT crtatyc obuien pabortocnocob-
HOCTM KnacTepa:

Normal — knactep paboTaer B LUTaTHOM pexume. AKTUBHbIN y3en 3ape3epBuUpOBaH.

Critical — ognH unu oba yana B knactepe HaxogAaTCs NOMHOCTbIO UM YaCcTUYHO B Hepa-
60TOCNOCOBGHOM COCTOSAHUN.

NotReady — oguH 13 y3noB HaxoAMUTCs B NPoOLEecce NOAroTOBKM K Nepexoay B LUTaTHbI
PEXUM.
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Standalone — knactep HacCTpOeH NoKa TONbLKO Ha OAHOM y3re.
Stopped — knacTep NOMHOCTLIO B OCTAHOBIEHHOM COCTOSIHUN.

Incompatible — o6HapyxeHa HECOBMECTUMOCTb NapaMeTpoB Y3MOB UM areHTa npu
nepsow cbopke 1 nHMumanuaaumm knactepa. He BbinonHeHbl npeaycrnosus Ansi cCGopku
Knacrtepa.

MHdpopmauus o knactepe:
Tun KnacTepa,
ID knacTtepa,

UHTepcpenc cuHxpoHusaumm,
MocnenHee noaknoYeHUe.
MHdopmauusa o nokanbHOM y3ne:

TeKywium cTartyc,

ID y3na,

MocTosiHHasA ponb,

Tekywasn Bepcus MNO,

Bpemsi HaxoXxaeHUA B TeKyLeM cTaTyce.
NHdopmauma o cMexHoM yarne:

TeKywium cTaTtyc,

ID y3na,

MocTosiHHasA ponb,

Tekywasn sepcus MNO.
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Puc. 7.1. Pazpgen "Knactepusauua"
7.2.2. CUHXpOHM3aLMA CeCCUUN B Knacrtepe

B Solar NGFW ansa otkasoycTtonuymson napsl Active-Passive peanusoBaHa CUHXpOHM3aLMS
ceccui Ha 6a3e conntrackd. B npouecce paboTbl knactepa COCTOSIHUSA CECCUI MEXAY Y3namm
CUHXPOHU3NPYIOTCS, N aKTUBHBIN y3en nepefaeT Ha NacCUMBHbLIN MHOpMAaLMIO O COCTOAHUN
NpOXO4sALWNX Yepe3 Hero ceccun, a takke 06 mx knaccudpmkauumn. Takmm obpasom, npu
BKITOMEHMM MACCUBHOTO y3na oH Byaet obnagatb nHdopmaumen o6 akTyanbHOM COCTOSIHUK
BCEX ceccun n He ByaeT nx 6rnoknposaTtb, €CNK 3TO HE NPeayCMOTPEHO NpaBmnaMmm unerpa-
unn. OTCnexunBaHne COCTOSIHUSI akTUBHOMO y3na v nepekniovyeHne NacCUBHOIMO B aKTUBHbLIN
BbINOMHeHO Ha 6a3e npoTtokona VRRP.

[ns cnHxpoHn3auumn Tabnuubl coeguHeHUN Mexady y3rnamm 0TKa3oyCTONYMBOWN napbl NCMOSb-
3yeTcs ytunuta conntrackd, yctaHoBneHHas Ha oba yana.

[lns cMHXpOHM3aUMK ceccnin Mexay yanamm no ymorndaHuto ncnoneayorcsa noptsl UDP 3780
n 3781.

NMpumeyaHue

lpu ucnonb3oeaHuu npasun mpaHcnsayuu (NAT) e pexume masquerade coeduHeHue, co30aHHOe
Ha aKmueHOM y371e, He MOXemm CUHXPOHU3UPOB8ambCsl Ha pe3epeHbIl y3er. [pu nepekoyeHuu Ha
pesepeHnbll y3en ceccusi NAT domkHa b6bimb co30aHa 3aHO8o.

UHmepdbelic, 8bibpaHHbIli 8 Kadecmee uHmepgelica CUHXPOHU3ayUU rpu co30aHuuU Krnacmepa, He
MOXem ucronb308ambcs 8 npasunax pasdena Monumuka. 3mo ozpaHuYeHUe 0b6yCri081eHO MeM,
4mo uHmepgelc CUHXPOHU3auuUU rnpedHa3HavyeH UCKToYumesibHo 0rsi obmeHa criy»xebHol uHgpop-
mayuel mexady y3namu Kracmepa, U €20 UCIMOo/Ib308aHUe 8 rofumuKke Moxem Hapyuwums pabomy
cucmembil.

lpu umnopme nonumMukK 3anpeweHo uMnopmuposamse fpasusia, 8 KOMopbIX yKkasaH uHmepgelc
CuHxpoHuzayuu. lNeped umnopmom ybedumech, YmMo 80 8CeX UMIOPMUPYEMbIX fpasuiax omcym-
cmeyrom CChIfIKU Ha UHmepghbelic CUHXPOHU3ayuu, Ymobbi usdbexame oWUBOK U HEKOPPEKMHOU pa-
bombl Knacmepa. Omu ogpaHuU4YeHUss He0bxodUMO y4Yumbigamb rpu co3daHuu u pedakmuposaHuuU
ronumMuUK, a makxe rpu umrnopme KoHguaypayul 0551 obecriedeHus cmabunsHol pabomsi cucmemai.
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Solar NGFW obecneunBaeT KOHTPOrb 1 ynpaBneHne TpadmkoM nonb3oBaTenemn He TONbKO B
npsiMoM, HO 1 B obpaTHoM pexunme (Reverse proxy).

PaboTta B 06paTHOM pexunme No3BonseT NybrnMkoBaTb BHYTPEHHNE PECYPChI OpraHn3aummn Ha
BHELLHWE UCTOYHMKN. Hanpumep, ¢ nomoLbto 06paTHOro NPOKCK opraHM3aunst MOXeT Npeao-
CTaBUTb CBOMM COTPYAHMKaM AOCTYN K KOPMOPaTUBHOW NOYTE 3a Npeaenammn opraHusauuu.
Mpwn atom Solar NGFW nposepsieT n 6nokmpyet arnbl ¢ KOHPMAEHUMaNbLHOM MHopMaunen
npu nx Bbirpy3ke. MoxHoO onybnvkoBaTb kak OauH, Tak U HECKONbKO pecypcoB. KonnyecTso
PEeCYpCOB HEe OrPaHUYEHO.

MpumeyaHue

lMNeped Hacmpolikol obpamHO20 MPoKCcU fposepbme Hanuyue nuuyeH3uu Ha smom modynb. Ecnu
JIUYEeH3Us1 omcymcmeyem, 3agpy3ume ee 8 OKHe C UHghopmayuel O JIUYEH3UU C MOMOWbIO KHOMKU
3azpy3umsb nuyeH3ur.

[nsa Hactporku Solar NGFW B obpaTHOM pexume:

HasHaubTe BbIGpaHHOMY y3ny ponb O6paTHbIN NPOKEKU B pasgene Cuctema > Yanbl U
ponu.

B pasgene Pabora cuctembl > OOpaTHbIA NpoKcu-cepBep (reverse-proxy.json)
OCHOBHbIX HaCTpOeK KOHdMrypaumm B cekumm HacTponkn ncTouHuka Bbibepute 4OCTYNMHOCTb
no BHeLUHeMy NpoTokony 6e3onacHoOCTu:

HTTP — npu goctyne n3sHe Ha onybrnMKoBaHHbIV BHELLUHWIA aApec, NnepeHanpasnsiembli
K BHYTPEHHEMY pecypcy, obpalleHne 6yaeTt TonbKo no HesawmweHHomy HTTP-npoTo-
Kony ¢ ucnonb3oBaHnem nopta 8445 (BHe 3aBMCMMOCTM OT NPOTOKONA OTKPbITUSA).

HTTPS — npu gocTyne M3BHe Ha onyonmMKoBaHHbIN BHELLIHWI aApec, NepeHanpaensembli
K BHYTPEHHEMY pecypcy, obpalleHne GyaeT Tonbko no 3awmweHHomy HTTPS-npotokony
C ncnonb3oBaHuem nopta 8444 (BHe 3aBMCUMOCTM OT NPOTOKOMA OTKPLITUS).

HTTP_AND_HTTPS — npu goctyne n3BHe Ha onybrnmnkoBaHHbIN BHELLHUI agpec, nepe-
HanpaBnseMbl K BHYTPEHHEMY pecypcy, Aonyckaerca obpalleHne Kak no npoToKosy
HTTP (nopt 8445), Tak u HTTPS (nopt 8444).

MpumeyvaHue

Ans kaxd0oeo 8HympeHHez0 pecypca 8 Hacmpolkax 0bpamHo20 MPOKCU ycmaHaseauearomcs ceou
HacmpouUKu rpoMOoKOoI08 U rnopmos, 07151 makux pecypco8 MOXHO ycmaHosums rpomokon HTTP
unu HTTPS. [Jns ecex sHewHUx adpecos pecypcos 8 Hacmpolikax pesepc MpOoKcU ycmaHaenuea-
romcs anobarsibHble HacmpPOoUKU HOMEPOE8 Mopmos, 07151 makux adpeco8 MOXHO ycmaHo8UMb Mpo-
mokon HTTP, HTTPS, HTTP_AND_HTTPS.

Cxema nepeHanpaeneHus 3anpoca Solar NGFW rnipu obpaweHuu Kk eHewHeMy adpecy pecypca
npu yKa3aHuu:
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Homepa nopma 0nsi npomokona HTTP 0nsi 8HewHo20 coeduHeHuUs U rnpomokona HTTP ons
8HympeHHez0 adpeca pecypca — npu obpaweHuUU K sHewHeMy adpecy pecypca 1o rpomoKosy
HTTP 3anpoc 6ydem nepeHaripasneH ro npomokosy HTTP Ha eHympeHHuUU adpec pecypca.

Homepa nopma dAnsi npomokona HTTPS 0nsa eHewHo20 coeduHeHust u npomokosia HTTP dns
8HympeHHe20 adpeca pecypca — npu obpaweHUU K BHEWHeMy adpecy pecypca o npomokosy
HTTPS 3anpoc 6ydem nepeHarpaerneH rno rpomokosy HTTP Ha sHympeHHUU adpec pecypca.

Homepoe nopmos dns npomokonose HTTP u HTTPS dnsi HewH020 cOedUHeHUs U Npomokora
HTTP 0nsa eHympeHHez20 adpeca pecypca — rpu obpaw,eHuu K 8HewHemy adpecy pecypca rno
npomokony HTTP 3arnpoc 6ydem nepeHarnpasneH ro rnpomokosy HT TP Ha eHympeHHuUl adpec

pecypca.

Homepoes nopmoe dnsi nipomokosioe HTTP u HTTPS 051 8HewH020 cOeOQUHEHUS U MPomoKorna
HTTP d0ns eHympeHHe20 adpeca pecypca — rpu obpawieHuU K sHewHeMy adpecy pecypca no
npomokory HTTPS 3anpoc 6ydem niepeHaripaerneH no npomokosy HTTP Ha éHympeHHuUU adpec

pecypca.

Homepa nopma Onsi npomokona HTTP 0551 eHewiHo20 coeduHeHus1 u npomokona HTTPS dns
8HympeHHe20 adpeca pecypca — npu obpaweHUU K BHeWHeMy adpecy pecypca o npomokosy
HTTP 3anpoc 6ydem nepeHanpasneH no rnpomokosy HTTPS Ha sHympeHHUl adpec pecypca.

Homepa nopma 0ns npomokona HTTPS 0ns eéHewHo20 coeduHeHus u npomokona HTTPS dns
8HympeHHez20 adpeca pecypca — npu obpawieHuuU K eHeuwHeMy adpecy pecypca 1o rpomoKosy
HTTPS 3anpoc 6ydem nepeHanpasreH ro npomokosy HTTPS Ha eHympeHHuUl adpec pecypca.

Homepoes nopmoe dnsi ipomokoniog HTTP u HTTPS 0nsi 8HewH020 cOeQUHEHUS U MpomoKorna
HTTPS 0ns1 sHympeHHe20 adpeca pecypca — rpu obpaweHuu K 8HewHeMy adpecy pecypca
ro npomokosy HTTP 3anpoc 6ydem nepeHarnpasneH ro npomokony HTTPS Ha eHympeHHuUUl
adpec pecypca.

Homepoe nopmoe dnsi npomokonog HTTP u HTTPS dnsi HewH020 cOeduHeHUs U pomokosa
HTTPS 0na e8HympeHHez20 adpeca pecypca — rpu obpaweHuu K eHeWHeMy adpecy pecypca
no npomokosny HTTPS 3anpoc 6ydem nepeHanpasreH o npomokosay HTTPS Ha eéHympeHHul
adpec pecypca.

YKkaxuTte napaMeTpbl HACTPONKM B pasaene Pabora cucrtembl > O6paTHbIN NPOKCU-CEpBepP
(reverse-proxy.json) OCHOBHbIX HACTPOEK KOHbUrypauum B cekunmn HacTpomkum ncTovHMKa
> BHyTpeHHUM agpec cepBuUca:

CeteBom agpec (host) — ceteBon agpec BHYTPEHHETO pecypca, K KOTOPOMY HEOBX0AMMO
npegocTaBnTb 4ocTyn. Heobxoammo ykasath |IP-agpec BHyTpeHHero pecypca.

MopT (port) — nopt nyGnukyemoro pecypca. 3Ha4yeHne no ymonyaHuio: 443.
Ceptudumkar (certificate) — ceptudukat gns paboTsbl 06paTHOrO NPOKCHK.

MpumeyaHue
MoxHo ucrnionb3o08amb Kak co6cmeeHHbIl cepmugbukam, mak u cepmugbukam, nocmaensieMmbitl
C rpodyKmMom.

Takxe MOXHO ceeHepuposamb cepmugbukam epy4YHYO U UMMIOPMUPO8amb €20 C MOMOWbLIO
KHOMKu 3agpy3ums (cm. 8.2).
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lMpu ucnonb3o8aHUU ceoeeo cepmucbukama, nodnucaHHo20 yeHmpom cepmucpukayuu (CA),
Heobxodumo dobasumeb e20 8 CriuCOK 008ePEHHbLIX KOPHEBBIX UEHMPO8 cepmucbuxkayuu. ViHaqye
npu nepexode Ha pecypc 8 bpaysepe omobpa3umcsi yeedomreHue 06 owubke cepmuchukama.

MopT (reverse-proxy-port) — nopt 06paTHOro Npokcu. 3Ha4yeHme No ymondaHuio: 8444.

HacTpolkM uCTOYHMKA  target
~  examplecom
BHELUHWA Jpec Cepenca  pu example com
JOCTYNHOCTS MO BHELHEMY NPOTOKONY 6e30NacHocTH  exte HTTPS

\  BryTpenHui appec cepanca

Cetesodt appec  host example com

fopr  port 43

@ Mcnonssosats SSL sec

CepTugmiar e

MopT AR 3ALMILEHHOTD COEAMHEHNA

TIOPT A% HESAUMULIEHHOTO COEMHEHMS

Puc. 8.1. MapameTpbl HACTPOMKM OOPATHOrO NMPOKCHU

YctaHoBuTe dnaxok Ucnonb3oBatb SSL, 4ToObl oGpalleHne K BHyTPEHHEMY pecypcy
ObI10 NO 3awmLeHHOMy coegmHennto (npotokony HTTPS). MNpu cHaTtom donakke obpalleHne
K BHYTPEHHEMY pecypcy OygeT no HesawuLweHHOMY coeguHeHuto (npotokony HTTP).

[nga coxpaHeHWs U NpUMEHEeHNst HaCTPOoeK NocneaoBaTeribHO HAXMUTE KHOMKU CoXpaHUTb
n MpumeHnTL.

HacTponte ayTeHTUpMKauumto.

MpumeyaHue

Pexxum obpamHozo npokcu noddepxkueaem morsbko Basic u NTLM aymeHmugukayuro.

B pasgene NMonutuku cpopmupymnTte NoNUTUKY KOHTEHTHOW OUnsTpaunn.
MpumeyaHue
lNonumuka ¢bunbmpauuu 051 IPSIMO20 U 0bpamHo20 pexxuma pabomaei cucmembl 68r15emcsi 0buwied.
OO0Hako 8 0bpamHOM pexxume Mo yMosTHaHU HacmpoeHo 8ckpbimue HTTPS-mpadguka.
lMpu ghopmupoesaHuu rnonumuku Or1si obpamHoeo rpokcu 8 pasdene Cucmema > Paboma cucmembi

> O6pamHbIl NPOKcU-cepeep 0CHOBHbLIX HACMPOEK KOHGUaypauuu 8 cekyuu Hacmpolku uc-
Mmo4YHuUKa Heobxo0uMo yKka3bleame 8HeWHULl adpec cepeauca (public-hostname).

[o6aBnTb HOBbIV NYGNUKyEMbIA PECYPC MOXHO OAHUM 13 CriocoboB:

HaxxaB kHornky [lo6aBUTb;
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CKOMUPOBAB YXXe CYLLECTBYIOLLUIA PECYPC U U3MEHUB NapaMeTpbl HACTPOWKN.

MpumeyaHue

O6b14HO Ha 00HOM IP-adpece pasmeuwaemcsi 00UH pecypc. Ho bbiearom cumyauyuu, Koeda HECKOIbKO
pecypcos pasmeuieHbl Ha 00HOM IP-adpece. Oba criy4ass pabomocrnocobHsbI.

' HacTpofiku ucTounmia  targe

~  examplecom

example.com
fopr  port
\/  HacTpoMkMuCTOwHMKkA  target

® Vcnoms3osams SSL  secure-enzble
Cepgwiar  certificate
TIOPT /Y15 3aUMLIEHHOTD CORMHEHNA  everse:

TIOpT /Y15 HESAUIMILIEHHOTO COBMHEHMA  revers ' BHyTpeHHAA anpec cepauca

Cereson anpec  hos example2com

fopr e

Mcnoms3osats SSL— secure-enable

Ceprupukar  certificate

TIOpT /15 3aUMUIEHHOTO Coef

TlopT A1A Hesauen:

Puc. 8.2. Heckonbko ny6numkyembIX pecypcoB

Ecnn B opraHusaumm ectb cobeTBeHHbI YL, MOXHO Mcnonb3oBath ero ceptudoukar ans
obpaTrHoro npokcu.

[ns Bbinycka ceptudpunkarta ¢ nomoulpto YL, Windows B CLI:
Ha APM c OC Linux B CLI BbinonHute crnegyoLwimne oencTeus:

CreHepupywnTe KN4, UCNonb3ysa 04HYy M3 KoMaHA (B 3aBMCUMOCTU OT BbIGpaHHOro anro-
puTMa WwundpoBaHns):

RSA:

# openssl genpkey -out wp.key -algorithm RSA -pkeyopt rsa_keygen_bits:2048
ECDSA:

# openssl genpkey -out wp.key -algorithm EC -pkeyopt ec_paramgen_curve:P-256

Cdhopmupyrte dhann koHpurypauumn wp.cnf ana cosgaHna sanpoca Ha NOANUCh CepTu-
dumkarta (CSR) u 3anonHuTe ero 4aHHbIMU:

[req]

prompt = no

distinguished_name = dn
req_extensions = ext
input_password = PASSPHRASE
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[dn]

CN = webmail.rt-solar.ru

emailAddress = webmaster@rt-solar.ru
O = Solar Security

L = Moskau
C=RU
[ext]

subjectAltName = DNS:webmail.rt-solar.ru
BblaeneHHble 3Ha4eHWs NapamMeTpoB 3aMEHUTE Ha akTyaribHble 3HaYEHUSA B OpraHn3auum:
CN — FQDN cepBepa, Ha KOTOPOM MPOUCXOAMUT NyGnukaums;
emailAddress — KOHTaKTHbIN agpec SNeKTPOHHOW NOYTbl OpraHn3auunm;
O — Ha3BaHWe opraHmMsauuu;
L — Ha3BaHWe ropoaa, B KOTOPOM pacnorioxeHa opraHn3aums;
C — 0BYyXOYKBEHHbIN KOA4 CTPaHbl;
subjectAltName — FQDN ny6nukyemoro pecypca: DNS.
CreHepupyinte CSR:
# openssl req -new -config wp.cnf -key wp.key -out wp.csr
Ha APM ¢ OC Windows BbinonHuTe crneayowme OENCTBUS:
Ckonnpynte CSR BO BpemeHHbIn kaTtanor Ha APM ¢ Windows, Hanpumep, B c:\wp.csr.
CreHepupynTte ceptudukar ns CSR:
# certreq -submit -attrib "CertificateTemplate: WebServer" c:\wp.csr

CoxpaHuTe Bo BpeMeHHbIM katanor Ha APM nonb3oBarens ceptudukaTr c UMEHEM Wp.cer
1 BbibepuTe B OTKpbiBLLIEMCA OKHEe Monyuuts PEM.

Bhirpysunte ceptudukart YooctoBepsoLwero LeHTpa:
# certutil -ca.cert c:\ca.cer
Ha APM ¢ OC Linux B CLI BbinonHute cnegyoLwimne encteus:

CkoHBepTupymte ceptudumkat YL, nogunHeHHbin YL (npu Hanuumm) n ceptudmkaTt Beb-
pecypca B hopmat PEM:

# openssl x509 -inform der -in ca.cer -out ca.pem

# openssl x509 -inform der -in subca.cer -out subca.pem

# openssl x509 -inform der -in web.cer -out web.pem

O6beguHuTe Kntod ¢ ceptudunkatom YU n nogumHenHsim YU (npy Hannumm):

# cat wp.key wp.cer ca.pem subca.pem > webmail.pem
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B GUI Solar NGFW BbinonHute cnegyowime gencTens:

B pasgene Cuctema > PacluMpeHHble HAacTpPOMKu > PunbTpauumsa U K3WmpoBaHue
Tpadmka oTkponTe cekunio OB6paTHbIM NPOoKCcK > HacTPONKM MCTOUYHMKA.

B cTtpoke CepTudmkat Haxxmnte KHONKy 3arpy3uTb caun.

B oTKkpbIBLLEMCS OKHE NPOBOAHMKA BbibepuTe hann ¢ cepTUdMKATOM U HAXKMUTE KHOTKY
OTKpbITb. ECnn cepTudumkat ycnewHo 3arpyeH, B none Ceprtudumkar otobpasmtcs
Hagnuch 3arpyxeH cepTudumkar.

CoxpaHnTe 1 NPUMEHNTE HACTPONKM KOHpUIrypaumm, nocrneaoBaTernibHO HaxaB KHOMKM
CoxpaHutb 1 NMpumeHnTb.

B Solar NGFW 3arpy3unTtb SSL-cepTudmkat MOXHO Tonbko B oopmate PEM. Ecnu ceptudoukat
B Apyrom cdopmate (Hanpumep, DER, P7B, PFX), ero MOXHO KOHBEPTUPOBATb B HYXXHbIN
dopmar.

OpenSSL — HagexHbI NONHOMYHKUNOHANBHBIA MHCTPYMEHT Ans paboTbl C NPOTOKONamMm
Transport Layer Security (TLS) n Secure Sockets Layer (SSL). KoHBepTauums ¢ UCnonbs3oBaHNEM
6ubnunotekn OpenSSL cuntaetcs ogHMM 13 cambix 6e3onacHbix cnocoboB: Bce AaHHble ByayT
COXpaHeHbl HENOCPEACTBEHHO Ha YCTPONCTBE, HA KOTOPOM OyAyT BbINOMHATLCA onepauum no
KOHBEPTUPOBAHUIO.

YUTtoObl ckoHBepTUpPOBaTL cepTudukat B dpopmat PEM ¢ nomoulbto OpenSSL, Ha APM ¢ OC
Linux B CLI BbInOnNHWTE cnegylowme KoMaHAabl:

IOna dpopmarta DER:

# openssl x509 -inform der -in site.der -out site.pem
Onsa cdopmata P7B:

# openssl pkcs7 -print_certs -in site.p7b -out site.pem
Ona dopmata PFX:

# openssl pkcs12 -in site.pfx -out site.pem -nodes

MpumeyaHue

Takxe ebl MOXeme ucrionib3osame ckpurm openssi-toolkit. Paboma ¢ amum ckpurnmom sierisiemcsi
b6e3onacHbiM peweHUeM, m.K. cepmugbukamal U UX KITH0YU UCTOb3YHMCS UCKITIOHUMEbLHO Ha sawem
cepsepe.

Ceptudmkatsl B dpopmate PEM moryT 6bITb € pacwumpeHuamm .pem, .crt, .cer, .key. YTobbl
CMeHUTb pacwmpeHne, B CLI BoinonHMTe cnegytowme KomaHabl:

# openssl rsa -in server.key -text > private.pem
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# openssl x509 -inform PEM -in server.crt > public.pem
# openssl x509 -in certificate.cer -outform PEM -out certificate.pem
8.3. MpocmoTp cTaTUCTUKM NO paboTe OOpaTHOro NPOKCcKU

MpocmoTpeTb MHopMaumo o pabote Solar NGFW B oGpaTHOM pexxume MOXHO B pasgerne
CratucTtuka > XXypHan 3anpocoB. 3anpockl B 06paTHOM pexxume nomeveHbl 3Haukom .

¥ Solar NGFW TIOMCK NEpCoH! [e! &=

JKypHan 3anpocos /110 y3nam uATPaLMM c
<Oryer He coxparen> Coxparmms v 10cex v

Neprop Vanbl unbTPAUMN Konokiin Pecypchi 3anpocs

24uaca B v T ' v v Bee

Fpachwku 3anpocos

MypHan 3anpocos

04102023 HeayTeHTUGMUMPOBaHHbITA ssLbump, Allow CONNECT for
astralinuxru 10201178 METHOD(CONNECT) -
101823 nonb3osarens ssLbump,
ssLbump, Mepexor K cnoio
Icap Request, Nepexoa K
04102023  HeayTeHTucpMUMpOBaHHbITE cn10i0 1, Nepexoa K croko Ica
yrexuninp astralinuxru  102011.78 /local/ajax/search php S0 ?
101823 nonb3osatens Response, Mepexoft K cnoio
3asepuieHue 06paGoTk
noaMTAKN
04102023 HeayTeHTMMUMPOBaHHbIT ssLbump, Allow CONNECT for

astralinuxru  10201.1.78

METHOD(CONNECT) -
1041823 nonbsosarens ssLbump,

sslbump, Mepexoa k cnoio
Icap Request, Mepexop k
cn010 1, Nepexon k coko icap
astralinuxru 10201178
10:1823 nonb3oBaTenh Response, l1epexof K oo
3aBepuieHme 06paGoTKH
nonuTHKN

04102023 HeayTeHTWpMUAPOBaHHBIA

Puc. 8.3. MoHuTOpUHI paboTbl o6paTHOro npokcu B KypHane 3anpocoB
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Cwuctema npepotBpaleHus sTopxeHun (IPS, adrn. Intrusion Prevention System) — 1o
YCTPOWCTBO UIM MPOrpamMmMHoOe MNPUIoXeHUe, KOTOPOE OTCMEXMBAET CETb UNN CUCTEMbI Ha
npeaMeT BPe4OHOCHOW akTUBHOCTU UMW HapPYLLUEHUI NOMUTUKN.

MpumeyaHue

B mekywet eepcuu Solar NGFW IPS moxem npogepsimb mpaH3UmHbIl U exo0suwul mpaghuk.
lMpokcupyembili nonb3oeamensckuli eb-mpaghuk 6ydem rnpoeepsimbCs, MOSIbKO €C/U 8K/YeHa
rnpoeepka exodsiwe2o0 mpaghuka ons IPS.

MpenmyLecTBa NCNONb30BaHMSA CUCTEMbI NPpeaoTBpaLleHns sBTopxkeHun (IPS):

|/|CI'IOJ'Ib3yeMbIl7I cuctemon CVIFHaTyprII;I aHann3 npoxoasALlero Tpacbvn(a no3BoNdeT naeH-
TIACbIALI,MpOBaTb Te Yyrposbl, KOTopble apyrmne cpencrtea He MOryT BblAABUTb.

dunbTpaums Tpaduka NPOUCXOAUT A0 TOro, Kak OH YCreeT AOCTUYb APYTMX YCTPONCTB UK
CPeACTB yrnpaBneHust 6e30nacHOCTb0. ATO MNO3BOMSIET CHU3UTb HArpy3Ky Ha 3TN ANEMEHTHI
ynpaBneHns 1 NoBbICUTb 3PEKTUBHOCTb UX PabOThI.

ABTOMaTU3MPOBAHHOCTb CUCTEMbI NO3BONSAET COKOHOMUTL BPEMS aAIMUHUCTPATOPOB 6e3-
OMacHOCTU Ha ynpaBsrieHne eto.

Cuctema cooTBeTCcTBYET TpeboBaHusaM, ycTaHoBneHHsIM PCI DSS, HIPAA v gpyrnm ctak-
Aaptam.

MpumeyaHue

lMeped Hacmpolikol cepsuca npoeepbme Hanau4ue NuUeH3uu Ha amom moldynb. Ecnu nuuyeHsus
omcymcmeyem:

B okHe ¢ uHgopmauueli 0 NUYEH3UU HaXXMume KHOMKy 3ag2py3umb JIUUEH3UHO.

3aepysume nuyeH3uro.

lMepesanycmume cepsuc skvt-play-server, abinornHug 8 CLI komaHObI:

# /opt/dozor/bin/shell

# dsctl restart skvt-play-server

[na HacTtponkn Cuctemsl NpegoTBpaLLeHnst BTOPXKEHUI:

B pasgene Cucrtema > Y3nbl 1 ponu HasHaybTe y3ry porb Cucrtema npeaorepalleHus
BTOPXXEHUN.
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B pasgene PacwunpeHHble HacTponku > dunsTpaums u KawmpoBsaHue Tpaduka > Cu-
cTemMa npepoTrBpaweHusa BTopxkeHun (cMm. Puc.9.1) ykaxuTe 3awumwaemble cetu
(HOME_NET).

BbibepuTte, kakon TpadmK aHanM3mMpoBaTb Ha HanMyYne BPeaOHOCHON aKTUBHOCTY:
Bxogsawmn Tpaduk (INPUT),
TpaHanTHbIn Tpaduk (FORWARD) (no ymonyaHumio),
Nio6on tpaduk (FORWARD u INPUT).

YT106blI NOBbLICUTH NMPOM3BOAUTENBHOCTb, YKaXMUTE KONMYECTBO ovepenen, T.e. KONM4ecTBo
obpabatbiBaembix notokos IPS. Yem GonbLue odepeaen, TeM BbilLe NPON3BOANTENBHOCTb.
3apaTtb 3Ha4YeHue moxHo ot 1 go 10.

MpumeyvaHue

lpu ykazaHuu konudecmea o4yepedeli ydumsbigalime konudecmeo L[1Y Ha cepsepe. Hanpumep,
ecnu y eac n LIl1Y, Heobxodumo ykasbieamb n/2 oyepedel, Ymobbl 8Ce MOMOKU He Mpoxoousiu o
IPS. B obpamHoM criydae amo MoXem 8bi38amb 8bICOKYH Hagpy3Ky Ha cepsep.

Mpn HeobxoanmocTn yctaHoBUTe donaxok NpueasaTb ouepenm k agpam CPU. Vicnonb3so-
BaHWe MAEHTMMUKATOPOB MpoLeccopa BMECTO Xdlla COeAMHEHUSA NO3BONSAeT MOBbICUTb
npoun3BoaMTENBHOCTL. Ha kaxayto odepeab Bbigensetca ssgpo CPU.

[loGaBbTe CNNCOK NPOBEPSIEMbIX CETEN B PEXMME TPaAH3UTHOrO Tpadurka. YkazaHHbIE CETU
OyayT oTnpaeneHbl Ha npoBepky B IPS. MNMpaBuna obpatHoro Tpaduka Angd ceTen ykasbiBaTb
He TpebyeTcs, OHM reHepupyeTcsa aBToMaTudecku. [1na nposepku Bcero Tpadmka ykasaHHOM
ceTtu, Heobxogmmo BTOpoK ceTblo ykasatb 0.0.0.0/0. Ecnn HeobxooMmo NpoBEpUTL BECH
Tpaduk B Tabnmue FORWARD, B 060m1x nonsix HyxHo ykasatb 0.0.0.0/0.

Haxmute CoxpaHutb 1 MpuMeHnTb.

LLIeHNA BTOPKEHUA N

Ananuaupyembifi Tpaguk  chain TpaH3UTHLIA Tpachwic (FORWARD)

KonwyecTso osepened  queue 4

@ NpusszaTh 04epenn Kk ApaM CPU  fano

1@ /I0rMpOBaHUE HEKODPEXTHBIX CeccHt

3awmwaembie ceti (HOME_NET)  home-net 192.168.0.0/16,10.0.0.0/8,172.16.0.0/12

/' CMCOK NPOBEPSEMLIX CETeN B peXuME TRaH3NTHOR TpAagHKa  pre

v 9

Ceb McTOuHMKE  network-1 10.00.0/8

CeTb HasHaveHns  network-2 10.00.0/8

Puc. 9.1. HacTtpoika cuctembl npeaoTBpaLLeHUA BTOPXKEHUN
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Mpn HEeOBXOANMMOCTN MOXHO OpraHM3oBaThb 3anucb coobueHu cepsuca skvt-wizor B hain
syslog-ng v B oTaenbHbLIN dainn.

MpumeyaHue

Ecnu cepsuc syslog-ng He 3arnyckaemcsi, y6edumecs, Ymo e ¢hatine /etc/syslog-ng/conf.d/mod-
astra.conf 3zakommenmuposaHa cmpoka #@include "/usr/share/syslog-ng-mod-astra/mod-
astra.conf". Ecnu Hem, 3akoMMeHmMupylme ee u repe3anycmume cepsuc syslog-ng ¢ nomouwbro
komaHOb! # systemctl reload syslog-ng.service.

[1na HacTpoWkuM XXypHanMpoBaHusa coobeHunn cepauca skvt-wizor B hann syslog-ng Bbinon-
HWUTe crneayoLwme JeNCTBUS:

B pasgene Cuctema > OcHOBHblIe HacTpouku > XypHanupoBaHue > CepBep Be6-UH-
Tepdenca yctaHosute cnaxok XXypHanupoBaTb AeMCTBUSA Nonb3oBaTtenen B syslog.

Cepsep Be6-urTepceiica

¥ ypHanuposatb AeiicTBUA Nonb3oBaTenei B syslog  aud

YpoBeHb XypHaNNpoBaHWA

Puc. 10.1. )KypHanupoBaTb e CTBUSA Nnorib3oBaTternen B syslog

OTtpepaktupynte cawin letc/syslog-ng/syslog-ng.conf, no6aBuB B HEro cnegytoLme 3anucu:

B cekuuun Sources:
source s_src {

system();
internal();

[

B cekuuu Filters:

filter f_messages { level(info,notice,warn) or facility(local0) and
not facility(auth,authpriv,cron,daemon,mail,news); };

B cekumun Logs:

log { source(s_src); filter(f_messages); destination(d_messages); };

MNepesanycTuTe cepBUC XypHanupoBaHusa syslog-ng ¢ NOMOLLbI KOMaHab:

# systemctl restart syslog-ng.service
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Bbibepute hopmat 3anmcu B CUCTEMHbBIN XypHan cooblieHuii (access-log, siem-log nnn
ip-translation-log) n yctaHoBuTE hnaxok B 3aBUCMMOCTHU OT BbiBpaHHOro popmara 3anucu
OaHHbIX B XypHan B pasgene Cucrtema > PacwmpeHHble HacTPOuKu > dunbrpauma m
KawmnpoBaHue Tpadumka, cekums dunbTpaumua M aHanus Tpadmka nonb3oBartenen >
®dopmaTtbl 3anucu B syslog (cm. Puc.10.2).

“  OQopmartbl 3anucu B syslog  syslog

3anuck JypHana (opmar access-log)

3anuck xypHana (hopmar SIEM)  siem-log

3anuck Nnpeo6pasoBakuA IP-afipeca ucTouHuka (opmat SIEM)

Puc. 10.2. Bbi6op chopmaTta 3anucu xxypHana

MpumeyaHue

Lna 6eicmpozao docmyna K meKywum HacmpoulKkam XypHarnos ucronb3ytime meHro Cucmema >
OcHoeHble Hacmpolku > XypHanupoeaHue, cekyuss Qunbmpauyusi u aHaau3 mpadguka
nosnb3oeamerneu.

[anee npuBeaeHo onvcaHue nonen kaxaoro popmaTa 3anncen B CUCTEMHbIN XXypHarn.

Ta6n. 10.1. OnucaHue noneun coobweHun B opmare access-log

lMone coobLue- OnucaHune
HuA
<date time> [ata n Bpems cosgaHuns 3anucu xypHana syslog
<host> Mmsa komnbloTepa (MCTOYHUKA)
java CunctemHas cnyxba java
reqTime Bpemsa Hayana 3anpoca (float unix time)
filterTime O6Lee Bpems 06paboTku 3anpoca B MUNMMCEKYHAAX
accountIP IP-agpec ncroyHuka (c ydetom XFF)
filterStatus Kog coctosinua HTTP-y3na dunsrpaumm
responseSize Pa3mep Tena otBeta
method HTTP-meton (GET, POST)
url URL 3anpoca
user Mmsa aBTOpM30BaHHOIO nonb3oBaTens
serverHost IP-apgpec pecypca HasHadyeHus
mimeType MIME-Tvn otBeTa (ecnu oH onpenenéx) — cm. MpunoxerHne D.2

Mpumep 3anucu u3 xxypHana 3anpocos B syslog-ng:

Jan 23 17:06:22 avm118 java: 1327323982.533 13 10.31.6.126 TCP_MISS/200 2779 GET
http://lenta.ru/news/2012/01/23/shortsightedness/_Printed.htm DIRECT/81.19.85.116 text/html
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Mpume4vaHue

Hacmpoume XypHarnuposgaHue coobujeHuti 8 popmame SIEM makxxe MOXHO, ycmaHOo8U8 QhriaXKoK
3anuchk xxypHana (gpopmam SIEM) e pa3zdesne lNMonumuka > Hacmpoliku unu e pasdene Cucmema

> OcHO8HbIe Hacmpoliku > Paboma cucmembil.

Tabn. 10.2. OnucaHue noneun coobweHun B popmarte siem-log

Mone coobue-

HUA

OnucaHue

<date time> [ata n Bpems co3gaHus 3anvcuy xypHana syslog
<host> Mms komnbloTepa (MCTOYHMKA)

java CuncremHas cnyxba java

acc-domain [JoOMeH NCTOYHMKA

acc-groups HasBaHue rpynn uctoyHuka ns [locoe

acc-ip IP-agpec uctovHmka

acc-port MopT ncrovHuka

bytes-in O6beM ckavaHHbIX (MOMyYeHHbIX) AaHHbIX (B)
bytes-out O6bem 3arpyXeHHbIX (OTNpaBneHHbIX) AaHHbIX (B)

flt-categories

KaTeropuu counstpauumn nonmTmuku

flt-codes Kog comnbrpaumm nonutukm (cm. Mpunoxenne OnucaHue HTTP-kodos chunsmpayuu)
flt-policy HasBaHune cpaboTaBLuero crnos nonuMTUKM unsTpauum

flt-rules HasBaHusl npaBun NONUTKKN, KOTOpbIE ObINY NPUMEHEHBI Npy UnbTPaLnn

flt-status Kopg coctosihua HTTP-y3na dunerpaumm

flt-time O6Lwee Bpems obpaboTku 3anpoca B MUNMMCEKYHAaX

reg-hostname

CeTeBoe nmA pecypca HazHavyeHust

req-method

HTTP-meTopg 3anpoca

req-pathname

MyTb 3anpoca

reg-protocol

MpaeHTndmkartop npoTokona 3anpoca

req-query

[Mapametpbl 3anpoca

reg-referer

3HavyeHne HTTP-3aronoBka Referer

reqg-time

MeTka BpeMeHuM Havyana 3anpoca OT UCTOYHMKA

res-datatype

MIME-tun oteeta (cM. Mpunoxexne D.2)

res-ip Yucnosoe npeacraeneHuve IP-agpeca HasHayeHus

traf-mode Pexvm HanpaBneHus Tpaduka: npsimoii (forward)/obpaTtHbll (reverse)
reqg-port MopT pecypca Ha3HayeHus

flt-reason MpuynHa punsTpaumm

Mpumep 3anncm 13 xxypHarna 3anpocos B syslog-ng:

Jul 6 12:53:23 tyur java: [acc-domain:local] [acc-groups:] [acc-ip:10.201.28.233] [acc-name:]
[acc-port:54819] [bytes-in:632] [bytes-out:893] [flt-categories:2401] [flt-codes:11,0,0,0,0]

[flt-policy:3aBepLueHne obpaboTkm nonuturkm] [fit-rules:mitm all,mitm all,Mepexog k cnoto Icap Response
Icap Response,lNepexog k crioto response layer, lNepexon k cnoto 3aBepLueHne 06paboTku MONNTUKM]
[fit-status:200] [flit-time:97] [reg-hostname:rs.mail.ru] [reg-method: GET] [reg-pathname:/d66539304.gif]
[reg-protocol:https] [req-query:sz=15& =1626173368526] [req-referer:https://mail.ru/]
[reg-time:2021-07-06T09:53:23.1827] [res-datatype:image/gif] [res-ip:10.199.30.12] [req-port:443]
[flt-reason:]
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Ta6bn. 10.3. OnucaHue noneun coobweHun B chopmare ip-translation-log

Mone coobuie-

HUsA

<date time>

OnucaHue

[lata n Bpems co3gaHus 3anmcuy xypHana syslog

<host>

Mms komnbloTepa (MCTOYHMKA)

java

CunctemHas cnyxba java

transport-protocol

[poTokon nepeaayn gaHHbIX

acc-ip IP-agpec nctoyHuka
acc-port [MopT ncrovHuka
reg-proxy-ip IP-agpec npokcn-cepeepa

req-proxy-port

MopT npokcu-cepeepa

flt-ip

IP-apgpec y3na cdunsrpauum

flt-port MopT y3na dunsrpaumm
res-ip IP-agpec pecypca HasHa4yeHus
res-port MopT pecypca Ha3HayeHus

Mpumep 3anmcu 13 xxypHana 3anpocoB B syslog-ng:

Jul 6 12:08:08 tyur java: [sys-time:2021-07-06T09:08:08.985Z7] [transport-protocol: TCP]
[acc-ip:10.199.177.212] [acc-port:53337] [req-proxy-ip:10.201.29.113] [req-proxy-port:2270]
[flt-ip:10.201.29.113] [flt-port:33824] [res-ip:10.199.30.12] [res-port:443]

5. MNocnepoBaTenbHO HaxxmMnTe CoxpaHuTtb 1 NMpUMeHUTD.
10.1.2. HacTpowuka xxypHanupoBaHuAa coobeHnn cepBuca skvt-wizor B chann

[1ns HacTponKM XXypHanMpoBaHusi coobLueHui cepBurca skvt-wizor yepes syslog-ng B otaoenb-
HbIN doann:

1. Cospante dpann Ivar/log/skvt-log, BbINONHNB KOMaHAY:
# touch /var/log/skvt-log

2. nsa orpanuydeHunsa goctyna k coanny /var/log/skvt-log BoinonHute Komanay:
# chmod 600 /var/log/skvt-log

3. Otpepaktupymnte cann /etc/syslog-ng/syslog-ng.conf, no6aBsnB B HEro CTpoky:
local0.* /var/log/skvt-log

NMpumeyaHue

B kadyecmee pasdenumerns mexdy local0.* u /var/log/skvt-log ucnionb3yime cumeon mabynsayuu.

4. MNepesanyctuTe syslog komaHaom:

# systemctl restart syslog-ng.service
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UToObI XpaHUTb XXypHarnbl B O4AHOM MeCTe, HaCTPOMTE OTNPaBKy COOBLLEeHN ¢ HeoBXoaUMbIMU
napameTpamu KoHdurypaumm cepauca syslog-ng Ha yoaneHHbI cepBep XypHanupoBaHus.
[nsa aToro:

B pasgene Cuctema > Yanbl u ponu HasHadsTe master-yany pornb CepBep nepecbiniku
XXYPHanoB Ha yaaneHHbIW y3en.

MpumeyaHue

UsmeHeHue Hacmpoek 8 GUI 803M0OXHO mOnbKO Ha master-ysre.

Mepenante B pasgen Cucrtema > PacwmpeHHble HacTPpouKku > XpaHeHue 1 3aganTte
3Ha4YeHus1 NnapameTpoB:

Wma ynaneHHoro y3na — nms cepsepa. [lonyckaertcs ykasbiBaTb UMdpbl, BykBbl, TUPE,
HUXHee nogvepkmBaHue. 3HadeHne He JOMKHO npeBbiwaTtb 32 cuMmBona. 3HavyeHue no
ymonyanuio — Host1.

MpumeyaHue

lMpu dobasneHuu HeckombKUx Syslog-cepeepos 3HadeHue 6 nose ViMs ydaneHHo20 y3ana 0nsl
Kax0o20 cepsepa OOMKHO Obimb YHUKaIbHbIM.

IP-appec yaaneHHoro yana — IP-agpec 6e3 macku. o ymonyaHuto 3Ha4eHMeE He YKa3aHo.
MoxkHO yka3biBaTb J1H0O0M NOKanbHbIA «Cepbii» U NyonuuHbin «benbiny IP-agpec.

MopT — NopT yaaneHHon cucTembl. 3Ha4YeHme no ymonyaHumio — 514,

MpoTokon — packpbiBaloLLMINCA CNUCOK ¢ Bbibopom npotokona TCP/UDP. Mo ymonyaxuto
— udp.

TpaHCﬂMpOBaTb XypHanbl oGHapy)Keva BTOp)KEHVIVI — nNpn yCtTaHOBJTIEHHOM d)na>|<|<e
XypHarbl nips 6y,EI,yT nepeHanpaBndaTbCA Ha y,El,aﬂeHHbIVl y3en.

TpaHcnupoBaTb XypHarnbl COeANHEHUIA M 3aNPOCOB — NpU YCTAHOBIEHHOM hriaxkke
XypHansl dblog 6yayT nepeHanpaBnATbLCA Ha yaaneHHbIn y3en.

TpaHcnuMpoBaTb XypHarnbl NOMAUTUK (PUNLTPAUUM — NPU YCTAHOBIIEHHOM dhriaxke
XXYpHanbl wizor 6yayT nepeHanpaBnsTbCA Ha yaaneHHbIn y3ern.

MocnepoBatenbHO HaXMUTE KHOMKM CoxpaHUTb U MPUMEHUTL NONUTUKY.

MepesanycTute cnuctemy.

CoxpaHeHue XypHarnbHbIX 3anucen B ¢ann n ocTaHOBKa UX nepedadun B dann messages
onpepensetcsa davnom /etc/syslog-ng/syslog-ng.conf.
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[na npekpalleHnsa nepenadn gaHHbIx B hann messages nponuwute B CLI npaBunio nepeHa-
npasneHnsi B oTAenbHbIN dans. Nocne Hero noctaBbTe

&~

ANsA npekpaweHnss o6paboTkn 3anvcen.

Mpvmep 3anncu umeeT crneayrowmn opmar:
localQ.* /var/log/skvt.log

&~
*.info;mail.none;authpriv.none;cron.none /var/log/messages

B pasgene Cucrema > OCHOBHblIe HacTpourku > XypHanupoBaHue > [MogknioyeHue K
Kontponnepy aomeHa (DC) ansa NTLM-ayTeHTUchukaLmm MoxxHO OTperynmpoBaTb YPOBEHb
XypHanuposaHua npu NTLM-ayteHTudmkaumm. YpoBeHb BefeHUs XXypHana npeacrasnseT
cobon uenoe 4yucno B gnanasoHe ot 0 Ao 9, roe:

XypHanunpoBaHue OTKMKO4YeHO — 3Ha4YeHune 0, COO6IJ.I,eHI/IF| B XXypHane OT06pa>KaTbC$| He
OyayT.

1 — onTumManbHLIN YPOBEHb XKYypHanMpoBaHUA And CUCTEMHbIX aAMUHUCTPATOPOB, B XypHane
0T06pa>|<a+0Tc9| TOMbKO 3anuncu 06 yCnewHOCTN cCoeanHEeHU.

Mpymep 3anncu umeeT cnegyrowmim gopmar:

105/25/98 22:02:11 server (192.168.236.86) connect to service public as user pcguest
(uid=503,gid=100) (pid 3377)

3 — ypOBEHb XypHanMpoBaH1A A58 aKTUBHOIoO OTCneXxmnBaHusa npobnem Ha cepBepe.

MpumeyaHue

YpoeHu ebiwe 3 npedHa3Ha4yeHbl O UCMonb308aHUs pa3pabomyukamu U ro3eosistom rosydame
boniee nodpobHyro uHpopmauur. B cesasu ¢ amum ebibop makux yposHel npueodum K 6eicmpomy
3arnosiHeHu ceobodHo20 mecma Ha ducke u 3amedneHuro pabomsi OC.

BbibpaHHOe 3HaueHne byaet otobpaxaTtbes B none help napametpa dc-log-level B danne
lopt/dozor/config/default/types.d/types.json.

[ns HacTpOrKK NPUHYAMTENBHOrO MCNoNb3oBaHMs npoTokona HTTPS:

B pasgene Cuctema > OCHOBHbIe HacTponku > PaboTta cuctemMbl ycTaHOBUTE hraXok
MpuHyauTenbHoe ucnonsb3osaHue HTTPS.

lMocnegoBaTenbHO HAXXMUTE KHOMKM COXpaHVITb n anIMeHVITb.

[lns HacTpoONKM NPUMeHeHUst NpaBun BrOKMPOBKN peknambl:
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B pasgene Cuctema > OCHOBHbIe HacTpourku > PaboTa cuctemMbl yCTaHOBUTE PraXokK
BrnokupoBaTtb peknamy.

lMocnegoBaTenbHO HAXXMUTE KHOMKMN COXpaHMTb n anMEHVITb.
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11. ConpoBoxaeHue Solar NGFW

11.1. YnpaBneHue cepBucamm

Ans ynpaBneHus cepsucamm ucnonbayetcs ytunuta dsctl. Ytobbl 3anyctuts yTunuTy, BeInon-
HUTE KOMaHAb!:

# lopt/dozor/bin/shell
# dsctl

(boot|down|start|stop|restart|reload|status|enable|disable|service-list|verify) [services]
Services are:

- abook-daemon
- antivirus

- clickhouse

- database

- dblog

- grafana

- igmpproxy

- keepalived

- license-server

- log-streamer

- monitor-agent

- monitor-httpd

- monitor-ng

- monitor-server

- ndpi-netfilter

- network-config-agent
- nips

- skvt-auth-server
- skvt-cache

- skvt-cassandra
- skvt-kerberos-server
- skvt-ntim-server
- skvt-play-server
- skvt-trafdaemon
- skvt-winbind

- skvt-wizor

- smap-tikaserver
- url-checker

B kayecTtBe aprymeHTa npu 3anycke yTunmTbl dsctl YKaxute o4HO U3 3HA4YEHUN:

Ta6bn. 11.1. Komangbl ana ytunutel dsctl

Ponb OnucaHue

boot 3anyck cMCTeMbI YNpaBneHns cepBucamu.

down OcTaHoBKa CUCTEMbI YNpaBIieHNs CEpBMCaMM.

start 3anyck cepsuca.

stop OcTaHoBKa cepBuca.

restart Mepe3anyck cepsuca, Npu BbIMOMHEHUW KOMaHAbl CEPBUC 3aBepluaeT paboTy 1 3anyckaeTcs 3aHOBO,
ncnonb3ays HOBYH KOHMUIypaLuio.
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Ponb OnucaHue

reload MoBTOPHOE CYNTBIBAHME HACTPOEK CEPBUCOM, NMPU BbINOIHEHUM KOMaHAbl CEPBUC NEPEYNTLIBAET KOH-
durypaumio n npogorkaeT paboTy ¢ HOBOWM KOHApUrypauunen.

enable MopkntoyeHne cepBuca K cUCTEME ynpaBreHns cepBucamu.

MpumeyaHue

lpu 8blbope 3Ha4eHUss HE0b6X0O0UMO yKasblgeamb Ceps8uUCHI.

disable |OTkno4eHMe cepBrCa OT CUCTEMbI YNPaBNEeHNs cepBrcamu.

MpumeyaHue

lpu 8bIbope 3Ha4eHUss He0b6X00UMO yKasbleamb Ceps8uCHl.

service-|BbiBog cnvcka cepBMCOB, MOOKMIOYEHHbIX K CUCTEME YNpaBIEHUs CepBUCAMMU.
list
status BbiBoA MHbOpMaLmMK o cTaTycax CepBUCOB.

[ns BeiBOga MHopmauum o ctatyce CepBUCOB Takke UCNonb3yeTcs ckpunT status, KOToPbIN

3anyckaeTcsd KOMaHOon:
# status

MpumeyaHue

Ecnu He 3anyueH Hu 00UH U3 cepeucos, Mpu 3arycke ckpunma status e1800UMcsi Mycmod CrucoK.

Cnuncok cepBuCOB NMpuBedeH B pasgerne 2.2.

MpumeyaHue

lpu asaputiHom 3asepuwieHUU pabomsl kKako2o-1ubo cepsuca Solar NGFW asmomamudecku 6ydem
npednpuHuUMams MoMnbIMKU rnepesarnycmums ocmaHosuswuticsi cepsuc. o0 agapuliHol npuyuHoU
criedyem rnoHUMampe 0CMaHoBKY KOMIMOHeHmMos ecriedcmeue owubok e N0 unu Hanu4us npobnem

C OKpy>xeHuem.

11.2. U\cnonb3oBaHMe CKpUNToB

11.2.1. Ucnonb3oBaHMe CKPMNTOB ANA Nony4YeHUAa nHcpopmaumum o pabore
CUCTEMbI

[nsi CONpoBOXAEHNSI CUCTEMbI MCMOSb3YIOTCA CneunanbHble CKPpUNTbl U YyTUMWTLI, Ppacnoso-
XeHHble B kaTanore /opt/dozor/bin.

lMepeyeHb 1 HazHavyeHne cKpUnToB nNpuBeaeHbl B Taon.11.2.
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Tabn. 11.2. CKkpunTbl ANA CONPOBOXAEHUA paboTbl cUCTEMBI

HasBaHue OnucaHue

OcHoBHbIE

accept-settings YTunuta Ansa ynpasneHns cucTeMHbiMu HacTporkamu Solar NGFW
config YTunuta gns ynpasneHus KnactepomM

dsctl YTunuta gns ynpasneHus cepsmcaMmu

status CkpvnT Ans npocmoTpa MHdopMauum o cratyce CepBUCOB
PaclmpeHHble

bug-report Y1unuta gnsa popmmpoBaHmns otyeTa o6 owwmnbkax

cassandra-optimize | CKpUnT ANs CMHXPOHM3ALMM AaHHbIX MEXOY y3namu

check_skvt YTunuta gns npoBepku LenoctHocTu cannos Solar NGFW
get-config YTunuta Ansa BeiBoga KOHMUrypaumm ysna

get-role YTunuta gns npocMoTpa ponen, Ha3Ha4YeHHbIX y3ny
license-tool YTunuta gng npocmoTtpa MHgopMaumm O NULEH3NN

seelog CkpunT Ans NpocmoTpa XypHarnbHbIx davinos Solar NGFW
set-config YTnnuTa Ansa 3anvucu KoHdurypaumm yana

set-role YTunuta gna HasHayeHus ponen yany

BHumaHue!

Ecnu He yka3aHO UHO20, QaHHbIe CKpUMmMbl U ymuniumbl HeobXxoduMo 3aryckame U3 KOMaHOHOU
obornoyku Solar NGFW, umesi npasa cynepnonb3ogamerisi root. [lepexod 8 KkomaHOHYH 000SI04YKY
ocywecmesissiemcs ¢ MoOMOWbI0 KOMaHObI:

# /opt/dozor/bin/shell

Ana MuHMMu3aumm obpalleHn agMUHUCTpaTopa CUCTEMbI B KOHCOMb CO30aH MEXaHU3M 3a-
nycka ckpuntoB Ans yanos Solar NGFW. 3anycTuTb BbINOSTHEHME CKPUMTA MOXHO B pasgerne
CucTtema > Yanbl 1 ponu npu Hanvyuum npas Ha paboTy ¢ pasgenom Cucrema.

CkpvnTbl HeOOX0OMMBI, HAaNpPUMep, NHXeHepam nogaepxkm Solar NGFW gnga nonyveHus uH-
dopmaumm o paboTe cuctemMbl B criydae cboes B ee paboTte. OgHUM 13 TaKUX CKPUMNTOB SABIS-
etcsa bug-report, kKoTopbIN cOBMpaeT gMarHocTnyeckme gaHHble ¢ y3na ob owmnbkax.

Mpn HaXaTum Ha 3HaA4OoK ﬂ B MPaBOM Yriy CEKLMU C y3rIOM pacKpbIBaEeTCs CMMCOK AOCTYMHbIX
AN BbINOMHEHNA Ha 3TOM Y3re CKpUNnToB. [1ns 3anycka CKpunTa HaXXMUTe Ha ero HasBaHue.
B BepxHen 4yactn akpaHa otobpasunTcs yBegomrneHme o6 ycnewHom 3anycke. 1o oKoHYaHum
oTOGpa3nTCa yBegoMIeHne ¢ npearioxkeHneM ckadatb TEKCTOBbIN dhann ¢ cobpaHHbIMU XKyp-
HamnbHbIMKU 3annCAMM.

MpumeyaHue

BoamoxeH 3aryck mosibko 00H020 cKpurnma Ha 00HoU Hode u3-r1od 0dHo20 nonb3o8amens. Ecnu
CKpUnm ye 8bIMOHAeMCs, €20 rnepe3arnyck He8O3MOXEH.
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Ha gaHHbIi MOMEHT 13 nHTepdenca MOXHO 3anyCTUTb CReayoLmne CKpUNTbI:

bug-report — nossonseT cobmpaTtb 1 BbIBOAUTE UHAOPMALMIO O CUCTEME, HACTPOMKax U
nokasatensax 0. NepeyeHb BUO0B MHGHOPMAaLLMKU, KOTOPYH MOXHO NPOCMOTPETL C MOMOLLbIO
ytunuThl bug-report, npueeaeH B pasgene MNpunoxexnue C, Omyem 06 owubkax: ymu-
Juma bug-report.

check-system — nossonger npoBepuTb LEeNocTHOCTb annos Solar NGFW Ha Tekywiun
MomeHT BpemeHun (B CLI ckpunt HasbiBaeTcs check_skvt).

CkpunT check-system ncnonb3yet cTaHAapTHbIN MEXaHU3M NPOBEPKM LIENTOCTHOCTU YCTaHOB-
NEeHHbIX hannoB OTHOCUTENBHO codepalumxcs B ucxogHbix DEB-naketax. Kpome Toro, ckpunt
COLEPXUT MEXaHU3M, NO3BOMAOLMIA OTCIEXNBATb COCTOAHME MPOU3BOSbHBLIX (PannoB Unu
KaTanoros, a Takke obpabaTbiBaTb UCKITHOYEHUSA CPean YCTaHOBMNEHHbIX (hannoB..

Solar NGFW &=
NpumennTs

Vanoiuponu  MowMTOpuHr  JKypHanel  Ce oenuHeHNA

Cnucok cepsepoB

® B D %

B

z,

ux - Intel Core Processor (Broadwell, no TSX, IBRS) - solar-ngfw-1.5.0-337
V3e) CTyneH bug-report
khrr1.dozorfile local check-system

eth0: 10.201.70.124/20

Cepeep ynpasnenus | MexceTesoi akpat

® Pk

i
(i

Puc. 11.1. 3anyck ckpuntoB u3 Be6-uHTepdenca

Ecnn nonb3oBartenb 3abbln Naposb, MOXHO U3MEHUTb €ro C MOMOLLbIO ckpunTa user-tool,
KOTOpbIN pacnonoxeH B aupektopun lopt/dozor/skvt-play-server/bin.

OTOT CKpUNT TaKkkKe NO3BONSET:
3abnokmpoBaTtb/pa3brnokMpoBaTh YHYETHYHO 3an1ch NONb30BaTENS;

CMEHUTb BUA aBTopu3auuu nonb3osatens. Heobxogumo Ans BbiBoAa nonb3oBaTtens u3
AOMEHa: U3MEeHEHUS IOMEHHON aBTopM3aLMM Ha NOoKanbHYH.

[nsa 3anycka user-tool B CLI:
BbinonHuTe komaHay Ans 3anycka yTUNuTbl U BbI30BA MHCTPYKLNUN:
user-tool --help

B 3aBMCMMOCTM OT NOCTaBEHHOW Lieny BbiGepuTe 1 BbINOSIHUTE OOHY U3 NepevnCreHHbIX
KoMaH.

MHCTpyKumnsa no gencremsm user-tool umeet crneayrowimin Bua;

user-tool 1.0
Usage: user-tool [change-password|block-user|unblock-user|set-user-local] [options]

--help
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Command: change-password [options]
change user password

-l, --login <value> login of user

-p, --password <value> password of user
Command: block-user [options]

block user

-l, --login <value> login of user
Command: unblock-user [options]
unblock user

-l, --login <value> login of user
Command: set-user-local [options]
change user auth method to local

-l, --login <value> login of user

Mpumep KomaHabl A4Nst UIAMEHEHUsI NApOnsi OT YYETHOM 3anncu Nonb3oBaTens:
ds-mode@rick /opt/dozor # user-tool change-password -l admin -p etyutqweo1w3

MpumeyaHue

lMocne usmeHeHusi naposs 8 CLI sotidume 8 GUI cucmembi 0115 no8mMopHOLU CMeHbI Naporisi, Kak npu
rnepeom exode 8 cucmemy, U asmopu3ylimecs.

lMocne sbinonHeHus1 Opyaux deticmeudi 8 GUI o ymondaHuro rnpou3otidym UsMeHeHUs:

rocrie aKmusauuu/6n0KuposKu y‘-lGITIHOlj 3ariucu riosib3oeamersida 8 Kapimo4ke riojsib3oeamersisd rie-
PeKsrdYamersib USMeHUMm ce8oe r10J/i1oXXeHue,;

rnocne uaMeHeHusi euda asmopu3lauuu rosIb308amersisi 8 €20 Kapmoyke UcCYe3Hem Ghbriaxok
Monb3oeamersib GoMeHa.

PesepsHoe konupoBaHue B Solar NGFW npumeHsaeTcs ansa pelleHns 3agad:
BOCCTaHOBreHue nocre cbos;
nonHoe ob6HOBEHNE onepaunoHHON CUCTEMBI.

Mpoueaypa BOCCTAHOBIEHNUSA Mocrne cbos 3aBUCUT OT xapakTepa cbosi, U B psae cryyaeB
CBOAMTCS K MOSTHOMY BOCCTAHOBIIEHWIO paHee 3ape3epBUPOBaHHbIX AaHHbIX. Hke onncaHa
npoueaypa NofHOro pe3epBMPOBaHMS 1 BOCCTAHOBIIEHNS AaHHbIX. ATy npoleaypy, ¢ Heborb-
WMMN U3MEHEHMSIMU, MOXHO MCMOofb30BaTh AN OGHOBMNEHUS ONEepPauMOHHbIX CUCTEM Ha
cepBepax Kommnnekca (B criyyae UCnonb3oBaHus pacnpeneneHHo KoHurypaumm).

CospaliiTte konuto ycTaHoBOYHbIX DEB-NakeToB 1 coxpaHuTe ee Ha HaAeXXHOM HoCUTENe AaHHbIX.
370 HeobGxoauMo npoaenaTtb OAWH pas, cpasy Nocre YCTaHOBKM U OGHOBINEHUS, HACTPOMKM
1 BBOZA KOMMJIEKca B 3KCMnyaTaumio.
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Pe3epBHoe KonnpoBaHune KOHCbI/IpraLl,I/IVI cuctemsbl HeobxoaMmo aenartb B crny4dyae BHeCeHUA
CyLleCTBEHHbIX N3MEHEHUN B KOH(bVIpraLI,I/II'O Komnnekca, nmbo no pacnmncaHutio.

[na pesepBHOro KONUMPOBAHUS KOHUrypauumn npeaHasHadeHbl YyTUNnTbl KOMaHaHOW CTPOKM
(ckpunThl) export-config n import-config, KoTopble NO3BONAT «OAHUM OBUKEHUEM» IKCNOP-
TMPOBaTb U UMMNOPTMPOBATL KOHUIypauuio.

MpumeyaHue

Cnedyem omMmemums, 4mo ymunumsi pabomarom mosibKo Ha master-y3Jie u moribKo 0m rosib30-
eamerisi dozor unu root.

[nsa skcnopTa Bcen KoHurypaumm B dpann Ha master-yane B CLI BbiInonHnTe komaHay:
# export-config <output-file.json>
[na umnopta KoHdurypauum ns gpanna 8 CLI Ha master-yane:

BbinonHuTe KomaHapl:

# lopt/dozor/bin/shell

# import-config <input-file.json>

MpuMeHNTE HAaCTPOMKN C MOMOLLLIO KOMaHAbI:

# accept-settings

[ns onTuMmnsaumm pesepBHOro KonMpoBaHWs NONUTUKK unbsTpaumm npegHasHadveHbl KoMaHabl
yTunutbl policy-tool, KoTopble NO3BOMNSAIT IKCMOPTUPOBATb M MMMNOPTUPOBATL MOMUTUKY
dunstpaumun. MNMpn aToM ann ¢ pesepBHON KOMMen NOSIMTUKN UMEET MEHbLUMA 00beM Ha
aucke, yem gamn BJ.

[na akcnopta nonuTtukyi Ha master-yane B CLI BbinonHuTe komaHab!:
3anguTte B shell: /Jopt/dozor/bin/shell
OKCNopTMPYWTE NONMUTUKY:
policy-tool export
nnm
policy-tool export -f /var/tmpl/test_policy_export.json.
[na nmnopTa NOnNUTUKK:
Ha master-y3ne B CLI BbInonHUTE KOMaHAObI:

lopt/dozor/bin/shell
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policy-tool import -f policy_for_import_policytool.json

B GUI nepengute B pasgen Monutuka n Haxmmte KHOnky NMpMMeHUTb NONUTUKY.
[ns cbpoca Bcex npaBun NONUTUKM K AedONTHBIM HAaCTPOMKaMm:

Ha master-yane B CLI| BbinonHuTe koMaHab!:

lopt/dozor/bin/shell

policy-tool reset

B GUI nepengute B pasgen NMonutuka n Haxkammte KHOMKy NMpUMeHUTb NONUTUKY.

|-|OCKOJ'Ibe NOJINTUKaA MOXET AOBOJIbHO YaCTO U3IMEHATbCA, TO €€ pe3epBHOE KonmpoBaHue
nyduwe genatb no pacnmcaHunio: pa3 B iIEHb U pa3 B HeAerlo.

MNepen konnpoBaHnem Takke HeoBXoaNUMO BPEMEHHO OTKITHOYUTL BEG-UHTepdenc agMUHUCTpa-
Topa.

Mpy BOCCTaHOBNEHUN 3ape3epBUPOBaHHbIX AaHHbIX HEOOXOAMMO YyYecTb crieaytoLlee:

Ha master-yane cnegyet yctaHOBUTbL NporpaMmHoe obecneyeHne 3aHOBO M BOCCTaHOBUTb
KoHurypaumto. Npoueanypa BOCCTaHOBNEHWS MPOrpaMMHOro obecnevyeHns 3aknioyaeTcs
B YCTAHOBKe Mnun nepeyctaHoske Habopa DEB-nakeTtoB.

Mpouecc BOCCTaHOBNEHNSA KOHDUIYPaLLMM OCYLLIECTBASIETCA Ha KaXXA0M U3 Y3r0B, rae ecTb
HeobxoauMoCTb B aTOM. B cnyyae oBHOBREHMA onepaumMoOHHOM CUCTEMbI HEOBXOOUMO
BOCCT@HOBWUTb BCE Y3nbl.

Mocne ycTaHOBKM HOBOW OMEpauuoHHOM CUCTEMbI U YCTaHOBKM Habopa nakeTtoB Solar
NGFW kaxabiv y3en 6yaet pabotaTb B pexvme master-ysna.

Mpouecc BOCCTaHOBMEHUS MOMUTMKN HAYMHAETCS C BOCCTAHOBMNEHMS AaHHbIX Ha master-
y3ne.

lMnaHoBoe pe3epBHOE KOMMPOBAHME NPOM3BOANTCS BCTPOEHHbIMU B Solar NGFW mnnu BHeLw-
HAMW NpOrpamMMHbIMU CcpeacTBaMu, paboTaloWwumMm Ha OCHOBE OMUCaHHbLIX Bbille npoueayp
pe3epBHOro konnpoBaHusa Solar NGFW .

[lns npocMoTpa XypHanbHbIX dhaiinos cepBMCOB UcnonbayeTtcs ckpunT seelog. [ns ero 3anycka
Heob6X0aMMO BbIMOMHUTL KOMaHAY:

seelog <service-name>
roe <service-name> — 1Msi CEPBUCA, KYPHanbHbIN dann KoToporo TpebyeTcs MPOCMOTPETb.

CKpvnT MO3BONSET NMpocMaTpmBaThb XypHamnbHble dannbl B peanbHOM BpemMeHu. dannbl
dopmMMpyOTCS C NCMONb30BaHNEM 3HA4YeHWI, BbIBOAUMbIX B CTaHAAPTHbIN NOTOK BbIBOA4A CO-
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o0LWeHn 1 B CTaHOapTHbLIA MOTOK BbiBOAA OWKMBOK. [locne BbIMONHEHWUS KOMaHAbl 3anycka
cKpunTa, HanpuMmep, NS NPOCMOTpPa XypHarbHOro gavina cepsuca skvt-wizor:

# seelog skvt-wizor

Ha 3KpaH BbIBOAUTCA VIH(*)OpMaLI,VIFI Buaa:

2009-10-19 14:05:09.280829500 5268523 [Reactor-18] DEBUG nio_proxy - proc@15999328: writing
290 bytes

2009-10-19 14:05:09.280832500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: writing
done

2009-10-19 14:05:09.280835500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328:
clientWriteDone, state=WRITE_GENERATED_PAGE readingPreview=false download=false
serverDone=true

2009-10-19 14:05:09.280851500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Changing
state to NEW_REQUEST

2009-10-19 14:05:09.280855500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328:
fireRequestFinished

2009-10-19 14:05:09.280885500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Running
NEW_REQUEST filters; threaded=false

2009-10-19 14:05:09.280889500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Running
FilterHelper:su.msk.jet.nioproxy.auth.AuthFilter@5db5ae

2009-10-19 14:05:09.280893500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Running
FilterHelper:su.msk.jet.nioproxy.rule.engine.RuleEngineFilter@1efe475

2009-10-19 14:05:09.280926500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Changing
state to READING_REQUEST_LINE

2009-10-19 14:05:09.280930500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: expectinput

B tabnuue Hwxe npvBedeH nepeyeHb CyLLECTBYIOWMX YPOBHEN AeTanu3aumn nHgopmaumm
B XXYpHarbHbIX hannax.

Tabn. 11.3. YpoBHM aeTanusauun nHdopmMaLmm XXypHanbHbIX dannos

DEBUG OtnapgoyHas nHdopmaums (ons paspaboTynkoB)

INFO [ononHutensHas nHdopmaums, OTHOCALAACA K npoleaype o6paboTkv AaHHbIX

TRACE MoppobHas oTnagoyHas nHdopmaums (ons paspaboTynkoB)

WARN YBeAoMneHusi 0 TOM, YTO HEKOTOpble KOMMOHEHTbI He paboTatoT (6e3 HapylueHus obpaboTku
OaHHbIX)

ERROR Coo6LeHns 06 owmnbkax, CnocobHbIX HapyLWNTL 06paboTKy AaHHbIX

FATAL Kputuyeckas owmnbka

YpoBeHb AeTanu3aumm MHopMaLmm B XXypHanbHbIX dhannax MOXHO ykasaTb B BeG-nHTepden-
ce:

e Ha Bkrnagke Cucrema > OCHOBHbIe HacTpourku > JKypHanupoBaHue;
e Ha Bknagke Cucrtema > PaclumpeHHble HaCTPOMKM.
[anee npuBeaeH nepeveHb ypoBHEN AeTanm3aunmn nHdopmMaumnmn, KOTopble MOXHO 3a4aTb.

Ta6n. 11.4. YpoBHM geTanu3sauum nHdopmaumm

OnucaHue

YpoBeHb oTnagku (log-level) 3afaeT ypoBeHb XypHanupoBaHus Ans Tex nogcuctem punstpa, Ans KoTo-
pbIX OTCYTCTBYHOT AOMOSHUTENbHbIE HACTPOWKM YPOBHS KYpPHAaNMpoBaHus.
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Ponb ‘ OnucaHue

YpoBeHb OTnagkv ayTeHTudumKkaumu |3agaer ypoBeHb XypHanMpoBaHUS NOACUCTEMbI ayTEHTUUNKaLNN.
(log-auth)

YpoBeHb otnagku nonutukn (log-|3agaer ypoBeHb oTnaaku BeinonHeHns nonutuku. Croga e Bxogut pabota
policy) C BHELHMMUX cepBuUcCamMu, HeobxoaumbiMM Ans paboTbl NONUTUMKKM — url-
checker, aHTnBMpyc n ap.

YpoBeHb OTNafku CETEBOro BBOAA- 3apgaer YpPOBEHb XypHanupoBaHuA noaACUCTEMbl NPOKCUpOBaHUA HTTP-
BblBOAA (Iog-network) NpPOTOKONa, ynpasrieHUA COKeTaMu, pa6OTbl MynbTUNNeKcnpoBaHHOIo BBoAa-
BblBOAA.

YpoBeHb 0TNafKu apxvMBaLmu AaHHbIX | 3a4aeT ypoBeHb XXypHanMpoBaHus noacuctemsl apxmeaumm POST-3anpocos
(log-archive) 1 nx nepegayqm B Solar Dozor.

MepeyncrieHHble NapameTpbl MOXHO HalWTM C NOMOLLLIO MOUcKa No KoHdurypauuu. Bece Ha-
CTPOVKM XypHanupoBaHus umetloT ctaHgapTHbele ypoBHu (ERROR, WARN, INFO, DEBUG,
TRACE) — 3a nckniodeHnem YpoBeHb OTNagKu apxuBauun AaHHbIX 1 YPOBEeHb OTNaaku
ayTeHTudpumkaumm — otcytcreyetr TRACE. Kpome Toro, onst opyrmx cepBucoB B BEG-MHTEp-
denice 3agaeTcs ypoBeHb xypHanuposaHus VERBOSE (nogpo6bHas nHdgopmaumnsa) n DEBAG
(oTnagoyHas nHdopmaums).

MpumeyaHue

Hauboree ob6beMHbIM si8risiemcsi XypHaruposaHue rpoueccos cemesozo 8800a-8bigoda (log-network),
nosmomy yposHu DEBUG u TRACE eknwo4yamb 8 WwmamHOM pexume hyHKUUOHUposaHusi Solar
NGFW He pekomeHOyemcsi.

B pacnpeneneHHOM pexvme npocMOTp XKypHarbHbIX (aifoB OCYLLECTBASIETCA C MOMOLLbIO
ckpunTa seelog Ans KaXaoro yana no otAenbHOCTY.

[encteua agMMHNCTPATOPOB MO HACTPOMKEe MONUTUMK dounbTpaumm n koHdurypaumm Solar
NGFW, Takue kak co3gaHue, pegaktupoBaHue, yaaneHue u npocMoTp npasun/pecypcos/na-
pamMeTpoB, (PUKCUPYHOTCA B XXypHanbHOM danne cepauca skvt-play-server. lNpumep 3anucu
N3 XypHana:

2018-04-13 14:29:40.379898500 INFO application - Read item of type 'ruleset’ with name 'a’
(41275174-c3e2-492a-ac1c-bbe29ac128b1) by user '‘admin’

2018-04-13 14:30:04.803325500 INFO application - Connected to Address book daemon realtime
stream

2018-04-13 14:30:09.092094500 INFO application - Update item of type 'ruleset’ with name 'a’
(41275174-c3e2-492a-ac1c-bbe29ac128b1) by user '‘admin’

Add rule Rule(4f7df7b2-77cc-4¢c52-b49f-a98db6d54487 ,NpaBnno
1,true,List(And((MatchUser(Some(3d4ffa9a-de30-4ee6-a60b-bece8c1d5acf),")),")),
List(Notify(840fc4c3-3a7c-4441-b49f-df4c4a55be3a,4a17763c-59a4-4fd2-99f3-1992d331187¢,")),Some())

[lna HacTporku XypHanbHbIX dannos yepes GUI:

B meHio Cuctema > OcHOBHbIe HacTponku > XXypHanupoBaHue 47151 CeKLUN HaCcTPOeK
poTaLmMm XypPHanoB KOHKPETHOIO CEPBUCA YCTAHOBUTE HEOOXOAUMBIE 3HAYEHUS.

Haxmute CoxpaHutb 1 MpuMeHnTb.
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Hactpoiirm ¥zniol v ponn MoHnTopuHr HypHanbl CeTeBble CORQNHEHMA

OCHOBHBIE HACTPOIKM | Pacwipe HACTPORK Kondgmrypauus / ¥3en

PaGoTa cUcTeMbl OTKa HYHBOCTD Docse MOHHTOPVHF AYTEHTUDMKALWA MPOV3BOANTENEHOCTE JHypHanupoBakme
CoxpakmTs | | OTMeHuTh Nokasbieats onucanve @
POTaLNA (afnoE Ky FTeHTADUKALIMM

Konn4ecTso (hainos xypHana  rotate-count

Pasmep daiina xypHana (MG)

TekyLume HaCTPOMNKM XKXypPHaNMPOBaHUS MOEHTUYHbI TEM, KOTOPbIE UCMOMNb3YIOTCS B pacLUMpeH-
HbIX HACTpoOVKax cucTemsl. [1na yno6cTea UCNonb3oBaHnsa pasaena B kKaxaoM 6rioke HacTpoek
NpPeaycMOTPEH NEPEXOA MO CChINKe K pacLUMPEHHbIM HacTPOKam COOTBETCTBYHOLLIETO CepBMICa.
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[na HacTponkn ayTeHTMduKaLmm ¢ JOMEHHOM YYETHOM 3anncbio (pevb naet o nobom suge
basic-ayTeHTUpmkauun):

B pasgene AyteHTtudukauus > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute hnakok BKnoYnTb UCTOYHUK ayTeHTUdUKaUMu 1 4ng napa-
mMeTpa UcTouHUK BbiDepuTe 3HaveHme ldap.

3anonHuTe NoABMBLLMECS MOMNS aHaNoOrMyHO TOMy, Kak nokasaHo Ha Puc.12.1:

TN MCTO4HMKA  SOUMCE ad
WpeHmnpukarop 6asel  base-dn dc=ad, dc=local
WneHmvpukarop cyfeexra  bind-dn crn=administrator, cn=Users, dc=ad, dc=local
OunesTpnons3osarened  Login-filter {ohjectClass=user)
Ounsrprpynn group-filter {ohjectClass=group)
Apnpeccepeepa  host 10:100213123

ATpubyT AnA BxiB0PKN MAEHTHIDMKATOPOE NONL30BaTeEned  Login-attr sAMAccountName

ATpubyT AnA BLBOPKN MMEH NONB3oBaTeneid  realname-attr

ATpuByT AnA BRIGONKA IDYNN NONL30BATENeR  group-atir

Mopr port

TNeproa 0GHOBNEHNA NaHHBI (C)  update-period

MeTon ayreHmamramm  auth-method

Puc. 12.1. Hactpownku cepBepa Active Directory

Mapametp WpeHTudmkatop cybbeKkTa TaKke MOXHO 3agaTtb B dopmare
administrator@ad.local.

Cosfgante QOMEHHYIO YYETHYIO 3anucb NOMb30BaTENS COrNacHO MHCTPYKUMK pasgena Co-
30aHue y4émHol 3arnucu ronb3oeamersis AOKymeHTa Pykoeodcmeo adMmuHucmpamopa
besonacHocmu. imsa cosgaBaemMon y4eTHOM 3anmMcu 4OMKHO COBMagaTb C UMEHEM YYETHOM
3anucu B Active Directory.

BHumaHume!

QyHKYUSI CMeHbI naporsisi 05151 00OMEHHbIX y4emHbIx 3anucel HedocmyrHa e eeb-uHmepgbelice.
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Ecnu B opraHmsaumm nmeetca cobCcTBeHHbIN YL, MOXHO MCMONb30BaTh ero ceptudmnkat ans
ycTaHoBneHuns coeguHeHunsa ¢ GUI Solar NGFW. [Ins Beinycka cepTudmkata opraHusauum Ha
master-yane Solar NGFW:

MpumeyaHue

B criyqyae owubku 8 KOHgu2ypauuu ecmb 8eposimHOCMb MOMEPSMb yrpasrneHue web-uHmepgelcom
Solar NGFW. Bo usbexaHue amoeao KpaliHe pekoMeHdyemcs neped firobbiMu UsMeHeHUsIMU coenamae
PEe3epBHYH KOMuUKo Hacmpoek 07151 B03MOXHOCMU omKama usmeHeHul. [Jrisi 3moeo 8bIrnosiHuUme Ko-
MaHObI:

# export-config /var/tmp/bkp_config.json

# import-config /var/tmp/bkp_config.json

# accept-settings

B CLI nepengute BO BpeMeHHbIN kaTanor (Hanpumep, /var/tmp/), BbINONMHWB kKOMaHAY:
# cd /var/tmp

CospanTe kntod ECDSA, BbINOAHMB kKOMaHAY:

# openssl genrsa -out wp.key -aes256 2048

Bo BpeMsA BbINOJIHEHNA KOMaHAbl CUCTEMA n0Tpe6yeT Ha3Ha4YnUTb Naposib AnA Krko4da.
Beegute naporsib " 3arnoMHUTE €ro. Mocne BBOAA noarsepanTe naporsib.

CosgainTe B TekylleM kaTtanore gann ¢ nmeHem openssl.cnf n gfobaBbTe B HEro AaHHbIE:
[req]

req_extensions = v3_req
distinguished_name = req_distinguished_name

promt=yes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =RU

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Organization
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName_default = Dept

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = proxy.org.com

144



emailAddress = Email Address
emailAddress_default = support@org.com

[v3_req]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment

subjectAltName = @alt_names

[ alt_names ]

DNS.0 = proxy.org.com

IP.0 =192.168.10.15

BbloeneHHble 3Ha4YeHUs napameTpoB 3aMeHNTE Ha akTyanbHble 3Ha4YeHUs1 OpraHn3auuu:
countryName_default — nByxGykBeHHbIV KO CTpaHbI;
stateOrProvinceName_default — pervoH;
localityName_default — ropog;
organizationName_default — HasBaHne opraHusauuu;
organizationalUnitName_default — HazBaHne nogpasgenenunsd, genaptameHTa u T. 4.;
commonName_default — FQDN master-yana;
emailAddress_default — kOHTaKkTHbIV agpec 3NeKTPOHHOM NOYThlI OpraHu3auuu;
DNS.0 — FQDN master-yana;
IP.0 — IP-agpec master-yana.

CreHepupyinTe 3anpoc Ha nognucb cepTudurkara, BbIMONHNB KOMaHAY:

# openssl req -new -key wp.key -out name.csr -config openssl.cnf

B npouecce BbiNOMHEHUS KOMaHAbl cucTeMa noTpebyeTr BBECTU Maposnb, 3afaHHbI Ha
ware 2.

Ha cepBepe opraHusauuu, nmetowem porb CA (Certification Authority), nposepbkTte ncnonbs-
3yeMblil anroputM WndpoBaHus. [na atoro otkponTte nporpammy KomaHgHasa cTpoka ot
UMEHW aiMUHUCTPAaTOpPa U BbIMOTHUTE B HEW CreayoLLy0 KOMaHay:

certutil - getreg ca \ csp \ CNGHashAlgorithm

Ecnun 3HadeHne napametpa REG_SZ pasHo SHA1, BbINOnMHMTE KOMaHAbI:
certutil -setreg ca\csp\CNGHashAlgorithm SHA256

net stop CertSvc && net start CertSvc

MepeBbiNULIMTE KOPHEBOW cepTudmKaTt u nepesanyctute cnyxoby Certificate Services, BblI-
NOMHMB criegytoLne KoMaHabl:

certutil -renewCert ReuseKeys
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net stop CertSvc && net start CertSvc

7. 3angute Ha noptan YL, Windows.

@ Microsoft Active Directory ..

Microsoft Active Directory Certificate Services — test-U

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:

Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 13.1. 3kpaH npuetcTBua YL} Windows

8. Haxmute Request a certificate.

@ Microsoft Active Directory ... *

Microsoft Active Directory Cerfificate Services — test-U018-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Puc. 13.2. 3kpaH 3anpoca ceptudmkara

9. HaxxmuTte advanced certificate request.

O SOLAR
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"e Microsoft Active Directory ... *

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click

one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10
file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Puc. 13.3. 3kpaH ocoboro 3anpoca ceptudmkara

10. Haxxmute Submit a certificate request by using....

Cnyx6bl ceptucpmranmmn Active Directory (Microsoft) — sns81-SNS81-AD-CA

Bbiaava sanpoca Ha cepTUdUKaT MnNu Ha o6HoBneHue ceptudukara

YT100bI BHIAATEL COXpaHeHHbIN 3anpoc K LIC, BcTaBbTe base-64-umMdpoBaHHbIN
none "CoxpaHeHHbIW 3anpoc”.

CoxpaHeHHbIW 3anpoc:

————— BEGIN CERTIFICATE REQUEST-----
Base-64-wndposaHHbiil [MIIDIDCCAgICACAWCTELMAKGALUEBhMCULUXCZATIMN
3anpoc cepTucmkata | DANNUOSxFzAVBgNVEACMDINVbGEYIFN1Y3VyaXRS!

(CMC nnm MBwGALlUEAWWVZG96b3JtYXNOZXIuc252z0DEubGFil
PKCS #10 unu ANOCAQSAMIIBCgKCRAQEA4WKINJICZA0VFDQY34FPkilny
PKCS #T): u+UFBN+nIe30Na3Wlnfau43Srl+J/SGomYS1GESV:

< >

Labnow cepTudukara:
Beb-cepeep v

[lononHuTenbHbie aTpubyThI:

ATprbyThI:

Buipgate >

Puc. 13.4. 3kpaH aTpmbyTOoB cepTucpmkara

11. BoibepuTe wabnoH ceptudpurkata Beb-cepBep n BcTaBbTe B none Base-64 cogepxunmoe
hanna, cosgaHHoro Ha ware 4. Haxxmnte Bblaatb.
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(=T |

KD EEENRORRE] © oo o ey - x| |
Microsoft Active Directory Certificate Services — test-U018-CA Home

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

Download cerificate
==l Download certificate chain

Puc. 13.5. 3kpaH Bbigaauu ceptudumkarta
12. Haxxmute Download certificate. CoxpaHnte dann ceptudmkata ¢ UMEHEM wp.cer BO

BPEMEHHbIV KaTanor, BblbpaHHbI Ha ware 1.

13.NepenanTte Ha rmasHyto cTpaHuuy noptana YL un Haxmute Download a CA certificate,
certificate chain or CRL. CoxpaHute ceptudumkar YL| ¢ umeHem ca.cer B TOT e KaTanor.

== |

2 Microsoft Active Directory .. * ‘ | ﬁb ﬁ @

O [rvieap-oce

Microsoft Active Directory Certificate Services — test-U013-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 13.6. 3kpaH npuBeTtcTBUA YLl Windows
14. BepHutech B CLI Solar NGFW, nepengute B BbIGpaHHbIN BPEMEHHbIV KaTanor 1 CKOHBEp-
TUPYWTE 3arpyxeHHble ceptudukaTtel B dopmaTt PEM, BbINONHMB KOMaHAbI:
# openssl x509 -inform der -in wp.cer -out wp.pem
# openssl x509 -inform der -in ca.cer -out ca.pem
15. O6beanHnTe cepTudmrKaTbl 1 KNoY B cepTudukat pkcs12, BbINOMHUB KOMaHAY:

# openssl pkcs12 -export -out wp.p12 -inkey wp.key -in wp.pem -certfile ca.pem
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Bo BpeMsi BbINOMHEHMS1 KOMaHAbl cucTema noTpebyeT BBECTM Naporb.
NmnopTtupyiTte Java-xpaHunuiie ceptudukaToB, BbINOMHMB KOMaH4y BMAa:

# keytool -importkeystore -deststorepass <password> -destkeypass <password> -
destkeystore WEB.jks -srckeystore wp.p12 -srcstorepass <password>

rae <password> — BbIGpaHHbIV Naporb.

Ckonupynte Java-xpaHunuiie B katanor Solar NGFW, BbINonHMB kOMaHay:

# cp WEB.jks /opt/dozor/skvt/var/lib/

CwmeHuTe BnagenbLia XpaHunuiia, BbiMofiHMB KOMaHay Buaa:

# chown dozor:dozor /opt/dozor/skvt/var/lib/WEB.jks

MpoBepbTe, UTO cepTUdMKAT HAXOAMTCS B XpaHUNULLE, BbINOIHMB KOMaHay Buaa:
# keytool -list -keystore /opt/dozor/skvt/var/lib/WEB.jks

O Hanuumm cepTudmrkaTa B XpaHunuiie dyaget cBMAETENbCTBOBATL BbIBOA:
1, Jul 10, 2018, PrivateKeyEntry,
Certificate fingerprint (SHA1): B2:03:57:46:8E:61:02:D0:0C:55:28:06:33:72:88:F1:AB:E0:4D:9C

B GUI B pasgene Cuctema > PacwmnpeHHble HacTpomku > UHTepdeiic > CepBep BeO-
MHTepdrenca 3aganTe 3HA4YEHUS NapaMETPOB:

MyTb K XpaHUNULLY KnoYyen —
lopt/dozor/skvt/var/lib/WEB.jks

Maponb K XpaHUNULy Knro4en — Naporb.
Mepesanyctute cepauc skvt-play-server, BoinonHuse B CLI komaHabl:
# lopt/dozor/bin/shell

# dsctl restart skvt-play-server
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14. MOHUTOPUHI CUCTEMDbI
MOHVITOpVIHF CUCTEMDbI OOCTYNEeH Ha BKNaake MOHI/ITOpVIHr pasgena Cucrema.

14.1. CocTosiHMe y3noB knactepa Solar NGFW

Ha Bknagke CocTosiHMe npenctaBrneHa nMHdopMauma O COCTOAHMM y3MnoB Knactepa Solar
NGFW.

B BepxHel YacTy pacrnosiokeH CCOK y3r10B Arst oTobpaxeHust. o ymonyaHuio otobpaatoTcst
BCe y3nbl. [1na otobpaxeHnst onpeaeneHHoro Habopa y3noB OTKPOWTE CNUCOK y3r0B 1 Bblae-

nuTe KypcopoMm Bce Tpebyembie y3nbl. COpoCHTb rpynnUMPOBKY MOXHO C MOMOLLbIO 3HaYKa O]

CocTtosiHue y3na otobpaxaetcsa kak OK, ecnu B HaCTOALWMIN MOMEHT Ha HEM HET npobnem ¢
YPOBHEM KpUTUYHOCTM CpeaHAA unu Bbiwe. Ecnuv Ha y3ne ecTb NpobnemMbl ¢ ypOBHEM KPUTUY-
HocTn CpeaHAA Unu Bbile, B COOTBETCTBYHOLLEM NPSAMOYrofibHOM Grnoke oTobpaxaercsa nx
KONMYecTBoO.

B HWXHen YacTu pacnonoxXeHbl CNNCKN npo6neM BCeEX Bbl6paHHbIX Yy35oB: creBsa — C ypoBHEM
KPUTUHHOCTU Cpe.EIHFISI " Bbllle, cnpaBa — C YpoBHEM KPUTUYHOCTU Huskas.

#%  SolarNGFW

MOHMTOpUHT

CocTosHme Vanbl

Hanuuue npo6nem Ha y3nax (CpeHue v Bbilue)

main ngfw-node-01 ngfw-node-02

1 1 1

TpynNupoBKa NPo6nem No KPUTUYHOCTH

27102023 14:45

27102023 15:43

Puc. 14.1. Bknagka «CocTosiHne»
14.2. MoHuTopuHr nokasartenen Solar NGFW

Ha Bknagke Pabouuin cton npeacraeneHa aktyanoHasa nHdopmauus o paborte Solar NGFW
Ha y3nax. CTaTUCTMKy 3a npoLieawmii nepmoa MoXHO NOCMOTPETb Ha Bknagke Cucrema >
MOHWUTOPMUHT.

B BepxHen YacTu pacnonoXeH CNUCOK Y3roB Aslst OTOBPaXeHUst U MHCTPYMEHT AN Bbibopa
BPEMEHHOrO 0Tpe3ka, 3a KOTOpbIi HE06XOAMMO NONYYUTb AaHHbIE.

Hwxke pacnonoxeHbl 6okn ¢ Ha3BaHUAMN y3noB. [prHUMN nX oTOBpaXXeHnsa Takowm Xe, Kak u
Ha Bknaake CocTosiHMe.

B HWXHen YyacTu pacnonoxeHbl rpadomku:

e Hanuume npo6nem Ha y3nax (cpeaHue u Bbllue);
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o KonunyecTtBO yHMKarnbHbIX MEePCOH Ha y3nax unbTpauum (B MUHYyTax);
o Bpems 3arpy3ku cantoB Hanpsamyto (6e3 npokcum);
o Bpems 3arpy3ku cantoB Yyepes y3nbl unsTpaumm;

MpumeyaHue

U3-3a omKriroHeHHOU rposepku docmyrna 8 uHmepHem 0711 a2eHmo8 MOHUMOpPUHaa Ha 2paghuke
Bpemsi 3a2py3Ku calimoe 4Yepes y3/1bl hunnbmpayuu Moxem He b6bimb 0aHHbIX. Ymobbl OaHHbIe
omobpaxaruch, 8 pa3desie Cucmema > OcHoHble Hacmpolku > MoHumopuHa > A2eHmbl
MOHumMopuHaa 05151 napamempa Tun npoeepku docmyna e UHMepHem yCmaHo8UMe 3Ha4eHue,
omnu4yHoe om OFF (Hanipumep, Simple).

o Kopabl 3arpy3ku canTos;
e basa ctatuctuku.

Ha kaxxgom rpaq)vn(e MOXXHO Bbl6paTb onpe,qeneHHbuZ MHTEepBan and OTO6pa)KeHVIF| Ha BCHO
ONNHY WKanbl. ,D,J'IH 3TOro noMecTnuTe Kypcop B OANH U3 KOHLOB Tpe6yeM0ro nHTEepBasna n c
3aXaTon NeBor KHOMKOW MbILLKN nepemMmecTtuTe Kypcop K ApyroMmy KOHUY UHTEpBana, a 3aremMm
OTNYCTUTE KHOMKY MbILLUWN.

14.3. MOHMTOPUMHI NOKa3aTenen annapaTtHoro obecnevyeHus

Ha Bknagke MOHUTOPUHT NpegcTaBneHa nHdopmaunsa 0 COCTOSTHUM annapaTHoro obecneyeHms
y3noB Solar NGFW.

B BepxHel YacTu pacnonoXeH CMUCOK Y3roB Aflst OTOBPaXeHUst U MHCTPYMEHT Anisi Bbibopa
BPEMEHHOrO 0Tpe3ka, 3a KOTOpbIi HE06XOAMMO NONYYNTb AaHHbIE.

Hwxe pacnonoxeHbl 6rioku ¢ HazBaHUsIMK y3rioB (CM. ganee). MNpuHUMn nx oTobpakeHns Takom
Xe, Kak 1 Ha Bkragke CocTtosiHme.

Ta6n. 14.1. Bnoku gaHHbIX BKNnagku "MoHUTOpUHI"

Bnok OnucaHue

Bpewms pabotbl Bpems HenpepbIBHOM paboThl y3na, NpoLueLlee ¢ MOMEHTa NOCNEAHEN nepe3arpysku
(BKkMOYEHMS)

CpegHsin  3arpyska (load |3HaueHune Load average 3a nocrnegHiow MUHYTY B BbIBOAE KOMaHAbl top Ha y3ne
average)

Konunuectso sigep LMY KonuyecTtBo saep npoueccopa Ha yane
HoctynHo namsTtn O6bem cBobOAHONM ONepaTVBHON NamMATK Ha y3ne

Hwxe pacnonoxeHa rpynna rpaduKoB Ansi KaX4oro BbiIbpaHHOro yana, oTobpakatLmx cre-
aywouwme gaHHble (cm. ganee).

Ta6n. 14.2. N'pynna rpacpukoB BbIOpaHHOro y3na

Mpadumk OnucaHue

ury WcTopusa 3arpysku npoueccopa

Mamats WcTopusa notpebneHnst onepaTnBHON NamATH
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Fpaduk OnucaHue

CeobogHoe MecTo Anis pasge-
nos

CB06OAHOE NPOCTPAHCTBO HA XXECTKOM OUCKE B MPOLEHTax

CBoboaHble MHAOEKCHbIE Ae-
CKpMNTOPbI ANS pasnenos

KonnyectBo cBO6OAHBLIX MHOEKCHBIX AECKPUNTOPOB AMsi pa3aernoB Ha ¢hannoBomn
cucTeMe B MpoLeHTax

CBobogHoe MecTo Ans pasge-
nos

CeobogHoe NPOCTPAHCTBO Ha XXeCTKOM ANCKE B abCcontoTHOM MCYUCTIEHNN

AKTMBHOE BpeMS OUCKOB

MpOoLEHT, oTpaXatoLLuiA BPpeEMS, KOTOPOE XXECTKUI ANCK 3aHAT YTEHUEM/3anncbio

KonunuectBo onepauni 4te-
HUs/3anMcK Ha auckax B ce-
KyHAy

KonuyecTBo onepauuii BBoaa-BbiBoAa B CEKYHAY, BbINOSHAEMbIX CUCTEMOWN XpaHeHWs!
OaHHbIX

Bpems oxnaaHns yteHns/3a-
nMcu QNCKOB

Bpewmsi, 3aTpaunmsaemoe Ha onepauymn oXuaaHs YTEHUS U 3anncu OUCKOB B MUMN-
cekyHaax

O6beM yTeHus/3anucu Ha
OncKax B CEKYHAY

O6beM XeCTKOro AuMcka, 3aHMMaeMbli onepaunamun YTeHus/3anucu

CeTeBon Tpadmk

WcTopusa ckopocTu nepenayn AaHHbIX Yepes ceTeBble MHTepdeiichl yana

14.4. CtaTncrtuka

B pasgene Cucrtema > MoHUTOpPUHr > CTaTUCTUKA CUCTEMHLIA agMUHUCTPATOP MOXET MNo-
CTPOUTb OTYETbI NO HEOOXOAMMBIM CTAaTUCTUYECKUM MoKasaTensiM, BblOpaB onpeaeneHHbIn
Habop y3MoB 1 NeEpMoL BPEMEHM.

MonvTopUHT

Available memory

main - Available memory

— Available memory

DenuHeHs

CratucTuka Nepuop 24uaca B Vame

TSV vailable memory

w-node-01 - Available memory ngfw-node-02 - Available memory

VN

\
~A IA JW \\N\‘;‘v\ \ m "f ”vAwJ‘\f\ MJ

M A A f
Ik I\ WA AJ\("\“‘\M‘VA‘-N\/'

0000
2000 0000 0400 0800 1200 1600 2000 0000 0400 0800 1200 1600

3659298343 =~ Available memory 4852213077 4803414894 — Avaitable memory 4853369060 4806178816

Puc. 14.2. Bknapgka «Ctatuctuka»

[Nt NOCTPOEHUS1 OTYETOB MO KOHKPETHLIM MOKas3aTensiM B BbiMadaloLeM Crucke Bblaenute
KypCOpoM HeobxoauMble nokasaTenm.
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Solar NGFW

HacTpoiik

MowMTOpUHT  iypHans (e enmnenns

Available memory

main - Available memory ngfv memory

CratucTuka Nepuop 24vaca B Vambl RARRUTCEELTIT Available memory

Available memory
Checksum of /etc/passwd

8 Checksum of /etc/audisp/audispd.conf

d Checksum of /etc/audisp/plugins.d/syslog conf

0
)
M
o An AV % VAL
. %“’\/-‘ \f Wv"W\j ”f‘v\ J BERLE 1ccicsum of Jetc/group
) .
000 0000 0400 O

| Checksum of /etc/hosts
Checksum of /etc/libaudit.conf

| checksum of /etc/localtime

Puc. 14.3. Bbi6op nokasaTtenemn ansa nocTpoeHusi oT4eToB

>KypHanbl cobbiTuii cogepxat nHdopmMaunio o 4enNcTBusAx nonb3oBatenen n pabote cuctemsl,
KoTopasi NpeacTaBneHa B UHTepderice B oopme 3anncen xXypHanbHbIX bainos Ha BKIagke
XypHanbl pasgena Cuctema.

&% Solar NGFW

HacTpoiikn

Cepauc

KypHanb!

vaen Konnuecrso KpuTiuHoCTS

Cepgep Kerberos-ayTeHTudwkaumm (napamepl Kerbero... main v 100

Bpews +

25042023 17:09

25042023 17:09

25042023 17:09

25042023 17:09

25.04.2023 17:09

25042023 17:09

KpuTuutocts

Texct

loading config

setting listen-addr 0.00.0 > 0000

setting input-port 2225 -> 2226

setting backlog-size 1000 -> 1000

setting verbose true -> false

setting debug true > false

Puc. 14.4. )KypHan co6bITui

Ha Bknaake XKypHanbl MOXHO NPOCMOTPETL MHpOPMALIMIO MO CreayoLwWwmnm cepBncam 1 kate-
ropusim MHcpopmauum o paboTte CUCTEMBI:

Coo6LieHnn xypHana o6HapyXeHUsl BTOPXXeHUN: COObITUS, NOMy4YeHHblE OT CUCTEMBI
NpeaoTBpaLLEHNS BTOPXKEHWIA;

MNpoeepka URL-agpecoB: cocTosiHMe KaTeropmusatopa 1 ero IMLeH3uu;

CepBep Kerberos-ayTeHTucukaummu: napameTpbl ayTEHTUMDUKALUKN U OLLMOKKN reHepauum
Kntoya ans ayteHtTudgmkaumm,

HTTP-dunbTp: cocTtosiHne counsrpaumm Tpadmka n BO3HUKLLME OLLIMOKM B3aUMOAENCTBUS;

CepBep NTLM-ayTeHTucdukaummu: napametpbl NTLM-ayTeHTMdMKaLMM 1 BOZHUKLINE NPU
HacTpovike ayTeHTMdNKaumMm owmnobku;
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o Beb-cepBep: aKkTUBHOCTb aAMMHMUCTPATOPA U BHECEHHbIE B MOMUTUKY N3MEHEHUS;
o CepBep ayTeHTUdDMUKALMKN: NapamMeTpbl JOMEHHON ayTeHTUduKauuu;
o CucremHble coobLeHus: cobbiTus, NnponsoLweaLlme B CUCTEME C MOMEHTa e€e 3anycka;

¢ [poBepka LeNnoOCTHOCTU CUCTEMbI: KOHTPOSIbHBIE CYMMbI (DaNoB (YCTaHOBOYHbLIX NAKETOB)
¥ oWNGKM NpY UX NOACYETE;

o Be3onacHocTb onepauUOHHON CcUCTeMbI: cCO0o0LLEHMS 00 yrpo3e 6e30nacHOCTY;
o TpaHcnsAuMA ceTeBbIX aapecoB: cpabaTbiBaHWe NpaBu TPAHCNALUN CETEBLIX aapeCcoB.

OT06pasnTbL MHGOPMALIMIO MO KOHKPETHOW KaTeropuMm MOXHO, BblOpaB COOTBETCTBYHOLLMM
uneTp M3 cnmcka B none Cepsuc.

bl U DONK MOHWTOPWUHT HypHanbt CeTeBble coe

Y3en

main

Mpoeepka URL-agpeco. (COCTOAHWE KATErOpu3aTopa, C..
Cepeep Kerberos-ayTeHTudukaumMm (napameTpsl Kerberos-...
HTTP-chuneTp (COCTORHWE UNLTPALUMK, OLIMBKW B3aUMO[E...

Cepeep NTLM-ayTeHTUdMKauMK (napameTpel NTLM-ayTeHT...

Beﬁ—cepaep (AIKTMBHOCTb aQMWHWCTPATOPA, U3MEHEHMA B MN...

AHTUBMPYC (CpaBaTblBaHWUS, COCTOSHWUE NULIEH3WN)
Cepeep ayTeHTUpUKAUMK (NAPaMETPLI OMEHHON aYTEHTH...  Jlai=sRyolye:

CUCTEMHBIE COUE»LI.I,EHMH {CDﬁbITMFI. nponsoweniine B CKUCT...
gninected routd

Puc. 14.5. ®unbTpbl XKypHana coobITumn

[lna HacTpoiku 6onee AeTanbHOro 0TOGPaXXeHWs CBeAEHMI BOCMONb3yNTeCh ApYrMMU dunsb-
TpaMu B BEPXHEW YacTu pasgena, C MOMOLLbI KOTOPbIX MOXHO BbliOpaTh:

e y3en, 4nsa Kotoporo 6yayT oTobpaxkaTbCs XKypHarbHble 3anucy;
® YKCro BbIBOAUMbBIX 3annUCen XXypHanbHbIX pannos;

® KPWUTUYHOCTb OTOBpaxxaemMoro cobbITus:
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Info — nHpopmaunoHHas 3anuce,;

Warning — npeaynpexaeHue, BbIBOAUTCS B TOM Criy4ae, ecrnv 0GHapy»XeHO HEKOe HeCco-
OTBETCTBME OXMNOAaeMOMY MOBEAEHWIO;

Error — 3anuck 06 ownbke, No3BossoLLEN npoaomXnTb HOpMalibHOE d)yHKLI,I/IOHI/IpOBaHI/Ie
noACcUCTEMbI;

Debug — otnagoyHasa nHopmauus.
Mo ymon4yaHuio cobbiTns, NponsoLleallne paHblue, 0TObpaXkaroTCa CBEpXY.

Takke Bbl MOXXETe BOCMOMb30BaTbLCSA MOMCKOM MO TEeKCTY, YyKa3aB MCKOMOe CJ10BO B norsne TekcT.

Tekct | Licen|

CepBuc [MpoBepka URL-aapecoB (COCTOAHWE KaTeropu3atopa, Co— v Y3en

Bpemna HputuuHocte Tekcr

181120211522 INFO root-{if#ai}se for module ‘webProxy-wehCat' is valid

181120211535  INFO root-{if#a}se for module ‘webProxy-wehCat' is valid

181120211546  INFO root{if#i]se for module ‘webProxy-webCat" is valid

Puc. 14.6. NMouck no TeKCcTy B XypHarne cobbITUin

Ana paboTbl ¢ XypHanamu cobbiTuii peanusoBaHa NpaBoBasi MoAenb AOCTyna, Kotopast
OCHOBaHa Ha pasrpaHuyYeHun AaHHbIX MO KAaTeropusiM XXypHaroB COObITUIA:

cucmeMHble (CBefeHusi o paboTe cepBuca ynpaBneHus, KaLl-cepBuca, cepauca ounsrpaumm
Tpadmka, cepauca npoeepkn URL no kateropmsim n CUCTEMHOIoO dpanna «messages»);

unbmpayuu (ceBegeHus o cpabatbiBaHUM NpaBus NOAUTUKK: crion PUNLTP TPaH3UTHOro
Tpadmka, PunbTp BXxoasawero Tpadumka, Punbstp ucxogsawero Tpadumka n TpaHcnauua
appecoB);

besonacHocmu (cBefeHus o paboTe cepBuca ynpasneHuns, kaw-cepauca, cepsucos NTLM-
n Kerberos-ayteHTudukaumm, cepsmca ayTeHTUmKkaumn).

Monb3oBaTenb MOXeET NPOCMOTPETL 3anNuUCK TONbLKO TEX KaTeropui XXypHarnos, npasa Ha KoTo-
pble emy BblgaHbl. Bce 4OCTynHbIE 415 NpoCMOTpa XKypHaribl oToOpaatoTcs B Cnmncke hunsTpoB
nons CepBuc.

Moapo6Has MHdopMaLmio NpuBeaeHa B 4OKyMeHTe Pykosodcmeo admuHucmpamopa besonac-
Hocmu.
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14.6. )KypHan coeanHeHnn

B pasgene XypHan coeguHeHUM oTObpaXkaeTcsa CTaTUCTMKa CEeTEBbLIX COeAMHEHU Yepes
y3nbl omnsTpaunn. Hanpmumep, KONMYECTBO CETEBbLIX NMAKETOB Mexay onpeneneHHbiMu IP-
agpecamu, nNo onpegeneHHoMy NPOTOKOIY, NOPTY UM MPUIOXKEHUIO 33 KOHKPETHOE BPEMSI.

CTaTUCTUKY B OTYETE MOXHO OT(OUNBTPOBaTh NO:
® MNPUNOXEHNIO,

e y3nam couneTpaumn,

o |IP-agpecy,

® [pPOTOKONY.

Mo ymonuyaHuto gaHHble B Tabnuue otobparkatotca no cronbuam: farta/Bpems, ID, CocTosiHue,
IP-appec ucrouyHuka, IP-appec HasHayeHus, Mpotokon, Pesynbrat npoBepku. YTobbl
N3MEHUTb COCTaB Tabnuubl, OTKPONTE pacKpbiBaOLMIACA cnncok domnerpa KonoHku u BLIbe-
puTEe Ha3BaHWSA CTONOLOB, KOTOPbIE HY>XHO O0TOOpasvTb B Tabnuue. MoxHo oTobpa3uTb Bce
KONOHKW 13 cnncka.

UToObl N3MEHNTb cocTaB CbVIJ'IprOB B OT4eTEe Karteropuun )KypHan coeAVHEHUH, D,06aBbTe
nnn CKpOVITe Heuncnosrb3dyemMmble C*)VIJ'IprbI C NOMOLLbIO pacKpbiBaoLWEerocsda MeHto Ewe.

R2X'Y

™ Solar NGFW TOMCK NepCoHsI [ =

C¢  Kypan coemuenmit /110 yany unbTpaumm

S <orver He coxparier> Coxpanns v C 10cex v

Mepvion V3en coefiHeHmi Konokku CoepvHenms Tamut

JroTmecay £ VBN /e tmvcpuatop ceccim x | Bpems Havana ceccun v Bee v 500

Ipachuku coeanHeHuin

® B D

b

JKypHan coeuHeHnin

z,

KypHan (nepabie 500 CTPOK)

&
@

26.09.2023 27.09.2023 , -
1292706146 N ngfw110  10.201.1.78 20543764 cl ACCEPT
115236 02:57:49

z
[1et2]

26.09.2023 26.09.2023 o .
2317075498 ngfw110 10.201.1.78 173.194.73.105 3 ACCEPT
11:51:46 11:52:01

26.09.2023 26.09.2023
3975749966 ngfw110 10.201.1.78 74125131198 ACCEPT
11:51:46 11:5201

26.09.2023 26.09.2023
3917326205 ngfw110 10.201.1.78 5072 8888 ACCEPT
11:51:45 11:5201

. . 26.09.2023 26.09.2023 .
3713895298 ngfw110  10.201.1.78 158.160.98.143 cf ACCEPT etho
11:51:45 115201

oar 26.09.2023 26.09.2023
2923166246 ngfw110  10.201.1.78 8888 ACCEPT etho
11:51:45 11:52:01

26.09.2023 26.09.2023 Con i
2824612983 ngfw110 10.201.1.78 8888 3 ACCEPT etho
11:51:45 11:52:01 S

Puc. 14.7. )KypHan coeanHeHun

MpumeyaHue

AKmuegHbie ceccuu mMoa2ym obpabambieambCsi HECKOMbKUMU rpasunamu MO, noamomy e pasdene
XKypHan coeduHeHul oHu omobpaxkaromcsi 8 8UOe HECKO/IbKUX 3arnucel, 20e 00Ha U3 HUX xapakme-
pusyem npoxoxoeHue HeKoOMopo20o Koriuyecmea rnakemos ro ornpedesieHHoMy ripasusy. ocre 3a-
8epuieHuUs1 ceccuu ece OaHHbIE o Heli agpeaupyromcs, U ceccusi omobpaxkaemcsi 8 sude 00HOU 3a-
nucu, codepxxawjeli uHghopmayuro o pesyribmame obpabomku OaHHOU ceccuu.
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Cmamucmuka coeOUHeHUs rnpunoxeHusi, kKomopoe pacro3Haemcsi DPI, omobpaxaemcs e sude dgyx
CMPOK C OaHHbIMU:

Jlo demekmuposaHusi NpunoxeHusi — UHGhopmayusi 0 Ha4arbHou ¢hase TCP-coeduHeHuUs U He-
CKOMbKUX rakemos, Heobxodumbix DPI 05151 8bInonHeHuUs1 pacriosHagaHusl.

lNocne demekmupogaHUs rNPUIOXeHUs1 — 3anuck 06 0CHOBHOU Yacmu COeQUHEHUS, COOMeemcay-
rowie20 pacrno3HaHHOMY MPUITOXKEHUIO.

HaHHbIM (hazam coeOuHeHuUsi coomeemcmeayem 0OUH U mom xe udeHmugbukamop, Komophbil Mo360-
J15em rosy4ums MoJHyK UHGOPMayU 0 COeOUHEHUU.
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15. NMpoBepka paboTocnocobHOCTN HAacTpoOeHHoro Solar
NGFW

[nsa ycnewHon paboTtel HacTpoeHHoro Solar NGFW BbInonHMTe NpoBepku, nepedncrieHHble
B Tabn.15.1.

Ta6n. 15.1. NMpoBepkn paboTOCNOCOOGHOCTN CUCTEMDI

Ne MpoBepka OencTtBus
1. |CocTosiHue yanoB u|B pasgene Cuctema > Y3nbl U pony NpoBEpPLTE HaNMM4YMe YCNOBUIA:
HasHayeHue ponen
o oTobpaxatorcs Bce y3nbl Solar NGFW;
® COCTOSIHME KaXXOoro y3na: Y3en AoCTYneH.
2. |Hannune ysepomne-|B paspene Cuctema > MOHMTOPUHI NPOBEPLTE HANMYME YCIOBUIA:
HWI 1 pabota MOHUTO-
® Ha BMIKETax He oTobpaxaroTcs OLIMGKY;
puHra
® Ha CTpaHuue OTCYTCTBYIOT Haanucu: HeT paHHbIX.
3. |WnHterpauusa Oocke c|B pasgene ocke > [epcoHbl NpoBEpPLTE HANNYME YCITOBUN:
BHELUHVMU UCTOYHMKA-
MU ® CMMCOK NEPCOH OpraHn3auun akTyarne;
® OTCYTCTBYIOT OLUNOKN CBSI3N C MCTOYHUKOM.
4. |Paborta kateropu3aato- |B pasgene Monutuka > Basa kateropusauum npoBepsTe oTOOpaXKeHue pe3ynsraTtoB
pa NPOBEPKN PECYpPCOB Ha KOPPEKTHOCTD:
© HasBaHue kaTeropusatopa;
e KaTeropus pecypca.
5. |Bckpbitnie HTTPS 1. B pasgene Monutuka > BekpbiTue HTTPS co3paiite npaBuno Ha BCKpbITHE.

2. MpoBepbTe cobnogeHne yCroBuii:

o [pu nocelueHnn pecypca Yepes NpoKcu-cepBep cepTudmKaT Ha Nonb3oBaTenb-
ckoMm APM pomnxeH coBnagatb C cepTUMKaToM, ykazaHHbIM B KOHGUIypaumm
CUCTEMBI.

o B XypHane 3anpocoB pasgena CtaTucTuka gomkeH ObiTb BAAEH MOHUTOPUHT
URL pecypcos (napametp URL nyThb).

Cnepyet y4ecTb, yYTo BHewwHee [0, Hanpumep DLP-cuctema Solar Dozor, MoxeT
MCNosb30BaTb CBOW CaMOMOANUCAHHbIN cepTudmkar.

O SOLAR
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B Clickhouse B HEKOTOPbIX CUTYaLIUSIX MOXET 3aHUMAaTb BCHO NPEAOCTaBEHHYIO OnepaTuBHYHO
namsaTb M MPUOCTaHaBNMBaTb CBOK paboTy B OXuaaHUM 0CBOOOXKAEHMSA LOMNOMHUTENBHOIO
ob6bemMa namATn. TO CBA3AHO C BHYTPEHHUMU 3HAYEHUAMMN IMMUTA HA UCNOSb30BaHME NaMATH
MO YMOMNYaHUI0, KOTOPbIE MOTYT MPEBOCXOANTL 0OGBbEM AOCTYMHON NAMATU HA KOHKPETHOM y3ne
Solar NGFW.

[ns peweHna aton npobnemsl:

OTkpowTe koHUIypaumoHHbI paiin /data/repos/dozor/config-final.git/<upeHTndomkartop
y3na>/clickhouse/ ons pegaktnpoBaHus.

B pasgene <yandex> <profiles> <default> oTtpepakTupynte 3HauyeHue napameTpa
max_memory_usage, 3a4aB A9 Hero 3HadeHme numuTa namsaTtu B 6anTax.

B TomM e pasgene cosganTe napameTpbl max_memory_usage_for_user u
max_memory_usage_for_all_queries 1 3agaite ansa HUX TO e 3HaAYEHMe.

CoxpaHuTe u 3akpownTte cann.
Mepesanyctute npouecc clickhouse, BbINONHUB KOMaHAb!:
# lopt/dozor/bin/shell

# dsctl restart clickhouse
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17. MNony4yeHne TeXHUYECKON NoaaepPKKu

Ons nony4vyeHna KoHcynbraumm no TeXxHn4eCknmMm BOrnpocamMm MOXHO O6paTVITbCﬂ no agpecy

support@rt-solar.ru.

C ycnosuamMun noanepxkm MOXHO O3HAaKOMUTbCA Ha canTe KoMnaHum «POCTeﬂeKOM-COﬂap»

(no agpecy: http://solar-rt.ru/support/). Mpn odopmneHnn 3anpoca ykaute HoMep KOHTpakTa
Ha TEXHUYECKY0 MOAAEPXKKY, ONULINTE NPOBNemy, yKkaxxute CBOE NOSIHOE MMs, aapec arek-

TPOHHOM NOYThLI U HOMEp TenegoHa.
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MpunoxeHue A. Kogbl dpunsTpaumm NnonNUTUKN

B naHHOM nNpunoXxeHun NPUBEAEHO ONUCaHNE BO3MOXHbIX KOAOB (OUNLTPaLIMK NONUTUKNA U UX
3HaYeHU, KOTOpblE MOXHO YBMAETL B 3anucsix XXypHana syslog. Hanpuwmep,
FilterCodes=[11, 0, 0, 31]

Tabn. A.1. HTTP-koabl hunsrpaumm

3HauyeHue

Kop domnbrpa-

OnucaHue gencTBumn
uun

0 CONTINUE Huyero He genate M NpofgomkuTb 06paboTKy MONMUTUKOW

hanblie
ALLOW PaspelunTb 3anpoc/oTBeT

2 DENY 3abnokmpoBaTtb 3anpoc/oTBET U OTOOPa3nTb CTpaHULy C
LwabnoHom 6roKnpoBKM

3 NOTIFY YBEAOMUTb CUCTEMHOIO agMnHMcTpaTopa

4 ARCHIVE Apxusuposars noru B cepsuc Clickhouse

5 CONFIRM 3anpocuTb NOATBEPXKAEHME

6 DETECT_MIMETYPE Onpegenutb MIME-Tuna gaHHbIx (cm. D.2)

7 DETECT_CATEGORY OnpepenuTb KaTteropuio pecypca

8 MODIFY_HEADERS M3MeHNTb 3aronoBKOB Ha NpasBurie 3HayeHne

10 REDIRECT lMepeHanpaBuTb Ha ykasaHHbIM B npasune URL

11 MITM BckpbITh Tpaduk

12 CHECK_CERT MposepuTb cepTndmkat

30 FORBIDDEN_NETWORK 3anpeLleHHas ceTb

31 NOATH He ayTeHTuUdMUMpoBaTb Nonb3oBaTens

32 BLOCKED 3abnoknpoBatb 3anpoc/oTBeT
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MpunoxeHue B. lNoapepxnBaembie npotokonsi DPI

B naHHOM npunoXxeHmn npmneeaeH nepeyvyeHb nogaepxmBaemblX NpoOTOKONOB DPI n onucanue
nx.

Ta6n. B.1. MNogaepxunBaemble npoTokonbl DPI

Kateropus MpunoxeHue Homep B OnucaHue npoToKkona
cTaTucTu-

Ke

o

Unrated Unknown
FTP_CONTROL

Hepacno3HaHHbIN NpoToKon.

—_

lMpoTokon nepepayn channos no cetun. Micnonbayet pasHble
CeTeBbIE COEAVHEHUS] AN Nepeaaqy KOMaH v AaHHbIX MEXOY
KIMEeHTOM n cepBepoM. [pu ncnonesosaHum npotokona FTP
MOXXHO MPOWTK ayTeHTUdMKALMIO, NepefaBas NorvH 1 naposb
OTKPbITbIM TEKCTOM, UM NMOAKMIOYNTLCA aHOHUMHO (ecrnu pas-
peLleHo).

POP3 2 VIHTEpHEeT-NPOTOKON MNPUKNAOHOIO YPOBHS, WCMOMb3yeMbli
KIMEHTaMUN 3MNEKTPOHHOM MOYTbl ANS MOMYYEHUS MOYThl C
yAaneHHoro cepeepa no TCP-coeguHeHuto. POP3-cepsep
npocnywueaetr ob6uenssectHbii nopt 110. LUndpoaHne
cBs3n ana POP3 sanpalwmBaeTcs nocne 3anycka npotokona
¢ nomoupbto NInbo komaHabl STLS (ecnuv oHa nopaepxmBaeTcs),
nunbo POP3S, koTopas coeanHAeTCa ¢ CEPBEPOM, UCMOMb3YS
TLS nnn SSL no TCP-nopty 995.

IMAP 4 lMpoTokon NpukNagHoOro ypoBHsS Ans AOCTyNa K 3NEeKTPOHHOMN
noyte. MNMpotokon IMAP pa6oTtaeT Tonbko ¢ COOBLIEHMAMN 1~
He TpebyeT Kaknx-nmbo NakeToB CO crneumanbHbIMU 3arofnos-
kamu. IMAP npegocTaBnseT LWMpoKMe BO3IMOXXHOCTU Ansi pabo-
Tbl C MOYTOBBIMW SALLUMKAMMW, HaxXOASALMMMUCA Ha MOYTOBOM
cepsepe. MoyToBas nporpamma, NCnosnb3aytoLlas 3TOT NPoTo-
KoM, nory4yaet AOCTYN K XPaHUnuy KOppecrnoHAEHUWMU Ha
cepBepe Tak, kak ByaTo aTa KOPPECNOHAEHLIMSA pacrnonoXeHa
Ha KoMnbloTepe nony4yarens.

eDonkey 36 KnueHT hannnoobMeHHOW CeTU, NOCTPOEHHLIN NO NPUHLMNY
P2P Ha ocHOBe ceTeBOro npoTOKona MPUKNaAHOMO YPOBHSI
MFTP.

IRC 65 MpoTokon nprknagHoro ypoBHs Anst obmeHa coobLeHnsamm B

pexume peanbHOro BpeMeHu. PaspabotaH B OCHOBHOM Ansi
rpynnoBoro obLleHusi, Takke MNOo3BONseT obliatbca 4yepes
NNYHbIE cO0bLLEHMSA 1 0OMEHMBATLCA AAHHLIMW, B TOM YMCre
davinamu. IRC ucnonb3yeT TpaHcnopTHbIA npoTokon TCP n
Kpuntorpacpumyecknii TLS (onunoHanesHo).

Telnet 77 TeKCTOBbIV NPOTOKOST, UCMONb3YeMbIV 4118 NoAKYeHus (Npu
nomMowm TpaHcnopta TCP) Kk yganeHHbIM yCTpOWCTBaM Ansi
poctyna k CLI. [Npu nogkntoveHMn AaHHble nepeaarTcs B OT-
KPbITOM BUAe.

RSH 294 lMpoTokon, NO3BONSIOLLMI NOAKNOYATECSA YAaNeHHO K yCTpon-
CTBY Y BbIMOMHATb KOMaHAbl HA HEM.
FTPS 31 lMpoTokon, ucnonb3dyembll AN nepegayn annoB Mexay
KOMMbIOTEPAMMU.
Acceptable SMTP 3 CeTeBoW NPOTOKON, NpegHas3Ha4YeHHbIN Ons nepegaqn anek-

TPOHHOM MNOYTHI Mexay cepBepoM OTnpaBuTend U NOYTOBbIM
K.I'IVIeHTOM/CepBepOM nony4yarens.

DNS 5 MpoTtokon npeobpa3syeTt yaobounTaemble MMeHa KOMMbLIOTEPOB,
Hanpumep, www.example.ru, B uucnossle |IP-agpeca, Heobxo-
OvMble Ans paboTbl B CETU.
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KaTteropus

MpunoxeHne Homep B

CcTaTUCcTun-
Ke

OnucaHue npoTokona

IPP

CeTeBoW NPOTOKON NPUKAZHOro YPOBHSA ANA Nnepeaaydmn AoKy-

MEHTOB Ha ne4aTtb.

HTTP

MpoTokon nepegayn runepTekcTa.

MDNS

MpoTtokon MDNS nepeBoauT AOMeHHble UMeHa B |IP-agpeca
B HEOOMbLUMX CETSIX, KOTOPbIE HE BKIHOYAOT JTOKamnbHbI cepBep
UMEH.

NTP

CeteBon NPOTOKOJ1, VICI'IOJ'Ib3yeMbIl7I Ana CMHXpPOHU3auun aathbl
N BpeMeHn 4epe3 UHTEPHET. OpavH n3 Hanbonee LLUNPOKO UC-
nonb3yemMbIX NPOTOKOJIOB.

NetBIOS

[MpoTokon NO3BONSAET KOMMNBIOTEPAM B HEOOIbLLOW JTOKArbHOM
CeTn B3aMMOAencTBOBaTh APYr C APYroM.

NFS

11

lMpoTtokon ucnone3dyeTtcsa Ans cosgaHus cnyx6 obmeHa dan-
namu B ocHoBHoM Ans cuctem UNIX/Linux. Kak npasuno,
NPOTOKON CAYXMWT AN NPEAOCTaBNEeHNs LLeHTPanbHOro XpaHu-
nuuia no nokanbHoOW CeTu.

SSDP

CeTeBoii NPOTOKOS, OCHOBaHHbLI Ha HabGope NPOTOKOMOB UH-
TepHeTa, cnyalumin Ans o6 bABNEHNS U 0BGHaPYKEHNS CETEBbIX
CEepBUCOB.

BGP

13

MpoTokon AuHaMuyeckoi Maplpytusauum. OTHocUTCS K
Kraccy NpOTOKOJSIOB MapLUpyTM3aLUMn BHeLWHero wo3a. Ha
TEKYLLMN MOMEHT SIBMSIETCS OCHOBHBIM MPOTOKOIIOM AWHaMu-
YecKoi MapLIpyTU3auum B CeTU VIHTEpHeT.

SNMP

[MpoToKon, KOTOPbIN UCNONb3YETCA AN YNPaBeHUsa CETEBbIMU
yCTpOWCTBaMM.

XDMCP

MpoTokon ayTeHTudmKaumm mexay X-cepeepom 1 X-KNnMeHTOM.
3apavya XDMCP — npegocTaBneHve cTaHaapTHOro MexaHu3ma
NS 3anpoca cepBrca BXxoga B CUCTEMY aBTOHOMHbBIM Ancnie-
eM. XDMCP He pekomeHA0BaH K UCMONb30BaHUIO B CETAX 06-
Lero AocTyna, NockomnbKy MO yMOnYaHuio nepenaeT AaHHble
B He 3alLunpoBaHHOM BMAE, HO MPW NOAKMYEHUN Mogynemn
LwmncppoBaHms ero ncnonb3oBaHve bbiBaeT BNONHE onpasaaH-
HeiM. OcHoBaH Ha nepepadve WHoOpMauum NOCpPeacTBOM
UDP/IP pgevitarpamMmm, No yMOnyaHuio ncnons3syet 177 nopr.

Syslog

CTtaHgapT oTnpaBKuM U perncTpaumnmn coobLLeHUn 0 Mponcxoas-
LLMX B CUCTEME CODBITUSAX, UCNOMNb3YIOLLMIACS B KOMMBbIOTEPHBLIX
ceTsax, pabotatoLmx no npotokony IP.

DHCP

CeTeBol NPOTOKOM, MO3BOMSIOLWMIA CETEBLIM YCTPOUCTBaM
aBTomMaTtuyecku nonyyate IP-agpec v gpyrme napameTpbl,
Heobxoaumble ans pabotel B cetn TCP/IP.

PostgreSQL

CBoGogHas 06BLEKTHO-pEensiUMOHHAas cucTema ynpaBreHus
0asamu JaHHbIX.

MySQL

20

CBoboaHas pensiunoHHas cuctema ynpasneHnsa 6azamu aaH-
Hbix. O6blvHO MySQL ucnonb3yeTcs B kayecTBe cepBepa, K
KOTOpOoMY obpalLlatoTcsi oKanbHbIE UNW YAamNEHHbIE KIMUEHTHI,
OfHaKo B AUCTpUOYTMB BXOAUT OMONMOTEKa BHYTPEHHEro
cepBepa, nossonsowasa Bknoyate MySQL B aBTOHOMHbIE
nporpammsi.

VMware

28

MpoTokon wcnonb3yetrcss Ans MNOOKMYEHUS KIMEHTOB K
cepBepHbIM cuctemam VMware.

BitTorrent

37

MpoTokon gns obmeHa davinamm vepe3 nHTepHeT. OBbIYHO
OH Mcnonb3yeTca ANng 3arpysku 6onblunx annos, a Takke
OUNBLMOB, My3bIKM U APYrMx Meavadannos.
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KaTteropus

MpunoxeHne Homep B

CcTaTUCcTun-
Ke

OnucaHue npoTokona

Memcached

40

MporpammHoe obecrieyeHne, peanmsyoLlee CepBIUC K3LLINPO-

BaHWS faHHbIX B ONEepaTMBHOM NaMsITU HAa OCHOBE XeLU-Tabnu-
Lbl.

SMBv23

41

CeTeBON MNPOTOKON MNPUKMAAHOTO YPOBHS ANS yAaneHHOro
JocTyna k hannam, npyHTEpam 1 Apyrum ceTeBbIM pecypcam.

Modbus

44

OTKPbITbIA KOMMYHWUKALMOHHBIA MPOTOKOS, OCHOBaHHbIA Ha
apxXUTEKTYpe «BeayLuii - BedoMmblit». LLMpoko npumeHsieTcs
B NPOMBILLNIEHHOCTM AMNs OpraHMU3aLm CBS3M MeXay NeKTPOH-
HbIMW YCTPOMCTBAMM.

MongoDB

60

Cuctema ynpaBneHua 6a3amMu faHHbIX, He TpeGyrou.l,aﬂ onuca-
HUs1 cXeMbl Tabnuu,.

VXLAN

64

TexHonornsi BUpTyanusauum CeTu, Kotopasi peLuaeT npobnemsbl
MacLTabupyemocTn, CBsI3aHHble C OonbMMK OBnaYHbIMK
BbIYMCINEHMAMMN.

MerakiCloud

66

MpoTokon npeaocTaBnseT CepBUC TYHHENMPOBAHMS YCTPOMCTB
Meraki onst nogkntoveHns k obnavyHon nHgppactpyktype Cisco.

Jabber

67

OTKpbITbIA, OCHOBaHHbIN Ha XML, cBoGOAHbIN ANst UCNOMb30-
BaHWSA NPOTOKON Afs1 MTHOBEHHOTO 0OMEeHa COOBLLEHMSMN U
NHOpPMaLMen 0 MPUCYTCTBUM B PEXUME, BNN3KOM K pEXUMY
pearnbHOro BpeMeHW.

Nats

68

MpoTokon npeacTaBnsieT coboN TEKCTOBbLIM MPOTOKON 06MeHa
coobLeHnaMy nybnvkaumm/nognmcki. Ero MoxxHo mcnonb3o-
BaTb [AN19 MNOCTPOEHUs pacnpedeneHHbIX CUCTEM, CBA3N
YCTPOWCTB U T.4.

VRRP

73

CeTeBON NMPOTOKOM, NpeAHa3HayYeHHbI ANs YBENUYEHUs Oo-
CTYNHOCTU MapLUpyTU3aTOPOB, BbIMOMHSOWMX POnb LUM3a
Mo YMOSYaHuto.

STUN

78

CeTeBOWM NPOTOKOS, NO3BOMSIOWNA KNUEHTY, HaxoasLlemycs
3a cepBepoM TpaHCMSLMU aapecoB, onpeaennTb CBOM BHELL-
Hun IP-agpec, cnocob TpaHcnAumMmu agpeca u nopTta BO BHELU-
Hewn ceTu.

RTP

87

[MpoTokon nepegayn AaHHbIX, pa60TaeT Ha npuknagHom
YPOBHE 1N UCNONb3yeTCcAa npu nepenaye Tpadumka peanbHOro
BpeMeHu.

RDP

88

MponpueTapHbI NPOTOKON NPUKIAAHOMO YPOBHSI, MCMONb3YHo-
wmnca ana obecnedeHnst yaaneHHowm paboTbl Nonb3oBaTensi
C CepBepoM, Ha KOTOPOM 3aryLleH CepBUC TEPMWHAIbHbIX
MOAKITIOYEHUNA.

VNC

89

CvicTema yaaneHHoro 4ocTyna k paboyemy CTony Komrbiotepa.

SSH

92

CeTeBon NPOTOKOM NPUKNaAHOro YPOBHS, MO3BOMSAOLLMIA NPO-
N3BOAUTL YAaneHHoe yrnpasreHve onepaunoHHON CUCTEMOMN
1 TyHHenuposaHue TCP-coeauHeHnN.

Usenet

93

KomnbloTepHasi ceTb, Mcnonb3yemas ans obLieHnst n nybnmka-
unun dannos.

MGCP

94

MpoTokon, npegHa3HayYeHHbI AN ynpaBneHus Lo3amMu
MeXay cucteMamu TpaamumoHHon tenecponmmn (PSTN) n Vol P-
cucTeMamu.

IAX

95

lMpoTtokon ncnonb3yeTcs Anst TPaHCMOPTUPOBKM ceaHcoB VoIP-
TenedoHNN Mexay cepBepamm 1 OKOHEYHbIMU YCTPONCTBAMM.

TFTP

96

lMpocTon npotokon, ncnonb3yemMbli Ans nepegadn gamnnos.
OBbI4YHO OH MCMONb3YETCS B NOKaNbHOW CETU ANsi HaYanbHON
3arpy3ku cuctem VolP n gpyrmx ceteBbIX YCTPOWCTB.
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AFP CeTeBON MpPOTOKON NPEACTaBUTENBCKOTO U MPUKIagHOro
ypoBHel ceTeBon mogenu OSI, npegocTtaBnsaoWnA JOCTYN K
cannam B Mac OS X.

SIP 100 MpoTokon curHanuaauum VolP, ncnonb3yemblin Ans MHALUMNPO-
BaHUS, NOAAEPKAHUA U 3aBEPLUEHUS CEaHCOB B pearibHOM
BPEMEHM, KOTOPbIE BKIMIOYAIOT NPUIOXEHUS AN nepegaydm ro-
noca, BUaeo n obMeHa coobLLeHusMN.

DHCPV6 103 CeTeBon NpoToKON Anst KoHdUrypawumm y3nos Bepcumn 6 (IPv6)
npoTokona nHtepHer ¢ IP-agpecamu, npedukcamu IP n gpyru-
MW AaHHbIMW KOH(UIypaLmm, KoTopble Heobxoanmbl Ansi pabo-
Tbl B ceTn IPV6.

Kerberos 1M1 CeTeBoN NpPOTOKON ayTeHTUMKaLMKN, KOTOPbIN Mpeanaraet
MEXaHW3M B3avMHOW ayTeHTUdMKaLMM KNMeHTa u cepeepa
nepes yCTaHOBIEHWEM CBSA3N MEXAY HUMMU.

LDAP 112 lMpoTokon, onpeaenslowmnin MeToabl, MOCPEACTBOM KOTOPbIX
OCYLLECTBMSIETCA [OCTYN K JaHHbIM KaTtanoroB Microsoft
(ActiveDirectory) anst onepauuoHHbix cuctem Windows.

MsSQL-TDS 114 MpoTokon NpuKNagHoro YpoBHSA, CMOSb3yeMbli ANa nepegayv
AaHHbIX Mexay cepBepoM 6a3bl AaHHbIX U KITMEHTOM.

PPTP 115 TyHHEnNbHbIA NPOTOKOST, MO3BOISAIOLLMI KOMMbIOTEPY YCTaHaB-
nvBaTh 3alMLLEHHOE COEANHEHME C CEPBEPOM 3a CHET Co3aa-
HWS crneumanbHOro TYHHeNs B CTaHAAPTHOMW, He3aLLMLLEHHON
cetn.

RPC 127 Knacc TexHonorumn, nos3Bonsiowmux nporpaMmmam Bbi3biBaTb
(pyHKUMM MU Npoueaypel B APYrOM aApecHOM NpoCTpaHCTBe
(Ha yaaneHHbIX y3nax unm B He3aBUCHMMOW CTOPOHHEN cucTeme
Ha Tom Xe yane). ObbivHO peanusaums RPC-texHomornm
BKIIOYAET ABa KOMMOHEHTA: CETEeBOW NpOToKon Ans obmeHa
B peXuMe KIMeHT-cepBep WM A3blK cepuanu3aumm obbeKkToB
Unn CTPyKTyp Ans HeobbekTHbIX RPC.

NetFlow 128 TexHonorus, paspaboraHHast Cisco ons MOHUTOpPUHIa Tpaduka
B CeTAX nepefayvm AaHHbIX. OO6bIMHO OH BCTPOEH B KOMMYTATO-
pbl U MapLLPYTU3aTOpbI.

sFlow 129 CraHpgapT ons MOHUTOPUHIa KOMMbIOTEPHLIX ceTen, becnpo-
BOAHbIX CETEN N CETEBbIX YCTPONCTB.

HTTP_Connect |[130 MeToa 3anyckaeT ABYCTOPOHHIO CBA3b C 3anpoLLeHHbIM pe-
cypcom. MeTog MOXHO MCNOMNb30BaThb AN OTKPbITUSI TYHHENS.

HTTP_Proxy 131 Mpokcu-cepBep, NO3BONSAKLWNA paboTaTb B MHTEPHETE MO
HTTP.

CHECKMK 138 Mcnonb3yeTca Ans MOHWTOPMHIA CEPBEPOB, MPUIOXKEHWN,

ceTen, 0brayHbIX MHPPACTPYKTYP, KOHTENHEPOB, XPaHUMMLL,
0a3 AaHHbIX 1 4aTYMKOB cpeabl.

AJP 139 BrHapHbIM NPOTOKON, KOTOPLIA MOXET NPOBOAUTL BXOASALLME
3anpockl ¢ Beb-cepBepa A0 cepsepa NPUNOXKEHUIN, KOTOPbIV
HaxoguTcs 3a Beb-cepBepom.

Radius 146 [MpoTokon Ana peanusauuu ayTeHTUUKauumn, aBTopusauum
n cbopa cBefeHMIn 06 UCMONb30BaHHbIX pecypcax

LotusNotes 150 Mnatcopma ansa aBTomaTnsaumm COBMECTHON OeATENbHOCTU
pabounx rpynn. Vcnonb3yeTcs ¢ pasnuyHbiMU noKanbHbIMU U
COBMECTHbIMW CEPBEPHBLIMU MPUINOXEHUAMUN, BKITHOYASA 3NeK-
TPOHHYIO NOYTY, KaneHaapu n MeHexXepbl NMYHON MHOpPMa-
L.
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SAP

151

MpoTokon uUcrnonb3yercs ANs LWPOKOBELLATENbHBLIX Nepeaay

CeaHCoB MHOroagpecHbIX AaHHbIX M cBA3W. Hanpumep, ero
MOXHO MCMOMb30BaTh ANS MpeACTaBMeHNs Monb3oBaTesto
cnvcka JOCTYMHbIX ayaUOMNOTOKOB.

GTP

152

Ipynna npoTokonos coegnHeHns Ha ocHoBe |P, ncnonesyemas
B cetax GSM, UMTS un LTE.

WSD

153

MpoTokon Ans aBToMaTM4ecKoro 06HapPYXXeHUS, HACTPOWKN 1
ynpaBneHus. Peanudyer Plug and Play pgna ceteBbix
YCTPOWCTB.

LLMNR

154

MpoTtokon nossonset IPv6 n IPv4 knueHTam 3a CYET LUMPOKO-
BelLaTerNbHbIX 3anpoCcoB B JIOKanbHOM cermMeHTe ceTu L2 pas-
pelaTb MMeHa CoceaHMX KOMMbITEPOB 6e3 NCMOoNb30BaHNs
DNS cepsepa.

H323

158

CrtaHnpaprt, ucnonb3yembii onsa opraHusauum VolP-tenedoHum
N BUOEOKOH(pepeHLCBA3N.

NOE

160

MpoTtokon, obecneynBaroLLMiA aBTOMaTM3aLMIO YNpaBneHns u
BupTyanusauuio ceten. [lo3sonseT cosgaBaTb HECKOMbKO
BMPTYarnbHbIX ceTen (MCNonb3ys OaHY OU3NYECKYI0) ANS Kax-
[0V KaTeropum yCTpomucTB U CO3aTb ONTUMaInbHYIO KOHAUrY-
paLuio 1 U30MAUMI0 ANs KaXa0W BUPTYarnbHOW CEeTU.

CiscoVPN

161

MponpueTapHbIi BapnaHT npotokona IPSec, paspabaTtbiBae-
MblIli komnanuen Cisco.

CiscoSkinny

164

Onpepgenset Habop coobLleHui mexay knmeHTom Skinny ons
B3aMMOZENCTBUSA MPOBOAHbIX 1 6ecnpoBoHbIx IP-TenedgoHoB
Cisco 7900 cepun, Takmx kak Cisco 7960, 7940, 7920, c
cepsepoM ronocosoi noyTsl Cisco Unity n Cisco CallManager.

RTCP

165

lMpoTokon ynpaBneHusa nepegader B pearnibHOM BpEMEHMW.
Ucnonb3yetca coBmecTHO ¢ npoTokonom RTP.

RSYNC

166

Mporpamma, koTopas 3¢pHEKTUBHO BbINOMHAET CUHXPOHM3ALMIO
¢annoB 1 KaTanoroe B AByX MeCTax C MUHUMU3NPOBAHMEM
Tpadwmka.

Oracle

167

MpoTtokon OocTtyna K 6a3am gaHHbIX.

Corba

168

MpoTokon npegHasHayeH AnNs obneryeHusl CBSA3U CUCTEM,
pa3sBepPHYTLIX HA Pa3MNUYHbIX ONEePaLMOHHbIX CUCTEMAX, A3blKaxX
nporpaMMUPOBaHUS U annapaTHbIX nnaTtgopmax.

Whois-DAS

170

MpepHasHayeH Ansi NONyYeHUs PErMCTPaLUMOHHBIX OAHHBIX O
BnagenbLax 4OMEHHbIX UMeH, IP-aapecoB 1 aBTOHOMHbIX CU-
cTeM.

SD-RTN

171

TexHonormsa nocTpoeHns NPorpaMMHo-onpeaensemMblx ceTen
AN AO0CTaBkM MHOpMauun C BbICOKUM YPOBHEM cepBuca
(QoS).

SOCKS

172

CeTeBoVi NPOTOKOST, KOTOPbIV MNO3BONSET NEPEChINaTb NakeThl
OT KN1eHTa K cepBepy Yepes NPoKcK-cepBep Npo3payHo

RTMP

174

MpoTokon ncnonb3dyeTcd Onda nepegadn noTokoBOro BnMaeo mn
ayanonoTokoB C BeG-Kamep Yyepe3 NHTEPHET.

FTP_DATA

175

CesasaHHoe ¢ FTP_CONTROL coepuHeHve B paMkax NogKmto-
YeHus no npotokony FTP, oTBevarowlee 3a nepegavy OaHHbIX.

ZeroMQ

177

Bubnunoteka acMHxpoHHOro obmeHa coobLLUeHNAMN.

Megaco

181

MpoTokon, NCNonb3yeMbli MeXay areMeHTaMn TENeKOMMYHU-
KauMoHHbIX ceTen: wnto3oM (Media Gateway) 1 KOHTponnepom
wrto3oB (Media Gateway Controller).
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Redis

XpaHunuiye 6a3 gaHHbIX B MaMATH, UCNOMb3yEMOE B CEPBEpP-
HoM MHpacTpykType. MNpoTokon Mcnonb3yeTca ANA MNOAKIH0-
YEHWs KNMEHTOB K XpaHunuwiam gaHHbix Redis.

182

QuIC

188 [Mo3BonseT MynsTMNNEKCUPOBaTb HECKONBbKO NOTOKOB AaHHbIX

Mexay ABYMSI KOMMNbOTEpPaMMm.

EAQ

190 Penko ucnonb3aylowmmnca NpoToKorn, cnyxawmi ons 3amepa

CKOPOCTHU B LLUMPOKOMNOJIOCHbLIX CETAX nepenayvn aaHHbIX.

AMQP

192 MpoTokon ucnonb3yeTca ANA nepegavn CoobLLEHVU Mexay
KOMMOHEHTaMM CUCTEMbI C HU3KOWN 3a4ep>KKOM U Ha BbICOKOM

CKOpPOCTH.

KakaoTalk_Voice

194 Mo6unbHoe npunoxeHuwe Ans MrHOBEHHOro obmeHa ayamo

COOOLLEHNAMMU.

BJNP

204 HacTtpaunBaembiin npoTokon obHapyXeHus cnyx6 nokansHon
CeTu, ncnonb3yembli NpuHTepammn n ckaHepamu Canon. Kowm-
MbOTEPHBbIE CUCTEMbI UCMONB3YIOT 3TOT MPOTOKOM Afs aBTOMa-

TH4eckoro obHapyxeHus yctporcts Canon B ceTu.

SMPP

207 MpoTokon npegHasHayYeH AN nepegady coobLLeHUn Mexay

BHELLUHUMU yCTpOIZCTBaMI/I.

TINC

209 VPN, nossonsowmii co3gaBatb 6e3onacHble BUPTyarnbHble
YacTHbIe CETU, N0 KOTOPbIM CEpPBEPbLI MOryT B3anMOLENCTBO-

BaTb Tak, 6y£l,TO OHM pa60Ta+0T B JTIOKaNbHOW CETW.

Teredo

214 CeTeBON MpOTOKON, NMpedHa3HayYeHHbI Ans nepegayn IPv6

nakeToB yepe3 cetu IPv4.

IMO

216 Beb6-cepBuc ons MrHoBeHHoro obmeHa coobueHnsmu n VolP-

3BOHKOB.

MQTT

222 MpoTokon ansi nerkoro obMeHa coobLueHusiMm nybnukavmm/noa-
MUCKWU. ATO NOME3HO A1 COEANHEHWI C yAaNEeHHbIMU MecTamu,

roe Tpebyertca HebonbLuo ob6bem koaa.

RX

223 [Mo3BoONSET KOMMNBLIOTEPHBLIM MPOrpaMMam Bbl3blBaTb (PYHKLUN

“nu NpoLeaypbl B ApyromMm aapecHoM NpoCcTpaHCTBe.

DRDA

227 Habop npoTtokonos, obecneynBaloLLmMx BO3MOXHOCTb CBA3U
Mexay nporpaMmamMu u cuctemamy 6as faHHbIX Ha pasHbiX
nnatopmax M Mo3BOMSALINX pacnpenensTb pensuMoHHbIe

[aHHble MO HEeCKOMNMbKUM nratcopmam.

SOMEIP

229 TpaHCNOPTHbLIV MPOTOKOS, OPUEHTUPOBAHHbLIA HA MacLLabupy-
emoe npomexytodHoe MO (T.e. OH HaxoguTcA Ha YpOBHE
NPUNOXEHNA N UMEET CBOU COBCTBEHHbIE YPOBHM NPOTOKONa
obuero HasHayeHusa ons paboTtebl ¢ bonee cneundryeckumm

onepaumusmMu 1 NPUNOXEHUSIMU).

LISP

236 CraHpapT ana pasgeneHust |P-agpeca Ha gBa OTAeNbHbIX
NpOCTpaHCTBa UMEH AN pa3gerneHns oTobpaxeHust MecTomno-

NoXeHusa n ngeHtndukartopa IP.

Diameter

237 CeaHcCoBbIli MPOTOKOJ1, CO3AaHHbIV ANA NPeoA0NEHUS HEKOTO-
pbix orpaHuyeHu npotokona RADIUS. ObecneumBaeT B3au-
MOZENCTBUE MeXAy KNMMeHTamu B Lensax ayTeHTudukaumu,

aBTopusaumn n ydeta pasnimyHbiX CepBUCOB.

TargusDataspeed

243 lMpoTokon, ncnonb3yemblin Ans U3MEPEHNs MPOMYCKHOM Cro-

cobHoCTU ceTen.

DNP3

244 lMpoTokon nepepavn AaHHbIX, UCMONb3yeMbld AN CBA3M
mexay komnoHeHTamu ACY Tl (ABTOMaTM3MpOBaHHOW CUCTE-

Mbl YIPaBMNeHNs1 TEXHOMNOMMYECKMM MPOLECCOM).

167



KaTteropus

MpunoxeHne Homep B OnucaHue npoTtokona

CcTaTUCcTun-
Ke

IEC60870

245 lMpoTokon TenemexaHuku, NpeaHa3Ha4YeHHbI ANna nepeaadn
CMrHaroB B CUCTEMY BEPXHEro YPOBHS, PernaMmeHTUpyoLwuii
NCMonb30BaHUe CeTeBoro goctyna no npotokony TCP/IP. Yawe
BCEro MpPUMEHSETCA B 3HepretTuke Ans MHAMOPMaLMOHHOIO
obmeHa mexay aHeprocucTteMamu, a Takke AN nonyyYyeHus
OaHHbIX OT M3MepUTenbHbIX NpeobpasoBartenen (BONsTMETPbI,
n3mepwuTenbsHble NnpeobpasoBarenu 1 T.4.).

CAPWAP

247 CTtaHgapT, No3BoONALNA LieHTpanbHbIM KOHTponnepam 6ec-
NPOBOAHOIO AOCTYMa YnpaBnATb TOYkaMu GecnpoBOAHOrO
goctyna.

Zabbix

244 [MpoTokon sBNSETCA YacTbio MPOrPaMMHOro MHCTPyMeHTa C
OTKPbITbIM UCXOOHBIM KO4OM, KOTOPbIV oTcnexusaer I T-uHdpa-
CTPYKTYPY, TaKyto KaKk CETU, CEpBEpPbI, BUPTYaribHble MaLUWHbI
1 0bnavHble cepBUCHI.

s7comm

249 MpoTokon cBA3wW, Mcnonb3yeTcs AN obMeHa JaHHBIMU MexXay
nporpaMmmMupyemMbIMy TOTMYECKUMI KOHTPOMepamu, KoTopble
06bIYHO NCMONB3YTCHA B NPOM3BOACTBE.

WebSocket

251 TexHonorus, No3sBonsaLWas OTKPbIBaTb CeaHC ABYCTOPOHHEWN
WHTEPaKTUBHOW CBS3N Mexay 6pay3epom v cepBepom.

SOAP

253 [MpoTokon o6meHa coobLLeHAMU, UCNONb3yeMbIn AN oOMeHa
NHMOPMaLMen Mexay pasnuyHbIMU MaMHaMM U KOMMbIOTEP-
HbIMU CETAMU.

HP_VIRTGRP

256 [MpoTokon, ucnonb3yembl B cUCTEME BUpTyanusauuu oT
koMnaHum HP. O6bi4HO ncnonbayeT nopt 5223 (TCP/UDP).

Z3950

260 KnuneHT-cepBepHbIN MPOTOKOM As noucka u noryyYeHns nHaop-
MaLMK C yaaneHHbIX KOMMbIOTEPHbIX 633 AaHHbIX.

Cassandra

264 Mpotokon knactepa 6a3sbl AaHHbIX. OH 6bIN pa3paboTtaH ans
Apache Cassandra — pacnpegeneHHon CUCTEMbI YpaBneHns
6azamyn gaHHbix NoSQL C OTKpbITbIM WCXOAHLIM KOAOM,
npegHa3HavYeHHoN ans 06paboTkm 6oMnbLLNX 06 LEMOB AAHHbIX.

GTP_U

271 lMpoTokon mcnonb3yetca ANA nepefaydn norb3oBaTenbCKMX
OaHHbIX BHYTPU MOBUMBHBIX CETEN.

GTP_C

272 MpoTokon ncnonb3yeTcs Ha YpoBHE yNpaBneHnsi BHyTpy 6a3o-
BbIX MOOMINbHBIX CETEN.

GTP_PRIME

273 [MpoTokon ncnonb3dyeTca Ans nepefayv gaHHbIX O B3UMaHUU
nnatbl BHyTPW OMOPHbIX CETEN MOBOUIBHOW CBA3N.

EthernetlP

278 [MpOMBILLNEHHBIA CETEBOV MPOTOKOM, KOTOPbIA agantupyet
06LLUMIN NPOMBILLMEHHbIV NPOTOKON K cTaHaapTHomy Ethernet.
OpawvH 13 BegyLUmMX NPOMbILLNEHHbIX MpoTokonos B CLUA, koTo-
PbIf LUIMPOKO UCMONb3YeTCH B Pa3NUYHbIX OTPacnsX, BKIOYas
3aBoAckue, rmbpuaHble N TEXHONMOrnYeckue.

HSRP

282 Mpotokon Cisco, ncnonb3yembin ans obecnevyeHnst n3bbiTou-
HOCTU MeXay HECKOMbKMMU MapLUpyTU3aTopamMu B CETU.

collectd

298 Mporpamma Unix, koTopasi cobupaet, nepemaetr M XpaHWUT
JaHHble O MpOM3BOAUTENLHOCTU KOMMbLIOTEPOB U CETEBOMO
obopynoBaHus.

UltraSurf

304 MpoTtokon npegoctaenset pelweHue npokeu/VPN, npegHasHa-
YeHHoe AN o6xoaa MeXCETEBbIX 3KPAHOB BEO-LIEH3YPbI.

AliCloud

306 CeMencTBO MPOTOKOMOB, MCMONb3YHLIMXCA npu pabote c
Alibaba Cloud (nocTtaBLumk obnayHbIx ycnyr Ha pbiHke Kutas).

Kismet

309 lMpoTokon yaaneHHoro 3axesarta MCNOMb3yeTcsa Ans OTNpaBku
AaHHbIX 6ecnpoBoAHOro MOHUTOPUWHIA (aHanNM3a) Ha LeHTparnb-
HbI cepsep.
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NAT-PMP

312

MpoTokon Mcnonb3ayeTcsa Ans aBTOMaTUHeCKON YCTaHOBK na-

pameTpoB npeobpasoBaHus ceteBbix agpecos (NAT) n KoHu-
rypauuvi nepeagpecaumu nopTos.

Line

315

MpunoxeHne ona MOMeHTanbLHOro obmMeHa coobLeHnaMmn Ha
cmapTdoHax u K.

LineCall

316

CeMencTBO NPOTOKOMOB, UCMONb3yeMbIX B TernedoHmmn VolP.

Munin

329

lMpoTokon ABMSeTCs YacTbid NPOrpaMMHOI0 MHCTPYMEHTa C
OTKPbITbIM MCXOOHBIM KOOOM, KOTOPbIV oTcnexusaeT I T-uHdpa-
CTPYKTYPY, TaKyto KaKk CETU, CEpBeEpPbI, BUPTyarbHble MaLUVHbI
1 0bnayvHble cepBuUChHI.

Elasticsearch

330

[BOWYHbIN NPOTOKOM, UCMONb3YETCH ANS CBA3U MeXAay y3namu:
BbIGOPbI MacTepoB, OPKECTPOBKA Y3r0B, YNpaBieHne CermeH-
Tamu 1 gpyroe.

TuyalLP

331

[MpoTokon, KOTOPbLIN UCMOMNb3YETCA B TEXHONOMMAX YCTPONCTB
yMHoro goma. Noaaepxmeaerca komnaHmen Tuya.

TPLINK_SHP

332

[MpoTokon, KoTopbIn NCNonb3yeTca B TEXHONOIMNAX yCTpOIZCTB
YMHOro goma.

oicQ

335

MecceHaxep MrHOBEHHbIX COObLLEHMI, NoNyNnsApHbIn B Kutae

Dangerous

SMBv1

16

CeTeBON MPOTOKON MPUKMAQHOIO YPOBHA ANS yAaneHHOro
JocTyna k channam, npyHTEpam 1 ApyrMm CETEBLIM peCypcam.

Tor

163

CuctemMa npoKcKU-cepBepoB, MO3BONALLIAS YyCTaHABNUBaTbL
aHOHMMHOE CETEBOE COEAVNHEHNE, 3aLUMLLIEHHOE OT NPOCHYLLIN-
BaHUS.

HotspotShield

215

MO ansa opraHusauuy BUPTYanbHOM YacTHOM ceTu, obecneun-
BaroLLel 6esonacHyto nepegady AaHHbIX NO LUNMGPOBAHHOMY
COeAMHEeHMI0, 3aLUMLLEHHOMY OT NPOCHYLUNBaHUS.

Pastebin

232

BeG-npvu'lomeHme, KOTOpPO€ MNO3BOJIAET 3arpyKatb OTPbIBKU
TekcTa, 06bI4HO parMeHTbl UICXOOQHOrO KoAa, A1 BO3MOXHO-
CTN NPOCMOTPa OKpy>XatoLWnMun.

Email

Outlook

21

lMepcoHanbHbIM NOYTOBBIN M MHOPMALIMOHHBIN CEPBUC KOPMO-
paumu Microsoft.

POPS

23

3awmnpoBaHHbIN MPOTOKOS, UCNOMb3yeMbIA MOYTOBLIMM KK~
eHTaMu Ans Nony4yeHns NoYTbl C yAaneHHoro cepeepa.

SMTPS

29

MpoTokon ncnonb3yeTcst 411 OTNPaBKM ANEKTPOHHbIX CO06LLEe-
HUNA.

YandexMail

33

BecnnatHas cny>K6a ANEKTPOHHOWN NOYThLI OT KOMMaHUK AHOEKC.

MpumeyaHune

[na pabomsi YandexMail mpebyemcs eko4eHue
cnedyrowux npomokonos: Yandex, YandexMail,
YandexAuth, YandexMetrika, YandexIlmages (0ns
omobpaxeHusi asamapa 6 noyme). [ra 6riokuposKku
docmamoy4Ho ycmaHosums YandexMail.

IMAPS

51

MpoTtokon ncnonb3dyeTcd NOYTOBbIMU KNMEeHTaMn Ansa CUHXpo-
HU3auuun NoYThbl C yaaneHHOro cepeepa.

GMail

122

3AneKTpoHHas noyta oT koMmnaHum Google.

SocialNetwork

VK

22

BKoHTakTe — poccuiickasi coumanbHas CeTb.

TikTok

49

CepBuc 4nsa co3gaHvsa u npocMoTpa KOpoTKUX BUAEO, NpUHaa-
nexawun neknHckon komnaHum ByteDance.
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GooglePlus

72

CoumnanbHas ceTb, NpuHagnexaswas komnaHum Google u

NO3BONSIBLLUAS BbICTpanBaTb CoLManbHble B3aMOOTHOLLEHNS
B UHTEPHETE.

Tumblr

90

Cnyx6a mukpobnoros, BkntovatoLias B cebs MHOXECTBO Kap-
TUHOK, cTaTtew, Buaeo u gif-nsobpakeHunin no pasHeiM TeMaTm-
KaM 1 no3sonstoLas nonb3osaTensam nyobnMkosaTh NocThl.

Facebook

119

KpynHenwasa couuanbHasi ceTb B MUPE, KOTOPOW Bnageet
komnaHus Meta Platforms.

Twitter

120

AMepUKaHCKUIN cepBuC MMKpO6J'IOI'OB n coumanbHasa CeTb, B
KOTOpOW norb3oBaTenu I'Iy6]'IVIKyIOT Cco00LEeHMA 1 B3anMoaen-
CTBYKOT C HUMW.

Pinterest

183

CoumnanbHbI MHTEPHET-CEPBUC, POTOXOCTUHT, MO3BONSAOLLMNINA
nonb3oBaTtensiM 406aBnATL B PEXNME OHMaNH n3o0bpaxeHus,
nomMeLLaTb UX B TeMaTu4eckne Konnekuum n Oenntbcs UMmu c
OpYrMY Nonb3oBaTeNnsaMu.

Snapchat

199

Mo6unbHoe npunoxeHne ons obmMeHa coobLieHnaMY ¢ npu-
KpenneHHbIMU pOTO 1 BUAEO.

Sina(Weibo)

200

KuTalickuin cepBuc MMKpOOGNoros.

Reddit

205

Caiit, coyeTalomin 4epThbl coumanbHoW cetTn n dopyma, Ha
KOTOPOM 3aperMcTpyMpoBaHHbIe MONb3oBaTenu MoryT pasme-
LWaTh CCbIMKM Ha KaKyo-nnbo NOHpaBuMBLLYIOCS MHOPMaLnIo
B MHTEpHeTe 1 obcyxaaThb ee.

Instagram

211

AmepukaHckas coumanbHas ceTb Ans obmeHa potorpacdusamm
n BUZeo.

LinkedIn

233

AMepVIKaHCKaﬂ coumanbHasa ceTb And nonucka n yctaHoBneHunsa
AenoBbIX KOHTAKTOB.

Likee

261

CoumanbHasi ceTb, Nonb3oBaTenu KOTOPoi MOryT co3aaBaTb
U pacnpocTpaHsATb KOPOTKME My3blkaribHble BUAEOKMUMbI C
BO3MO)XHOCTbIO 106aBneHns cneLaddeKkToB 1 A0NONHEHHON
peanbHOCTH.

Badoo

279

CoumanbHasi ceTb 3HAKOMCTB, nogaepXuearuiad MHOXXeCTBO
A3bIKOB U paﬁOTaIOLLI,aH C nonb3oBaTtendamMmmn BCcex CTpaH Mupa.

Tencent

285

QQ — Hanbornee pacnpocTpaHeHHbI B Kutae cepBuc MrHoBeH-
HOro obmeHa CoobLLEHNSIMN.

VPN

Tailscale

24

MpocTon,
WireGuard.

ObicTpein M coBpeMeHHbIn VPN Ha ocHoBe

OpenVPN

159

Peanunsaunsa TexHonornm BupTyanbHon YactHon cetu (VPN)
C OTKPbITbIM MCXOOHBIM KOAOM A4S CO34aHUs 3aLLUMdPOBaHHbIX
KaHarnoB TuMna «ToYKa-TOYKa» U «CepBep-KIMUEHTbI» MeXay
KOMMblOTEPaMMU.

WireGuard

206

MpoTokon peann3yet MeToabl BVIpTyaJ'IbHOI7I YacTHOW ceTn Ansg
CO3[aHu1s 3alUNLLIEHHBIX COEANHEHUI «TOYKa-TOYKa»

FortiClient

259

KomnnekcHoe pelueHme 6e3onacHOCT, npegHasHavyeHHoe ang
3aLLMTbl KOMMNBIOTEPOB M HOYTOYKOB.

iCloudPrivateRelay

277

VPN ot Apple, koTopbin no3sonseT nonb3osatensm c i0OS 15,
iPadOS 15 nnn macOS Monterey Ha CBOMX yCTpoWcTBax u
nognuckon iCloud+ nogkno4aTbCcsa K MUHTEPHETY U NpocMaTpu-
BaTb CTpaHuLbl C NoMoLLblo Safari 6onee 6e3onacHbIM U KOH-
duaeHumanbHbIM CrnocoboMm.

Softether

290

BecnnartHas kpoccnnatpopMeHHas MHoronpoTokonbHas VPN-
nporpamMmma C OTKPbITbIM UCXOAHBIM KOLOM.
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TunnelBear 299 MpocTow B ucnons3dosaHum VPN-cepsuc Ha Android. HaxoauT-
CS B NpoAaxe TONbKO Ha TEPPUTOPUMN HEKOTOPbLIX CTPaH.
CloudflareWarp |300 VPN, KoTopbIfi He CKkpbiBaeT ucxoaHbln IP-agpec, a wndpyert
Tpaduk n ncnoneayet cnyx6y DNS Cloudflare 1.1.1.1.
Psiphon 303 BecnnatHbin VPN ¢ OTKpbITbIM NCXO4HLIM KOAOM, B KOTOPOM
NCMONb3yeTCsl COMETAHME TEXHOMOTUI 3aLLULLEHHOW CBSI3N U
o6dpyckaumm.
Web Yandex 25 MonckoBasa cuctema n NHTEpHeT-NopTarn.
DataSaver 46 PaclwvpeHune, nossonsiowiee 3kOHOMUTb Tpaduk. Peluenne

npegHasHavyeHo crneuunansHo anga 6paysepa Google Chrome
1 AaeT BO3MOXXHOCTb 9KOHOMUTL Tpadhmk Npw 3arpyske CTpaHu-
Lbl B rmobanbHOM ceTu.

YandexMetrika |98 BecnnaTtHbI MHTEPHET-CepBUC KOMMaHUM AHaeKc, npeaHasHa-
YEHHbIN NS OLEHKN noceLlaemMocTy BeG-canToB M aHanusa
noBeaeHusi Nonb3oBaTenen.

GoogleMaps 123 Habop npunoxeHuin, NoCTpoOeHHbIX Ha ocHoBe GecnnaTHOro
KapTorpacuyeckoro cepsuca.

Google 126 Beb6-pecypcbl komnaHun Google.

Apple 140 Beb6-pecypcbl komnaHum Apple.

AppleiCloud 143 Cepsuc komnaHumn Apple ans obnayHoro XxpaHeHus AaHHbIX.

Wikipedia 176 VIHTEpHET aHumMKnoneaus.

Amazon 178 Beb6-pecypcbl komnaHmu Amazon.

CNN 180 OdmumanbHbIi HOBOCTHOM canT TenekaHana CNN.

Cloudflare 220 Be6-pecypcol komnaHum Cloudflare.

OpenDNS 225 UHTepHeT-cnyx6a, npegoctaensiowasi obenoctynHsie DNS-
cepBepbl.

GoogleServices |239 CuctemHoe npunoxeHune ot Android, koTopoe Mo3BoNsAeT

cneguTb 3a TeM, 4YTOObI Bce YCTaHOBJ1€HHbIE Ha yCTpOVICTBe
NpuUNoXxeHua scerga ObINK nocnegHemn Bepcun.

Alibaba 274 Beb6-pecypcbl komnaHum Alibaba Group.

AccuWeather 280 Beb6-pecypcbl komnaHum AccuWeather Inc. (4actHas amepu-
KaHCKadA Meana-koMnaHud, npeaocraendroliasd Kommepyeckme
yCryrv no NporHO3vpoBaHMWIO NoroAdbl Mo BCEMy MUpY).

Xiaomi 287 Beb6-pecypcbl komnaHum Xiaomi.
Network ntop 26 MpunoxeHune ona nccnegoBaHUs KOMMNbIOTEPHON CETH.
CPHA 53 MpoTokon, obecneunBatoLLmii paboTy Cnyx0 BbICOKOM JOCTYN-

HocTu B o6opygoBaHum ot komnanum Check Point.

OCSP 63 MHTepHeT-NpoTOKON, NCMonb3yemMblv AN NonyYyeHus ctatyca
oT3bIBa Lmdposoro ceptndmkara X.509.

GRE 80 [MpoTokon TYHHENUPOBAHUSA HU3KOFO YPOBHS, UCMONb3yeMblIi
pasnuuHbiMu peanusauuamm VPN: Cisco, IPsec, PPTP un
apyrumun. TpoToOKON MOXET UCMOoNb30BaTbCA ANst nepenayu
IPv4, IPv6, MHOroagpecHon pacchifku 1 Apyrux NpoTOKOMNoB
HM3KOrO YPOBHSI.

ICMP 81 [MpoTokon, NpefocTaBnALWMI YCyr AUarHOCTUKK, yCTpaHe-
HMS Henonaaok, ynpaeneHust u coobLueHnin ob owmnbkax.

IGMP 82 lMpoTokon cBSA3W, MCNOMb3yeMbI y3namm W COCEQHVMU
MapLUpyTU3aTopamMm Ans MHOroagpecHom cBasm ¢ IP-cetamn.
O6bI4HO OH ncnonbayertcs IPTV v gpyrmmym MHOroagpecHbIMn
NPUNOXEHNSMMU.
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EGP lMpoTokon MapLipyTM3aumm, KOTOPbIN MCMNONbL30BaNcs Ans co-
€ANHEeHNA pasfinyHbiX aBTOHOMHbIX CUCTEM B WHTEPHETE C
cepeanHbl 1980-x o cepeamHbl 1990-x rogoB, Noka He Gbin
3aMeHeH npoTtokonom BGP.

SCTP 84 MpoTtokon, obecneuunsatoLwnii nepegady coobLueHni. Mcnonb-
3yeTcd B TEeJIEKOMMYHUKALUNOHHbIX CETAX.

OSPF 85 [MpoTokon MapLupyTM3aLum, KOTOPbIN UCMOMNb3YeTcs Ans noucka
Hauny4Lero NyT1 Mexay UCXOAHbIM U LLeNeBbIM MapLUpyTu3a-
Topamu. Vicnonb3yeTcs cpeam MapLUpyTM3aTopoB A5t ONTUMK-
3aumm noToka Tpaduka.

IP_in_IP 86 [MpoTtokon IP-TyHHenMpoBaHWs, KOTOPbIN MHKaNCynMpyeT oaunH
IP-naket B Apyrow IP-naker.

ICMPV6 102 MesxceTeBow NMPOTOKON YNPaBnsAoLLMX COOOLLEHN ANs MexX-
ceTeBOro npoTtokona Bepcun 6, peanunsauusa ICMP ons IPv6.

Citrix 132 KomnnekcHoe pelueHne ans BUpTyarnbHbIX NPUIOXKEHNA 1 Ae-
CKTOMHbIX YCTPOWCTB, KOTOPOE NOMOraeT JOCTaBMATb Npuo-
xeHna Windows, Linux, Be6-npunoxeHns n npunoxeHns SaaS
nnbo nomnHble BupTyanbHble AecKTonbl U3 nboro obnaka
(obLenocTynHoro, nokanbHOro U1 rmépmuaHoro).

Ookla 191 VIHCTpYMEHT Anst U3BMepeHNs NPOMyCKHOWM CMOCOOHOCTU UHTEP-
HeT-npoBanaepa
DoH_DoT 196 TexHonorun DNS-over-TLS (DoT) n DNS-over-HTTPS (DoH)

npegHasHadeHbl ans 3awmTbl DNS-Tpadvka (3anpocos 1 oT-
BETOB) OT NepexeaTa v NoAMEHbI.

DNScrypt 208 lMpoTokon, KOTOPbIN ayTeHTMMUUUPYET CBA3b WM Mepepady
AaHHbix mexay DNS-knveHTom n DNS-npeobpasoBatenem.

Bloomberg 246 Be6-pecypchl komnaHmmn Bloomberg L.P.

AVASTSecureDNS | 263 Cnyx6a, 3almiiatoLlas nonb3oBatensi oT NpoCMoTpa Bpeao-

HOCHOIO KOHTEHTAa B MHTEPHETE.

PGM 296 MHoroagpecHbli TPaHCMOPTHbLIA MPOTOKOS KOMMbIOTEPHON
CETU, KOTOPbIN 0OECNEYMBAET HAOEXHYIO NOCNEAOBATENBHOCTD
NakeToB Afsi HECKOMbKUX MoMnyYatenen oqHOBPEMEHHO.

IP_PIM 297 Habop npoTokonoB Ansa nepegayn MynsTukacta B CETU MEXAy
MapLIpyTUu3aTopamm.
Safe COAP 27 lMpoTokon npegHasHayeH ANs B3aUMOAEWCTBUS MPOCTbIX

YCTPOMNCTB, HAaNpUMep, 4aT4YMKOB Marioi MOLLHOCTM, BbIKIoYa-
Terew, KnanaHoB, KOTOPbIE YNPaBMAOTCS UMW KOHTPOMNUPYHOTCS
yOaneHHo Yyepes ceTb VIHTepHeT.

DTLS 30 KomMMyHMKaLMOHHbIA NpoTokon, obecnevmBatowmin 6esonac-
HOCTb MPUNOXEHWI, OCHOBaHHbLIX Ha AelTarpammax, KOTopblIi
npenoTepallaeT npocnyLumMBaHve, anbcudukaumio n nogaen-
Ky COOBLLEHNIA.

UBNTAC2 31 MpunoxeHne ANS LEHTPanv3oBaHHOIO YMNpaBMeHUs CeTbio
yctponcts Ubiquiti.

IPSec 79 Habop 3almLLeHHbIX MPOTOKOMOB, KOTOPbIE ayTEHTUMULMPYHOT
n wndbpytoT ceTeBon Tpadmk Ansa cnyx6 VPN. LLnpoko ncnones-
3yeMbin npotokon VPN.

TLS 91 lMpoTokon 3aLmTbl TPAHCMOPTHOIO YPOBHS.

Git 226 Cunctema ynpaBneHus UCXO4HbIM KOLOM, UCTonb3yemas npu
paspabotke MO.
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FIX 230 lMpoTokon nepenayun AaHHbIX, MEXAYHAPOOHbIA CTaHaapT Ang
obMeHa fgaHHbIMU MeXay YYacTHUKaMu OMpPXKEBbIX TOProB B
pexume peanbHOro BpEMEHM.

AVAST 307 CeMelncTBO aHTMBUPYCHbIX MPorpamMm, paspaboTaHHbIX KoMNa-
Huen Avast anst onepaumnoHHbix cuctem Windows, Mac OS,
Android n iOS.

FastCGl 310 [MpoTtokon ons B3anmogencTensa MHTEPaKTUBHBLIX MPOrpaMm ¢
BeG-cepBeEpPOM.

BACnet 334 CeTeBoW NPOTOKOI, MPUMEHSEMBI B CUCTEMAX aBTOMaTH3aumm
30aHUIA U CETAX yrpaBeHus.

Potentially Kontiki 32 lMpoTokon nepenayv BUAEO M KOHTEHTA.

Gnutella 35 MpoTtokon obmeHa cannamu.

Music YandexMusic 34 Poccuickuin my3bikanbHbI CTPUMUHIOBBINA cepBuUc, pa3pabo-
TaHHbIN AHOEKCoM.

LastFM 134 Beb-pecypc no My3biKaknbHOW TEMaTHKE.

Spotify 156 CepBuC AN NpocnyLnBaHUSA My3bIKW.

Vevo 186 Mya3blkanbHbI BUOEOCANT U BUAEOXOCTUHT.

Deezer 210 MpunoxeHne AnNs NpocAyLWNBaHUSA My3bIKN.

SoundCloud 234 lMnaTtdopma ans pacnpocTpaHeHUs oLungpoBaHHOM 3ByKOBOW
nHdopmMaumm, obnagarLas hyHKUUAMN CoLmanbHON CETH.

IHeartRadio 325 AmepukaHckas nnatcgpopma 6ecnnaTtHoro BeLLaHms, NogKacToB
1 MOTOKOBOrO Paavo.

Tidal 326 Beb6-cepBurC Nognnuckn Ha My3biKy, MOAKacTbl U MOTOKOBOE BU-
Aeo, covetaowmn B cebe 3Byk 6e3 notepb U My3bikanbHble
BMAEOPOSMKN BbICOKON YETKOCTU C SKCKIMO3UBHBIM KOHTEHTOM
1 cneumanbHbIMN PYHKUNAMN ANt MY3bIKA.

Tuneln 327 AmepurKaHCKUA ayaMo-MOTOKOBLIN CEPBUC, TPaHCAUPYIOLNIA
HOBOCTW, 3(hMpbl pagnoCTaHUNA, CNOPTUBHBLIE MEPONPUSTUS,
My3bIKy ¥ NOAKACThI.

SiriusXMRadio |328 AmepukaHckas paguoBeLlaTenbHas KoMnaHus B cdepe crnyT-
HWKOBOIro pajuvo M OHManH-pPagmo, PacrionioXXeHHas B Hbio-
nopkckom MunarayHe.

VolP Skype_TeamsCall |38 ®yHkuma 3BoHKOB B Skype_Teams.

WhatsAppCall 45 3BoHku B npunoxeHun Whatsapp.

TruPhone 101 Cepsuc ans coBeplueHus VolP 3BOHKOB.

Skype_Teams 125 MO anst coBMecTHOW paboThl, YaTa, 3BOHKOB 1 COOpaHuii oT
koMmnaHun Microsoft.

Webex 141 MpunoxeHve ans Beb-KoHdepeHLuIA.

Viber 144 MecceHaxep, NO3BONAOLLMIA OOMEHNBATLCA COOOLLEHUAMM U
mMegunadannamu.

Tuenti 149 McnaHckas couuanbHas CceTb.

GoogleHangoutDuo | 201 DUO - npunoxeHue ans sugeocsasv. Hangout — npunoxexne
ONs nepenucku (4ar).

SnapchatCall 255 3BOHKM B npunoxeHun Snapchat.

FacebookVoip 268 VolIP 3BoHkM B coumansHon cetn Facebook.

SignalVoip 269 VoIP 3BoHkU B npunoxeHum Signal.

Fuze 270 Macwrabnpyemoe obnayHoe pelueHne Ans npoBeaeHnsi BU-

[e0KOH(EPEHLIMIA U COBMECTHOM paGoTbl C NPOCMOTPOM POsu-
KOB, TEKCTOBbIX JOKYMEHTOB 1 U30GpaXkeHU.
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GoTo 293 MHOooHe3uinckas koMmnanusi, paspabaTbiBaroLyasi n(porpaMmMHoe

obecneyeHne Ans BUOEOKOHMEPEHLMNA.
Chat Signal 39 MpunoxeHne ons obmeHa MrHOBEHHbIMU COOBLLIEHNAMN.
eXpress 338 MnatdopmMa KopnopaTMBHbIX KOMMYHUKaLWIA 1 MOBUIBHOCTH,
KoTopasi 06beauHsieT BMAEOKOHMEPEHUMN, KOPNOPATUBHbIN
MEeCCEHIKeP, MOYTOBbLIA KMMEHT, a Takke KopnopaTUBHbIE
npunoxenns Smart Apps 4ns MobunsHoOro octyna Kk MHegop-
MaLUWOHHbIM CUCTEMAM 1 CEPBUCAM KOMMaHWUN.
MpumeyaHne
Lluccekmop peanusogaH mosibKo 0511 HEKopropamus-
HO20 cepaepa (ecriu bbir 8bINONIHEH 8X00 Ha Kopriopa-
museHbIl cepeep, criedyroujuli 8xo0 OUCCEKMOPOM He
bydem orpederneH).

QQ 48 CepBu1C MrHOBEHHOTO 0bMeHa CoobLLEHMSAMMN.

WhatsApp 142 MecceHnaxep, No3BONAOLLMIA 0OMEHNBATLCA COOOLLEHNAMU U
Megmadannamu.

Messenger 157 MpunoxeHne gns obLieHns (4ar).

Telegram 185 MecceHnaxep, NO3BOMNAOLLMIA 0OMEHNBATLCA COOOLLEHNAMM U
mMegunadannamu.

KakaoTalk 193 Mo6unbHoe NpunoxeHne Ans MrHOBEHHOro obmeHa cooblLue-
HUSIMMW.

WeChat WeChat 197 MecceHaxep, No3BONAOLLMIA 0OMEHNBATLCA COOOLLEHNAMM U
Megmadannamu.

Mining Mining 42 MpoTokonbl MarHepoB Bitcoin, Monero, ZCash, Ethereum.

Cloud NestLogSink 43 MpoTtokon o6HoBneHus xypHana Google Nest Protect ncnone-
3yeTcs AeTekTopamu gbima.

YandexDisk 57 O6nayHbI cepBuUC, CO3aaHHbIN FHOEKCOM, KOTOPbI NMO3BONSAET
nonb3oBaTensM XpaHuTb hainbl Ha «obnayHbIX» cepBepax
W OENUTLCS UMW C APYTMMM NOSb30BaTENSIMU B MHTEPHETE.

YandexCloud 62 My6bnuyHas obnavHas nnatcopma oT KoMnaHun AHOEKC.

Dropbox 121 dannoBbIn XOCTUMHT KomnaHuu Dropbox Inc., Bkntovarowmmn
nepcoHanbHoe obrnavyHoe XxpaHunuLle, CUHXPOHM3aLmnio an-
TOB M NPOrpamMmmy-KInmeHT.

UbuntuONE 169 OHnarH-xpaHunuile, npegHasHadyeHHoe ang obmeHa canamm
N CUHXPOHM3ALMM Mexay KOMMblTepamu U MOBMIbHbIMU
yCTpOWCTBaMMm.

Microsoft 212 Be6-pecypcbl komnaHum Microsoft.

GoogleDrive 217 CepBUC ONs XpaHeHWs1, peaakTUPOBaHNST U CUHXPOHM3aLMK
darinos, paspaboTaHHbIi KomnaHmen Google.

MS_OneDrive 221 ObnayHoe XxpaHunuiie, npPegocTaBseEMOe  KOMMaHMEN
Microsoft.

ApplePush 238 lMo3BonseT cTOpoOHHMM paspaboTynkam OTNPaBnATb YBEOOM-
neHus Ha yctpouictea Apple.

AmazonVideo 240 Be6-Buaeocepsuc Amazon.

AmazonAWS 265 Kommepueckoe nybnuyHoe obnako, nogaepxmBaemoe u pas-

BMBaeMoe KomnaHuen Amazon.
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Salesforce 266 AmMepukaHcKkasa komnaHus, pa3paboTymk ogHoumeHHo CRM-
CUCTEMbI, MPeaoCTaBNAEMON 3aKasdvmkam UCKITKYMTENbHO No
mopaenu SaaS.

Azure 276 O6nayvHas nnatcopma komnaHumn Microsoft.

GoogleCloud 284 Habop obnayHbix cnyx6, KOTOpble BbIMOMHSATCA Ha TON Xe
camoi MHdpacTpykType, KoTopyto Google ucnonb3syeTr aons
CBOMX NPOJYKTOB, NpeAHa3Ha4YeHHbIX 41151 KOHEYHbIX NOTPEOU-
Tenen, Takux kak Google Search n YouTube.

Edgecast 288 AwmepukaHckasa komnaHus B ccpepe Content Delivery Network.

Cachefly 289 [MocTaBLMK CETN JOCTaBKM KOHTEHTA.

Game Xbox 47 Be6-pecypcbl komnaHum Xbox.

AmongUs 69 MHorononb3oBaTtensckasa 2D nrpa oT TpeTbero nuua ¢ Buaom
cBepxy, paccunTtaHas Ha 4-15 yenosek.

Steam 74 OHnaviH-cepBu1C LcpoBOro pacrnpocTpaHeHNst KOMMbIOTEPHbIX
Urp 1 Nporpamm.

WorldOfWarcraft |76 OHnanH-urpa.

MapleStory 113 OHnanH-urpa.

Nintendo 173 Be6-pecypcbl komnaHum Nintendo.

Playstation 231 Cepauc undpoBon oucTpnbyLum komnaHum Sony AN Nonb3o-
BaTenen koHconen PlayStation.

Activision 258 AmepurkaHcKast KOMNaHWs NO U3AaHUI0 U pa3paboTke KOMMbHo-
TEPHbIX Urp.

Fun RTSP 50 MpuknagHoOM NPOTOKON, B KOTOPOM OMMCaHbl KOMaHAbl Ans
ynpaBneHns BUOEeONOTOKOM.

IceCast 52 MO gns opraHnsawmm NOTOKOBOTO LiMchpoBOro ayano- 1 BUAEo-
BeLLaHus.

HalfLife2 75 KomnbloTepHas urpa.

Armagetron 104 KomnbloTepHas urpa.

Dofus 106 OHnanH-urpa.

Guildwars 109 OHnanH-urpa.

Warcraft3 116 OHnanH-urpa.

WorldOfKungFu [117 OnnanH-urpa.

TocaBoca 106 LLIBeacknit pa3paboTymk AETCKUX MOBUIBbHLIX BUAEOUTP.

TeamSpeak 162 Mporpamma, npegHasHa4YeHHas Ansi roflocoBOro o6LeHus B
ceTn VIHTepHeT nocpeactsom TexHonorum VolP.

VHUA 184 YcTapeBLUN NPOTOKOS, KOTOPbIM MCNOMb30Bancy s cepsu-
coB, nofgobHbIx Skype, B Kutae.

MPEG_TS 198 MpoTokon anga nepegayn ayano- u BUAEOAAHHbIX.

Starcraft 213 OHnanH-urpa.

CSGO 235 OHnanH-urpa.

Genshinlmpact |257 KomnbtoTepHasa urpa B aHpe action-adventure ¢ OTKpbITbIM
MUpoMm K anemeHTamm RPG, paspabotaHHas KUTaNCKOM KOM-
naHven miHoYo Limited.

RakNet 286 KpoccnnatgopmeHHoe MO, pa3paboraHHoe Oculus VR, ana
NCMNOMb30BaHWS B UTPOBOW MHOYCTPUMN.

i3D 301 [MpoTokon ¢ Manou 3agepXKKkon, KOTOpoe B OCHOBHOM UCMOMb-

3yeTcd UrpoBbiMu cepeepamu.
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Ke

OnucaHue npoTokona

RiotGames 302 AmepurkaHcKkasi KoMnaHus, pa3paboTynk BUOeourp, usnartenb
N OpraHn3aTop KnbepcrnopTUBHbBIX TYPHUPOB.

Threema 305 [MpoTokon wucnonb3yeTcd OAHOUMEHHbLIM MPUMNOXKEHNEM —
nnatHow cnyx6or obMeHa MrHOBEHHbIMU COOBLLEHUAMMN CO
CKBO3HbIM LUMPPOBaAHNEM.

TiVoConnect 308 MpoTokon o6ecneyrBaeT aBTOMaTM4ECKOE OOHAPYXEHME ABYX
unn 6onee meguanneepos Tivo, paboTatoLmx B OQHOM CETU.

Syncthing 313 [MpoTokon ncnonb3yeTca AN CUHXPOHU3aLUUN annoB Mexay
OBYyMSA Unn Gornee KOMMbOTEPAMN B PEXMME pearnbHOro Bpe-
MEHMW.

CryNetwork 314 WrpoBown npoTokon, ncnonb3dyemein Ha nnatcgopme CryEngine.
Mcnonb3yeTtca ansd NoaKnoYeHNs UrpoBbIX KITMEHTOB, CUHXPO-
HM3aLummn cobbITui, Nogbopa UrPoKoB U T.4.

Source_Engine |333 Urpoeoe IO, paspaboraHHoe komnaHuen Valve Corporation
1 UCNonNb3yemMoe eto Ans co3aaHns COBCTBEHHbIX KOMMbIOTEP-
HbIX Urp.

Heroes of the Stom 336 OHnanH-urpa

Streaming PPStream 54 KuTtanckas cetb Angd nokasa punbmMoB, CEpUanos u T.4.

DisneyPlus 71 AMepUKaHCKMIN CepBUC NOTOKOBOTO BELLL@HWNS HA OCHOBE NoA-
nuckn, ynpaensembin otaenom Media and Entertainment
Distribution komnanun The Walt Disney Company.

Hulu 137 Cepsuc, npeanaratoLuLmin 4OCTYN K NOTOKOBOMY BUEO: TENEBM-
3MOHHbIM LLOY, hunbMam, Tpennepam, CbeMkam 3a CLEEHON U
Apyrim npogyktam ot komnanun NBC, Fox, ABC, TBS n apyrux
CTYOMI U TENEeKaHarnos.

AppleiTunes 145 Cepauc komnaHum Apple Ans npocnylwmnBaHns My3bIKU.

Pandora 187 Cnyx6a NOTOKOBOM Mepenayn My3blkM Ha OCHOBE MOAMUCKN
npuHagnexauas Sirius XM Holdings.

Vimeo 267 AMEpPUKaHCKNIN BUOEOXOCTUHT.

Dazn 292 CnopTuBHbLIN CTPUMUHIOBLIV cepBuc. CepBuc TpaHcnupyet
CMOPTMBHBIN KOHTEHT B NPSIMOM 3chmpe 1 Mo 3anpocy B bonee
yem 200 cTpaHax.

1kxun 295 Kuntanckuin BUDEOXOCTUHT.

AppleTVPIus 317 AMEPUKAHCKUIN CTPUMMUHIOBBIA CEPBMUC, NMpuUHagnexawmm u
ynpasnsembi komnaHuen Apple.

DirecTV 318 Cepsuc, NpegocTaBnAloLLMi NPOCMOTP OHMaNH TeNeBMAEHNS
cnopTa 1 uUnbMOB C NOMOLLbIO CMapTdoHa, NnaHLeTa, KoM-
nbloTepa, CMapT-TeneBn3opa uny NOTOKOBOrO YCTPOWCTBA.

HBO 319 AmepuKaHckas ceTb NnaTHOro TeNeBNAEHWS, KoTopas ABNseTcs
dnarmMaHCcKMm akTMBOM OAHOUMEHHOWN MaTEPUHCKOWN KOMMaHUn
Home Box Office, Inc.

Vudu 320 AMepUKaHCKMIn MarasvH LpoBOro BUAEO U NOTOKOBbLIV cep-
BUC, NpuHaanexawwmn Fandango Media.

Showtime 321 AMepUKaHCKMI NnaTHbIA KabenbHbIN U CMYTHUKOBLIV TEeNeka-
Har.

Dailymotion 322 PpaHLy3CKU BUOEOXOCTUHT.

Livestream 323 AMepunKaHCKMA NNaTHbIN KabernbHbIN U CYTHUKOBLIN Teneka-
Harn.

Tencentvideo 324 Kutanckaa cTtpumuHroBass nnatcopma, npuHagnexawias

Tencent.
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cTaTucTu-
Ke
Video Zattoo Mnatdopma gna nokasa TeNEBU3NOHHbBIX KaHaMNoB.
TVUplayer 59 Mporpamma ana npocmotpa 6ecnnaTHbIX UHTEPHET TenekaHa-
NnoB.
Pluralsight 61 AmepuKkaHckas YacTHasi oHnarH-o6pa3oBaTenibHas KOMMNaHus,

KoTopasi NpeanaraeT Ha cBoeM BeG-caiTe pasnuyHble oby4a-
loLLMe BUAEOKYPChI AN paspaboTynKoB NporpamMMHoro obec-
neyeHus:, IT-agMUHUCTPATOPOB M TBOPYECKUX NPOGECCHOHA-

1noB.
NetFlix 133 Cepsuc gnis npocMmoTpa unbMOB U ceprarnos.
Zoom 189 Mporpamma, npegHa3HavyeHHasa A4S KOHEPEHLICBA3N.
Twitch 195 BraeocTpMMmNHIOBBLIN CEPBUIC, CNeLmanv3vpyoLLMncs Ha TeMa-
TUKE KOMMNbIOTEPHbIX UrP.
IFLIX 202 Manawsuncknii 6ecnnaTHbl BUOeoCepBUC No noanmcke, opu-
EHTMPOBaHHbIN Ha Pa3BMBaOLLMECS PbIHKM.
Shopping YandexMarket 56 OneKTpoHHas ToproBas nioLaaka, CepBUC Ans NoKynku ToBa-
poB.
eBay 179 OdmumanbHbIn cant komnaHum Ebay (MHTepHeT-marasuH).
Collaborative Discord 58 KpoccnnatgopmeHHasa cuctema MrHoOBEHHOro obmeHa coob-

LweHusamu ¢ nogaepxkon VolP 1 BuaeokoHdepeHuuin, npeaHa-
3HaYeHHasa aAns Mcnonb3oBaHNUs PasnuYHbIMU coobLecTBamMm
no MHTepecam.

Slack 118 KopnopaTtuBHbIn MecceHaxep.

Github 203 KpynHenwmn Beb-cepBuc ans xoctuHra |IT-npoekToB m umx
COBMECTHOM pa3paboTku.

Microsoft365 219 MporpammHBbIf NpoayKkT oT komnaHuu Microsoft, 06beamnHsio-
Wwmn Habop BebG-CepBMCOB, KOTOPbLIA PACNpPOCTPaHSAETCA Ha
OCHOBE MOAMMUCKM MO CXEME «MNpOorpaMMHoe obecrneyeHne kak
ycnyra».

GoogleDocs 241 MpunoxeHne Ons cosgaHus TEKCTOBbIX (pannos, Tabnwuu,
npeseHTauun U.T.4.

Teams 250 Microsoft Teams — koprnopatuBHas nnatgopma, oobeanHsito-
was B paboyeM NpoCTpaHCTBE YaT, BCTPEYM, 3aMETKN U BIO-
XKEHUs.

GitLab 262 Beb6-nHCTpYMeHT xn3HeHHoro Luukna DevOps ¢ OTKpbITbIM UC-
XOAHbIM KOZIOM, MPEACTaBMSAOLLMIA CUCTEMY YNpaBIeHNs perno-
3uTopusimu koga ans Git.

GoogleClassroom | 281 BecnnatHbi Be6-cepBuc, pa3paboTaHHbii Google ans wwkon,
KOTOPbIM NpU3BaH YNpOCTUTb CO3[aHMe, pacnpocTpaHeHne 1
OLIeHKy 3afaHun 6e3bymaxkHbiM cnocobom.

Advertisement YandexDirect 99 CepBuc And pasMeLLeHns 0ObsBNEHU KOHTEKCTHOWN peknambl
Ha SHOekce 1 Ha calTax-napTHepax ero peknaMmHOn ceTu.
ADS_Analytic Track (107 CepBu1C KOHTEKCTHOW peknambl oT komnaHum Google.
RPC Crossfire 105 Cunctema yaaneHHoro ynpasneHus, otnnyatoLascs 6onswmm

pagvycom OeNCTBUsi, HEBOCMPUMMYMBOCTBLIO K GOPTOBBIM MO-
Mexam, Masion 3a4epPXKKOMN.

AdultContent AdultContent 108 B3pocnbiit KOHTEHT.
VirtAssistant AmazonAlexa 110 BupTyanbHbIn accucTeHT, pa3paboTaHHbIM KomnaHuen Amazon.
AppleSiri 254 ObnayHbli NepcoHarbHbIN NOMOLLHMK U BOMPOCHO-OTBETHas

cuctema ot komnaHum Apple.
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Media MpegDash 291 TexHomnorvs aganTMBHOM MOTOKOBOW Mepedayn OaHHbIX,
npegocTaBnsalWas BO3MOXHOCTb [AOCTaBKM  MOTOKOBOIO
MynbTUMEANA-KOHTEHTA Yepes3 NHTEPHET no npoTtokony HTTP.
YouTube 124 BunaeoxocTuHr, npegocTaBnaloWwuniA- nonb3osBaTensam ycnyrm
XpaHeHus, [OCTaBKW M nokasa BUAeo.
YouTubeUpload [136 [MpoTokon oTBeYaeT 3a 3arpy3ky Buaeo ¢ Youtube.
OCSs 218 MpoTokon ans nHTerpauun Be6-coobLLeCTB U BeEO-CEPBUCOB.
SoftwareUpdate |WindowsUpdate |147 LleHTp o6HoBNeHusa Windows.
AppleStore 224 MarasuH npunoxeHnii Apple.
PlayStore 228 MarasuH npunoxenuii Google.
RemoteAccess TeamViewer 148 MO gnsa ynaneHHoOro KOHTPOS KOMMbIOTEPOB.
AnyDesk 252 MpunoxeHne Ansa yaaneHHoro 4OCTyna u ynpaeneHnsi KOMMbHo-
Tepamu nog ynpaenexHvem Windows, MacOS wu Linux.
Download WhatsAppFiles (242 Mepepava davinos B npunoxernun WhatsApp.
DataTransfer Crashlytics 275 Mporpamma, koTopasi noMoraeT cobvpaTtb, aHann3upoBaTb U
CUCTEMATU3MPOBATL OTYETHLI O COOSAX NPUMOXKEHWIA.
Cybersecurity Cybersec 283 ®yHKUMSa Be3onacHoCTKM, KoTopasi GroknpyeT peknamy n Beb-

CaunTbl, KOTOpPbIE, Kak M3BECTHO, coaep’KaT BPeAOHOCHbIE NPo-
rpamMmmbl.
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NMpunoxeHune C. OTyeT 06 owumnbKax: ytunurta bug-report
[na dopmupoBaHua otyeta 06 owmbkax ncnonb3yetcs ytunuta bug-report.
B oTtuete oTtobpaxaetcsa crnegytowias MHpopmMaums:

® MHopMauns O NINLEH3NK;

® CUCTEMHbIE XypHanbHble dannbl 1 XXypHanbHble dannel Solar NGFW;

® 3anyLleHHble NPoLEeCChl N YCTAHOBIEHHbIE CeTEBblE COEANHEHUS;

e uHdpopmaumsa o6 annapaTtHoOM obecnedeHnn 1 NCnonb3yeMbiX pecypcax

® WH(OpPMaLMA O 3anyLLeHHbIX Npoueccax;

® OCHOBHbIEe KOHUrypaLmoHHble dhansnbl Solar NGFW,

e (pannel crontab cynepnonb3oBatens root, none3osatens skvt n obuwme;

® MHdOpMaUUS O HANU4YMM N COCTOSIHUM NMaKeTHOro PUNLTPA;

® VHOPMaLMSA O CUCTEMHOM OKPYXXEHWM;

OaHHble nocnegHux 100 nonb3oBaTenemn, KOTOpble BXOAUITN B CUCTEMY.

C copepxaHneM oT4yeTa MOXXHO O3HaKoMUTbCA Aanee B Taon.C.1.

Tabn. C.1. UHcpopmaumsa otyeTa 06 owmnbkax: bug-report

Tun nHcpopma- Mpumepbl BbiBoAa AaHHbIX

ummn

NHdopmauua o nu-|license-info
LieH3uK license.xml

CuctemHble  xyp-|tail -n1000 /var/log/maillog
HanbHble ainsl u|tail -n1000 /var/log/mail.err
XypHasbHble haiinbl |tajl -n1000 /var/log/messages
Solar NGFW dmesg

dmesg.err

3anyuleHHble  npo-[ps -fax
Lecchl 1 ycTaHoBneH- [netstat -nap
Hble ceTeBbie COea- | netstat -nip
HeHus

WHdopmaums ob an- |iostat -N 5
napaTtHoOM obecneye- vmstat -s 5

HUU N NCNOJb3yeMbIX tOp -b _n20 -do3
pecypcax free -m

cat /proc/meminfo
cat /etc/hosts
uname -a

df -h

cat /etc/hostname
dpkg -l

cat /etc/resolv.conf
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Twvn nHd¢opma-

unmn

anI Mepbl BbiBOAA AAaHHbIX

fdisk -l
ifconfig
Isof
mount
route -n

MHgpopmaums 06
yctaHoBneHHon OC

letc/os-release

OcHoBHble kochurypa-
LUMOHHbIE  dhannbl
Solar NGFW

/opt/dozor/config
/data/repos/dozor/policy-base.git
/data/repos/dozor/policy-final.git
/data/repos/dozor/config-base.git
/data/repos/dozor/config-final.git

®avinbl crontab cy-
nepnonb3oBaTens
root, nonb3oBarens
skvt n obwme

cat /var/spool/cron cat /etc/crontab

WHdopmaums o Hanm-
YMM U COCTOSIHWK Na-
KETHoro cunbrpa —
Gannebl

iptables -L -v -n
iptables -L -v -n -t nat

WHdopmauuss 06
OKPYXXEHUM

Cogepxumoe charina env

[aHHble nocnegHux
100 nonb3oBartenen,
KOTOpble BXOAUNN B
cuctemy. Huxe npu-
BeOEeH Npumep Takmnx
[aHHbIX

root pts/0 pc-ifadeev6.lpr. Thu Feb 10 17:45 - 15:34 (21:48) reboot system boot
2.6.18-238.el5 Thu Feb 10 17:45 (15+20:20) reboot system boot

2.6.18-238.el5 Thu Feb 3 17:12 (00:14) root tty1 Thu Feb 3 16:53 - 16:54 (00:00)
reboot system boot 2.6.18-238.el5 Thu Feb 3 16:38 (00:19) reboot system boot
2.6.18-238.¢el5 Thu Feb 3 16:36 (00:00)
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NMpunoxeHnune D. CnpaBoyHuk MIME-TunoB

D.1. KpaTtkoe onucaHue ctaHpapta MIME

[na nepegayn gaHHbIx No cetn MIHTepHeT 6bin npuHaT ctaHgaptT MIME (Multipurpose Internet
Mail Extension — MHoroweneBoe pacluMpeHue MHTePHET-NOYTLI). ATOT cTaHAapT onpeaenseT
cnocobbl Nnepegayvm n KOANMPOBaHUS OAHHbIX.

TunuyHoe npumeHeHne ctangapta MIME — nepecbinka rpaguyeckmnx n3obpaxeHun, ayguo-
n Bugeodarinos, gokymeHtoB MS Word n MS Excel, nporpamm, a Takke TEKCTOBbIX (Dansos.
Opyrmmun cnosamu, MIME-Tunbl 6b1nv BBeAeHbl 4TOObI 06ecneyunTb NpUcoeamHeHne K coobLue-
HUAM SNEKTPOHHON NoYThI hannoB pasnnyHbIX TUMOB; 3agaHne Tuna darnna no3BonseT NoYTo-
BOWM NporpaMmmMe onpegenutb, kakoe MO fomKHO Cnonb3oBaTbCs A5 NPOCMOTPa BIIOXKEHHOIO
danna. MNoaxe MIME-Tunbl cTann ncnonb30BaTbCA HE TOMbKO NMOYTOBbLIMU CriyX6Gamn, HO K
ApYrMMn nporpammamMmu Anst yHudukaumm gencteum no obpabotke cannos. Hanpumep, no
MIME-Tuny npuHaToro danna Be6-6paysep onpeaenser, 4To ¢ HUM TpebyeTca aenatb: ecnu
ato HTML-gokymeHT, TO OH oToBpaxaeTcsa Kak BebG-cTpaHuua, a ecnu 3ato dpann gopmara
MPEG, To OH ncnonHsieTca nogknioyaemMbim Mogyrnem o6o3peBartens, npeaHasHavyeHHbIM AN
nokasa BMaeoduibMoB.

CornacHo ctaHgapty MIME, B nepegaBaeMbix AaHHbIX OOIMKEH YKa3blBaTbCS CneunarbHbIn
3arofioBOK, onpeaensioLwnin TN nepegaBaemMon MHopmaLumm. OTOT 3arofiIoBOK XapakTepuay-
etcsa napow Tun/nogTuvn. lNone NoaTMN yTOYHAET UCMNOMb3YEMBbIV TUI.

B HacToswee Bpems ctangaptom MIME onpegensietca 8 0CHOBHbIX TUMOB COAEPKUMOTO:

Ta6n. D.1. Tunbl coaep>xMMoro

Ypo- OnucaHue

B€Hb

text WcnonbayeTca ana nepefayn TeKCToBOW MHpopmaLmm B pasHbiX KOAUPOBKaX, a Takke hopmaTnpoBaH-
HOro TekcTa.

muItipart |/|CI'IOJ'Ib3yeTCﬂ AN o6beaMHEHNs HEeCKOMbKNX Pa3nnyHbIX B3aMMOHE3aBUCUMbIX TUNOB, TakKUX KakK
TEeKCT, M306pa)K6HMe, ayano u Bmaeo.

application |icnonb3yeTtca anst nepefayn NpunoXxeHWn nnm GMHapHbIX AaHHbIX.

model WcnonbayeTca ansi nepefady MHOTOMEPHbIX CTPYKTYP, COCTOSILLMX U3 OGBEKTOB. TakKuMn MHOTOMEPHbLIMM
CTPYKTYpaMmu MOTyT GbITb, HAaNpUMep, TPEXMEPHbIE MOAENN.

message |Wcnonb3ayetcs Ans nepegaym BNOXXEHHOTO NOYTOBOrO COOOLLEHMS, COCTOALLENO U3 BIOXEHHbBIX CO06-
LeHun. Pekypcusa B JaHHOM Criyyae He OrpaHU4MBaEeTcs, U COCTaBHble YacTU Takke MOryT COCTOSITb
13 BNOXEHHbIX COOOLLEHNIA.

image Wcnonb3yeTcsa ans nepenayn n3obpaxeHui.
audio VMcnonbayeTtcs Ana nepegayn 3ByKOBbIX (Dannos.
video VicnonbayeTca ons nepegayv sugeonHgpopmauuu.

B oTnnyme ot TMNOB, NOATUMNbBI HE UMEIOT XXECTKOW cneumdukauum B CTaHgapTe, 1 Npu co3gaHum
HOBOro cpopmata faHHbIX MOryT ObiTb 40OaBNEHbl COOTBETCTBYOLLME HOBbIE NoaTunbl. Moa-
Tunbl MoryT obpasoBbiBaTb AepeBbs Buaa Tun/kopeHb.noaTun. MIME onpegensier Tpu
CTaHOAPTHbIX KOPHS:

e nun4yHble nogTunel (personal tree), HAYUMHaKOLWMNECS C PrS;

e KkopropaTusHble noaTunbl (vendor tree), HaunHatowmecs ¢ vnd;
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noaTunbl MHAekcauum (index tree), HaunHarowmecs ¢ index.

[na nokanbHOro 1 KopnopaTMBHOIMO MCMOMb30BaHUSA OOMYCKAOTCA He3aperncTpupoBaHHbIe
MIME-Tunbl. MNpy aTOM MMs noatMna AOMKHO HauyMHaTbCs C X-. Hanpumep, ckpunTneTsl
Microsoft Internet Explorer 5.x nmetot tmn text/x-scriptlet.

C 6onbwmHcTBOM MIME-TUNOB CBSA3aHbI COOTBETCTBYOLWME hopmaThl dannoB. Hanpumep,
Tvn text/css 3apaet ctunu (cpanel popmarta *.css), Tmn text/html — html-gaHHble (dannb
dopmata *.htm,*.html), Tun text/xml — xml-gaHHble (cdannel dopmata *.xml) n T.4. OgHako
Heobx04MMO y4nTbIBaTh, YTO JAaHHbIE Pa3HbIX TUMOB He 06a3aTenbHO A0MKHbI ObiTh B OTAENMb-
HbIX dhannax, To ecTb B 0O4HOM charine moryT OblTb pasHOTUMHbIE AaHHble. Hanpumep, htmi-
OOKYMEHTbI MO3BONAT UCMONb30BaTh Kak BHeLHWe dhansbl ¢ onpeaeneHmemM CTUnemn, Tak u
BHeAPSATb JaHHble 3TOro Tuna HeNOCPEeACTBEHHO Ha CTPaHuLLy.

Mpn dbopmMmpoBaHUKM NONNTUKM BGe3onacHOCTU B cucTtemax knacca Solar Dozor ncnonb3aytotcs
MIME-Tunbl, npeactaBneHHble B Tabnuuax Huxke. Kaxgon Tabnuue coOTBETCTBYET onpeae-
NEeHHbIN TUMN annoB, KOTOPbLIA MOXHO BbIOpaTh Npy CO34aHUKN NpaBuna UM UCKIOYEHKS!.

Ta6bn. D.2. MIME-tunsbl, oTHOocAWMecs K Tuny cgannoB «CnyxebHble channbi»

MIME-Tun OnucaHue PacwmpeHus
ANl MPUNOXKEHNIA
application/x-1c-metadata ®ann metagaHHbeix 1C CF, CFU

®dann Lotus Freelance Presentation |PLZ

dann MS Works WCM, WDB, WKS,
WPS

®ann InstallShield WIS

dann gaHHbIX RepliGo ang koHeep- | RGO
Taumm arnoB Ans MOOMIbHbLIX

application/x-freelance-presentation

application/vnd.ms-works

application/x-installshield

application/x-repligo.vpf

YCTPOMNCTB
application/x-notes-id ID-cpann Lotus Notes ID
application/x-bittorrent dann BitTorrent TORRENT
OBPA3bl HAKOMUTENEN OAHHbLIX 1 JAMIMbI MAMATN
application/x-is09660 ISO-06pa3 gucka ISO
application/x-coredump Oamn namaTtu DMP, ELF

O6pa3s dpnonnu-gucka (3.5" gucke-[IMG, 1SO, FLP
Thl)

NCNONHAEMbIE ®AXNbI U IMHAMUYECKUE BUBITMOTEKN
Mpunoxenne Palm OS PRC, PDB

MakeT nHctannsaumm (obHoBnexus) [MSI, MST, MSM, WIM
npunoxeHun MS Windows

application/x-binary-image

application/palmos

application/vnd.ms-installer

application/x-executable-binary Mpunoxenne MS Windows EXE

application/x-g3 Mporpamma npoueccopa G3

Mporpamma-ckpuHcerisep ans tene- |SCS
oHoB Samsung

application/x-scr.samsung.c100

application/macos.x Mpunoxenne MacOS X APP
APXMBbI U CXATBIE ©AVbI

application/x-compressed-simple Apxns SCZ SCz

application/x-compressed-alz Apxus ALZip ALZ
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MIME-Tun OnucaHue PacwupeHus
application/x-compressed-bza Apxus BZA BZA
application/x-compressed-lha Apxus LHA LHA
application/x-sfx-7z CamopacnakoBbiBatowwumica apxus |SFX, EXE

Tnna 7Z pna MS Windows
application/x-sfx-zip CamopacnakoBbiBatoLwmiica apxme|SFX, EXE

Tuna Zip gna MS Windows
application/x-compressed-yz ApxuB YZ1 YZ1
application/x-composite-rar-jpeg ApxuB RAR RAR
application/x-composite-rar-msword
application/x-composite-rar-pdf
application/x-compressed-rar
application/x-rar-compressed
application/x-compressed-zip Apxus ZIP ZIP
application/zip
application/x-compressed-pae 3awmndpoBaHHbIn apxuB |PAE, PAE2

PowerArchiver
application/x-svr4-package YctaHoBOYHbIN nakeT B dopmate |PKG

PKG ans Mac OS X
application/x-debian-package MakeT Debian DEB
application/x-compressed-gzip Apxns GZIP GZ, RAR
application/gzip
application/x-zip-bomb ApxuB Tuna zip-6omba ZIP
application/x-compressed-arj Apxus ARJ ARJ
application/x-compressed-xz Apxus LZMA xXZ
application/x-rpm YctaHoBOYHbIN nakeT B dopmare |RPM

RPM (Red Hat Package Manager)
application/x-iscab Apxvns CAB CAB
application/x-mscab
application/vnd.ms-cab-compressed
application/x-compressed-bzip2 Apxue BZIP2 BZ2
application/x-compressed-ace Apxus WinAce ACE
application/x-compressed-sit ApxuB Stuffit SIT
application/x-compressed-7zip Apxus 7-Zip 7Z
application/x-cpio Apxu POSIX CPIO CPIO
application/x-tar Apxus Tar TAR
application/x-compressed-bh Apxus BlackHole BH
application/x-sfx-rar CamopacnakoBbiBatowmiica apxme|SFX, EXE

Tuna RAR ana MS Windows

CUCTEMHBIE ®AVNbI
application/x-empty MycTon chavin unu cann, npesbiwa-

LM AONYCTUMBIVA pa3Mep
application/x-folder.info OnucaHue katanora MacOS X DS_STORE
image/vnd.microsoft.icon MukTorpamma B oopmarte ICO ICO
image/x-icon
application/x-mschm dann koHTekcTHown cnpaskn MS|CHM

application/vnd.ms-htmlhelp

Windows
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MIME-Tun OnucaHue PacwupeHus
image/x-animated-cursor AHumnpoBaHHbIi Kypcop Windows |ANI
application/x-thumbs Kaw acku3oB npegsaputensHoro DB
npocmotpa (Windows Thumbnail
Cache)

application/x-not-regular-file OupekTtopus, ovepeab unu gpyron |SOCK
HeperynsapHbii darn B UNIX-cucte-
Max

application/x-ms-shortcut Apnbik MS Windows LNK

application/x-mshelp dann cnpaekn MS Windows HLP

XXYPHAN COBbITUW

application/bug-report OnarHoctnyeckni  otyet  Solar
Dozor

application/log-data davin xxypHana LOG

application/gzipped-bug-report CxaTtbll anarHocTnyeckun ot4yet |GZIP, GZ
Solar Dozor

NCNONHAEMbIE ®AUNbI U IMHAMUYECKUE BUBNTMOTEKW
application/java-archive |Java-apXV|B |JAR

Ta6bn. D.3. MIME-Tunbl, oTHOcsAWwMecA K Tuny ¢annoB «MHhopMaUMOHHbIE TEXHONOTUN»

MIME-Tun OnucaHue PacwupeHus
BE3OMNACHOCTb
application/x-hp-arcsight:arb |I'IaKeT HP ArcSight |ARB
CKPUMTDI
text/javascript dawnn ckpunTa Ha si3bike JavaScript |JS
application/javascript
application/json
application/x-javascript
application/x-executable-script Ckpuntbl BASH 1 SHELL SH, CSH
application/x-windows-batch MakeTHbIW hann Ansa BeinonHeHus | BAT

komaHg B Windows Command
Prompt

BEB-CTPAHULIbI

text/ntml Beb6-cTpaHnua HTML, ACGI, HTM,
HTMLS, HTX,
SHTML, STM
text/css KackagHasa Tabnuua ctunemn CSS
application/x-mht ApxuB Be6-CTpaHULbl, coxpaHeHHo [MHT, MHTML
B Internet Explorer
MCXOOHbIE KOObI
application/x-msvba |Kon nporpammbl Ha si3bike BASIC |BAS
BA3bl JAHHbIX (BA)
application/x-sql-light.journal KypHan tpaHsakumn CYB[ SQLite |DB-JOURNAL
application/vnd.oasis.opendocument.base B OpenDocument ODB
application/x-dbf dann b dBASE DBF
application/x-paradox-idx MHpekcHbii davn Ttuna IDX gnsa|IDX
CYB[ Paradox un gpyrux nporpamm
application/access-2007 B MS Access ACCDB, MDB

application/msaccess
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MIME-Tun OnucaHue PacwupeHus
text/x-oracle-trace-dump dann Tpaccuposkm CYB[ Oracle |[TRC
application/x-sql-light.database dann b SQLite SQLITE, SQLITEDB,

SQLITES3, DB3

application/x-paradox-db

dann B CYB[ Paradox

DB, DBC, DBF, DBX

text/x-pgsql-db-dump

Hamn B} PostgreSQL

DUMP

SALLNPPOBAHHBIE OAHHDBIE

application/pgp-signature CurHatypel PGP ASC, SIG, PGP
application/agent.enc 3awwmndpoBaHHble aaHHbIe B dopma- | ENC
Te ENC
application/pgp-encrypted 3awwmndpoBaHHble aaHHbIe B dhopMma- | PGP, GPG
Te PGP
application/pgp-keys Knioun PGP PGP
application/mac-binhex40 3alwmdposaHHble AaHHble B hopma- [HQX
Te BinHex 4.0
Ta6n. D.4. MIME-Tunbl, oTHOcAWwMecs K Tuny ¢annos «padmka»
MIME-Tun OnucaHue PacwupeHus
MEYATb
application/pjl |d>al7m HP Printer Job Language |PGL
N30OBPAXXEHNA
image/x-bitmap PactpoBoe nsobpaxenue B oopma- |BMP
image/x-bitmap-corrupt Te BMP
image/x-msw3bmp
application/x-adobe-illustrator BekTopHoe nsobpaxeHue B opma- |Al
application/pdf Te Adobe lllustrator
drawing/cmx BekTopHoe nsobpaxeHue ¢ meta-|CMX

naHHbiMK Corel

application/x-msimage-obj

BekTopHoe wu3obpaxeHue (mMeTa-

dann rpadmkn Windows)

WMF, WMZ, EMF

image/msemf

image/mswmf

image/x-emf

image/x-wpg BexkTopHoe n3obpaxeHue B popma- |WPG
Te WordPerfect

imageltiff PactpoBoe nsobpaxexue B dopma- | TIFF, TIF
Te TIFF 6e3 cxartusi

application/photoshop PactpoBoe nsobpaxexue B opma- |PSD, PDD

image/x-adobephotoshop Te Adobe Photoshop 1 PhotoDeluxe

image/xcf PactpoBoe nsobpaxeHue B popma- | XCF
Te GIMP

drawing/corel-symbol.library BHelwHsAsi 6ubnuoteka cumsonos|CSL
Corel Graphics Suite

image/x-coreldraw BekTopHoe nsobpaxenue B bopma-|CDR, CDT
Te CorelDRAW

image/pcx PactpoBoe nsobpaxeHue B popma- |PCX
Te PCX

image/targa PactpoBoe nsobpaxeHue B hopma- | TGA, VDA, ICB
Te Targa Graphic

drawing/corel-rave MpoekT Corel R.A.V.E CLK
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MIME-Tun OnucaHue PacwupeHus
image/gif PactpoBoe nsobpaxenue B hopma- |GIF
Te GIF
image/psp PacTposoe n3obpaxeHnue B bopma- PSP, PSPIMAGE
Te Paint Shop Pro
image/fig BekTopHoe nsobpaxerue B dopma- |FIG
Te Xfig
image/jpeg2000 PactpoBoe nsobpaxeHue B opma- |JP2, J2K
image/xj2k Te JPEG 2000
image/x-cgm BekTopHoe nsobpaxeHue B popma- |CGM

Te CGM

image/x-portable-bitmap

PactpoBoe nsobpaxeHue B dopma-

image/x-portable-graymap

Te Portable Pixmap

image/x-portable-pixmap

PPM, PBM, PGM

image/jpeg

PactpoBoe nsobpaxeHue B popma-
Te JPEG

JPEG, JPG, JPE,
JFIF, JIF, JFI, JFIF-
TBNL

application/x-msphotoedit

PactpoBoe nsobpaxeHue B dopma-
Te MS Photo Editor

WDP

image/png PactpoBoe nsobpaxenue B hopma- [PNG, X-PNG, 9.PNG,
Te PNG 6e3 cxartus PNS, APNG
image/x-corelphotopaint PactpoBoe nsobpaxenue B bopma- |[CPT
Te Corel Photo-Paint
image/svg+xml Macwrabupyemas BekTopHas rpa-|SVG
duka
WPUDTHI
application/ms-embedded-font-source BctpoeHHbii wpngt MS Office
application/x-font-type1 Wpndt Type PFA, PFB, PFM, AFM

application/x-font-ttf

LWpndT B hopmate TTF (TrueType)

application/x-screenfont.data

TTF, TTC

font/woff

Wpundt B hbopmate WOFF

font/woff2

application/font-woff

WOFF, WOFF2

BEPCTKA U MYBJIMKALINA

application/x-macromedia-freehand-doc

OokymeHT Adobe FreeHand

FH, FHC, FH4, FH5,
FH7

application/postscript Onucanue ctpanuu Ha s3bike Adobe |PS, EPS
PostScript
application/x-pagemaker [lokymeHT pasmeTtku ctpaHuubl B|PM4, PM5, PM7
dopmate Adobe PageMaker
image/dcx N3o6paxeHune B dopmarte [DCX
FAXserve
application/x-mspublisher OokymeHT MS Publisher PUB
application/quarkxpress-mime dann QuarkXPress QXD, QXT, QWD,
QWT, QXL, QXB
application/x-pfr-fax dakcmmnbHoe coobueHme MeHeu-
OHHoro ¢poHaa PO
application/x-dvi OokymeHT DVI cuctembl TeX DVI

186




Ta6bn. D.5. MIME-Tunbl, oTHOocALWMecs K Tuny c¢gpannoB «[JOKyMeHTbI»

MIME-Tun OnucaHue PacwupeHus
MNPE3EHTALINN
application/vnd.oasis.opendocument.presentation MpeseHTauns OpenDocument ODP
application/vnd.openxmlformats -|MNpe3seHraumsa OpenOffice, Hegoctyn- |PPTX

officedocument.presentationml.presentation-write-
protected

Haa Ana peaaktnpoBaHua

application/mspowerpoint-2007

MpeseHTaunsa MS PowerPoint

application/vnd.ms-powerpoint

application/vnd.openxmlformats-
officedocument.presentationml.slideshow

application/vnd.openxmlformats-
officedocument.presentationml.template

PPT, PPTX, PPS,
PPSX, POT, POTX,
PPA

application/vnd.openxmlformats-|lpeseHTauns OpenOffice PPTX, THMX
officedocument.presentationml.presentation
application/vnd.stardivision.impress MpeseHTauus StarOffice SDP, SXI
application/vnd.sun.xml.impress
OAHHBIE JOKYMEHTOB
application/vnd.oasis.opendocument.image M3o6paxeHne OpenDocument ODI
application/vnd.sun.xml.impress.template LLlabnoH npeseHTaumm StarOffice  |STI
application/vnd.ms-officetheme-write-protected Tema MS Office, HegocTynHaa ans [ THMX
penakTMpoBaHusi
application/x-msclipart YnakoBaHHasi ranepes usobpaxe-|CIL
Hui B opmate MS Clip Gallery
application/vnd.oasis.opendocument.chart Onarpamma OpenDocument oDC
application/x-msdraw dann MS Draw
application/x-msole-broken MoBpexpeHHasa 6ubnuorteka OLE-|OLB
obbekToB ans MS Office
application/vnd.stardivision.draw paduka StarOffice SDA
application/vnd.sun.xml.draw
application/vnd.sun.xml.draw.template LLlabnoH rpadhmkm StarOffice STD
application/vnd.stardivision.math ®opmyna StarOffice SMF, SXM
application/vnd.sun.xml.math
application/vnd.oasis.opendocument.formula ®opmyna OpenDocument ODF
application/x-msole.data Bubnnoreka OLE-o6bekToB ans MS |OLB
Office
application/vnd.oasis.opendocument.graphics paduka OpenDocument ODG
application/msole-word.picture Mpaduyeckuin OLE-o6bekt B MS
Word
application/vnd.sun.xml.calc.template LLlabnoH Tabnuubl StarOffice STC
application/x-msequation dann MS Equation
application/vnd.sun.xml.writer.template La6bnoH pokymeHnTa StarOffice STW
application/ms-graph.x-ms-excel Onarpamma MS Graph
application/x-vnd.oasis.opendocument.formula-template | LLlabnoH gns cosgaHusa cdopmyn B|OTF
dopmare OTF
application/x-msole-encrypted BawmndpoaHHasa 6ubnmoteka OLE-|(OLB
obbekToB ans MS Office
application/vnd.ms-officetheme Tema MS Office THMX
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MIME-Tun OnucaHue PacwupeHus
application/x-ole-storage OLE xpanunue DAT, WID
application/x-msole-unknown HeunssectHag 6ubnuoteka OLE-|OLB

obbekToB ans MS Office
application/msole-excel.picture Mpaduyeckuin OLE-o6bekTt B MS
Excel
TEKCTOBBIE ®ANSIbI
text/x-fouled-text dann, B KOTOPOM BCTpeyatoTcs He- [ TXT
TEKCTOBbIE CUMBOJbI
text/plain TekcToBbIA hamnn TXT
TEKCTOBbIE JOKYMEHTHI
application/x-rocketbook OnekTpoHHasa kHura B dopmarte [RB
Rocket eBook
image/x-djvu OnekTpoHHas kHura wnu naket|DJV, DJVU
n3obpaxeHun DjVu
application/x-wordperfect-text TekcToBbI AOKYMEHT B dpopmate |WPD
Corel WordPerfect
application/ms-office.x-vba-project dann MS Office ¢ nogaepxkon ma-|DOCM, DOTM,

application/vnd.ms-excel.addin.macroenabled.12

kpocoB (VBA)

application/vnd.ms-excel.template.macroenabled.12

application/vnd m s -
powerpoint.presentation.macroenabled.12
application/vnd m s -
powerpoint.slideshow.macroenabled.12
application/vnd m s -

powerpoint.template.macroenabled.12

XLAM, XLSM, XLTM,
POTM, PPSM, PPTM

application/vnd.openxmlformats-

HokymeHT MS Word, HegocTynHbIv

DOC, DOCX, DOT,

officedocument.wordprocessingml.document-write- | ans pegakTnpoBaHus DOTX, DOCM
protected
application/vnd.oasis.opendocument HokymeHT OpenDocument ODT, OTT
application/vnd.oasis.opendocument.text
application/vnd.oasis.opendocument.text-template
application/pdf-with-forms HokymeHT PDF ¢ dhopmow PDF
text/ms-word-xml JdokymeHt MS Word B dopmare | XML

XML
application/vnd.stardivision.writer HokymeHT StarOffice SDW, SGL, SXW,
application/vnd.stardivision.writer-global SXG
application/vnd.sun.xml.writer
application/vnd.sun.xml.writer.global
application/pdf HokymeHT PDF PDF
application/x-palm OnekTpoHHas kHura B copmate |PRC, PDB

Palm Doc nnn B Palm OS

application/msword

HokymeHt MS Word

application/msword.6

application/msword-2007

application/vnd.ms-word2006ml

application/vnd.openxmlformats-
officedocument.wordprocessingml.document

DOC, DOCX, DOT,
DOTX, DOCM
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MIME-Tun

officedocument.wordprocessingml.template

application/vnd.openxmlformats-

OnucaHue

application/vnd.ms-word.document.macroenabled.12

application/vnd.ms-word.template.macroenabled.12

application/vnd.ms-wordml

PacwupeHus

application/rtf

HokymeHT B popmare RTF

RTF, DOC

TABNWLUbI

application/vnd.openxmlformats-
officedocument.spreadsheetml.sheet

Tabnuua OpenOffice

application/vnd.openxmlformats-
officedocument.spreadsheetml.template

XLSX, XLTX

application/vnd.ms-excel.sheet.binary.macroEnabled.12

OeounyHasa kHura MS Excel

XLSB

application/msexcel

Knura MS Excel

application/msexcel-2007

application/msexcel-before-97

application/msexcel-old

application/vnd.ms-excel

XLS, XLM, XLA, XLC,
XLT, XLW, XLSX

application/vnd.stardivision.calc Tabnuua StarOffice SDC, SXC
application/vnd.sun.xml.calc
application/x-pivottables CeogHas Tabnvua XLS
application/x-123 Tabnuua Lotus 1-2-3 WK1, WKS
application/vnd.openxmlformats-|Tabnuua OpenOffice, HegocTynHbI | XLSX
officedocument.spreadsheetml.sheet-write-protected |aons pegaktupoBaHus
application/vnd.oasis.opendocument.spreadsheet Tabnuua OpenDocument OoDS
Tabn. D.6. MIME-Tunbl, oTHOcAWuMecs K Tuny c¢gannoB «Mynstumeaua»
MIME-Tun OnucaHue PacluupeHus
AHUMALUUA
application/x-shockwave-flash AHuMauus B popmate Adobe Flash [ SWF, SWFL
video/x-flc AHNMALMOHHbIE Bugeodgannsl |[FLC, FLI
video/x-fi L
BMOEO
video/x-shockwave-flash Buaeo B dpopmate Adobe Flash FLV

application/x-unknown-mv2

Bugeo B dhopmate MPEG, MPEG-

video/mpeg

4, MPEG-TS

video/mp4

MPEG, MPG, MPE,
M1V, M2V, MP2,
MP3, MPA, MPV2,
TS, TSV, TSA, MV2

video/x-msvideo

Bugeo B dpopmate AVI

AVI

video/asf

MynsTmMeauinHele darnel dhopmata

video/x-ms-asf

ASF

ASF, ASX, ASR

video/quicktime

Bupeo B hopmate Apple QuickTime

QT, MOV, MOOV

video/vnd.rn-realmedia

Bugeo B dpopmate RealMedia

RM

AYOno

audio/x-mod

3BykoBol Mmoay”nb B hopmate MOD

unun 6rmskom K HEMY

MOD, PSM, XM, XMZ,
669
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MIME-Tun OnucaHue PacwupeHus
audio/x-ape 3Byko3anuce B popmate Monkeys |APE, APL
audio/x-monkeys éTqu;o €O cxaTtneM 6es3 notepu Kaye-
audio/x-monkeys-audio
audio/x-wav 3Byko3anuck B dhopmare WAV 6e3 | WAV, WAVE

cxartus
audio/midi daiin B hopmare MIDI MID, MIDI, KAR, RMI
audio/basic 3Byko3anuce, ncnonsdyemas 8 OC |AU, SND

Unix, Mac OS, Akai MPC, Amiga u
np.

audio/voxware 3Byko3anuce B popmate VoxWare [VOX
Dialogic ans xpaHeHus Yenose4e-
CKOW peyn

audio/ac3 3Byko3anuce B dopmare AC-3|AC3
(Dolby Digital)

audio/vnd.rn-realmedia 3Byko3anuck B popmate RealMedia |[RM

audio/x-nice-aud 3ByKO3anncb KOMNbLOTEPHLIX Urp B|AUD
dopmarte NICE Media Player

audio/aiff 3Byko3anucek B hopmate AlIFF AIF, AIFF, AIFC

audio/amr 3Byko3anuce B chopmate AMR co|AMR
cxatvem

audio/x-voc 3Byko3anuce B hopmate Creative |VOC
Labs

audio/x-s3m 3BykoBon mogyns B opmate |S3M
ScreamTracker 3.0 v Bbile

audio/x-oggmedia 3Byko3anuce B opmate 0Ogg|OGA, OGG
Vorbis

audio/x-flac 3Byko3anuce B hopmate FLAC co|FLAC
cxkatvem 6e3 notepu KadecTsa

audio/x-pat 3BykoBOM Mogynb B opmate [PAT
Gravis UltraSound GF1

audio/x-creative-sf-bank 3BykoBON Mogynb B opmate [SF2
SoundFont 2

audio/x-twinvq 3Byko3anuck B popmare TwinvVQ [VQF

audio/mpeg

3Byko3anuce B dhopmatax MPEG,

audio/mpeg2

MPEG-2, MPEG-4

MP2, MP2A, MZ2A,
MPA, MPG, MPEGA,
M4A, MPGA, MP3

CMNCKN BOCIPONI3BEAEHNA

audio/x-mpegurl Cnuncok BocnpoussegeHus ayamo-|(M3U, M3U8
1 Bugeodannos
Ta6n. D.7. MIME-Tunbl, oTHocsiwymMecs K Tuny cannoB «busHec»
MIME-Tun OnucaHue PacwupeHus
SANNBI AAHHBIX
text/csv dann gaHHbIX, pasaeneHHbix 3ang- | CSV
TbIMM
text/sgml dann gaHHbIx SGML SGML, SGM
text/xml ®dann aaHHbIx XML XML

MHXEHEPHbBIE N HAYYHbIE MAKETbI

application/x-autocad

|d>aﬁn AutoCAD

DWG, LIN, CUI, ADT,
MVI
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MIME-Tun

application/x-dwg

OnucaHue

PacwupeHus

application/vnd.visio

HokymeHT MS Visio

application/vnd.ms-visio.drawing

application/vnd.ms-visio.drawing.macroenabled.12

application/vnd.ms-visio.stencil

application/vnd.ms-visio.stencil. macroenabled.12

application/vnd.ms-visio.template

application/vnd.ms-visio.template.macroenabled.12

VSD, VSDX, VST,
VSTX, VSS, VSX,
VSW

application/x-matlab-binary dann MatLab MAT
application/x-AT-mathcad ®dann MathCAD MCD
application/vnd.mcd
OVHAHCBHI

application/x-1c.data dann gaHHbix 1C 1CD, DT
text/x-ptk-pzd [lokyMeHT 6aHKOBCKON OTYETHOCTH

B chopmarte MNTK MCA

CMNPABOYHUKN
application/x-consultant |<Dal7u'| KoHcynetaHT lMNntoc KUB, DT
ONEKTPOHHAA MNMOYTA

application/vnd.ms-attachment-tnef ®dann gaHHbix MS Exchange DAT, MS-TNEF,
application/vnd.ms-tnef TNEF
application/x-pkcs7-mime 3awmncpoBaHHoe coobuweHnune |[P7M, P7C

ANEKTPOHHOM MOYThI UK cepTnu-

Kar
application/x-sensor-m-box MouToBBIN AWMK SNeKTpoHHOW no-|MBOX

YThbl
message/news ®dann noytoBbIx coobuieHnn mnu|NWS

HoBocTen Windows Live Mail
application/x-microsoft-rpomsg-message CoobueHne MS Outlook ¢ orpanu-|RPMSG

YEeHHbIM O0CTYyNnOM

application/vnd.ms-outlook

dann MS Outlook

DBX, EMAIL, EML,
BCMX, DBX, ECF,
IDX, MBX, NCH, OFT,
PRF, SRS, MSG

application/x-pkcs7-signature

Lindbposas nognucek (6e3 coobuue-
HWS, KOTOPOE MOAMUCAHO)

P7A, P7S

message/rfc822 CoobLeHne anekTpoHHow noytel  (EML, MHT, MHTML,
MIME, NWS
YIMPABINEHNE
application/msproject MpoekT MS Project MPP, MPT
application/ms-project-2007-workspace
application/x-ibm-requisitepro ®dann IBM Rational Requisite Pro [RQS

Mpwn 3agaHm MIME-TUNOB MOryT UCMOMNb30BaTbCA PErynsipHble BhipaxeHus. B perynapHbix
BbIP@XXEHUSIX MPUMEHSIOTCS cneLmarnbHble CMMBOSbI (MeTacumBonbl): $ A . *+ 2?2 [].
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Taon. D.8. OnucaHue meTacMMBOJIOB

MetacumBon Ha3sHayeHue

. (Touka) CneumanbHbIN 3HaK, KOTOPbIN COOTBETCTBYET JIOOOMY OAMHOYHOMY CMMBOIY, 3@ UC-
KINtOYeHeM NepeBoda CTPOKM.

* (3Be3goyka) [MocTdhmKcHBIV onepaTtop, KOTOPbI 03HaYaeT, YTO NpeablayLuee perynsapHoe Bblpaxe-
HMe JOMKHO BbITb MOBTOPEHO CTOMbKO pas3, CKOMbKO 3TO BO3MOXHO. Hanpumep, Bbl-
paxkeHue .* COOTBETCTBYET Mto6oN nocneaoBaTensHOCTU CUMBOSIOB, HE CoAepXXaLlen
nepeBodOB CTPOKM.

+ (nntoc) OnepaTtop, KOTOpPbI 03HAYAET, YTO CTOSILLEE Nepen HUM BblpaXXeHNe A0IMKHO NOSBUTb-
cs oguH unu 6onee pa3. Hanpumep, BbipaxeHne bo+m coorseTcTByeT bom, boom,
booom u T.4.

? (Bonpoc) Onepatop, KOTOPbIN 03HaYaeT, YTO NpeablayLUMiA CUMBOI UMW BblpaxeHne (Mpu uc-

Nonb30BaHUM rPYNNMPOBKU) AOIHKHO MOSIBUTLCSA OAMH pPa3 UM HY 0gHOro pa3a. Beipa-
xeHue file\.jpe?g Oynet coorBeTcTBOBaThL cTpoKkam file.jpg u file.jpeg.

[1 (kBagpaTHble ckOGKM) Cnyxat ans ykasaHusa Habopa 3HakoB, KOTOPbIM MOXET COOTBETCTBOBAaTb CUMBOJI.
Hanpumep, [abcd] cooTtBeTcTBYyeT ntobomy n3 cumsonos a, b, ¢ n d. BeipaxkeHue
[ab]* 6ynet cooTBeTcTBOBaTHL Nt0GOM KOMOMHALMM NOAPSA MAYLLMX CUMBOSOB a U b
NPOWn3BONbHOM ANUHBLI. Kpome Toro, B ckoGkax MOryT 3aaBaTbCsl MHTepBarsibl: Bblpa-
XeHue [a-zA-Z0-9] cooTBeTCTBYET MOOOMY U3 CMMBOJSIOB JTATUHCKOrO andasuTa B
BEPXHEM W HDKHEM PErncTpe, a Takke nodon gecatmyHon undpe ot 0 oo 9.

[*] KoHCTpyKuus, NpoTMBOMNONOXHasA npedbiayLien. Mcnone3yetcs Ana ykasaHus Toro,
4YTO He OOMKHO coaepxaTbCs B cTpoke. BeipaxeHune [0-9] cootBeTCcTBYET Ntob6omy
cumBony, kpome undp ot 0 go 9.

£ CumBon gns o603Ha4YeHns Hadana CTPOKM.

$ CumBon ana 0603HauYeHus KoHLa CTpoku. Takum o6pasom, A$ cooTBETCTBYET NyCTON
ctpoke, a AHOME$ — cTpoke ¢ eguHcTBeHHbIM crioeom HOME.

\ BbinonHseT ABe yHKUMW: OTMEHSIET AEeNCTBKE CneumarnbHbIX CMMBOSIOB, MpeBpaLlas
nx B 0ObIYHbIE CUMBObI (AaHHasA onepauns Ha3biBaeTCA 9KpaHMPOBaHMEM CMBONA),
¥ BBOOWT OOMOMHUTENbHbIE CieumanbHble KOHCTPYKLUWKW, TaKue Kak:

\n — NnepeBo/ CTPOKY;
\r — BO3Bpart KapeTky;
\t — Tabynsaums;

\\ — yctaHoBKka cumBona \ 6e3 pyHKUUM 3KpaHNPOBAHMS CUMBOJTOB.

| O3sHa4aeT BbIGOp 0gHOro n3 BapuaHToB. BeipaxeHue alphalbetalgamma 6yner co-
oTBeTCTBOBaTh NMtobor n3 ctpok alpha, beta n gamma.
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NMpunoxeHune E. Kateropun KOHTEHTHON hunbTpaLum

Tabn. E.1. Kateropuu KoHTeHTHOM (hunbTpauum

Homep

ﬂoqepl-me nogkKartrero-

OnucaHue

MpumepbI can-
TOB

pun

HeonpeaeneHHas kaTeropus

2100

Xo66u, oTAbIX U pa3BneveHus unu flocyr

2101

Epa v Hanutkn (rypmaH-
CTBO)

CynepmapKeThbl, pecTopaHbl, KEUTEPUHT, YCnyru Oo-
CTaBKku efbl, opraHu3aumsa 6aHKeToB, peLenTbl, Jo-
MalLHaA ega

eda.ru, diets.ru,
eda.yandex

2102

Moga, ctunb, kpacoTta

o Bebicokas moga, nognym, XOT KyTHOp, KypHansl O
MOZe€ 1 KpacoTe (>KeHCKMNE, MYXCK/e), KOCMeTurKa,

IOBEJIMPHbIEe n3aenud, nnactndyeckasa xmpyprua

Cantbl nonynApHbIX Nogen 1 NoCBALEHHbIE Ta-
KM ntoaam

zaitsev.info,

sofafashiormeskoom,
faberlic.kz

spletnik.ru

2103

Cnopt

Buapl cnopTa, CnopTMBHbIE COCTA3aHUS!, CMIOPTUBHbIE
TOBapbl W ycnyru, knybbl, accoumnaumm, KOMUTETHI,
HOBOCTM crnopTa, 0byyeHne 1 TPEHNPOBKU, aKTUBHbIE
CMOPTUBHbIE Urpbl (HanpumMmep, NenHToon), 6oeBble
uckyccTsa, popymbl 0 cnopte

sportrbc.ru,
olympic.ru,
baltikadiving.ru,
bcrostovdon.ru,
canoesport.ru,
vmma.ru,
paintballmfp.ru

2105

CTpOVITeJ'IbCTBO N PEMOHT

YacTHoe CTPOUTENbCTBO, PEMOHT, YCIyr1, UHCTPY-
MeHTbl, TOBapbl AN [dayn W CaaoBOACTBA,
06yCTpoIiCTBO JoMa, AOMALLHSA MeGerb U TEXHM-
Ka

SKcTepbep, MHTEPbEP 30aHWI, cepBUC, pa3paboT-
Ka, NpoeKkTUpoBaHmne

leroymerlin.ru,
i k e a ru
allegroclassica.ru,
uar.ru, ardik.ru, a-
garden.ru

2106

ABTO, MOTO

Buabl MexaHn4eckon TpaHCNOPTHOW TEXHUKM (B TOM
yncne neTHas M BogHasa TexHWKa), aBTOMOOUIbHbIE
XypHarnbl, aBTO/MOTO-TOBapbl, CEPBUCbI U Apyrue
yCryru, ycryru no nepeBo3Ke rpy3oB, MPOM3BOAUTENM
W AWrepbl, PEMOHT, 3an4acTtu, obyyeHne BOXOEHWIO,
aBTo (hopyMbl

audi-sever.ru,
autoreview.ru,
autosecurity.ru,
bmw.ru, auto.ru,
ilarauto-avia.ru,
intermoto.ru,
pddavto.ru,
plenkacarbon.ru,
prokat74.ru

2107

Mpupopaa, *nBOTHbIE

YKNBOTHbIE 1 yxoa 3a HUMun

wallpets.ru

2108

FOmop

DMOPMCTMHGCKMG pasBriekaTtenbHble canTbl

anekdot.ru

2109

dotorpadmsa

ApxuBbl hoTorpacun, poToCcToKN, ycnyrn poTocTy-
ann

300dpi.ru,
kamakaev.ru
aphoto.ru

2110

Cantbl ansa geten

Cantbl ona peten

zakraski.ru

2111

MyTewecTtBus, Typusm

ABuakomnaHum, Nonck n 6GpoHMpoBaHue TypoB, bune-
TOB, FTOCTUHWL, TyponepaTopbl, TypareHTCTBa, OTenm
W FTOCTMHULBI, Tkl U ONMCaHUA NyTeLwecTBUn

travel.ru,
lufthansa.com,
aeroflot.ru,
australia.ru,
aviasales.ru

2113

Pa3enekarentHble pecyp-
cbl

OT1abix, Jocyr, hecTnBanu, KOHLEPTbI, LLIOY, XU3-
HEHHble MHTEpPEChHI, BEG-XypHarbl O XW3HW, pas-
BIEYEHUs], KpacoTa, yCTPONCTBO ObiTa, passrieka-
TenbHble brioru

afisha.mail.ru,
kudago.com,
yaplakal.com,
mdmpalace.ru,
ticketland.ru,

O SOLAR
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Homep [ouepHue nogkarero-

pun

OnucaHue

HenpodheccroHanbHble yBneveHus, KonmneKumo-

HMpOBaHWe, pykoaenue, oxoTa, pbibanka
Cantbl kade, pecTopaHoB

Mpoyasa nHdopmaumsa o gocyre n pasBredeHnsax

Mpumepbl can-
TOB

kinoprostor.ru,

xlbowling.ru,
novostidom2.ru,
belcoins.com,
beloshveika.su,
cactusok.ru,
ohotniki.ru,
hobby365.ru

2114 Kynetypa Myseun, Mysbika, KynbTypHble yupexaeHus, TeaTpsl, |bolshoi.ru, teatr.ru,
Knaccu4yeckas nuteparypa, My3blka, >XMBOMNUCb vavilon.ru, 21art.r
2200 MynsTumegua
2201 Myasblka u Buaeo Cavitbl 4ns 3arpy3ku, NPOCnyLIMBaHUS, MPOCMOT- kinopoisk.ru,
pa My3blk1, (PUNbMOB, BUAEOPOITUKOB, KAPTUHOK youtube.com,
1 N306paxkeHnin ivi.ru, rutor.info,
music.yandex.ru,
CanTbl KOMMaHWIM, My3blKanbHbIX rPynM, OpraHu- kirkorov.ru
3auun, 6a3 AaHHbIX, OTHOCALLMXCA K NPOU3BOA-
CTBY My3blkM W (PUNbMOB, TOPPEHTTPEKEPLI C animenime.ru,
3TMMU MaTepuanamu animefan.ru,
chiwassu.ru
Cavitbl kny6oB, AMaKeEB, KOHLEPTOB
Cantbl onsa pbaHaToB aHUME U KOCNneeB
2202 TB wnu Bugeo ctpumuHr |OHNamH TpaHCcnsumMmn, CTPUMMHIOBbIE BUAEO CEPBUCHI, [sport-stream.ru,
npsiMon admp, canTbl TENEKaHanos 1tv.ru
2203 Paguvo/ayamo ctpumuHr  |PagmoTpaHcnaumm B UHTEPHETe, canTbl pagnocTaH- |nashe.ru
LN, My3blKarnbHble apX1Bbl
2204 darnnosble  06MeHHUKM, | ParinoBble apxmBbl MO, darnoobmeHHMKN, calTbl |softportal.com
XOCTUHF hannos Ansi 3arpy3ku GecnnatHbIX 1 ycnoBHO GecnnaTtHbix
nporpamMmM, BKM4Yas Nporpammbl AN MOOMIbHbIX
YCTPONCTB
2300 HenpucTtonHoe copgepxaHue
2301 MopHorpadchms MopHorpadus, NpocTUTYUMs, CanTbl 4Ns B3POCHbIX,
CeKC 3HAKOMCTBA, peklamMHble CETU C MOPHO
2302 SpoTurKa, Hyan3M, MHTUM- | POTUYECKUE CLEHbI, (DUMbMbl, Cekc 6e3 nopHorpa- [bur-club.ru,  sex-
Has ogexaa dun, CTpUNTU3, CEeKC MarasuHbl, HwkHee 6enbe,|shopintim.com
n3obpaxeHus n chotorpacum obHaXeHHbIX 1 Nonyoo-
HaXeHbIX Tern
2303 [NonoBoe BocnuTaHue CekcyanbHoe obpasoBaHue ons getem uroweb.ru,
allcondoms.com
2304 Mnoxas penyTauus, amo-|CanTbl, cogepxalume ns3bbiTO4HOE KONMMYecTBo He-lyahooeu.ru,
panbHble, Mat LieH3ypHOM NeKcuKK, mbo Hemogepvpyemble chopyMbl [ yebanko.ru
2305 3anpelueHHble canThbl CanTbl, CTpaHuubl 1 agpeca, JOCTYN K KOTOPbIM B
Poccun 3anpelyeH Ha OCHOBaHMM 3aKOHa U OpYyrux
HOPMAaTUBHbIX aKTOB
2400 MHTepHeT-KOMMYyHUKaLnA
2401 Be6-noyTa BecnnartHas no4yTa B MHTEPHET Yepe3 Beb6-Opay3ep [e . mail . ru,
mail.yandex.ru
2402 ®dopymbl, 6roru ®opymbl, BONPOCHI U OTBETHI, 6noru, YacTHble cantbl,|spbtalk . ru,
CMCTEMbI MacCOBOIO XOCTUHIa otvet.mail.ru,
vbazar.mybb.ru
2403 Yart, SMS CaniTbl 4aToB M MeCCeHOXepoB, ynpaenswooLme |agent.mail.ru

cepBepbl cuctem obMeHa coobLeHnsaMn
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[o4yepHune nogkaTero-

pun

OnucaHue

Mpumepbl can-
TOB

2404 WHTepHeT-TenedoHus TenedoHHble cepBuckl, VoIP (Voice over Internet|freecall.com,
Protocol) nnu IP-tenedoHuns voice.google.com,
justvoip.com
2405 CoumnanbHble cetn CoumanbHble ceTu, canTbl 3HaKOMCTB, YaTbl, MecceH- | vk.com, skype.com,
OXepbl love.mail.ru,
chatvdvoem.ru
2406 Caiitbl  3HakoMcTB U |CaiiTbl 3HaKOMCTB 1 BpadHble areHTCTBa badoo.com
OpayHble areHTCTBa
2500 NT-Yrposbl
2501 XaKUHF U KPIKUHT Banom ceten n nporpamm (ycnyru, pykoBOACTBA,
oby4yeHune), B TOM YMcne Anis UccneaoBaHns 3awm-
LLIEHHOCTU, HECaHKLMOHMPOBAHHbIN LOCTYN K AaHHbLIM
2502 OHnawiH MOLLEHHNYECTBO, Onnata 3a Knuku, cepduHr, NpocMoTp peknambl |5-kopeek.ru,
duwnHr rabotnikonline.ru
MopaenbHble canTbl AN BblyXXVMBaHUSA naponen
N HOMepOoB OaHKOBCKMX KapT MyTeM Mnoaaernku
On3aiHa opurMHanbHoOro canta
ApxuBbl pecbepaTos, oTBeToB Ha EMD u T.4.
2503 HesakoHHoe pacnpocTpa-|Warez, kogreHbl, natyu, HeneranbHoe MO cracklab.ru
HEeHve nporpamm
2504 AHOHVMHbIE MPOKCK MNu |AHOHMMHbIE NPOKCK cepBepbl Yepes Beb, IP-agpecalhidemy.name,
VPN TOR y3noB Bxofa 1 BblxoAa, NporpamMmm U1 nrarvHoB | proxy6.net
ANs aHOHMMHOTO BbIXoAa B UHTepHeT, IP-agpeca VPN
NPOKCK CEpPBUCOB
2506 LWnnoHckoe MO, cnam TposiHbI, Kennorepbl 1 Apyrue NporpaMmmMbl CKPbITHOTO
yOaneHHoro ynpaeneHust KOMNbTEPOM
2507 BpenoHocHoe MO, Bupy- |BpenoHoCHbIE KOMMBIOTEPHBIE NPOrPaMMbl, 3apaXkeH-
Chbl Hble BeO canThbl
2600 MpecTynHasa peAaTenbHOCTb
2601 Hacunue, youncrea, cyu-|CanTbl, NocesileHHble pacoBor guckpumuHauum, |kukluxklan.bz,
umg Bpaxae Mexay nogbMu, Hacunuio resist.com
2602 Opyxwe BoeHHble BegomcTBa 1 npeanpustis, katanoru, ma- |mil.ru, guns.ru,
rasviHbl OPYXWusl, BKIOYasl rpakgaHcKkoe opyxue tempgun.ru
2603 Teppopunam, akcTpemnam |CanTbl, MOCBSLLEHHbIE NPONaraHae arpeccum, pacus-
Ma, Teppopv3ma
2604 KpuvMuHan, molleHHnye- |KprMyHanbHble HOBOCTW, CMpaBOYHUKM, Mpasuna, |bratva.koptevo.ru,
CTBO NpoAaXka Unu N3roToBIIEHNE OPYXXKMS, B3pbIBYAaTKM |gopnic.ru,
allcrime.ru
2605 3anpelleHHble  nekap- |[ponaraHaa ynotpebneHnst HapkoTUYeCcKMX cpedcTs, [cannabiscafe.net
CTBa, HApPKOTUKM npoAaxa 1 U3roToBrneHne HapKOTUKOB
2700 Urpbli
2701 A3zapTHble urpbl, oHNanH- |Vrpbl Ha AeHbru, cnpaBoYHUKK, nNpasuna no takmm|ligastavok.ru,
Ka3nHo urpam, urpooe obopyaoBaHuNe, OHMawH KasnHo kingvulcan.com,
gaminator.com
2702 Wrpbl, oHnamH-mrpbl KomnbloTepHble urpbl, NPON3BOACTBO, Npogaxa, |playground.ru, free-
daHkny6bl, hopyMbl, BOBMOXHOCTM CKavaTb Urpy |games.ru, gta.ru,
€ onumManbHOro cavita, OHawH NoKynka urp, ur-|xboxrussia.ru,
POBbIE XXypHarbl, PEUTUHIX, MPEMUM U Harpadbl |games.rambler.ru,
flashworld.ru, lotr.ru
OHnaviH urpbl Yepes Beb-6paysep
2800 BusHec, kommepLus
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[o4yepHune nogkaTero-

pun

OnucaHue

Mpumepbl can-
TOB

2801 OKOHOMMKA, MHAHCHI o Kommepueckme komnaHuu, npoussogutTenn toea-(e sberbank.ru,
poB/ycnyr BHe Opyrnx kaTeropui, npegnpuHuma- moex.com
TENbCTBO, KOHCANTMHIOBbLIE YCIYrU, KOPNopaTuB-
Hble cepBuChbl, bu3Hec meHegkmeHT, B2B e vtbins.ru,
zettains.ru,
® PbIHKW, MHBECTULMOHHbIE (DOHAbI, aKLMK, BUPXKN, inskasko.ru
6aHKu, KpeauTbl, 3aiMbl
o CTpaxoBble KOMMNaHUW, areHTCTBa, YCnyru
2802 MawwuHocTpoeHue, npo-|e [pombilneHHbIE NpeanpuaTUs, 3aBoabl, 400ObIBa- [rosenergoatom.ru,
MbILLUTIEHHOCTb toLLIMEe KOMNaHWW, MPOU3BOACTBO M NpoAaaxa npo-|bz.ru, zZmz.ru,
MbILLUSIEHHBIX MaTepuarnos, TEXHUKK, obopynoBa- |belaz.by
HUSA
o OTpacnu cenbCckoro 1 NecHOro X03sMcTea, TEXHU-
Ka, ToBapbl
2803 OneKTPOHHbIE AeHEeXHble [e MnaTexHble CUCTEeMbl, 3MEKTPOHHbIe AeHbrn,|e webmoney.ru,
CUCTEMBI, KpUNTOBAnNTa NPOLIECCMHIOBbIE LIEHTPbI Nriatexxen no 6aHKoB- elecsnet.ru,
CKMM KapTam uniteller.ru
e Ycnyru Kynnv npoaaku pasnuyHbIX KPUNTO BantoT, (e  coingate.com,
npaeuna paboTbl, HOBOCTM U Apyras MHopMmaLms bitcoin.com,
06 atom bitcoin.org
2804 AYKUMOHBI OHnaviH-ayKLMOHbI molotok.ru
2805 Toprosns, MHTepHeT-mara-|e  ToBapbl HapogHoOro NoTpebneHus, npegoctaene-lmvide o . ru,
3UHbI HWe YCryr U CEPBUCOB YaCTHbIM NMuam, po3Huy- |fotolab.ru, 220-
Hasi TOProens, NPoAaBLbl, TOProBble CEeTH, LeH-|volt.ru
Tpbl, MarasuHbl, pbIHKWA, MPUCYTCTBUE UHTEPHET-
MarasuHa kak pasgen canTa
o [lokynka ToBapoB OHNaviH, NNaTtgopMbl 1 CEPBU-
Cbl, peanuayoLume NOSHbIN LMK OHNaH Npoaax,
onnarta no 6aHKOBCKOWN KapTe, 4OCTaBKa, MHTEp-
HEeT-MarasuHbl
2806 HepBwxmnmocTtb CaniTbl 3aCTPOVLLMKOB, Kynnv npogaxu u apenabl |1dom.ru, cian.ru
HEeLBVXUMOCTM, yNpaBneHNs HEABWXKUMOCTbLIO U pU-
enTopbl
2807 Beb6-peknama u aHanutu-|e PeknamHbie cepBuchkl, 6aHHepHbIe ceTn, bupxu,|ad.adriver.ru,
Ka areHTCTBa, YCnyrn, CyBeHuMpHaa npogykuus,lreklamy.ru,
OpeHAVHN, BbICTaBKW, MapKETWHI, npoasmkeHue |adwords.google.com,
canToB googleadservices.com,
http/Amwwireedomart i/
o CYeTuymKM NoceLLLaeMoCTh U CTaTUCTUKN CanToB
o CaliTbl, BPDEMEHHO pa3MeLLEHHbIE Y permcTparopa
OOMEHOB C TECTOBOM CTPAHMLIEN-3arnyLLKOn, Ya-
LLie BCEro peknamHom
2808 Mowuck paboTbl 1 kapbepa |Mouck paboTel, ycnyru nogbopa nepcoHana, kagpo- |hh.ru, rabota.ru,
Bbl€ areHTcTBa superjob.ru,
rabota.mail.ru,
zarplata.ru,
personagency.ru,
triumphhr.ru
2900 3ppaBooxpaHeHue
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Homep [ouepHue nogkarero-

2901

pun

3popoBbe

OnucaHue

MenmumHckme ycryrn, ToBapsl, 3a60Ta O 300pOBbE,

canTbl 60MbHML, NOMUKITMHMK U NPOYUX MEANLIMHCKMX
yupexaeHui, onucaHus 3aboneBaHuMn M METOLOB
neyeHus, nekapcTea, anTekn

Mpumepbl can-
TOB

medison.ru, rigla.ru,
gkb13.ru,
mosgorzdrav.ru,
risnet.ru,
pharmamed.ru

2902

Ankoronb, KypeHue

CanTbl npoussoauTenen ankorons n Tabaka, a Takke
CanTbl, Npu3bIBaloLLME K UX ynoTpebneHuto

russamogon.ru,
amigo cigarro.ru,
smokewoman.org

21000

TexHonoruum

21001

Mpoussogutenn MO n

obopynoBaHus

Cavitel npoussogutenei MO n o6opynoBaHus

azure.com,
citrix.com,
vmware.com,
teleport.media

21002

Web-xocTuHr

[omeHbI C NPOCPOYEHHOW ONaTomn 1 yaepXxueae-
Mbl€ PErMCTPaToOPOM AN NPOAAXKM

Mnatcopmbl, No3sonsatowme 6ecnnatHo pasme-
waTtb BeG-caiiTbl, 6riorn. BecnnatHble cepBUChHI
06navyHoro XxpaHeHusi 4aHHbIX, PUCYHKOB, chaiinos
C BO3MOXHOCTbIO AaTb CChbINIKYy Ha cKauuBaHue,
dannoobMeHHNKM

Cantbl, KOoTOpble 0006LWAT 1 NPeaoCTaBnslT
O0CTyn K MHOro4YUCNeHHbIM Be6-ceva|caM, ABNA-
OWNMCA, KaK npaBuno, otaenbHbIiMU canTamm
OAHHOro noprana ¢ eguMHOM CUCTEMOWN ayTeHTU-
dukaummn. beiBatoT 06LLErO HA3HAYEHMUS NN Y3KOW
TEMaTMYECKON HanpPaBeHHOCTH, MPEAOCTABIISO-
e pasnuyHble CepBUCbI MO OMnpeaerneHHbIM
MHTEpecaM " OpUEeHTUPOBAHHbIE Ha MOJHbIN OXBaT
onpeaeneHHon TeMaTyku, Hanpumep, perMoHarb-
HbI nopTan

narod.ru, ucoz.ru,
radikal.ru,
disk.yandex.ru
mail.ru, rambler.ru,
nn.ru

21003

YnaneHHoe ynpasneHune

[porpammHoe obecrneyeHne 4ns OHNawH ynpasrneHua
yoaneHHbIM KOMNbTEPOM, €ro paﬁquM cTonom ansa
TEXHUYECKOW NOAOEPXKKN

teamviewer.com

21004

WHTepHeT

IT-koMnaHun, Npon3BoAUTENN KOMMBIOTEPHOW TEXHU-
KM 1 nporpaMMHoOro obecnevenus, ycnyrm B ccpepe
IT, aBTOMaTM3aumMsa NpeanpusiTUiA, cneLmMann3vpoBaH-
Hble |IT-mara3vHbel. MobunbHas cBA3b, oneparopbl,
ragxeTbl. HOBOCTHbIE MMM CNpaBOYHbIE CaWThbl, NPO-
rpaMMMpOBaHue, CUCTEMHOE agMUHUCTPUpPOBaHME,
ceTu, cepBepa, KOMMbITEPbI, NPOrPaMMHbIE€ OHMaNH
cepBuchbl, 06naka, BbICOKME TEXHOMOrMN

microsoft.com,
softline.ru,
stackoverflow.com,
westerndigital.com

21005

CeTun gocTaBKu KOHTEHTA

CauiTtbl TOppeHT-TpekepoB u P2P cuctem

CeTn gocTtaBkm (M AnucTpnbyLmmn) coaepXxXnmoro

yastatic.net,
www.gstatic.com

21100

UHdopmauumsna

21101

CnpaBoyHast UHopma-

umns

Cantbl CO CnpaBOYHON MHAOPMaUMEN, KapThl,
crnoBapu, NepeBOAYMKM, KaTarnoru, crtatucTuka,
pacnucaHue TpaHcnopTa

OHnanH 6ubnnoTekn, NpocnyLwmnBaHne ayanokHUr
OHNanH, KpaTKue COOEepXaHWUs KHUN, KpaTkue
ONUCaHNs KHUT

altay-krai.ru,
gvozdik.ru,
allsoch.ru,
slovari.ru,
translate.yandex.ru,
yadeaufreps213nosaon

rasp.yandex.ru
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[o4yepHune nogkaTero- OnucaHue Mpumepbl can-
[o]7]"] TOB
21102 O6pa3soBaHue o (O6pa3soBartenbHble U HaydHble ydYpexaeHusi, 06-|e msu.ru
pasoBaTenbHble CanTbl MO AUCUUMIIMHAM, Hayu-
Hble JaHHbIe U NCCIe0BaHNS e gramota.ru,
danetka.ru,
o  KHuru, 6Gnbnmnoteku, TEKCTbI NECEH, aKKOpAbl, HOTbI brainapps.ru,
puzzles.in.ua
o PasBuBawoLlLMe Urpbl, Nasnbl, HACTOMbHbLIE UMPbI,
rONOBOSIOMKM
21103 HoBocTHble canTbl CpeacrtBa MaccoBoW MHGOpPMaUMM, HOBOCTHbIE [ria.ru, rcb.ru,
areHTCTBa, WHTEPHET-U3[aHus, >XypHanbl, raserhbl, |gismeteo.ru
KPYMHblE YacTHble 6norv, NporHo3 Norofbl
21104 MouckoBble cuctembl/nop- | MonckoBble cucTembl/nopTanbl yandex.ru,
Tanbl google.ru,
go.mail.ru
21105 Aduin, gockn obwbsaBne-|Cantbl ¢ 06bABNEHMAMY YaCTHbBIX NUL, O Kynnn npo- |avito.ru
HUIA Jaxke ycnyr u Tosapos
21106 benbii cnncok PaspeLlueHHble pecypcebl kassa.rambler.ru,
soft.rambler.ru
21108 OdmcHble/6unsHec npuno- | Pecypcbl 0OUCHBIX MPUINOXEHWIA 1 NPOrpaMm miro.com,
KeHus myoffice.ru,
ilovepdf.com,
docs.google.com
21200 O6wecTBO
21201 Penurus Penurus n penvrnosHble opraHusaumun. MagaHusa, |patriarchia.ru,
Marusi, FopoCcKonbl U Apyrue NoTyCTOPOHHUE Bewm. [horo.mail.ru,
lMceBooHayyHble OaHHbIE, Aoragku arhangel.ru
MexHaLMoHanbHble OTHOLLIEHUS, HAPOAHOCTU
21202 CexTbl CaWTbl penUrno3sHblx CEKT, HecTaHaapTHole penn-|drevolife.ru,
rMO3HbIE YYEHUS, OTBETBIEHMS OT OCHOBHbIX pe- | gogotharuraelpress.og
nurun
CanTbl, NOCBALLEHHbIE OKKYNBTM3MY M acTporo-
rn, CarTbl aCTPONPOrHO30B
21203 locynapcTBo 1 3aKOH OdwmumaneHble Beb-canTbl rocygapcTBeHHbIX |kremlin.ru, Idpr.ru,
YUYPEXAEHWI, NONMMTUYECKUX NapTuiA, CyaoB, aa-|mosgorsud.ru
BOKaTOB Y tOpUCNpYyAEHLIMN
Cantbl NONUTUYECKUX HOBOCTEW, MONMUTUYECKUX
napTun
CnpaBoOYHMKN 3aKOHOB
21204 HerocynapcTtBeHHble opra- BnarotBopuTenbHble opraHn3auum, goHagbinoMo-{fondotv.ru,
Hu3auuun, oHabI L rusfond.ru
Hekommepyeckne opraHmsaummn, Mexrocyaap-
CTBEHHbIE OpraHu3aumv u gpyrue opraHmsauuu,
He CBA3aHHble HanpsiMyo ¢ OU3HECOM
21205 Cembs, oetn CanTbl ona geten u caenaHHble camummn getbMu, [parents . ru,
CaunTbl LWKOM U ANS LLUKOJTbHUKOB detochka.ru,
lyceum87.narod.ru
CaiTbl 0 JOMOBOACTBE, CEMbE, Pa3NNYHbIX X0661
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API Gateway — cepsuc, npegoctasnatowwmin APl ansa niterpauum Solar NGFW co CTOpoHHUMM
npunoxeHnsamn. CepBuc ABNAeTCA eANHCTBEHHOM TOYKOW BXOA4a ANt CTOPOHHUX MPUITOXKEHWNN
W BbIMOMNHAET UX ayTEHTUPMKaLMIO M aBTOPU3aLMto, a Nocse BbINOMHEHME 3anpOCoB C y4acTUem
BHYyTpeHHUx cepaucoB Solar NGFW. C nomouubto APl Solar NGFW MoxHO 3anpalumBaThb, CO-
34aBaTb, OBHOBNATE M yAanATb OObEKTbl MOMUTUK MEXCETEBOrO aKpaHa M OBHapyKeHus
BTOPXKEHUI, a TaKKe SKCMOPTMPOBATbL M MMMOPTMPOBATL MOMUTUKM MEXKCETEBOrO 3KpaHa U
00HapyXeHUs BTOPXKEHUMA.

Ona pabotbl ¢ API Solar NGFW nepepavite cBov yHUKanbHbIi APl TOKEH B 3aronoBske:
Authorization: App ${token}
roe <${token}> — nHanemnayanbHbin APl TOKEH.

MpumeyaHue

HaHHble 0ns docmyna k cepaucy APl Solar NGFW Haxodsmcs 6 nudHom kabuHeme.

Ona nonyyeHus TOKeHa aAMWHUCTPATOpPy CUCTEMbl HEOBXOAMMO OTMPaBWUTb 3anpoc Ha
ayTEHTMdUKALMIO C UCMONb30BAHNEM CBOMX YYETHbIX AaHHbIX (MMsi NOMNb30BaTeNs U Naposnb)
K cepucy API:

POST /auth/login
{

"login": "api-user",
"password": "aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee”

}

Mpwn oTcyTCTBUM 3aronoBka MM NpU HEN3BECTHOM TOKEHE OTBET Ha 3anpoc 6yaeT ¢ Koaom
401 Unauthorized. Ecnun knueHT nonbiTaetcs Bocnonb3oBatbcs APl ¢ TOKEHOM, y KOTOPOro
NCTEK CPOK OenCTBuUs, OyaeT otobpaxeH koa owmnbkm 403 Forbidden.

Bce 3anpochl xypHanupytotca B pasgen Cuctema > XypHanbl. [1na npocMoTpa XypHanos
API Solar NGFW B none CepBuc Bbibepute CepBuc API.

MoppobHee o3Hakomutbes ¢ APl Solar NGFW MOXHO ¢ MOMOLLbIO MHCTpyMeHTa Swagger.
OTO MHTepaKTUBHas AoKyMeHTaumsa ansa AP, ¢ NOMOLLb0 KOTOPOWN MOXXHO NMOCMOTPETL METOHI,
npyvMepbl 3arnpocoB., a Tak Xe 3anyCcTuUTb UX BbiNonHeHue. [ina gocTtyna K Hemy:

B KOH(UIypaLVOoHHbIN dann /data/repos/dozor/config-final.git/<id>/ngfw-
api/application.conf nob6aBkTe 3anuce:

swagger-key = "VVVVVVVV-WWWW-XXXX-YYYY-2727777777777"

Mepesanyctute cepsuc dozor_ngfw-api c NOMOLLLI0 KOMaHAbI:

# systemctl restart dozor_ngfw-api.service
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Mo ymonuaHunio Swagger 6yaet goctyneH no agpecy https://<ip>:9080/docs. C nomoLybio
KOH(UrypaumoHHOro danna MOXHO M3MeHUTb BpeMs Xn3Hu TokeHa (token-lifetime-days,
3HadeHue 1 paBHO 24 yacam), KonNM4ecTBO 3anpocoB B MUHYTY (client-rate-limit-per-minute),
KONMMYeCTBO OOHOBPEMEHHbLIX 3anpocoB (simultaneous-request-limit) n nopt cepsuca
dozor_ngfw-api.

Onepaumn BbINONHAKTCA ¢ ucrnonb3osaHnem metogos HTTP. Metoabl HTTP n nx onncaxHmsa
npeacTaeneHsl B Tabnuue Huxe.

Taon. F.1. HTTP-metoabl APl Solar NGFW

MeTtopn 3HauyeHune Onepauums

GET search lMonck n BbIBOA COOEPXUMOro Ans
[oCTyna K eOUHWYHBLIM pecypcaM U
crnucKkam pecypcoB

PUT add MonHoe 06HOBNEHME CYLLECTBYOLLIMX
Ha cepBepe pecypcoB

PATCH update YactmyHoe n3meHeHne pecypcoB (B
06bEeKTE M3MEHSIOTCS TOMNbKO T MOo-
N4, KOTOpble NPUXOAAT B payload)

POST update M3meHeHve 3HaveHnin napameTpoB

DELETE remove YnaneHue obbekTa

Ta6n. F.2. MepenaBaemble napameTpbl pasgena NMonutuka > O6beKTbl NONUTUKN > CrIUCKKU
IP-agpecoB

ATpubyT MapameTtp OnucaHwue

HasBaHue cnucka name Ob6s3aTenbHbIV napameTtp. JonycTu-
mas gnvHa go 200 cuvBonoB

IP-appec range Ob6s3atenbHbIi napameTp. HdocTtyn-
Hble 3HayeHus: begin 1 end. Heobxo-
OVMO YyKasbiBaTb afpec B KaXaom

napameTpe

OwanasoH IP-agpecoB ranges O6asatenbHbI napameTp. Coaepxut
OOMH WU HECKOSMbKO napameTpoB
range

UpeHTudmkatop obbekTa id Ob6s3atenbHbIV napameTp. He moxet

coBMagathb C Apyrumy naeHTudukaTo-
pamu, KOTOpbIE UCMOMb3YHOTCS B NOMU-
THKe

KommeHTapumn comment Heobs3aTenbHeli napametp. JonycTu-
mas gnvHa 500 cumBsornoB

Tao6n. F.3. NepepaBaembie napameTpbl pasgena Nonutuka > MexceteBow 3kpaH > ®unbrpauus
Tpadwmka

ATpubyT MapameTtp OnucaHwue

section Ob6s3atenbHbI napameTtp. [onycTu-
Mble 3HayeHus: forward, input un
output

action: {type: "<paHHbIe>"} Ob6si3atenbHbI napameTp. Hdoctyn-
Hble 3HaveHus: deny (3anpeTuTb),
allow (Paspewwutb), limitSpeed
(OrpaHn4unTb CKOpPOCTb),
rejectErrorTcp (C6poc owmnBo4YHbIX
TCP nakeTtos).
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MpumeyaHue

Leticmeusi allow u deny Oo-
cmynHbl  u3 mwoboeo 6rioka
unsmpauuu MO3.

Helicmeusi OepaHu4Yumb CKO-
pocmb u Cé6poc owuboYHbIX
TCP nakemoe OocmyriHbl
mornbko Ons  npasusi  crosi
®dunbmp mpaH3umMHo20 mpa-
¢uka.

Lns 3HavyeHus rejectErrorTcp
(C6bpoc owuboyHbix TCP nake-
mos) docmyrieH mosibKO MPOomo-
kon TCP.

KommeHTapumn

comment

HeobsasaTtensHbl napametp. JonycTu-
Masi anuHa go 500 cumBeonos

Ha3HauyeHune

destination: {type: "naHHbIe", ApY-
rve napameTpbl (B 3aBUCMMOCTM
ot type)}

MapameTp 06si3aTeneH Tonbko Ans
npasun cnost ®unbLTP Ucxoasilero
Tpadumka

type

HocTtynHele  3HayeHus: lpLiteral
(npocTble IP-agpeca vunum IP-gnanaso-
Hbl), SubnetMask (IP-agpec ¢ mac-
kon), IpReference (IP-gnanasoHbl),
GeolpReference

type IpLiteral

HocTynHble 3HaveHne: begin (nepsbiv
agpec gnanasoHa), end (nocnegHun
agpec gnanasoHa), type (ctatuyHoe
3HayeHue IpLiteral)

type SubnetMask

HocTynHble 3Ha4yeHue: type (cTaTuu-
Hoe 3HayeHue SubnetMask), value
(IP/mask)

UcTouHMK

source: <object_num>: ({type:
"maHHbIe", Apyrvue napameTpbl (B
3aBUCUMOCTM OT type)}

MapameTp 06si3aTeneH Tonbko Ans
npasun cnosi ®unbTp BXoAsLLero
Tpadumka

MpunoxeHusa B npaBune punsTpa-
umm

dpiAppsTree

HeobsasarenbHbin napameTp. foctyn-
Hble 3HaueHns: dpiAppCat (ocHoBHOW
cnucok) un dpiApps (BnoxeHve
OCHOBHoOro cnvcka). He 6onee 100
NPUIOXeEHU B OQHOM MNpaBurne

BknroyeHue/BbIKNOYeHME NpaBuna

enabled

O6ssaTtenbHbIn napameTp. LocTyn-
Hble 3HadeHus: true (BkM4YEHO (Mo
ymonyaHuio)) u false (BbiknoyeHo)

fragmented

MapameTp ob6s3aTeneH Tonbko ANs
npasun cnost ®uneTp TPaH3UTHOro
Tpadhmka. [locTynHble 3Ha4YeHus: true
(BkntoveHo) u false (Bbikno4eHo (No
YMONYaHuio))

Tun/kog ICMP

icmpCodes

HeobGs3aTenbHbI napametp. Mapa-
METP MOXET NPUHMMATb 3HAYEHUS:

type (Tunel ICMP kopoB B npaBu-
ne dwnerpauum). Jonyctumble
3HayeHus: 0, 3, 4, 5, 8, 9, 10, 11,
12,13, 14, 17, 18.
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code (ICMP «kom B npaBune
dunsTpauun). JonycTumble 3Ha-
yenus: -1, ot 0 go 15.

MpumeyaHue

LHocmyrneH mosbko rpu ebibope
napamempa protocol ¢ munom
icmp.

MoxxHo ebibpamb MorbKo 00UH
mur/kod ICMP 01t KOHKpemHo-
20 npasurna.

UpeHTudmukatop ob6bekTa

Ob6s3atenbHbIV napameTp. He moxet
CoBMagathb C ApYrumy naeHTudukaTo-
pamu, KOTOpbIe UCMOMb3YHOTCS B NOMU-
TUKE

Bxoaswuin nHtepdenc

srcinterface

HeobsasaTenbHbln napameTp

XypHanupoBaTb

logsEnabled

Heob6s3artenbHbin napameTp. ocTyn-
Hble 3HayeHus: true (BKMNOYEHO),
false (Bbikno4eHo (Mo ymonyaHuio))

MAC-agpec

sourceMac

Heobs3aTenbHbIN napameTtp. He mo-
XKET UCMONb30BaTbCs COBMECTHO C
npunoxeHunem DPl ¢ ycnosuem Ha
MAC-agpec (none UcTo4HumK), JOCTY-
neH ong npaswn pasgenos ®PunksTp
Bxogsuwero Tpaduka 1 PunbTp
TpaH3uTHoOro Tpacpmka B none Uc-
TOYHUK

Ha3BaHue npaBuna

name

Ob6s3artenbHbI napameTtp. [JonycTu-
Masi annHa go 200 cumBonos

Ucxopsawmm nntepdenc

dstinterface

HeobGa3aTenbHbIN napameTp. MNpego-
npegeneHHoe 3HayeHne

MopTbl Ha3Ha4YeHUs

ports

HeobGs3aTenbHbIN napameTp. Lienoe
yucno ot 1 go 65535. MNapameTp go-
CTyneH Tonbko Ans npotokonos TCP
n UDP

MpoTtokonbl

protocols

HeobsszaTtensHbivi napametp. JonycTu-
Mble 3Ha4eHus: tep, udp, icmp, igmp,
gre, ah, esp

MopTbl UCTOYHMKA

srcPorts

HeobGsa3aTenbHbIn napametp. Lienoe
yucrno ot 1 go 65535. Mapametp go-
CTYNEH TOmnbKOo A5is npotokonoB TCP
n UDP

Mpumep co3gaHnst HoBoro npaewuna B pasgene Monutuka > MexceTeBow 3KpaH > OUnbTp

TpaH3uUTHOro Tpaduka:

{

"info": {
"name": "rule1",
"enabled": true,
"comment": "MpaBnno Ne1",
"logsEnabled": true

2

"section": "forward",

"action": "allow",
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"protocols": {

"icmp™: {
"icmpCodes":
{
"type": 5,
"code": 1
}
]
}
b

"source": [

"subnet": "10.52.32.0/24"
}

destination": [
{
"range": {
"begin": "2.2.2.2",
"end": "3.3.3.3"
}
}

]

1,

"dpiArtefacts”: [

{

"dpiApp": "Viber"

}!

{

"dpiAppCat": "Cloud"

}

I3
"srcinterface": "ethQ",
"dstinterface": "ethQ"

}

Ta6n. F.4. NMepepaBaemblie napameTpbl pasgena MNMonutuka > MexceteBon 3kpaH > TpaHcnsums

agpecoB

ATpubyT

Mapametp

OnucaHwue

action: {type: "<paHHbIe>"}

Obsa3atenbHbIn napameTp. Hoctyn-
Hble 3HayeHus: masquerade, snat,
dnat.

KommeHTapuin

comment

Heobs3aTtenbHeii napametp. JonycTu-
mas anvHa go 500 cumBosioB

MpoTtokon

destPorts:

HeobGsa3aTenbHbIn napametp. Lienoe
yuerno ot 1 go 65535.

Ha3HauyeHune

destination

HoctynHble  3HayeHus: IpLiteral
(npocTble IP-agpeca unu IP-guanaso-
Hbl), SubnetMask (IP-agpec ¢ mac-
ko), IpReference (IP-gnanasonsl),
GeolpReference

BknioyeHue npaBuna

enabled

Obsa3atenbHbIn napameTp. Hoctyn-
Hble 3HayeHusi: true (BknkoyeHo (Mo
ymonyaHuio)) u false (BbiknoyeHo)
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UpeHTndmkatop obbekTa id O6sn3aTenbHbIN NnapameTp. He moxet
coBnazarb C APYruMy naeHTuukaro-
pamu, KOTOpble UCMOMb3YTCS B NONU-
G

WHTepdpenc interface Mapametp obssareneH ans
masquerade n snat

XypHanupoBaTtb logsEnabled HeobsizatenbHbIv napametp. JocTyn-
Hble 3HavyeHwus: true (BkM4eHo (No
ymonyaxuio)), false (BbiknoyeHo)

HasBaHue name Ob6s3aTenbHbIV napameTtp. [JonycTu-
mas agnvHa go 50 cumBonos

MpoTtokon protocols Heobs3zaTtensHbii napametp. JonycTu-
Mble 3HaveHus: tep, udp, icmp, gre,
ah, Nobon

SNAT IP (BHewHun agpec) snatlp Mapametp obsasateneH ans snat

UcTouHmK source HoctynHele  3HayeHus: IpLiteral

(npocTble IP-agpeca unu IP-guanaso-
Hbl), SubnetMask (IP-agpec ¢ mac-
kon), IpReference (IP-gnanasonsl),
GeolpReference

LleneBon agpec toDestination MapameTtp ob6s3aTteneH ons dnat B
dopmarte IP:PORT

MpuMep co3gaHns HoBoro npasuna B pasaene Monutuka > MexceteBon akpaH > TpaHcns-
Lu1s afpecos:

{

"name": "rule1",

"enabled": true,

"comment": "MpaBuno Ne1",
"source": [

"range": {
"begin": "138.165.255.228",
"end": "244.253.228.251"

}
}
]

estination": [
{
"subnet": "10.52.32.0/24"
}
1,
"interface": "ethQ",
"snatlp": "10.10.10.10",
"protocol": "tcp",
"destPorts™: [
{
"begin": 1,
"end": 8080
}
1,

"logsEnabled": true
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Tabn. F.5. NepenaBaemble napameTpbl pasgena NMonutuka > NpepoTBpalleHne BTOPXeHUN >
MpaBuna n ncknYeHus

MapameTtp OnucaHue

comment: HeobGsa3atenbHbIi napameTp. Jonyctumas anuHa go 500
CYMMBOIOB

destPorts: HeobsizatensHbii napametp. Lienoe uicno ot 1 go 65535

destination [ocTynHble 3HaYeHus: IpLiteral (IP-agpeca),
SubnetMask (IP-agpec ¢ mackow)

enabled O6gsatenbHbIi napaMeTtp. JocTynHble 3HavyeHus: true
(BkmoveHo (no ymonuanmio)) u false (BbikntoyYeHO)

id Obsa3aTtenbHbI NnapameTp. He MoxeT coBnagaTh ¢ Apy-
TMMU MaeHTUdMKaTOpaMu, KOTopble WMCMONb3ylTcs B
nonuTuke

idSignature Ob6sa3arteneH npu BbIbope UCKIYEHNS Ha OCHOBE CUTHa-
Typ

name O6s3atenbHbii napameTtp. Oonyctumas gnuHa go 50
CYMMBOIOB

source Mapametp obsi3ateneH npu BbIOOpPE WCKMHOYEHMSA Ha

OCHOBe CeTeBbIX NapameTpoB. [JOCTyMHble 3HaYEHMS:
IpLiteral (IP-agpeca), SubnetMask (IP-agpec c mackow)

I'Ipmmep CO30aHnA HOBOIo UCKIKoYeHus B pasgene Monutuka > I'Ipep,OTBpameHMe BTOp)KeHMVI
> I1pan|na U UCKNHOYEeHUA:

{

"name": "ex1",
"enabled": true,
"comment": ",
"source": [

"subnet": "1.1.1.1/32"

}
]

destination": [],
"destPorts": []

}

Taobn. F.6. NepepaBaembie napameTpbl pasgena Nonutuka > NpegoTrBpalleHne BTOPXKEHUN >
Mony4yeHune cnucka npaBun

ATpuoyT Mapametp OnucaHue

UpeHTudmkartop npaBuna sid O6GsasatenbHbI napametp. NapameTp
OOIMKeH ObITb YHUKamNbHbIM

CocTosiHue npaBuna isOn HeobGs3atenbHbi napameTp. JocTyn-
Hble 3HayeHus: true (BKMOYEHO),
false (Bblknto4YeHo)

KputuyHoctb severity Heobsa3artenbHbin napameTp. ocTyn-
Hble 3Ha4YeHus: KputnyuHo 1, OnacHo
2, NMpepynpexaeHue 3, He knaccu-
cdumumposaHo 4, He pacnosHaHo
255, No ymonyaHuto 0

DenctBue action HeobsizatenbHbIi napametp. [locTtyn-
Hble 3HaveHus: alert (reHepauus cur-
Hara v 3anucb MHOPMaLMmM O NakeTe
B ¢hpann xypHana), drop (otbpoc na-
KeTa (nakeT He NponycKaeTcs)
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MpoTtokon

protocol

HeobsasarenbHbin napameTp. focTyn-
Hble 3HaveHus: dcerpc, dns, ftp, ftp-
data, http, icmp, ike, krb5, ip, nfs,
ntp, pkthdr, smb, smtp, snmp, ssh,
tcp, tcp-pkt, tcp-stream, tls, udp

MUcTouHUuK

sourcelp

HeobsizatenbHbIi napameTtp. focTyn-
Hble 3HaveHus: IP-agpeca (Hanpumep,
8.8.8.8), IP-agpeca ¢ mackow nogceTtu
(Hanpumep, 21.32.10.0/24), ncknioye-
Hue IP-agpeca (Hanpumep, 13.3.3.3),
[10.33.44.15], SHOME_NET (BHyTpeH-
HAsi ceTb), SEXTERNAL_NET (BHeLu-
HAs1 ceTb), any (ntobon IP-agpec)

MopT ncrouHuka

sourcePort

HeobsasartenbHbin napameTp. focTyn-
Hble 3Ha4eHuns:: 443 (nopt), 180 (ncknto-
yeHue nopra), SHTTPS_PORTS
(no6ont HTTPS-nopt), [330], any
(nto6on nopT)

Ha3HauyeHune

destinationlp

Heobsa3artenbHbin napameTp. ocTyn-
Hble 3HaveHusi: IP-agpeca (Hanpumep,
8.8.8.8), IP-agpeca c mackow noacetu
(Hanpumep, 21.32.10.0/24), ncknioye-
Hue IP-agpeca (Hanpumep, !3.3.3.3),
[10.33.44.15], S(HOME_NET (BHYyTpeH-
HAs ceTb), SEXTERNAL_NET (BHeLwL-
HAA ceTb), any (nobon IP-agpec)

MopT Ha3Ha4yeHus

destinationPort

HeobsasarenbHbin napameTp. foctyn-
Hble 3HayeHust: 443 (nopt), 180 (ncknto-
YeHne noprta), SHTTPS_PORTS
(mobonn HTTPS-nopt), [330], any
(no6ow nopT)

Mouck npaBuna

searchQuery

HeobGsa3aTenbHbIN napameTp

Tabn. F.7. NepenaBaemble napameTpbl pasgena NMonutuka > NpepnoTrBpalleHne BTOPXeHUN >

HaGopbl curHaTtyp

ATpubyT Mapametp OnucaHue

HasBaHune Habopa name Ob6s3arenbHbIV napameTtp. [JonycTu-
mas gnvHa ot 1 go 50 cumBonos

KommeHTapun comment: HeobssaTtensHbiv napametp. JonycTu-
Masi anuHa go 500 cumBeonos

UpeHTndmkartop id 32-3HayHOe  LWecTHaguaTepu4Hoe

yucno, pasgeneHHoe Ha 5 rpynn ge-
Bucamu. lNpumep: 123e4567-e89b-
12d3-a456-426614174000

Mmsa nonb3oBaTtens, go6aBuBLIErO
Habop

administrator

O6s3aTtenbHbIn napameTp. MNpegonpe-
JAerneHHoe 3HayeHve

[aTta cosgaHus

creationDateTime

OGs3aTtenbHbI nNapameTp. [data B
hopmaTte AA.MM.IT Y4:MM

Howmep npasuna

numberOfRules

Ob6s3aTenbHbIn NnapameTp. Yucnosoe
3HayeHne

Homep kaTeropum

numberOfCats

Ob6sa3aTtenbHbIvi napameTp. Yncnosoe
3HayeHue

HTTP onpenenset pasnnyHble Kogbl OTBETOB:

200 OK — otBeT Ha ycnelwHble 3anpockl GET, PUT, PATCH, POST unn DELETE. 310T KOg
Takke ucnonbadyerca ans POST-3anpoca, KOTopbIi HE NPMBOAUT K CO30aHUI0 pecypca.
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201 Created — otBeT Ha POST-3anpoc, KOTOpbI NPMBOUT K CO30aHUI0 pecypca.

204 No content — 3anpoc 6bin MoMNy4YeH U NPUHST, HO OTCYTCTBYIOT AaHHble, KOTOpble
MOXXHO GbIf1I0 OTNPaBUTL NOMb30BATEN!O.

400 Bad Request — 3anpoc uckaxeH (Hanpumep, ecnu Teno 3anpoca He MOXET ObiTb
npoaHanua3npoBaHo).

401 Unauthorized — He yka3aHbl Unv He4enCTBUTENbHbI AaHHbIE ayTeHTUdMKaLMK.

403 Forbidden — ona goctyna k pecypcy Tpebyetca ayTeHTUdmnkauusa (Hanpumep, TOKeH
API), n oHa He NpegocTaBreHa Uy HenpasuibHa.

404 Not found — 3anpawmBaeTcsa HECYLLECTBYIOLLNIA pecypc.

405 Method Not Allowed — 3anpawwnBaetca HTTP-meToa, KOTOPbIN HE paspeLleH ans
ayTEHTMHOULMPOBAHHOIO Nosb3oBaTens.

410 Gone — pecypc B 3TOM KOHEYHOW Touke Bonblue He JocTyneH. MNMonesHo B kayecTee
3alLUNTHOrO OTBETA ANA cTapbix Bepcuin API.

415 Unsupported Media Type — B ka4yecTBe 4acTu 3anpoca 6bin ykasaH HenpaBUbHbIN
TWIM COAEPXKUMOTO.

422 Unprocessable Entity — ncnonb3syercsi ana npoBepku OLIMOOK.
429 Too Many Requests — 3anpocC OTKNOHSETCS N3-3a OrpaHNYEeHUs1 CKOPOCTU.

Mons, cogepalwme aaty co3naHns U UBMEHEHUsI NeMEHTa, a Takke UMS USMEHSIBLLIETO UX,
BbIYUCNAOTCA aBTOMaTUYECKMN.

Mocne BbinonHeHus BbidoBa API, koTopbii MoandunumpoBan gaHHbIe, BbINONHAETCA NpUuMeHe-
HUEe NONUTUKN.
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Utobbl obpabartbiBaTte SPAN-Tpaduk, Heobxoaumo HacTtpouTb Solar NGFW B pexume IDS
(Tonbko obHapyxeHus BTopxkeHui). [1na atoro

Hob6asbte B (hann letc/sysctl.conf cTpoky:

net.ipv4.conf.te-1-0.rp_filter = 0
raoe te-1-0 — nmsa npnHMMaemoro nHTepdenca.

B danne /etc/network/interfaces Ha Heobxoanmom nHTepdence BrknoumTe "Hepasdopun-
BbIN" pexum (promiscuous mode), 4o6aBuB CTPOKHU:

auto te-1-0

iface te-1-0 inet manual
up ifconfig te-1-0 promisc up
down ifconfig te-1-0 promisc down

BbinonHute KomMaHab!:

# lopt/dozor/bin/shell

# nips -i te-1-0 -D -c /data/repos/dozor/config-final.git/$(awk -F="/NODE_ID/ {print $2}'
lopt/dozor/config/control)/nips/nips.yaml --pidfile /opt/dozor/var/run/nips1.pid

MpumeyaHue

lNeped noemopHsIM 3aryckoMm Heobxodumo ydanume cmapbil pid-ghalisi ¢ MOMOUbH KOMaHObI:
# rm /opt/dozor/var/run/nips1.pid

Ecnu mpebyemcs 3anycmume IPS Ha HeckonbKux uHmMepgbelicax, ykaxume Heobxo0umbie UHMep-
¢pelicel Yepes rpobern, Hanpumep:

# nips -i te-1-0 te-1-1 -D -c /data/repos/dozor/config-final.git/$(awk -F= '/NODE_ID/
{print $2}' /opt/dozor/config/control)/nips/nips.yaml --pidfile
/opt/dozor/var/run/nips1.pid
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