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3awmTa cetn — 6asoBas pyHKUMSE HDOOPMaLMOHHON 6e3onacHoCTU. JTlo6oM MHLUMAOEHT, CBA3AHHbIN C NPOHUKHOBEHWNEM
3a NepMMeTP KOpNopaTMBHOWM CETU, MOXET HAPYLUUTb HEMPEPbIBHOCTb OM3Heca, MPMBECTM K yTeYkaM MHAOpMaL M unm
cTaTb Havanom KpynHomacwTabHon kmbepaTaku. CornacHo AaHHbIM LieHTpa NpoTUBOAENCTBMA Kubepatakam Solar
JSOC MK «Conap» B 2024 roay 27% noATBEPXAEHHbIX MHUUAEHTOB CBSA3aHO C CeTEBbIMM atakamu. [pntom ux gons
coctaBnana 14% B npownom rogy. 3noyMbIlUNEHHUKA HE CAaHKLMOHMPOBAHHO CKaHUPYIOT BHYTPEHHME ceTu, Beb-
NPUNoXeHUsi, KOPMOPaATUBHbIE CUCTEMbI U YCTPOWUCTBA COTPYLAHMUKOB.

[nsa 3awuTbl OT CETEBbLIX aTaK YXe& HECKONbKO AECATUNETUA UCMOMb3YITCA MeXceTeBble dKpaHbl. [MocTeneHHo nx
BO3MOXHOCTW pa3BMBannCb, K CTaHOAPTHbIM (YHKLMAM MEXCETEBOro 3KpaHWpOBaHWS [A06aBnanMcb HOBblE
MeXaHW3Mbl 3aLUThbl: NMOTOKOBbLIA aHTUBUPYC, BEO-MPOKCK, cucTeMa OBHapyXeHUst U NpeaoTBpalleHus BTOPXKEHUN
(Intrusion Prevention System, IPS), wndpoBaHne onsi NOCTPOeHUst BUPTyanbHbIX YacTHbix ceTen (Virtual Private
Network, VPN). B utore k 2004 rogy koHcanTuHroBow komnaHuen IDC Obin BblAeneH HOBLIN Kracc pelleHui onsi
obecneyeHuns ceteBon 6esonacHoctn — UTM (Unified Threat Management), a k 2008 rogy akcnepTbl aHaNUTUYECKON
koMnaHuu Gartner BBenM TEPMUH «MeEXCeTEBOM akpaH HoBoro nokoneHusa» (Next Generation Firewall, NGFW).

M3HavanbHO y HMX Bbinu CyLLeCTBEHHbIE pa3nunyns, B NepByto odepedb 3aknovaowmecs B Hanmdmnm y NGFW dyHkunm
rnybokoro aHanusa naketoB (Deep Packet Inspection, DPI), no3sonsioLien KOHTponupoBaTb TpauK NPUNOXKEHNN.
Kpome atoro, B otnnine ot UTM y NGFW o6paboTka Tpadwmka ocyLlecTBnsnacb OAHOBPEMEHHO Ha HECKOMbKUX
MexaHu3Max 3aLuTbl, a NPUMEHEHNEe annapaTHbIX yCKopuTenemn Ha nporpaMmmMmpyemblX BEHTUINbHbIX MaTpuuax (FPGA)
nnn ASIC-ynnax 3Ha4yMTenNbHO NOBbLIWANY NPOU3BOAUTENBHOCTL NPYU OAHOBPEMEHHOM BKMNIOYEHUM BCeX PyHKUMN. 1o
3TOW MpUYMHE YKOPEHUNocb MHeHune, 4To UTM npegHasHaveHbl Ans Manoro u cpegHero 6usHeca, a Takke 3aluThbl
dunmnanos, a NGFW — ans kpynHoro 6usHeca n LIO[Jos..

Ho ¢ TeueHuem Bpemern UTM n NGFW cyHKUMOHanNbHO cOnmkanuncb Apyr ¢ APYroM, 1 Y>ke HECKOSbKO NeT aHanuTUK1
Gartner cunTaroT, YTO OHM CTanM HACTOMbKO CXOXM, YTO UX YKe HET CMbICNa pasnuyartb, U npegnaralT Ucnonb3oBaTb
obwmn TepmuH Network Firewall. Ho n B Poccum, n B MMpe 3TOT TEPMUH Cpean 3aKka3vymMKoB Noka Tak 1 He Npwkuncs, a
abcontoTHoe BONbLUMHCTBO BEHAOPOB MEXCETEBbLIX 9KPAHOB MO3ULMOHUPYIOT cBOU pa3paboTkn kak NGFW. MNMoatomy
danee B 3TOM JOKyMeHTe Mbl Byaem ncnonb3oBatb TepmuH NGFW.

OgpHa 13 knto4veBbIx Boirog npumeHeHnss NGFW — o6beanHeHne HeCKOMNbKUX CPEACTB 3almThl B OOHOM NpoayKTe. OT0
nossonseT nerye u BbicTpee pewartb 3agayn No 3awmTe CeTU U ynpaBneHuIo AOCTYNom B MHTepHeT. Kpome ToOro,
MCNONb30BaHNE BHELUHUX MCTOYHMKOB Ansi oboraweHns NGFW pgaHHbiMM O kmBGepyrpo3ax nossonsieT ObicTpee u
abdhekTnBHEE cnpaBnaTbcs ¢ HUMMK. o aton npuunHe cerogHs NGFW ncnonbaytotes B 90% poccuinckmx opraHmsaumm,
npeacTaBnstoLWLmMX KPYMHbIN BusHec n degepanbHble opraHbl UCNOMHUTENBbHOW BNacTw.

Honroe Bpems B Poccun abcontoTHoe 60MbLWMHCTBO UCNOMb3YeMbIX peLleHnii Bblnn MHOCTPaHHOro Nnpou3soacTea. Ho
B 2022 rogy npuBblYHAA cuTyauus KapauvHanbHO u3MeHunacb. C Hayanom creuuanbHOW BOEHHOW onepauumu
KONMMYeCcTBO KubepaTak Ha KPYMHbIA OU3HEeC, rocyqapCTBEHHbIE OpraHu3aumMm U KpUTUYECKYH WHGOPMAaLMOHHYHO
nHdppacTpykTypy Poccum naBuHooGpasHo Bo3pocno. OQHOBPEMEHHO C 3TMM BOMbLUMHCTBO 3apyGeXHbIX BEHOOPOB
Hayanu yxoauTb C POCCUMACKOTO pbiHKa. HeKOTopble 13 HUX — NPOCTO OTKIKYas CBOM pelleHns 6e3 Bo3BpaTta AeHer 3a
onnayeHHble nognuckun. [pyrne — cBopavmBasi TEXHUYECKYIO NOAOEPXKKY, NPOA4aXMN U 0GHOBNEHUs 6a3 curHaTyp.

Mpn aTom oKasanocb, YTO MOJSIHOLIEHHOW 3aMeHbl 3apybexHbiMm NGFW cpean poccumckvx pelueHuii HeT. 3To B
OonbLUel CTENEHN CBA3AHO C TEM, YTO MHOCTPaHHble pa3paboTumku NGFW nsHavanbHO 3aBoeBanu camble BbIrOgHbIE
no3uuum Ha pbiHke Poccuun. MHorue poccuickme BeHAOPbI BbDKUAW TONBKO NOTOMY, YTO B MEPBYIO 0Mepedb 3aHMMarnuchb
ceptnduumpoBaHHbiMn VPN wino3amu, KoTopbix u3beranu 3apybexHble KOHKypeHTbl. Jlnbo ctanu cosgasaTb
peLleHns Ang cermeHTa Manoro 6usHeca, KOTOPbI KPYMHbIM MUPOBLIM BEHAOPaM Obifn MPOCTO HEUHTEPECEH.

M B MOMeHT, Korga 3apybexHble BEeHAOPbl YLWIMAW, HW OAWMH POCCUICKUA MEXCETEBOMW 3KpaH HEe CMOr MOMHOCTbIO
3ameHnTb ywepawue 3apybexHole NGFW. [ns cosgaHus pelueHuWi 3Toro knacca TpebyeTcsi npopaboTaHHasi
BbICOKOMNPOW3BOAMTENbHASA apXUTEKTypa, LUMPOKME WU TNyOOoKMe 3HAHWUA CETEBbIX TEXHOMOrvMin, Gonblias komMaHaa
npodeccroHanoB, NOCTOSIHHOE OOHOBMEHUE CUTHATYP ANS BCTPOEHHBLIX MEXaHM3MOB 3aLUMTbl. A 3TO CMOXHO, JOPOro
n TpebyeT BpeMeHwN.

Bonee TOro, yXxe ynoMaHytas cneumduka poCCUNCKOro pbiHka NpuBena K ToMy, YTO B apXMTEKTYPHOM MNfiaHe Marno KTo
M3 OTeYeCTBEHHbIX pa3paboTyMKOB 3aknagbiBan Mo-HacToSAWEMY BbICOKMe TpeboBaHWs K NPOM3BOAUTENBHOCTW.
Tenepb MM npuxoguTcs BOPOTbLCH C Hacneguem NpoLwnoro. Hemnb3s NPoCTO Tak U3MEHUTb apXMTEKTYPY yXe AaBHO
MpOOaloLLIErocs peLleHnsl, Tak Kak ecTb obsi3aTenbCTBa nepes TEKYLUMU 3aKa34ymKamu, LWMPOKUIN MOAENbHbIN psad, B
TOM YKUCIIe YCTapeBLUWIA, KOTOPBIN HY>XHO NOAAepXnBaTh, a Takke yHacnenoBaHHbIN KO, YacTo co3faHHbin 10-20 net
Hasad. HauyvHaloT MelwaTb KasaBlUMECs paHee ONTUMarbHbIMU apXUTEKTYpHble pelueHusi. B HeKkoTopbIX criyvasax
obicTpee u npowe caenatb NGFW ¢ Hyns.

B aTux ycnoBusix poccuickue opraHmMsaumu okasanuicb B CUTyauuu, korga knbepyrposbl HapacTalT, UHOCTPaHHble
cpeacTBa ANsl UX COEPXKUBAHUSI C KaXAblM AHEM TEpSIOT BO3MOXHOCTb UM MPOTMBOAENCTBOBATb, a GOMbLUMHCTBO



POCCUINCKNX pELLEeHNn He MOTyT BbICTynaTb addeKkTUBHOM 3ameHon. Kpome Toro, cornacHo Ykasy lNpeangeHta PO ot
01.05.2022 r. Ne 250 «O pgononHuTEnbHbLIX Mepax no obecnedeHuo MHpopmaumoHHon 6esonacHocTn Poccuinckon
denepaumny, k 1 auBapsa 2025 roga 100% cpencte B opraHax BNacTu, Ha CTpaTernyeckmx U cucteMoobpasyroLmx
npeanpuaTusX, NPeanpusaTUsX ¢ rocyvyactuem, a Takke obbektax KM gomkHbl ObiTb OTEYECTBEHHBIMU.

pynna komnaHui «Conap» yxe 6onee 10 net paspabartbiBaeT COOCTBEHHOE CETEBOE peLleHue Ans yrnpaBleHust
OOCTYNOM COTPYAHWKOB B MHTEPHET 1 3aWuTbl OT Be6-yrpo3 — Solar webProxy. OHO OpuUeHTUPOBaHO Ha NOTPEOHOCTH
KpynHoro 6usHeca 1 Jokasano CBOK 3penocTb B KpynHenwem heaepanbHOM NpoekTe no obecnevyeHnto KOHTEHTHOM
dunbTpaumm anga poccunckmx wkon. Cenyac B ero pamkax kaxapln AeHb obpabaTbiBatoTcsa 3anpockl 6onee 1 000 000
nonb3oartenen Ha 45 000 nnowaakax no Bcen Poccun. B 2020 rogy, ewe o Havana CBO n «nuxopagku» no
paspaboTtke poccurickoro NGFW, 6bino npuHATO pelueHue co3gaTb Ha TexHonoruyeckon 6ase Solar webProxy
CODOCTBEHHbIA MEXCETEeBOW 3dKpaH HOBOro nokoneHuss — Solar NGFW. B HacTosliee Bpems komaHga npoaykra
HacunTbiBaeT 6Oonee 120 4yernoBek W NpoBOAMT BecCcb UMK paboT OT aHanuTUKM W UCcCnenoBaHui
00 TMPOEKTUPOBaHWsl annapaTtHbiX nnatopM U TECTUPOBaHUS, a CpeaHuMi onbiT  paboTbl  KOMaHAbl
C ceTeBbIMU TeXHONorusiMn coctaensaeTt 6onee 10 ner.

3a noyt gBa roga nocne npeseHTauMyM NPOAyKTa pbIHKY KOMaHwda ycnena 3anycTtuTb 153 MMMIoTHbIX NMPOEKTOB B
KMOYeBbIX OTpachsix: TENeKOMMYHMKaLun, MHaHCOBLIN CEKTOP, HedTerasoBas oTpacib, TpaHcnopTHasa cdepa, Nb-
KOMMaHWM1, rocy4pexxaeHnsi U KomnaHum ¢ rocydactmem. Nommmo nunoTtos 6binv NpoBedeHbl paboTbl MO perncrTpauum
npoaykta B Peectpe poccuiickoro MO u ceptudmkaumm npoaykra B cucteme ®CTIK Poccum no npodounsam
NUT.M3.64.1M3, UT.M3.A4.I3, NT.COB.C4.I13. Kpome 3Toro, 6b1110 BbiNyLeHO 6 0OHOBNEHN, BKIoYalowme B cebs
paboTy B Knactepe C CUHXPOHU3aUMen CecCui, YyBEenuMyeHue MpPONyCKHOM CMNOCOBHOCTK, LEHTpanuM3oBaHHOEe
ynpasneHune, nogaepxky VLAN, GeolP, SNMP, auHamnyeckon mapwpytusauum OSPF, otnpasky cobbiTuii no Syslog,
duneTpaumio ICMP Tpaduka n pacnosHaBaHme poOCCUACKUX NPUMOXXeHn ¢ nomoLlsto DPI, cepsuc API.

Cnycta rog nocne npeseHTauuMuM MNepBON BepcuM MPOJYKT MOMy4un nporpammMHoO-annapaTHOE WCMOSiHeHWe, a
KONMMYeCTBO yHUKanbHbIX curHatyp IPS oT ueHTpa nccnegosarus knbepyrpos Solar 4RAYS gocturno 869 wwityk.



Solar NGFW — nporpaMMHbI MeXCeTEeBOM aKpaH HOBOIO MOKOMEHUSI ANs KOMMIIEKCHON 3aLuThl KOPNOpPaTUBHOWM CETK
OT ceTeBbIX yrpo3 un BpegoHocHoro MO, a Takke KOHTponsa gocTtyna k Be6-pecypcam. Apxutektypa Solar NGFW
M3HavyanbHO co3daBanach C y4eToM TpeboBaHWI KPYNHbIX KOMMaHW1, KOTOpbIM Heobxoanmo obecneyeHne BbICOKON
NpOM3BOAUTENBHOCTU B CMIOXHBIX YCITOBUSIX, KOr4a CMeLLaHHbIA Tpadmk obpabaTbiBaeTcs cpasdy HECKONbKMMU
MexaHu3mMamu 3aLuTbl NPU NPUMeHeHM BOMbLLIOro KONMYecTBa Npasum U NOMUTUK.

i KOPMOPATUBHAA CETE i

' D '
' SemcnzcHei geatyn K MT-secypeam G D i

SOLAR NGFW DMz

1
! [l
o o
A=

' TRy
a e
+

I

i AHirapyE

]

RN R
AHYTEW LaT

FALMILEHIER FSCTYR 1 MR

WMTRMRA LA N ICAE

|

e SRRAATRA 351 MTH

@ O

CLF M-

—
—ca

MerceraEni
ccan FY)

@

Bel-nposcn

(c]

KRMTRHT AHanuE

SOLAR NGFW

TALMTY NEUMETR ST

o

GMETEMA MPEAATIRAILE MR
& 1eqamsre (IPS)

o]
J

Peaage-npoKksH

[

Heene

Q

Kol mRank
e

E

EATEM S ARATON
[ —

ﬁ

AvTAny

Lecrem v e prpannim MT-pecypzas

! LR MA-TEL A £5TH (apnesaTinnbe Y T-Resypae 1
1 el i
H [aRs]

1

FORMEHHLH
ORI LKL

®

Cureupie atakg

He yrpoa

PucyHok 1. Solar NGFW B ceTeBO UH(PpacTpyKType
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MexceTteBon akpaH (FW) — onsa obecnevyeHns punbTpaummn Tpadumka Ha ocHose IP-agpecos 1 nopTos.

TpaHcnauus IP-agpecos (NAT) — ons CokpbITMSA BHYTPEHHUX |P-agpecoB 0T BO3MOXHbIX 3M0YMbILLNEHHNKOB.

Cwucrema npegoTBpalleHus BTopxeHun (IPS) — onsa curdatypHoro obHapyxeHus u 6rokupoBaHus ceTeBbIX

aTak, KOTopble He MOoryT ObITb OTpakeHbl MeXceTeBblM 3KpaHOM.

KoHTponb ceTeBbix npunoxerun (App Control / DPI) — ans koHTponsa Tpadumka npunoxeHun, npuopuTesaum

N BbISIBIEHNSA aHOManuin B nNx pa60Te.

AyTeHTI/I(bVIKaLI,I/IH M aBTOpU3auna — Oond KOHTpond 4ocTtyna COTPYOAHUKOB U npmno>|<eH|/||7| K KOHKPETHbIM Beb-

pecypcam.

Beb-npokeun — gna npoepkn HTTPS-Tpadumka n ero nepegadv apyrum cpeacream 3auTbl NO NPOTOKOIY

ICAP.

SSL-mHcnekuus B Solar NGFW obecneumBaeT rnybokmin aHanms 3awmdpoBaHHOro Tpadmka Ans 3awmTbl oT

CKPbITbIX Yrpos.

PeBepc-npokeu — ans KOHTPOns A4OCTyna yaaneHHbIX COTPYAHWUKOB K BHYTPEHHMM KOpNopaTuMBHbIM BEG-

pecypcam.

KateropusaTop Be6-pecypcoB — A yrpaBneHus 4OCTYNOM K KOHKPETHbIM KaTeropusiv Be6-pecypcoB:

MHTEpPHET-Mara3uHbl, o6pa30|3aTeanb|e pecypcChbl, HEXenaTteribHble cantbl U T. 4.



[ocbe Ha nepcoHy — Ans NPUMEHEHNs NepPCOHaNU3nPoOBaHHbIX NONUTUK 6€30MacHOCTU N NHAUBUAYANBHOMO
KOHTpOSA Tpadgomka.

KOHTEHTHbLIN aHanus3 — ons npeaoTBpaLleHns yTedek KoHMaeHUnanbHon nHgopmauuu.

OTnuumntensHble ocobeHHocTn Solar NGFW — Bbicokasi NpOM3BOAMTENBHOCTb, YHUKarnbHble curHaTypel IPS ot Solar
4RAYS, coBpeMeHHbIV 1 yAo6HbIN BEG-MHTEPdENC CO BCTPOEHHOMN CMPABKOM U UHTEPAKTUBHBIMK OTYeTaMun, BbicTpoe
obyyeHne agMMHUCTPUPOBAHMIO NPOAYKTA, 4OChE Ha COTPYAHMKa paboTatoLlee B TeCHOM uHterpaumm ¢ DLP-
cuctemon Solar Dozor onsa npeaoTBpalleHns yTedek KoHpmaeHLmanbHon nHopMaL MM B aBTOMaTMYeCKOM pexnve,

a Takke ConpoBOXAeHWe 3KcrnepTaMmn BeHAopa Ha BCEM XU3HEHHOM LMKIe npogykra u ¢ SLA ot 30 MUHYT.

Solar NGFW o6GecneuvBaeT makcmMarbHO 6e36051e3HEeHHYI0 MHTErpaLUmio B CyLLECTBYHIOLLYIO MH(PACTPYKTYPY U
nepexod Ha POCCUIACKMI MNONTHOMYHKLMOHANbHbBIN NPOAYKT CO CTabWUbHbIM pa3BUTUEM U KBANMMULMPOBaHHON

TEXHMYECKOW MOAAEPKKON B pexnme 24/7.

3awmTa oT atak Ha nepumMmeTpe cetn n ee cerMmeHTaumna:

CKopoCTb MeXCceTeBOro akpaHa Enterprise-ypoBHs — go 75 Mout/c

KoHTponb npunoxeHui ¢ nomoLLbio rnybokoro aHanusa naketos (DPI)

ABTOMaTmyeckn obHoBnsiemble curHatypbl IPS ot Solar 4RAYS m Solar JSOC — kommepyeckoro SOC Ne 1
B Poccuum

Cepsuc API, nHterpauns ¢ gpyrumm cpegcrsamu 3awutbl no npotokonam ICAP u syslog

YHpaBneHme OOCTYNnoM B MHTEPHET U K BHYTPEHHUM Be6-pecypcaM:

"'Mbkune nepapxmyeckme NONMTUKM JOCTyNa Nonb3oBaTtenen k Beb6-pecypcam
KaTeropumsatop ans 6nokupoBaHus gocTyna K HexxenatenbHOMY KOHTEHTY

Jocbe Ha cCOTpyOHMKA 1 MHTEPaKTMBHbIE OTYETHI A1 aHanm3a UCrosb30BaHNA UHTEPHETA
PeBepc-npokcu Ans KOHTpOorns JOCTyna K BHYTpeHHUM Be6-pecypcam: OWA, 1C u T. 4.

HatueHas nHterpauuna ¢ DLP-cuctemon Solar Dozor ons npeaoTBpalleHms yTedek

Solar NGFW yctaHaBnuBaeTcs «B pa3pbiB» Tpadurka n KOHTPONUpyeT BCe AaHHble, NnepefaBaeMble MexXay ABYMS
cetamu. MNpu aToM MexaHuambl 3awmtel Solar NGFW paboTatoT napannenbHo, HO Kaxablil Mo cBOMM 6a3am curHatyp
1 npasun. 3To obecneynBaeT KOMMIEKCHYIO MPOBEPKY Tpadhmka Ha COOTBETCTBUE MONUTHUKe 6e30nacHOCTU.
O6benmHeHne HeCKOMbKNMX MEXaHM3MOB 3aLLMTbl B OAHOM PELUEHUN rapaHTUPYeT HAOEXHYIO 3alUMTy KOPNopaTUBHOM

CeTU OT ceTeBbIX N BEBG-yrpo3, 04HOBPEMEHHO ynpoLlas agMUHUCTPUpPOBaHUE.

PacwundpoBka Tpaduka. CerogHsa 6onee 95% ceteBoro Tpadumka nepegaetca no npotokony HTTPS. Solar
NGFW ocyLuecTBAsieT NONHOLEHHY pacluMdpPOBKY BXOASILLENO N UCXOOSLLErO KOPNopaTMBHOIO Tpadumka,
Bkntovas TLS n SSL, nocne 4ero obpaboTaHHble JaHHbIE NepeaalTcs Ha Apyrme KOMMNOHEHTbI 3aLmThl

npoaykKTa.



AHanuns gaHHbIX. MexaHuambl 3awwmTel Solar NGFW paboTtatoT napannenbHo, No3TOMy npoBepka Tpaduka
NpPOV3BOAUTCA OOHOBPEMEHHO MEXCETEBBIM 3KPAHOM, CUCTEMOM OOHAPYXXEHMS U NPEeAOTBPALLEHMS

BTOPXKEHUIN, CUCTEMOW rMyOOKOro aHanmaa nakeToB.

HononHnTtensHble npoBepku. aHHble 13 Tpadmka MOryT Takke obpabaTbiBaTbCa ONA pa3rpaHNYeHns
JocTyna nonb3oBartenen k Beb-pecypcam unv npegoTepalleHns yteyek. [Ana 4ononHUTenbHOM NpoBepPKM
Tpadmka CTOPOHHUMMK cpeacTBamm 3awmTbl B Solar NGFW peanusosan npotokon ICAP.

Brnokunposka nnu gonyck Tpaduka. Ecnu pesynbtatbl BCEX NPOBEPOK COOTBETCTBYIOT NONUTUKAM
6esonacHocTu, Solar NGFW paspeluaet obMeH gaHHbIMU MeXay BHYTPEHHEN 1 BHELLHeN ceTamu. B

NPOTMBHOM Clly4ae nepenada gaHHbIX 6n0K|/|pyeTc;|, a agMUHUCTpaTop noJiy4yaeT onoBeLleHne 06

MHUMOeHTe.
UHTepHeT
' N 4 e
Cuctema o6HapyxeHus \ KoHTponb npunoxeHui
BTOPXKEHWA (IPS) \ (DPI)
Xe A A /
‘ i / \
‘ BeG-npoxcy ‘ o . SSL-uHcnekuus
PeBepc-npokcu \
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KopnopatueHas ceTb

PucyHok 2. MNpuHumn paboTtel Solar NGFW

MEXCETEBOE 3KPAHVNPOBAHWE N NAT

OcHoBa NGFW. PabotaeT B pexxume stateful packet inspection (SPI), npoBepsieT 6a3oBble XxapakTepUCTUKA
Tpacduka: IP-agpeca HazHayeHVs u OTNpaBrieHNs, MOPTbl, MPOTOKOMbI TPAHCMOPTHOIrO YPOBHS 1 BPEMS
nepegauun naketa (L3/L4 mogenun OSI).

B mexceTeBoM aKkpaHe peannsoBaH MexaHu3m cmeHbl IP-agpecos (NAT), NO3BONSAOWMIA CKPbITb OT
3MOYMbILLTIEHHMKA BHYTPEHHIOK TOMOMOIMI0 KOPMOPaTMBHOM CETU U NPeceyb pasBeaKy.

Momumo aToro, cuctema nogaepxueaeT punbTpaLmio No reorpaduyeckon NpuHaanexHocTy IP agpecos.

CUCTEMA NPEOOTBPALLEHWA BTOPXXEHU

B Solar NGFW BcTpoeHa cuctema obHapyxeHus n npegoTtepalleHuns sTopxkeHnn (IPS) Ha 6ase Suricata.

OHa nossonser 6bICTp0 I/IJJ,eHTVI(*)I/ILl.leOBaTb M OCTAHOBUTb CIl10XHble CeTeBble aTakn, KOTopble MOTyT ObITb

MPONYLLIEHbI MEXCETEBLIM 3KPAaHOM. BO3MOXHO co3gaHue nCKIoYeHun no ceteBbiM napameTtpam / 1D



curHaryp.

Bxoasawmin Tpaduk npoBepsAeTcsa Ha coBNajeHne ¢ curHatypamm atak. 9to obecneynBaeT obHapyXeHune n
GrOKMPOBKY 3aMpoCOB M JaHHbIX, HE COOTBETCTBYIOLLUX NONMTUKE Be3sonacHocTh. Takke UKCUpytoTcs
noTeHUManbHO onacHble aHomanuu Tpaduka. CtaHgapTHble curHaTypbl IPS OMOMHATCA YHUKANbHLIMK
curHaTypamm ot Solar 4 RAYS un Solar JSOC — nepBoro n kpynHenwero kommep4veckoro SOC B Poccuum.

B 6a3oBbinn Habop Bxoant 30 000+ curHaTyp, KoTopble OOHOBMAIOTCA eXXeQHEBHO B aBTOMAaTUYECKOM pexunme.

EcTb BO3MOXHOCTb 000aBNATb CUrHaTypbl 1 UX KaTeropmn BPy4HYio.

KOHTPOIb MPUNOXEHWI

COBpeMEHHbIe NpuUoXeHnd He Bcerga UCcnosib3yrT CTaHO4apTHbIE NOPThI. I'IpM noaroToBKe aTaku

3MOYMbILLMIEHHWKWN YYMTBIBAKOT 3T 0COBEHHOCTH, YTO NO3BONSAET UM OOXOANTb MEXCETEBOMN IKPaH.
CobcTBEHHAs TEXHONOMNSA NPOBEPKM AaHHbIX NPUMNOXEHUIA BHYTPU NakeTa Tpadumka Ha ocHoBe nDPI pelwuaet
3Ty npobnemy. Npu BbIABNEHUM HEKOPPEKTHOrO NOBEAEHUSI NPUINOXKEHNS UMW NOMbITKU CKPbITb CBOW Tpaduk
MoAyrb OnoBeLlaeT agMMHUCTpPaTopa O BO3MOXHOM UHLMAEHTE.

HononHutensHo DPI no3songdeT ynpaenAtb Tpadmkom A5is ONTUMMU3aLmMmn Harpyskm Ha ceTb. [pumepom
MOTyYT ObITb BITOKMPOBKN HEXenaTenbHbIX NPUNOXKXEHUA — MECCEHPKEPOB, TOPPEHTOB U T. [., a Takke
N3MeHeHne npuoputeTa Tpadguka.

Onpepensietca Tpadumk 300+ npuknagHbIX NPOTOKOSIOB, B TOM YMCHE U POCCUNCKNX NPUIIOXKEHUIA U CUCTEM

BKC. BoamoxHa goHacTpowka DPI nog cneundumky 3akasduka.

KOHTPOI1b HTTPS-TPA®UNKA

Solar NGFW BbicTynaeT B kayecTBe NocpeaHuka Mexay KIMEeHTOM U CEPBEPOM, YTO NO3BONSET

pacwundposbiBaTtb HTTPS-Tpaduk. 3To HeobxoamMmMo Ansa NpoBepkM Tpaduka apyruMm MexaHnamamm
3aLUMTBI M NPUMEHEHNSI COBCTBEHHBIX NONUTMK 6€30MacHOCTU, B TOM YUCIIE M MPOBEPKM MO KITHOYEBLIM
cnosam. PeanunaoBaHa BO3MOXHOCTb 3anpoca Lenoykn ceptudmkaTos ans pacwmndgposkm HTTPS-Tpadguka,
ecrnu 3anpalwmnsaemblvi Be6-pecypc He npedocTaBnsaeT BCO LIENOYKy JOBEpUs.

Mpun oTCcyTCTBUM Ha paboumnx cTaHUMAX COTPYAHMKOB cepTudmkaToB pacwmdposkm HTTPS Tpaduka Solar
NGFW moxeT nepeHanpasnaTb Nofb3oBaTens Ha CTpaHuLy C MHCTPYKUMEN No ero 3arpyske u yctaHoBke. B
KayecTBe CTpaHuLbl C UHCTPYKLMEN cnonb3yeTcs kak npegyctaHoBneHHas B Solar NGFW, Tak u niobas
BHELUHAS cTpaHuua. JocTyn K UHTEPHETY B 3TOM Cny4yae npekpalliaeTcs 40 MOMEHTa YCTaHOBKM
cepTudukara.

Mpwu nnTerpaunm ¢ DLP-cuctemont Solar Dozor paclumndpoka HTTPS nomoraeT BbISBNATb yTeUKM

KOHCbVIﬂeHLI,I/IaJ'IbHOIZ VIHCbOpMaLI,I/IM, [axe eclin OHa nepenaeTtcd no 3awnueHHOMY KaHany CBA3N.

YMPABJIEHVE JOCTYMNOM COTPYAHWKOB B MIHTEPHET

B Solar NGFW peanusoBaHbl rmbkue nepapxmyeckue nonuTukM Ans pasrpaHuyYeHns 4ocTyna CoTpyAHMKOB U

BeO-npunoxeHun B MHTEpHeT. K kaxkgoMy nonb3oBartento, rpynne nones3osartenen, IP-agpecy nnm IP-
OnanasoHy MCTOYHMKA MOXXHO MPUMEHUTb MONUTUKY punbTpaumu B Buae Habopa npasun. OHa perynvpyet
yrpaeneHue, 3alwmTy U pacnpegerneHne noy4aeMon n3 MHTepHeTa nHdopmauum.

Mpn 3TOM hUNBbTPALNIO MOXXHO BECTW MO HECKOITbKMM OECATKaM napamMeTpoB, B TOM YNCIE YSIEHCTBY B
rpynne, URL- unn IP-agpecy pecypca, Kno4YeBbIM CIioBaM, pacnmMcaHuio, noptam, NpoTokonam, Tuny
nepegaBsaemoro gavina u kateropun Beb-carvita. BoaMoxxHO npeocTtaBneHve 4acTM4HOro gocrtyna K

anemMeHTaMm canTa: Bugeo Ha YouTube, KOMMEHTapum n T. 4.



Mpu nogaepxke pecypcom npotokona HTTPS Bo3moxHO npuHyauTensHoe nepeHanpasneHne Ha HTTPS-

BEpCUIO canTa.

AYTEHTUOPUKALINA

[lnsa pasrpaHuyeHns npaB 4OCTyMa k Beb-pecypcam Ha OCHOBe rpynn nonb3oBartenen B Solar NGFW

NoAAEPKUBAKOTCHA pasnNnyHble MexaHn3Mbl ayTeHTudmukaumm — no IP-agpecam, Kerberos (Negotiate), NTLM,
NTLM + Negotiate, Basic.

[ns npynoxeHnn, KOTOpbIE HE NOAAEPKMNBAIOT ayTEHTUMUKALMIO, BOSMOXHO €€ UCKIIoYeHne Ans
BecnpenaTtCTBEHHOro A0CTyna B MHTEPHET. TakMMm NpUNoXeHMsIMU MOryT ObiTb Cnyx0bl 06HoBNeHus MO unu

OaHKoBCKME NPUITOXEHNA.

PABOTA B PEXXME OBPATHOIO MNMPOKCN-CEPBEPA

Solar NGFW moxeT paboTaTb B pexume obpaTHOro NpoKkcu-cepsepa, YTo NO3BOMSET NPOBEPATL MCXOOALLMIA

Tpaduk koMnaHum n 6nokMpoBaTth dannbl ¢ KOHdUAEHUNANbLHOM MHOPMaLMEN NPY NOMNbITKE UX BbITPY3KN B
nHTepHeT. 3Ta yHKUMA ByaeT NonesHon Ans opraHu3auni, NyenmKyLWMX BHYTPEHHNE PECYPChbl KHapyxy»,
Hanpumep, Npu opraH13auun yaaneHHoro 4ocTyna K KopnopaTMBHON nouyTe.

Pexxum obpaTHOro npokcu-cepeepa no3sonseT obecneynTb JONONHUTENbHYIO 3aLUMTY KOMNaHUi OT yTeyek
KOH(pmAaeHUnanbHbIX AOKYMEHTOB 1 dhannos vyepes Beb-pecypchl. [1py nonbiTke BbIrpy3kn hannos ¢
KOHpmaeHunansHow nHdpopmaumen Solar NGFW nposepsieT nx no knoyeBbiM crioBam u atpubytam, a Takke
OnokupyeT JocTyn K harinam, ecnu obHapy>KeHo HapyLlueHne nonutnk 6esonacHocTu. MNpu aTOM nonuTrka
KOHTEHTHOW (hunbTpaumm Ans npsamoro n obpatHoro pexnma sasnsetca obuen n He Tpebyet
AOMNOMHUTENbHbBIX HACTPOEK.

Becb Tpaduk, npoxoasLLmin B 06paTHOM pexrme, noflydaeT COOTBETCTBYHOLLYIO MapKMPOBKY, KOTopas

0T06pa>|<aeT09| KakK B JKypHaax 3anpocoB B pa3gesie CTaTUCTUKN, TaK N Ha pa6oqu CTone CUCTeMbl.

KATETOPU3ALINA PECYPCOB

Solar NGFW ocyuecTBnsieT kateropusaumnio MHTEPHET-PeCcypcoB, UCNONb3YS ANg NX onpeaeneHus cpasy

HECKONbKO CEPBUCOB: Kak COOCTBEHHBIN KaTeropuaaTtop Solar webCat, Tak n BHewHue, Hanpumep SKyDNS u
LANP.

Hanunuyne cobcTBEHHOrO KaTteropm3atopa No3BonseT He 3aBUCETb OT BHELUHUX UCTOYHUKOB AaHHbIX.
Bbnarogapsa aTomy, 3akaz4ynky MOryT NOMb30BaTLCA ONEpPaTMBHO MOMNOSTHAEMbIMU U OBHOBNSIEMbIMUM Ba3amu
KaTeropusauum MHTEPHET-CaNTOB.

Takast KoMB6uHauna co6CTBEHHOTO U CTOPOHHUX KaTEropu3aTopoB B COBOKYMHOCTM C BO3MOXHOCTbIO
CO34aHus NoKanbHOro NepPeYHs KaTeropuii NO3BONSAET ONPeAeNnATh KAaTeropun UHTEPHET-PECYPCOB

MaKCumMarsribHO TOYHO.

YYET AKTUBHOCTEW MONb3OBATENEN N OTYETHI

Solar NGFW nosBonsieT oTcnexvBaTtb AeATeNbHOCTb NOMb30BaTenen B MHTEPHETE, a Takke NPUNOXEHNN,

nmeroLmnx JocTyn B ceTb. Ha ocHoBaHWUM nonyyaemMon nHpopmaumm MoXHO (hopMMpoBaTh CBOAHbIE AaHHbIE
0 paboTe COTpyAHMKOB U MOBEAEHUN TpadhmKka B BUAE CTATUCTUYECKMX OTHETOB.

M3 obwen ctTaTUCTUYECKO MHGpopMaLIMM MOXHO NepeirTu kK bonee aetanbHON, a U3 Hee — K «CbIPbIM»
OaHHbIM (3anucam XXypHana nocelleHunih Beb-pecypcos).

[nsa ynobcTBa nonb3oBaTenen B CUCTEME MPUCYTCTBYHOT PEKOMEHAYEMbIE OTYEThI — FOTOBbIE LWabGOHbI No
Hanbonee yacTo 3anpalinBaeMbiM Cpe3am AaHHbIX Ha OCHOBE CTaTUCTUKM Ucnonb3oBaHusa Solar NGFW.

Hanpmmep, BMECTO CO3[aHuns oT4yeTa Mo UCMNoNb30BaHMIO counarnbHbIX CETEN B pa6oqee BpemMA MOXHO



BOCMOSb30BaTbCA YK€ FOTOBbIM LLIAGNIOHOM C HEOBXOAUMBIMU HACTPOMKaMU. ATO NO3BONUT CIKOHOMMTL
BpPeMsl aOMUHUCTPATOPOB M YCKOPUTb BbIMOSIHEHME 3ada4n. [TOMUMO roTOBbIX OTYETOB MOMb30BaTeNb MOXET
co3gaBaTtb cOBCTBEHHbIE LWaboHbl No4 Kaxayto 3aaady ¢ MoMoLLbio Habopa (UbTPOB-KOHCTPYKTOPOB.
OTYeTbl MOXHO Kak CaMOCTOSITENbHO BhIrpyaTb B popmaTte PDF, a Tak 1 aBTomatuyecku popMmpoBaTh U

oTnpaBnATb No SJ'IeKTpOHHOVI no4yTe no pacnmcaHutio.

BEOEHWE NOCBLE COTPYAHUKA

Solar NGFW cobupaeT B nepcoHann3MpoBaHHOE A40CbE UH(OPMALINIO O KXKAOM COTPYAHUKE, BKNOYas

TpaduK NPUNOXEHUN ¢ ero paboyen cTaHuun. ITO NO3BONSET NPUMEHSTL K TakoMy TpaduKy npasuna
NonUTUKM 6e30NacHOCTU, BECTM €r0 y4eT 1M UCNOSb30BaTh B MOCTPOEHUN OTYETOB.

B gocbe MOXHO NpOCMOTpEeThb CTaTUCTMKY 3anpoCcoB MO NepcoHaM, BXOASLMM B OOHY IPynmny: pecypcbl N Ux
KaTeropuu, o6beM NCMOMb30BaHHOTO MHTEPHET-Tpadmka. Ha rpacdurkax oTobpaxatoTca cBegeHns o
paspeLleHHbIX U 3abM0oKNPOBaHHbIX 3anpocax, 06beme BXOASLLErO 1 UCXOOSALWEro MHTepHeT-Tpaduka. B
Tabnuuax npmBogATcsa BoIGOPKM MO Hanbornee nocellaeMbiM pecypcam 1 UX KaTeropusiMm, a Takxke rno
Hanbonee 4yacTo 3arpy>kaemMblM TUNam SAHHbIX.

Bo3moxxHa cMHXpoHU3aumsa gocbe cotpyaHunkos ns Solar NGFW u DLP-cuctembl Solar Dozor. Bnarogaps
3TOMY MOXHO UCMOMNb30BaTh e4AMHOE 40ChEe C COXPAaHEHUEM AaHHbIX Bcex umetLmxcs B Solar Dozor n Solar
NGFW nepcoH 1 u3ameHaTb Ux B Nodom 13 nHtepdenco. CUHXPOHN3aLUS BbINOSHSAETCA aBTOMaTUYECKMU.

B gocbe MOXHO co3gaBaTb efuHble NONMUTUKK, HacTpauBas AOCTYN K AaHHBbIM B OOHOW CUCTEME Ncxoas 13
OEeVCTBUM UK HapyLleHun B Apyron. Hanpmumep, orpaHnyeHre JocTyna K MHTEPHETY A8 COTPYAHMKA,
nony4mMBLLIEro AOCTYN K YYBCTBUTENbHBIM JOKYMEHTaM KOMMaHWUW, — C LUenblo NpegoTBpaTUTb NX BO3MOXHYIO
yTeuky. Uinn nidopmmpoBaHne agMMHUCTpaTopa O Kaxkaom dhakTe Bbixoda B MHTEPHET COTPYAHMUKA, B
OTHOLLIEHMM KOTOPOro BeAETCA paccrnefoBaHne, a Takke apxnBaums BCeX Nog03pUTENbHbIX 3anpoCcoB

nonb3oBaTesnid N aBToMaTn4eckada 6n0|<|/|poa|<a [oCTyna B UHTEPHET.

MOHUTOPUWHI
Mo3BonsieT B pearnbHOM BpEMEHU KOHTPONMPOBaTb PaboTOCNOCOGHOCTb Y3M0B U HArpy3Kky, yBe4oMATb
agMuHUCTpaTopa B clyyae HeAOCTYMNHOCTU Kakoro-nmbo M3 pecypcos, a Takke nepesanyckaTb CEPBUCHI UMK

aBTOMaTUYECKM OTKMYATL MX OT Npouecca ob6paboTkn 3anpocos.

OTKA30YCTOWYMBLIV KNACTEP

VMcnonb3oBaHue aByx n 6onee yctponcte Solar NGFW no3ssonsieT co3gaTh knactep, NnpegHasHa4vyeHHbId aAng

B6ecnepebonHon paboTbl CUCTEMBI B CriyYae HenpeaBuaeHHoW cutyaumn. Takum obpasom, npu BbIxode 13
CTPOSt OOHOTO 3 YCTPOWCTB, Tpadmk byaet obpaboTaH apyrim, Haxoaswmmes B knactepe. lMNepekntoveHue
3aHMMaeT MUHUMarIbHOE BPEMS, TaK Kak B MPOAYKTe NoAAEePKUBAETCA CUHXPOHU3aUNS MEXaY YCTPOUCTBaMU

COCTOSIHUS1 CECCUNA.

LIEHTPANM3OBAHHOE YMPABJIEHVNE

B Solar NGFW peanu3oBaH cneumann3vpoBaHHbI CEPBUC C MHTYUTUBHO NMOHATHBIM rpadduyecknm

NMHTEpdEencom, npegHasHavYeHHbIV NS yNpaBrieHnus BCEMU Y3raMu NOLKITHYEHHbIX KITAaCTEPOB Yepes eanHyo
KOHCOIb, OCYLLECTBMSEMOrO C Ucnosib3oBaHnemM 6esonacHoro npotokona HTTPS. AgmuHmucTpaTopam
CUCTEMbI TaKKe LOCTYMHbI LEeHTpanu3oBaHHOE N3MEHEHME NONUTUKK gocTtyna, cbop n otobpaxeHue

XypHarnos, a Takke BO3MOXHOCTb ynpaBlieHUA poneBon Mogenbto.



PA3IPAHNYEHWE MPAB JOCTYNA AOMUHNCTPATOPOB

PoneBas moaenb nossonseT n3bupaTtenbHO 1 rMbko ynpaBnsiTb 4OCTYNOM Mofib30BaTesieln k cucteme.

MoxHo HacTpauBaTb NpaBa AOCTyna Nonb30BaTenen Kak kK pasgenamM cuctTemsl (Hanpuvep, 4OCTyN K pasgeny
«Monutrkay), Tak 1 K JaHHbIM OTAENbHBLIX NMEPCOH UNN FPyn.

B pasgene «[Nonb3oBaTenn» MOXHO CO34aBaTb, U3MEHATb, ONOKMPOBATL U yAanATh YYETHbIE 3anvcu
nonb3oBarenen CUCTEMbI, KOTOPbIM Ha3HavalTca ponu. [paBa gocTtyna Ans Nonb3oBaTenst onpeaensaoTcs
OZIHOM UIM HECKOSNBKMMU POMSIMU, KOTOPbIE MOXHO Ha3Ha4YMTb B KApPTOYKe MOMb30BaTENs UM B KapTouke
ponu.

Bnarogapsa goctyny K 4aHHBIM NEPCOH UMK rPYNn MOXHO Yepes Beb-uHTepenc cuctemMsl enermpoBaTb
OTBETCTBEHHOMY COTPYAHMKY NMOMHOMOYMS MO MOHUTOPUHIY aKTUBHOCTM Nofb3oBaTenen nogpasgeneHun.
MOXXHO HacTpouTb AN PONU CMMCOK pa3peLLeHHbIX A5 MPOCMOTPa NepPCOH, a Takke HacTpouTb VIP-

NepcoHbI, Yel Tpaduk He ByaeT BUAEH ONA CO34aHHOWN Ponn.

UHTEPALINA CO CMEXHBbIMW CUCTEMAMUA

Cepsuc API no3sonsieT opraHvM3aumsaM aBTOMaTU3MpoBaTh NPOLECChl M MHTErpupoBaTh peLleHus ¢ ApyruMu
cuctemamun u npunoxeHnsmn. Solar NGFW mMoxeT npegoctaBnsieT BO3MOXHOCTU Ans kacTomu3auun API un
yAOOHbIE MHCTPYMEHTBI Ans paspaboTynkoB, YTO MO3BONSAET ferde HacTpavMBaTb UHTErPaLMIo U pPacLUnpsTb
YHKLMOHANbHOCTb B COOTBETCTBUU C KOHKPETHbIMM noTpebHocTamu 6usHeca. Solar NGFW nogaoepxuBaet
WHTErpaumio co cMexHoiMyu cuctemamm Takke no ICAP. MNpoaykt moxeT paboTaTtbh B ABYX pexuMMax — Kak
KMMeHT 1 Kak cepsep. B kayecTtBe knueHTa Solar NGFW nepepaet 3anpoc Ha 06paboTky AaHHbIX B ApYryto
cuctemy (necoynuuy, aHTmempyc unn DLP) n 6nokupyeT nepepayy OaHHbIX B Cry4ae COOTBETCTBYHOLLErO
oTBeTa OT 3TOoM cuctembl. B kadectBe cepBepa Solar NGFW moxeT npoBepsiTb N0 COGCTBEHHOW MONUTUKE
6e3onacHOCTM AaHHbIe 1 3anpockl U3 ApPYrnx cuctem, cooblias uMm cBoe pelueHue (3abnoknposaTb UK HeT).
WHTerpauusa c DLP-cuctemow Solar Dozor no3sonseT nposepsiTb Be6-Tpadumk No ee nonuTnkam n 6noknposatb
yTeudkn nHpopmauum, KOTopble HeNb3s OTCNeanTb MO KMYEBbLIM crnoBam. Hanpumep, ecnu 3noymblINEHHNK
X04eT nepecnartb ann ¢ KOHCTPYKTOPCKOW AOKYMeHTaumnen B BEKTOPHOM popmaTte Ha BHeLLHee hainnoBoe

XpaHunuuie.

Solar NGFW ynpaensieTca us eguHou Beb-KoHCONMM no 3awmieHHomy npotokony HTTPS. UHTepdelic BeO-koHconM
pa3paboTaH C y4eTOM MOMb30BaATENbCKOIO OMbiTa aAMUHUCTPATOPOB 3aKa34MKOB Y COBPEMEHHbIX TEHAEHLMN B
ansariHe. B kaxxgon Bepcun NPOAYKTa BHOCATCA M3MEHEHUS A1 NMOBbILEHNS 3PrOoHOMUYHOCTU, @ Takke paclumpsieTcs

BCTPOEHHasd crnpaBka.
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Bbicokasi Npov3BOAMTENBHOCTE U MOATBEPKAEHHAS HAAEXKHOCTb PELLEHMs!, JOMNOSTHEHHbIE YA0OCTBOM
NCNONb30BaHNs, NPOECCMOHANBHOM NOAAEPKKON U YHUKaNbHbIMKU curHatypamm IPS ot Solar 4RAYS, nossonstot
Solar NGFW nonHoueHHo pellaTb 3agaym KpynHoro 6usHeca n kopnopauui.

BbICOKAA NPON3BOANTEJIbHOCTb

B oTnuume ot 6onbLUMHCTBA POCCUNCKUX KOHKYPEHTOB, apxutektypa Solar NGFW nsHavaneHO co3gaBanach

C Y4ETOM Harpysok KpynHoro 6usHeca. 31o 60nbLIOe NPENMYLLECTBO, TaK Kak USMEHEHWNE apXUTEKTYpPbI
peLleHnst — OAWH 13 caMbiX BONE3HEHHbIX U JOPOroCTOSILLMX MPOLLECCOB B pa3paboTke u obCcnyxmBaHum
nNpoayKTa 1 CUIbHO 3aMeanseT ero gansHenwee passuTue.

MpounsBoguTenbHoOcTbL NporpaMmHoin Bepcum Solar NGFW moxeTt gocturate 40 Fout/c B pexxume
MexceTeBoro akpaHa u 20 I'out/c B pexxume NGFW (co Bcemu BkItodeHHbIMU doyHKumnsamn FW, IPS, DPI un
XypHanupoBaHue). Takas CKOPOCTb BUPTYanbHOIO MCMNOMHEHNS NO3BONSAET peLnTb 3aga4n 6onbWLNHCTBA
KPYNHbIX KOMMaHWA.

[ns nporpammHo-annapaTHOro UCMOSIHEHWS AOCTYMHbI CKOPOCTU A0 75 [BUT/C B pexnme MexXceTeBoro
akpaHa. A B 2025 rogy nnaHupyeTcs nepexoq Ha 0GHOBINEHHYIO apXUTEKTYPY BTOPOro MOKOMEHUS, KOTopast
YBEMUYUT BO3MOXHOCTM NPOMNYCcKHOM cnocobHocTn ao 100 ouTt/c.

3amepbl M TECTUPOBAHUS, NPY KOTOPbIX ObINWM JOCTUMHYTHI 3TV NOKa3aTenu, NPoM3BOAUIINCE NO COOCTBEHHON
MeToAMKe, KoTopas, B OTIIMYME OT AaHHbIX MHOTMX KOHKypeHToB Solar NGFW, nonHocTbo npo3payHa u

OOCTynHa OnA O3HakKoOMITeHUA Ha

YHUKAJBHBIE CUTHATYPbI IPS OT SOLAR 4RAYS

Kpome cTtaHgapTHoro Habopa pacnpocTpaHeHHbix curHaTyp IPS B Solar NGFW ucnonb3ytoTcst yHUKarnbHble

curHaTypbl OT LieHTpa uccnegoBaHus knbepyrpos Solar 4RAYS, obnapatowero kpynHenwen Tl-6a3on
knbepyrpo3 B PP, nononHAeMon B TOM Yuche 13 AaHHbIX 06 nHuuaeHTax, 3adukcnpoBaHHbix Solar JSOC —
kommepueckum SOC Ne 1 B Poccun. JkcnepTsl LieHTpa aHanuanpyoT 6onee 180+ mnpg cobbiTuin B CyTKM OT
250 KpyMnHbIX KOMMEPYECKUX U FOCYAAPCTBEHHbIX KIMEHTOB.

BbisiBreHHble knbepaTtakum Ha noboro ns knmeHToB Solar JSSOC n Solar MSS BHocaTcsa B 6a3y kubeppasseaku
(Thread Intelligence, Tl). Ha ee ocHoBe co3patoTcs coO6CTBEHHbIE CUrHATYpPbl, AaloLMe BO3MOXHOCTb
obHapyXuBaTb 1 NpeaoTBpallaTh CeTEBbIE aTaku, KOTOPbIE eLle HEM3BECTHbI OPYrMM MPOU3BOAUTENAM
NGFW u IPS.

YOOEBHbIN Y MIOHATHbLIV BEB-UHTEPDENC

Bsanmopenctaue ¢ Solar NGFW npoucxoaut yepes eaMHyo KOHCOIMb yNpaBneHus, JOCTYMHY U3 noboro

Gpaysepa 6e3 ycTaHoBKM AononHuTenbHoro MO. OHa ycTpoeHa Kak CUTYaLUMOHHBIA LEHTP U NO3BONSIET B
€VMHOM OKHe ornepaTUBHO OLEHUTb 06CTAHOBKY U BblAENUTb NPUOPUTETHbIE HanpaBneHus paboTel 6e3
Heo6XxoAMMOCTM 06paLLaTbCs K HECKOSIbKMM KOHCONAM. MHTepdelic cucTeMbl CAenaH ¢ yBaXeHnem K
aZMUHMCTpaTopam, UX 3aJadam 1 BpeMeHM, NO3TOMY PYTUHHbIe onepauuy MakcuMarnsHo
aBTOMAaTM3MPOBaHbI, a A UCMONb30BaHUA NPoayKTa He TpeByeTcs NPOXOANUTL CoXHoe 06yYeHue, Tak Kak B
Ka)kgoM pasgene BCTpOeHa MHTepakTUMBHas cripaBka C NpuMepamMu HacTpoek, YTo No3BoNsAeT BbICTPo
pa3obpaTbCa U NPUCTYNUTL HENOCPeACTBEHHO K 3adadyaM Mo 3alyMTe KopnopaTUBHON MHAPACTPYKTYPLI.

W, HakoHeLl, 3TO MPOCTO YA06HO 1 KpacuBo.

BUPTYANBLHOE W MPOPAMMHO-AMMAPATHOE MCNONHEHWE

Solar NGFW mMoxeT nocTtasnsietcsi B Buge smpTtyanbHon MawuHel (RUN-darn). BuptyansHoe ncnonHeHve

OaeT He3aBUCMMOCTb OT KOHKPETHbIX annapaTHbIX NnaTgopM M NPOCTY0 MacluTabmupyemMocTb, a Takke


https://rt-solar.ru/products/solar_ngfw/testing/

No3BONSIET CHU3NTb CTOMMOCTb PeLLEHUS U NCMONb30BaTh CYLLLECTBYIOLLME BbIYUCTIMTENbHbBIE PECYPCHI.
Moppepxusatotcs cpeabl BupTyanusaumm VMware, Microsoft Hyper-V, OpenStack

[lnsa 3aka34ymkoB, KOTOPbIE HE MOTYT MCMOMb30BaTb BUPTYyarbHOE UcnosfHeHne, B mae 2024 roga obinu
npeacTaBrneHbl NporpaMmHo-annapartHble komnnekcbl (IMAK) cpeaHero (o 30 Mout/c) u
BbICOKOMNpOM3BoAMTENbHOrO (8o 75 '6ut/c) cermeHTa. MNogpobHasa nHdopmMaums o0 xapakTepucTmkax

MOAesibHOro pdaga AocTtynHa Ha

CTABUNBLHOCTbL M OTKA3OYCTOMYMBOCTbL

TexHonorn4eckorn ocHoBow ans cosganna Solar NGFW ctan BbICOKONPOM3BOAUTENbHbLIN LWS03 BEG-

6esonacHocTu Solar webProxy, passuBatowmics 6onee 10 net. NpumeHeHne oTpabOTaHHbIX TEXHOMOMMIA
rapaHTupyeT HagexHocTb Solar NGFW npu pelueHnn 3agay B BbICOKOHArpy>KeHHbIX NMpOeKTax 1 Nnpuaaet emy

OONONTHUTENBbHYKO TEXHOJIOMMYECKYHO 3PEJ10CThb.

14 000+ nonb3oBaTenemn 40 000+ nonk3oBatenew » 1 000 000+ nonb3osaTenen
OpHoBpeMeHHas paboTa 100 nHopMaUMOHHBIX 45 000+ obbekToB
OOMEHHOI ayTeHTUdmKaumn cucTem

C NPO3PayHbLIM PEXUMOM » 220+ cepBepoB unsTpauum

MmnoptosameweHne McAfee

MmMnopTolamelleHue SWG + 100+ MnH hUnETPYEMBIX
Forcepoint SWG 3arnpocos B ieHb

PucyHok 7. lNMpumepbl peanu3oBaHHbIX NpoekToB Solar webProxy

BCTPOEHHAA CUCTEMA OTHETOB

B Solar NGFW ecTb BCTpOeHHas cucteMa aHanmTUKM 1 0T4ETHOCTU. C ee MOMOLLbI0O MOXHO 32 HECKOSbKO

KINWKOB NOMNy4YnTb BU3YanuanpoBaHHbIA Cpe3 AaHHbIX, KOTOPbIN 3aTeM MOXHO nmnoptuposate B PDF unu
pacneyaraTb.

Camu oT4eTbl MHTEPaKTUBHbI U NO3BOMSAOT MEHATbL NapaMeTpbl BbIGOPKN AaHHBLIX NPSMO Ha Aawbopaax, a
TaKkKe «CnyckaTbCsA» OT arperMpoBaHHbIX NokasaTenemn K «CbipbIM» AaHHbIM. B nocTaBKy BKIOYEHbI TUMOBLIE

WabnoHbl 0TYETOB, KOTOPbIE MOXHO AOHacTpamBaTh MO0 Ha UX OCHOBE CO34aBaTbh COOCTBEHHbIE LWAGMOHbI.

OOCBE HA COTPYAHWKA

B Solar NGFW peanusoBaHa yHuKanbHas yHKLWS, OTCYTCTBYIOLLAsA Y KOHKYPEHTOB, — «[Jocbe Ha

coTpyaHuka». C ee NomoLLbio B peanbHOM BpeMeHW HakannmeaeTcs Bca Heobxoanmas nHopmauus oo
Ncrnonb3oBaHMN BeO-pecypcoB KOHKPETHBbIM COTPYAHUKOM. OBHOBNEHWE AaHHbIX MPOMCXOANUT B peanbHOM
BPEMEHMU.

3OT0 Aaet odumuepy 6e30nacHOCTM BO3MOXHOCTb paboTaTb C KOHKPETHLIMU COTPYAHUKaMK, a He C
TexHn4eckon nHopmaumen (naeHTnduKaTopbl, agpeca 1 T. A4.), KoTopble 00bIYHO pa3po3HEHHbI 1 He Bcerga
OYEBUAHLI. Takon «4eroBeKOLEHTPUYHBLINY NOAX0M NPUMEHSAETCH U B OPYrMX NPoAyKTax KOMMNaHUW.

Takke MOXHO UHTerpupoBaTb gocke Solar NGFW ¢ gocke DLP-cuctembl Solar Dozor.


https://rt-solar.ru/products/solar_ngfw/models/

BO3SMOXHOCTN MHTEMPALIA

Cepsuic API nomoraeT aBTOMaTU3MPOBaTh MPOLECCHI U MHTErPUPOBATL PELLEHUS C APYTMMU cUCTeMaMm 1

npunoxexHnsamun. Solar NGFW nogaepxuBaeT B3ammogencTtame no npotokony ICAP ¢ gononHuTenbHbIMU
cpencTBaMu 3alLmTbl, KOTOPbIE Y>Ke MOryT ObiTb BHEAPEHbI Yy 3aka3ynka. Hanprmep, aHTMBMpYC, NnecoYHnua,
DLP-cuctema. Nopaepxka syslog nossonsieT nepegaBaTb AaHHble B SIEM-cuctemsl.

BoamoxxHa HaTtuBHasa nHterpauusa Solar NGFW ¢ DLP-cuctemon Solar Dozor. OHa oGecneunBaeT
CYHXPOHM3aLUUI0 OCbe COTPYAHMKA B ABYX NPOAYKTaX, aBTomaTudeckoe 6rnokuposaHue ytevek Yyepes Beb-
KaHan cornacHo eaunHoun nonuTtuke 6esonacHoctn DLP, a Takke npegoTBpalleHne yteyek n3 BHyTPeHHUX

KopnopaTuBHbIX BEG-pPEeCypCcoOB C MOMOLLLIO OYHKLINIA peBEPC-NPOKCH.

roToB K MMMOPTO3AMELEHWIO
Solar NGFW paspa6boTaH B Poccum 1 3apernctpupoaH B EanHom peectpe poccuinckoro MO kak

BMPTYyarnbHON peLLeHue, Tak U NporpaMmMHo-annapaTtHbii KoMmnneke. MNonyyeHsl cepTndurkaTel COOTBETCTBUSA
npoaykrta Komnnekc «MexceTeBon akpaH Solar» - ceptudmumnpoaHHon Bepcumn Solar NGFW —
TpeboBaHmnsam PCTIK Poccum k mexceTeBbiM 3kpaHaMm Tvna A u b no 4 knaccy 3almTbl U K cuctemam
obHapyXeHus BTOPXXEHUI YPOBHS CeTU Mo 4 knaccy 3awmTbl. B kayectBe 6a3oBon OC ucnonbayetcs Astra
Linux SE.

KBanudumumpoBaHHbie crneumanmcTbl BHEAPEHMS U TEXNOAAEPXKKN MOTYT COMPOBOXAATb 3aKka3umka B pexvme

24/7 Ha BCeln TeppuTOpUM CTPaHbI.



4. CNELIMOUNKALISA

Knacc peleHusa

NGFW (Next Generation Firewall)

McnonHeHune

lMporpammHoe 1 annapaTHoe

basosasi onepaunoHHada cnctema

Astra Linux SE (He BXoOUT B KOMMNNEKT

NOCTaBKMN)
Cnocob ycTaHOBKW BUPTyanbHOro RUN-dpann
NCNONHEHNsI NPoAayKTa
Mognepxka BupTyanusaumm VMware

Microsoft Hyper-V

OpenStack
NMPON3BOOUTENBHOCTb MNMAK
MpownssoantensHocTb FW, MbuTt/c Ho 75 000
(HTTP 64 KB)
MpoussoantensHocTb FW + DPI, M6uT/c Jo 53 000
(HTTP 64 KB)
MpounsBoanTensHocTb IPS, Mout/c Jo 5 000
(C BKIHOYEHHbLIMU CcUrHaTypamu, 24 TbicC.,
TCP)
MakcumanbHoe YMcro ceccuin B CEKyHAOY o 95 000
(CPS)
KOMIMOHEHTbI 3AWLNTbI
MexceTeBon akpaH Ectb
Cuctema npegoTtspalleHms sTopxxeHun (IPS) | EcTb
Cuncrtema KOHTPONSA NPUIOXKEHNIA EcTb

(cbmnbTpaums Tpadurka No NPUNOXKEHNAM,

DPI)




KonnyecTBo nogaepxunBaembix NpuKnagHbix

NPOTOKOMOB (KOHTPOMb NpunoxeHun, DPI)

AHTMBUpPYC

Be6-npokcn, obpaTHbI NpoKcK

Cuctema cmnbTpaumm noyToBOro Tpaduka

Remote Access VPN

Site-to-site VPN

WndpposaHme NOCT

dunbTpauns Tpaduka no URL agpecam un

KaTeropusam Beb-pecypcos

SSL-nHcnekuunsa

KaTeropuaatop Be6-pecypcos

AyTeHTudukaLmsa nons3oBarenen

MeToabl ayTeHTUmnKaumm

CraTtuyeckas mMapLupyTusaums

[dvHamuyeckasi MapLupyTusauuns

Mopnepxka TexHonornum NAT (Source NAT,
Destination NAT n PAT)

Multi-WAN

Mognepxka Policy-based routing

342

Ectb

Ectb

HeT

MnaHupyeTtcs B penuse 2026 roga

MnaHupyeTtcs B penuse 2026 roga

HeT

Ectb

Ectb

Ectb, Mogynb Solar webCat

EcTb (on9 pyHKUMM KOHTEHTHOM

dunbTpaumm)

Mo IP-agpecam, Kerberos (Negotiate), NTLM,
NTLM + Negotiate, Basic, npo3payHas

ayTeHTUurKauns

Ectb

OSPF, BGP

Ectb

MnanupyeTtcs B penuse 2025 roga

Ectb



Mopnepxka QoS

MnanunpyeTtcs B penuse 2025 roga

Mooanepxka VLAN Ectb
Moonepxka Geo-IP EcTtb
Arperauns kaHanos (LACP u gpyrue) EcTtb
Mooaepxka Multicast Het
Mognepxka IPv6 Het
Mognepxka NetFlow Het
Mognepxka Syslog Ectb
Moonepxka ICAP Ectb
Mognepxka npoTtokonoe ACY TTI1 Het

BesonacHas nyGnvkauus pecypcos u

cepBucoB

C nomoLbio 06paTHOro NPOKCK

WHTEMPALA M BSBAMMOJOEWNCTBWE C CUCTEMAMU OKPYXXEHUS

C Microsoft Active Directory Ectb

Cepsuc API Ectb

C opyrmmun cpeacteamm 3auTbl no ICAP

C SIEM cucremamu no Syslog

B skocucteme BeHgopa Solar webProxy
Solar Dozor

YIMPABJIEHUVE

UHTepdbenic ynpasneHus

Beb-uHTepdeic
SSH

LleHTpanusoBaHHOe yrnpaBneHune

Ectb




BesonacHbIn goctyn B Beb-UHTepdenc Ectb
ynpasnenusa no HTTPS

Ponesas mogens goctyna agMuMHucTpaTopoB | EcTb
MynbTudakTopHasa ayTeHTudmnkauns Het
>KypHanupoBaHue cpabatbiBaHUsA npasumn Ectb
>KypHanupoBaHue nonb3oBaTenbCKon EcTb
aKTUBHOCTU

YKypHanupoBaHue OencTBui EcTb
aAMUHUCTPATOPOB

OKCMopT XXypHarnos Ectb
Bobirpyska otyeToB Ectb, B PDF

OTI'IpaBKa oT4yeTOB

Mo pacnucaHuio

OnoBselLleHus

EcTb, B nHTEpPdENice n no e-malil

dopmmpoBaHMe focbe Nonb3oBaTens Ectb
YnpaBneHne pe3epBHbIMU KONNAMMU Het
MOHUTOPWHI

B pexume peanbHOro BpemeHu Ectb
CobcTBEHHbIX NOKa3aTenemn Ectb
paboTtocnocobHoCTM

Harpyskun Ha NGFW EcTb
CoctosiHua OC Ectb
CeTeBOW aKTMBHOCTM Nosib3oBaTenemn Ectb
MoHuTopuHr no SNMP EcTb

OTKA3OYCTOWMYMBOCTb




Knactep oTkasoyctonumsocTtu (Active-

EcTb, C CMHXpOHM3aLMEN ceccui

Passive)

banaHcmpoBka EcTb, nogaoepxuBaeTca BHELLUHNI
©anaHCcuMpoBLLMK

CEPTUOUKALMA N NTOKATTM3AUNA

TexHnyeckas nogaepka Ha pycckom ga3blke | EcTb

OT BeHAopa

TexHnyeckas nogaepxka 24/7 Ectb

AKTyanbHasa OKYMEHTaUUsa Ha pycCKoM Ectb

A3blKe

[emo-cTeHp [ocTyn B pamkax nMnNoTHOro npoekTa

BHeceH B PeecTtp poccuiickoro MO

MporpammHbin komnnekc Ne20043 ot
27.11.2023

MporpaMmmHo-annapaTHbI KOMMNIEKC
Ne25781 ot 20.12.2024

Ceptudmkaumna ®CTIOK Poccuum

Y4, UT.M3.B4.13, NT.M3.A4.1M3,
NT.COB.C4.N3

Ceptudmkauuna ®CBE Poccum

HeT

Ceptudpmkatel EASC

HeT



5. MPOrPAMMHO-AMMNAPATHbIV KOMMNNEKC

B mogenbHbiv pag Solar NGFW BxoasT Tpu ycTporcTtea B hopM-dpaktope 1U 19” ons pelueHus 3agay 3akas3ynkoB C

caMol pasHOM KoprnopaTUBHOM MHGPACTPYKTYPON.

o SOLAR NGFW HARD L 2000

MoaxoanT Ans HebonbLUNX OpraHU3aLmin unu hmnuanos.
o SOLAR NGFW HARD XL 4000

MoaxoouT ons obecneveHns 6e30MacHOCTU OpraHu3aunin enterprise-ypoBHs.
e SOLAR NGFW HARD XXL 10000

MopxoauT anst obecneyeHus 3awuTbl nepeaayn gaHHbIx mexay LIO[.

CerteBas kapTa Bnok nutaHua MNpoueccop

Mnarbl, o6pabaTbiBatolmMe AaHHbIE [ea 6noka nuTaHua c ropsayen O6pabarbisaer Tpadpumk

C ceTeBbiX UHTEPdECoB 3ameHoi ana obecneyeHus napannensHoO Ha BCex MexaHu3max
¥ NO3BONAOLME KOMMYHULMPOBaTL OTKa30yCTONYMBOCTH 3aWmThbl

c apyrummn yc*rpoﬁcmamu BCetn

3Hepr0He3aemcmma9 namaTtb

CeteBble nHTEPdECHI OnepaTtuBHas NamaTb

[lns oTKa30yCcTOM4YMBOCTYU

YcTpoiCTBO YKOMNNEKTOBaHO
KaK NPUBBLINHBIMU MeOHbIMU

M oNTUHECKUMK UHTepdeitcamm,
TaK 1 BbICOKOCKOPOCTHbIMM
paabvemamm Ha 100 Iéut/c

Kaxpabiii npouieccop KoMnnekTyeTca
HECKONbKVMMWU COBPEMEHHBIMMU
nnaramu DDR4 B cymme Ha 64 B,
NO3BONSAOWMMU B PEaNbHOM
BPEMEHMW OCYLLECTBNATD
MOHWUTOPUHI 1 BbICTPO HaMNONHATL
CUCTEMHbI€ XYpHanb!

MCnonb3yloTca Asa
BbICOKOCKOPOCTHbIX SSD-HakonuTtens
Ha 1Tb, obecneunsaowmx
ObicTpOaEicTBUE CUCTEMDI

PucyHok 8. Yctporictso MNAK Solar NGFW



Mpynna komnaHun « Conap» — BeAyLLMIA NOCTaBLLMK peLleHnin knbepbesonacHocTn B Poccum, apxmuTekTop
KoMnnekcHomn knbepbesonacHocTn. KntouesBble HanpaBreHus geaTenbHoCcTM — ayTcopeuHr Ub, paspaboTka

COBCTBEHHbIX NPOAYKTOB, 06yyeHne Nb-cneunanncTos, aHanuMTuka u uccnegoBaHne kKubepuHUNOEHTOB.

C 2015 roga npepoctasnset Ub-pelueHnsa opraHusaumnsam ot Mmanoro 6usHeca Ao KpynHEnLWmMxX npeanpusaTui
kntoyeBbIx oTpacnen. MNog 3awwuton «Conapa» — 6onee 850 kpynHenwmnx komnaHun Poccun. NpoaykTel 1 cepBUCHI
«Conapa» o6beauHeHbl B JOMEHbI 9KCNepTu3bl: besonacHasa pa3paboTka nporpammMHoro obecneyeHus, YnpasneHve
JOCTyrnoM, 3almTa KopnopaTUBHLIX AaHHbIX, [eTeKTUpOBaHME Yrpo3 1 Xakepckux atak. [JoMeHbl aKcnepTu3bl
3aKpbIBalOT BCe NOTPEBHOCTM 3aKa3uMKOB M BKIOYAOT COOCTBEHHbIE pa3paboTku, pelleHns NapTHEPOB, YCIyrK Nno

CO3[aHUI0 CTpaTerMmn n apxutekTypbl VB, KoHcanTuHr, obyyYeHne nepcoHana.

KomnaHusi npegnaraeT cepBucbl MEPBOro 1 kpynHewnwero B Poccumn kommepyeckoro SOC — Solar JSOC, skocuctemy
ynpasnsembix cepauncos VIB — Solar MSS. JluHerika cobcTBeHHbIX NpoaykToB BkntovaeT DLP-pewenne Solar Dozor,
w3 Beb-6e3onacHocTn Solar webProxy, mexceTeBown akpaH HoBoro nokonexus Solar NGFW, [dM-cuctemy Solar

inRights, PAM-cuctemy Solar Safelnspect, aHannsatop koga Solar appScreener u gpyrue.

K «Conap» passuBaeT nnatopmy Ans npakTm4eckon oTpaboTkun HaBbIKOB 3aWwuThbl OT knbepyrpos «Conap
Kubepmup». PaboTa ueHTpa nccnegopaHus knbepyrpos Solar 4RAYS HaueneHa Ha n3y4yeHne TakTuk
KnbepnpecTynHuKoB. [onyyeHHble aHanuTUYeckme aaHHble oborawatT pa3paboTkm LieHTpa TexHonormmn

knbepbesonacHocTH.

pynna komnaHun «Conap» MHBECTMPYET B pa3BuTMe oTpacnm knbepbe3onacHOCTV 1 MOMoraeT peLlaTtb npobnemy
kagposoro geduunta. CoBmecTHO ¢ MUHUM®PBLI peanu3yeT BCEPOCCMNCKYO NporpaMmMy KubeprurneHsi,

HanpaBneHHYI0 Ha NOBbILLEHME LMPOBON rPaMOTHOCTU HAceNEHUs.

LWraT komnaHun — 6onee 1 800 cneuunanuctos. NogpasaeneHus «Conapay pacnonoxeHsl B Mockse, CaHKT-
MeTtepbypre, HwkHem Hoeropoae, Camape, PoctoBe-Ha-[loHy, ToMcke, XabapoBcke un MxeBcke. TexHonorum
KOMMNaHWM U Hanuumne pacnpegeneHHbIX No BCen CTpaHe LLEHTPOB KOMNETEHLUI MO3BOSSAIOT el paboTaTb B pexnme
24/7.



+7 (499) 755-07-70 — npogaxu 1 obLine BONpoChI

+7 (499) 755-02-20 — TexHW4Yeckas nogaepxka

— Npoaaxu 1 BOMpoCkl Mo CepBuCy

— TeXHUYeckasl noaaepxka

*» Mocksa, Hukutcknin nep., 7, ctp. 1

» Mocksa, Batckas yn., 35/4, BL| «Bstka», 1-i1 noavesa

+  HwxnHun Hosropog, KasaHckoe w., 25, kopn. 2

» Cawmapa, Monogorsapaelickas yn., 204

* PoctoB-Ha-[oHy, lonomaHoBckui nep., 70

¢ Xabaposck, yn. CepblweBa, 56
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