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CyLWHOCTb, KOTOpPas MOXET UCNOMb30BaTbCH B KA4ECTBE 3HAYEHUSA OT-
AenbHbIX aTpnbyToB Npasuna nonutukn. Hanpmumep, cnucok IP-agpecos
B Ka4e€CTBE UCTOYHMKA NN Ha3HavYeHUsa Tpaduka, Unm CNMCOK NPUNoxe-
HUIA B Ka4ecTBe aTpmbyTa NpaBmna KOHTEHTHON unLTPaLUn

OnepaumoHHas cnctema
lMporpammMHo-annapaTHbI KOMMNIEKC
lMporpaMmMHbIA KOMMNIIEKC
MporpammHoe obecneveHne

COBOKYMHOCTb MpaBuIl, B COOTBETCTBMM C KOTOPbIMU CUCTEMA OCYLLE-
CTBISIET NPOBEPKY Tpaduka

Cuctema ynpaBneHusi 6asamm gaHHbIX

YyeTHas 3anucb

Knactep nnu y3en Solar NGFW

YOOoCTOBEPSIOLWNA LEHTP

LlenTp ynpaeneHuns Solar NGFW

OnekTpoHHaa unpoBas nognuch

Command Line Interface — nHTepdenc kKomaHaHOM CTPOKM

Connection per Second — Mepa M3MEpPEHUH, HACKOMNbKO ObICTPO
BGpaHamayap MOXeT co3aaThb W COXPaHUTb HOBbIV CeaHC, MPUHATBLIN ero
NOSIUTUKON.

Certificate Signing Request — 3anpoc Ha nognuck ceptTudukaTa
Certificate Revocation List — cnnMcok oTo3BaHHbIX cepTudunkaTos
Domain controller — koHTponnep gomMmeHa

Destination Network Address Translation — ckpbiTue |IP-agpeca HasHa-
YeHust 3anpoca nosfb3oBaTens MnyTeM MepeHanpasrneHs 3anpoca
nonb3oBaTtens npeobpasoBaHNeM agpeca HasHadeHus B IP-3aronoeke
naketa

Frequently asked questions — «4acTo 3agaBaemblie BONPOCHI», CripaBska
C NonesHoun nHhpopmaumnen

Graphical User Interface — rpacunyeckunin nutepdenc nonb3oBatens

Fully Qualified Domain Name — nonHoe nms gomeHa (MM foMeHa, He
nMetoLee HeogHO3HAYHOCTEN B onpeaeneHnn)

Intrusion Prevention System — cuctema npeaoTBpalleHns BTOPXKEHUN

Multipurpose Internet Mail Extension — cneundukauna ona nepegaym
no cetn hannoB pasfnnyHOro Tuna: U3obpakeHun, My3blkKM, TEKCTOB,
BMAEO, apXMBOB W Ap.
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MITM

NAT
OWA

RFC

SMTP
SNAT

VLAN

VRRP

ZIP

Man-In-The-Middle — aTaka «4enoBek nocepeguHe», Npu KOTOPOW
3I0YMBILUSIEHHMK TaWHO PEeTPaHCNNPYeT 1 Npu HeobxogumMocTn Moam-
UUMpyeT faHHbIe MexXay ABYMS CTOPOHaMM

Network Address Translation — npeo6pa3soBaHue ceTeBbixX agpecoB

Outlook Web Access — Beb-nHTepdeiic noutoBoro cepsuca Microsoft
Exchange

Request for Comments — cneundukaunm n ctaHaapTbl, TPUMEHSIEMbIE
B MHTEpPHETe

Simple Mail Transfer Protocol — npocTton npoTokon nepeaayum nouyThl

Source Network Address Translation — TexHonorusi, nossonstwoLyas
3aMeHUTb UCxogHbIv IP-agpec ncTovHMKa CETEBOrO NakeTa Ha Opyromn
yKkasaHHbIn IP-agpec

Virtual Local Area Network — TexHomnorusi obmeHa gaHHbIMK, KoTopas
NOrNYeCKn AeNUT YCTPONCTBA NTOKaINbHOW CETU HA CErMEHTbI A4N1s1 peanu-
3aumm BMpTyarbHbIX pabounx rpymnn

Virtual Router Redundancy Protocol — ceTteBon npotokosn, npeaHasHa-
YEHHbIN ANs yBENUYEeHUst 4OCTYNHOCTN MapLIpyTU3aTOpPOB, BbIMOSHS0-
LLMX POrb LLUMK03a NO YMOMYaHWUIO

(DOpMaT apxueauuun d)aﬂnos N CXKatna gaHHbIX oes3 noTepb
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B nokymeHTe cogepxutca nogpobHasa nHgpopmauus no NCnosib30BaHUI0 NPOrpaMMHOrO KOM-
nnekca Solar NGFW.

MporpammHbI komnneke Solar NGFW — ato nnatdgopma ceteBon 6e3onacHocTy Ansg 3awmnTbl
nepumeTpa cetTu opraHu3aLmm oT Bpe4OHOCHOro Tpaduka u BTopXXeHun. [na nonHOUEHHOro
PYHKLMOHMPOBAHNA BeCb TpaduK AomKeH npoxoauTb Yyepes Solar NGFW.

[loKyMeHT npegHasHa4YeH ans coTpyaHukoB cryx6 6esonacHocTy n apyrux IT-cneunanucTos,
KOTOpble 3anHTEpecoBaHbl B obecrneyeHnmn 6e30nacHOCT KOPNOPaTUBHbBIX AaHHbIX.
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MporpammHbin komnnekc Solar NGFW npeaHasHayeH ans KOMMeKCHOW 3almThl opraHm3aumnm
OT ceTeBbIX 1 BEG-yrpo3 Ha ceTeBOM nepumeTtpe. 3awmTta obecnedmBaeTcs UCNONb30BaHNEM
pasnuyHbiX Mogyrnen 6e3onacHOCTU, MHCNEKTUPYIOLWMX TpaduK ANS BbIABIEHUSA HAPYLUEHU
NONUTUKN CETEBON BE30MACHOCTU U BPEAOHOCHOW akTUBHOCTM.

Solar NGFW npegctaBndaeT cobom KOMMIIEKCHY CUCTEMY (DYHKLMOHAINbHbLIX Mogynen nHdop-
MaUMOHHOM 6€e30NacHOCTU, TaKMX Kak:

dunesrpaumsa Tpaduka (no IP-agpecam, noptam/npotokonam),
KOHTPOMNb NPUNOXeHNn, nogaep>xmBaemMblx onbnumotekon nDPI,
TpaHcnauusa agpecos (NAT),

cuctemMa npegoTBpaLLeHns BTOPXEHUN,

aHanu3 u dunerpauna Beb-Tpaduka, nepegaBaemoro no nportokornam HTTP, HTTPS n
FTP over HTTP,

kaTteropusaTop Beb-pecypcos (Ha 6ase pelweHuns WebCat),
NOTOKOBbIN aHTMBMPYC (Ha 6ase peweHns Dr.Web),
MHTEerpaums co cMexxHbiMn cuctemamm no ICAP,

MOHWUTOPUHI COCTOSIHWUSI CUCTEMbI U AENCTBUIA NOfb30BaTenen,
SSL-nHcnekums,

knactepusaums Solar NGFW ¢ 0Tka3oyCcTOMUYMBOCTbIO.

Onsa dyHkumoHmpoBaHua Solar NGFW APM nonb3osatesnsa 4omkHO 6biTb 06opyaoBaHo nep-
COHanbHbIM KOMMBIOTEPOM C NogkrtodeHnem kK cetn MHTepHeT. K annapatHomy obecnedeHumto
npeabsaBNATCA criegyoLlme MMHUManbHble TpeboBaHus:

npoueccop — ot Intel Pentium 4 ¢ TakToBoM YactoTon 2 ML 1 BhILWe;
onepaTtuBHas Nnamsatb — He MeHee 4 ['b nocne 3arpysku 6paysepa;
MeCTO Ha ecTkom aucke — 20 I'b;

ceTeBOM NHTEPEENC CO CKOPOCTbIO Nepenayn AaHHblx 1 F6ut/c n Bblwe;

paspeLueHue akpaHa npu pabote ¢ GUI — ot 1600 x 900.
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HanHasa Bepcua Solar NGFW dyHkumoHupyet nog ynpasneHnem OC Astra Linux Special
Edition Bepcumn 1.8.0 (Bepcusa sapa 6.1.50-1-generic) ¢ MakcMmarnbHbIM YPOBHEM 3aLLUTbI
«CMOneHCcK».

MpumeyaHue

HacmosimernbHo He pekomeHAyemcsi cmasumb rakem obHoeneHult 6ezonacHocmu oo yrpaeneHuem
OC Astra Linux 6onee Hoebix eepcul (Harnpumep, 1.8.1), m.k. amo mMoxem Hapywume WMamHyto
pabomy cnyx6 Solar NGFW u npusecmu k HapyweHuto pabomocrnocobHocmu.

B coctaB nporpammHoro obecneyeHus ana APM agmuHuctpatopa Solar NGFW pgormkHa
BXOOUTb MpOrpaMMa-KivMeHT, NpeaoCcTaBnsioLwas nonb3oBaTento BO3MOXHOCTb HaBuraumm u
npocmoTpa BeG-pecypcoB (Be6-Opay3ep). [Ana koppekTHon paboTbl rpaduryeckoro nHTepdenca
(GUI):

ncnonb3ynte 6paysepbl Google Chrome mnnn Mozilla Firefox akTyanbHon Bepcun (ecnu
Bepcus Gpaysepa ycrtapena unm oH He NogaepKMBaEeTCs, Ha akpaH OyaeT BbIBEAEHO COOT-
BETCTBylOLLEE coobLueHme);

B HacTporikax 6paysepa paspeLunte BbinonHeHue JavaScript n coxpaHeHue ¢annos cookies;
OTKIHOUMTE CTOPOHHME paclumpeHus bpay3epa;
paspeLunTe BCMIbiBatoLLMe OKHA.

Pabota ¢ ynpaenswowmm nHtepdericom Solar NGFW Bo3amoxHa B apyrux bpaysepax, HO B
TakoM cry4yae nonHoueHHas pabortocnocobHocTb Solar NGFW He rapaHTupyetcs.

[nsa koppekTHom paboTtbl Solar NGFW HacTpownTte Gpay3ep criegyowwmm obpasom:
paspelunTe BblinonHeHue JavaScript u coxpaHeHue cookies (HacTporka No yMonyaHuio);

ycTaHoBuTe KoampoBky bpaysepa UTF-8 (FOHukoa) Anst KoppekTHOro otobpaxeHusi CMMBOMOB
TOW UM NHOW KOQUPOBKK (€CIM HE HAacTPOEeHa aBTOMaTUYECKN).

O6opynoBaHue ¢ yctaHoBreHHbIM Solar NGFW gomxHo pacnonaratbcs B OXpaHsieMoM nome-
LLeHUN C orpaHU4YeHHbIM JOCTYNOM NOCTOPOHHUX FNLL.

Keanudumkauus agmnHnctpatopoB 6e3onacHoctn Solar NGFW gomkHa ObiTb 4OCTaTOYHOM
Ans hopMmnpoBaHMs NONUTUKK 6€30MacHOCTM, Ha OCHOBAHMM KOTOPOW OyaeT OCcyLecTBNATLCA
ynpaeneHue OOCTYNOoM Nnonb3oBaTenen kK BHELWHUM Beb-pecypcam.

3agavent agmuHucTpatopa 6esonacHoctn Solar NGFW aBnsaeTtcs cosgaHune u akTyanmsauns
nonuTUK 6€30NacHOCTN, a TaKkke aHanu3 AeNCcTBUN Nofb3oBaTenen cetu MIHTepHeT.

B cBoen pabote agmunHncTpatop 6esonacHoctn Solar NGFW formkeH onvpaTtbCcs Ha NocTas-
NSEeMy0 C NPOAYKTOM 3KCNIyaTaLMOHHY JOKYMeHTaumo (cM. pasgen 2.3.4), obnagatb 3Ha-
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Huamn no npotokonam TCP/IP n noHumaTe 0cHOBbI 06ecneveHns 6e30nacHOCTM onepaLnoHHON
cuctembl Linux.

2.3.4. NepeyeHb IKcnyaTaLlMOHHON AOKYMEHTaLuu AnA O3HaKOMIIeHUs

Monb3oBatento Solar NGFW pekomeHayeTca 03HaKOMUTLCS CO CrieayloLuMm akcnnyaTaum-
OHHbIMW AOKYMEHTaMMU:

o Pykosodcmeo adOMuHucmpamopa 6e3onacHocmu (HaCTOALLMN JOKYMEHT);

e Pykoeodcmeo o ycrmaHoeke U Hacmpouke.
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3. Oowume cBegeHusa o Solar NGFW

3.1. MpuHuun paboTtbl Solar NGFW

Solar NGFW obecneuvBaeTt 3awuty nepumeTpa cetn nytem rnybokoro KOHTpons nHgpopma-
LMOHHBbIX MOTOKOB, BbISIBNEHUS U NPEeAOTBPALLEHNS CETEBLIX aTtak, NPOTUBOAENCTBUSI BEO-
yrpo3sam (3apakeHHbIM, 3anpeLleHHbIM, PULLNHIOBLIM canTaM) U BpedoHocHomy MO, aHTuBK-
PYCHOW 3almnThbl, MHTErpaLmm ¢ ApyrMMn CpeacTBamu 3almTbl U T.4.

B cBA3u ¢ Ha3HayeHnem u cneuundmkon pabotbl Solar NGFW nporpamMmmHbIi komnnekc ycra-
HaBNMBaeTCs B pa3pbiB CETM B TOUKaX BbIXoAa B MHTEPHET. Hxke npeacTaBneHa KOHUENTY-
anbHas cxema pasmelleHmsa Solar NGFW B ceTeBon nHpacTpyKkType.

KOPMNOPATUBHASA CETb

BesonacHbii focTyn Pw,
K MT-pecypcam f’,:"_‘: 7 H 0
| CRvecm P
€ermeHTauma cet KopnopatusHele UT-pecypcbl 2 YnaneHHele COTPYAHNKK

JlocTyn K BHYTPEeHHHM
| MapupyTuaauua WUT-pecypcam
BHYTPU CETH
COTpyaHWKN B odHce ‘.
l.’.&g NerutumHble Be6-pecypcbl
Bawuwennsii 4oCTyn B WHTepHeT ‘5 Solar

s NGFW ><<—m—®

3auura nepumerpa cetu 3NOYMBILNEHHVKK
Apyrue cpeacTsa sawmTbl

N |— —| , >< Be6-yrpoasl @

it Ll H 3apaxeHHele, GUWKUHroBble,
DLP Mecaunuubl H HeXenatenbHble Be6-pecypcsl

Puc. 3.1. Solar NGFW B apxuTeKkType 3awmTbl CETU

3.1.1. NMpuHuunn paboTbl npokcu-cepeepa B Solar NGFW

Cxema paboTbl B NPAMOM pexunme:

1.

Mpu BbLINONMHEHWW 3anpoca nonb3oBaTenb aBTOPU3YETCH B noacucteme unsTpaumn u
ayTeHTuduKaumn.

Mo umeHn nonb3oBaTens noacucTeMbl UNbLTPaLMK U ayTeHTUdMKaLMM onpeaensoT Habop
rpynn (MOXeT ObITb MNYCTbIM), B KOTOPbIE BXOAMT NOMb30BaTENb, M MPUMEHSIEMYHO MONUTUKY
©e3onacHoCTH.

B cooTBeTCTBUM C NONUTUKON 6€30MacHOCTM BbINOMHSAETCS NpoBepKa 3anpoca.

. Ecnu 3anpoc He COOTBETCTBYET MNOJINTUKE ©e3onacHoCTM, BMECTO HEro Nosib3oBaTtesb Mno-

nyYyaeT NOATrOTOBIEHHYIO CTPaHULLY C ONMCaHMEM 3anpeTa.
3anpoc, BbINoOMHEHWE KOTOPOro paspeLleHo, obpallaeTcs K cepBepy B ceTh VIHTepHET.

OTBeT, NONy4YeHHbIN KaleM OT cepBepa, obpabaTbiBaeTca B COOTBETCTBUN C NMPUHATOMN
MONMUTUKOWN 6e30MacHOCTHU.
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Ecnu nepenava AaHHbIX paspelueHa, Nonb3oBaTesnto NocTynaeT OoTBET Ha 3anpoc. Ecnu
OTBET He COOTBETCTBYET MONMTMKE GEe30MacHOCTU, BMECTO HEro Nonb3oBaTenb nony4vaer
NOArOTOBIIEHHYIO CTPAHULYY C ONMcaHneM 3anperta.

PaboTta B o6paTHOM pexrme No3BoNseT NybnmkoBaTb BHYTPEHHME PECYPChl OpraHn3auumn Ha
BHELLHME UCTOYHMKW. Hanpumep, ¢ NOMOLLIbI0 06paTHOMO NPOKCU OpraHu3aLms MOXeT npeao-
CTaBUTb CBOWM COTPYAHMKaM OOCTYN K KOPrnopaTUBHOW MOYTe 3a npegernamm opraHusaumu.
Mpwn atom Solar NGFW nposepseT n 6nokupyet dansbl ¢ KoHuaeHLMansHon nHpopmaumnen
npw NOMbITKE UX BbIFPY3UTb.

Cxema paboTbl B 06paTHOM pexume:

Mpn BbINONHEHMM 3anpoca Mnofb3oBaTernb aBTOPU3YETCA B MOACUCTEME hunbTpauum u
ayTeHTudukaumn.

Mo MMeHu nonb3oBaTtens NnoacMcTeMbI puUnsTpaLnM 1 ayTeHTUdrKaumum onpeaensiot Habop
rpynn (MoXeT ObiTb NYCTbIM), B KOTOPbIE BXOAMT NONb30BaTeNb, U MPUMEHSEMYHO NONMUTUKY
©e3onacHoCcTW.

MpumeyaHue

Pexxum ob6pamHozo npokcu noddepxkueaem morsibko Basic u NTLM aymeHmugbuxkayuio.

B cooTBeTCTBUM C NONMTMKON 6E30MacHOCTY BbINOMNHAETCS NpoBepka 3anpoca. Ecnv 3anpoc:

He COOTBETCTBYET NonuTMke 6e30MnacHOCTN, BMECTO HEro rnosib3oBaTernb nory4aeT nog-
FOTOBIEHHYIO CTPaHMULY C ONUCaHNEM MPUYMHBI 3aMnpeTa;

COOTBETCTBYET NONuUTMKe 6€30nacHOCTH, Nofb30BaTeNb NOy4aeT 4OCTYN K BHYTPEHHEMY
pecypcy (Hanpumep, KOprnopaTMBHOW NoYTe).

Bce faHHble 0 3anpocax 1 oTBeTax MOXHO Nony4uTb B pasaene CtaTtuctuka (cM. pasgen 7).

MpumeyaHue

lNonumuka KOHmMeHmMHoU ¢hunbmpayuu 051 NPSIMO20 U 0bpamHo20 PeXxxuMos sersiemcsi obwel U He
mpebyem AornosTHUMeribHbIX HaCMpPOEK.

Mpwn dunerpaunmn gaHHbIx B Solar NGFW npuMeHsItloTCst METOAMKM, KOTOPbIE MO3BOSISIOT Bbl-
NONHATbL NOAPOOHLIN aHanM3 nepegasaemMon MHopmauum, onpegenaTe dopmarhl Nnepenaea-
eMbIX JaHHbIX, KOOUPOBKY M A3bIK 4151 TEKCTOBbIX AAaHHbIX, HE OCHOBbIBASICb TOSbKO Ha Cry»Xeb-
HoM nHdopMaunn, NnepegaHHON cepBepoM B ceTn VIHTEPHET, Tak Kak B 3aBUCUMOCTU OT ero
HaCTPOEK OHa MOXET ObITb HEKOPPEKTHOMN.

Hanpumep, Beb6-cepBep MOXET nepedaBaTb ayguodansnbl ¢ pacwmperHmem txt kak dannel ¢
TMNOM JaHHbIX text/plain, ogHako B nonuTuke ¢ onpeaeneHMem TUnoB gaHHbix Solar NGFW
OyLeT camMoCcToATENbHO oNpeaensaTb TUN AaHHbIX Ans aToro danna.
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3.2. NMonutnka 6e3onacHOCTU JocTyna K Beb-pecypcam

Monuntnka 6esonacHOCTM AocTyna k Beb-pecypcam npeacrtasnseT cobon ceog npasus hunb-
Tpauun BeG-Tpadumka, KOTOpble PErynupyroT ynpasneHue, 3awmuTy 1 pacnpegeneHve nHgop-
Mauuu, nepegaBaemMomn nNo cetn NHTepHeT.

MonuTtunka 6e30nNacHOCTM HanpaeneHa Ha JOCTWKEHME TakuX Lenen, Kak:

e obecneyeHre rmbkoro KOHTPOIS UCMONb30BaHNS UHTEPHET-PECYPCOB;

e npegoTBpaLleHMe yTeYKM KOHpnaeHUnansHom n KoMMep4eckon nHopmaunu;

® yMeHblUeHNe HeaenoBoro Beb-Tpaguka;

CHUW>XXeHne 3arpy3kn MHTepHeT-KaHanos;
® yBelin4eHmne CKoOpoCcTn AocCTtyna K Be6-pecypcaM 3a CYET OTKa3a OT HEOETOBOIo TpachKa.

K kaxgon rpynne none3osarenen, onpegeneHHon B Solar NGFW, MOXHO NpUMEHUTb OOHY 13
CYLLECTBYIOLLMX MONUTUK BGe30nacHOCTU. AnemMeHTaMmmn NoNUTUKK ABMATCSA Habopbl NpaBus
duneTpaumm (cnov npasun nonuTukn). Npaeuno BknovaeT B cebs ycnosusa n Habop AeNCTBUN,
KoTopble ByayT OCyLLECTBNATLCS NPU BbINOMIHEHWM YCNOBUIA. YCNOBUSt DOPMUPYIOTCA 13 Habo-
poOB (PUNLTPOB, NO3BOMSAKLMNX NPOBOAUTL OTOOP BEG-peCcypCcoB MO Pa3NNYHbIM KpUTEPUAM,
Hanpumep, No KN4YeBbIM CroBaM, TUNam AaHHbIX U T.4. (CM. pasgen 6).

Ha Puc.3.2 npueeaeH npumep nposepkn Solar NGFW gaHHbIX MHpopmaumMoHHOro obmeHa
Ha COOTBETCTBME YCTAHOBMNEHHOM NONMMTUKE 6E30MacHOCTW.

NOMb30BATENM WHTEPHET
3AnPOC - NPOBEPKA . : s : B m
—_— o AYTEHTUSMKALAM o :  [OBEPEHHGLIE CETH ° e H OBPABOTHA Doy WWW =
¢ (BASIC.IP.NTLM. - : : : [OMUTHKI :
KOMBWHALIMI H . H H : W
. omBer
£y £y £y :
4.8 NMPOBEPKA BPEMEHMN %8 MPOBEPKA MCTOUHUKOB %@ MPOBEPKA NMMUTOB TRPAGUKA :
%8 MPOBEPKA OTAEMbHBIX PECYPCOB £°3 NPOBEPKA PA3MEPOB ®AWMNOB  § & MPOBEPKA GOPMATOB :
2 o :
1 CMMCKOB PECYPCOB :
L
%6 MPOBEPKA KIIOUEBbIX CTIOB % TMPOBEPKA 3ATO/IOBKOB %8 MPOBEPKA KATEFOPUI
%3 NPOBEPKA BHELIHAMU
o
CMCTEMAMM MO ICAP

Puc. 3.2. NMpumep npoBepkun AaHHbIX MHPOPMaLUMOHHOro obmeHa ¢ nomoubio Solar NGFW

MpumeyaHue

HemoyHukom mMoxem 6bimb nepcoHa, 2pyrna nepcoH, HeaymeHmuguuupoeaHHbIU nob308amerib,
a makxe IP-adpec.
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Ynpasnenue Solar NGFW BbInonHAeTCA ¢ NOMOLLbo rpadmyeckoro Beb-mHTepderica, KotTopbli
no ymonyaHuto JocTyneH Ha nopty 8443, no npotokony HTTPS.

MpumeyaHue

Ecnu npu nepeoli 3agpy3ke seb-uHmepgelica 8 bpaysepe so3HUkaem Owubka e cepmughukame
6e3onacHocmu amozo eeb-y3na, Onsi docmyna Kk uHmepgelicy Solar NGFW nepetidume o
cebinike Mpodomkumb omkpbimue 3mo2o eeb-y3sa (He pekomeHAyemcsi).

Ecnu npu nepeol 3azpy3ke seb-uHmepgelica 8 bpaysepe Mozilla Firefox eosHukna Owubka npu
ycmaHoesieHuUU 3aujuueHHo20 coeduHeHusi, 05ist docmyna k Solar NGFW:

lNepetidume o ccolrike Mnu xe ebl Moxeme dobasumb UCKJTFOYEHUE....
Ha nosisuswelics naHenu Haxmume kHornky Jo6asums UCKIIHOHEHUe.

B omkpbliewemcsi okHe [Jobasumb ucknrodeHue 6eszonacHocmu Haxmume lMonyyums cepmu-
¢hukam.

Haxmume lNModmeepdumb ucknro4eHue 6es3onacHocmu.

[ns goctyna k cucreme:

B agpecHon cTtpoke Beb-Opaysepa BeeauTte agpec cepeepa: https://<IP-agpec cepBepa
Solar NGFW>:8443.

Ha otobpasuBluencs ctpaHuue B COOTBETCTBYIOLLMX MOMAX YKaXUTe MMSA norb3oBaTens
(norvH) n napone Ans Bxoda B cucteMy n Haxmute Bontu (Puc.3.3).
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admin

Puc. 3.3. ABTOpU3auus

Mpn nepeBomM BXxode B CUCTEMY YCTAHOBUTE HOBbIN Naposfb TpebyeMoro ypoBHSA HaOEeXHOCTU
N aBTOPUIYNTECH C HUM.

Mocne nepBoHavanbHOM CMEHbI MApPOosis B BEPXHEN YacTn 3KpaHa NnosiBUTCS yBegomrieHme oo
oTcyTcTBUM nnuueH3nmn (Puc.3.4). [1ns 3arpy3ky nuueHsnn Haxmmute JinueHsusa > 3arpysutb
FINLEH3UIO.

\:,)', ‘ 4

Jue

OTCYTCTBYET (hafN AMUEHIHM

WAEHTUDMKATOP MHCTANNALMK: MNED6IPYQF9ZgImaoloYQA==

3arpysuTh MUEH3NIO

Puc. 3.4. YBegomneHue 06 OTCYyTCTBUU NULEH3UN

B oTKpbIBLLUEMCS OKHE NPOBOAHMKA YKaXUTE NYTb K hanny ¢ nuueHsnen n Haxmmte OTKpbITb
(Open). Joxanteck 3arpy3ku NMUEH3MM — OHa aBTOMAaTUYECKM COXPaHUTCA B (barne C UMeHeM
license.xml.

[na npocmoTpa cBeaeHun o nuueHsnm Solar NGFW B rmaBHOM MeHH0 BbibepuTe NyHKT JIuueH-
3usa. [Npu nuueHanposaHum Solar NGFW kak oTaensHOro npoaykra OKHO NULEH3UU COAEPXKUT
TekyLlee KONM4eCcTBO Nornb3oBaTenen, UCnorb3yrLwmnx ceTb VIHTEpHET.
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J INMUSHSIAA
33309 02.05.2023 (n.zhukova@rt-solar.ru)

WOEHTUHKATOP MHETANNALMM: T3FDPRHZIHKyNakE4ZgvQl—

AO "Conap CeKbropuTH®
BHYTpeHHee TecTupoBaHue NGFW
TecToBaA NMLEHIUA

Solar NGFW

100

0

29.01.2024 00:00 28.04.2024 00:00

= TexHuueckan noaAepska U NonyUeHne 0GHOBNEHuT
p 20.01.2024 no 28.04.2024
~—, KaTeropusatop se6-pecypcos webCat

2/ 29.01.2024 no 28.04.2024
() McTema npenoTepaleHs ETOPHEHMIA
" 20.01.2024 no 28.04.2024
() HOHTPONS NpUNOMEHMI

S 20.01.2024 no 28.04.2024
) 0BpaTHLIA NPOKCK

Ny 29.01.2024 no 28,04 2024
() AHTUBMDYCHAA 33T

N 20.01.2024 no 28.04.2024

3arpy3nTb IMLEH3NIO

Puc. 3.5. OKkHO nuueH3uun

[na npocmoTpa ceegeHun o nmueH3noHHom gorosope Solar NGFW B rmaBHOM MeH1o BbibepuTte
NyHKT JIMLLEH3MOHHBLIN AoroBop. YTobbl pacneyataTb NIMLEH3NOHHbBIA OOTOBOP, HAaXMUTE

&1

Mocne ycnewHon naeHTudunkaLmm B cucteMe agMmHmucTpartop 6e3onacHocTv nonyyaeT ocTyn
K nHTepdgency. Ha akpaHe otobpasutcsa Pabouun cton (Puc.3.6) — eamHas nudopmaumoHHas
naHenb, NpeaHasHavyeHHas Ans OLEHKM CETEBOW aKTMBHOCTW Monb3oBaTenen (COTPyAHMKOB
KOMMNaHuK) Ha y3nax punsTpauumn B pexmme peanbHOro BpeMenun (nogpobHee cMm. B pasgene
4).
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2}
v

#  Solar NGFW

MorHuTopuHr vane (R

Hanuuue npo6niem Ha y3nax (CpeiHue v Bbilue)

® B D |

B

2,

Moapo6Hble faHHbIe MO Y31y - main

Bpems paGoTh Cpepwas 3arpy3Ka (LA) KonuuecTso snep LMY [OCTYNHO NamsTh

2.0y 1.7 4 7.00 GB

IS

@

z
[1st4]

LY v NamsTh Ha y3ne main

Namsts
1468
= foctynHas 717568 6995GB

= O6uwas 1256168 12561GB

1020 1030 1040 1050 1100 1110

Puc. 3.6. Pabouuni cton
Mpw BBOAE HEBEPHbLIX AAHHbIX:
® BXOA B cuCTeMy He ByaeT BhbINOSHEH;

® Ha 3KpaHe 0T06pa3VITCFI coobueHne HeBeprlﬁ naposnb Unn nmda nonb3oBaTerns. B 3a-
BUCUMOCTU OT HACTpPOEK 6pay3epa MOXeT OTO6pa)KaTbCF| OonoJIHUTEerNnbHoOe OKHO 6pay3epa
C 3arpocom JiormHa n napors4d, 4YTo TakXke o3Ha4vaeT OIJJI/I6Ky BXO4a B CUCTEMY.

MpumeyaHue

UYmobnki nony4ums OaHHble Orisi 8xo0a 8 cucmemy, obpamumech K cucmeMHOMYy adMuHUCmpamopy
Solar NGFW.

Bbl MOXeTe NoMeHsITb MapameTpbl Bxoda B cucteMmy B pasgene Cucrema > PaclumMpeHHble
HacTpouku > UHTepdreinc > CepBep Beb6-nHTepdpeinca > NapameTpbl BXoaa B CUCTEMY:

e Makc. KonuyecTBO HeyAa4yHbIX NOMbITOK BXOAA B CUCTEMY [0 3a4epPXKKU — 3HaYeHne
napametpa MoxeT 6biTb oT 3 go 100. No ymonyaHio — 5.

o 3apepxKa mexay nonbITKamMu BBoAa napons (€) — 3HayeHne napameTpa MOXeT bbiTb
oT 1 po 20 cekyHg. Mo ymon4yaHuo — 3.

o bBrnokupoBka BxoAa npu npeBbILWEHMN YMcna NONbITOK BBoAA napons (M) — 3HavyeHune
napameTpa MoXeT 6bITb 0T 5 0 180 MuHyT. o ymonyanuio — 15.

3.3.2. OnncaHue OCHOBHbIX 3NIeMEHTOB UHTepdenca

Kaxxgasi ctpaHmua Beb-nHtepderica Solar NGFW cogepxuTt HeobxoanmbIn Ansi BbIMOMHEHMWS
KOHKPETHbIX 3a4a4 Habop CTaHOAPTHbIX ANIEMEHTOB YNpPaBIiEHUsI U OTOOPaXKEHNS: MEHIO, NAHENb
HaBuraumm, KHorka, onumsi, none BeBoAa AaHHbIX, NepeknYvaTenb, BUIKET, CMCOK OOHEKTOB,
Tabnuua, Bknagka v T.4.
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MpumeyvaHue

lNpusedeHHble 8 Pykogodcmee u306pa)eHusi areMeHmos uHmepgetica HOCSIM UCK/I0YUMEsIbHO
03HaKOMUMeribHbIU XapaKkmep U Mo2ym omsu4ambsCcsi Om pearbHbIX.

MNpw HaBegeHWM Kypcopa Mbily Ha 06NacTb MEHIO OTOBpaXkaeTCcs rmaBHOE MEHI0, NYHKTbI KO-
TOoporo obecne4mBaloT AOCTYN K OCHOBHbIM pa3genam GUI (Puc.3.7):

Pa6ouuni cton — No3BonseT BbIMOMHATb MOHUTOPUHT aKTUBHOCTU COTPYAHMKOB KOMMNaHUM
(cm. pasgen 4).

Docbe — obecneunBaeT JOCTYN KO BCEN MMEIOLLIENCHA NTUYHOW, KOHTAKTHOW U CETEBOW UH-
dopMaumm 0 NepcoHax (COTpyAHNKax KomnaHum). Bel MoXXeTe oTcnexusaTtb AEATENbHOCTb
NepcoH 1 rpynn NepcoH Ha npegMeT Nogo3puTenbHOro nosegeHus (cM. pasgen 5).

Monutuka — obecneunmBaeT JOCTYN K cpeacTBaM HacTPoOnKM yHkUM 6esonacHoCTH, a
TaKke K pegakTnpoBaHuto Habopos rpynn nonb3oeatenen u MK (cm. pasgen 6).

CTaTucTnka — obecrneymsaeT AOCTYM K OTYETAM CUCTEMbI, NPEAOCTaBNSOLLMM UHOPpMa-
LMIO O 3anpocax nonb3oBatenen B ceTu VIHTepHET (cM. pasgen 7).

MpepoTBpalleHne BTopxxeHUn — obecneumBaeT 4OCTYN K NPOCMOTPY CTaTUCTUKM NO pa-
6oTe curHaTtyp Ana AeTeKTMpoBaHusA ceTeBbix atak. OnucaHve pasgena npusegeHo B 0-
KymeHTe Pykogodcmeo ro ycmaHoeKe U Hacmpouke.

Monb3oBaTenu — npegHasHayvyeH Ana ynpasreHns npasaMy AOCTyna nonb3oBarenem K
pa3nuyHbIM 06bekTam cuctembl (CM. pasaen 8).

CeTb — nNpegHasHayeH 4ns ynpasneHus CTaTM4yeckon 1 AMHaMUYeCKOM MapLUpyTU3aumen,
HacTporikaMmu mapLupyTuauum no npotokonam OSPF n DHCP, napameTtpamun gounsanyeckux
ceTeBbIX MHTEP(ENCOB yNpaBnaeMoro ysna, a Takke OTCNeXMBaHUS akTUBHOCTM Y3roB
Knactepa u ynpasneHusa nmun. OnncaHve pasgena npueegeHo B LOKyMeHTe Pykogodcmeo
10 ycmaHo8Ke U HacmpoukKe.

Cuctema — obecneyrBaeT AOCTYN K HACTPOMKaM KOHUIrypaLmm CUCTEMbI U CRYXXUT AN
HaCTPOMKM pasnnYHbIX NapamMeTpoB paboTbl, X NpocMoTpa 1 peagakTupoBaHus. OnucaHve
pasfena npueedeHo B AOKyMeHTe Pykogodcmeo o ycmaHo8Ke U HacmpoUke.

BHumaHme!

B Solar NGFW ebiI moxeme pasepaHudusams 0ocmyribl K pa3deniaM uHmepghelca U cUCMeMHbIM
yHkyusm. Nonb3oeamerns MOxem rpocMampueames MOosbKO me pa3oersibl U 8bINOHAMb MOJIbKO
me ¢byHKUUU, K KOMOPbIM Yy He20 ecmb docmynri.
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BbibGpaHHbI# Solar NGFW

pasgen

MokazaTtenu y3noe Solar NGFW
Hanuuue npot .@ Pabouwid cton
Jlocbe
MNonuTUKa

O6nactb Roapo6HbIe [ CTaTUCTUKa

MEHI0
MpefoTBpaLLEHWe BTOPMEHUIA

lNonn3oBarenu

Cucrema

Puc. 3.7. TmnaBHOe meHto Solar NGFW

YUT06bl 3ahKCUMpoBaTh MEHI0, OTKpPbIBAIOLLLEECS NPV HaBeAEHUM Ha HEro Kypcopa Mbiluu, B

NEBOM HUWXXHEM YITy MEHK Ha*XMUTE 3HAa4YOK m

B npaBom BepxHeMm yrny pacnonoxeHo nosne Monck nepcoHbl, NnpeaHasHavyeHHoe Ansa onepa-
TMBHOIO NOnyYeHnss Hpopmaumm o nepcoHax 13 [locbe (nogpobHee cm. pasaen 5.6). Mowck
NepPCOH MOryT BbINOMHATb NOMb30BaTENM, KOTOPbIM Ha3HaYeHbl POnu:

e cynepadMuHUCMpamop;
e admuHucmpamop be3ornacHocMu;
e aydumop.

MpumeyaHue

Lns nons3oeamernsi ¢ POJIbKO CUCIMEMHO20 aGMUHucmpamopa r10s1€e rNoucKa omo6pa)Kambc;7 He 6ydem

Mpn HaxaTum KHOMKK E pacnonoXeHHON B MPaBOM BEPXHEM Yrmy, oTobpaxaeTcsa MeHIo
nonb3osatensa <Umsa nonb3oBatensa> (Puc.3.8), koTopoe No3BonseT:
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® CMEHUTb Naporib Ha BxoA B cucteMmy (CMeHUTb naporsib) (Npy 3TOM HY>XHO BBECTU TEKYLLNIA
1 HOBbIV Naponw);

® MPOCMOTPETb MH(popmaLmMio o nuueHaun (JiuueHsua) (Npy HeOBXOOMMOCTU Bbl MOXETE
3arpysnTb HOBbIV (hban NUUEH3UN);

e 3aBepwuTb ceaHc paboTbl ¢ cuctemon (Beixon).

JlorvH
nonb3oBaTens

CMeHUTb Naponb

nofb3oBatend

NuuexHsua

NMUEH3MOHHBIKA 00 rosop

Boixon

Puc. 3.8. MeHI0o nonb3oBarTens

PaGouee npocTpaHCTBO UHTEpdeica, kak NpaBuno, AennTcs Ha Be YacTu.

Hanpwmep, B pa3genax Docbe 1 Monuturka B 1IeBon YacTu 9KpaHa OT06pa)KaeTCFI cneunanbHada
naHesrnb HaBuUrauunm, KOTopad COAEPXKUT cyllecTByrolne OObEKTHI (I/IJ'IVI Ha60pbl O6'beKTOB)
CucTeMbl Ana ynpasineHna MMn:

e pasgen flocbe — CN1COK NePCOH W rpynn NePCOH (COTPYAHMKOB KOMMaHuK, 5);

e pasgen NMonutuka — nepeveHb CyLEeCTBYOLLMX ANIEMEHTOB NONMUTUKK (MM Habopbl ane-
MEHTOB, 6).

Hanpumep, nocne Bbibopa pasgena Monutuka > CnpaBoyHuku > KnroyeBble croBa 0To6-
pasATcs rpynnbl MCNOMb3yeMbIX B MOMIUTUKE KIMHOYEBbIX CIOB, 00beaNHEHHbIX N0 onpeaeneH-
HOMY KpUTEpPUIO.

MpumeyaHue

BbibpaHHbIl pa3den naHenu Hagueayuu ebioesissemcsi Ugermom.
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Solar NGFW

Y MEKCETEBOV 3KPAH
£ NPE/OTBPAILEHVE BTOPKEHWA

Example
<7 KOHTEHTHASl OUIbTPALIMS

55 BHEWHVE NOAKMIOYEHNS

&) OBbEKTbI NONMTUKN

9] cnpaBoUHYKN

Apeca MeKTPOHHO/ NOHTb!

Kniouesble cnoa

Pecypcel

Mapkepbi npasin KO

Daiinb!

Puc. 3.9. Bbi6op pasgena «lMonutuka > CnpaBo4Huku > KntoyeBblie crnoBa»
Pasp,enbl HaBI/IFaLl,I/IOHHOI7I naHenn nogpas3genAarnTcd Ha CUCTEMHbIE U MNMOJ1Ib30BaTElNIbCKNE!

o CucmemHble pa3derbi co3gatotcs npu yctaHoBke Solar NGFW v HegocTynHbl Ans peaak-
TMPOBaHUS.

o [lonb3oeamerbckue pa3deribl CO30arTCs NoSb30BaTeNsAMM BPYYHYH. Hanpumep, cucTeMHbIM
pasfenomM naHenu Haeurauum sensietcs pasgen focbe > Ha oco6om KoHTpone.

CTpyKTypa pasgenos naHeny HaBuralym MHOTOYPOBHEBbIN, T.€. pasaen CoAePXuUT noapasaens.

UT06bl packpbiTb UMM CKPbITb COAEPXXMMOE pasferna, crpasa OT ero HasBaHWUs HaXMuUTe E
unv B

Ha naHenn HaBuraumu c pasgenamum mnm o6bekTaMuM CUCTEMbI MOXHO BbINOMHATL Takue
OencTBus, Kak cosgaHune, KonuposaHue, yaaneHue, UaMeHeHne Ha3eaHusa U T.4. B meHto gen-
CTBUW C pasaenomMm unn obbekToMm cuctemsbl Bbibepute HyxHoe (Puc.3.10). Pasamep cnucka
OEVCTBMI B MEHIO 3aBUCUT OT KOHKPETHOrO pasgena unm obbekta CUCTEMBI.

[1ns BbI30Ba MEHIO AENCTBUN:

1. Ha naHenu HaBuraummn HaBeauTe Kypcop MbilLK Ha pa3aen U 06bekT cUCTeMbI.

2. . .
HaxmunTe oToGpasmBLLytOCSt KHOMKY Bbl30Ba MEHIO AeNCTBUN !

[1na BbINOMHEHWST KOHKPETHBLIX JENCTBUN HAXXMUTE KHOTMKY BbI30Ba MEHIO AEUCTBUN N B OTOD-
pasuBLLEMCS MEHI0 BblIGepUTE MYHKT MEHIO C AEACTBMNEM.

B ocHOBHOM OKHe, B MpaBoOW 4YacTu Bknagku, oTobpaxaerca nHpopmaums o BblGpaHHOM
obbekTe. C HUM MOXHO BLINOMHATDL pa3nuyHble AencTBus. Hanpumep, npu Boibope rpynnbl
kntoveBbix cnoe (Monutuka > CnpaBo4YyHMKM > KnoyeBble cnoBa), Bbl MOXeTe [00aBUTb
KOHKPETHbIE KMNtoYeBble CroBa B rpynny Unv yaanuTb X U3 Hee.
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Solar NGFW

Solar NGFW

Hactpoiikn +Pa3zpen +pynny

Wmnopt
KHonka Bbl3oBa MeH0
JlecTBuin TEBOV 3KPAH

Ha 0co60m KoHTpone \ * Ounbtp
WcnbitatensHbii cpok

Ha yBOnbHeHue 2 PeflakTMpoBaTb

ypanutb

o
rop noao3peHnem

PacxofoBaHue mate,/ 1anbHbix cpeacrs

Bckpbitue HTTPS

NepexHanpasnexue no ICAP

MeHto AeiCTBuIA C rpynnoii NepcoH (B
KOHKpeTHOM cryyae UcnbiTaTenbHbIN
CpOK)

HeobxoAuMO pacnpeaenexune no rpynnam

1> @unbTpaums 3anpocos
Pexum 6enoro cnucka

~ OunbTpaLys OTB () BbiknoYMTb Cnon

n i Nepenn aT
MeHto fiefcTBuIA CO CrioeM npasin 2 MNepeumeHosats

MONUTUKM (B KOHKPETHOM Criyyae
cnoit Pexum Genoro cnucka)

S BHELLHWE NOAKIOY
. Konwupogatb

ICAP-cepBepbi yaanuts

Puc. 3.10. Mpumepbl MeHIO AeNCTBUN

BHumaHue!

lpu odHospemeHHoU pabome dsyx u boree aOMuHUCMpPamopos ¢ 00HOU U mou xe ekrnadkol u3me-
HEeHUsI, BHOCUMbI€ O0HUM aOMUHUCMPamopoM, HedoCmyrHbl ocmasibHbIM adMuHucmpamopam 0o
mex rop, rnoka oHU He 06Ho8sIM amy 6KkadKy.
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4. Pabo4nun cTon: MOHUTOPUHI PaboTbl CUCTEMDI

Paznen Pabouui cton (Puc.4.1) npeacraenset cobon LieHTp MOHUTOPUHIa Harpy3ku Ha y3nibl
dunstpaumm Solar NGFW, KoTopbii NO3BONSET OLEHUTb B PEXMME pearibHOro BpeMeHu co-
CTOSIHME CUCTEMbI N CETEBYHO aKTUBHOCTb MOMb3oBaTeNnen (COTpyaHNKOB KOMMaHUM) Ha yanax
dunsTpaumnn. Y3en gounsmpayuu npeacTtaBnseT cobon MexxceTeBon SKpaH C poribio aHanusa-
Topa Tpaduka.

#%  solarNGFW

— v

Hanuuue npo6nem Ha y3nax (CpeiHue v Bbille)

Moapo6Hble AaHHble Mo y3ny - main

Bpems pa6oTbl Cpenwsia 3arpy3ka (LA) KonuuecTso sinep LNy JIOCTYNHO NaMsTH

2.0y 1.7 4 7.00 GB

LY v Namsts Ha y3ne main

ET

= loctynxas 717568 6995GB

= O6wan 1256168 12561GB

1030 1040 1050 1100

Puc. 4.1. Paspgen «Pa6bouun cton»

CTaTI/lCTVIKy no napametTpamMm COCTOAHUA CUCTEMbl U aKTUBHOCTU COTPYAHUKOB KOMNaHUKN B
cetTun MHTepHeT 3a nocnegHue 15 MWHYT MOXHO NMPOCMOTPETb B BUOXKETAX U Tabnuue Ha Pa-
6ouem cTone. PerJ'IFIpHOCTb OBHOBNEHUST AaHHbIX MOXHO HaCcTpouUTb Ha Pabo4em cTtone B
npaBoOM BepXHEM Yrny B paCKpbiBakOLWEMCA MEHIO.

Puc. 4.2. Bbi6bop nepnona o6HOBNEHUA AaHHbIX HAa paboyem cTone
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Ha rpacmkax sugxetos LIMY, MamaTtb, CeTeBon Tpadmk npeacraBneHa cBogHast MHhopmaums
MO COOTBETCTBYIOLLMM CUCTEMHbBIM MapameTpamMm 1 npoxoasiwemy Tpaduky Yyepes OguH unm
HECKOIMbKO CeTeBbIX MHTepdencoB Ha onpeaeneHHoM ysne dunstpauun Solar NGFW (no
YMOMYaH1Io main) 3a onpeaerneHHbl Nepuoa BpeMeHN.

CTaTMCTVIKy O CpeaAHeM U TeKyLeM 3Ha4eHnUn MOXHO yB1OEeTb crnpaBa oT Fpa(bVIKOB.

Mo ymonuaHuio Ha rpadhmke oTobpaxatoTcs cBeaeHns 06 OCHOBHOM y3re punsTpaumm (main).
UT0Bbl NPOCMOTPETb AaHHble CTAaTUCTUKM 3a ONpedeneHHbin nepuos BpeMeHu, HaBeauTe
KYpCOp MbILLN Ha rpadiuK.

07.04.2023 17:21:00.001
= loctynuasw:  7.9668
= 0Guar 167868 |

Puc. 4.3. Pazgen «Pa6bouuni cton»: NpocMOTP CTaTUCTUKU CUCTEMbI

Takke Bbl MOXETE Cy3UTb NN pacLUMpUTbL BPEMEHHOM AnanasoH, 3a KOTOpbIn cobpaHa ctaTu-
ctuka. Mpu pacwmpeHnn nnu cyxeHum ananasoHa AaHHble B Tabnuuax AMHaMUYeCckn MeHs-
toTCS.

[ns cy>eHusi BpeMeHHo20 duana3oHa KypCoOpOM MbILLN Ha rpadouke BblAeNnTe OTPe3ok Bpe-
MEHM, KOTopbIi HeoOXxoamMmo getanuanposats (Puc.4.4).

Hanpumep, agmmHucTpatopy 6esonacHocTn HeOOXOAMMO NMPOCMOTPETL CETEBOM TpaduK 3a
onpeneneHHbIn nepuog BpeMerun. [1ns atoro Ha rpaduke Bugkera CeTteBon Tpadmk Bbige-
nnTe NHTEpeCyLWmMiA nepuog BpeMenn. padmk 6yaet nepecTpoeH cornacHo BblibpaHHOMY
BPEMEHHOMY ANanasoHy.

CeTeBoii Tpacuk
20Mbps

1.5 Mbps
1.0Mbps

500 kbps

CeTesoii Tpagpukc

07.04.2023 17:33:36.296
10Mbps —Bxoa. Tpacmk ra eth0:  23kbps

— Mo Tpadmk ¢ ethd 14kbps
500kbps

00 173410 173420 173430 173440 173450

Puc. 4.4. Paspen «Pabouui cTon»: cyxeHue BpeMeHHOro Avana3oHa
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Lna pacwupeHusi spemeHHo20 duara3oHa fBa pasa HaXXMUTE NeBOI KHOMKOW MbILLN Ha rpadomk
(Puc.4.5).

Hanpumep, agmuHucTpaTopy 6e30nacHOCTM HeOBXoaUMO NPOCMOTPETL OOLLYIO KapTUHY 3a-
rpy3kun nHTepgenca ceteBbiM TpadmkoM. [1ns aToro ABa pasa HaxXMuUTe Ha rpaduk BuaxeTa
CeTteBom Tpaduk. [pacmk Bynet nepectpoeH cornacHo BeldpaHHOMY BpeMEHHOMY ANana3oHy.

CeTesoi Tpachuk
20Mbps
1.5 Mops 368kbps  21kbps
0kops  11kbps

10 Mbps

500 kbps:

Ceresoii Tpaduk
20 Mops

15 Mbps

10 Mbps . 07.04.2023 17:33:36.296

500 kbps

Puc. 4.5. Pazpgen «Pabouui cton»: pacwumpeHne BpeMeHHOro gvanasoHa
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5. [locbe: nony4yeHue MHopmaLumu O NoNb3oBaTeNsAX

5.1. Obwue cBeaeHus

B pasgene fQocbe (Puc.5.1) MOXXHO NPOCMOTPETb BCIO UMEIOLLYIOCS FIUYHYIO N KOHTaKTHYHO
WMHOpMaLMIO O NepcoHax (COTpyaHUKaxX KoMnaHum). MHdopMauns o COTpygHUKaX KOMMNaHum
rpynnupyeTcs B COOTBETCTBMM C OPraHn3aLUMOHHO-LLITAaTHOW CTPYKTYPOM 3TOM KOMMNaHUW. Takke
MOXHO BpY4YHY0 06aBNSATb COTPYAHUKOB B rpynrbl, OTHOCALLMXCS K ONpeaeneHHON KaTeropuu.

CotpygHukos, TpebytoLmx 0coboro BHUMaHNSA agMnHUcTpaTopa 6e30nacHOCTH (YBOMEHHbIX,
YBOMbHSIIOLUMXCS, HA UCMbITAaTENbHOM CPOKE U T.M.), MOXXHO A06aBWTb B onpedeneHHble rpynnbi
kaTeropuv Ha oco6om koHTporne. BHELWHNX COTPYOHNKOB MOXHO 06beaANHUTL B rpynnbl Ka-
Teropuy BHelwHue nepcoHbl. [MepcoHbl, oTHocAwMecs K kateropum OpraHu3sauvoHHas
CTPYKTYypa, co3gatotcs cpeacrsammn Solar NGFW. [laHHble 0 nepcoHax noctynatoT u3 Active
Directory unu gpyrux LDAP-cuctem.

MpumeyaHue

B onucaHuu UcCriosib3yromcs cneOnyLuue TOHAMUA:

e [lepcoHa— nuuyo, cybbekm KoOMMyHUKayuu (Harnpumep, compyOHUK KOMNaHuu), 06beKkm 8HUMaHUSI
U KOHmMporis cryx6bl 6e3onacHocmu.

e Adpec — ar1ekKmpoHHbIl adpec nuya, Komopoe He yoasnock udeHmughuyuposams, sensowWulicss
06bEKMOM 8HUMaHUSI U KOHMPOJIS Crlyx6bbl 6e3onacHocmu.

e [pynna ocob6020 KOHMpPOJsT — 2pyrina nepcoH, 0essmenbHOCMb Komopbix mpebyem ocobozo
B8HUMaHUSI CO CMOPOHbI COMPYOHUKO8 Crlybbi 6e3onacHocmu.

Kronin ans AoBasnenus

Mowck pasaenos
HaBUraLH
(8 A@wHoM cnywae rpynn
NEpCoH)

Hacrpodkn | +Paygen  +ipynny

Kareropua _
FPYNA NERCOH

Buiparrsii
pasgen nareny i
HaBHraLMN
CMCOK rpyN NepeoH,
OTHOCALMACA K
rateropuut Ha ocobowm
KOHTpONe

IHaNOK rPYNMB! NEPCOH
Organizational Unit (OU)
s pasgena
OpraHuaauuoHHas
cTpyKTypa

COOTBETCTBY WX [aHHEIX
Ppasaena, rpynns| NEPCOH, NEPCOHb!

Kuonka ans nobaenewus 8

Solar NGFW

Ha 0COBOM KOHTPONE:

WCnBITaTensHbii cpok

Ha ysonsHenme

o nopospenven

PacXofioBaHKe MaTepHaNkHLIX CPEAcTa

OpraHH3aUMoHHas CTPYKTYPa

Employees

Microsoft Exchange Security Groups

oU1234

0U12345

+ Nepeony

rpynny NepeoHel, AaHHbIE
KOTOPOF Y& UNMEHITCSR B CHCTEMe

Jlocse atenst

Nepconss  CTaThCTMKa 3

T ——

‘ i‘ Vanos Msan Msanosuy
»

Chncox nepcoK

',' ) MeTpos Bacunuii Cepreesiny
<M

Puc. 5.1. Pazpgen «[Jocbe»

O SOLAR
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5.2. YnpaBrneHMe UCTOYHUKAMM OaHHbIX U CUHXPOHU3auua [locke

Bkl moxeTe ynpaenAaATb HaCTpOI‘flKaMM KOH(bMpraLl,I/lVI CUCTEMDbI, aKTyalnbHbIMW ONA D,OCbe, HEe
noknaada pasgern. Bbl MmoxeTe HaCTpoOUTb:

e 06HOBNEHMe 1 aBTOMaTMYECKYI0 cnHxpoHm3auuio flocke Solar NGFW ¢ Jocke Solar Dozor
nnun Solar NGFW, ycTaHOBMEHHbIX Ha ApYyrMx cepeepax;

® [OCTYN K UCTOYHUKaM OaHHbIX U T.4.

MapameTpbl HACTPOVKN OEHTUYHBI MapameTpam B pasgene Cucrema > OCHOBHbIe HACTPOMNKU
> [Nocbe.

[lns BHeCeHWs nsmeHeHnn B NapaMeTpbl HACTPOMKM:
1. B pasgene flocbe HaxmuTe HacTponku.
2. B oTkpbiBLUENCS BKNAOKE YKaXXMTE/M3MEHMTE NapaMeTpbl HACTPONKM U HAXXMUTE COXpaHUTb.

3. MooyepenHo HaxxmuTe kHonkn CoxpaHuTb 1 MPUMEHUTDL.

HacTporku

CoxpanuTb MpumenuTs

CepBuc 06HOBNEHUA JloCke

ABTOMaTMYECKasA CUHXPOHWU3ALMNA MCTOYHWKOB
Jlocke

IlepuofMYHOCTE CUHXPOHU3ALIMK

He pekomeHgyeTca 3aaBaTh Nepyuof, MeHbLue 20 MUH

JloCTyM K MICTOYHMKAM [aHHbIX > CMHXpOHW3MpOBaTh JloGasute

> ADexample

File example

> 389 Directory Server Example

Puc. 5.2. Paspgen «[Jocbe»: Bknagka «HacTtponku»

ABTOMaTMYeCKas CUHXPOHM3aLUUs NO3BOMNSIET UCMNOMb30BaTh eanHoe [locbe ¢ coXxpaHeHUeM
Bcex umetoimxcs B Solar Dozor n Solar NGFW gaHHbIX NepcoH.

HacTtpowka cuHxpoHusaumm [Jocbe onncaHa B PykogsoOcmee o ycrmaHo8Ke U HacmpouUke B
pasgene CuHxpoHu3ayusi cCo CmopoHHUM [Jocke.
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Mocne cuHxporusaumm flocbe Solar Dozor n Solar NGFW (Puc.5.3):
e B Solar NGFW 6yayT umnopTupoBaHbl HOBbIE MEPCOHBI;

® MHopMaLUSA O CyLLEeCTBYHOLLMX NEpcoHax ByaeT AonosiHeHa UK 3aMeHeHa.

Solar NGFW

Jlocke / ONepaumoHHbIA oTaen

MNepcosn

Ha 0coBom koHTpone

OpraHM3aLUHOHHAA CTPYKTYpa
Basunos Urops Jlesosuy
Employees v

i
Solar NGFW

pilot-groups

30nHH EBreHHA ApTEMHEBMY A
Onepaunonsst |- N e e

Ha 0coboM KoHTpOne

OPraHUIALMOHHAR ETRYNTYPS
Basunos Wrops Nesosir

Employees

pilot-groups

30/HH EBIEHHA APTEMMEBI

MuiCnResa Hima KapnosHa

TananwHa flapsn GoMesHa

Puc. 5.3. CuHxpoHusauusa [locbe
5.3. CTpyKkTyprpOoBaHue nepcoH/rpynn nepcoH

5.3.1. O6bwme cBegeHus

B pasgene Jocbe MoXHO 006aBnsATh, nepenMMmeHoBbIBaTb, NepemMellaTb Unn yoanatb NepCoHbl,
rpynnbl Ne€pCOH NN KaTeropumum rpynn nepcoH.

[obaBuTb/nepenmeHoBaTb/yganuTb NEPCOHY UMW rPynny NEPCOH B OPraHN3aLUMOHHO-LLTaTHOM
cTpykType (B pasgene OpraHusaunoHHas cTpyktypa) cpegctsamm Solar NGFW HeBO3MOXHO,
T.K. JaHHbIE O NepcoHax NoCcTynawT U3 CTOPOHHEN cuctemsbl (Hanpumep, Active Directory).

MpumeyaHue

Bpems kawupoeaHusi daHHbIx pa3desia [Jocbe cocmaensem 5 muHym. [loamomy 0bHO8MeHHas UH-
gopmayus Moxem omobpaxkambCsi He cpa3y Mocsie CUHXPOHU3ayuU.
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5.3.2. [leucTBUSA C rpynnamm nepcoH

B cTpykType pasgena Jocbe MOXHO [0OaBUTb HOBbIV pasgen (Kateroputo rpynn nepcoH) unm
rpynny nepcoH. [na atoro Haxmute + Pasgen vnn + Mpynny (Puc.5.4). Npu gobasneHum
pasgena ykaxuTe ero HassaHue, npu obasneHun rpynnbl — pasgen u HassaHue rpynnbl.

| Hacrpoiiku _ *Pasjen ' | +[pymny | | +Mepcony |

HayHWTe BEOWTL TEKCT

Ha ocobom KoHTpone

Puc. 5.4. KHonku gna no6aBneHnsa pasgena, rpynnbl UK NEPCOHbI
[nsa nepeumeHogaHus rpynnbl NEPCOH:
1. B MeHIo OEeNCTBUI C COOTBETCTBYOLWMM 06bEeKTOM Bblibepute NyHKT PegakTtupoBaTh.

2. B oTkpbiBLIEMCA OKHe PegakTupoBaTth rpynny B riorie lpynna otpefaktupymnte HanmMeHo-
BaHWe rpynnol.

3. Haxxmnte CoxpaHuUTb.

[na nepemeuwieHus rpynnbl NEPCOH B APYron pasaen:

1. B MeHI0 encTBui C COOTBETCTBYIOLLMM 06BbEKTOM BbibepuTe NyHKT PepakTtupoBaTh.

2. B oTkpbiBLIEMCS OKHE PegakTupoBaTtb rpynny B cnivcke Pasaen BbibepuTe HyXXHbIV pasgen.
3. Haxxmnte CoxpaHuTb.

[nsa ydaneHus BbIGpaHHOM rpynmnbl NEPCOH:

1. B MeHIo encTBUIA C COOTBETCTBYIOLLMM O6BEKTOM BblbepuTe NyHKT YAanuThb.

2. B OTKpbIBLLEMCA ANASTOTOBOM OKHE HaXMuUTe Oa.
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HacTpoixum + Paspen + pynny +[epcony

Ha oco6om KoHTpone

WUcnbiTaTenbHbli CPoK

0 VYoanute
Mop nogo3peHvem

Puc. 5.5. MeHI0 oencTBUM € rpynnomn nepcoH
5.3.3. lo6aBneHue n yaaneHne nepcoHbl

YTobbl f06aBUTL NEPCOHY B rpynny, Haxmute + MepcoHy (TakMum o6pa3oM MOXHO BBECTU
[laHHble HOBOW nepcoHbl). Mpu fobaBneHnn nepcoHbl ykaxute ee rpynny, @O n oguH 13 ee
CETEBbIX afpECOB.

MpumeyaHue

B kameezoputo (pa3dern 8epxHe20 yposHs) MOxHO 0obaensmb morsbko epyrnnsl. COomeemcmeeHHO,
0na dobasrieHuUs1 NePCoHbl 8 KOHKPEMHbIU pa3den (Harnpumep, BHewHue nepcoHbl) HE0O6X00UMO
cHadasia dobasume epynry 8 amom pa3oer.

[na yoaneHnsa nepcoHbl 3 BbIGPaHHOW rpynnbl;

1. HaBeguTe KypCcop MbIlWN Ha CTPOKY C AaHHBLIMWU HY>XHOW NepcoHbl (Puc.5.6).

2 Ha)xmnte 3Hayok .
3. B OoTKpbIBLUEMCS ANANOroBOM OKHE NOATBepAuTe yaaneHue.

MpumeyaHue

Y0ansiemasi nepcoHa nepemeujaemcsi 8 cucmemHyro epynny HeudeHmugpuyupoeaHHbie NepcoHbl
(Heob6xodumo pacnpedeneHue no epynnam > HeudeHmughuyupoeaHHbIe NMepPCoHbI).
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solar NGFW

+Paiten  +lpynny  +Mepcony Nlocbe / Mog nopo3petnem

T a Tlepconsl

A06aBHTL NEpCoHy
Ha oco6om ko HTpone

®uo ¢
WUcnbiTarensHbii Cpok

Ha yBonbHenve

-
(EMEPHKBBQ Haranes AHTOHMHOBHA
"w. ‘ ‘ H
Mon nonospennem

PacxofioBaH1e MaTep1abHbIX C... Crerupesa AnuHa MoTanosHa
) 58 Brmatne
OpraHu3aUMOHHas CTPYKTYpa

;T'J\I YnanuTb nepcory Cemepukosa Hatanoa AHTOHWHOBHA
7 w3 rpynnbi Noa nogospernem?

N

Puc. 5.6. YoaneHue nepcoHbl U3 rpynnbl
5.4. Nony4yeHue nHcpopmaLmm 0 AeATENTbHOCTU MEPCOH U Py NepcoH
5.4.1. NMony4eHue HcpopmMaLUm o AeATENbHOCTU rPynMbl NePCOH

[nsa nonyyeHnst MHpopMaumm O KOHKPETHOW rpynne NepcoH B pasaerne [locbe Bbibepute co-
OTBETCTBYIOLUIA pa3fen HaBurauMoHHON NaHenu, a 3atem — ogHy 13 Bknagok (Puc.5.7):

o [lepCcoHbI — CNNCOK COTPYAHMKOB, KOTOPbIE BXOAAT B COOTBETCTBYHOL YO rpynny (Puc.5.7).
Mpn 9TOM eCTb BO3MOXHOCTb MPOCMOTPA Kak OCHOBHbIX CBeAEHUI 060 BCEX COTPYAHMKAX,
Tak 1 NoApPO6HbIX AAHHbBIX O KaXXO0M COTPYAHUKE (B KApTOYKe NEPCOHbI, CM. pasaen 5.4.2).

-
&% solarNGFW

+Panen + Ipynny + Mepooty [Nlocse / Employees

B

MNepconsl

AoGasute

b

Ha ocobom koHTpone

ouo 4

HENbITaTenbHbiA CpoK.

1
Ha yBonbHeHne ‘G“ ficeriesa Aca [epuaHoBHa

P

Mop nofospernem

m

PacxofjoBaHE MATEPUANbHBIX C... @ Arpyrmn Apuctapx Makaposny
{auansH
v
$

®

(
L

OpraHv3aumMoHHan CTRYKTYPa v ot
p“ ™ Amaua Bnagnexa Medopnesta
| Employees U

pilot-groups

‘ AicyTin Jlenuc Cemenoai
AIMMHHCTDATHBHOE Y. - S

Puc. 5.7. Paspgen «docbe». lNony4yeHne nicpopmaumm o rpynne nepcoH

e CTaTucTUKa 3anpocoB — CTaTUCTMKA MO NocellaeMbiM MepCOHaMM, BXOASALLMMN B FPynny,
pecypcam/kaTteropmsiM pecypcoB 1 06beMy NCMOMNb30BaHHOMO NHTEPHET-Tpadmka (Puc.5.8).
B rpadmkax otobpaxatoTca cBeAeHUst O paspeLleHHbIX U 3abrnoKMpOBaHHbIX 3anpocax,
obbeme BXOASLEro N UCXOASLEro MHTepHeT-Tpaduka. B Tabnmuax npuBoaaTca BeIGOPKU
no Hanbornee noceLlaemMbiM pecypcam, KaTeropusam pecypcoB, a Takke CamblX CKavyMBaeMbiM
TMnam gaHHbiX. Kpome Toro, AaHHble MOXHO OT(hmnsTpoBaTh, MCNonb3ys hunstpol: Mepuoa,
TOI, CopTupoBaTh no, 3anpockl, UCKNounTb pecypcehbil.
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MpumeyvaHume

3adamb 3HauyeHus 05151 husIbMPO8 MOXKXHO C MOMOWbIO PACKPbIBAIOUWUXCS CITUCKO8 USIU CHEMYUKOS.

OnucaHue 3Ha4yeHul unbmpoe cMm. 8 pasdene [lpunoxeHue F, [lepeyeHb ¢hunbmpoe 0sns
dopmupoeaHusi omyemos.

Solar NGFW Bknaaka CTaTneTHka
2anpocos (akTuaHas)
+Paigen + Tpynny + Nepcosy ] / Emp 5

Nepuon TOn

Ha ocoGom ¥
3nauok CBepHyTE 20 arel

HenbiTarelsnon
w Employees

MICKNIONHTH PECYpCH

Ha yBonsHeHwe

Noa nopoapesrem

PaCKD/OBAHME MATEPUANLHBIX C

OpraHM3aLMOHHAN CTPYKTYPA
01
| Employees
36TGB B

pilot-groups 1206 MB 27T M8

pilot-users Ton 25 TON 25 THNOR CHIUAHHLIX AIHHEX N0 FRYNNe Employees

Cexpetapuar

Wrpi. OHAGAK-
2 M Hevssectsui gain

4108 13488
Gl MB

W mailry 586 i m
Microsoft Exchange Security... ol
Ena, ManwTim, 5 [ T————— 2157 :luTB

n
LIl B rypuanciso LLL et

KDECHNM UBETOM BblOeneHs!

saBnokMpoBanHoie oBbexTs ANR CTaTMCTHKa NG KOHKPETHOM rpynne nepeoH. [inA kawaoi
NoNs3IOBATENEH, BXOORILMX B rpynnkl oTobpakasTeA onpenensaHHsIi HaBop BUOXETOS ¢
rpynny (B AaHxoM cny4ae pecype Tabnuuame 1 rpaciMkaMm, KOTOPEIA MOKHO CEEDHYTE WK
mail ) paiBepHyTh, HAWAB Ha CODTBETCTBYIOLMI JHEHOK

Puc. 5.8. Pazgen «docbe». NonyyeHne nHdopmaumm o rpynne nepcoH. Bknagka «Ctatuctuka
3anpocoB»

[nst 6onee geTanbHOrO aHanM3a AaHHble Mo KaXaoMy rpadhmky unm Tabnmue MOoXXHO 3KCrnop-
TupoBaTb B dpann opmarta CSV (Puc.5.9).
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Employees

KonuuecTeo 3anpocog no rpynne Employees

20 000 [Z 3xcnopT B CSV

15 000
10 000

5000
Jxkcnopt B CSV

01.10 16.10

Excel gnanekT

JKCNoOpTUPOBaTh OTMEHUTD

336J'IDI{I‘1pUBaHHbIe 3anpoc

PaspelleHHble 3anpochl

Puc. 5.9. NonyyeHune nucpopmauum o rpynne nepcoH. Bknagka «CtatucTuka 3anpocoB»: 3KCNOpT
AaHHbIX B CSV

5.4.2. NMonyyeHune nHopmaLuum o AeATENbLHOCTU KOHKPETHOM NEePCOHbI (KapToyka
NepCOHbLI)

KpaTtkyto MHbopMaLuio 0 COTPYAHUKE MOXHO MOMy4uTb, OTKPbIB €ro KapTouky. [ina atoro B
cnucke nepcoH (B pasgerne [locbe) BbiGepUTE CTPOKY C AAHHLIMU HY>XHOTO COTPYLHWUKA, HaXaB
B obnactu ero ®0O (Puc.5.10).

s
#  Solar NGFW
+ Pazgen +Ipynny + Mepcony Jocebe / Employees

{a4HUTE BBO/IUTb TEKC Q Nepcoubi

Ha ocobom koHTpone

[NepcoHanbHble AaHHble 0 coTpyaHuke: SO,
UcnbiTaTenbHbii CpoK choTorpacpus, JOMKHOCTb, NoApasaeneHne
komnanuy, Tenedon, PHO pykosoautens MopoHwk Borax Onerosi
Ha yBonbHeHne

Mop nogospetnem Meneqxep npoayxTa

pilot-users

PacxofjoBaHWe MaTepuanbHbIX C.. S TMopoHuk borfjaH OneroB1y

OpraHM3alMOHHas CTPYKTYpa

[aHHble o cTaTyce (MpuHAT/ yBoneH)
n rpynnax neépcoH, B KOTOpPbIE BXOAUT MpunsT 10 ABr 2016 (Crax 4 rona 4 mecsua
COTPYAHHK

Employees

pilot-groups

" Nyrayesa EneHa PUaMNnosHg
pilot-users CeTeBble faHHbIe
coTpyaHuka
Cekperapvar poronik@gmailcom 10.201.26.16

Puc. 5.10. Pasgen «[Jocbe», cnucok nepcoH. KpaTkas kapTouka nepcoHbl

MoapobHyo MHOPMALMIO O COTPYAHUKE MOXHO MOSY4YUTb, OTKPbLIB €ro MOSHY KapTouky

(Puc.5.11). [ing 3TOro B KpaTKOM KapTO4YKe HAXXMUTE 3HAYOK .
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B nonHon kapTo4yke NepcoHbl MOXHO NPOCMOTPETL BCIO MMEIOLLYHOCS NIUYHYKO U KOHTaKTHYHO
nHopmMaumio o nepcoHe (Bkrnagka OcHoBHoe, Puc.5.11).

[lna 6onee ynobHoro NnpocMoTpa KapTo4Ky NepCOoHbl MOXHO OTKPbITL B HOBOW BKraake bpay-

3epa, HaXXaB 3Ha40K .

KHonku nepexcga KHonka nepexojak KHonka ansa

KHonku ans KHorka ans
MEXaY KapTouKkamm BbIGOpY KapTouek Ans KOMMpOBaHWA ynpaBneHHs -
MEPCOH, OTHOCALMXCH 0BbegUHEHUA AaHHbIX CChINKM Ha KapTOUKy MPOCMOTPOM KapToHKH F—
K O4HOW rpynne IByxX 1 Bonee nepcoH B bychep obmeHa

Npeppyuian nepcora (RO PR Coepus Kaprosacn

Paiiafepr Bacunica
AneKcaHapoBHa

J NOCTaBHTY Ha KOHTPONL
McnuiTarenttnif Cpok Moa nogo3peHnem

PR-MeHeMED 2
Npecc-caywba

5-1-5-21-793904598-20_ 15.01.1987 &
vraizberg
Raiz 01.07.2019 15:40:26

raizberg@companyru

@ oenomoe

Tpad

THilbl JAEHHDIX 1921051722

pe-yiaksenchuka.mzpro.

Puc. 5.11. NonHasa kapToyka nepcoHbl (Bknagka « OCHOBHOEY)

Ha Bknagke Tpacuk (Puc.5.12) otobpaxaetca ctaTucTMka no noceLiaembiM NEPCOHON pe-
cypcam/kaTeropusim pecypcoB 1 o6bemMy MCNOMb30BAHHOIO MHTEPHET-Tpadmka. B rpadumkax
oTOGpakaloTCs CBEAEHNA O pas3peLLEHHbIX 1 3a0roKMpoBaHHbIX 3anpocax, 06beMe BXOAALLETO
N ucxogsdulero nHTepHeT-Tpadmka. B Tabnuuax npmeogatcsa Beldopkm no 25 Hambonee noce-
LLlaeMbIM NepCcoHON pecypcam 1 KaTeropmsiMm pecypcos.

Ha aton xe Bknagke agMuvHucTpaTop 6e30MacHOCTU MOXET MPOCMOTPETb CTaTUCTUKY MO
cpaboTaBLUMM paspeLuaoLL MM 1 3anpeLatroLmMm npasunam nonuTnkm n obbemy Tpaduka ons
KaXkgoro u3 Hux.
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> Solar NGFW e a %

NPEABYIAR NEPCD._. CREAYIOWIAR NEPCoHa COEQHHMTE KAPTOURK CHDNIPOBATE CCBINKY OTHPHTY B HOBOR BRAAAINE CBEPHYTH KapTOuKY 3akpuiTh

“ N\ Borena NonHia Ceuenoma Tepnog Coptuposateno 2 Janpockl

180 aHed ] 25 M y 3aNpocos v Bee (6e3 TEXHHMECKOTD TPaduKa)

06
Janefyuwil CexpeTapuaTom

200 MB
150 MB

10 Asr 2016 4rona 5 mec

0101

OcHoBHDE
14aMB 168

omB 4 MB
S radm

THNb AARHEX

MypHan

mailru % 4228 MB 014 MB

mailru 3711 MB 012 M8, MonoBoE BOCTMTaHHE

mirtesen ru 3695 MB 012MB

MisopmaLss

livejournalcom 2 3143 MB 010 MB

ntet » e e A3apTHBIE HIPbL, OHNAAH-KAZMHO
yaplakalcom 18 2458 MB 009 MB

v (paBoTasiume NpaBuna NONKTMKK

CpaBOTaBUIME Pa3PINOLIKE NPABIAA NOAUTHKN

[OcHoBHas nonuTMKa |/BRowpossa
JaNpewEH b PECYPLOB & 3ANPoCax

CONTINUE DENY 191

[0cHOBHaA NOAMTKE |/BACKIPORKE
BaHHBX HEUEHIYPHLX 3aNPOCoR

MITM DENY 14T

efiefenie Kateropui

DETECT_G

CONTINUE

Puc. 5.12. NonHas kapTo4yka nepcoHbl (Bknagka «Tpaduk»)

Ha Bknagke Tunbl gaHHbIX (Puc.5.13) otobGpaxxaeTca cTaTucTMKa rno KorMyecTBy 3anpocos,
0b6beMy MHTepHeT-Tpadmka U TMNaMm AaHHbIX, OTNPaBAEHHbIM UIN NOMYyYEHHbIM NEPCOHOMN.
padmkn oTobparkatoT CBeAeHMs1 O pa3peLleHHbIX M 3abnoKMpoBaHHLIX 3anpocax, oobeme
BXOASLLEro N UCXOASALLEro MHTEpHET-Tpadmka Ans nepcoHbl. B Tabnuuax npusoasTcs BbIGOpKU
no 25 Tnnam gaHHbIX, Hanbornee YyacTo nony4YaeMbiM 1 NepeaaBaeMbiM NEPCOHOMN.

MpumeyaHue

KpacHbiM usemom 8 mabruyax ebidesniiemcsi 3abrokupoeaHHbIU mur OaHHbIX.

O SOLAR 40



o,
p
L

Solar NGFW

MNpeabiaywas nepco... Crenylowas nepcona

‘% \  boravesa Nonuwa Cemenoara
o4

3aBeqyuuit cexpeTapuaTom

10 ABr 2016 4ropa 5 Mec

OcHoBHoe
Tpauk
TUNbl faHHBIX

ypHan

CoeauHUTS KapTouKH

Nepuos 3anpocsi

180pHen B 5 Bce

TANbI faHHbIX

Ton 25 TUNOB CKAYAHHBIX AAHHBIX

Hew3seCTHan Kateropus / HewssecTHbii (haitn

Hen3BecTHan kateropns / HewsecTHbiA iain

MynsTumenva / Bugeo 8 (hopmate MPEG, MPEG-4,
MPEG-TS

3 TEXHAYECKOTO TPachnKa)

CKOnMPOBAT CebinKy

OTKPLITb B HOBO BITAAKE  CBEPHYTb KAPTONKY

0Gbem Tpachuka
200 MB
150 MB
100 MB
50 MB

09 0110 o111 0112 0101

19MB  182MB  144MB  1GB

omB 1MB OMB  4MB

Ton 25 TNOB MepenaHHbiX AaHHbIX

Hew3BecTHan KaTeropun / Hew3secTHbiii (aitn

Heu3BeCTHan kaTerophA / Hew3secTHbiA hain

MynsTumenua / Bugeo 8 popmate MPEG, MPEG-4, MPEG-
TS

MnhonmauMonsbe TexHONOrUM £ KACKANHAR TARNML

Puc. 5.13. NMonHaa kapTo4yka nepcoHbl (BKNaaka « Tunbl AaHHbIX»)

Ha Bknagke XypHan (Puc.5.14) otobpaxaetca ctaTucTuka no noceLiaemMbiM NeEPCOHON pe-
cypcam/kaTeropmsam pecypcoB, paspeLleHHbIM 1 3abrokMpoBaHHbIM 3anpocam. B 3aBucmumocTun
OT BblOpaHHbIX 3Ha4YeHW B Tabnuvue MoryT 6bITe NpuBeaeHbl cBeageHnsa o npotokone HTTP,
kogoe HTTP-oTBeTa, 3aronoBkax 3anpoca, IP-agpece ncroununka, URL 3anpoce, URL napamer-
pax, URL nytu, gaHHbix User agent, rpynnax nepcoH, npaBurax 1 CNosix NONNTUKN, pesynsTatax
NpOBEpPKM, cTaTycax unsTpalmu.

C nomouubto (*)I/IJ'Ipra KonoHKN MOXXHO N3MEHUTL H860p 0To6pa>|<aeMb|x B Ta6r||/|u,e KOJTOHOK.
,D,J'IFI 9TOro B pacCKpbiBawLEeMCA Crincke Bbl6€pI/1Te Ha3BaHUA HY>XXHbIX KOJITOHOK.

CoenmuTs, KapTOwIoH Conuposath ccwnxy | OTKkpuiTL B HOBOR BITARKE | | CoepHyTh KapTosy | | 3akpuih

Nepuon KonoHKiA 3anpocel HTTP-Kop,

=] URL nyTb Bce Bce v Bce

Jiamut

Pecypcei

7 puent

g HopoTaesa Mapra THMYpOBHa

wt
aTeropuM

VHKeHEep N0 HCnNyaTaumi
100
410 Asr 2016

3rona 7 mec ¥ypHan (nepasie 100 cTPoK)
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11.03.2020 12:34:46 instagram.com /togliatti/37 files/aist_provider gif

Hypuan

11.03.2020 12:29:40 login skype.com /0x1/1861.htm

11.03.2020 12:26:45 okru /tvarhtm

11.03.2020 122112 www.Ins-counter.ru /a/afanasxew_r_s/text 0230shtml

11.03.2020 12:13:08 okru /a/afanasxew_r_s/text_0230shtml

11032020 12:12:34 yaplakal.com /preld /social jpeg

11.03.2020 120546 lenta.ru /bxt/1861.htm

Puc. 5.14. NonHasa kapToyka nepcoHbl (BKnaaka «KypHany»)

CeeneHus Ha Bknagkax Tpaduk, Tunbl gaHHbIX 1 XypHan otobpaxeHbl 3a nocnegHue 7
OHen. 3TN AaHHbIe MOXXHO OTCOPTUPOBATb NO 3HAYEHUSIM, BbIGPaHHBIM C NOMOLLbIO (OUBTPOB
Puc.5.15.
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Mepwon CopTHPOBaTL NO 3anpocsl

Konwuecrey 3anpocos v Bce (623 TEXHHYECKOro TpagmKa)

MNepwon Ton 3anpocsi

25 Bce (6€3 TEXHWYECKOTO TPA(HKA)

MNepuog, an Pecypcbl 3anpocs! HTTP-xop
Bce

e MMt

100

Puc. 5.15. NonHasa kapToyka nepcoHbl (BKkNnagku « Tpaduk», »Tunbl AaHHbIX» U »KypHan»)
5.5. Onepaunm ¢ AaHHbLIMU NEePCOH

5.5.1. NepeyeHb onepauun ¢ AaHHbLIMU NEPCOH
Monb3oBaTenb MOXET BbINONHUTL CReayoLmne onepauum ¢ AaHHbIMU NEPCOH:
o [o6aBnTb NpMMeYaHus, KOMMeHTapumn n annel (cMm. pasgen 5.5.2).

o OTpenakTnpoBaTb OCHOBHbIE CBEAEHMSI O NepcoHe (CM. pasagen 5.5.3).

e OObeaMHUTb OaHHble OAHOW MEPCOHbI, XPaHSLWMECS B pasHbiX kapTodkax (00beanHuTb

KapTOYKM NEpPCOH, CM. pasgen 5.5.4).

e JkcnopTuposaTb CBeAeHUs 0 nepcoHe B oopmat vCard (anekTpoHHas BU3UTHAs KapTodka).

[lns aToro B NOMHOM KapTo4Yke NEePCOHbI HAXMNTE DKCMOPT MNEPCOHbLI.

e YpanuTb NepcoHy, co3aaHHyto cpeactesamm Solar NGFW (1.e. He Bxogswyto B rpynny Op-
raHu3aumoHHas cTpyktypa). [1na aToro B NOfHON KapToyke NepCcoHbl HAXMUTE YaanuTb
nepcoHy n garnee B oTobpasmBLUEMCS AMANOroBOM OKHe nogTeepauTe yaaneHue (Cwm.

pasgen 5.3.3).

5.5.2. [lo6baBneHne npumMmevyaHMn, KOMMeHTapueB u ¢pannos

B nonHoit kapTouke NepcoHbl agMMHUCTpaTop Ge3onacHOCTU MOXeT Ao6aBNsTb TEKCTOBbIE
nprMeYaHusi. Tak MOXHO ykasblBaTb, HAaNpUMep, peEKOMeHAaLMM No AarnbHenwemy HabnoaeHmo

3a NepCOHOM, HaNMOMUHaHUS, 3amMmedyaHns U T.0.
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None BBOAA KHonka Khonka nobaenexus
TekcTa pfobasneHus thaiina

npuMevaHuaA npuMeYaHuaA

ObnacTb NnpuMeYaHus:
e aBTOp, 4aTa W Bpems
nobasneHus, TekcT
npUMeYaHnus uunu daiin

ie.kalinkin 16.03.2018 18:22:51

iekalinkin 16.03.2018 11:04:25

ie kalinkin 16.03.2018 11:03:47 Khonka yaanexus

B Orerxisx (62K6) npuMeYaHua (oTobpakaeTca
NMpW HaBEOEHWM Kypcopa Ha
obnacTe NpUMeYaHus)

Puc. 5.16. NMonHasa kapToyka nepcoHbl: ob6aBneHne, NPoCMoOTp U yaarneHne npuMmevaHun
[na nobaeneHus npumeYvaHms:

1. B 6noke gnsa paboTtbl C NpMMeYaHnsMu B COOTBETCTBYIOLLIEE NONe BBEAUTE HEOOXOANMbIN
TEKCT.

- Haxmurte .

[ns nobaeneHus danna:

1.
B 6noke gns paboTkl ¢ npMMedYaHnamMmn npukpennte darnn, Haxas KHOMKY

2. MNpw Heo6xoaMMOCTM B COOTBETCTBYIOLLEE MOSe BBEAUTE TEKCT.

’ Haxmurte .

,D,J'IFI yoaneHuna npuMedaHuna:

1.

HaeeguTe Kypcop Ha 06rnacTb HY>KHOTO NPUMEYaHNS U HAXXMNUTE .
2. B oTobpasuBLLEMCS OUaNOroBoM OKHe YaanuTb npuMme4vaHme? Haxmute [a.
5.5.3. PegakTupoBaHue gaHHbIX NepPCOHbI

A,D,MI/IHI/ICTpaTOp ©e30nacHOCTN MOXET U3MEHSATb OCHOBHYHO I/lH(bOpMaLl,I/llO O nepcoHe. K aton
MH(bOpMaLl,I/WI OTHOCATCA cCBeAeHUs, 0To6pa>|<a+ou_|,v|ec;| B MNONHOM KapTo4Ke nepcoHbl.

[na nepexofa B peXxvM pefakTMpoBaHUs [aHHbIX MEPCOHbI B NOMIHOM KapTOYKe NepCOHbl Ha-
XMmuTe Pexxum peaaktupoBaHusa. [ocne atoro 6rnokv AaHHbIX, KOTOPblE MOXHO OTpedaKTu-
poBaTb, CTaHYT NoACBEYEHbI NYHKTUPHOW NUHNen (Puc.5.17). ina Havana nameHeHus aHHbIX
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HaxxmMuTe B NMtobom MecTe Groka, cogepkallero AaHHble NepCcoHbl, KOTOPbIE HY)XXHO OTpeaak-

TUpOBaTh.

Solar NGFW
Mpeasayuian nepeora Creayiousan nepeora OGbERNHMTE KIPTOUKH
"B AIkDBIOB Urops MnaToKoBKY

N

HauanbiK enywbbi

BUATH U3 PENHME PEAZKTHROBZHHR

MpuHsAT 10 a8r. 2016
CTam 7 netT I MecAues 3 oHa
ISIMONip jakovcov
Ipjakovcov@akbprogress.ru
ipJakoveov
OcHoaHoe S $-1-5-21-3480291418-3434137707 .

Tpadwmx

TNkl fatHbIX

WypHan

=

[ Fanpeis,

Inenopr neprore:

Employees  pilot-users  Cy6a nepconana

CN=ip.jakovcov,0U=pilot-users,0U=E...
Wrops

AkosLoB
0U=pilot-users,0U-Employees,DC=i..

Puc. 5.17. NonHaa kapToyka nepcoHbl. PeXxxum pegaktupoBaHua gaHHbIX

,D,J'ISI N3MEHEHNA OaHHbIX NEePCOHbI:

1. B nonHon KapTo4Ke NepCcoHbl nepele,MTe B pEXUM peaaKTnpoBaHusa, HaXaB Pexum penak-

TUPOBaHUA.

2. HaxxmuTe B ntobom mecte 6rioka ¢ gaHHbIMMU, KOTOpPbl€ XOTUTE U3MEHUTb.

3. B oTkpbiBLIEMCS OKHE PegakTupoBaTb n3MeHuTe n/unu gobdaesre gaHHble (Puc.5.18).

4. Haxkmute COXpaHUTb.

,D,J'IFI BbIXOAa U3 pexunMma peaaktnpoBaHUA OaHHbIX B NosIHoM KapTo4vKe NepCoHbl HaXMUTe

BbINTK U3 peXxnma peaakTUpoBaHUS.
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Pe,
i OKHO ANsi U3BMEHEHUS

JaHHbIX bnoka ®oTo

) e
OxHo 014 U3MeHeHUa

ono JaHHbix brioka Appeca

Noapasgenexue PeflaKTMpoBaTh 3. NOMTEI

Don#HOCTs

- OkHo ona U3MeHeHHA

JaHHbIX brioka
lNepcoHankHLIe faHHLIe

PepaxkTuposats

Puc. 5.18. Pexxum pegakTtupoBaHUA AaHHbIX: NPMMepPbl OKOH ANA pefakTUpoBaHUA CBeAeHUn o
nepcoHe

5.5.4. ObbeagnHeHMe KapToyekK NepCcoH

MHoraa AaHHbIe 0QHOTo M TOTO XKe YenoBeKa XpPaHATCSH B pa3HblX KapTovkax. Hanpumep, ecnu
ofHa KapTo4ka NepcoHbl BGbina nonyyveHa u3 BHeLLUHeW cucteMsl (Hanpumep, 13 Active Directory),
a gpyrass — co3gaHa cpeacteamu Solar NGFW. [Ins Takmx criy4aes B CUCTEME €CTb BO3MOX-
HOCTb 0ObeaUHATb HECKOIBbKO KapTovek B OAHY.

BHumaHue!

MoxxHO 06BEeOUHSIMB!

o Heckonbko kapmoyek, co30aHHbix cpedcmeamu Solar NGFW. lNpu amom Heobxodumo ykasamb,
8 KaKyto U3 kapmoyek O0/mKHbI Obimb CKOMUpPoBaHbl OaHHbIe (OCHOBHYIO KapmouyKy). OcmaribHbie
Kapmouku 6ydym asmomamu4ecku yO0asreHsbl.

o Kapmouku, co3daHHbie cpedcmeamu Solar NGFW, ¢ odHoli kapmoyKol, 8 KOmopouU XpaHsmcs
0aHHbIe, rory4eHHbIe U3 8HeWHel cucmembi (Harpumep, us Active Directory). lNpu amom e kaqe-
cmee 0CHOBHOU Moxem bbimb yKa3aHa MmoJibKO Kapmoyvka ¢ 0aHHbIMU U3 8HEWHeU cucmemai.

[ns o6beanHeHns kapToYek:
1. B nonHown kapTodke NepcoHbl HaxxMMTe O6beANHUTL KapPTOUKM.

2. B otobpasumsLluemcsa okHe O6beanHeHune kapto4ek (Puc.5.19) B nomckosom norne Bbibe-
puTe nepcoHy BeeauTe AaHHble (PO unu agpec) Tpebyemor nepcoHbl 1 B 0TOOpa3uns-
LLIeMCS CnrCKe BbIBEPUTE HY>KHYIO MEPCOHY.

3. MNpn HeobxoanmocTn noBTOpuTE M. 2, T.K. CUCTEMA MO3BOMSIET COEAUHATL ABe N Bonee
KapTO4eK.
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4.

5.

CpenaviTe OCHOBHOW KapTO4Ky, B KOTOpOMW ByaAyT COXpaHeHbl AaHHble U3 ApYruX, BKIOYNB
COOTBETCTBYIOLLYYIO OMLUIO.

Haxmute CoxpaHuUTb.

OBLeRHEHHE KaPTONEK

OBbeAuHEHME KapTO4eK, COBAaHHBIX
cpegcTBamu cucTemsl. [Mpu ycrosum, yTo
B OfHOW KapTO4Ke XPaHATCA AaHHbIS,
MONYYEHHBIE 13 BHBLIHEN CHCTEMBI
(Hanpumep, us Active Directory).

B aTom cnyvae 0CcHOBHOM KapToHKoi
MOXeT BbITb yKasaHa TONbKO KapTouka ¢
[DaHHBIMK U3 BHELHER CHCTEMBI

Bubepute
OCHOBHYI KapTY

OGuemmenne KapTovex

Buibepute
Nowta t OCHOBMYIO KapTY

7 A—
OE'bQIJMHeHVIe KapTo4ek, co3aaHHbIX Npusst

CPEACTBaMN CUCTEMBI.
MoHo ykasaTb OCHOBHYHO KapTouKy, Nlowra
YCTaHOBUB COOTBETCTBYIOLMI
nepeknKyaTeN: B NONOKEHUS on/ skype

Puc. 5.19. O6beanHeHne KapToyeK NepcoH

5.6. NMone «Monck NnepcoHbI»: onepaTUBHbLIA AOCTYN K AAaHHbLIM O
nepcoHe/agpece

Ons onepatnBHOro A0CTyna K AaHHbIM O NeépCOHE B KaXAO0OM pasferne MHTepcbeVlca nmveeTcH
none MNMowuck NMepPCOHbI. C ero noMoLLbo MOXHO UCKaTb nepcoHy no cneayvwnm anVI6yTaMI

OUNO0;

OOIMKHOCTb;

agpec ANeKTPOHHOW NoYThI;

Skype (Mms yyeTHOM 3anmcm nonb3oBaTtens ans astopmsauun B Skype);

ICQ UIN (ngeHTrdmkaTop y4eTHOM 3anucuK nonb3oBaTtens Ans astopmsaumm B 1ICQ);

Login (Mms1 y4eTHOW 3anmcu, No4 KOTOPOW MONb3oBaTeNb BOLLEN Ha NOKaNbHY MalluHY.
Hanpuwmep, ivanov.ivan);

SID (ngeHTudpmkatop 6€30nacHOCTM YY4ETHOWN 3anncuy Nonb3oBaTenst KOMMNbloTepa);

Windows-login (umMsi y4eTHOM 3anucn, Noa KOTOPOW MONb3oBaTeNlb BOLUEN Ha FIoKanbHYH
MaLluHy, B BUOe <AaoMeH\MMsi nonb3osatensi>. Hanpumep, domain\ivanov.ivan);

IP-agpec (IP-agpec nokanbHOW MalLMHbI NONb30BaTENs);
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® MMs XOCTa (MMs foKarbHOW MalluHbI NoNb3oBaTens).

BHumaHue!

lNouck 3aryckaemcs npu 8800e repg8ozo cumeosia U eedemcsi N0 BCeM BbilleyKa3aHHbIM aTpubyTam.
lMpu amom uulymcs mosibko me MePCOHbI, 8 0aHHbIX KOMOPbIX uMeemcsi cogrnadeHue HayanbHbIX
cuMBori08 ¢ 88e0eHHbIMU (Harnpumep, 8 chamusnuu, uMmeHu u/unu domkHocmu, cMm. Puc.5.20).

Xabnbosa KceHns CBATOCNABOBHA

[2] a

Mepconb! (5 u3 5)

@ Mymanis, Ta(m!'epmaﬂaﬂH.] =
PR-MeHeqTEn
Soloveespilot-users

emco Angpen PogroHoBuY
TRTREHED N0 IKCNYATALMY
Employeespilo ;
Benbsesynoea 3opsana AnatonsesHa mrs.TosterT
Benuxuii 3amecturens cneymanucta

SMTH

9 l[:iﬂThll(BEIE.IBi.EHVM Eﬂ:dEEFI;IEGEMH MapkeTonos UTHK
= N - aHa

Employeespilot-users il pilot-users

@ XaBuBosa Kcenun CeAToCNaBoBHa -
1 i Geat

M'IMK MHDOPMALIMOHHOA GE30NACHOCTH
pilot-users

CantbikOB EBreHnin Bauecnasosuy

Puc. 5.20. Oco6eHHOCTHM NOUCKa NePCOH: NOUCK BeAeTCsl OAHOBPEMEHHO MO HECKONTbKUM
aTpubyTamM NepcoHbI

Taknm O6p830M, 4ana onepatnBHONO Norty4eHnA cBedeHUn o nepcoHe:

1. BeeaguTe B none NMounck nepcoHbl NepBbin Tpebyembin CMMBOS — MO MEpPE BBoAaA CUCTEMA
Oyoet oTobpakaTb COOTBETCTBYHOLLMIN CMMCOK NEPCOH/aApecoB, B AaHHbIX KOTOPbIX €CTb
COBMageHne HavarnbHbIX CMMBOJIOB C BBeAEHHbIMK (Puc.5.21).

2. B cnucke nepcoH/agpecos BbiGepuTe CTPOKY C HY>XHbIMK AaHHbIMU. OTOOpasnTCa KapTodka
3TOW NepCOHbI/3TOro agpeca.
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Mepcons (4 1z 4)

@ Esgoxum McTHCNaBuy PoRzMar
Empl

{ Ezgokny JasHenosny 3eneHcenn NonxHoCTe 3aBeyiowmin (HasanbHK) OTAENOM Hay4HO-
- ! -
=" I ) TEXHHUYECHOA HHIPOPMALIMA

pilot-users
3 r
=]
-1 3

3onuvH EBAOKUM AHLPOHOBUY

o

e

E

MpanaT 10 Asr 2016 (Ctax 4 roga 7 MecAles

ea.zolin@akbprogress.ru

Puc. 5.21. OnepaTMBHOe€ nosy4yeHue AaHHbIX O COTPYAHUKE
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Solar NGFW obecneunBaeT KOHTPOIb NPOXOASLLENO CETEBOIO TpadmKka C MOMOLLIbIO CO3AaHHbIX
odumuepom b6esonacHOCTM NpaBui aHanmaa, Mx 06paboTkM KU UCKMOYEeHU 13 HUX. Takne npa-
BWMa BKNtoYatoT B cebsi ycnoBusa npoBepkun Tpaduka n Habopbl 4eNCTBUIA, KOTOpble cpabaThbi-
BalOT Npw BbINOMHEHUN ycrnoBuin. COBOKYMHOCTb 3TUX NpaBun obpasyeT nonuTuky nHdopma-
LLMOHHOW 6e30nacHOCTM.

O6paboTtka Tpadumka, NOCTynatoLLEro B CUCTEMY, BbINOMHAETCS C NOMOLLbIO (ounsTpa — cne-
UnanbHON NporpaMmMbl, aBTOMaTUYECKN reHepmMpyeMon Nno 3agaHHbIM YCNOBUSIM U NpaBuiam
duneTpaumun. Ona HacTponku npaBun unbTpaumm oduuep 6e3onacHOCTU MUCMNONb3yeT
onpeaeneHHbli HAabop NHCTPYMEHTOB U 371EMEHMO8 MOUMUKU.

OcHoBHble anemMeHTbl nonutukn Vb npuBeaeHsl B Tabnuue ganee.

Tao6n. 6.1. OcHoBHbIe anemMeHTbI nonuTukn Ub

HasBaHue OnucaHue

Cnou npasun nonutukm |Habop npasun n/munu UCKMOYEHWUI MONUTUKKN, KOTOPLIV NpegHa3HayvyeH Ansd peleHns
KOHKPETHOW 3afa4vun nonutukm (nogpobHee cm. pasgen 6.4).

Mpasuno OnemMeHT NonuTuKK, coaepxalumi Habop yCrnoBuIn, KOTOpble NPOBEPSET cuctema, u
Habop AEeNCTBUIN, KOTOpblE BbLINOMHATCA B Cryyae YCNELHOW MpOBEPKN YCIOBUN.
MpaBuna rpynnupytoTca B Habopbl NpaBun MNONUTUKM (CIOW NPaBwm MOMUTUKK, CM.
pasgen 6.5.1), 4TO NO3BONSIET MCMNOMNBb30BATh CIIOXHbBIE aNropUTMbl NPOBEPOK.

WckntoveHne OBBbEKT MONUTUKN, cogepxawmmn Ha6op yCJ'IOBVIIZ, KOTOpPbI€ NPOBEPAET CUCTEMA C LieJblo
NCKIKOYeHna nccnegyemoro o6bekTa n3 NPOBEPKU B TEKYLLIEM CI10€. Mpn bopmupoBaHnn
NCKIMKOYEHNA MOXKHO yKa3aTb TOJIbKO yCIioBUA.

Ycnosue Jlornyeckoe BbipaxeHue, NpMMeHsieMoe K 06BbEKTY CUCTeMbI 1 Bo3BpaLlatoLlee nnbo
3Ha4eHwne "ncTuHa" (ecnu oObLEKT YAOBMNETBOPSET JAHHOMY YCINOBUIO), MM60 "noxe" (B
WHOM cry4ae). YcrnoBust MOryT 6biTb MPOCTBIMU U CIIOXHBIMMU.

[Hevictere Hencrteue (onepauusi), KOTOpoe HEOOXOAMMO NPUMEHUTb K OOBLEKTY MO pe3ynsratam
NpoBepKn ycnosui. Hanpumep, nepegada 3anpocoB M OTBETOB, NepeHanpaBneHune
Tpacduka. [1efcTBMA ABMAOTCA CUCTEMHBLIMM 3NEMEHTaMu MONUTUKM U 3a4aloTcs B
npasunax. CUCTEMHbIE areMeHTbI MONUTUKN NONb30BaTeNb HE MOXET co3aaBaThb, pe-
AaKTMpoBaTb UNN yaansTb.

HenctBua Moryt OblTb OCHOBHbIMU W OOMOIHUMESbHbIMU, YCIO8HBbIMU W 6€3yCr108HbIMU.
OcHoBHble genctans ByayT NnpUMeHeHbl K 0OObEKTY Npu BbINOMHEHUS NpaBuna B NEPBYO O4e-
peab. MNocne Bbibopa OCHOBHOrO AENCTBUSI MOXHO BblOpaTb OAHO UM HECKOSbKO OOMOMHM-
TENbHbIX OEVNCTBMIA. HO 3TO BO3MOXHO TONbKO B npouecce hopMupoBaHum npasun U/vnm nc-
KrodeHun ans ovneTpaumm 3anpocoB UM OTBETOB.

Mpwn BbIGOPE HEKOTOPLIX OCHOBHLIX M AOMOSTHUTENbHBIX AENCTBUIN O0TOOpa3nTCa OQHO Un He-
CKOJbKO JOMNONTHUTENbHBIX MOSIEN, B KOTOPOM HEOBXOAMMO YKa3aTb COOTBETCTBYHOLLEE 3HAYEHME.
Hanpumep, npu Boibope gencteus CBaA3aTb ¢ NepCOHOM BPY4HYH, 0TOOpasuTcs none, B
KOTOPOM HeOOXO0AMMO yKasaTb NepcoHy. B ogHOM npaBuie MOXHO 3agaBaTb HECKONbKO 40-
NONHUTENBHbIX AENCTBUIN, HO NMPU 3TOM MaKCUMaribHOE KOSIMYECTBO LOMOSTHUTENbHbBIX 4ENCTBUI
He JOImKHO ObITb OonbLue 7.
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MpumeyvaHue

YcnosHble delicmeusi He nMpueodsim K ebixo0y U3 Yukna obpabomku noumuku, m.e. He Hapyuiarom
ecmecmeeHHOU HUCXo0siLel npo8epKuU rnpasusl (ceepxy-8HU3) U Mo2ym 8bIMOoSIHIMbCS rnocriedosa-

meJibHO.

lpu ebinonHeHuUU 6e3ycrnosHbix delicmeauli obpabomka nonumuku rnpexkpawaemcs. K 6e3ycroeHbiM
delicmeusiM OMHOCSIMCS 8ce 0CHO8HbIe Oelicmeusi, kpome: Hu4e2o He Aestamb u Paspewums 3anpoc
(docmyriHO MosbKO 8 crioe ¢hunibmpayuu 3anpocos).

B Tabnuue npaeun omnsTpaumnm 3anpocoB 1 OTBETOB B KONOHKe [lencTBUA OyneT otobpaxkeH
COOTBETCTBYHOLUMIA 3HAYOK BMECTO Ha3BaHUS AelcTBUsl. KonnyecTBo BbIOPaHHbIX AOMOMHM-

TernbHbIX AENCTBUN

OygeT ykasaHo Haj 3Hadkom (Hanpumep, .). OnuncaHne Bcex 3Ha4koB

npveegeHo B Tabn.6.2.

Tabn. 6.2. 3Hauykmn Ansa 0603Ha4YeHUsA OCHOBHbIX JeNCTBUM Npu POpPMUPOBaAHMU NMpaBun
¢hunbTpauum 3anpocoB U OTBETOB

Hencrteue 3Hauok

Hwyero He genatb

O

3abnoknpoBatb

(>

3anpocutb nogTBEPXKAEHNE

[MepenanpaBuTb

PaspewmTe 1 He npoBepsTb ()
panblue

Paspeluntb Yepes proxy-cepeep 9

PaspeLumnTb 3anpoc

o

MposepuTb cepTndukar

MoapobHee o0 paboTe C OCHOBHbLIMUW SrlEMEeHTaMM NONUTUKK CM. B pa3gene 6.4.2.

B Ta6r|v|u,e gariee npmeefeHbl UHCMpyMeHmMbI rnosiumuku and (bOpMI/IpOBaHI/lFI nonutukm NbB.

Tabn. 6.3. KpaTtkuin 0630p nHcTpymeHToB nonutuku Ub

HasBaHue ‘

BHewHne nogkntoye-
HUA

OnucaHue

WHCTpYMEHTBI MONUTKKK, B KOTOPbIX YKa3aHbl NapaMeTpbl HACTPOVKM A1 NepeHanpaBneHns
nonb3oBaTtenbckoro Tpaduka (nogpobHee cm. pasaen 6.5.3).

O6beKTbI MONMUTUKN

MHCTpYMEHTbI MONUTUKKM, NpeaHasHaYeHHble ANns OpMMPOBaHUS NPaBui W/Unu NCKoYe-
HUIA NoNUTKKKM (NogpobHee cM. pasgen 6.5.4).

CnpaBoYHMKM Habopkbl (cnucku) anemeHToB, CrpynnMpoBaHHbLIX N0 onpeaeneHHoMY NpuaHaky. Kaxabivi
13 3NIEMEHTOB COAEPXUT KpaTKue cBeAeHUs O KOHKPETHOM 06bekTe. CnpaBoyHble AaHHbIE
MOTFYT MCMONb30BaTbCS B APYrMX 0ObeKkTax CUCTEMbI, YTO NO3BONSET n3bexaTb MHOrokpar-
HOro BBOAA OAHOW 1 ToM Xe nHdopmauum (noagpobHee cm. pasgen 6.5.5).

LLia6noHsbl Habopbl npaBun NpoBepkM TEKCTOBOW MHCpOpMaLIMK Ha Hanuyve u/unu oTCcyTCTBME Onpe-

[OErneHHbIX 3MIEMEHTOB TeKCTa. Takke LuabnoHbl MOryT npeacTaBnaTb coboW CTpaHuLbl
Onsi yBeooMreHusi nonb3oBatenei (nogpobHee cm. pasgen 6.5.6).
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MpumeyvaHue

BnemMeHmbI U UHCMPYMeHMbI MoAUMUKU Mo2ym co30asambCsi caMmoll cucmemol u aOMUHUCMPamopom
6e3onacHocmu.

YnpaBneHne aneMeHTaMn U MHCTPYMEHTaMu NONUTUKN BbINOMNHAETCA B pasgene MNonutuka
(Puc.6.1), nogpobHasa nHdopmauusa npuseneHa B pasgene 6.5.

Kxonka gna
NPUMEHEHUA
MOMMTHKN

Kronkw gna
3KcmopTa/MMnopTa
MOMUTHKN

KHonka ans cosgaHus
npasnna W1NKM UCKITHEHUS
(3aBucuT OT crios)

[Morne ans noucka (B AaHHOM
Ccny4as No HasBaHWK NpaBuna Unu
UCKIKOHEHUA KOHKPETHOrO CMoR)

Wwmnopt Monutika / @uifiTpauns oTeeTo. / 061L3A NONKTHKA (
=% MEKCETEBOW 3KPAH CoapaTs npasuno

KOHTEHTHAA ®WUNLTPALLAA Honwuecrso 2 HKonuuecrso

) [ocTyn 623 ayTeHTMOHIALHN Hazgarine Deficrenn Wcrousix Haznauesne Korpa u kem uamenero  flon

HcKAONeHnA

dmi
{5)¢ BexkpoiTue HTTPS Pa3pewnTs youtube... ?;;;nzozus-u

@ nNepenanpasnetiue no ICAP 5 )
N M & oGoe
ApmuHam kauatb Ge. Heayrentugpmun_  fMioGoe 14.03.2022 15:48

¢35 DHUALTPAUMA 3aNPOCOs Dpsenna

admin

JNumnT Tpahuia 16b NioGoi NwGoe
14.03.2022 15:57

£> OHNLTP3UHA 0TBETOR
admin

3anpeTMTh BCeM CM... Moo
14032022 15:46

 0B6LWanA NOAMTHKE (OTBETbI)
4 BHELHMWE NOQKNIOHEHA

OBLEKTBI NOAMTHUKK

BbibpaHHbii

@] CPABOMHMKM : cnoi npasun
NONMUTHKK

Tabnuua ¢ npasunamu 1
MCKMIOYSHNAMM KOHKPETHOTO Cros
(B 4aHHOM cny4ae NpeAcTasneH
Habop NpaBun W MCKIKYEHWIA Cros
O0wan nonutuka (0TBETLI)).
WcknioyeHus ecerga
pacrnonoxeHsl Hag npasunamm

Cebinka 4ns nepexopa K
3MEMeHTY NONUTUKK. B
[JaHHOM CryMag MOXHO

nepeiTH K CIIMCKY PECYPCoB
block YouTube

7 WABNOHBI

MaHenb Hasurauuu. YTobbl HavaTs paboTy ¢
3MEMEHTOM MOMUTUKM, HYXHO BIBPaTh ero Ha naHenu

Puc. 6.1. Pasgen «[Monutuka»

MpumeyaHue

lMonumuka punbmpayuu cHumsigaemcs u3 ghadna policy.xml, komopelil no ymondaHuro co3daemcsi
8 npoyecce ycmaHosku Solar NGFW.

Takke Bbl MOXETE NPUOBPECTU NMLIEH3MIO C MOAMMUCKON Ha pacnpoCcTpaHSeMyto NonmTuky. B
3TOM Criyyae npu 3arpy3ke nMueH3nn BbINOMHAETCA 3arpy3ka n aBToMaTnyeckoe npumMeHeHne
pacrnpocTpaHsieMOW NONUTUKN Ha y3ne. [poBepka 0GHOBNEHNI TAKOW MOSIMTUKN U UX 3arpy3ka
BbINOMHSETCH B aBTOMATUYECKOM PEXMME.

AOMuHMUCTpaTopy 6€e30MacHOCTU pacnpocTpaHsaeMas NoNMTUKa OCTYMHA TOMbKO A1 MPOCMOT-
pa (Puc.6.2). lNpun aToM OH MOXeT hopMMpOBaTh CBOU NpaBuna u/unm ucknoyenus. MNMpasuna
N UCKIMOYEHUS PacnpoOCTPaAHSAEMON NONMUTUKUN BbINOIMHATCA NOCIe NPUMEHEHUS BCEX NOMb30-
BaTENbCKUX NPaBWI U UCKITIOYEHWIA.
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Monntuka / 3anpeLeHHbIE p JChi MpumesnTd NORKTIKY
'::fj] Mepenanpasnexue no ICAR Co3paTh NPaEwno oMK . Q HaCTPORKa KOROHOK

¢35 DHNLTPALMA 33NPOCOR Komssecteo 5 HonWdecTso

£ OwnsTpayws oTeETOR Hazganie Refcrana Mcrowsme Npotokane Gopuar daitnoa Pazmeps drafinoa

VckmoueHiA i
& TipocuoTp »
#  Monb308aTentCkvA ChoR du..
BHAKYERO
BPEMEHHBIA CIACOK 10 O6HOANEHHRA
Ha3game OHRARAH-TOTOANA

BENBIA CIMCoK

HoumerTapun 336A0KMPORATS [OCTYN NOLI0BATENS & CTRAKUUAM [SCYICOB, TPEACCTABARDLK YCIY T OHRARAH-TORIC:

3anpeleHHsie pecypee!
NeiicTens

1 3anpewennye cnosa
DevosHoe

Cnoit pacnpocTpaHsiemoli
NOTIUTHKN

Venosua

WeTosmik

Ha3taueHie

SHBLIOK [MMCOK PRCHDCOE, SaTETOMIE T NOMMCE MIE XOCT3 (SX10Y3A TORGAVEHE
pacnpocTpaHAEMOoi MonUTUKK PP AR e

Puc. 6.2. Pasgen «lMonuTtukay: pacnpocrtpaHaemasl nonuTmuka
6.2. MpuHUUNbI paboTbI

B npouecce 06paboTku NONUTUKN Kaxabli Cro npaBun NONUTUKX NpoBeEpsieTCs NocneaoBa-
TENbHO: cBepXy-BHU3. [TpaBuna u/unm UCKYeHms NpoBepsoTC aHanorMyHbIM o6pasom —
CHayara npoBepPSIOTCS UCKIHYEHUS, @ MOTOM Yy)XXe npaBuna:

o EcnuucknioueHune cpabotaet B cnoe BekpbiTne HTTPS nnn NMepeHanpaeneHue no ICAP,
Ha4yHeTCsi NpoBepKa CreayLLero Crnosi.

o Ecnu cpaboTaet uckntoyeHme B crnosix ounstpauum 3anpocos/oTBETOB, NpoBeEpKa Npoaon-
XKMTCSI CO CINeayHLLEro Cosi 3TOro Xe Tuna.

o Ecnu cpaboTtaet npaBuno B crnosx unsTpaummn 3anpocoB/oTBeTOB, 00paboTka NONMUTUKK
3aBepLumnTcs. [Npu BbINONHEHUN NpaBuna B OCTanbHbIX CNOSX, 00paboTka NONUTUKN NPOAON-
XKUTCs.

Y1066l ynopsagounTb Npasmia no npuoputeTam, Npu co3gaHnn/peqaktmpoBaHm COOTBETCTBY-
toLLIero npaBmna B nNosie yCTaHOBUTE €ro MPUOPUTET C MOMOLLIbHO LMAPOBOro 3HAYEHUs!, HAYNHas
c1.
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Co3faTh NPaBUIO X

BrnioyeHo

b/

Haseanue [ ]

Haseanwe npasuna obA3aTensHo

KommeHTapuii

Hanpaenenwe Tpadmka BxopgAwmi HypHanuposaTb
lleficTeue €3 3anpetuts
CocToAHWE CORAMHEHWA

Bxopaumia uHTepeic

NcToYHMK

IP, amanasoH smaa IP-IP, macka nogcetw IP/xx mam MAC-agpec XXIXO0XKXXKXX

HAazHAaveHue

Coxpanutb OTmeHnTB

Puc. 6.3. NMpuoputeT npaBuna

Mpn NOHWXeHUW/NoBbILLEHUM NpUopUTETa MPaBUNO NepeMeLLaeTcss Ha COOTBETCTBYIOLLYIO
nosuumnio. To NnpaBuno, KOTOpoe A0 3TOro 3aHMMaro yKasaHHbIN MPUOPUTET, aBTOMaTUYECKU
nepenBuraeTcsa Ha CTPOYKY Bbile (Hanpumep, B Npasune ¢ NpUopuTeToM 2 npu N3MeHeHuu
3HayeHus Ha 17, npaBuno, HaxoauBLLeecs A0 3Toro Ha 17 cTpoke, nogHMMeTcs Ha 16, a npa-
BWMO C nNpuopuTeTom 3, Ha 2). 3Ha4YeHUsa npuopuTeTa y CMELLEHHbIX NpaBui B 3TOM criyyae
MEHSTCS aBTOMaTUYECKN.

I'Ipm YCTaHOBIIEHNN 3HAYEHUA 0, npaBuniio aBTOMaTU4ECKN nepemMeLlaeTcqa Ha BepxHio no3un-
umto. MNMocne COXpaHeHua npasuia, 3Ha4eHune C 0 nomeHsieTcs Ha 1.

Mpu hopMUpOBaHMM NONUTUKN HEOBXOAMMO YYUTbLIBATL CrieaytoLlee:

e B npouecce HaCTpOVIKM NONMNTUKN agMUHUCTPAaTop ©e3onacHocTn pa60TaeT C ueno4vykamm
B3aMMOCBSI3aHHbIX 06HLEKTOB (SJ'IeMeHTOB NONMNUTUKN MB) ﬂJ'IFI MU3MEHEHNA UN yaaneHunA
onpeaerieHHoro ayfieMeHTa (Hanpmmep, npanu'la), HeO6XOD,VIMO yOoOCTOBEPUTbCA, YTO 3TO
HEe HapyLnT BbINONTHEHUA MOJIUTUKUN Vb.

o [lpn bopMmnpoBaHMM HEKOTOPbLIX NPaBWIT U/ NCKITIOYEHN HEOBX0ANMO 3apaHee co3aaTtb
COOTBETCTBYIOLLME ANEMEHTbI NOMUTUKN (BHELLHWE NOAKMOYEHUs, 0ObeKTbl NOMUTUKN U

T.4.).

Hanpumep, npy HacTpoiike Habopa NpaBu U UCKNIOYEHWI NONUTUKM ANS NepeHanpasneHns
Tpaduka no ICAP crieqyet 3agatb cootBeTcTBytowmne ICAP-cepBepbl B pasgene Monutuka
> BHewHune nogkntoyeHus > ICAP-cepBepbl (cM. pa3gen 6.5.3.1).
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[ns npocmoTpa HacTpoek 1 nepexoaa K peAakTMPOBaHUIO Kakoro-nmbo anemeHTa nonmTnkun
B (B TOM 4ncne n Habopa ycrnosuin) HeobxoamMmo BbIGpaTb COOTBETCTBYIOLLMI pasaern Ha
naHenu Hasurauun.

HekoTopble aneMeHTbl NONNTUKM JOCTAaTOMHO PeCYPCOEMKHN, YTO 3aTpyaHAeT paboTy nonu-
TUKM 1 CUCTEMbI B LIeNoM. Hanpumep, kntoveBble croBa SBNSTCA CamMbIMy PECYPCOEMKUMN,
YTO 3HAYUTENbHO CHUXKAET NPOU3BOANTENBHOCTL CUCTEMBI. B AaHHOM cryyae Ha npon3Bo-
AUTENbHOCTL BNUSIET pasmep Oydhepa Ans onpeaeneHnst KoaUPOBKU TEKCTA: YeM OH BonbLue,
Tem megneHHee paboTaet cuctema. OgHako, ecnm ykasaTb COBCEM Marioe 3HavyeHue pas-
mMepa Bycepa, kogmpoBka onpeaendaTbcs He ByaeT.

Mpn BO3HMKHOBEHMM BHELUTATHOW CUTyaLMW, CBA3AHHOW C olimbKamu HacTpowku Solar
NGFW, npumeHsatoTCa nocrnegHue KOppeKkTHbIE HACTPONKN.

[nsa dpopmmpoBaHunsa nonutmkm Ub:

Cosgante unu oTpefakTupymTe anemMeHTbl nonutukn b, HeobxogmMmble Onsi HACTPOWKK
npasnn U/unm UCKMIYEHUN NONNTUKN (LLAabNOoHbI, CNPaBOYHUKK U T.4., CM. pa3gen 6.5).

Cosgante nnu oTpegakTMpymnTe COOTBETCTBYHOLLMIA HAabop NpaBmn NU/MnNn UCKMOYEHUN ANg
Kaxkgoro crosi (cM. pasgen 6.5.1). [1ns Havyana paboTbl ¢ onpeaeneHHbIM cnoem Bolbepute
€ro Ha NaHenu HaBurauum.

I'IpmmeHMTe NONUTUKY Ge3onacHoOCTH, HaxaB anIMEHVITb NMOJIUTUKY.

MpumeyaHue

B Solar NGFW nipoucxodum asmomMamuyeckoe nepernpuMeHeHue rnonumuk Kkaxosie 5 MuHym.
lMepenpumeHeHue criocobcmeyem npomugodelicmauo pyYHOMY U3MEHEHUI KOoHghuaypauuu e
CLI. Hanpumep, npu usameHeHuu unu 0obaesneHuu u npumeHeHuu 8 CLI npasun, Komopbie He Co-
omeemcmaytom ronumuke 6esonacHocmu, 6ydem e8o3gpawieHa KoHguU2ypayusi, Ha3Ha4eHHasl 8
8eb-uHmepaghelice.

MNocne HaxaTnsa kHonkv MpUMeHUTbL NONUTUKY OTKpoeTcH OkHO (Puc.6.4), B koTopom ByayT
oTobpaxeHbl AaHHble NO MNOCNEAHUM BHECEHHbIM B MOMUTUKY U3MEHEHUAM (Bpems, aata u
aBTOp U3MeHeHus). Takke B okHe ByayT npuBeAeHbl KOMMEHTapuUM NO HaCTPOMKaM MONUTUKK.

54



MNPUMEHUTE NONHTHKY %

£2.01.2019 1244

Puc. 6.4. OkHo «[TpUMEHUTb NONUTUKY »

Mpn dopmmpoBanumn nonutnkn U6 agmmHmncTpatop 6e3onacHoCT MOXET ObICTPO NEPENTHU K
HacTpovike NapaMeTpoB KOH(pUrypauum, ncnonb3yemblx B paborTe:

e yKkasaTb napameTpbl ounsTpaunm U aHanmsa Tpaduka nonb3oBaTenen (pexmnm n meToq
ayTeHTMduKaumm, BriokMpoBKy peknambl U T.4.);

® HacCTpouUTb OOCTYNn agMUHUCTPAaTopa,
® YyKas3aTb JNIMLEH3NOHHBIN KoY ANs akTMBaumm aHTUBMpPYyCa.

[MepeyeHb NnapaMeTpoOB HAaCTPOWMKM MOEHTUYEH NepeydHto B pasgene Cucrtema > OCHOBHbIe
HacTpouku > Pabora cuctembl.
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CHCTeMa NpeqoTBpaLlE HUA BTOPKEHNA

MpuBA3aTh O4epeau K aapam CPU [}

192.168.0.0/16,10.0.0.0/8,172.16.0.0/12
Jawmwaemele cetr (HOME_MET)

IP appeca KOTORLIMK 33NCNHAEM nepeMerHyo $HOME_NET ans np...

DUNETRPALKA K aHanK3 Tpavka None3oBatenen

2270
NopT cepBepa ANA COeAMHEHNA

Mo YMonYaHKIo CEPBIC (KALTPALIH SK ZOr HACTPOEH Ha PaboT...

TafMayT COBRAMHEHNA

Ecnu — _ ! EHHH YHa3aHHOro BpEMEH - SS0r0 X0CTa HE NoN...

CepTndgm

MopT ANA 3alMLLEHHOMD COEANHEHMA 8444

TMopT ANA HE3AWWLLEHHOTO COEAUHEHNA 8445

AHTHBMPYC

O Kniouesoi @ CepuiHbIi
v JlnugHznA thaiin HOMep
NMLEH3MN

“HHEH3HOHHHH aiieso ¢Iaﬁﬂ _ el

Puc. 6.5. OkHo «HacTpouka» B pasgene «lMonutuka»

[lns BHECEHMS n3MeHeH B NapaMeTpbl onnbTpaumm:

1. B pasgene Monutuka Haxmmute HacTpomkm.

2. B OTKpbIBLUENCSA BKIAAKe YKaXnTe/M3MeHUTe napameTpbl HACTPONKU 1 HaxXMuTe CoOXpaHUTb.
3. Ona npumeHeHusa nsmeHeHun Haxmmnte NPUMeHUTb 1 3aKkponTe BKNaaKy.

[nsa obneryeHns HACTPOMKMN NPaBUIT U UCKIIOYEHWUIA hUNbTPaLUmn BOCNONb3yNTECH CNpaBKo
C nonesHon uHgopmaumen (Frequently asked questions — FAQ), Bbi3BaB ee HaxaTuem Ha
sHauok . B cnpaske MOXHO MPOCMOTPEeTb onucaHme Kaxaoro Crosi, AeTanu U npumepsl
hopMMpPOBaHNS NPaBUI U UCKITIOYEHUI, a TaKKe NepenTn Ha BHELLHNE pecypChbl MO CCbifKe.
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r NGFV Cnpaska

Hactpofikn Vuanop 3xcnopr
Jlocty! yTeHTU(MKALMK
KCETEBOV 3KPAH Cozgare npasuno OcHOBHa 3a1a4a C110A — A1aTb BO3MOXKHOCTL POMTH 3aMPOCaM 10/1b30BATENS NP HEBOIMOXHOCTH UX
ayTeHTUGVKALIM HACTPOEHHLIM METOJIOM, TX. HEKOTOPbIE IPUIOMKEHUS U NIONb30BATENN MOTYT He
] nonepxuBaTh NTLM /v Kerberos-ayTeHTUAMKaLWMIO, HACTPORHHYIO B CUCTEME.
MIPE/JOTBPAILEHVIE BTOPIKEHI
Ty CO3naHMY NPaBYA Yallle BCEro yKasbiBaloTCA CreaylolLve YCAoBMS:

KOHTEHTHAS OU/ILTPALSA « Microunmk — IP-anpec (oauH wv auanason)

-~ « HasHaueHwe — pecypc HasHaueHus (10MeH)
locTyn Ge3 ayTeHTUgMKaLMM
R . > « Mpunoxenue knuenta — User-Agent (HTTP-3aronosok)

« uapyrve
BekpbiThe HTTPS

[leVicTBus Npu CoBNajEHMM y
ik « Casi3aTh aBTOMATM4ECKH
« Cen3aTh c NepCoHOfi BpysHYIO

QubTpaLys 3anpocos
e P + Husero ve penars

QUALTPaLWA OTBeTOR Cas3aTs aBTOMATHUECKH

1P-ajipec ICTONHYKA MOXHO HaWTH B:

BHELLIHVE NOJIK/THOYEHNA « [loce (AD wm BpysHyI0)

+ Kawe HTTP-unTpa yenewkbix ayTesTuhKaLWA (1P MpHESI3aHHii K MEpCoHe)

OBbEKTbI MOAMTMKM « Ecnu IP-afipec nepcoHsi He HaiAeH, OH NPUPABHUBAETC K HEayTEHTHMUUPOBAHHOMY NOLIOBATENI0

Cas3aTs C NEPCOHOM BpYuHYI0
CrIPABOYHUKM ;
1P-a/1peC VICTOUHVIKA NPUBA3bIBAETCA K BbIGPAHHO B MPABUNE NepCoHe.

Allpeca 3neKTpOHHO/ NouTL!

Huuero He genats

Puc. 6.6. CnpaBka B cnoe "[loctyn 6e3 ayteHTucdpmkaummn™
6.4. YnpaBrneHue MUHCTPYMEHTaMM NMOSIUTUKMU
6.4.1. MpuHUKMNBLI PaboTbI CO CrOSIMU NpPaBUN NOSITUKN

OcHOBHble AeNCTBUS, KOTOPblE MOXHO BbINOMHUTL C KOHKPETHbIM Croem, oTobpaxatTcs B
MeHt0 AencTeumn ¢ Hum (Puc.6.7).
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-

*

Solar NGFW

-

Hactpoiiku Hmnopt Ixcnopt

’g];] [paBuna u UCKNHYEHNA

® H

[[@ Ha6opbi curHatyp

[+ Ts1s]

<7 KOHTEHTHAA ®UbTPALIMA

]

Nocryn 6e3 ayTeHTUhUKALUA

"z,

{%:;3

(2 BckpbiTue HTTPS

lNepeHanpaBneHue no ICAP

@

¢3> ®unbTpaums 3anpocos

Pexkum 6enoro cnucka -

~ | A
¢ OunbTpaums oTe Y Bblknko4nTb Cnoi

z HEDEH MEHOBATb

BHELLIHWE NOAKMKOY
@ Konwposatb

ICAP-cepBepbl a Yaanutb

[TpoKCKU-CcepBepb

Puc. 6.7. MeHI0 AeViCTBMIA CO Crioem

B Ta6n.6.4 npmeeneH 0630p AeNCTBUN, KOTOPbIE MOXHO BbIMOSTHUTL CO CROSAMM NpaBun Nonu-
TUKW, @ Takke OrpaHNYeHnst U KOMMEHTaPUN K BbINOMHEHUIO KaXXOoro 4eNcTBus.

BHumaHue!

lNocne ebinonHeHusi kaxdoz2o delicmeusi Haxxmume [puMeHUMb NOUMUKY 071 COXpaHeHus U
npumeHeHUs1 BHeCEeHHbIX u3meHeHud.
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Tabn. 6.4. O630p AEeNCTBUN, BbINOJIHAEMbIX CO CIIOSAMU

Ne

1.

HaumeHoBaHue
CospaHue

OnucaHue

MoXHO co3aaTb HOBbIV CrOW TOMbKO B pasgernax ®dunbrpauusa 3anpocoB U

PunbTpaumsa oTBeToB. Ha3BaHme cnosi 4OMKHO ObITb YHUKAMbHbBIM.
[na atoro:

B pasgene NMonutuka > KoHTeHTHas dovnsTpauma B CTpoke cnoes ®Punb-

Tpauusa 3a|1pOCOB/¢VIJ1praLWIﬂ OTBETOB HaXMuUTe .

B oTKpbiBLUEMCS OKHE yKaxuTe Ha3BaHWe cnosi, HaxmuTe CoxpaHuTb U
CchopMUPYITE CNIMCOK NPABWI U UCKMHOYEHUIA. [pn HEO6X0AMMOCTM HAacTponTe
COCTaB KONOHOK Tabnuupl, B KOTOPOW 0TOBpaatoTcsi NpaBuia n UCKIMIOYEHUS.

MepeumeHoBaHve

lMepenmeHoBaTb MOXHO TONBKO Crov unbTpaumm 3anpocoB nnu oTeeToB. Ha-
3BaHWe Cnos AOMKHO ObITb YHMKanbHO. [N n3aMeHeHVs Ha3BaHWS Cros B pasgene
Monutuka B MEHIO ENCTBUI C KOHKPETHBIM Cnoem BbibepuTe nyHKT Mepenme-
HOBaTb 1 B OTKPbIBLUEMCS OKHE U3MeHWTe HasBaHue. Haxmute CoxpaHuTb.

MepemelleHne

B pasgene MonuTturka Ha naHenu HaBMraLmMm MOXHO U3MEHATL MOMOXEHNE CNOEB
OQHOro TNa OTHOCUTENbLHO APYr Apyra TONbKO BHYTPM CNosi. A UMEHHO, MOXHO
nepemMeLLaTb TONbKO Croun unsTpauum 3anpocoB U OTBETOB (BHYTPY pasagena).

[ns nepeMeLLeHns crnosi BHyTpU rpynnbl B pasaene Monutuka HanpoTyB HYXHOTo

CNnoA HaXmMute . n nepemMecTtuTe ero Bbille UK HWXKe, He OTnycKasda Kypcop
MbIWwn. [locne NpUMEHEHUS NOMUTUKN MpOBepKa 6y,u,eT BbIMNOJSIHEHA COrNacHoO
HOBOMY pPacnoioXXeHU cnoes.

KonuposaHue

[ns konupoBaHus crost B pasgene Monutuka B MEHIO AENCTBUIA C KOHKPETHLIM
cnoem BbiGepuTe NyHKT CKkonupoBaTb. CKOMMPOBaHHBI CIoi 0TOGpasuTcst B
KOHLIe Cr1cKa CIIOEB OAHOTO TUna.

(OWUNLTPALIMA 3aMpoCcoB

Kateropuu (Categories)

06112A NONMTHKA (3aNPOChi)

06113A NONWTUKA (3aNpPOCkl)-_

CBwaa noavmxa [3anpocs)-konus-1

Puc. 6.8. CkonupoBaHHbIN cnow

Konuns otobpaxaeTtca noa ucxogHelM cnoem. Bce gaHHbIe HOBOro €rnosi, Kpome
Ha3BaHWs, MAEHTUYHbI AaHHBIM OpUrnHana.

HasBaHue ckonmpoBaHHOIro 0GbekTa PopMI1PYETCS CredyHoLLMM 06pasom:
OCMOSIHHAs Yacmb — <Ha3BaHWE UCXOAHOIO Cros> + <Konus>;
UsMeHsiemasi Yacmb — <MOpsiOKOBbIA HOMep>.

lNopsidkoebIl HoMep — HaTyparbHOE Yncro, obo3HavarLLee HoOMep Konuu, Co-
30aBaeMon B cucteme. MopsakoBbii HOMEP KOMUW KaXaoro Criosi yHUKaneH.

B Tabn.6.5 npuBeneHbl npuMepbl (hOPMUPOBAHUS Ha3BaHWUIA CKOMMPOBAHHbIX
CnoeB.
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Ne HaumeHoBaHue OnucaHue

5. MpocmoTp n pegakTMpoBa- |[ns npocmMoTpa COAEPXUMOro crnos (Habopa npaBui U/wMnn UCKIOYEHUI) B
Hue cogepxumoro (npa-|pasgene MonuTuka Ha NaHenu HaBuraummn BoIGEPUTE HYXXHBIN CITON.
BWIT M UCKITKOYEHWI, Coaep-
XalLLWIXCS B CIIoe) CnpaBa otobpasutca Tabnuua ¢ npaBuniamu U/wnm UCKIKYEHUSMU, KOTOpble
npu HeobxoaMMOCTU MOXHO OTPELAKTMPOBAaThb.

MogpobHee 06 ynpaBneHMn NpaBunamMm 1 UCKIKOYEHNsIMU CM. pasaen 6.4.2.

6. BkntoveHue/oTknodeHe | BKNYMTb MNu OTKIIOUYNTL MOXHO TOMBKO Criov ounsTpaLum 3anpocoB U oTee-
ToB. [Mocne oTKMYeHNs CNon MeHseT cBow LBeT. Ecnu 3anyctutb npyMeHeHne
MONUTMKM NOCNE OTKIIOYEHNS CMOs, NPOBEPKa NPaBusl U UCKMIOYEHWI, coaepxa-
lmxca B 9TOM crnoe, He ByaeT BbinonHeHa, U OyaeT NpMMEHeHO AelcTBue
«paspeLunTb BCey.

[nsa BKNIOYEHUSI/OTKOYEHUS CNos B pasgene MNMonuTuka B MEHIO AEUCTBUN C

KOHKpETHbIM CrioemM BbibepuTe NyHKT BbikntounTb cnon/Bknoyuntb cnou. OT-
KIHOYEHHbIN CNOW N3MEHUT CBOW LIBET.

(UNLTPALMA 3aNPOCOB

Categories

JanpeT Ha CKAaYMBAHWE EXE

(DUNETPALIWA OTBETOB

Puc. 6.9. BknroyeHue/oTknoyeHue cros

7. |Ymanenue YOanuTb MOXXHO TOSNbKO Crov counsTpaLmm 3anpocoB Ui oTeeToB. Ecnv yaanute
BCe Crov hunbTpaLmm 3anpocoB Uiu OTBETOB, MO YMOJSTHaHWo GyAeT NPUMEHEHO
[EeVCTBIE «paspeLUnTb BCey.

Ons yAaneHua cnoda B pasgene Monutuka B MEHI0 OENCTBUA C KOHKPETHbIM
cnoem Bbl6epVITe NYHKT Yaanutb 1 B OTKPbIBLLEMCS! OKHE HaXXMUTE KHOMKY Oa.

Crioli HEBO3MOXXHO yAanuTb B MOMEHT ero npoBepkn. OTo6pasunTcs CooTBETCTBY-
tolee coodLieHne o6 oLnodke.

Tabn. 6.5. Mpumepbl Ha3BaHMW CKOMUPOBAaHHLIX CIOEB

HasBaHue npaBuna HasBaHue konuu

Paspelaem Mail.ru Paspelwaem Mail.ru-konums-1
Paspeluaem Mail.ru (moemopHoe konuposaHue |Pa3pewaem Mail.ru-konms-2
obbekma)

Pa3pewaem Mail.ru-konus-1 Pa3pewaem Mail.ru-konus-3
Paspelwsaem Mail.ru-konusa-2 Paspewsaem Mail.ru-konus-4
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6.4.2. MpuHUKMNBbI paboTbl C NpaBUNaMn U NCKNKOYEHUAMU

KHonka coggaHus npasuna

N1 UCKNKYeHUA

Knonka
KOMMPOBaHKA
npaeuna/

Konuuecteo npasun u
UCKNKOYEHKIA B 3ToM cnoe. o
CCbIfIKaM MOXHO NepeiTH K

I'Iepeknroanenb BKNK4eHUA
WNA OTKNHYEHNA I'IpEBVIJ'IBf

Solar NGFW

HacTpodxu Hmnopr 3xcnopT
E<% MEMCETEBOA IKPAH
OHTEHTHAA @UNLTPALIA
() JlocTyn 6e3 ayTeHTHOMKALIM
{5 BcxpoiTne HTTPS
) Nepenanpasnenue no ICAP
OUNLTPALMA 3aMPOCOR

i 06wWwas gunsTpauna

1> OUILTPALMA OTBETOB

BuibpaHHbIii criok
NpaBun NonUTUKK

UCKMIOYeHNS (B AaHHOM
Cnyyae UCKMIoYeHNe
aKTWBHO)

nepeoMy npasuny unu UCKNKYEHUA

WCKMHOYEHHUIO B CMIUCKE

[ianuTuKa / ®unbrpauma 3anfhcos / 06was dunstpaums @

Co3pate NpaBuno

Konuwuectro Vi e 1 KonuuecTeo [

HazeaHue NedAcTenA  MCTOYHHK HazHauenue

Waaiouenns
Connect

@ 00

Mpasuna 3anpetuts Bcem hhru n concetn

J @ J0

1

G NoGoi

WT-yrpo3sl

3anpetutb Bcem h_
TIpecTy#an AEATENbHOCTL

[MpK HaBeagHUM Kypcopa

Ha 3Ha4ok oTobpasuTea KHonka
3HauoK, NoKasbIBarLLMi KOMMEHTaPUIA K yoanexus
Hanu41e W Konu4ecTBO COOTBETCTBYHOLLEMY npaeuna/
DOMNOSHUTENBHBIX YCIOBUI NpaBumy UMK UCKMIOYEHUIO MCKIHYEHNA

Puc. 6.10. Paspgen «lonutuka»: cnMcoK npaBus U UCKITHOYEHUIN

Habopbl npaBun 1 CKNIOYEHUI KaXa0ro Crnosi npuBeaeHsl B BUae Cnnuckos B Tabnuue cnpaea
oT naHenu Hasurauun (Puc.6.10). CNncok UCKNIOYEHUI MO YMONMYaHUIO PacnosioXXeH Bhbille
cnvcka npasun.

UT06bI pacKpbITb UMM CKPbITb COAEPKUMOE CTPOKM C KOHKPETHBIM NPaBUITOM UMW UCKIOYEHNEM,
HaXXMUTE CCbINKY pa3BepHyTb/cBepHYTb (Puc.6.11).

Npasuna

KOHPHAEHUMANEHIA 1

HeayTrenmwdmumposa

Backdoor Win32 Driv.
Backdoor Win32.Shiz
Backdoor Win32 Xtoo

-Clicker Win32
Downloader. W
Downloader W

Trojan-PSW.Win32 Far_

Trojan-Spy.OLE2
Virus Win32 Lamer
Worm Win32Fipp

ApXMBL W OHaT
Aynmo

Ba3bl flaHHbIX
BeG-CTpaHnLb
Buneo

JDaHHLIE GOKYM_

H306pameHm
HcnonHAemse
HCNoAHAEMBIE
HMCHOAHLIE KO
06pa3sl HaKoN
CucTemHbie ha
CrpunTe
CnpaBoMHMKK

admin
21.01.2019 1732

TERCTOBLIE ROK.
TexcToBbE (a
Ynpagnexme n
DHHAHCHI
WpnchTE
INEXTPOHHAA ML

Puc. 6.11. Ctpoka ¢ npaBuiom

AomMuHucTpaTop 6e30MacHOCTU MOXET HACTPOUTL COCTaB mabriuybl, B KOTOPOW OTODpaxatoTcs
npasuna n/unu ncknyeHus. ns atoro:

1. B BbIGpaHHOM crnioe pasgena NMonutuka HaxmuTe KHOMKy HacTponka KONOHOK.
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2. B OTKpbIBLUEMCSI OKHE PSiAOM C Ha3BaHMEM KOMOHKWU BKIHOYUTE OMLUMIO, KOTOPYH creayeT
oTo6pa3nTb. HekoTopble onuuy BKMKOYEHbI MO YMONMYaHWIO U HELOCTYMHbI ANS peaakTupo-
BaHMS.

3. Haxxmute CoxpaHUTb.

Monutika / DunsTpauma oTeeTos / 0611aA MONUTUKA (OTBETHI) TIpVMEHITD MONNTHKY

Co3aath NpaBuno 0 Mo HAa3BaHWID, Ne_. HacTpoiika KonoHOK

HonwuecTeo 2 HonuwuecTeo

G EELET] NeidcTBuA  MCTOYHMK HazHaueHue Horga v kem uzmeHeHo  [lon.

WicknioueHns

admin

Pazpewmts youtube_
14.03.2022 15:47

admin

A4 V3 I AL-AC

AAMHHaM KayaTtb Ge__

Mpaeuna CocraB KONOHOK Tabnnuel

Numit Tpaguka 1
Moxxxo gobasuTb ewe 8 napameTpos

3anpeTuTbh BCEM (

Waentudukatop
Mpotokons

MeToas! MopTel 3aronoekM
®opmartl halnoe Dainel Paamepsl davinoe
Kntoueskie cnoea Pacnucanue Nt Tpadmka

Koraa v kem namereqo

Coxpainmb OTMEHUTE

Puc. 6.12. Pazgen «lMonutuka»: HacTponka oTo6paxeHUs KONOHOK Tabnuubl

Bbl MOXXeTe 4o6aBuTb Unn yopaTb KONOHKM Tabnuubl. Kaxkabi Crion MeeT CBOn COBCTBEHHbIN
Habop KONMOHOK:

® KOIOHKM, KOTOpble OTOGpaXxaroTcs B Tabnuue no yMOn4aHuio;
e CcTONGUbI, OTOOPAXXEHME KOTOPbIX MOXHO HACTPOMUTb.
Takke co CNMCKOM NPaBU/UCKIIOYEHMIN MOXHO BbINOMHUTL CReaytoLme AencTBus:

e Ckonuposatb aTpubyT npaBuna/ucknodeHuns (Hanpumep, pecypcesl, IP-agpec u 1.4.). Ons
3TOr0 KypCOPOM MbILUWN BbIAENUTE 3HAYEHME U CKOMMPYMTE ero (C MOMOLLbK COYETAHMS
KNaBuLL UM KOHTEKCTHOTO MEHH0);

o OTKpbITb KapTO4Ky OOBLEKTA UMM CNMCOK OOBEKTOB cucTeMbI. [1ns 3Toro nepenguTe no co-
OTBETCTBYlOLWEN ccbinike. Ccbinka npeacraBnser cobor atpubyT npaBuna/MCcKnioveHus,
BblENEHHbIN CUHUM LiIBETOM.

[ns 6onee onepaTnBHON paboTbl C NpaBunaMm 1 UCKNoYeHnsiMu B pasaene MonuTtuka npe-
AYCMOTPEH NoMCK No aTpubyTamM nNpaBui U UCKIKOYEHWUIA: MO HA3BaHWUIO NpaBUNa/UCKIOYEHS,
3HaYeHMSAM UCTOYHMKA/HA3HAYEHWS 1 KOMMeEHTapusM. [lonck He SSBNSIEeTCSt CKBO3HbIM, a BbIMOS-
HSIeTCS BHYTPW BbIGPaHHOrO Criosi.
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MonuTuka / @unsTpauuna 3anpocos / Request laye TPUMEHITD NOAMTHKY

Cozpaatb NpaBuio [«] HacTpoika KonoHoK

Konnuectso : 0 KonwuecTtso [

HazeaHue NeAcTeMA  WMCTOYHMK HazHaueHue

MNpasuna

ZTfee spemn TNoGoi NioGoe

Puc. 6.13. NMouck no atpmbyTam npaBuin U NCKNOYEHUN

HainTn MHCTPYMEHTbI U OGbEKTbI (CNPABOYHMKM, BHELLHME NOAKMIOYEHNUS U T.4.) B pasaenax
NOMUTUKM MOXHO TOSBbKO MO X HA3BaHMIO.

[lns noucka cnepyeT BBECTM Ha3BaHWe B MOUCKOBYHO CTPOKY, PacnonoXeHHY Hag CrIMCKOM.
Mo Mepe BBOAA TEKCTa Hke OyaeT oTobpa)kaTbCs CMUCOK pe3ynbTaToB, YAOBNETBOPSHOLLMNX
ycnosusiM nowvcka. Npu aToMm coBnagatoLme cumBorsibl 6yayT NoACBeYEHb KENTbIM LIBETOM.

B Ta6n.6.6 npmeeneH 0630p AENCTBUIN, KOTOPbIE MOXHO BbINOSIHUTL C MpaBMiaMmn 1 UCKITYe-
HUSIMW, @ TakKe OrpaHNYeHnss 1 KOMMEHTapPUM K BbINOMHEHWUIO KaXX4oro 4eNCTBUS.

Tabn. 6.6. 0630p AenCTBUN, BbINOJHSAEMbIX C NPaBUIaMU U UCKNOYEHUSAMU

NQ‘ HaumeHoBaHue ‘ OnucaHue

1. dopmunpoBaHue [ns dpopmunpoBaHusa npasuna u/vnm NCKMIYeHNs:

1. B pasnene NMonutuka BbIGEPUTE HYXXHBIN CIOW HA MAHENW HaBUraLUmM U HAXXMUTE
CosaaTtb npaBwuIio.

2. 3apanTe napameTpbl NPOBEPKU U HaxxmuTe CoOXpaHUTb.

3. Haxxmute MpUMEHUTb NONUTUKY.

HasBaHue HOBOro npaswuna u/unu NCKNYEHUs AOMKHO ObITb YHUKANbHO.

B cnoe MNMpepoTBpalleHne BTOPXKEHUA MOXHO CO3[1aTb TOMIbKO UCKITHOYEHME.
B cnoe [loctyn 6e3 ayTeHTUdMKaLMKU MOXHO CO34aTb TONbKO NpaBuna.

Mpn cosgaHun HoBoOro npaswna W/MNN UCKMIOYEHMST OOMMKHBLI ObITb 3anofiHEHbI
obszaTenbHble nons. MHaye cucrema He No3BONUT COXpPaHUTb NpaBuIo n/vnn nc-
KInr4yeHue.

2. PepaktnpoBaHue [ns pegakTmpoBaHus NpasBuna U/unm NCKNYeHns:
1. B pasgene MonuTuka B HY>XHOM Crlo€ HaXXMUTE Ha NPaBUIIO UMK UCKIOYEHME.

2. BHecnte HeobxoouMble U3MEHEHUS: OTpedaKTUPYWTEe Ha3BaHUe, U3MEHUTE
ycriosue unv 4enucTeve 1 T.4.

3. Haxxmute CoxpaHuTb 1 MpMMEeHUTb NOMUTUKY.

BHecTu nsmeHeHusi B MpaBuo U/unm UCKIYeHne, NpoBepPsieMoe B TEKYLUMIA MO-
MEHT, HEBO3MOXHO.

Bbl6paHHbIe B NpaBunax 4encTauns no YMONM4aHUKO COXPaHAKTCA B CUCteme — npun
npeo6pasoBaH|/|v| npasuia B UCKIKOYEHNe n 06paTHO, 3agaHHOEe paHee JencTeme
OT06pa3VITCF| aBTOMaTU4ECKN.
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HaumeHoBaHue ‘

KonupoBaHwne

OnucaHue

[lns KonnpoBaHWs Npasuna U/ UCKIMIOYEHS B CTPOKE C MPaBUIoOM/UCKITIOHEHNEM

HaxkmuTe KHOMKy CkonupoBaTtb. Konus npaBuna/uckniodeHns otobpasuTcs B
KOHUe cnucka. 3atem Haxxmute MPUMEHUTb NONUTUKY.

Konus 0T06pa>|<aeT0ﬂ B KOHLIE CnMcKa C mpaBunamm unu ucknodeHnamun. Bece
AaHHble CKOMMPOBaHHOIO npasuia W/ UCKMOYEHMS, KpomMe Ha3BaHuA, MAEHTUYHbI
AaHHbIM OpUrnHana.

HasBaHue ckonnpoBaHHOro 06beKkTa hopMmUpyeTcs crnegyowmum obpasom:

® [10CMOSIHHAS Yacmb — <Ha3BaHWe KONMPYeMoro npasuna u/unm UCKYeHns>
+ <Kkonus>;

® U3MeHsieMasi Yacmb — <MOPSAKOBLIA HOMep>.

MNopsidkoekili HoMep — HaTypanbHOe Y1cno, 06o3HavatoLLee HOMep Konuu, co3aa-
BaeMoli B cucteme. MNopsaKoBbIi HOMEP KOMUM KaXaoro Npasuiia Munm UCKIoueHUs
YHUKaneH.

Mprmepbl opMnpoBaHMA Ha3BaHU NpuBeaeHbl B Tab:.6.7.

BkntouyeHne/OTkntoye-
Hue

YT06blI OTKMIOYNTL MPOBEPKY MpaBuna W/MNuM MCKIYEHUS Ha Kakoe-TO Bpems,
caenavite ero HeakTMBHbLIM C MOMOLLBIO NepeknoyaTens, kKak B pasaene, Tak u B
OKHE C MPaBUIOM WU/UNW UCKIIOYEHNEM.

OTKNIOUNTL nposepdaemMoe npaBuno W/MNn NCKoYeHne HEBO3MOXHO.

MepemelueHne

MoxxHO nepemeLlLaTb Npasuna TONbLKO B Npegenax ogHoro KOHKPETHOro cros. Uc-
KINnK4YeHna nepemellatb HEBO3MOXHO.

Ons nepemMeLleHna npasunna BHyTPU CNoA HaXMUTE KHOMKY B CTPOKE KOHKPETHOro
npasuna U nepemMecTtuTe ero Bbille U HMXe, He OTNyCKaaA KypCop MbILUN. Onsa
NpUMEeHeHNA BHECEHHbIX n3MeHeHun Haxmute NMpUMeHnTb NOJNTIUTUKY. I'IpOBepKa
HaGOpa npasunu WCKITHO4EHUN 6y,u,eT BbINONTHEHA COrMacHO HOBOMY pPaCnoJ1I0XKEeHU0
npasun B Tabnuue.

YnaneHnue

Ons yoaneHua npasuna W/Vnn ncknodeHns B pasgene Monutuka B CTpoKe C
NPaBunIOM UIN UCKITIOYEHMEM HaXXMUTE YAanuTb. B OTKpbIBLLEMCS OKHE HaXMUTe
Oa v NMpumeHnTtb NOJINTUKY. [paBuno W/UnNn NCKNYeHNe B MOMEHT €ro NnpoBEpPKN
yaannTb Hemnb34.
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Co3fath NpaBuio X

BK/IOYEHO a/
Haseanue MepcoHa Ha UCMbITaTENbHOM CPOKe
KommeHTapuii Monb30BaTeNb Ha UCMBLITATENLHOM CPOKe
Mpuopuret ViammuTe

ero npasun & cnoe: 0

He ayTeHTMdMUMPOBATL M (BA3aTb C NEPCOHOM BPYYHYHOD

MepcoHa & 1BaHoB MBaH MeaHosny

NcTouHKUK -

HasHauenne G W\:NW.;U’[.FU xﬁ 7 _ — 7 -

Pariimanen 1n tamena . _ m-.:.,.. A franasor R CKy NOACET
CoxparuTe OTMEHUTb

Puc. 6.14. ®opmupoBaHue npasuna u/unm UCKIYeHUs!

Bbl MmOXeTe ckonnpoBaTb 3HadeHus atpnbytoB UcTouHUK n HasHavyeHume. [1ns 3T0ro HaxxmuTe
crneuunanbHbIN 3HAYOK, KOTOPbIN NOSIBUTCA NPU HAaBEAEHMM Kypcopa MbllKn Ha 3HadveHne. CKo-
nMpoBaHHOE 3HayeHne Byaet coxpaHeHo B Bydbep obmeHa.

I{unnponarb B 6ycdep obmeHa
Ycnoeus
MCTOYHMK ¥ 1111 x
Ycnoeua
WNCTOYHMK Konuposats B 6ydep obmeHa
Ha3HayeHue 3 COUMaNbHBIE CETH

Puc. 6.15. KonnpoBaHue 3Ha4yeHun

Tabn. 6.7. Mpumepbl 06pa3oBaHUA Ha3BaHMW CKONMUPOBaHHbIX NpaBuIl

HasBaHue npasuna HasBaHue konum

Mpasuno-1 Mpasuno-1-konus-1

MpaBuno-1 (mosmopHoe KonupogaHue obbekma) MpaBuno-1-konua-2
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MpaBuno-1-konua-1

HasBaHue npaBuna HasBaHue konuu

MpaBuno-1-konua-3

MpaBuno-1-konus-2

MpaBuno-1-konua-4

MonuTHKa / ‘]Jl-thDa LIUA 3anpocoB ,-’ Categories 7

TIPMMEHATE NONWTHIY.

Ha3gaHuio, Me_ Q HacTpo#ika KonoHoK

Co3/aTh NPaBMA0

Honuuecteo o Konuuecreo

Ha3sauue NeicTauA  VICTOUHMK HazHaueHue MpoTOKONbE MopmaTsl thaiinos Pa3mepbi ghaitnos

MNpasuna
Rule 1 JioGoii

PepakTMpoBaTh Npasuno Rule 1

Puc. 6.16. BknioyeHune/oTkno4YeHue npaBuna Ui NCKIKOYeHUA
6.4.3. MpuHUKMNBLI PabOTbl C UHCTPYMEHTaMM NOJSIUTUKN

OneMeHTbl MONUTUKM NpeacTaBnsaloT coboM UHCTPYMEHTbl Ans (POPMUPOBaAHUSA MOSUTUKU
douneTpaumm Tpaduka.

Bce MHCTPYMEHTbI MOMUTUKM pacnonoXeHbl B BUAE CMUCKOB (KaXadbli B CBOEM pasaene) B
COOTBETCTBYIOLEM nogpasgene pasgena Monutuka. MHdopmauusa no kaxgomy arnemeHTy
cnucka npeacraBneHa B Buae Tabnuubl C COOTBETCTBYOLLMM HaOOPOM KOFTOHOK.

HekoTopble MHCTPYMEHTbI MOTyT 6bITb 00beANHEHI B rpynnbl (CNCKK). YApasneHue rpynnamm
aHarnorMyHo yrnpaeneHuo Ux oTAeNbHbIMU SrIEMEHTaMU.

Tabn. 6.8. NepeyeHb MHCTPYMEHTOB MOJIUTUKU

HanmeHoBaHue OnucaHue

BHewHne nogkntoveHns MHCprMeHTbI, B KOTOpPbIX YKa3aHbl napaMeTpbl HaCTPOWKN 4151 NepeHanpas-
NeHns NoNb3oBaTeNbCKOro Tpadurka, pacnonoxeHHble B pasgene MNonutuka
> BHeluHMe noaKnoveHus.

OB6bEeKTbI NONUTHKM NHCTpyMeHThI onnbTpaumm, npeaHasHauYeHHble Ans hopMUpPOBaHMS NpaBun
W/ UCKIIOYEHNIA MONUTUKKU, pacnoniokeHHble B pasgene Monutuka >

O6bekTbl MonuTukn.

CnpaBoYHMKM Cnncku anemMeHTOoB, CrpynnMPOBaHHbBIX MO OnpeaerneHHoMy NpusHaky. Kaxabin
13 3NEMEHTOB COAEPXUT KpaTKMe CBeAEHUs1 O KOHKPETHOM obbekTe. PaboTta
CO CNpaBOYHMKaMU 1 X COAEPXKMMbIM OCyLLIeCTBNseTCS B pasaerne Nonutuka
> CnpaBOYHUKM 1 BbINOMHAETCS MO 06LLMM NPpUHUMMIAaM, ONMUCaHHBIM Aarnee.
LLia6noHsbl WHcTpyMeHThl Ana moaudmkaumn 3aronoskos HTTP-3anpocos, a Takke aB-

TOMaTn4ecKom reHepauunmn Beﬁ-CTpaHMLI, ona ysegomneHunsa nonb3oBaTeneu:

e WAabnoHbl A4ns MoaudrKaLmMmn 3arofioBKOB (400aBneHne, MUSMEHeHWe Unu
yOaneHve 3arofioBKOB);
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HaumeHoBaHue OnucaHue

e wabnoHbl Ans opmmnpoBaHMsa BEO-CTpaHuL,.

LlabrioHbI Orisi MOOUGbUKaLUUU 3a20/108K08 UCMONb3YIOT AN CO3A4aHUS npaBus
NONUTUKK chunbTpaLm 3anpoCcoB 1 OTBETOB. VX cnegyeT ykasaTh npu Bbibope
OONOMHUTENBHBLIX AEUCTBUI, TakUX Kak 10OaBNeHNE, UBMEHEHUE U yOAaneHne
3arofioBKOB.

LLlabnioHbl cmpaHuy npeaHasHadYeHbl Ans aBTOMaTUYEeCKOoW reHepaumn yee-
JOMUTENbHBIX CTPaHWL, C UCMONb30BaHWeM npenonpenerneHHoro Tekcra. B
Takue LWabnoHbl MOXXHO BCTaBUTb TY UV MHYH MHADOPMaLIMIO O NepedaHHbIX
MO CETU AaHHbIX, KOTOPbIE MOCIY)XUIMI NPUYNMHON OTOGPaXKEHVS YBEOOMIIEHNSI.

YnpaBneHue wabnoHamum OCyLLeCTBNnAEeTCA B pasaene MonuTtuka > LWa6no-
Hbl.

[nsa BbINONMHEHUS Kaknx-nMbo AeNCTBMI C UHCTPYMEHTaMN NOMUTUKN NpefHasHayYeHbl onpe-
AeneHHble KHOMKW/3Hayku (cM. Ta6n.6.9).

Tabn. 6.9. 0630p KHOMOK U AEeNCTBUN, BbIMOJIHAEMbIX C UHCTPYMeHTamu nonutukn Ub

KHonka/3Ha4vok OnucaHue

PackpbITb/cBEpHYTb CTPOKM C MHCpOpMaLUuein 06 MHCTPYMEHTE.
3Haukm , m | b

CefeHus, npeacTaBneHHble B Tabnyvue saneMeHTa cnpaBoYHMKa, MOXHO OTCOPTU-
poBatb no nobomMy 13 mnapaMeTpoB (KOMOHKe Tabnuupl).

[lna copTUPOBKM HAXMUTE Ha3BaHWE Bbl6paHHOI;1 KOJTOHKMW.

Hanpumep, ecnu B Tabnuie ogHOro 13 aneMeHTOB cnpaBoyHMka Pecypcbl HaxaTb
Ha HasBaHwue KonoHku LLlabnoH nmeHun, 3HayeHuns B aTom ctonbue ByayT oTcopTu-
pOBaHbI N0 BO3pacTaHuto.

[Mpn NOBTOPHOM HaXaTuK Ha 3aroNi0OBOK COPTMPOBKA 6y,u,eT BbIMNOJIHEHA MNO y6bIBaHI/IIO.

L—] KonupoBaTb CNMCOK MHCTPYMEHTOB UMW UHCTPYMEHT.
KHonka

Konusa otobpaxaercs B kOHUe cnucka. Bce aaHHble HOBOro MHCTPYMEHTa, KpoMe
Ha3BaHWS, WAEHTUYHbI AaHHBIM OpUrMHana.

HasBaHune ckonnpoBaHHOMO MHCTPpYMEHTa CbOpMI/IpyeTCH cnegyrwoumnm o6pa30M:
® [I0OCMOsIHHas 4acmb — <Ha3BaHWE KOMUPYemMoro MHCTPyMeHTa> + <Konua>;
® U3MeHseMas Hacmb — <MNopPsSaKOBbIN HOMEP>.

lNopsidkoebilti Homep — 4ncno, obo3HavatoLee HOMep Konuu, co3gaBaemMon B Cu-
cteme. [opsAKOBBIN HOMEP KOMUK KaXA0ro MHCTPYMEHTA YHUKarneH.

B Ta6n.6.10 npuBeaeHbl npumepbl OPMUPOBAHUS HAa3BaHUIA.

E YOanutb MHCTPYMEHT.
KHonka

[ns yaaneHns nHCTpyMmeHTa (rpynnbl UHCTPYMEHTOB) NONUTUKM HEOBX0ANMO:
1. B 3aBMCMMOCTY OT TOTO, ABMSETCH NN 3TO OTAEMbHBIM UHCTPYMEHTOM WIW FPYMMOoW:

o
Haxatb KHoMKy m B CTPOKE COOTBETCTBYHOLLEN rPynnbl;

o
PackpbITb CTPOKY C Al@HHBIMW KOHKPETHOW pynrbl U HaXaTb KHOMKY E B

CTPOKe COOTBETCTBYHOLLENo MHCTPYMEHTA.

2. B OTKpbIBLUEMCS OKHE MOATBEPXKAEHUSA HaxaTb KHoMKy Aa.
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KHonka/3Ha4yok OnucaHue

3. Ecnu 6bin yganeH anemeHT rpynnbl, HaxaTb KHOMKY COXpaHUTb 415 COXpaHeHUs
BHECEHHbIX U3BMEHEHUN.

MHCTpYMEHT HEBO3MOXKHO yAanNuUTb NPY HaNMMYMmM y HEro CBsI3u ¢ NpaBuninamn uunm
nckntoveHnsaMmu nonutukn. OTobpasnTcs cooTBETCTBYOLLEE Co0OLLEeHNe 06 oLumbke.
[nsi ynaneHus MHCTpyMeHTa crieqyeT 3aMeHUTb ero B NpaBuie n/vnm UCKIioYeHun
Ha apyron

KHonka «/Jobasums + Ha3ea- | [106aBUTb HOBbIA MHCTPYMEHT.

HUe UHcmpymeHma»
Ero Ha3BaHWe JOMKHO ObITb YHUKaNbHO B CBOEM pasaene.

[obaeneHune Kaxxgoro Tuna WHCTPYMEHTOB I'IO,Cl,p06H0 OMNMCaHoO B COOTBETCTBYHOLLINX
pasgenax

K CoxpanuTs COXpaHI/ITb BHeCEeHHble U3MEHEHNSA
HOrmMkKa

0 HaxvmaTtb Ansi coxpaHeHWs! U NPUMEHEHNSI BHECEHHBLIX U3MEHEHWIA B NOMUTUKY
Homka

Ta6n. 6.10. NMpumepbl 06pa3oBaHUs HA3BaHUA CKOMUPOBAHHbIX UHCTPYMEHTOB NONUTUKMN

HasBaHue UHCTPYMEHTa HasBaHue konuu

UHCcTpymeHT WHCcTpyMeHT-konms-1

WHCTpyMeHT (mosemopHoe kornuposaHue obbekma) |HCTpyMeHT-konus-2

MHCTpyMeHT-konms-1 MHCcTpymMeHT-konusa-3

,D,J'IFI peOaKmupoeaHUH CrnncKa MHCTPYMEHTOB MOJIUTUKN UM ero anemMeHTa HeO6XOD,I/IMOZ

1. PaCKprTb CTPOKY C I/IHCbOpMaLl,I/leVI O CMNUCKE UHCTPYMEHTOB UIN ero arnemMmeHTe n BHeCTU
N3MEHEHUA.

N

HaxaTb kHonky CoxpaHuUTb, KOTOopasi CTaHeT JOCTYMHOWN TONbKO NOCIe BHECEHUSI KaKkoro-
NINBO U3MEHEHUS.

MpumeyaHue

B pabome co cripago4Hukamu, credyem ydecmb, Ymo e20 6ydem HEB03MOXHO OMKPbLIMb U3-3a
bonbwoeo obbema. Ha akpaHe omobpasumcsi mekcm, codepxawull UHCMpPYKUuUU Onsi peweHus
rnpobnemsi:

«Cniucok cnuwkom 6onbwod. [ns npocmMompa u pedakmuposaHusi, CoxpaHume eego 8 ¢halsn u om-
Kpolime 8 nntobom pedakmope.

Lnsa peGakmupogaHusi 3moezo cripagoyHUKa HeobxodUMO IKCIopMmMuUpPo8ams €20 U3 cucmembl, BHecmu
U3MEHEHUS U UMIMopmupo8ams €20 06pamHo».

OCHOBHbIE M3MEHEHWSI, BHECEHHbIE B OOBLEKT MONMUTUKKM (OaTa co3gaHuns/peaakTMpoBaHus n
NHULMATOp 3TUX OENCTBMIA), NOCINEe COXpPaHEHUSI aBTOMaTUYECKN 3anoMUHAKOTCS CUCTEMOW U
oToGpaxatoTcsi B CTPOKe € AaHHbIMK 3Toro o6bekTa. Hanpumep:

admin admin
26.11.2018 1435 26.11.2018 1435

icap-server 1 icap://tt48 solarlocal:134

admin
21.11.2018 17:09
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[ns 6onee onepaTtnBHOM paboThbl C MUHCTPYMEHTAMM NOMUTUKM B KaXK4OM pasaerne, B 3aBUCK-
MOCTM OT TUMNa MHCTPYMEHTA, NPeayCMOTPEH MoUCK o mekcmy. [Ins novcka cnegyeT BBECTU
HanMeHOBaHWe MHCTPYMeEHTa (NoruH nonb3oBatens B pasgene Nonb3oBaTtenu (Basic Auth))
B MOWCKOBYIO CTPOKY, PACnofoXeHHY Haz CrMCKOM.

Mo mepe BBOAa TekcTa ByaeT otobpaxaTbCs CNUCOK pe3ynbTaToB, YAOBNETBOPSAOLWLNX YCIO-
BMsIM noucka. NMpu aTomM coBnagatome cMMBOribl ByayT NOACBEYEHbI XKENTbIM LBETOM.

AHanornyHbIN NOUCK NPEAYCMOTPEH M A5 COOEePXXUMOro crpaBoyHMKOB (none Mowuck no na-
pameTtpam).

Solar NGFW nosBonsieT skcnoptupoBaTth M MMNOPTUPOBAThb Kak BCIO NMOSIMTUKY LIENMKOM, Tak
N ee OTAerNbHbIE UHCTPYMEHTbI:

Crnowv npaBuI NOMUTUKN CO BCEMU 3NIEMEHTAMN U UHCTPYMEHTAMM, KOTOPbIE NCMOMb3YHTCH
B HUX;

rpynnbl UHCTPYMEHTOB MOJINTUKKN OOHOIo TUna,

OTAENbHbIN MHCTPYMEHT NONUTMKU (Hanpumep, cnuckn IP-agpecos, WwabnoH cTpaHuubl
T.4.);

683y CUrHaTyp cuctemMbl npenorspalleHns BTOp)KeHI/IIZ.

Mpwn aTOM AaHHbIe akcnopTupytoTest B JSON- unm CSV-chainn, KoTopbii COXpaHSETCA Ha OMCKE.
MecTo coxpaHeHus panna 3aBUCUT OT HAcCTpoek bpayaepa.

MpumeyaHue

Heobxodumo yyecmb criedyroujee:

Jlumumel mpacgbuka u rnorib3o8ameried rnpu Basic-aymeHmugbukayuu MOXXHO 8blepy3umb/3agpy3umb
MOJIbKO MpuU 3Kcriopme/umrnopme ecell MoauMuUKU.

Ecnu ¢palin umeem Opyzol hopmam, rpu ronbimke e2o umMrnopma omobpasumcsi yeeOomrieHuUe
06 owubke. 3aepyska nonumuku He 6ydem 8bInorIHeHa.

Ecnu nonumuka co0epxum Kakue-nubo owubKu, oHa 8ce pagHo bydem umrnopmuposaHa 8 cucme-
my. Bce cyuwecmsyrowue owubku 6ydym rnepequcrieHbl 8 coobuweHuu ob owubke, Komopoe
omobpa3umcs 8 eeb-bpay3sepe.

Ecnu e npouecce akcriopma nosumuku usiu ee UHCmMpyMeHmos riepedmu 8 Opyaol pa3ders, 3Kcrnopm
bydem omMeHeH.

[na akcnopTa Bcex AaHHbIX MONUMTUMKU B pasgene MonuTuka HaxXMuUTe KHOMKY JKCMOpT
(Puc.6.17). danee cdopmuposaHHbii JSON-cann (Hanpumep, policy.json), cogepxalimm
COOTBETCTBYIOLLME AaHHbIE O NONUTKKE, ByaeT COXpaHeH B KaTanor, ykazaHHbIN B HACTPOMKax
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Opaysepa. ima danna ¢ nonutukon umeet dopmart: <policy><parta akcnoprta><Bpems
aKcnopra>.json

HacTpoiiku WmnopT

EXY MEXCETEBOWM 3KPAH

KOHTEHTHAA ®@MNbTPALLIMA

Puc. 6.17. KHonKu ansa akcrnoprta nu uMnopTa NOsIMTUKU
Mpy MMmnopTe NONUTUKKM AaHHbIe N3 BHelwwHero XML-danna sarpyxatorca B B[] cuctemsl.
[na umnopTa NONUTUKK:
B pasgene Monutuka Haxmute UMnopT (Puc.6.17).

Bbibepute hann <umsa cpanna>.json (Hanpumep, policy.json), cogep>xawun gaHHble No-
NNTUKN.

Haxmute OTKpbITb.

MpumeyaHue

Heobxodumo y4yecmsb, 4mo 8ce arieMeHmbl U UHCMpPYMeHMb! cmapol noaumuku yoassstomcs.

Tak>ke 8 npasursiax u/umu UCKITIOYeHUSIX UMopmupyemoll noaumuku Mmoeym 6bimb yKka3aHbl [epCOHb,
komopble omcymcmeytom 8 [Jocbe Solar NGFW. B amom criy4dae ripousotidem crnedyroujee:

ec/1U epcoHa yKkasaHa 6 rpasunax cros fjocmyn 6e3 aymeHmugukayuu, 3adaHHoe delicmsue
Cesizamb ¢ nepcoHoOU epyqHyt0 UsMeHuUmcs Ha Cesisame ¢ NepcoHOoU aemomMamu4ecKu;

€c/1u MepcoHa ykasaHa 8 rnpasunax opyaux croes, omobpazumcsi coomsemcmesyruee yeeoom-
nerue. YsedomneHue 6ydem codepxamb nepedeHs id 8cex omcymcmeyrouux nepcoH. B amom
cnyqae nepelidume 8 KOHKPEMHOE MPasuio Uu UCKITIOYEHUE U 8HECUME U3MEHEHUSI.

Tarke B Solar NGFW Bbl MOXETE MMNOPTUPOBATb MYCTYO NONUTUKY. [Ins aTOro:;
B pasgene Monutuka Haxmute UMnopT (Puc.6.17).
Y6eautech, 4To B pasgerne NMonutuka oTCyTCTBYIOT Npasuna B KaXX4oM U3 CrOeB.

HDOBepre, YTO Npun co3gaHnn npaBui B CNoAx ('bI/IJ'IpraLI,I/II/I 3anpocoB " OTBETOB MPUCYT-
CTBYIOT LwabnoHbl Ans NPUMEHEHNA MO YMOINM4YaHUIO.

BbibepuTe HyXXHbI dhann n Haxmmte OTKPbITb.

HaxmuTe MpUMeHUTb NOSIUTUKY.
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6.4.4.3. QKCNOPT UHCTPYMEHTOB MOJSINTUKU

Solar NGFW npegocTtaBnsieT BO3MOXHOCTb 3KCNOPTUPOBATb rPynMbl MUHCTPYMEHTOB NOMUTUKA
opHoro Tuna. ATo kacaetcs cnncka ICAP- n npokcn-cepsepos.

[na akcnopta rpynnbl MHCTPYMEHTOB MONUTUKK B pasaerne NMonutuka > BHewwHue noaknio-
YyeHus (Puc.6.18) BbibeprTe COOTBETCTBYIOLLMI pa3gen u HaxxMmmTe QKCNOPT.

MonuTKKa / BHElWHWE noaknioueHus / ICAP-cepBephbl MpUMEHHTE NONHTHRY
Jo6aeuts ICAP-cepeep Mmnopr JHCNopT TMOWCK N CepBepa

WmnA cepeepa URL HommeHTapuii Co3pan MameHeH

a Local regmod icap://localhost-1344/reqmod 14.032022 14:56

a Local respmod icap://localhost-1344/respmod 14.03 2022 14:56

Puc. 6.18. dkcnopT rpynnbl MHCTPYMEHTOB NMOJIMTUKU

B ykasaHHOM kaTanore Gygetr coxpaHeH chann ¢ pacwmpeHnem CSV, KOTOpPbIN COQEPXUT
cnegylowyo nHdopmaumio:

e HasBaHWA CTONGLOB B Nopsaake X criefoBaHusa B Beb-mHTepdelice, cnesa-Hanpaso, pas-
AeneHHble CMMBOSIOM Tabynsaumu;

® 3Ha4YeHuA napaMeTpoB, ornpeaereHHbiX Ha3BaHNAMA CTOJ'I6L|,OB no NopAAKy Ux crnegoBaHus,
pasgeneHHbie CMMBOJTOM Ta6yn;|u,|/|v|.

MpumeyaHue

Umst skecriopmupyemoeo palina umeem cpopmam: <Ha3eaHue 2pynrbl UHCMPYMeHMmoe noJsiu-
muku><dama 3Kcriopma><epeMsi 3KCropma>.csv

Takke B Solar NGFW MOXHO 3KCMOpPTMPOBaTh OTAENbHbIE MHCTPYMEHTbI NONUTUKK. [JaHHas
byHKUMS OOCTYMHA BO BCEX UHCTPYMEHTAX, KpOMe:

® NUMUTOB Tpaduka;

e nonb3oBarenen (Basic Auth);

e wabnoHoB CTpaHuL,.

[nsa akcnopTa oT4enbHOro MHCTPYMEHTa NonuTukK B pasgene Monutuka:

1. BblbepuTe COOTBETCTBYIOLLUMA MHCTPYMEHT U PaCKPOWTE CTPOKY C €ro OaHHbIMW, HaXKaB
3Havok B.

2. HaxxmunTe kHonky QkcnopT (Puc.6.19).
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CoxpaHuTh Ommena No6aeuThb WabnoH Mown

Ha3BaHue bes ayTeHTHHKALIMK

HMEHK Tun w Ha

admin

MmA xocTa .. v 16.03.2022 16:25

Puc. 6.19. 3kcnopT oTAENbHOro MHCTPYMEHTa NOSIUTUKU

B ykaszaHHOM katanore OyaeTr coxpaHeH dhavn ¢ pacwmpeHnem CSV, KOTOpbIA COoepXuT
cnegytouyo MHpopmaumio:

CTpPOKy version 1;

3HaYeHWs NapaMeTpOoB, onpeaerneHHbIX Ha3BaHVSIMM CTONGLOB NO NOPSAKY UX CrefoBaHus,
pasfeneHHble CMMBOOM Tabyrnsiumn.

MpumeyaHue

Wmsi akcriopmupyemoeo ¢hadinia umeem gpopmam: <Ha3eaHuUe UHCMmpyMeHma noaumuku><dama
aKcrnopma><epemMsi 3Kcriopma>.csv

Solar NGFW npegoctaBnseT BO3MOXHOCTb MMMOPTUPOBAaTh U3 BHELLHErD dhanna UHCTPYMEHTbI
NONUTUKA UNK TPYNMbl UHCTPYMEHTOB.

MOo>XHO MMMNOPTUPOBATL AAHHbLIE KOHKPETHOTO MHCTPYMEHTA MONUTUKA B MOMEHT ero Jobaene-
HUSI B CUCTEMY BPYYHYIO.

[na Toro, 4toGbl UMMNOPTUPOBATL CMMCOK MHCTPYMEHTOB MOMUTUKK, CHavana Heobxoammo
NnoAroToBUTb TEKCTOBLIN dhain co cnuckoM. Pain gormkeH MMeTb paclumpeHmne CSV, a cogep-
Xallnncs B HEM TEKCT AOMMKEH MMeTb koauposky utf-8. dann gomkeH uMeTb nocnegoBaTenibHO
cnegytouiee CoaepXUMoe:

CTPOKy version 1;

Ha3BaHWS CTONOLIOB B Nopsiake Ux crnegoBaHus B Beb-mHTepdpence, cneea Hanpaeo, pas-
JeneHHble TOYKOWN C 3ansToun;

BHumaHue!

HaseaHusi cmonbyoe OormKkHbI bbimb 8 MOYHOCMU MaKUuMU e, Kak U 8 3KCropmupo8aHHOM
criucke.

3HavYeHWsi NapaMeTPoB, onpeaeneHHbIX Ha3BaHNAMKU CTONOLIOB MO NOPSAKY UX CneaoBaHus,
pasgeneHHble TOYKOWM C 3ansiToMn.

Mpun 3TOM CrieayeT y4ecTb creaytollee:
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ecnn napameTp UMeeT formdeckun tun (naxok B MHTepdence), ToO ycTaHOBNEHHOMY
donaxkky COoTBETCTBYET 3HadeHue 1, a cHaTomy — 0;

ecnv napameTp He AOMmKeH OblTb 3aaaH (HanpumMep, NycToi Naponb), TO 3Ha4YeHUs npeabl-
AyLEero n crneayoLlero napaMeTpoB A0MKHbI ObiTh pa3aeneHbl AByMsi CMMBONamu Tabyns-
L.

MMnopT oTaenbHbIX MHCTPYMEHTOB MONUTUKM AOCTYMNEH BO BCEX MHCTPYMEHTaX, KpOME:
NUMNTbI TpadunKa;
nonb3oBarenu (Basic Auth);
WabnoHbl CTpaHuL,

MpumeyaHue

Ecnu HazsaHue uHcmpymeHma nosumuKku He 3adaHo, npu umriopme oHO 6ydem asmomamu4ecKu
cghopmuposaHo U3 UMeHU ¢halna u 0ambi-8PEMEHU.
HaseaHue uHcmpymeHma umeem cnedyrowui gpopmam: <filename><timestamp>.csv

Hanpumep:

ums ¢atna: NewList, dama umnopma: 2018.11.30, epemsi umnopma:18:27:57. B umoee, umsi ¢hatina,
cghopmuposaHHoe asmomamuyecku, 6ydem cnedyrowum: NewList_20181130_18-27-57.

CogepxMMmbiM MMmnopTupyemoro darnna MoxHo nnmbo AoNOAHUTE UMEIOLLMIACA CIUCOK, Nnbo
3aMEeHUTb ero NOSIHOCTbI0 C NOMOLLLI0 KHOMOK [lo06aBUTL AaHHble u3 hanna u 3aMeHUTb
OaHHble u3 chamna.

[na umnopTta MHCTPYMEHTOB NOMAUTMKN UMK TPYNMbl MIHCTPYMEHTOB MONUTUKM HEOBXOAMMO B
pasgene NMonutuka:

BbibpaTb COOTBETCTBYHOLLUMIA UHCTPYMEHT UMK FPynny MHCTPYMEHTOB.

Mpy HEOBXOANUMOCTUN PACKPbITL CTPOKY C AaHHBIMWU 3TOFO MHCTPYMEHTA (rpynnbl UHCTPYMEH-
TOB), HaxaB Ha 3Ha4ok K.

Haxatb kHonky UmnopT (Puc.6.20).

B oTkpbiBLLEMCS OKHE 3arpy3nTb AaHHble U3 ¢panna BbiIGpaTb cNocob 3arpy3kn gaHHbIX,
Ha)kaB COOTBETCTBYHOLL YO KHOMKY (Puc.6.21).

B oTkpbIBLIEMCSA CTaHAAPTHOM OKHe BblBpaTh dann 1 HaxaTb KHOMKY OTKPbIThb.
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MonuTHKa / BHEWHWE NoAKNioYeHus / ICAP-CcepEepbl TIDUMERITE NONHTHIGY

JNoGasuts ICAP-cepaep Wmnopr IHCnopT 0 D epa

WmnA cepeepa URL HomMMeHTapHiA Co3pan W3meHeH

Local reqgmod icap://localhost-1344/reqmod 14032022 1456

Local respmod icap://localhost-1344/respmod 14.03.2022 14:56

Puc. 6.20. UMnopT MHCTPYMEHTOB MOSIUTUKN

3arpy3uTb AaHHble U3 fpanna

JameHWTb SaHHBIMK M3 gaiina Jo6aBsuTe gaHHbe W2 (aiina

Mann: He swifipan

3aKpalTo

Puc. 6.21. OkHO «3arpy3uTb AaHHble U3 canna»

MpumeyaHue

Ecnu npu umrnopme criucka pecypcoe npousowia owubka, 8 okHe 6pay3epa omobpasumcsi yeedom-
fieHue ¢ demaribHbIM OnUCaHUeM MpuYuHbl c6os.

6.5. UHCTpYMEHTbI NONMUTUKU

6.5.1. Cnou npaBun NonUTUKU

Kaxkgbli cnon npaBun NONUTUKK coaepknT B cebe Habop npaBus 1 UCKIOMEeHWI OQHOro TUNa,
KOTOpble NpeaHasHaveHbl 4118 peLleHns KOHKPETHOM 3agadum nonuTukn (nogpobHoe onucaHme
Kaxkgoro cnos npmeegeHo B Ta6n.6.11).

Ta6n. 6.11. O630p AeNCTBUIA CO CNOSIMU NMPaBUI NOJIUTUKU

HanmeHoBaHue cnos I'IpumeanMe ‘ Ccbinka Ha no.qpoGHoe onuncaHue

MexceTteBon akpaH

PunbTp TpaH3UTHOro Tpadunka |CucTemHbIN crioi, ero HeBo3MOXHO: |Pasgen 6.5.1.1.1

o nepevmMeHoBaTh: Paspen 6.5.1.1.2

®PuneTp Mcxoasiuero Tpadguka Paspgen 6.5.1.1.3
nepemMecTuThb;

© e ’ Pasnen 6.5.1.1.4

dunbTp BXOAALWEro Tpaduka

TpaHcnsaums agpecos
® KonupoBsaThb;

e yoanuTb

MpenoTBpaLLeHie BTOPXKEHUI
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HaumeHoBaHue cnos MpumeyaHue Ccbinka Ha noapo6Hoe onucaHue

MpaBuna n ncknyeHns CucTeMHbIN Crnown, ero HeBo3MoXHo: |Pasgen 6.5.1.2.1
Pasnen 6.5.1.2.2

Habopsl curHatyp NeperMeHOBaTb:

nepemMecTuThb;
KOMMpoBaThb;

yoanuTb

KoHTeHTHas counstpauns

Hoctyn 6e3 ayteHTUdmkaumm CucTeMHbIN cnon, ero HeBO3MOXHo: |Pasgen 6.5.1.3.1
Bckpbitne HTTPS NeperMeHoBaTb; Pasnen 6.5.1.3.2

MepeHanpasneHune no ICAP Pazgen 6.5.1.3.3
NnepemMecTuTb;

yaanutb

dunsTpaumns 3anpocos CucTemHBIN Cnon, ero HeBo3mMoxHo: |Pasgen 6.5.1.3.4
Paspen 6.5.1.3.5

dunbTpaumsi OTBETOB neperMeHoBaTb;

nepemMecTuThb;
yoanuTb.

OpHako Solar NGFW nossonsiet
chopMMpoBaTh HOBbLIE CIOW 3TOrO
XXe Tuna n BbINONMHUTbL C HUMU p,e17|-
CTBUA, YKa3aHHble Bblllle

SSL-nHcnekumsa

MpaBuna paclwmdpoBkm CuUCTEMHBIN crnoi, ero HeBo3MOXHO: |Pasgen 6.5.2.2
nepeMMeHoBarThb;
nepemMecTuThb;
KOMMpoBaTh;

yoanntb

MexceTeBoe akpaHMpoBaHue siBnsetcs 6asoBon yHKuMoHanbHocTbo Solar NGFW, nosBo-
NAOLWEN KOHTPONMpoBaTb UHAPOPMAaLIMOHHBLIE MOTOKM Kak Ha HM3kux (L2, L3, L4), Tak n Ha
BbICOKUX (L7) ceTeBbIX YPOBHsIX Nno criegytownm npusHakam: MAC-agpecawm, IP-agpecam, ce-
TEBbIM UHTEPPencam, COCTOSTHUSIM COEIMHEHWI, HanpaBneHuio Tpadnka, nopTam, MPOToKoam
L3, L4, L7 n npunoxeHusm.

B kauyectBe MO B Solar NGFW ucnonbayetca 6pangmayap Netfilter. [lns ero HacTponku uc-
nonb3yTca nHtepdencel ytnnut nftables u iptables:

Nftables ncnonb3syertcs ans cosgaHmsa obpaboTymka hparMeHTUPOBAHHBLIX NAKETOB, KOTOPbIV
BKIOYaeTcs B paboTy NpakTUYeCcKkn B CaMOM Havane nyTu naketa Yyepes ceteBomn cTek Astra
Linux. Takke, Nftables ncnonb3yerca ans HacTponkm 3axesata Tpaduka IPS (nossonser
BKIMIOYNTb 3axBaT U Nepeaady BXOASLEro U/unu TpaH3uTHOro Tpaduka Ha npoBepky B IPS
npsiMo 13 94pa).
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Iptables ncnonb3yeTca onst co3gaHusi OCHOBHOMW NOMMKM hunbTpauum CeTeBbIX MakeToB
(ocTanbHble dyHKLMOHaNbHble BO3MOXHOCTU M3 Solar NGFW).

C nomoLLbl HacTporKK NpaBuil U UCKMOYeHUn crios MexceTeBOM 3KpaH MOXHO pPeLUnTb
cnegytouime 3agadu:

duneTpaums Tpaduka No oNnMCaHHbIM Bbille NMpU3HaKaMm,

pasrpaHu4eHne gocTyna K CeTeBbIM pecypcam,

oOHapyXeHne 1 NpeaoTBpaLleHNEe CETEBLIX BTOPXKEHUN,

TPaHCNAUMS agpecoB NONb3oBaTeNnen (CKPbITUE UCTOYHMKA/HA3HAYEeHNs, SKOHOMUST afpeECoB),
obHapyxeHne cobbITUI U MHLUMOEHTOB HApYLUEHUS NONUTUKK CETEBON Be30nacHOCTH.

B 3aBMcMMOCTM OT BbiGpaHHOM 3aaa4n cchopMupyiiTe NPaBUo NONMMTUKA B COOTBETCTBYHOLLIEM
noapaszaene crosi MexceTeBoW akpaH, 3anofH1B HeobxoanMble napameTpsbl. [epeyeHb na-
paMeTPOB MEePEYUCIIEH HIKE B COOTBETCTBYIOLNX pasaenax.

MpumeyaHue

B Solar NGFW cepsucbkl obmeHusatomcsi OaHHbIMU Mexdy coboli no cemu (localhost), nosmomy,
umobbl He briokuposame Ux pabomy, npu HacmpoUuke npasus hunbmpayuu Heobxo0UMO yHuUMbI8amb
0aHHble, onucaHHble 8 mabnuue lpunoxeHue E, Mampuua M3 Solar NGFW.

MexceTeBow akpaH n DPI umetloT orpaHnyeHns:

Mpn nameHeHun gencrens B npasunax punsrpaunm ¢ PaspewmnTtb Ha 3anpeTuTb HOBas
nonuTMKa pacrnpocTpaHAeTCa TOMbKO Ha HOBble COeAWHEHUSs, YyCTaHaBnnBaemble nocre
npuMeHeHns naMmeHeHnn. CoeanHeHusl, yCTaHoOBMNEeHHbIE 40 BHECEHUS U3MEHEHWI B NOMNU-
TUKY bunbTpauun, npogormkaTt punsTpoBaThCs MO CTapbiM NpaBuiam, noka coeamHeHne
He BygeT cOpOLIEHO UK NepeycTaHOBIEHO.

Bce RELATED-coeguHeHus, nHuummpyemsle paspeweHHsiMn ESTABLISHED-coeguHeHu-
MW, MPOMYCKaKTCA, HO HE XypHAanupyTCcs.

npOBepKI/I TpaCbI/lKa no npasunam DPI HauMHaoTCa ¢ MOMEHTa Co34aHus nepBoro npasuna
C KJ'IaCCI/I(bI/IKaTOpOM DPI n He pacnpocTpaHAKTCA Ha COoeMHEHNA, YCTaHOBIEHHbIE [0
co3aaHun4a nepBoro npasuna.

Ons npaeun DPI co3pnatoTcs 4ononHUTEeNbHbIE NpaBuna, KOTopble He BUOHbI B BEO-UHTEp-
dewce. Takme npasuna crnyxat Ang onpegeneHus NpUKnagHoro NpoTokona nunm NpunoXxeHns
DPI. B Hux moryT nonagatb NepBble HECKOIMbKO NaKeToB ApYrnxX COEANHEHUN, T.K. HA JaHHOM
atane DPI npoBepsieT, ecTb N1 B TpadimMke NCKOMbIE NPOTOKONbI.

Mpy prnbTPaLMM HEKOTOPLIX MPUKNaAHbLIX MPOTOKOSIOB C NomoLlbio DPI cTouT yuntbiBaTh:

YUTtoObl 3abnoknpoBaTb Tpaduk Telegram, npaBumno Ha ero 3anpeTt HeobxogMMo NOCTaBUTb
Nno NPUOPUTETY BbILLE BCEX OCTanbHbIX Npasus ¢ knaccudpukatopom DPI.
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MpumeyvaHume

Telegram onpedensemcs 8 DPI no npomokony wugpoeaHusi MTProto, a ynpaeneHue Telegram-
bomawmu ebinonHsemcs yepe3 APl Telegram (cmaHdapmHbiti HTTPS), nosmomy mpaghuk ynpas-
JnieHust bomamu He bydem obHapyxeH Yepe3 DPI. Ymobbi 3abriokuposamb APl Telegram, co3datime
briokupytouee npasusio 8 pazdesnie Konmenmuas punbmpayus > @unbmpayusi 3arnpocos.

e B cBsA3n c ocobeHHocTsIMM paboTbl Tor He Nbon ero Tpaduk MOXHO 3abnokmpoBaTtb. Tor
MOXXHO 6rOKMpPOBAaTb TOMNBKO MO agpecaM U3BECTHbBIX Y3I10B, NO3TOMY Nnof 6nokupoBky byaet
nonagartb He BeCb Tpaduk (MepeyeHb U3BECTHLIX Y3N0B Tor MOCTOAHHO OOHOBMISIETCS).

6.5.1.1.1. ®unbTp TpaH3UTHOro Tpaduka

Cnon ®unbTp TpaH3uTHOro Tpaduka npegHasHaveH 4ns ynpasneHus punstpaumnen Tpaduka
Ha OCHOBE TPaH3UTHOrO HanpaeneHus (Tpaduk, KOTOpbIN NpoxoanT ckBo3b Solar NGFW, To
ecTb obpabaTbiBaeTcsl UM Kak NPOMEXYTOYHbIM y3rioM), npotokonos L3, L4, npunoxeHun,
NCnornb3yembix NOPTOB, aApPeCcOB NCTOYHMKA/HA3HaYeHNS, CETEBbLIX MHTEPdENCOB N COCTOAHUSA
COeaNHEHUN.

Monutuka / MeXceTeBow 3KpaH / ®UNsTp TpaH3nTHOro Tpaduka @ TpUMEHTE NOMTMKY
Co3aaTth NpaBuno Mouck n Wio, ne.. Q Hactpoiika konoHok

HaseaHue  [leficTBMe  WCTOUHMK  ToOpT MCT. HazsHaueHue TMopT HAzZH. TMpoToKoNbI Mpunoxenus  Korpa v kem u3meHeHo  Jlon. B

Np- Tobod Tio6oe He ucrnonba_ admin (] E|—| (]

04092023 1637

admin

YouTube [ ] a o

04092023 16:47

admin

He Hcnonba... e Uo

04.09.2023 16:49

Bcero 3 Crpoku 20/ cp. v

Puc. 6.22. Crnio npaBun NOAUTUKU «DUNLTP TPaH3UTHOro Tpadmkar

B Tabnuue panee nepeuncneHbl atpubyTbl Anst hOpMUPOBaAHMS MPaBUI NOMIMTUKM 3TOTO CIOS.

Tabn. 6.12. OnucaHue aTpubyTOB Ccrosl «PuNbTP TPaH3UTHOrO Tpaduka»

HasBaHue aTpubyTa OnucaHue 3HayeHue

OcHoBHbIE

WpoeHTudpumkartop MpeHTudpumkatop npasmna Kaxkgomy npaBuny npycBanBaeTCcs YHUKanNbHbIV LWeCT-
HaguaTUpuuHbIn  naeHTudukatop. WaeHtndukatop
npucBauBaeTCsa MOCrne CO3f4aHus npaBumna, NnosToMy
YBUOETb Er0 MOXHO TOMBKO NpU peaakTMpoBaHUn npa-
BMna nnu B Tabnuue B konoxHke UpeHTudukarop

HassaHue HaseaHue npasuna BBoaumbin Bpy4yHylo TekcT. MakcumanbHbI pasmep
BBEEHHOIo TEKCTa He AomkeH npesbiwats 200 cumeo-
noB. MakcumMarnbHas anvHa TekcTa He J0oMKHa NPEBbI-
waTb 29 6awT, rae oouH NaTUHCKUA CMMBON paBeH 1
6aviTy, a oouH KUpUNnuyeckuii cumeon — 2 bantam

KommeHTapui [ononHuTenbHble cBedeHus O |BBoaumbln BpyyHyl TekcT. MakcumarnbHbIi pa3mep
npasune BBEJEHHOrO TEKCTa He AoMmKeH npesbiwatb 500 cumBo-

nos
Mpuoputet Mopsipok ob6paboTkm npasuna |B npouecce 06paboTkm NONUTUKN KaxXabIvi CION NpaBusn

NONMUTUKM MPOBEPSETCA MNOCnenoBaTerNbHO: CBEpXy-
BHUM3. MpaBuna n/unun ncknyeHns NpoBepsaTCa aHa-
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HasBaHue aTpubyTa

OnucaHue

3Ha4yeHue

NOrMYyHbIM 06Pa3oM — CHavarna NPoBePSHTCS UCKITHO-

YeHus, a MOTOM Yyxe npasuna. YTobbl ynopsaoyvTb
npasurna no npuoputetam, nNpv cosgaHun/peaakTmpo-
BaHWM COOTBETCTBYIOLLErO NPaBuna B Morne ycTaHoBUTe
€ro NpMopuTET C MOMOLLLIO LIMpPOBOro 3HaYeHus, Ha-
ynHas ¢ 1. bonee nogpo6bHo onncaHo B pasgerne 6.2

XKypHanuposaTtb

Onuusa no3sonsier otobpaxartb
WH(OPMaLMIO O HAaCTPOEHHOM
npasune B )XypHane coeauHe-
HUW B pasgene Ctatuctuka >
XypHan coeauHeHun

Onuus

Dencrteue

[Oevicteue, koTopoe Byaet npu-
MEHEHO K 0ObEKTY MO pe3yrbTa-
Tam NPOBEPKU YCINOBUIA NpaBu-
na

3HauyeHne MOXHO BblOpaTb B pacKpbiBaloLLEMCS CIINCKE:
3anpeTuThb;
PaspewnTb;
OrpaHu4uTb CKOpPOCTh;

C6poc owmnb04HbIX TCP naketoB.

MpumeyaHue

lpasuna c deticmeuem C6poc owub604YHbIX
TCP nakemoe He pabomarom rpu 8KIIHHEH-
Hol SSL-UHcnekyuu.

®PparmMeHTUPOBAHHbLIN
Tpaduk

Onuma JocTynHa TOMbKo Mpu
BblGOpe TPaH3UTHOTO Hanpaene-
HWS Tpadmka 1 No3BoNsAeT pas-
0EenuTb OOWH CETEBOW NakeT Ha
nBa. PekomeHayeTca ncnonb3o-
BaTb Npn MakCMmalbHOM pasmMe-
pe nomnesHoro Grnoka AaHHbIX
ogHoro naketa 6onee 1500
Oant

dnaxok.

MpumeyaHue

CpabameisaHue npasus M3 ¢ ycrmaHo8reHHbIM
raxkom PpacMeHMuUpPO8aHHbIl mpaguk
XXypHanupyemcs e ¢hatin /var/log/kern.log.

YcmanosrieHue cpriaxxka U ebibop delicmeus
3anpemumsb npusodum K 3arnpemy 8ceso
paemeHmuposaHHoO20 mpaguka. Ecriu Heob-
X0OUMO 5I8HO pa3pewums Kakol-mo ¢hpacMeH-
mupoeaHHbIl mpacgpuk, coslaltime AorosnHu-
mernbHoe paspelarowiee npasusio 6es3 ycnosusi
Ha (hpazmeHmauyuro, m.K. 0bpabomka 8bInosiHs-
emcsi 8 pa3HbiX Uerovkax npasusl.

MpoTtokonebl

MpoTtokonbl NepegayYn AaHHbIX

3HayeHne MOXHO BBECTU BPYYHYyH unu BblbpaTb B
pacKpblBalOLLEMCS CNnCKe:

TCP;
UDP;
ICMP;
IGMP;
GRE;

AH;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue
ESP.

Ecnu 3HayeHne He BbiGpaHo, NpoBepATLCSA ByaeT nio-
6o TpaduK, HE3aBNCMMO OT NPOTOKOMa

Bxogawmn nHtepdenc

CeTeBol nHTEpPhenc

3HayeHMe MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHo TonbKo Npy BeiGope BXOQSALLEro Uy TpaH3uT-
HOro HanpaBsneHus Tpaduka

NcTouHuk

Agpec oTnpaBuUTeNs NakeToB

3HayeHne MOXHO BBECTU BPYYHyH unu BblbpaTb B
pacKpbIBaKOLLEMCH CNUCKE:

o4vHOuHbIN IP-agpec;
OwanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;
MAC-agpec;

06bekTbl GeolP;

«JTroBow» (3HayeHue o yMonyaHuro).

[MopTbl UCTOYHMKA

Homep (ouanasoH HomepoB)
noptoB TCP n UDP

Yucno (meHblue 65536), cnncok nnv ananasoH HaTty-
panbHbIX Yncen. [lonyckaetcsi BBog, He 6onee 15 06b-
€KTOB; Ouanas3oH NopToB cuuTaetcs 3a 2 obbekTa.
MepBoe 3HaYeHne ananasoHa AOMMKHO ObiTb MEHbLUE,
Yem BTOpoe

Mexogawmmn nHtepdenc

CeTeBon nHTEepdenc

3Ha4yeHne MOXHO BBECTM Bpy4Hyto. Hanpumep: ethO.
[ocTynHO TONMbKO Npu BbIOOPE MCXOASALLEro UNn TpaH-
3MTHOTrO HanpaeneHns Tpaduka

HasHayeHune

Agpec nony4vaTtensi NakeTos

3HayeHne MOXHO BBECTU BPYYHyH unu BblbpaTb B
pacKpblBalLLEMCS CNncKe:

OfVHOYHBbIN IP-agpec;
Ouana3soH |P-agpecos;
Macka nogcetu |IP-agpecos;
0o6bekThl GeolP;

«JTioboe» (3HayeHue o yMonyaHur)

MopTbl Ha3Ha4YeHns

Homep (auanasoH Homepos)
noptoB TCP n UDP

Yucno (meHblue 65536), cnnMCcok nnu AnanasoH HaTty-
panbHbIX Yncen. [lonyckaercs BBof He 6onee 15 06b-
€KTOB; AmanasoH NOpTOB cyuTaeTca 3a 2 obbekTa.
[MepBoe 3HayeHne AnanasoHa JOMKHO ObiTb MeHbLLE,
YeM BTOpOE

Tun/kog, ICMP

dunerpaums ICMP-Tpaduka no
oTAenbHbIM TUNam/kogam cooo-
LeHnn

Mone poctynHo Tonbko nocne Boibopa npotokona ICMP
B none MpoTokons.l.

3HayeHVe MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNCKE:
[0] Oxo-oTBET;
[3] HasHa4eHue HeJoCTyMNHO;
[4] CoepxuBaHne UCTOYHUKA;

[5] NepeHanpaBneHue;

[8] 3xo-3anpoc;
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HasBaHue aTpubyTta OnucaHue 3HayeHue
o [9] O6bsABNEHNE MapLLPYTM3aTopa;
e [10] 3anpoc mapLupyTum3aTopa;
o [11] Bpems xwu3Hum (ttl) ncrekno;
e [12] Npobnema c napameTpamu genTarpaMmbl;
e [13] 3anpoc BpeMeHHOW METKY;
o [14] BpeMeHHas MeTKa nomnyyeHa;
e [17] 3anpoc agpecHo Macky;
e [18] AgopecHas macka nony4veHa.
MpumeyaHune
B ces3u ¢ ocobeHHOCMbI0 peanu3ayuu yHKUUU
no gunbmpauyuu mpacuka no munam/ko0am
ICMP 0ns briokupogaHusi ornpederieHHo20 mu-
na/kofa ICMP HyxHO co30amb omodesibHoe
npasusno Ha briokUuposKy amoeao muna/koda.
anJ'IO)KEHI/Iﬂ |_|p0TOKOI'IbI 7] NPUNoOXeHns 3Ha4yeHne MOXHO BBECTU BPY4HYHO Unn Bbl6paTb B
ypOBHSA L7 pacKpblBatoLLLEMCSH CMUCKE:
® BCE MPOTOKOIbI U MPUMNOXKEHNS (KaTeropmnsi BEpXHero
ypoBHs Bee),
® OOHYy wWnn HEeCKOIbKo KaTerome MPOTOKOIOB U”
NPUNOXEHUNA,
® onpegeneHHble NPOTOKONMbl N NPUITOXXEHUA.
MpumeyaHue

3Hauok . 8 KosioHke [lon. omobpaxkaemcsi, Ko20a 8KITHYEHbI rapaMmempbl, KOmMopble He 8UOHbI 8
mabnuue (KOMOHKU CKpbimbi). Hucro pssdom co 3Ha4KoM 03Ha4Yaem Kosau4ecmeo CKpbIMbIX 3aroSHEH-

HbIX rapamempos.

MpumMepsbl pelleHns 3aga4y ¢ NOMOLLLIO NpPaBuil U UCKMNOYEHWI crnos @uUNbLTP TPaH3UTHOro
Tpadomka npueeneHsl B pasgene 6.6:

e Bnokuposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

o OGrokMpoBKa Mornb3oBaTens ¢ NOMOLLbIO €ro naeHTndnkaumm Ha ceteBom ypoBHe: no MAC-

agpecy (cMm. pasgen 6.6.1.2);

e unbTpaumnsa Tpadurka Ha OCHOBE NPUHAASIEXXHOCT K TOMY UM MHOMY NPUKIagHOMY Mpo-
ToKONy/npunoxeHuto (cm. pasgen 6.6.1.5).

O SOLAR
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6.5.1.1.2. dunbTp BxogsLlero Tpaduka

Cnon ®unbTp BXxoasLero Tpaduka npegHasHadeH s ynpasneHus ounstpauuen Tpadmka
Ha OCHOBE BXOAsLLEero HanpasneHus (ntobon Tpaduk, KOHEYHbBIM NofnyyaTenem KoToporo siB-
naetca Solar NGFW, T.e. B agpece HasHayeHUs naketa ykasaH OouH U3 ero agpecos), NpoTo-
konos L3, L4, npynoxeHuin, ICNonNb3yeMblX NOPTOB, afpeCcoB NCTOMHUKA/Ha3HaYeHUs1, CETEBbIX
NMHTepPENCoB N COCTOSHUS COEANHEHNIA.

MonnuTuka / MexceTeBor 3KpaH / ®UnbTp BXoasLlero Tpaguka @

Co3path npasuno

Ha3saHue JedcTeue

w_ 1111

Bcero 2 Crpokn

MCTO4HMK

MopT ucT. Ha3HayeHne [OPT Ha3H.

Jio6oe

MpoToKonbI

TprMeHNTE NoMTHKY

Mow e. Q Hactpoiika konowok

MNpunoxeHus  KOrOa v Kem W3MeHeHo  [lon. BiaL.

admin
04.092023 1717

WhatsApp ao
admin

04.092023 1718

ao

YandexMail

20 /crp. v

Puc. 6.23. Cnowu npaBun nonutukn «Punbtp BxoasLllero Tpacgpukar

MpumeyaHue

Gunbmpayus mpaguka, MPOKCUPYeMo20 8 IBHOM PEXUME, OCYU,ecmersiemcsi MosibKo rpasuiamu,
deticmsyrowumu 0151 8xod51Uie20 HarnpasneHuss mpacghuka (npu Ucrnonb308aHUU MEXHOI02UU MPOKCU-
posBaHUsi 8 Kadecmee 3HavyeHusi adpeca HasHadyeHusi rnakema ycmadaesnueaemcsi adpec MpPOKCU-
cepsepa, noamomy NGFW eudum makol mpaghuk exo0suum, a He mpaH3UumHbiM).

B Tabnuue panee nepeuncneHbl atpubyTbl Anst hOpMUPOBaAHMS NPaBUI NOMIUTUKM 3TOTO CIOS.

Tabn. 6.13. OnucaHue aTpubyToB crnoa «dunsTp BXoasLero Tpadukar

HasBaHue aTpubyTta

OnucaHue

OcHoOBHbIE

3Ha4yeHue

UpeHTndmkartop

MpeHTudmkarop npasuna

Kaxxgomy npasuny npuceBanBaeTCs yHUKaNbHbINA WEeCT-
HaguaTMpuyHbln - naeHTudukatop. WaeHtndukatop
npuceavBaeTCa MoCne Co3fjaHus npasumna, nos3ToMmy
YBUOETH €ro MOXHO TOSMBKO NPpU peaakTMpoBaHun npa-
BUna unu B Tabnuue B konoHke MaeHTudmkarop

HassaHue

HasBaHue npasuna

BBogumbin Bpy4yHyto TekcT. MakcumanbHbI pasmep
BBEAEHHOIo TEKCTa He AomkeH npesbiwaTs 200 cumBeo-
noB. MakcuManbHas anvHa TekcTa He AoMKHa NPEBbI-
waTb 29 GawT, rae oguH NaTUHCKUA CMMBON paBeH 1
6aviTy, a oQunH KUpUNMYeckuii cumeon — 2 bavtam.

KommeHTapumn

[ononHuTeneHble CBeAeHUs O
npasune

BBoauMmbIn Bpy4yHylo TekcT. MakcumanbHbI pasmep
BBEEHHOIO TEKCTa He AoMmKkeH npesbiwatb 500 cumBo-
nos.

Mpuoputet

Mopsipok obpaboTkm npasBuna

B npouecce 06paboTku MONUTUKK Kaxabl CIOW NpaBui
NONMUTUKM MPOBEPSETCA MOCNenoBaTENbHO: CBEpXY-
BHM3. [MpaBuna n/unun NcknYeHns NPoBEPSATCA aHa-
NOrMYyHbIM 06pPa3oM — CHayana nNPoBEPSOTCS UCKITHO-
YeHus, a MOTOM yxxe MnpaBuna. Ytobbl ynopsaountb
npasuna no npuoputTeTam, nNpy co3aaHun/penakTmpo-
BaHUM COOTBETCTBYIOLLETO NpaBua B Nose yCTaHoBUTE
€ro NPUopUTET C MOMOLLbIO LIMOPOBOro 3HAYEHUS, Ha-
ynHas ¢ 1. bonee nogpobHo onncaHo B pasaene 6.2.
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HasBaHue aTpubyTta OnucaHue 3HayeHue
XKypHanuposaTtb Onuwmsa no3sonsieT otobpaxars |Onuus.
WH(OPMaLMI0 O HACTPOEHHOM
npaswune B XKypHane coeauHe-
HuUW B pasgene Ctatuctuka >
XypHan coeguHeHnn
[Hevictere [Hevicteue, kotopoe ByaeT npu- | 3HayeHne MOXHO BbIOPaTh B pacKkpbiBaloLLEMCH CNCKE:
MEHEHO K 0BbEKTY Mo pesyrbra-
Tam NPOBEPKN YCNOBUA NpaBu- 3anpetuts;
na
PaspewwmTb.
MpoTtokonebl MpoTtokonbl nepegayn AaHHbIX [3HaYeHMe MOXHO BBECTU BPYYHYH unu BblbpaTb B

pacKpbIBalOLLEMCS CMUCKE:

TCP;

UDP;

ICMP;

IGMP;

GRE;

AH;

ESP.

Ecnun 3HayeHne He BbIOpaHo, MpoBepATbLCA byaeT nto-
o1 TpadukK, HE3aBNCMMO OT MPOTOKONA.

Bxoaswuin nutepdeinc

CeTeBon nHTEepdenc

3HayeHne MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHo Tonbko Npu Beibope BXOAALLEro UM TpaH3uT-
HOro HanpasneHus Tpaduka.

MNcTouHuK

Appec oTnpaBuTeENS NaKkeToB

3Ha4yeHne MOXHO BBECTU BPYYHYHO Unn Bbl6paTb B
pacKpbIBakOLLEMCA CrNUCKe:

OOVHOYHBIN IP-agpec;
amanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;
MAC-agpec;

ob6bekTbl GeolP;

«JToboW» (3HayeHue o yMonyaHuro).

MopTbl UCTOYHMKA

Homep (amana3oH HomepoB)
noptoB TCP n UDP

Yucno (meHblue 65536), cnncok nnu ananasoH HaTty-
panbHbIX Yncen. [lonyckaercs BBof He 6onee 15 0b6b-
€KTOB; OManasoH MNOpTOB cyuTaeTca 3a 2 obbekTa.
MepBoe 3HayeHne ananasoHa JOMKHO ObiTb MEHbLLE,
YeM BTOpOE

HasHnayeHne

Anpec nony4yarensa naketoBs

3Ha4yeHne MOXHO BBECTU BPYYHYHO Unn Bbl6paTb B
pacKpbiBakOLLEMCA CrNUCKe:

oavHOYHBIM IP-agpec;
amanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;

06bekTbl GeolP;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

«JTtoboe» (3HadeHue Mo ymonyaHur)

[NopTbl Ha3Ha4YeHns

Homep (omana3oH HoOMepoB)
noptoB TCP n UDP

Yucno (meHblie 65536), cnncok nnv ananas3oH HaTty-
panbHbIX Yncen. lonyckaetcst BBog, He 6onee 15 06b-
€KTOB; Omuanas3oH NopToB cuyuTaetcs 3a 2 obbekTa.
MepBoe 3HaYeHne gnanasoHa AOMMKHO ObiTb MEHbLUE,
Yem BTOpoe

Twun/kog ICMP

dunsrpaumsa ICMP-Tpaduka no
oTAenbHbIM TUNnam/kogam cooo-
LEeHNN

Mone poctynHo Tonbko nocne Beibopa npotokona ICMP
B none MpoTtokonsbl.

3Ha4eHne MOXHO Bbl6paTb B pacKpblBakoLLIEeMCA CMUCKE:

[0] Oxo-oTBET;

[3] HasHa4eHue HegoCTyNHO;

[4] CoepxuBaHne MCTOYHUKA;

[5] MepeHanpaeneHue;

[8] 3x0-3anpoc;

[9] O6bsiBNEHME MapLUpyTM3aTOpa;
[10] 3anpoc mapLpyTusartopa;

[11] Bpems xwu3Hu (ttl) ncrekno;
[12] Mpobrema ¢ napameTpamu genTarpamMmmbl;
[13] 3anpoc BpeMeHHON METKM;
[14] BpemeHHas meTka nonyyeHa;
[17] Banpoc agpecHon macku;

[18] AopecHasa macka nony4veHa.

MpumeyaHue

B ces13u ¢ 0cobeHHOCMbI0 peanu3ayuu oyHKUUU
no gunbmpauuu mpachuka no munam/kodam
ICMP 07 6riokupoeaHusi ornpedesieHHO20 mu-
na/kofa ICMP HyxHO co3d0amb omoeribHoe
npasuso Ha brioKUpPOoBKy 3moeo murna/koda.

MpunoxeHna

[Mpotokonbl M NPUNOXeEHUs
ypoBHs L7

3HayeHne MOXHO BBECTU BPYYHYIO WK BbiOpaTh B
packKpbIBaloLLIEMCS CTIUCKE:

BCE NPOTOKOIbI Y NPUINOXEHUST (KaTeropusi BEpPXHEro
ypoBHsi Bce),

OOHY WIIM HECKOIbKO KaTeropum MNpOTOKOIOB U
NPUIOXEHUN,

onpenerneHHble MPOTOKONbl U NPUNOXEHUA.
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MpumeyvaHue

3Hauok . 8 KosioHke [Jon. omobpaxkaemcsi, Ko20a 8KITHYEHbI rapaMmempbl, KOmMopble He 8UOHbI 8
mabnuue (KOMOHKU CKpbimbi). Hucrno pssdom co 3Ha4KoM 03Ha4Yaem Kosau4ecmeo CKpbIMbIX 3ar0SHEH-
HbIX Mapamempos.

Mpumepsbl pelleHus 3aaay C MOMOLLbIO NPaBUM U UCKMOYEHU criosi @UNbLTP BXOAsILLEro
Tpadomka npueeneHsl B pasgene 6.6:

e Gnokuposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

e OBnoknpoBKa Nonb3oBaTerns ¢ NOMOLLbIO ero naeHTudgmrkaumm Ha ceteBom yposHe: no MAC-
agpecy (cm. pasgen 6.6.1.2);

e punbTpaumnsa Tpadurka Ha OCHOBE NPUHAASIEXXHOCTU K TOMY UM MHOMY NPUKIAgHOMY Mpo-
ToKONy/npunoxeHuto (cm. pasgen 6.6.1.5).

6.5.1.1.3. dunbTp Ucxopswero Tpaduka

Cnon ®duniTp ucxoasiiero Tpacuka npegHasHaveH aAng ynpasnenuns omnsrpaumen Tpaduka
Ha OCHOBE UCXOASLLEro HanpaeneHus (nbon Tpaguk, nsHadanbHbLIM OTNPaBUTESNEM KOTOPOTO
ansaetca Solar NGFW, 1.e. B agpece UCTOYHMKa NakeTa yka3aH OAuH U3 ero agpecos), npo-
TokonoB L3, L4, npunoxeHuin, NCNonb3yemblx NOPTOB, agpecoB NCTOYHMKA/HA3HaYeHus, ceTe-
BbIX MHTEPENCOB N COCTOSAHUS COeAMHEHNIA.

Monutuka / MexceTeBoii 3kpaH / @unbTp ucxoasilero paduka @ TIPUMEHNTE NOAUTUKY
Cospats npasuno Mowuc o,ne.. Q HacTpoiika konoHok

HazsaHue DeiicTBue  WMCTOYHMK MopT wcT. Haznauyenue TOPT Ha3H. MpotoKons Mpunoxenus  Korna v kem uamededo  Jlon. Brn.

admin
3a Jlo60# Ak VPN
1111 04.09.2023 17:29 @ ﬁ

-
YandexMusic o @ in

04092023 1730

Beero 2 Crpoi 20/cTp. v

Puc. 6.24. Cnon npaBun nonutukn «PunsTp ucxogsilero npasuna»

B Tabnuue panee nepeuncneHbl atpubyTbl Anst hOpMUPOBaAHMS MPaBUI NOMIUTUKM 3TOTO COS.

Tabn. 6.14. OnucaHue atpubyToB crnost «PunbTp ucxogsaiuero Tpacpuka»

HasBaHue aTpubyTta OnucaHue 3HayeHue

OcHoBHbIE

WpeHTndmkartop MpeHTudmkarop npasuna Kaxgomy npasuny npuceBanBaeTCs yHUKaNbHbINA WECT-
HaguaTMpuyHblin - naeHTudukatop. WaeHtndukatop
npuceavBaeTCa MoCne Co3fjaHus npasumna, nos3ToMmy
YBUOETb €ro MOXHO TOMBKO NP peaakTMpoBaHUn npa-
BUna unu B Tabnuue B konoHke MaeHTudmkarop

HaseaHue HasBaHue npasuna BBogumbin Bpy4yHyto TekcT. MakcumanbHbI pasmep
BBEAEHHOIo TEKCTa He AomkeH npesbiwaTs 200 cumBeo-
noB. MakcuManbHas anvHa TekcTa He AoMKHa NPEBbI-
waTb 29 GawT, rae oguH NaTUHCKUA CMMBON paBeH 1
GariTy, a oguH KUpUNMYeckuii cumeon — 2 bavitam.
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HasBaHue aTpubyTta

KommeHTapui

OnucaHue

[ononHuTensHble cBeAeHus O

npasune

3Ha4yeHue

BBognmbIi Bpy4Hyto TekCT. MakcumanbHbIn pasmep

BBEAEHHOIo TEKCTa He AomKkeH npesbiwatb 500 cumeo-
noB.

Mpuoputet

Mopsipok o6paboTkm Npasuna

B npouecce 06paboTku MONUTUKM Kaxabli CRov NpaBun
NONMUTUKM NPOBEPSEeTCA MNOocCrnenoBaTerbHO: CBEpXy-
BHM3. MpaBuna n/unun ncknyeHns NpoBepsaTCa aHa-
NornyHblM 06pa3oM — cHavyana nNpoBEPSOTCA UCKITHO-
YeHus, a NOTOM yxxe npaBuna. Ytobbl ynopsaountb
npasuna no npuopuTeTam, nNpy cosaaHun/penakTmpo-
BaHUM COOTBETCTBYIOLLIErO NpaBuna B none yctaHoBuTe
€ro NpUopuTET C MOMOLLBIO LIMPPOBOro 3HAYEHUS], Ha-
ynHas ¢ 1. bonee nogpo6bHo onuncaHo B pasgene 6.2.

KypHanupoBatb

Onuus no3BonsieT otobpaxaTtb
MH(OPMALNIO O HACTPOEHHOM
npaeune B XXypHane coeguHe-
HUI B pa3gene Ctatuctuka >
XypHan coeguHeHui

onuus.

Dencrteue

[Hevicteue, koTopoe Byaet npu-
MEHEHO K OObEKTY MO pe3yrbra-
Tam NpPOBEPKU YCINOBUIA NpaBu-
na

3HayeHne MOXHO BbIGPaTh B PaCKPbIBaKOLLEMCS CMINCKE:
3anpetuTb;

PaspelumnTs.

[MpoTtokonebl

[poTokonbl nepegayn gaHHbIX

3HauyeHne MOXHO BBECTU
pacKpbiBakoOLLEMCA CrNUCKe:

BPYYHYIO Mnn BbIGpaTb B

TCP;
UDP;
ICMP;
IGMP;
GRE;
AH;
ESP.

Ecnu 3HayeHne He BbIGpaHo, NpoBepATLCA ByaeT nio-
6o TpaduK, HE3aBNCUMMO OT MPOTOKOSA.

MNcTouHUK

Afpec oTnpaBuTeNs NakeToB

3Ha4yeHne MOXXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakOLLEeMCA CNnckKe:

OoauHouYHBIN IP-agpec;
amanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;
0b6bekTbl GeolP;

«JTtobo» (3HadeHue no ymonyaHuro).

MopTbl MCTOYHUKaA

Homep (ouanasoH HomepoB)
noptoB TCP n UDP

Yumcno (MeHblie 65536), CnMCoK Unn AnanasoH HaTy-
panbHbIX Yncen. [lonyckaercs BBog He 6onee 15 06b-
€KTOB; Ouana3oH MopToB cuyuTaetcs 3a 2 obbekTa.
MepBoe 3Ha4YeHWe AnanasoHa OOMKHO ObiTb MEHbLLE,
4YeM BTOpOE
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HasBaHue aTpubyTta

Mexoaswmim nitepgeinc

OnucaHue

CeTeBon nHTepdenc

3Ha4yeHue

3HayeHne MOXHO BBECTW BpyYHylo. Hanpumep: ethO.

[oCTYNHO TONBbKO NpuY BbIOOPE NCXOASLLENO UMK TPaH-
3UTHOrO HanpaeneHus Tpaduka.

HasHnayeHne

Agpec nony4yaTtens NakeTos

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKpbIBalOLLEMCS CNncKe:

ofvHOouHbIN IP-agpec;
Ouana3soH |P-agpecos;
Macka nogcetu |IP-agpecos;
o6bexThl GeolP;

«JTroboe» (3HaveHue Mo yMonyaHuo)

[MopTbl Ha3Ha4YeHus

Homep (amanasoH HomepoB)
noptos TCP n UDP

Yuncno (MeHble 65536), cnnMcok unu ananasoH HaTy-
panbHbIX Yncen. [lonyckaetcsi BBog, He 6onee 15 0bb-
€KTOB; Omanas3oH NopToB cuuTaetcs 3a 2 obbekTa.
MepBoe 3HaYeHne ananasoHa AOMKHO ObiTb MEHbLUE,
Yyem BTOpoe

Tun/kog, ICMP

dunerpaums ICMP-Tpaduka no
oTAenbHbIM TUNam/kogam cooo-
LeHnn

Mone poctynHo Tonbko nocne Boibopa npotokona ICMP
B none MpoTokons.l.

3HayeHre MOXHO BbIOPaTh B pacKpbiBatoLLEMCH CNUCKE:
[0] Oxo-oTBET;
[3] HasHa4eHue HeJoCTyYMNHO;
[4] CoepxuBaHne MCTOYHUKA;
[5] NepeHanpaBneHue;
[8] 3xo-3anpoc;
[9] O6bsBNEHNE MapLLpyTU3aTOpa;
[10] 3anpoc mapLupyTusartopa;
[11] Bpems xu3nu (ttl) ncrekno;
[12] Mpobnema c napameTpamu genTarpaMmbl;
[13] 3anpoc BpeMeHHOW MeTKM;
[14] BpemeHHas meTka nomnyyeHa;
[17] 3anpoc agpecHon Macky;
[18] AapecHasa macka nony4veHa.

MpumeyaHune

B ces3u ¢ ocobeHHOCMbI0 peanu3ayuu yHKUUU
no ¢hunsmpayuu mpaghuka no muram/kodam
ICMP 0ns briokupogaHusi ornpederieHHo20 mu-
na/koBa ICMP HyxHO co30amb omoderibHoe
npasurno Ha briokuposKy 3moeao murna/koda.

MpunoxeHnsa

[poTokonbl M NPUNOXEHMUS

YypOBHS L7

3Ha4yeHne MOXXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLLEeMCA CNUCKe:
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HasBaHue aTpubyTta OnucaHue 3HayeHue

© BCE MPOTOKOIbI N MPUMNOXKEHNS (KaTeropmnsi BEpXHero
ypoBHs Bee),

® O[HY WM HECKONbKO KaTeropuin MpOTOKOSIOB W
NPUNOXEHUNA,

® onpegeneHHble NPOTOKONMbl N NPUITOXXEHUA.

MpumeyaHue

3Havok . 8 KosoHke [lon. omobpaxkaemcsi, Ko20a 8KITHYEHbI rnapamempbl, KOMopble He 8UOHbI 8
mabsuue (KOoroHKU CKpbimbi). Hucrno pssdom co 3Ha4KoM 03Hadaem Koslu4eCcmeo CKPbIMbIX 3aroTHEH-
HbIX Mapamempos.

Mpumepsbl pelleHnst 3a4ad C NOMOLLLIO NPaBUM U UCKITOYEHU crnos PunbTp ucxoasiero
Tpadmka npueeneHsl B pasgene 6.6:

e 6Bnoknposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

e unbTpaumnsa Tpadurka Ha OCHOBE NPUHAASIEXXHOCTU K TOMY UM MHOMY NPUKIAgHOMY Mpo-
ToKONy/npunoxeHuto (cm. pasgen 6.6.1.5).

6.5.1.1.4. TpaHcnsauusa agpecoB

Network Adress Translation — TEXHONOrMSA TpaHCNAUUK CETEBbLIX aApecoB, KOTopas 3aknto4a-
eTcs B 00begnHEHNe KOMMbIOTEPOB B MESKME FTOKarbHbIE CETU, KaX40M N3 KOTOPbIX MPUCBOEH
eanHbln IP-agpec.

Cnown TpaHcnauunAa agpecoB NpeaocTaBnseT BO3MOXHOCTb CKPbITb:
® MCTOYHMK 3anpoca no texHonornun Source NAT (SNAT),
® HasHadeHue 3anpoca no TexHornormn Destination NAT (DNAT).

MonntuKa / MexceTeBon 3KpaH / TpaHcnauua agpecos @ MpuMeHNTL NonuTKY:

Cospatb npasuno OMCK N €... L Hacrpoiika konotok

Hazgauve JeiicTeue  UCTOYHMK HazHauenue  WuTepgeiic MNapametp MopTe! ®parmedT  Koraa v Kem U3MeHeHo Brn.

To-destination admin
web DNAT  TlioGoi Tio6oe T 123 go
1111:443 UDP 0409.2023 2031

Bcero 1 Crpoka 20/cp. v

Puc. 6.25. Cnon npaBun nonutukn «TpaHcnsaumus agpecoB»

TexHonornn SNAT no3BonsdeT 3aMeHNTb UCXOOHbIN IP-agpec NCTovHMKa CETEBONO NakeTa Ha
Opyrom ykasaHHbIn Bpy4Hyto (aenctene SNAT) unum astomatndecku (aerictesue MASQUERADE)
IP-agpec.

DNAT nossonset npeobpasoBatbk agpec HasHavyeHus B IP-3aronoBke naketa. Ecnu naket
nonagaet nog KpuTepun npasuna, seinonHsatowero DNAT, To 3TOT nakeT v BCe nocnegyowme
13 3TOro e notoka, ByayT noaBeprHyThl NpeobpasoBaHMIo agpeca Ha3HayYeHUs 1 nepeaaHsbl
Ha Tpebyemoe yCTPOMCTBO, y3en unu cetb. [JaHHOEe AEUCTBME MOXET, K MPUMEpY, YCMNeLHO
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NCcnonb3oBaThCs 415 NpefoCcTaBneHms AocTyna K BeO-cepBepy, HaXoasaLWweMycs B NoKaribHON
CeTu, 1 He umetoLemy nybnmnyHoro IP-agpeca.

[nsa sToro cchopmupyinTe NpaBumno, KOTOpoe nepexsaTbiBaeT nakeTsbl, uaywme Ha HTTP-nopT
OpaHamayapa, 1 nepeganTe UX Ha NokanbHbIM agpec web-cepBepa, BbinonHaa DNAT. Ong
3TOro AENCTBUS TakKe MOXHO YKasaTb Auana3oH aapecoB HasHayYeHWs, Toraa s BCeX NakeToB,
noaxogsLmMx nog, aTo ycrnoeue, agpec 1 NopT HasHavyeHus ByayT N3MEeHeHbI Ha LieneBble.

B Ta6n|/|u,e aanee nepedvuncrieHbl anI/I6yTbI and (*)OpMVIpOBaHl/Iﬂ npasu1 NOJINMTUKM 3TOIO CIoA.

MpumeyaHue

Habop ampubymos ripasuna 3asucum om 8bibpaHHO20 delicmeusi.

Tabn. 6.15. OnucaHue aTpubyToB crnos «TpaHcnAuMA agpecoB»

HasBaHue aTpubyTta OnucaHue 3HavyeHue

OcHOBHbIE

WpeHTndmkartop MpeHTudmkarop npasuna Kaxgomy npasuny npuceBanBaeTCs yHUKaNbHbINA WECT-
HaguaTMpuyHbln - naeHTudukatop. WaeHtndukatop
npuceavBaeTCa MoCne Co3fjaHus npasumna, nos3Tomy
YBUOETb €ro MOXHO TOMBKO NP peaakTMpoBaHUn npa-
BUna unu B Tabnuue B konoHke UaeHTudmkarop

HassaHue HaseaHwue npasuna BBogumbin Bpy4yHyto TekcT. MakcumanbHbI pasmep
BBEEHHOIO TEKCTa He [oMmkeH npeBbiwatb 200 cumBo-
nos.

KommeHTapumn [ononHuTenbHble cBeaeHus o |BBoauMbIn Bpy4YHY0 TekcT. MakcumanbHbIn pasmep

npasune BBEEHHOIO TEKCTa He [oMmKkeH npesbiwatb 500 cumBo-
nos.

Mpuoputet Mopsipok obpaboTkm npasuna |B npouecce 06paboTkv NONUTUKN KaXabIi CION NPaBur

NONMUTUKM MPOBEPSETCA MOCNenoBaTeNbHO: CBEpXYy-
BHM3. [MpaBvna n/unun ncknyeHns NpoBepPSATCA aHa-
NOrMYyHbIM 06pPa3oM — CHayana nNPoBEPSOTCA UCKITHO-
YeHus, a MOTOM yxxe npaBuna. Ytobbl ynopsaountb
npasuna no npuopuTeTam, nNpy co3aaHun/penakTmpo-
BaHUM COOTBETCTBYIOLLETO NpaBuia B Nose yCTaHoBUTe
€ro NPUOpUTET C MOMOLLBIO LIMPOBOro 3HAYEHUS, Ha-
ynHasa ¢ 1. bonee nogpobHo onncaHo B pasaene 6.2.

[Henicteue [Henicteue, kotopoe ByaeT npu- | 3Ha4eHne MOXHO BbIOPaTh B pacKpbiBaloLLEMCH CNCKE:
MEHEHO K 0BbEKTY MO pesyrbra-
Tam nposepky ycnoeuii npaeu-|®  PAT (Masquerading),
na
Source NAT,

Destination NAT.

XKypHanuposatb Onuusa nossBonsieT otobpaxats |Onuus.
MH(OPMALNIO O HACTPOEHHOM
npasune B XXypHane coeguHe-
HUM B pasgene Cucrtema >

XypHanbi

WHTepdgenc CeteBori  uHTepdenc  ans|3HaveHne MOXHO BBECTU BpyyHyto. Hanpumep: ethO
CKpbITUSA

McTouHmk Agpec oTnpaBuTens naketoB |3HayeHne MOXHO BBECTW BPYYHYK wnv BbibpaTb B

PAaCKPLIBaIOLLIEMCS CTIUCKE:

ofvHouHbIN IP-agpec;
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HasBaHue aTpubyTta

OnucaHue

3HauyeHue
e [avanasoH IP-agpecos;

e Macka nogcetu IP-agpecos;
o 00bekTbl GeolP;

o «JTroGol» (3HaveHue o ymonyaHuro)

HasHnaueHne Agpec nonyyarens nakeToB 3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
packpbIBaloLLEeMCS CrnUCKe:
® OAMHOYHbIV IP-agpec;
e [auanasoH IP-agpecos;
e Macka nogcetu IP-agpecos;
o ob6bekTbl GeolP;
o «JToboe» (3Ha4YeHre No ymon4aHumio)
MpumeyaHune
Ecnu npu ebibope deticmsuti Source NAT unu
Destination NAT e rnorne Ha3Ha4eHue ykasaH
IP-adpec, komopsbili He npuHadnexxum HuU 00HO-
My u3 uHmepapeticog Solar NGFW, cosdaime
dononHumenbHbIt Mapwpym, Komopbit 6ydem
omHocumscsi k Solar NGFW, Ha cocedHem
ycmpolicmee.

npOTOKOJ'l |_|p0TOKOJ'IbI nepeanadvn gaHHbIX 3Ha4yeHne MOXXHO BBECTU BPYYHYHO UNn Bbl6paTb B

packpbIBalOLLEMCS CTIUCKE:
o TCP;

e UDP;

e GRE;

e ICMP;

o AH.

Ecnu 3HayeHne He BbIGpaHo, NpoBepATbLCA ByaeT nio-
6ol TpaduK, HE3aBNCUMMO OT NPOTOKOSA.

MpyMepbl HAacTPoKKK Npasun crnost @unsTp npueeneHs! B pasgene 6.6:

o SNAT:

o obbeanHeHMe UCTOYHMKOB 3anpoca nog ogHum IP-uHTepdencom Bpy4yHyto — Source
NAT (cm. pasgen 6.6.1.3);

O aBTOMaTU4ecKkoe obbeaMHEHME UCTOYHUKOB 3anpoca nog ogHuMm IP-nHtepdericom —
PAT (Masquerading) (cm. pasgen 6.6.1.5).

o DNAT — ckpbiTne IP-agpeca HasHa4yeHus 3anpoca nonb3osartensi (cMm. pasgen 6.6.1.6).
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6.5.1.2. NMpepoTBpaweHue BTopxeHumn (IPS)

Cuctema npegotspaLleHus sTopxkeHuin (IPS) Solar NGFW no3sonsgeT KOHTponupoBaTh CETEBOW
Tpadu1K B YacTu ero aHanmsa Ha npegMeT BpeJOHOCHOW U NoA03PUTENBHON aKTUBHOCTU C
BO3MOXHOCTbIO nocreayoLlen 6riokMpoBKu.

CucTtema npefoTBpalleHns BTOPXKEHWUI NPUMEHSIeTCs Ans (unbTpaumy BXOASLEro U TpaH-
3UTHOro Tpaduka.

MpumeyaHue

o ymonyaHurw HacmpoeHa ¢huribmpayusi mpaH3umHo20 mpaguka. 13meHuUms HacmpoUKU MOXHO
8 pa3sdenie Cucmema > PacwupeHHbie Hacmpolku > dunbmpayusi u KawupogaHue mpaguka
> Cucmema npedomepauwjeHus1 mopxeHud.

6.5.1.2.1. MNpaBuna n ncknro4yeHus

Cnon NpepoTBpaleHue BTopkeHUn > NMpaBuna n CKnYeHUs npeacrasnsiet cobon Habop
npasun (curHatyp), CrpynnMpoBaHHbIX Mo kraccam yrpo3s. lNMpumeHeHune npasun dunsrpauumn
NPOUCXOAUT NO CTEMEHU KPUTUYHOCTM aHANM3NPyeMON yrpo3bl.

Kaxkablin knacc cogepXuT B cebe npaBuia, KoTopble aHanM3upyoT onpeaerieHHbIin TUn curHaTyp
C onpeaernieHHbIM YPOBHEM Yrpos:

o KputnyHo — (I,

e OnacHo — i,

o [lpeoynpexgeHue — ,
o He pacnosHaHo — i,

e He knaccunguumposaHo —

Solar NGFW &=
Hacrpoiiku Wmnopt 3xcnopT Monutuka ,/' ﬂDeLlOTB[]aLLlEHHE BTOPXXeHUn / HDBEM[\E{ nucknoyvenns @ NpUMenUTHL NonuUTUKY

B MEXCETEBOVI 9KPAH Mpasna (177)  Vickiovenns (0) CospaTs uciarioserve

® B D

£ NPENOTBPALLEHUE BTOPYKEHUI ®unstp

Bcero: 177

bt

[EE Npasuna u uckoyetns

[ ] D HaumenosaHve KpUTUIHOCTD oToKon Kateropus Neiictaue VcTounuk Hasnauenue

=,

[[® Habopbl curnatyp

19900196 [4RAYS] TOOLS Chisel C&C connect v2 boTHeT alert v any any

IS

3: KOHTEHTHASI OUJTbTPALINA
19900195 [4RAYS] TOOLS Chisel C&C connect v1 botxer alert v any any

@

(» SSL-MHCNEKUUA [4RAYS] MALWARE Ducktail Payload CeteBon

19900194 $HOME_NET $EXTERNAL.
Download TposiH

=
[1st4]

F BHEWHVE NOJKIMIOYEHNS 10000193  LARAYSIMALWARE Ducktall Stealer C&C (erenod alert v $HOME_NET SEXTERNAL
connect TPOAH

@) OBbEKTHINONATUKM 19900192 [4RAYS] MALWARE Kryplod C&C connect botHer alert v $HOME_NET SEXTERNAL

19900191 [4RAYS] MALWARE Kryplod C&C connect

© l botrer SEXTERNAL NET ~ $HOME_NET
{9 cnpABOYHMKM silent

19900190 [4RAYS] MALWARE Emotet payload retrieve ::s:;ium ale $HOME_NET $EXTERNAL.

&7 WABNOHDI

> 2/c. v

Puc. 6.26. Cnon nonutukun «MpeporeBpalleHe BTOPXKEHUN»
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AamMuHucTpatopy 6e30nacHOCTM AOCTYNHO BKIOYEHNE U OTKITHOYEHNE NPUMEHAEMbIX CUTHATYp
C BO3MOXHOCTbIO pefaKkTUpOBaHWUsi cCaMux NpaBun. [nsi BKNOYEHUSA/OTKIIOYEHUsT npaBun mc-

noneayiTe nepekntovatens B (cton6ew CocTosiHme).

B Tabnuue Tabn.6.16 npeacraBneHo onvcaHme cTonbuoB ANs KaXKO0W CUrHaTypbl.

Tabn. 6.16. OnucaHwue cronbuoB cnos «lpeporBpalleHne BTopxeHU > NMpaBuna u UCKIMKYEHUA»

Has3BaHue cTobua ‘ OnucaHue
ID VaoeHTndmkaTop curHatypsbl
HaumeHoBaHue HassaHue curHatypebl
KpuTudHocTb YpoBeHb yrposbl
MpoTtokon MpoTokon, no koTopoMy 6bina Nony4yeHa curHatypa
Kareropus Kareropus curHatypbl
Hevictere [HencTeue, kotopoe ByaeT BbinonHATLCA IPS no o6HapyxeHHOMY Tpaduky:

alert — coeiMHeHWe ¢ NpU3bIBOM 06paTUThL BHUMaHWe agMUHUCTpaTopa 6esonac-
HOCTH;

drop — cbpoc coeguHeHus.

McTouHMK IP-agpec uctoyHuka, Hanpumep: any, SHOME_NET, $HTTP_SERVERS v ap

MopT ncrovHuka MopT ncrovHuka 3anpoca

HasHaueHwne IP-agpec  HasHayeHusi 3anpoca, Hanpumep: any, $EXTERNAL_NET,
$SMTP_SERVERS u gp

MopT Ha3Ha4eHus MopT Ha3Ha4eHusa 3anpoca

PedepeHc O6pa3seL curHatypbl ans pacnosHasaHus IPS

Teno curHatypbl TekcToBOE 3Ha4YeHNEe, B KOTOPOM COAEPXKUTCS NOMHOE TeNo CUrHaTypbl

[na yoobHoro npocmoTpa curHatyp ucnonb3ynte none ®unbTp, C NOMOLLLIO HEr0 MOXHO
HaWTW HYXHble CUrHaTypbl N0 HEOBXOAUMbIM 3HAYeHUAM napameTpoB. YTobbl ybpaTtb punb-
Tpaumio n otobpasnTb BCE NMEIOLLMECS CUTHATYpbl, HaXMuTe CopocuTb hunbTp.

YT06bl M3MEHUTbL cocTosHWe (BknounTb/BbiknounTtb) vnn genctsne (U3mMeHUTb Ha
alert/ameHnTb Ha drop) AnNs onpefeneHHbIX CUrHaTyp, BOCMOMNb3ynTeCh dhnaxkamu crnesa
oT cton6ua ID. MNpn BeIGOpe curHaTypbl aBTOMaTUYECKN BbIAENATCS OCTalbHble CUrHaTypbl
C MAEHTUYHBLIM NOEHTUMUKATOPOM.

Takke npegycMoTpeHa BO3MOXHOCTb CO3AaBaTh UCKMIOYEHNUs U3 Npasuin. Hanpumep, UCKNUnTb
cuUrHaTypy Ons Bcex Nnonb3oBaTenei Unm UCKMUnUTbL U3 ounsTpaumm Tpadmk nonb3osartens.
370 NO3BONSAET MUHUMMU3MPOBATL YMCIIO NOXKHbIX CpabaTbiBaHWUI cUCTEMBI. [Ns Takmx cryvyaes
npeaycMoTpeHo ABa cnocoba HAaCTPOUTb UCKITHUYEHNS:

no |D-CI/IFHaTypr 054 OTKIMIOYEeHNA nNpaBuiia BCEM MOJib30BaTeENAM,

no napameTtpam (UctouyHuky, HasHayeHutro, MopTy Ha3HavyeHUs) 4Ns OTKNIOYEHUSA nNpa-
Buna no IP-agpecy nctoyHuka sanpoca, |IP-agpecy HazHa4yeHus 3anpoca 1 NopTy HasHaye-
HUS.
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Co3[aTh UCKIIOYEHWE X

BrnoyeHo

HazeaHue

KommeHTapui

McKnioyeHWe Ha ocHoBe

MCTOUHMK

HazHayeHue

|_|D|)Tb\ Ha3zHa4YeHWA

L)
McHno4nTE TpadMK ANA NoNb30BaTeNA
3aneKa 1514

CeTeBbIX NapamMeTpos

§2222x

Coxpanntb OTmeHuTb

Puc. 6.27. Co3pgaHue uckniodyeHuin «CuctemMbl npeaoTBpaLLeHUss BTOPXKEHUN»

B Tabnuue Tabn.6.17 nepeuncrneHsl atpnbyTbl A4ns HOPMUPOBAHNUS NPaBUI NOMINTUKN.

Tabn. 6.17. OnucaHue aTpubyToB cnos «lpegoTBpalleHne BTOPXKEHUN»

HasBaHue aTpubyTa ‘ OnucaHue

HassaHue

Ha3saHue curHatypsl

KommeHTapumn

[ononHuTeneHble CBEAEHMSA O NpaBuie

MckntodyeHne Ha ocHoBe

BbIOOp OCHOBbI AN CO34aHNS UCKITOYEHUST: CeTeBbIE NapaMeTpbl unu ID curHatypbl
(npaBuna)

ID curHatypel

OauH unn HeckonbKo MAEHTNUUKATOPOB CUrHATYpP (NpaBumI)

NMpumeyaHue

HocmynHo, ecrniu e none UcknroyeHue Ha ocHose 8bIbpaHo ID cuzHamyp

(npaeun)
McTouHUuK IP-agpec uctoyHuka. 3anmce B doopmarte IP-agpec unu macka nogcetu IP/xx
HasnaueHune IP-agpec Ha3HaveHusa 3anpoca. 3anuck B hopmate IP-agpec nnm macka noaceTtu

IP/xx

nOprI Ha3Ha4YeHuqa

Homep (ananasoH Homepos) noptoB TCP n UDP

CosfgaHHble UCKNIYEeHUS 6y,1:|,yT OT06pa>KaTbC$I Ha Bknagke UckntovyeHus.

Mpumep pelueHns 3agayy C NOMOLLBK MpaBuil U uUckntoveHnn cnosa MNMpepoTBpaleHue
BTOpPXXeHWUMN npuBeaeH B pasgene 6.6.3.

O6wue npuHUUNbI paboTbl C UCKNIOYEHNAMM 3TOTO CNos (KonMpoBaHue, pefakTupoBaHue U
T.4.) onucaHbl B pasgerne 6.4.2.

O SOLAR
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6.5.1.2.2. Habopbl curHatyp

B pasgene Monutuka > lpepoTrBpalleHne BTOopKeHUM > Habopbl curHatyp MOXHO
ynpaBnsTb CUrHaTypHbiMyM Habopamu, 4Tobbl CBOEBPEMEHHO NofnyyaTb OOHOBMEHMS HA HOBbIE
yrpo3bl 6e30nacHOCTU.

% Solar NGFW =

Hacrpoiiku Wnnopr Sxeropt Mosutuka / MNpeaoTepalyeHme BTopxenuii / Habopel curhatyp @ TIpUMeRUTE NOAUTUKY

il dwnstp nexonmuero tpagma IKCNOPT cATHaTYp VIMnOpT curHaryp OBHOBUT KaTeropHm [lo6auTs Haop aQ =

>5 TpaHchauma aapecos

Hazsahve Npasuna Kareropun [lata vameHenns AamuHMCTpaTOp

@ : ,
0 AT E RO S ) v 1537 23 02 anpens 2025 14:57 admin

EE npaewna u nckmouerma :
etopen 35256 39 02 anpensb 2025 16:36 admin

r@ Habopb! curiatyp 10/ crp. v

> KOHTEHTHAA SUNLTPALINA
£ floctyn 6e3 aytendmkaumm

\% Bckpuitne HTTPS

Puc. 6.28. Cnown nonutuku «MNpeporepalieHne BTopkeHun > Habopbl curHatyp»

C nomoLLblo KHOMKM E MOXHO HaCTpOUTb cTonOubl Tabnuubl.

UT06bl BbIrPY3nTb B (hain Bce Habopbl, KaTeropun, pacnmcaHus oGHOBMEHMS cUrHaTyp, a
Takke MHGOPMALMIO MO HUM, HAXXMUTE KHOMKY DKCNOPT curHatyp. Ytobbl aKcnopTMpoBaTb

KOHKpEeTHbI Habop curHaTtyp, B CTPOKe C HABOPOM HaXXMUTE KHOMKY .
Y1066 4OBaBUTL HOBBIV HABOP CUrHATYP, HAXXMUTE OfHY U3 KHOMOK:

MpumeyaHue

B 3azpyxaemom ¢patine He dormxHO bbimb cebiwe 50000 cueHamyp.

MpumeyaHue

MakcumanbHoe Konu4ecmeo Habopos cueHamyp — 100.

o MMnopT curHatyp — 3amMmeHa BCEX CUrHaTyp (BKIoYasa UCKIYEHUs1, HAbopbl U KaTeropmm)
13 danna B popmare JSON.

o [lo6aButb Habop — fobaBneHne curHatyp. Bol MoxeTe BbibpaTb TN 0GHOBNEHUS:

o C cepBepa OOGHOBNEHUN — aBTOMaTMyeckoe obHoBNeHe Habopa curHatyp ¢ Heobxo-
anmon yactoton (none Yacrora o6HOBNEHUSA).
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MpumeyvaHume
Bo3MOXHOCMb agmoMamuy4ecKkoeo 0bHoeneHuUs1 cugHamyp He 8Xxo0um 8 repeqeHb OCHOBHbIX
goamoxHocmel Solar NGFW u dokyriaemcsi omdesibHo.

Ecnu dns Habopa rnodkno4yeHo agsmomamuyeckoe obHoerneHue cugHamyp ¢ Yacmomou 06Ho8-
JieHuUs1 Bpy4Hyo, rpu CMeHe 37108 Kriacmepa Heobxo0UMO CHOBa 8bIMOoJIHUMb a8moobHO8IeHUE
cuesHamyp Ha akmueHOM ya3rie.

Bce cobbiTus cpabaTtbiBaHUsA cepBrca 0OHOBNEHNSA CUrHaTyp 3anuncbiBalOTCs B pasaen
CucTtema > XXypHanbl > O6HOBNeHue curHatyp u Beb-kareropum Solar 4Rays.

M3 ¢panna — pydHoe oGHoBneHne Habopa curHatyp 13 darina B goopmarte JSON. MNpwu
3TOM NepeceyeHne C paHee 3arpy>XeHHbIMU CUrHaTypamMm He NPOBEPSIETCS.

MpumeyvaHue

lMpu dobaeneHuu Habopos cueHamyp Heobxodumo umnopmuposams ¢hadln nips.rules.

lNeped dobasneHuem cuzHamyp 6 cucmemy yb6edumech, Ymo UX CUHMAaKCUC 518/11eMCs1 KOPPEKMHbIM,
a SID kaxdou cueHamypbl YHUKaIIEH.

Ecnu e ¢hatine c Habopom cuzHamyp ecmb 3aKOMMEHMUPOBaHHbIE CUgHamypb! (CMpoKa Ha4uHaemcsi
¢ cumsoria #), oHu He 6ydym dobasrneHsl 8 B/].

Mpu dobaeneHuu Habopa nepecedeHuUe C paHee 3a2pyXeHHbIMU cugHamypamu He Mpoeepsiemcs.

lpu dobaeneHuu emopo2o Habopa cueHamyp Heobxo0UMO y4umbieame €riocob, KomopbiM bkl do-
baerieH riepeaeblli. Ecriu criocobbl dobaeneHusi 6ydym omudambscs, cueHamypbl Moaym Oybruposamscsi
u cpabomku cuegHamyp moaym 6bimb HEKOPPEKMHbLIMU.

lNocne umnopma nonumuk, He codepxawjux rnpasus IPS, Heobxodumo 3aH080 3agpy3umb Kameaopuu
yepes ¢ nomowbro sHorku O6HO8UMb Kame20puu.

HaxxmuTe kHonky OGHOBUTBL KaTeropuu, 4Tobbl C MOMOLLBIO 3arpy3ku davina popmata JSSON:
00OHOBUTbL MHOPMALNIO NO KaTeropusiM, ykasaHHbIM B channe;
nob6aBuTb KaTeropuw.

MpumeyaHue

Kameeopusi cuzHamyp, y Komopbix He yka3aH rnapamemp classtype, e cucmeme b6ydem onpederneHa
kak unknown. Ymobsl makue cugHamypbl pabomarsu KoppekmHo, dobasbme kamezaopuro unknown
nymem 3aepy3sku ¢patina JSON ¢ onucaHuem amol kamez2opuu.

Lna koppekmHol pabomsi cugHamyp ux kamezaopuu O0mkHbI 6bimb 0obasrneHbl 8 Solar NGFW. B
IPOMuUBHOM criy4yae cugHamypa pabomamsb He 6ydem.

UToObI BKNIOYMTL/OTKIOYMTL HABOPp CcMrHaTyp, BOCNONb3yNTECH NEpeKoyaTenem c
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MpumeyvaHue

Ecnu Habop cueHamyp 8bIK/IF0YEH, HO 0mMOAeribHbIe cugHamypbl 8 HeM 8KIto4eHbl, 8 GUI makotli Habop
bydem omobpaxkambCsl Kak 8bIKITHOYEHHbIU.

Ytobbl yoannTb Ha6op CUrHaTyp, B CTPOKE C HUM HaXMUTE KHOMKY .

6.5.1.2.3. OnnucaHue kateropuu curHartyp IPS

OnucaHue kateropun curHatyp IPS npeactaeneHo B Tabnuue.

Tabn. 6.18. OnucaHue kateropum curHartyp IPS

Classtype cur-

HaTypbl

KaTteropus

KputuyHocTb

OnucaHue

attempted-user

[NonyyeHwne npu-
BUNernin nosb3o-
BaTens (nomnbiT-
Ka)

command-and-
control

BoTtHeT

credential-theft

Kpaxa y4eTHbIX
AaHHbIX

domain-c2

[omeH 6oTHeTa

exploit-kit

SOKennonT

shellcode-detect

NcnonHsaembin
Kopg,

successful-admin

MonyyeHuve npu-
BMNErnn agmm-
HucTpaTtopa
(ycnex)

successful-recon-
largescale

MacwTtabHas
yTeyka WHdop-
Maumm

successful-user

[NonyyeHwne npu-
BUNernim nosb3o-
BaTens (ycnex)

targeted-activity

TapretupoBaH-
Has aKTMBHOCTb

trojan-activity

CeTteBon TPOSIH

unsuccessful-
user

Mony4yeHve npu-
BUNernm nosb3o-
Batens (Heyna-
ya)

web-application-
attack

Ataka Ha Beb-
npunoXxeHue

KpuTuyHo

OBHapyxeHune akKTUBHOCTW, CBSI3aHHOM C MOMbITKOW Mosy-
YeHUsi NPUBUIIETMIA Nonb3oBaTens (MonbITka atakv Ha Mo-
BbILLEHWE NMPUBUIETUIA)

OGHapy>xeHne akTUBHOCTU, CBA3aHHOMN C ynpaBreHnem u
KOHTponem BpeaoHocHoro O, opraHuaytowero 60THeT

06Hapy>KeHme aKTUBHOCTW, CBSAI3aHHOWN C BO3MOXHOW Kpa-
xen Y4YeTHbIX AaHHbIX

OB6HapyxeHune aKTUBHOCTU, CBSI3aHHOW C JOMEHaMU, Uc-
nonb3yembiMu Ans obecrnevyeHnst OyHKUMOHUPOBaHUS U
pacnpocTpaHeHusi 6oTHeTa

OGHapyXeHne aKTUBHOCTM, CBSA3aHHOW C UCMOSIb30BaHMEM
MO, akcnnyaTMpyOLLEO YSI3BUMOCTM, UX MHADPACTPYKTYPOW
(Bkntoyas gomeHbl TDS) n gocrtaBkomn

OGHapyXeHune akTMBHOCTU, CBSI3aHHOW C MCNOSb30BaHWEM
MCNOMHAEeMOro Koaa

O6Hapy>xeH1e akTUBHOCTU, CBSI3AHHOW C HECAHKLIMOHMPO-
BaHHbIM NOy4YeHeM NPUBUNErMIA agMUHUCTpaTopa (aTaka
Ha NOBbILIEHME NPUBUNErUN)

O6Hapy»keHre akTUBHOCTM, CBA3aHHOW C YTEYKOW 3alumLla-
eMol MHdopmauumn, macluTab KoTOpo MOXHO OLEHUTb
KaK 3HAYUTENbHBIA UK CYLLECTBEHHBIN

OBHapy)XeHue akTUBHOCTU, CBSI3aHHOMN C HECAHKLIMOHUPO-
BaHHbIM MOJly4eHVWEM NMPUBUNErUIA Nonb3oBaTens (ataka
Ha MOBbILLEHWE NPVBUIIETIA)

OGHapy>xeHne akTUBHOCTU, CBA3aHHOW C NOTEHLMANbHbIM
npoBedeHneM TapreTMpoBaHHOW (LeneHanpasBreHHOW)
aTakv Ha 3awmiaemMble pecypcebl

O6Hapy)K6HI/16 aKTUBHOCTU, CBSI3AHHOW C UCMOb30BaHNEM
CeTeBOoro TposaHa

O6Hapy>KeHV|e aKTUBHOCTW, CBSAI3@HHON C HeyCI'IELLIHOVI no-
NbITKON nony4vyeHua npuBMNErnin Nonb3oBaTens (I'IOI'IbITKa
aTaku Ha nosbllLeHne I'IpVIBMJ'IeI'I/IVI)

O6Hapy>|<eHMe aKTMBHOCTW, CBA3aHHOW C MNpoBefeHuEM
aTak Ha 3aluuiaemble Be6-I'IpVIJ'IO)KeHVIFI n Be6-CepBepr
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Classtype cur-

HaTypbl

KaTteropus

KputuyHoctb

OnucaHue

nbiTKa)

bad-unknown

[NoTeHUmanbHO
Nyoxomn Tpadmk

attempted-admin |Mony4yeHue npu- OnacHo OGHapy>xeHne akTUBHOCTU, CBA3AHHOW C MOMbITKOW Nomny-
BUNErMn agmu- YeHWs NpuMBUNErNA agMUHUCTpaTopa (NOMbITKa ataku Ha
HuUcTparopa (no- NOBbILLEHNE NPUBUITETNIA)
nbITKa)
attempted-recon |YTeyka wHdop- OBHapy>xeHne aKTUBHOCTW, CBA3aHHOW C NOMNbITKON AoBe-
Mauumn (nonbIT- OEHUsT CUCTEMbI 4O COCTOSAHUSA, MPU KOTOPOM BO3MOXHA
Ka) yTeyka nHdopmaumm
coin-mining MaHuHr kpynTo- OGHapyXeHne aKTUBHOCTU, CBA3AHHOW C 40ObIYEN KpUNTO-
BarnoThbl BantoTbl (MakHUHIOM)
denial-of-service |DoS-aTaka OOGHapy>XeHne aKTUBHOCTM, CBSI3aHHOW C NPOBEOEHMEM
DoS-artaku (aTtaka "OTka3s B o6cnyxunBaHun") Ha 3alumiLa-
€eMble pecypchbl
external-ip-check |HenerntnmHein OGHapy>keHne akTMBHOCTM, CBA3AHHOW C HECAHKLIMOHMPO-
BHeLUHWI IP-aa- BaHHbIMW MOMbITKAMW UMW YCMELHbIM NONTyYeHUEeM BHELL-
pec Hero IP-agpeca ycTponcTBOM, HE MMEILLMM NpaB Ha HEro
misc-attack Mpoune atakn OBHapy>xeHne akTUBHOCTM, CBA3AaHHOW C NOTEHLMaNbHbIM
npoBefeHneM aTakv Ha 3alumLLaemMble pecypchl (MpoBoan-
Mas ataka He OTHOCUTCS HU K OOHOW APYron KaTeropum)
network-scan CeTeBoe ckaHu- O6Hapy>xeHne aKTUBHOCTU, CBSI3aHHOW C HECAHKLIMOHMPO-
poBaHue BaHHbIM CKaHVPOBaHMEM CETU (MOXET SABMATLCS MPU3HAKOM
pa3BeblBaTENbHOIO 3Tana roToBSALLENCS aTaku)
non-standard-|HectaHgapTHbin OGHapy>XeHne aKTMBHOCTM, CBA3aHHOW C UCMOfb30BaHVEM
protocol NpOTOKOI HeCcTaHAapTHbIX MPOTOKOMOB UMW BO3HWKHOBEHWEM BHE-
LUTATHbIX CETEBbIX CUTYyaLWI (COOLITUIA)
policy-violation [HapyweHwune OGHapy>xeHne akTUBHOCTU, CBA3AHHOW C NOOLIMW MOTEH-
KopnopaTuBHOM LuanbHbIMW HapyLLEHUAMW KOPNOPaTUBHON KOHUAEHLN-
KOHbaeHUmarns- arnbHOCTU
HOCTU
rpc-portmap -|[dekogupoBaHue OBGHapyXeHue akTMBHOCTU, CBA3AHHOW C AEKOAMPOBaHMEM
decode RPC 3anpoca RPC
s ocial -|CounmanbHas OO6Hapy>xeHMe aKTUBHOCTM, CBSA3aHHOW C NOTEHLMANbHBLIM
engineering VHXeHepus MCMOoNb30BaHMEM METOLOB M CPEACTB COLMAanbHOW UHXe-
Hepun (BKNoYas OULLIKHT)
successful-recon-|YTeuka MHoOp- OGHapy»keHre akTBHOCTM, CBA3aHHOW C YTEYKOW 3alumLla-
limited Mauumm (ycnex) eMoW MHopmaLmn
suspicious-|logo3putens- OGHapy>xeHne akTMBHOCTU, CBA3AHHOW C nepefaven ai-
filename-detect |Hoe umsa channa 0B C NOA03PUTENTbHBIM UMEHEM
suspicious-login |O6xog ayTeHTu- OGHapy>xeHVe akTMBHOCTM, CBA3AHHOW C NOMbITKOM BXo4a
drkaumm C UCMOMNb30BaHNEM NMOJO03PUTENBLHOMO MMEHU NOMb3oBaTeNs
(noruHa)
system-call-|CucteMHbil Bbl- OOGHapy>xeHne aKTUBHOCTM, CBSA3aHHOW C NOTEHLMANbHbLIM
detect 30B MCMONb30BaHMEM CUCTEMHbIX BbI3OBOB
unusual-client-|HectaHgapTHbIn OGHapyXeHne aKTMBHOCTM, CBA3aHHOW C UCMOfb30BaHVEM
port-connection |[nopT HeCcTaHAapTHOro NopTa KMMEHTOM ceTu (y3nom/npurnoxe-
HMem/npoueccom)
web-application-|Ya3Bumoe Beb- OGHapy>xeHne akTUBHOCTU, CBA3AHHOW C MOMbITKOW Nomny-
activity npunoxeHune YeHus A0CTyna K 3awuwaeMoMy 1 NoTeHUManbHO ya3Bu-
MOMY BEB-NpUNoXeHnto
attempted-dos |DoS-artaka (no-|MpeaynpexaeHne |O6HapyxeHne akTMBHOCTU, CBA3AHHOM C NOMNbLITKOW OCyLLe-

cteuTb DoS-araky (ataka "OTkas B 06cnyxvsaHun"), koto-
pasi MOXET MPUBECTU K HEOOCTYMHOCTU TeX WU WUHbIX
cepBucoB

06Hapy>KeHme aKTUBHOCTU, CBSAI3AHHOW C MCMOb30BaHNEM
NoTeHUMAanbHO NIIOXOro W HexenartenbHoro Tpadguka
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Classtype cur- Kateropus
HaTypbl
default-login-|B3anom  craH-
attempt OAapTHOro nosib-
3oBatensa  (no-
nbiTKa)
misc-activity Mpoyas akTuB-

HOCTb

not-suspicious Henopospurenb-
HbIN Tpadumk

protocol-|dekoguposaHve

command-decode |[koMaHg o6LuX
NpPOTOKOIOB

pup-activity Hexenatenb-
Hoe MO

string-detect Moposputens-
Has CTpoka

unknown

HensBecTHbIN
Tpaduk

KputnyHoctb

OnucaHue

OGHapy>xeHne akTMBHOCTM, CBA3AHHOW C MOMbITKOM BXOA4A

C NOMOLLIbIO CTaHAAPTHOIO UMEHW NOMNb30BaTensi (NorMHa)
n/vunun naponsi

OOGHapy>xeHne aKTMBHOCTW, He CBSI3aHHOW HU C OAHOWN
Apyrom kateropuen n NpeanonoXnTenbHO He SBMSIOLLENCS
aTakoW Ha 3alumLLaeMble pecypchbl (TpebyeT KOHTpons)

OB6Hapy»XeHne akTUBHOCTU, CBA3AHHOW C UCTIONb30BaHNEM
HOpPMarbHOro, HO TPeBYIoLEro KOHTPONS, Tpaduka

06Hapy>|<eHV|e aKTMBHOCTW, CBA3AHHOW C NOMbITKON AEKO-
AOnpoBaHnA KoMaHa oownx NPOTOKOJ10B

OGHapyXeHune akTMBHOCTU, CBSI3aHHOW C MCMOSb30BaHMEM
noTeHUmanbHO HeXxenaTenbHOro nporpamMmmHoro obecneye-
HUA

O6HapyXeHue CeTeBol akKTUBHOCTU, CBA3AHHOMN C HANMM4u-
€M MoJo3puTerbHbIX CTPOK B NepegasaemMoM Tpaduke

OB6HapyXeHne akTUBHOCTM, CBSI3aHHOW C HEW3BECTHbLIM
Nodo3pUTENbHLIM TpaduKoM, TpedyoLWUM ayamTa

6.5.1.2.4. [lpocMOTp CTaTUCTUKU NO NpeaoTBpaLLEeHUI0 BTOPXKEHUN

npOCMOTpeTb VIHd)OpMaLI,VII'O no pa60Te cepBnca MOXHO B NMaBHOM MEHIO I'Ipe.qOTBpau.l,eHMe

BTOPXXEHUN.

B Tabnuue npeacTaBneHsbl:

e [JaTta u Bpemsi NPoM3oLleaLero coobiTus;

® npennpuHATOe AENCTBUE HAd HUM,

® CTeneHb KPUTUYHOCTU CUTHATYPbI,

¢ HaMMeHoBaHue CUrHatypbl,;

e KaTteropus (Krnacc yrpos) curHaTypbl;

o ID curHatypsl;

® 1Cnonb3yemblil MPOTOKOS;

o |P-agpec UCToYHMKa;

e |P-agpec HasHayeHus 3anpoca.
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Solar NGFW

MNpefoTBpaLLEHNE BTOPYKEHMI

Y3en main v [lleiictBue KputuiHocTs Kateropus v Hasnauenue IP-agpec : MNopt MpoTokon

Bpems NeficTBue  KpUTUUHOCTb  CurHaTypa Kateropus ID curHatypbi  MpoTokon CTOuHMK Hasnauexne

04.03.2024 16:44 » [4RAYS] Cobaltstrike beacon connect HTTP solar-test 19900090 TP 192168.100.93:49169  193.161.193.99:33579

04.03.2024 16:44 » ET MALWARE Cobalt Strike Beacon Observed  #suricata.class targeted-activity help 2033713 TP 192168.100.93:49169  193.161.193.99:33579

ET POLICY DNS Query to a Reverse Proxy B R
04.03.202416:44 » #suricata class policy-violation.help 2027941 uDP 192168.10093:64040  192.168.100.2:53
Service Observed

04.03.202416:44 [4RAYS] Cobaltstrike beacon connect HTTP  solar-test 19900090 P 192168.10093:49170  193.161.193.99:33579

04032024 16:44 ET MALWARE Cobalt Strike Beacon Observed  #suricata class targeted-activity help 2033713 TP 192168.10093:49170  193.161.193.99:33579

04.03.202416:44 [4RAYS] Cobaltstrike beacon connect HTTP  solar-test 19900090 cp 192168.10093:49169  193.161.193.99:33579

04.03.2024 16:44 ET MALWARE Cobalt Strike Beacon Observed #suricata class targeted-activity help 2033713 192.168.100.93:49169 193.161.193.99:33579
ET POLICY DNS Query to a Reverse Proxy

04.03.2024 16:44 #suricata class policy-violation help 2027941 192168.100.93:64040  192168.100.2:53
Service Observed

Puc. 6.29. Ctatuctuka no pabore Cuctembl npeaoTBpaLLeHUA BTOPXKEHUN

[lna ObicTporo novcka HopmaLmMm No 3anncsam XXypHarna BOCMoNb3ynTeck UnsTpaMm Hag
Tabnuuen. [ina atoro BeibepuTe 13 packpbiBaloLWErocs CNncka nnv BBeguTe BPyYHYHO 3Ha4YeHNs

unsTpoB u HaxxmnTe OGHOBUTDL . YacTb omnbTpoB AOCTYMHA B PaCcKpbIBAOLLEMCS MEHIO
Ewe: VcTouHuk, ID curHatypsl.

Ecnu B pazgene nosiBNATCS HENPOCMOTPEHHbIE YBEAOMINEHUSI O cpabaTbiBaHUN CUTHATYPbI,
psgoomMm co 3HadykoM pasgena lMpeporBpaweHue BTOpXKeHUM OyaeT otobpakeHa kpacHas

TOYKa — .
6.5.1.3. KoHTeHTHaa dounbTpauus

KoHTeHTHas dounsTpaums npegHasHaveHa ans KOHTporsi 4ocTyna nonb3osarenei K IHTepHeT-
pecypcam 1 3alnTbl YTEYKN KOHUAEHLMANbHON MHopMaLmi.

C NOMOLLIbHO HACTPOWIKK NPaBWI 1 UCKIoYeHU cnost KoHTeHTHas counbsTpanmsa MOXHO peLLnTb
crnegytowime 3agayu:

e paspeluatb JocTyn 6e3 ayTeHTUdukauum K onpeaeneHHbIM pecypcam;

e BckpblBaTb HTTPS-Tpaduk ana gansHenwero aHanuaa,

e nepeHanpaenAaTb Tpaduk no npotokony ICAP ans npoBepkn aHTUBUPYCOM;
® HacTpamBaTb UNLTPaLMIO 3aNpPOCOB/OTBETOB MO COAEPXKMMOMY 3arnpoCoB;
e OBnokunpoBatb 3arpy3ky annos B pexrme 06paTHOro NpoKCu.

6.5.1.3.1. JocTyn 6e3 ayTeHTU(MKaLum

Crnon foctyn 6e3 ayTteHTudpmKaumm npencraenser cobon Habop npaBuil UCKITOYEHNS
ayTeHTMdUKaLun, KOTopble 3a4atoTca Ang NPUNoXeHUn 1 nonb3oBaTenen, He NoOAAEPXMBalo-
wmx NTLM w/vnn Kerberos-ayTeHTUdMKaLUMIO, HACTPOEHHYIO B CUCTEME. DTOT CNON HEOOX0aUM,
4yTOObI paspellaTtb AOCTYN B UHTEPHET AN HeayTeHTUMULMPOBAHHbLIX Nofb3oBaTenemn u/mnm
NPUNOXEHWNA.
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HacTpoiikn Wmnopt 3xcnopT

E<% MDKCETEBOW IKPAH Coanats npasuno

HazsaHue WcTouHuk

KOHTEHTHAS @UNbLTPALIWA

0GHOBRNEH_. 1022028

1032026

ocTyn 663 ayTeHTMMKaLn
dezag . DRI 1032033

s
Le]

BeKpuITUE HTTPS MioBoii

&) Nepenanpasnenme no ICAP

MonuTHKA / KOHTEHTHAA unsTpaums / floctyn 6e3 ayTeHTUUKALM

NpUMEHNTD NONMTUKY
3BaHuio, ne.. Q

HacTpo#iKa KonoHoK

Brn

e 00

HazHauenue He ayTeHTU{IMUMpOBaTh U Mepcosa  Jlon

JioGoe CeA3aTh aBTOMATHYECKH =

@ 00

Huuero He genath

Puc. 6.30. Cnou npaBun nonutukun «floctyn 6e3 ayteHTUdMKaunm»

B Ta6n.6.19 nepeuncneHol atpnbyTbl Anst GOPMUPOBAHUSA NPaBWI MOSIUTUKN.

Tabn. 6.19. OnucaHue aTpubyToB cnos «[loctyn 6e3 ayTeHTU(UKaLn»

HasBaHue aTpubyTta OnucaHue

3HauyeHue

OcHoBHbIe

WpoeHTudpumkartop MpeHTudumkatop npasmna

Kaxxgomy npaBuny nprcBavMBaeTCs YHUKanNbHbIA LUECTHA-
AuaTtupuydHbIn naeHTudukaTop. oeHTtndukarop npucea-
MBaeTCH MNocre COo34aHus mpasuna, Nno3Tomy YBUAETb
€ro MOXHO TONbKO NPV PeAaKTUPOBaHUW NpasBuna unu B
Tabnuue B konoHke UpeHTUdMKaTop

HassaHue HassaHuve npasuna

BBoguMbIi Bpy4HYHO TeKCT. MakcumanbHbI pasmep
BBEJEHHOro TeKCcTa He AormkeH npesbiwatb 200 cumBo-
nos

KommeHTapumn [ononHutenbHble CBeaeHus

BBogumbin  Bpy4yHylo TekCT. MakcumanbHbI pasmep

O npasune BBEJEHHOro TekcTa He AormkeH npesbiwatb 500 cumBso-
ioB
He ayteHTuduumpoBarts |[dencteue, kotopoe OyaeT|3HadyeHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CMMCKE:
" NPUMEHEHO K OOBbEKTY No pe-
3ynsratam npoBepKu yCﬂOBMVl e Hwuyuero He genatb — Solar NGFW nossonut HacTpo-
npasuna UTb AOCTYN K BED-pecypcy 6e3 ayTeHTudmnkauum ons

MCTOYHUKa 3anpoca unu oTeeTta. Cuctema COXpaHuT
MCTOYHUK KaK HeaBTOpPW3OBaHHOIO nonb3oBaTtensa
(BeG-pecypc);

e Cana3atb C NepcoHoi aBTomaTmnyeckm — Solar NGFW
BbINOMHUT cregyolime eNCTBUS:

onpefenut IP-agpec ncTovHuka 3anpoca;

BbIMOMHWT Nouck AaHHoro |IP-agpeca, cpaBHKBas
C AaHHbLIMU NepcoH 13 flocke. ECnun NCTOYHUK He
OyneT HalgeH, cucTemMa COXpaHWUT ero Kak Heas-
TOpW30BaHHOIO MOMNb30BAaTENS, a Takke NpeaocTa-
BUT JocTyn 6e3 ayTeHTUdmKaLum;

o (CBs3aTb C MEPCOHOW BPYYHYIO (3HaYeHuUe 1o ymMorsya-
Hur) — Solar NGFW conocTtaBuT AaHHble UCTOYHMKA
C AaHHbLIMY NEPCOHbI, yKa3aHHOW B NPaBuIie BPy4HYHO
agmuHucTpaTopom 6esonacHocTu. lNpu 3anpoce go-
CTyna OoT UICTOYHMKA CUCTeMa CBAXET AaHHble C nep-
coHon u3 [locbe, a Takke NpegocTaBuUT emy AOCTYN
6e3 ayTeHTMmKaumn

[NepcoHa [NepcoHa n3 [locke, C KOTO-
poui ByneT cBA3aHa ayTeHTu-
dukaums. ATpnbyT cTaHOBUT-

CA BUAUMbIM, €CIn B nNpaBune

MepcoHa, BbiObMpaemas n3 flocbe. B npouecce BBoaa
TekcTa oTobpakaeTcsi CMMCOK NEPCOH, COBNadatoLwmnx no
BBe€HHOM Habopy CMMBOIOB
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HasBaHue atpubyTa

OnucaHue

4yTO Heobxoanmo

yKasaHo,

BPYYHYIO CBSA3aTb [aHHble O
nonb3oBartene C MepCOHOW,
CyLLeCTBytOLLEN B cuUCTEME.
[Mpwn BLIGOPE NEPCOHBI aBTOMa-
TUYECKM OTODpasnTcs rpynna
NEepPCOH, B KOTOPOM OHA COCTO-
nT

3Ha4yeHue

NcTouHUuK

MpunoxeHne, Beb-6pay3ep
U MHON UCTOYHWK, KOTOPbIN
WHULMMPOBan coeguHeHne

3HayeHne MOXHO BBECTU BPY4HYIO Unu BbibpaTh B pac-
KpbIBaloLLLEMCS CrUCKe:

ofuHOuHBbIN IP-agpec;
Ounana3soH |P-agpecos;
Macka nogcetu |IP-agpecos;

«JTrobon» (3HadeHue o ymonyaHur)

HasnayeHune

Agpec HasHadeHus 3anpoca

3HayeHne MOXHO BBECTU BPY4HYIO Unu BbiGpaTh B pac-
KpbIBaIOLLLEMCS CMNCKE:

ofuHouHbIN IP-agpec;
OunanasoH |P-agpecos;
Macka nogcetu |IP-agpecos;
OOMEH;

cnuckn Beb-pecypcos;

«JTroboex» (3HayeHue o yMonyaHuro)

[ononHutenbHble

MpoTtokon

MpoTokon nepeaayn gaHHbIX

3HayeHne MOXHO BBECTU BPYYHYHO UK BbIOpaTh B pac-
KPbIBaIOLLEMCS CrCKE:

HTTP;
HTTPS;
FTP.

Ecnu 3Ha4YeHne He BbIGPAHO, NPy NPUMEHEHUN NMOSIUTUKN
OynyT NPOBEpPEHbI BCE MPOTOKONbI

Metoabl

MeTtoapl npotokonos HTTP un
FTP OVER HTTP

3HayeHne MOXHO BBECTU BPY4HYIO Unu BbIbpaTh B pac-
KpbIBaOLLLEMCS CrNCKeE:

CONNECT;
COPY;
DELETE;
GET,;
HEAD;
LOCK;
MKCOL;
MOVE;
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HasBaHue atpubyTa OnucaHue 3HayeHue
o OPTIONS;

e PATCH;

o PROPPATCH;
e POST;

o PROPFIND;

o PUT;

e TRACE;

e UNLOCK.

Ecnun 3HayeHwne He BbIOpaHO, Mpy MPYMEHEHUN NOMUTHKN
OyoyT npoBepeHbl Bce MeToabl. [NogpobHee o meToagax
cM. B pasgene Mpunoxenue D, Memodsl HTTP-npomo-

Kosia
MopTbl Howmep (amanasoH HomepoB)|Yncno (MeHbLle 65536), cnncok unm ananasoH HaTypanb-
noptoB TCP, BkntoYeHHbIX B|HbIX Ymcen. [lonyckaetcs BBoa He 6onee 15 oObekTOB;
URL-agpeca 3anpocos OnanasoH nopTtoB cumtaeTcd 3a 2 obwbekTta. lepsoe
3Ha4eHve ananas3oHa AOMKHO ObIiTb MeHbLLE, YeM BTOPOE
3aronosku CnyxebHble 3aronoBKM Nake- | 3Ha4YeHe MOXHO BblOpaThb B pacKpblBalOLLEMCS CIIUCKE.
Ta AaHHbIX B aTom cnncke oTo6pakeHbl BCe YCIOBUS HAa 3aroroBKu,
cchopmmpoBaHHble B cucteme. MoxHo BbibpaTh He bonee
50.

Moppo6Hee o 3aronoBkax cM. B pasgene 6.5.4.4

Mpumep pelwenns 3agaum ¢ nomowbio crnosa [loctyn 6e3 ayTeHTUdUMKaLMKM NprBeEdEHDb! B
pasgerne 6.6.4.

O6Lwme npuHUMNbl paboTbl C NpaBuIaMm aToro cros (KoNnMpoBaHue, pegakTupoBaHme n T.4.)
onncaHbl B pasgene 6.4.2.

6.5.1.3.2. BekpbiTne HTTPS

Cnoii BekpbiTne HTTPS npenctaenset cobon Habop npaBui U UCKIOYEHNn anga paclumd-
poBkn HTTPS-Tpaduka ¢ uenbio ganbHenwen nposepkn. Ecnn aToT cnomn He cchopMupoBaH,
NONUTUKY MOXHO OyOeT HacTpamBaTb fanee, n oHa 6yaet pabotaTte. Ho 6yayT cpabaTbiBaTh
TONbKO Te NpaBuna 1 3agaHHble B HAX YCIOBUS, ANd KOTOpbIX He TpebyeTtca BekpbiTve HTTPS.

Monutka / KokTenTHas GuabTpauws / Bekpaiue HTTPS @

<7 KOHTEHTHAA OU/IbTPALIAS St =t

£ Rocryn Ges ayrermmduxaumm

(2 Bekpumue HTTPS

Puc. 6.31. Cnon npaBun nonutuku «Bekpbite HTTPS»

[na BCex UCTOYHUKOB, YKa3aHHbIX B Mpasurniax aToro cnos, byaer npumeHeHo Oencrteue
BckpbiTb HTTPS-Tpaduk. 310 03Ha4aert, 4To npu ucnonb3oBaHmMu none3osatenem HTTPS-
npotokona Solar NGFW pacwundpyeT Becb nepegaBaemMbiii Tpadouk 4ns ganbHenwen npoBepkm
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1 aHanu3aa. [1nst ICTOMHMKOB, YKa3aHHbIX B MCKITHOYEHMSAX 3TOro Cnosl, pacumndposka Tpaduka
BbINOSIHATLCA He Oyaer.

[nsa 6onee nogpobHoro aHanu3a KOHTeHTa nepeq MdopMUPOBaAHMEM 3TOrO Cnosi HeobxoaMmo
NCNonb30BaTb COOTBETCTBYIOLLMIA CEPTUAMKAT, UCMONb3YEMbIN ANA BXOASLLNX COEANHEHUN
(nogpobHee cMm. B ookyMmeHTe Pykogodcmeo Mo ycmaHOo8Ke U Hacmpouke).

MpumeyaHue

lpu ¢gbopmuposaHuu npasusl u/unu UCKITKYEHUU 3MO20 C/I051 PacluiUupPeHHbIe HacmpoUKu He rpedy-

CMOMpPEHbI.

B Tabn.6.20 nepe4vncreHbl aTpubyTbl 4nst GOPMUPOBAHUS NPABUIT N UCKITHOYEHNIA.

Tabn. 6.20. OnucaHue atpudbyTOB NpaBuN U UCKNYeHun cnos «BckpbiTne HTTPS»

HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

WaeHTndmkartop MpoeHTudomkatop npasuna/vc- |Kaxxgomy npasuny/MCKNIOYEHUI0 NpUCBanBaeTCa YHU-
KNtoYeHus KanbHbI  LUECTHaALATUPUYHBLIA  naeHTUudukaTop.
MoeHTudmkatop npuceamBaeTcsl MOCNe CO3[4aHus
npasuna, NO3TOMYy YBUAETb €ro MOXHO TOMbKO Mpwu
penakTMpoBaHWW Npasurna unu B Tabnuue B KONMOHKe
UpeHTtudomkartop
HassaHue HassaHve npasuna u/wnu uc-(Beogumbin BpyyHyto TekcT. MakcumanbHbIi pa3mep
KIoYeHUsI BBEEHHOIo TEKCTa He AormkeH npesbiwatb 200 cumso-
nos
KommeHTapumn [ononHutensHble cBegeHus o|BBoanmbll BpyyHyto TeKcT. MakcumarnbHbIi pasmep
npasune Wunm UCKNYEHNN | BBEAEHHOTO TEKCTa He A0SMKeH npeBbiwaTe 500 cumBo-
nos
McTouHmk Monb3oBatenb, npunoxeHue, [3Ha4YeHMe MOXHO BBECTU BPYYHYH UNu BbliOpaTb B
BebG-6paysep MM MHOWM MCTOY- | pacKpbiBatOLLIEMCS CMIUCKE:
HWK, KOTOPbI MHULIMMPOBAr CO-
eanHeHwe. [ns  MCTOuYHWMKA, | ® MepcoHa ns flocke;
YKa3aHHOrO B UCKIOYEHUM,
Tpacuk paclumdposbisathes [¢  [PynNa nepcox us flocke;
He Bypet . .
o HeayTeHTMdMLUMPOBaHHLIV NONb30BaTENb;
o OpuHouHbIn IP-agpec unun gnanasoH IP-agpecos;
e Macka nogcetu IP-agpecos;
o «JToGol» (3HaveHue Mo ymonyaHuro)
HasHaueHune Afpec HasHayeHus 3anpoca,|3HadYeHne MOXHO BBECTW BpYyYHYK wnu BblibpaTb B

oTnpaBrieHHOro NCTOYHNKOM

pacKpbIBalOLLLEMCS CMIUCKE:

o [lomeH;

e Cnucku Beb-pecypcos;

o Karteropusi Be6-pecypcos;

o OpguHoyHbIn IP-agpec unu grnanasoH IP-agpecos;
o Macka noagcetun |IP-agpecos;

o «Jlo6oe» (3HayeHue Mo ymonyaHuro)
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HasBaHue aTpubyTta OnucaHue 3HayeHue

3aronosku CnyxebHble 3aronoBky naketa [3HayeHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CMINCKE.
LaHHbIX B aTom cnncke oToGpakeHbl BCe YCNOBUS HA 3arorioBKu,
chopMmpoBaHHble B cucteme. MoxHo BeibpaTb He 60-

nee 50.

MoppobGHee o 3aronoBkax cM. B pasgene 6.5.4.4

Mpumepsb! pelleHns 3agay ¢ NOMOLLbIO NpaBun 1 nckrtodeHnin cnos Bekpoitne HTTPS npu-
BedeHbl B pasgene 6.6:

o ucknodeHne BekpblTua HT TPS-Tpadumka nonb3oatenein 6.6.5;

e 6Bnoknposka 3arpy3ku ZIP-cannos no npotokony HTTPS 6.6.7.

O6Lwme npuHUMNBI paboTbl C NpaBuIaMmn 3Toro cros (KonMpoBaHue, pegakTupoBaHMe u T.4.)
onucaHbl B pasgene 6.4.2.

6.5.1.3.3. NepeHanpaeneHue no ICAP

Cnoni NepeHnanpasnenue no ICAP npeacrasnsaet cobon Habop NnpaBmi U UCKNKOYEHWIA, KOTO-
pbI NpegHa3sHa4veH ans nepeHanpasnenns Tpaduka (3anpocoB 1 OTBETOB) BHELLHEMY UCTOY-
HWUKY. BHELWHMN NCTOYHMK MOXET BbITb aHTUBMPYCOM, CTOPOHHEWN CUCTEMOW nepexsaTta Beb-
Tpadumka u 1.4. Ana nepeHanpaeneHus Tpaduka B gpyrme CUCTeMbl CrieayeT yunTbiBaTb MX
cneunduky n BeibMpaTb cooTBeTCTBYIOWEE AencTeue: NMepepaBaTtb 3anpockl, NepenaBatb
otBeThl, [lepeaaBaTb 3anpochbl U OTBETDI.

Hacrpoiikn Wwmrniopr ucnopT Nonutuka / KoHTenTHas dunbTpauus / NMepedanpasneque no ICAP @ TIpHMEHATE MOAUTUKY
E MEXCETEBOW JKPAH (Co3ath Npasuno Mn HWio, ne_ Q Hacrpofika konoHok

KOHTEHTHAS @WNILTPALIMA Konnuecteo 0 Konnuecrao

.EL JlocTyn 6e3 ayTEHTUMUKALIMM Hazeanue JDeiicTeuA  ICAP-cepeep WcTounuk HazHaueHue
Npasuna

Iﬂll": Berphitue HTTPS

ICAP % Local respmad TioBoii

@ lNepeHanpasneHu1e no ICAP

Puc. 6.32. Cnon npaBun nonutuku «lMepeHanpasneHune no ICAP»

lMepeHanpaeneHue Tpadurka Heobxoanmo B cryyvae, ecnun Beb-cTpaHuLa unu ee cogepxmmoe
BbI3bIBalOT NoAo3peHne. [pyrumm cnosamm, ecnv cTpaHuua MOXeT cogepxaTtb B cebe Bpeno-
HOCHble CKpuNTbI, hannel 1 T.4. lNepeHanpaBneHne Tpaguka BbINONHAETCA CTPOro rno npoTo-
kony ICAP (Internet Content Adaptation Protocol).

Hanpumep, Beb-6pay3ep nepegaet agpec Beb-CTpaHUUbl U 3anpallnBaeT paspelleHne Ha
poctyn. Solar NGFW ¢ nomouwsto npotokona ICAP nepeHanpaBnsieT 3anpoc aHTUBMpPYCy Ang
NPOBEPKX, HE ABMSIETCA NN 3TOT Beb-agpec BpedoHOCHbIM. Ecnn BebG-agpec onaceH, Ha
3KpaHe nornb3oBaTtens otobpasuTca cTpaHuua 6rnoknposkn (nogpobHee cMm. pasgen 6.5.6 ).

[nsa yBepomneHnst agmmHmncTpatopa NGFW o cpabatbiBaHMM NPOBEPKM aHTUBMpPYCa CrieqyeT
YyCTaHOBUTb (Pria>xok YBeAOMUTb, YKa3aTb aApec SMEeKTPOHHOM NOYThl UM CMCOK aapecoB
nonb3oBaTtenen, Kotopble OyayT OMOBELLEHbl, MU COOTBETCTBYHOLWMIA LWABMOH CTpaHuLbI.
BHewHunn Bng wabnoHa MoxXHO chOpMMpoBaTb aHaNorMyHo Apyrum wabnoHam B pasgerne
Monutuka > lWa6bnoHbl > LLlabnoHbI cTpaHuy,.
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Mpu cpabaTbiBaHWM NpaBuna cucTeMa OTNPaBNSET NOMb30BATENO HA AMEKTPOHHYIO NOYTY
NMUCbMO C YBEOMITEHMEM.

B Tabn.6.21 nepevncneHbl atpnbyThl ANt POPMUPOBAHUS NPABUI N UCKITHOYEHNIA.

Tabn. 6.21. OnucaHue aTpubyTOB NpaBus U ucknroydeHumn cnos «MepeHanpasneHue no ICAP»

HasBaHue aTpubyTa OnucaHune 3HavyeHue
OcHoBHble
WpeHTndmkaTop MpeHTndmkaTtop npasunal/uc-|Kaxaomy npaBuiy/MCKIIOYEHNIO NPUCBaNBaETC YHU-
KMoYeHns KanbHbI  LWECTHAAUATUPUYHBIA  MAEHTUdMKATOP.
MpaeHTndmkaTop npuceamBaeTcs MNocne Co3gaHus
npasuna, MO3TOMYy YBUAETb €ro MOXHO TOMbKO Mpwu
penakTMpoBaHMKM nNpasuna unu B Tabnuue B KOMOHKe
NpeHTndumkatop
HassaHue HassaHue npaBuna u/vnun mc-|BBognmbli BpyYHYlO TeKCT. MakcumanbHbIn pasmep
KINtoYeHus BBEAEHHOro TeKCTa He AoMmkeH npesbiwartb 200 cumso-
nos
KommeHTapui [ononHuTensHble cBefeHus o|Beoanmbln BpyyHyl TekcT. MakcumanbHbIi pa3mep
npasune Wunm UCKNYEHNN | BBEAEHHOTO TEKCTa He AoMKeH npesbiwaTs 500 cumeo-
nos
Oencrene [encreue, koTopoe onpeaens- [ 3HayeHne MOXHO BbibpaTh B pacKpbIBaloLLEMCS CMCKE:

€T, KaKOW MMEHHO Tpadhuk cncrte-
Ma JOImKHa nepeaasatb

Mepepnaeatb 3anpockl — Solar NGFW nepenanpasut
MoCTynarLMin 3anpoc Ha yKa3aHHbI B npaBure
ICAP-cepBep ans nposepku 1 aHanusa. ICAP-cep-
BEep Heo6xoAMMO BbIGpaTb W3 CyLIECTBYIOLLENO
cnucka;

MepenaBaTtb oTBeThI — Solar NGFW nepeHanpasut
NnocTynarwLLnMiA OTBET Ha YyKa3aHHbIA B MNpaBure
ICAP-cepBep ons npoBepku 1 aHanunasa. ICAP-cep-
Bep Heobxogumo BbIOpaTb W3 CyLLECTBYHOLLENO
crnucka;

MepepaBatb 3anpocbl M OTBETbl (3HayeHue o
ymonyaHuro) — Solar NGFW nepeHanpaBuT nocTy-
nawuie 3anpocbl U OTBETHI HA yKasaHHbII7I B npaBu-
ne ICAP-cepBep anst npoeepkn n aHanunsa. ICAP-
cepBep HeobXoaAMMO BbIGpaTh N3 CyLLECTBYIOLLENO
cnucka. [lencteue crnegyeTt MCNOMb30BaTb TOMbKO
Ons nepeHanpaeneHus Tpaduka Solar Dozor

Mmsa cepsepa

CepBep, Ha KoTopbIV ByaeT ne-
peHanpasreH Tpadvk (3anpochl
n/vnn oTBETbI) AN NPOBEPKU U
aHanusa

3HayeHne MOXHO BbIGpaTh B packpblBatoLLEMCS CnvcKe
(o ymonyaHuro He 3adaHo).

Ho ecnu B pa3gen BHewHne noakntovyeHus 6bin go-
6aBneH TOnbKO OAUH cepBep, OH ByaeT 3HavYeHem no
YMOSYaH1Io

LLIabnoH 6rnoknpoBku

LLlaGnoH cTpaHuubl yBegomie-
HUSA UNU BNOKMPOBKU

3HayeHne MoXHO Bbl6paTb B pacKpbiBawOLLEMCA Crncke

YBegoMnTb

[encreune, KOTOpPOe NO3BONSET
HacTpOWTb OTMPaBKy yBEAOMIIE-
HWUS Nonb3oBaTento o cpabaTbl-
BaHUK npasuna cnos NepeHa-
npasneHue no ICAP

dnaxok

MNcTouHUK

Monb3oBatenb, NPUNOXEHWE,
BeO-Opaysep unu MHOM UCTOY-
HWK, KOTOPbIA MHULIMMPOBAr CO-
eavHeHve. [na  WCTOYHWKa,

3HayeHne MOXHO BBECTU BPYYHYIO WUNK BbiOpaTb B
packKpbIBaloLLEMCS CTIUCKE:

MNepcoHa u3 flocbe;
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HasBaHue aTpubyTta

OnucaHue

YKa3aHHOro B UCKITHO4EeHUN, ne-

peHanpasrneHne Tpaduka (3a-
NpOCOB U/Mnn OTBETOB) BbIMNOIT-
HATBCA He byner

3Ha4yeHue

pynna nepcoH 13 flocke;
HeayTeHTUdOUUMPOBaHHbLIV NONb30BaTenNb;
OpuHouHbIn IP-agpec;

[unana3soH |IP-agpecos;

Macka nogcetu IP-agpecos;

«JToboW» (3Ha4YeHue o yMon4yaHur)

HasHnayeHne

Appec Ha3HaueHus 3anpoca

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKkpbIBalOLLEMCS CNUCKe:

[HowmeH;

Cnnckun BeG-pecypcos;
Kateropus Beb-pecypcos;
OpauHouHbIn IP-agpec;
[unana3soH |IP-agpecos;

«Jltoboex» (3HadeHue Mo ymonyaHur)

MpumeyaHune

lpu yka3zaHuu HeckosnbKux duarnasoHos IP-ad-
pecos b6ydem ucCnonb308ambCs Jio2udecKkasi
onepayusi «M», m.e. pesynbmamom onepayuu
b6ydem nepecevyeHue amux AuarnasoHos.

lNpu ykasaHuu HecKosnbKUX 0OUHOYHbIX IP-adpe-
coe unu macok rnodcemel IP-adpecos 6ydem
ucrionib308ambCsi  jl02udecKkass — onepayusi
«ITN», m.e. pesynbmamom onepayuu bydem
oboe u3 yka3aHHbIX 3Ha4eHUU.

lpu yka3aHuu HecKonbKUX 0OUHO4YHbIX IP-adpe-
coe/macok rnodcemeli IP-adpecos emecme c
OQuana3oHamu IP-adpecoe pe3synbmamom orie-
pauuu bydym nobbie IP-adpeca/macku nodce-
mel IP-adpecos, exodsiuue 8 rnepeceqyeHue
yKa3aHHbIX uarna3oHos.

[ononHutenbHble

MpoTokon

[MpoTokon nepegayn AaHHbIX

3HayeHne MOXHO BBECTU BPYYHyH unu BblOpaTb B
pacKpbIBaKOLLEMCH CNUCKE:

HTTP;
HTTPS;
FTP.

Ecnu 3Ha4eHune He BbiGpaHo, Npy NpUMEHEHUM NONUTY-
kn ByayT NnpoBepeHbl BCE NPOTOKOSbI

MeToabl

MeTtogbl npotokonos HTTP u
FTP OVER HTTP

3HayeHne MOXHO BBECTU BPYYHy unu BblibpaTb B
pacKkpblBalOLLEMCS CNncKe:
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HasBaHue aTpubyTta

OnucaHue

3HayeHue
o CONNECT;
o COPY;
o DELETE;
e GET;
e HEAD;
e LOCK;
o MKCOL;
e MOVE;
o OPTIONS;
o PATCH;
e POST;
o PROPFIND;

o PROPPATCH,;

e PUT,;
o TRACE;
o UNLOCK.

Ecnu 3Ha4eHune He BbIGpaHO, Npy NPUMEHEHNN MONNTU-
kv ByoyT npoBepeHbl Bce MeToapl. NogpobHee o meTo-
nax cm. B pasgene Mpunoxenue D, Memodsbl HTTP-

npomokKoJsia

MopTbl

Homep (amana3oH HomepoB)
noptoB TCP, BKMOYEHHbIX B
URL-agpeca 3anpocos

Yucno (meHblue 65536), cnncok nnu ananasoH HaTty-
panbHbIX Yncen. [lonyckaercs BBof He 6onee 15 0b6b-
€KTOB; AManasoH MNOpTOB cyuTaeTca 3a 2 obbekTa.
[MepBoe 3HayeHne ananasoHa JOMKHO OblTb MeHbLLE,
YeM BTOpOE

Tun dannos

MNopnepxuBaemble  opmarthl
dannos

3HayeHme MOXHO BbIGpaTh B pacKpbIBaOLLEMCS CMUCKE
C MoMoLLblo hnaxkoB (MO yMOMYaHW He 3aJaHo).
MoxHo BbIGpaTb Heckonbko copmaTtoB annoB (He
6onee 50)

Pa3mepsbl cpannos

[nana3oH JonycTMMbIX pasme-
poB annoB «OT» U «go»
(BKMOYMTENBHO)

3HayeHne MOXHO Bbl6paTb B pacKpbiBakwLLEeMCA Crnncke
C MOMOLLIbIO GONAaXKKOB

EovHuua nameperus

EanHunua namepenus cannos

3HayeHve MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNUCKE:
o b (6anTtbl);

o KB (kunobantbl);

e MbB (vmerabaiiTbl);

o [b (rurabanTbl);

e Tb (TepabainTbl).

EgnHuua namepennst no ymonyaHuio 3agaeTcs B Mera-
banTax
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Mpumep pelLenns 3agayn ¢ NOMOLLbIO NpaBun U UcknoYeHun cnos NMepeHanpaBneHue nNo
ICAP npuBegeHbl B pasgene 6.6.8.

O6wme npuHUUNbl paboTbl C NpaBMnaMu U/MNM UCKMKYEHNAMM 3TOFO Criost (KONUMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgerne 6.4.2.

6.5.1.3.4. dunbTpaumnsa 3anpocos
6.5.1.3.4.1. O6wue cBegeHus

Crioi ®unbTpaums 3anpocoB npeacTtaBnsieT cobon Habop NpaBuIl U UCKINKOYEHUA NS pas-
peLLeHnsa nnn 3anpeta onpeaerneHHbIX TUNOB 3anpocoB. PUNbTPaUMUSa MOXET BbINONMHATLCSA
Mo COAEPXXMMOMY 3arnpocoB (Hanpumep, UCToYHUKY, HT TP-3aronoekam, paclumpeHuto dainos
nTa.).

HacTpoikn Wunopt Jkcnopt [MonuTHKa / DUnsLTPaLMA 3anpocos / Categories @ TIDUAMEHIATE NONMTHKY.

(¢ Bexpuitue HTTPS

(Co3aats npasuno 3BaHMIO, e Q HacTpo#iKa KonoHOK

@ Mepexanpasnetne no ICAP

Honwuecrso Vic e 0 Konnuecteo

¢7> OMNLTPaLMA 3anpacos HazsaHue JeicTBUA  VICTOUHHK HazHaueHHe

Mpasuna

3anpet paspaGoT_ ANKOTONb, KypeHue
Bef-nouta
BpefoHocHoe 110, BUpyCh
3anpeenHbie CaifThl
KPUMMHAN, MOLIEHHAYECTBO
TouCK paGoThl, Kaphepa
TONOBOE BOCTIMTAHUE
NopHorpatua
CaifThl 3HAKOMCTE, Gpautbie ar_
Coumanbhsie cem
ILinnosckoe MO, cnam
3POTHKE, HY[M3M, UHTUMHES Off_

i Categories

Pa3paboTunim TioGoe

&> ®uLTpaums oTeETOR

Puc. 6.33. Cnoun npaBun nonutukmn «Punbsrpayms 3anpocoB»

B Ta6n.6.22 nepeuncrnieHsl atpnbyTbl AN OPMUPOBAHNUS NPABUM U UCKITHOYEHUIA.

Tabn. 6.22. OnucaHue aTpubYTOB NpaBuUIT U UCKITHOYEHUN crnoa «PunbTpauus 3anpocoB»

HasBaHue aTpubyTa OnucaHune 3HavyeHue

OcHoBHble aTpubyThl

WoeHTudmkartop MpoeHTudmkatop npasuna/vc- |Kaxxgomy npaBuny/MCKOMEHUIO NPUCBanNBaETCA YHU-
KIno4eHnst KanbHbI  LUECTHaALATUPWUYHBLIA  MOEHTUdUKaTop.
MpoeHTudmkatop npuceBavBaeTcs Mocre COo3AaHus
npasuna, NO3TOMYy YBUAETb €r0 MOXHO TONbKO Mpwu
penakTMpoBaHWW NpaBurna unu B Tabnuue B KONMOHKe
NpeHTndmkatop
HaseaHue HasBaHue npaBuna w/unu uc-|Beognmbli Bpy4Hyt0 TeKCT. MakcumarnbHbIi pasmep
KInoveHns BBEEHHOro TeKCTa He AoMmkeH npesbiwatb 200 cumBo-
nos
KommeHTapui [ononHuTenbHble cBefeHus O|BBoanmbln BpyyHyl TekcT. MakcumanbHbId pa3mep
npasune Wunm UCKNYeHNM | BBEAEHHOTO TeKCTa He AomKeH npesbiwaTb 500 cumeo-
nos
Oencteua
OcHoBHbIE OCHOBHbIE OENCTBUSA, KOTOPbIE | 3HaYEHNe MOXHO BblIOpaTh B paCKpbIBaKOLLEMCS CMUCKE:
OyOyT NpYMeHeHbl K OObEeKTy
nocne cpabatbiBaHus npasuna|® «Hudero He aenatb» (3HayeHue 110 ymonyaHuio);
e 3abnokvpoBars;
o [lepeHanpaBuTb;

O SOLAR
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HasBaHue aTpubyTta OnucaHue 3HayeHue

Pa3pelwmnTb 1 He NpoBepATb AarnbLue;
Pa3pelunTb Yepes npokcu-cepBep;
PaspelumnTb 3anpoc;

3anpocuTb NoATBEPXKAEHUE;

MpoBepuTb cepTudukar

JononHutenbHble [ononHuteneHble  AeNCTBUS, | S3HaYeHne MOXXHO BbIOpaTh B pacKpbIBaOLLEMCS CMUCKE
KoTopble OyayT npyMMeHeHbl K|(NMo ymon4aHuio He 3a4aHo):

06bekTy nocne cpabaTtbiBaHWsA
npaBuna ApxvBUpoOBaTh;

[o6aBnTb 3aronoBku 3anpoca;
M3meHuTb 3aronoBku 3anpoca;
He xypHanupoBatb;

OnpepenaTb KaTeropuio pecypca;
Onpepnenatb TUN AaHHbIX;
YBegoMunTsb;

[o6aBuUTb Mapkep B >KypHar;

[Oo6asutb yBegomnenue ana WS/WSS

Ycnosus

McTouHmk Monb3oBatenb, npunoxeHue, [3Ha4YeHMe MOXHO BBECTU BPYYHyHO unu BblbpaTb B
Be6-Opaysep Mnu MHOW MCTOY- [ pacKpbiBatoLLIEMCS CrIUCKE:
HUWK, KOTOPbIN MHULIMMPOBAr COo-

eanHeHve. [Ons  UCTOYHWUKA, MNepcoHa ns flocke;
YKa3aHHOTO B WCKIIIOYEHUH,
unbTpaLMs 3anpocos Beinon-|®  [PYNNa nepcox us flocke;

HATbCA He ByaeT .
HeayTeHTUMLMPOBaHHbIN NONb30BaTENb;

OpaunHouHbIn IP-agpec;
[unanasoH |IP-agpecos;
Macka nogcetu IP-agpecos;

«JTrobon» (3HaveHue Mo yMonyaHuo)

HasHaueHwne Afpec HasHa4yeHus 3anpoca 3HayeHne MOXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakOLLEMCA CrNUCKe:

[lomeH;

Cninckn BeG-pecypcos;
Kateropus Be6-pecypcos;
OanHouHbIn IP-agpec;
[wnana3soH IP-agpecos;
Macka nogcetu IP-agpecos;

«JTtoboe» (3HadeHue Mo ymonyaHur)
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

JononHutenbHble aTpubyThl

MpoTtokon lMpoTtokon nepegayn faHHbIX [3HaYeHne MOXHO BBECTU BPYYHYHO unu BblbpaTb B
pacKkpblBalOLLEMCS Cnncke:
o HTTP;
o HTTPS;
o FTP.
Ecnu 3Ha4eHue He BbIGpaHo, Npy NpUMEHEHNUN NONUTH-
kv ByayT NpoBepeHbl BCe NPOTOKOSbI
Metoabl MeTogpl npotokonoB HTTP u|3HayeHne MOXHO BBECTU BPYYHyO Unu BbibpaTb B
FTP OVER HTTP pacKkpbIBaOLLEMCS CMUCKE:
o CONNECT;
o COPY;
o DELETE;
o GET;
o HEAD;
e LOCK;
e MKCOL;
e MOVE;
o OPTIONS;
o PATCH;
e POST;
o PROPFIND;
o PROPPATCH;
e PUT,;
e TRACE;
e UNLOCK.
Ecnu 3Ha4eHne He BbIGpaHo, Npy NpUMEHEHUN MONUTH-
kv ByoyT npoBepeHbl Bce MeToapl. NogpobHee o meTo-
nax cm. B pasgene Mpunoxenue D, Memodsbl HTTP-
rnpomokosia
MopTbl Homep (amanasoH HomepoB)|Yncno (MeHble 65536), cnMCOK Ny gMana3oH HaTy-
noptoB TCP, BKMOYeHHbIX B|panbHbiX Ynucen. flonyckaetcsa BBoa He bonee 15 06b-
URL-agpeca 3anpocos €KTOB; Ouanas3oH NopToB cyutaetrcs 3a 2 obbekTa.
MepBoe 3HayeHne ananasoHa JOMKHO OblTb MeHbLLE,
YeM BTOpOE
3aronosku CnyxebHble 3arofoBkM NakeTa | 3Ha4eHne MOXHO BblIOpaTh B PaCKpbIBaOLLEMCS CMIUCKE.
OaHHbIX B aTom cnncke oToGpakeHbl BCE YCIOBUSI HAa 3aroroBkMy,
copMMpoBaHHkle B cucteMe. MoxHo BelibpaTh He 60-
nee 50.
MoppobHee o 3aronoskax cMm. B pasgene 6.5.4.4
Tun dannos MoppepxuBaemble  dopmatsl | S3HaYeHne MOXHO BbIGpaTh B packpbiBaOLLEMCS CMCKe

dannos

C MOMOLLbIO hnaxkoB (MO yMOMYaHWIO He 3adaHo).
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

MoxHO BbIOpaTh HECKOmnbko ¢hopmaTtoB hannoB (He

6onee 50)

Pa3wmepbl dhannos

[vana3oH gonycTUMbIX pa3me-
poB annoB «OT» U «OO»
(BKMOYMTENBHO)

3HayeHne MOXHO BbIGpaTh B packpbIBaOLLEMCS CMCKe
C MOMOLLIbIO (hriaXkKoB

EavHuua namepeHmus

EavHnua namepexus dannos

3HayeHne MOXHO BbIGpaTh B PaCKpbIBAOLLEMCS CTINCKE:
b (6avThbl);
KB (knnobanThl);
MB (merabanTsbl);
I'6 (rurabanTbl);
TB (TepabawnThl).

EOvHMLA n3MepeHusi No yMosYaHuto 3agaeTcs B Mera-
barTax

KntoyeBble cnosa

YcnoBusa NpoBEPKM KIOYEBbLIX
crnoB

3HayeHne MOXHO Bbl6paTb B pacKpbiBakoLLiEeMCA CMNCKe,
KOTOPbIN COAEPXKMUT NepeyeHb 3Ha4YEeHWI U3 CPaBOYHU-
ka KnroyeBble crnoBa.

MogopobHee o knoveBbIX crioBax cM. B pa3gene 6.5.5.2

C noporom

CymMMmapHbI BEC BCEX HaMOEH-
HbIX KIOYEeBbIX CMOB (MM OQHO-
ro, eCnu yCTaHOBMEeH (raxok
UrHopuposatb noBTOPbI
cbpas), Mo JOCTMXKEHUIO KOTOPO-
ro kK 06bekTy 6yaeT NnpUMMeHeHo
OencTBue, ykasaHHoe B NpaBu-
ne. ATpubyT cTaHOBUTCH BUAN-
MbIM TOMbKO MOCIE YyKa3aHus
3HayeHus aTpubyTa Knrouesoe
cnoBso

3Ha4eHne MOXXHO BBECTHU BPY4YHYIO: Liennoe 4ncno

WUrHopvpoBaTb MOBTOPGI
®pa3s

Onpepensier HeobGXOAMMOCTb
yyeTa Kaxkgoro Crosa TOSbKO
O[VH pa3 (He3aBMCHMO OT YacTo-
Tbl €70 MOSIBNEHNST B TEKCTE).
ATpUBYT CTaHOBUTCS! BUAUMBIM
TOMbKO MOCIE yKa3aHus 3Haye-
Hus atpnbyta KnroueBoe cno-
BO

Onuusa (BknoYeHa/BbIKIIOYEHA)

Mcnonb3oBaTb BHELUHME
pacnakoBLLMKN

Onpepenser HeobGXOAMMOCTb
ucnonb3oBaHus Tika-cepBepa
ana pacnakoBKu AaHHbIX.
ATpnbyT CTAHOBMTCH BUONMbIM
TOMbKO MOCIEe yKa3aHus 3Haye-
Hus aTpmbyTta KnroueBoe cno-
BO

Onuus (BKMoveHa/BbIKMOYEHa)

VckaTb BMecTe ¢ anemeH-
Tamn HTML-pa3meTkn

Onpepenser HeobGXoAMMOCTb
noucka KIno4eBbIX CIIOB BMECTe
¢ anemeHTamn HTML-pa3meTku.
ATpnbyT CTAHOBUTCH BUAUMBIM
TOSMbKO MOCIe YKa3aHWs 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

Onuus (BknoveHa/BbIKMOYeHa)

Pacnncaxusa

PacnucaHune BbinonHeHus npa-
BuUna

3HayeHne MOXHO Bbl6paTb B pacKpblBakoLLieMCA CrNCKe,
KOTOPLIN COOEPXKUT NepeyeHb CO3LaHHbIX B cUCTEME
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HasBaHue aTpubyTta

OnucaHue 3Ha4yeHue

o6bekToB nonutukn Pacnucanus. MoxHo BeiGpaTth He
6onee 20.

MoppobGHee o pacnucaHusix cMm. B pasaene 6.5.4.3

JinmuTel Tpadmka

Pa3speluaembin 06bem nepepna- | 3HaueHe MOXHO BbIOPaTh B pacKpbIBaOLLEMCH CNCKE,
Baemoro Tpaduka KOTOpPbIA COOEPXKUT NepeYeHb CO3AaHHbIX B cucteme
06bekToB nonutukn JiIumutbl Tpacmka. MOXHO Bbl-
OpaTtb He Gonee 4.

MogpobHee o numnTax Tpaduka cm. B pasaene 6.5.4.2

MepeyeHb oencTBuin, KOTOpble MOXHO MCMOSb30BaTh NPY (OPMUPOBaHUK NpaBuia UM UCKIo-
YeHus, npuBeneHsbl B Tab6n.6.23.

Tab6n. 6.23. OnucaHne gencTBumn

HasBaHue pencrTBus OnucaHue

OcHoBHble

Hwuero He genaTtb

Solar NGFW He npegnpyHMMaeT HUKaKkux OeNcTBuiA.

3abnoknpoBatb

Solar NGFW 3abnokupyet gocTtyn K 3anpalumBaeMoMy pecypcy, danny u T. a. Ans
3TOro gencTens BbibepuTe LWabnoH 6rIOKMPOBKM U3 CyLLECTBYIOLLLErO CrmcKa.

MpumeyaHue

U3-3a ocobeHHOocmel cepauca wabrioH 6710KUPOBKU 8 HEKOMOPbIX CrTyYasix
MoxXem He omobpaxamhbCsi.

Bo3MOXHbI cneaywouime cnyyvaum 6J'IOKI/IpOBKI/I:

® npuv nepexoge nonb3oBaTensi N0 Bpe4oHOCHOW cebinke B bpaysep Oyaet otobpa-
XeHa cTpaHuua 6roknpoBku;

® Mpu NONbITKE CKayYaTb BPEAOHOCHLIN dhansn 3arpyska 6yueT NPUOCTAHOBI1EHA;

e npuv oBpaLLeHMn NPpUNoXeHMs 3a AocTynom kK pecypcam Solar NGFW 3abnokupyet
emMy JocTyn.

Mpu nepegaye AaHHbIX NO LWNEGPOBAHHOMY KaHasy, Hanpumep, Npyu UCNoNb30BaHUK
npotokona HTTPS, wabnoH 6rokMpoBKU CTpaHUL, HE NCMOSb3YETCS.

3anpocutb noaTBepxaeHue |B 6paysepe nonb3oatens oTobpasnTtcs Be6-CTpaHuLa MM OKHO C 3anpocoM Ha

noaTBepXxaeHue gocTtyna:
e [OnA cornacus nonb3oBaTenb HaXMmaeT kHonky [a u nepexoaut Ha Be6-pecypc;

e [Ond oTKasa nonb3oBaTenb HaxumMaeT kKHomnky HeT. BeG-Gpaysep Bo3BpaliaeTcs
K npeablgywen ctpaHuue. Ecnv a1o Obina nepeasi OTKpbiTas CTpaHuua unm
BKNagka, crielyeT ee 3aKkpbiTb.

[lns aToro gencTems BolbepuTe WabNoH AN NOATBEPXOeHWs 4OCTyNa U3 CyLLecTBy-
IOLLIEro Crmcka.

[NepeHanpaBuTb

Solar NGFW nepeHanpaBuT 3anpoc Ha ykasaHHbIv B npaBune URL cTpaHuubl Beb-
pecypca, KOTopbIi HEOO6X0AMMO BBECTU BPYYHYH0. [Nl nepefayn napaMmeTpoB 3anpoca
ycTaHoBuTe hrnaxxok CoxpaHUTb NapameTpbl 3anpoca.

nanblue

PaspelunTb n He npoBepsaTh | Solar NGFW paspelumnT coeamHeHne NCTOYHMKA C 3anpalunBaemMbiM BEG-pecypcom.

MpoBepka Tpadmka NnonNuTMKOM OyaeT ocTaHoBreHa. [ns 3Toro AeNCTBUSA YKaxXuTe
URL cTpaHuupbl Beb-pecypca.

cepsep

Paspelwwmntb yepe3 npokcu-|Solar NGFW pa3pelunt coegnHeHne UCTOYHMKA € 3anpallumBaeMbiM BeO-pecypcom

Yyepes BbILIECTOSALMI NPOKCU-CepBep, yKka3aHHbIN B npasune. Boibepute npokcu-
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HasBaHue gencrBus OnucaHue

cepBep M3 cyllecTByloLlero cnucka. [encrteue npumensietcs, ecnm Solar NGFW
B3anMOENCTBYET C APYTMMM CUCTEMaMn KOHTpons Beb-Tpaduka.

PaspeLumnTb 3anpoc

Solar NGFW paspelwumTt coefmHeHne UCTOMHUKa C 3anpalumBaembiM Be6-pecypcom.
[ns atoro gencrens ykaxute URL cTtpaHuubl Be6-pecypca.

[NpoBepuTb cepTudmkat

Solar NGFW npoBepuT HanmuuMe yCTaHOBMIEHHOrO cepTudmKkata Ansi BCKPbITUSA
HTTPS-Tpacuka (noopobHee cm. B pasgene 6.5.1.3.4.2)

[ononHutenbHble

ApxuBmpoBaTb

Solar NGFW cdopmumpyet email (coobLieHne SnekTpOHHOW MOYTbl) U1 NOMECTUT B
Hero 3anpoc. [lanee cuctema otnpasnseT 310 coobeHne B Solar Dozor anga xpaHe-
HUA.

[o6aBuTb 3aronosku 3anpo-
ca

Mpun obpabotke HTTP-Tpaduka Solar NGFW pobasut 3aronoBku 3anpocos. [Ang
3TOro AencTeus BblbepuTe WabnoH ana AobaBneHns 3aronoBka 13 Cnycka LWabrnoHoB.,
HACTPOEHHbIX paHee.

M3mMeHWTb 3aronoBku 3anpo-
ca

Mpun o6pabotke HTTP-Tpacduka Solar NGFW n3mMeHuUT 3aronoBku 3anpocoB. [Ans
3TOro AencTBUS BbibepuTe WaboH Ans U3MEHEHUS 3aronoBKa 13 crivcka LWabnoHos,
HaCTPOEHHbIX paHee.

He >xypHanvpoBaTb

[aHHble 0 fedcTBUSIX Nomnb3oBaTenen B cucteMe He ByayT 3aperMcTpupoBaHbl B
XypHane 3anpocoB Solar NGFW.

OnpegenaTtb kKaTeropuio pe-
cypca

Solar NGFW onpenenuT kaTeropmio pecypca ¢ NOMOLLbI0 BCTPOEHHOTO KaTteropmaa-
Topa. JTa Kateropus Oyaet 3anvcaHa B XKypHan 3anpocoB. [1pocMoTpeTb, SKCnop-
TMPOBaTb M UMMNOPTMPOBaTL Gasbl kaTeropusauum MoXxHo B pasgerne MonuTtuka >
Ba3sa kaTeropm3sauum.

Onpe,qenmb TUN AaHHbIX

Solar NGFW onpegenut MIME-Tun aaHHbIX 3anpoca. Tvn gaHHbIX 6yaeT 3anucaH B
XypHan 3anpocoB. 310 gencTteue He OyaeT noaaepXXmMBaTbCs NPy UCMNONb30BaHUN
npotokona HTTPS.

YBegoMnTb

Solar NGFW otnpasuT email (coobLieHre anekTpoOHHOM NoYTkl) 0 KakoM-nnbo aew-
CTBWM, NMpousoLLeaLlleM B cucteme. OTO yBeAOMIEHNE NonyyaT agMUHUCTpaTopbl
6e30MacHOCTM, YbM afpeca 3NEKTPOHHOM MOYThl yKa3aHbl B npaswune. [ns aTtoro
OencTBus Bolibepute WabnoH CTpaHnLbl YBEOOMIIEHUS N3 CYLLECTBYHOLLETO CrMcKa
WUNU co3ganTe CBOW.

YaanuTtb 3aronosku 3anpoca

Mpu obpabotke HTTP-Tpacdmka Solar NGFW n3meHuT 3aronoBku 3anpocoB. [Ans
3TOro AencTBUA BblibepuTe WabnoH Ansa yaaneHus 3aronoBka U3 cnucka LwabnoHos,
HaCTPOEHHbIX paHee.

[o6aBuTb Mapkep B XXypHarn

Mpu cpabaTbiBaHWM NpaBuna gencteme A4o6aBNseT yka3aHHbIn Mapkep B XKypHan
3anpocoB.

[ob6aBute  yBegomneHve
ans WS/WSS

Mpu cpabaTtbiBaHMM NpaBuna B 6pay3epe byaer nokasaHo yBeAOMIMEHNE O HEYAAYHOW
noneiTke nogkntodeHus no npotokonam WebSocket unn WebSocket Secure.

Ecnun coBMecTHO € fOMOnMHUTENbHBIM AENCTBUEM Obinv BbiGpaHbl OCHOBHbIE AENCTBUSA
Huyero He genatb, PaspewnTb u He NpoBepATL Aanbuwe, PaspewnTb 3anpoc,
3anpocutb nogrBepxaeHue nnu NMpoBeputb cepTudukar, npu WS/WSS-coeau-
HeHun yBegoMreHve ByaeT nokasaHo, TONMbKO eCN eCTb HeUCnpaBHOCTM B paboTe
npotokonoB WebSocket unn WebSocket Secure co ctopoHbl pecypca.

MpumeyaHune
Paboma ocHoeHbIx Oelicmeuli 3abnokupoeamb u [lepeHanpasumb

cosmMecmHo ¢ dononHuUmernbHbIM Oelicmeuem [Jobasums yeedomsieHue
ons WS/WSS Heso3MOxHa.

Mpumepbl peLlLeHns 3agad ¢ NOMOLLbIO NPaBUIT U UCKINKOYEHUI cnost PunesTpaumsa 3anpocoB
npueeneHsl B pasaene 6.6:

ynpasrneHve dounsTpaumen 3anpocoB nornbs3osartenen (cMm. pasgen 6.6.9);
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OnoknpoBKa 3arpysku cogepXxmmoro YepHosmko B OWA B pexxrme o6paTtHOro npokeu (cm.
pasgen 6.6.11);

OnokupoBka 3arpy3ku nucem ¢ sanpelleHHeiMn dannamm B OWA B pexxume obpaTHoro
npokcu (cMm. pasgen 6.6.12).

O6wue npuHUMnbl paboTbl C NpaBunamMn U/ UCKMKYEHNSMU 3TOTO Crost (KonMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgerne 6.4.2.

MpoBepka Ha Hann4dne cepTudmkarta anst Bekpbitnst HT TPS-Tpadmka npomcxoguT Npy akTMBHOM
pencteun NMpoBeputb ceptrudukat npasun crnos PunbTpauuna 3anpocoB.

Ana poctyna k BeG-pecypcy nNpv OTCYTCTBUM YCTaHOBIIEHHOTO cepTudukata nosb3oBaTento
OyneTt npeanoxeHa NHCTPYKLUMSI MO ero yCTaHOBKE.

CTpaHI/ILI,y Cc MHCprKLLMeVI MOXXHO Bbl6paTb M3 ABYX BapnaHTOB:
no yMOJN4YaHuio;

CTpaHmu,a Nno yMOJI4aHNK0 COAEPXNUT MHCTPYKLNK NO YCTaHOBKE CGpTVId)VIKaTa OnaA pasnnyHblX
onepaunmoHHbIX CUCTEM. I'IpM HaXXaTunn Ha 3Ha40K Hy)KHOVI OI'IepaLI,I/lOHHOVI CUCTEMDI 0To6pa-
3UTCA COOTBETCTBYHOLWAaA MHCTPYKUUA.

BHELWHWI pecypc (Heobxoammo ykasatb URL cTpaHuupl).

MpumeyaHue

Lns koppekmHoli pabombl cmpaHuluy 8HeWHe20 pecypca Heobxooumo 006asumb 8 UCKITHOHEHUST
crnosi Bckpbimue

Mpun obpaleHnn k Beb-pecypcy ¢ npedmkcom HTTPS B URL B 6paysepe otobpasuTtcs coob-
LLleHne 0 Hebe3onacHOM coeguHeHMn. B aTom cnyyae, YToObl NepenTh Ha CTPaHULY C MHCTPYK-
LMen No ycTaHoBKe cepTudnkaTa Heobxoammo cornacuTbes ¢ yrpo3on 6e3onacHoOCTu.

BHumaHme!

[ns bonee HadexHoU pabombl MexaHU3Ma repeHarpasieHus nob308amers Ha cmpaHuuy C UH-
cmpykyuel rno ycmaHogke cepmucgbukama, HacmosimernbHO pekomeHOyemcsi dobasume 6 rone Ha-
3Ha4eHue ripasuria fMpoeepKu cepmugbukama CriuCoK pecypcos, codepxkauuli cnedyroujee peaynspHoe
8bIpaxKeHue:

(.*/3]. *htmN\22].*/[\.]*$|. *search.*)

Cnoii ®unbTpaumsa oTBeTOB NpeacTaBnsieT cobo Habop NpaBun N UCKNIOYEHWIA ANd paspe-
LUEeHUs unu 3anpeTta onpeneneHHbIX TUNOB OTBETOB. PUNbTpaLUS MOXET BbINOMHATLCS MO
COAEPXKUMOMY OTBETOB (Hanpumep, Ha3Ha4YeHU o, KNoYeBbIM Cnosam, NMMmuTamMmu Tpaduka un

T.4.).
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Hactpoitkn Hmnopt cnopT

EZY MEKCETEBOM 3KPAH Co3gath npasuno

Konwuecrea 0

KOHTEHTHAS! @UNbTPALIVA

Noctyn 6e3 ayTeHTUgMKaLMKN Hazsanne

Npasnna
{5y¢ Bexpuiue HTTPS Nt YouTube
@ Mepexanpaenexue no ICAP

DMNETPaLKA 3aNPocos

MUNETPaLMs OTBETOB

= JiumuTel YouTube

TMonuTIKa / GUIbTPaLys OTBETOB / NlumuTel YouTube @

Leiicteusa  MCTONHMK

NprMEHNTL NOAKTHKY

3BaHMID, Ne.. Q HaCTPOMKA KONOHOK

HONMYEecTeo

HasHauetine Horga v kemuameneno  Jlon

admin
15032022 16:29

To6oii

My3bia u Bupeo

Puc. 6.34. Cnoun npaBun nonutukn «®unbrpaums oTBeToB»

B Ta6n.6.24 nepeuncrnieHsl atpnbyTbl AN OPMUPOBAHNS NPABUM U UCKITHOYEHUIA.

Tabn. 6.24. OnucaHue aTpubyTOB NpaBUIT U UCKITHOYEHUN cros «PunbTpauus oTBETOB»

HasBaHue aTpnbyTa OnucaHune

3HauyeHue

OcHoBHble aTpubyThI

WoeHTudmkartop MpoeHTudomkatop npasuna/vc- |Kaxxgomy npaBuny/MCKOMEHUIO NPUCBanNBaAETCA YHU-
KIno4eHnst KanbHbI  LUECTHaALATUPUYHBLIA  MOEHTUdUKaTop.
MaoeHTudmkatop npuceBavMBaeTcs Mocre COo34aHus
npasuna, NO3TOMYy YBUAETb €r0 MOXHO TONbKO Mpwu
penakTMpoBaHUM NpaBuna unu B Tabnuue B KONMOHKe
UpeHTndumkartop
HaseaHue HasBaHue npaBuna w/unu uc-|Beognmbii BpyYHy0 TeKCT. MakcumanbHbIi pasmep
KInoYeHns BBEJEHHOro TeKCTa He AoMmkeH npesbiwatb 200 cumBo-
nos
KommeHTapun [ononHutensHble cBegeHus o|BBoanmbii BpyyHyt0 TeKCT. MakcumanbHbIi pasmep
npasune U/unm UCKNOYeHNM | BBEAEHHOIO TeKCTa He AOSMKeH npeBbiwatb 500 cumBo-
nos
Hencrteus
OcHoBHbIE OCHOBHbIE OENCTBMS, KOTOPbIE | 3HAYEHNe MOXHO BblIOpaTh B PaCKpbIBaOLLEMCS CMUCKE:
OyoyT NpYMeHeHbl K OObEeKTy
nocne cpabatbiBaHus npasuna|® «Huuero He aenatb» (3HayeHue 110 ymonyaHuio);
e 3abnokupoBatb;
o [lepeHanpaBuTb;
e PaspelmnTb 1 He NPOBepPSATb Aarblue;
e PaspelunTb Yepes NpoKkcu-cepeep
[ononHutenbHble [ononHutenbHble  AeNCTBUS, | S3HaYeHne MOXXHO BbIOpaTh B pacKpbIBaOLLEMCS CMMCKE
KoTopble OyayT npyMMeHeHbl K|(NMo ymon4aHuio He 3a4aHo):
06bekTy nocne cpabatbiBaHWSA
npaBuna o [lo6aBuWTb 3aronoBKu OTBETA;
e VI3MeHUTb 3arofioBKM OTBETA;
e He xypHanupoBarTb;
o Onpeaensitb KaTeropuio pecypca;
o Onpegenatb TUN OAHHbIX;

O SOLAR
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

YBegoMunTsb;
YAaanuTb 3aronoBK/ OTBETA;
[o6aBnTb Mapkep B XXypHar;

[ob6asuTb yBegomnenue ansa WS/WSS

Ycnosusi

MNcTouHUK

Monb3oBatenb, MPUMOXEHWE,
BeG-6pays3ep MM UHOW UCTOM-
HWK, KOTOPbIA MHULIMMPOBAr COo-
eavHeHve. [na  WUCTOYHWKA,
YKa3aHHOTO B UCKIHOYEHUM,
hmnbTpaumsa 3anpocoB BbINOs-
HATbCA He bynet

3Ha4yeHne MOXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakOLLEMCA CrNncKe:

MepcoHa n3 flocbe;

[pynna nepcoH 13 [locke;
HeayTeHTMdUUMPOBaHHbIV NONb30BaTENb;
OpaunHouHbIn IP-agpec;

[wnana3soH IP-agpecos;

Macka nogcetu IP-agpecos;

«JTtoboi» (3Ha4eHue Mo ymonyaHur)

HasHnauveHne

Afpec HasHayeHus oTBeTa

3Ha4yeHne MOXXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLWeMCA CNncke:

OpauHouHbIn IP-agpec;
[unanasoH |IP-agpecos;
Macka nogcetu IP-agpecos;
[HowmeH;

Cnunckun BeG-pecypcos;
Karteropus Beb-pecypcos;

«JTtoboex» (3HadeHue Mo ymonyaHur)

[ononHuTenbHble aTpubyThI

MpoTokon

[MpoTokon nepegayn AaHHbIX

3HayeHne MOXHO BBECTU BPYYHyH unu BblbpaTb B
pacKpbIBaKOLLEMCS CNUCKe:

HTTP;
HTTPS;
FTP.

Ecnu 3Ha4eHue He BbIGpaHo, Npy NpUMEHEHNN NONUTH-
kv ByayT NpoBepeHbl BCe NPOTOKONbI

MeToabl

Metoabl npotokonoe HTTP wu
FTP OVER HTTP

3Ha4yeHne MOXHO BBECTU BPYYHYHO Unn Bbl6paTb B
pacKpbiBakOLLEMCA CrNUCKe:

CONNECT;
COPY;

DELETE;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue
GET;

HEAD;
LOCK;
MKCOL;
MOVE;
OPTIONS;
PATCH;
PROPPATCH;
POST;
PROPFIND;
PUT;
TRACE;
UNLOCK.

Ecnu 3Ha4yeHune He BbIGpaHo, Npy NPUMEHEHUN MONNTK-
kv ByayT npoBepeHbl Bce MmeToabl. [MogpobHee o meTo-
nax cMm. B pasgene MNpunoxeHune D, Memods! HTTP-
npomokosia

MopThbl

Homep (omana3oH HomepoB)
noptoB TCP, BKIM4YEHHbIX B
URL-agpeca 3anpocos

Yucno (meHblie 65536), cnncok nnv ananas3oH HaTty-
panbHbIX Yncen. lonyckaetcst BBog, He 6onee 15 06b-
€KTOB; Ouanas3oH MopToB cuuTaetcs 3a 2 obbekTa.
MepBoe 3HaYeHne ananasoHa AOIMKHO ObiTb MEHbLUE,
Yem BTOpoe

3aronosku

CnyxebHble 3arofnoBky naketa
OaHHbIX

3HayeHVe MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNCKE.
B aTom cnncke oToGpakeHbl BCe YCNOBUS HA 3arorioBKu,
cchopmupoBaHHble B cucteme. MoxHo BbiopaTh He 60-
nee 50.

Moppo6GHee o 3aronoBkax cM. B pasgene 6.5.4.4

Twun dannos

MNopnepxuBaemble  hopmarthl
¢annos

3HayeHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CMMCKE
C MOMOLLbIO hnaxkoB (MO yMOMYaHWIO He 3aJaHo).
MoxHo BbIGpaTh Heckonbko copmaTtoB annos (He
6onee 50)

dannbl

Ycnoswe npoBepku dannos

3HayeHve MOXHO BbIOPaTh B pacKpbiBalOLLEMCH CNCKE,
KOTOpbI COOAEPXKMT NEpeYeHb 3HAYEHUIN U3 CNPaBOYHM-
ka Pannebl.

MoppobHee o aTpubytax pannoB X CM. B pasgene
6.5.5.5

Pa3mepsbl pannos

[nana3oH JonycTMMbIX pasme-
poB annoB «OT» U «go»
(BKMOYMTENBHO)

3HayeHne MOXHO Bbl6paTb B pacKpbiBakwLLEeMCA Crnmcke
C MOMOLLIbIO GONAaXKKOB

EovHunua nameperns

EanHunua namepenus cannos

3HayeHve MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNUCKE:
B (6anThbl);
KB (kvnobanTbl);
MB (merabaiitbl);

I'b (rurabanTbl);
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

TB (TepabawnThl).

EOvHMLA n3aMepeHusi No yMosyaHuio 3agaeTcs B Mera-
barnTax

KntoyeBble cnosa

YcnoBusa NpoBEPKM KIOYEBbLIX
crnoB

3HayeHne MOXHO Bbl6paTb B pacKpbiBakoLLiEeMCA CMNCKe,
KOTOPbIN COLEPXKMUT NepeyeHb 3Ha4YEHWI U3 CIPaBOYHU-
ka KnroyeBble croBa.

MogopobHee o knoveBbIX crioBax cM. B pa3gene 6.5.5.2

C noporom

CymMMmapHbI BEC BCEX HaMOEH-
HbIX KIOYEBbIX CMOB (MM OQHO-
ro, eCnu yCTaHOBMEeH (raxok
UrHopuposatb noBTOPbI
cbpas), o JOCTXKEHUIO KOTOPO-
ro K 06bekTy 6yaeT NnpMMeHeHo
OencTBue, ykasaHHoe B NpaBu-
ne. ATpubyT cTaHOBUTCH BMAN-
MbIM TOMbKO MOCIE YyKasaHus
3HayeHus aTpubyTa KnroueBoe
cnoBso

3HaveHue BBOAMTCSA BPYYHYHO: Lenoe 4ncno

WUrHopvpoBaTb MOBTOPGI
®pa3s

Onpepensier HeobGXOAMMOCTb
yyeTa Kaxgoro Crosa TOSbKO
OAVH pa3 (He3aBMCHMO OT YacTo-
Tbl €70 MOSIBMEHNS B TEKCTE).
ATpUBYT CTaHOBUTCSI BUAUMBIM
TOMbKO MOCIE yKa3aHus 3Haye-
Hus atpnbyta KnroueBoe cno-
BO

Onuusa (BknoYeHa/BbIKIIOYEHA)

Mcnonb3oBaTb BHELUHME
pacnakoBLLMKN

Onpepenser HeobGXOAMMOCTb
ucnonb3oBaHus Tika-cepBepa
ana pacnakoBKuU AaHHbIX.
ATpnbyT CTAHOBMTCH BUONMbIM
TOMbKO MOCIEe yKa3aHus 3Haye-
Hus aTpmbyTta KnroueBoe cno-
BO

Onuus (BKMoveHa/BbIKMOYEHa)

VckaTb BMecTe C anemeH-
Tamn HTML-pa3meTkn

Onpepenser HeobGXoAMMOCTb
noucka KIno4eBbIX CIIOB BMECTe
¢ anemeHTamn HTML-pa3meTku.
ATpnbyT CTAHOBUTCH BUOUMBIM
TOSMbKO MOCIe YKa3aHWs 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

Onuus (BknoveHa/BbIKMOYeHa)

Pacnncaxusa

PacnucaHune BbinonHeHus npa-
BuUna

3HaueHVe MOXHO BbIGPaTh B pacKpbiBatloLLEMCS CNICKE,
KOTOpbI/ COOEPXXUT NepeveHb COo3daHHbIX B cucteme
06bekToB NonuTukn Pacnucanusi. MoxHo BbiGpaTh He
6onee 20.

MoppobHee o0 pacnucaHusx cMm. B pasgerne 6.5.4.3

JinmuTel Tpaduka

Paspelwaemsbii o6bem nepena-
BaeMoro Tpadmka

3HaveHne MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNUCKE,
KOTOPbLIN COOAEPXUT NepedeHb CO3AaHHbIX B cucteme
o6bekToB nonuTukn Jiumutbl Tpacduka. MoxHO BbI-
OpaTtb He bonee 4.

MoppobHee o numunTax Tpadmka cMm. B pasgene 6.5.4.2

MepeyeHb OeNCTBUIN, KOTOPbIE MOXHO UCMOSb30BaThL NpK hOpMUPOBaAHUK NpaBuia UM UCKIo-
YyeHusi, npuBeaeHbl B Tabn.6.25.

117



Tabn. 6.25. OnucaHue gencTBUNn

HasBaHue gencrBus OnucaHue

OcHoOBHbIe

Hwyero He genatb

Solar NGFW He npegnpuHMMaeT HUKaknux AencTBui

3abnoknposatb

Solar NGFW 3abnokupyeT gocTyn K 3anpalivBaemomMmy Beb-pecypcy, cdainy u T.4.
[ns aToro AecTBUA HEO6X0ANMO BbIOGpaTh WAaBNOH 6rOKUPOBKM U3 CYLLECTBYIOLLETO
cnvcka. BoamoxHbl cnegytowue crnyvav 6rokMpoBku:

npv nepexoae nonb3oBatensi No BpeaoHOCHOM Cebifke B bpaysep Oyaet otobpa-
)XeHa cTpaHuLa GrIoKMpPOBKY;

npw NonbITKE cKavyaTb BPE4OHOCHLIN dhann 3arpyska 6y,EI,ET NPUOCTaHOBI1EHA;

npv o6paLLeHM NPUNOXEHMS 3a AOCTYNoM K pecypcam Solar NGFW 3abnokupyet
emMy ocCTyn.

Mpu nepegaye AaHHbIX NO LWNEPOBAHHOMY KaHary, Hanpumep, Npu UCNoNb30BaHWUK
npotokona HTTPS, wabnoH 6rok1MpoBKn CTPaHUL, HE NCMOMb3YyeTcs

[NepeHanpaBuTb

Solar NGFW nepeHanpaBuT OTBET Ha yKa3aHHbIn B npaBune URL cTtpaHuupbl Beb-
pecypca, KOTopbI criefyeT BBECTU BpyyHyto. [Ins nepegayy napaMeTpoB 3anpoca
cnepnyeT ycTaHoBUTb (onaxxok CoxpaHUTb NapameTpbl 3anpoca

Pa3pelunTb 1 He npoBepATbL
fanbLue

Solar NGFW paspelwmnT coefmHeHne NCTO4HUKa C 3anpalumBaembiM Be6-pecypcom.
MpoBepka Tpadmka nonuTukon byget octaHoBneHa. [1nsa aToro encTens Heobxogumo
yka3atb URL cTpaHuupbl Beb6-pecypca

PaspelwumnTb Yepes npokcu-
cepsep

Solar NGFW paspelumT coeamMHeHne NCTOYHKKA C 3anpalumBaeMbiM Be6-pecypcom
Yyepes BbILIECTOSLLMI NPOKCU-cepBeEp, ykadaHHbIN B npasune. MNpokcu-cepsep He0b-
Xoaumo BbIGpaTb U3 CyLUecTByloLWero cnucka. [lenctsme npumeHsieTcs B crnydae,
ecnu Solar NGFW B3anmopaencTByeT ¢ ApyrmMy cuctemamu KOHTpons Beb-Tpaduka

[ononHuteneHble

[ob6aBnTb 3aronoBku oTBETa

Mpu obpabotke HTTP-Tpadmka Solar NGFW po6aBuT 3aronoBku oTBeToB. [Ans
3TOro Aencteusi Heobxoaumo BblbpaTth WabnoH Ans AobaBneHust 3aronoBka U3
cnucka LWabnoHoB, HACTPOEHHbIX paHee

I3MeHWTb 3aronoBku OTBETa

Mpn obpabotke HTTP-tpadmka Solar NGFW un3ameHuT 3aronoBku oTBeToB. [Ans
3TOro AenCTBUS He06X0aMMO BbIGpaTh WAGNOH ANst UAMEHEHMS 3arofiloBKa U3 Cnvcka
LabnoHoB, HACTPOEHHbIX paHee

He xypHanupoBsaTb

[aHHble 0 gencTBusix nonb3oBaTenen B cucteme He OyayT 3aperncTpypoBaHbl B
XXypHane 3anpocoB Solar NGFW

OnpegensaTb kaTeropuio pe-
cypca

Solar NGFW onpefenut kaTeropuio pecypca ¢ NoMOLLbI BCTPOEHHOIO KaTeropuaa-
Topa. OTa kaTeropusa 6ynert sanucaHa B XXypHan 3anpocoB. [11s npocmoTpa, aKc-
nopTa u umnopTa 6asbl kateropmsaumu crieayeT B pasgene Monutuka > Basa kaTe-
ropusauumu

Onpeuenmb TN AaHHbIX

Solar NGFW onpegenut MIME-Tvn gaHHbIX oTBeTa. Tvn AaHHbIX OyaeT 3anucaH B
XypHan 3anpocoB. 310 feicTBue He ByaeT nogaepKmMBaTbCs NPy UCMONb30BaHUN
npotokorna HTTPS

YBegomuntb

Solar NGFW otnpasut email (coobLueHne aneKTpoHHOM NoYThI) O KaKoM-nmbo aen-
CTBUK, Mpou3oLledliemM B cucteme. OT0 yBeAOMIIEHME MOny4aT agMUHUCTPATOPLI
©6e3onacHoOCTH, YbM agpeca SMeKTPOHHOW MOYTbl yKas3aHbl B npasune. [ns aToro
AencTems HeobxoaMMo BblbpaTh WaboH CTpaHWLbl YBEAOMITEHMS U3 CYLLIECTBYHOLLIETO
crnmcka unu cosgatb CBOKN

YnanuTb 3aronoBku oTBeTa

Mpn obpabotke HTTP-Tpadmka Solar NGFW u3ameHuT 3aronoBku oTBeToB. [Ang
3TOro AencTems Heobxoanmo BbibpaTh WabnoH AN yaaneHus 3aronoBka U3 cnucka
LabnoHoB, HACTPOEHHbIX paHee

[o6aBnTb MapKep B XXypHan

Mpu cpabatbiBaHUM NpaBuna aeicTeue foGaBnseT ykasaHHbI Mapkep B XKypHan
3anpocos

Mpumepsbl pelleHns 3aaad ¢ NOMOLLLIO NPaBui U UCKITIOYEHNA cnost @unbsTpauus oTBETOB
npueeneHsl B pasaene 6.6:

118




ynpasneHve unsrpalmen oTBETOB nonb3osartenen (cM. pasgen 6.6.10);

OnokupoBKa 3arpysku cogepXxmmoro YepHosmkos B OWA B pexxrme o6paTtHOro Npokeu (CMm.
pasgen 6.6.11);

GnokMpoBKa 3arpysku nucem ¢ 3anpeweHHbiMu cannamm B OWA B pexmme obpaTHoro
npokcu (cMm. pasgen 6.6.12).

O6wue npuHUMnbl paboTbl C NpaBunamMn U/ UCKMKYEHUSMU 3TOTO Crost (KonMpoBaHue,
peaakTMpoBaHue 1 T.4.) onucaHbl B pasaene 6.4.2.

Pasgen nossonsieT npocmatpuBaTtb U YNpaeBnsaTb NOMNTUKON WMHCMEKUMU 3awmndgpoBaHHOIoO
Tpadmka, 4Tobbl aHaNM3NpoBaTb, paclnpPoBLIBaTL 1 NPOBEPATL TpaduK.

MpumeyaHue
SSL-uHcnekyusi pabomaem KOpPEKMHO MOJIbKO C Cep8epHbIMU cepmucgbukamamu, Komopbie noonu-
CaHbl KOpHe8bIMU.

lpu exknodeHHoU SSL-uHecnekyuu aymeHmucbukayus noss3oeamernel 0ns docmyra K eeb-pecypcam
pabomaem morbKO 8 pexume npokcu-cepeepa Transparent.

Umobk! eknodump Transparent-pexxum:

B pasdene Cucmema > PacwupeHHble Hacmpoliku > Qunbmpayusi U KawupoeaHue mpaghuka
> Qunbmpayus u aHanu3 mpaguka nonb3oeamersieli > AymeHmugbukayusi u aemopu3sayusi
8 rornie Pexxum aymeHmugukayuu ycmaHosume 3HadyeHue Transparent u ebibepume HyXXHbIl
Memo0d aymeHmucgbuKkayuu.

B pasdene Cucmema > PacwupeHHble Hacmpoliku > Qunbmpayusi U KawupoeaHue mpaghuka
> Qunbmpayus u aHanu3 mpadhuka nosib3oeamenell > Beb-cepeep, npedocmasnsowull
CKavaHHbIe ¢halnibl yKa)xume 3Ha4YeHUsl napamempos:

Unmepdpelic eeb-cepeepa — 0.0.0.0 unu IP-adpec uHmepgbelica, NpUHUMarOU,e20 3arnpochl;
Adpec seb-cepeepa — IP-adpec uHmepgelica, npuHUMarowe20 3arpochi.
Lns obpabomku HTTP-mpagbuka:
Bkrirouume pexxum npokcu-cepsepa Transparent (cM. ebilie).
Bknrowume noddepxky TPROXY e nodcucmeme mapwpymu3ayuu, 8bIrNoIHUE KOMaHObI:

# ip -f inet rule add fwmark 1 lookup 100
(secb mpagpuk, nocmynuswuli Ha uHmepagelcsi, nomedaemcs mapkepom 1 u nepedaemcsi 8 ma-
6ruyy mapwpymu3sayuu 100)

# ip -f inet route add local default dev eth0 table 100
(8 mabnuuy mapwpymusauuu 100 dobaensiemcsi Mapuipym o yMos4aHuro)

# iptables -t mangle -A PREROUTING -p tcp --dport 80 -j TPROXY --tproxy-mark
0x1/0x1 --on-port 2270
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6.5.2.2. NMpaBuna pacwndpoBKU

Cnon MpaBuna pacwudpoBKM npeacraendet cobon Habop npasumn U MUCKIOMEHMIA AN
pacwmdpoBkU U MHCNeKLuMn SSL/TLS-Tpadmka ans rubkoro ynpasneHnsa NofMTUKON MHCNEKLMN
3awmndpoBaHHOro Tpadmka 1 CBOEBPEMEHHOTO BbISBMEHUS CKPbIThIX YIPO3.

Solar NGFW
HacTpoiiku nnopr

B4 MEXCETEBOV 3KPAH

<> KOHTEHTHAS @UIIBTPALS

£ SSL-MHCNEKLMA

/5 Npasuna pacunposkm

QD BHELIHWE NOAK/IOYEHMA

ICAP-cepBeps!
TpoKcv-cepaepbl

@ OBbEKTHI NOMATUKM

Cruckw IP-agpecos

Numwtol Tpachuica

MonuTuka / SSL-WHcnekuys / Mpaeuna paciundpoeki @

Mpaswna Vckiosenvs

Co3pars npaswno

" NMPENOTBPALLEHUE BTOPXEHWUA

(10 w KorAa M3meHwn

admin
2512.2024 43435

ABTOMaTUYECKM

Puc. 6.35. Cnoun npaBun nonutukn «fMpasuna pacwmngpoBKn»

C NOMOLLbIO KHOMKM E MOXXHO HacTpouTb cTonbubl Tabnumubi:

o HasBaHue (0Gsa3aTenbHbIN cTONGEL,),

o WpeHTtudukarop,

o KommeHTapun,

o KTo 1 Korga nameHun,

e WcTouHuk (0bsi3aTenbHbI cTonbew,),

e HasHaueHwue,

o Bxopgawwmin nHtepdenc,

e Cnoco6 onpegeneHusa SSL/TLS.

B Ta6n.6.26 nepeuncneHbl atpnbyTbl 4Nst OPMUPOBAHNS NPABU U UCKITHOYEHWIA.

Tabn. 6.26. OnucaHue aTpubyTOB NpaBu U UcknYeHun cnos «Mpasuna pacwmndpoBKU»

HasBaHue aTpubyTta

WpoeHTudpumkartop

OnucaHue

MpoeHTudmkatop npasuna/uc-
KInoYeHnst

3HauyeHue

KaxxgoMy npaBuny/MCKnioveHnio NnpucBanBaeTcst yHu-
KanbHbIA  LWEeCTHaAUATUPUYHbIN - MAEHTUdMKATOP.
MoeHTudpmkatop npuceamBaeTcsl MNOCMe CO34aHus
npasuna, NO3TOMYy YBUAETb €r0 MOXHO TONbKO Mpwu
pefakTUpoBaHMKM NpaBuna Uiy B Tabnuue B KOMOHKe
NpeHTndumkartop

HassaHue

HasBaHue npaBuna w/vnu uc-
KrtoYeHust

BBogumbIi Bpy4Hyto TekcT. MakcumanbHbI pasmep
BBEJEHHOTO TEKCTa He AOSMKeH npeBblwaTtb 50 cumBo-
nos

O SOLAR
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HasBaHue aTpubyTta

Mpuoputet

Mopsigok o6paboTkm npaBuna

OnucaHue

3Ha4yeHue

B npouecce 06paboTku MONUTUKK Kaxabl CIov NpaBui

MONUTMKM NPOBEPSETCA MNOCneaoBaTernbHO: CBepXy-
BHM3. MpaBmna n/unun ncknoYeHns NpoBepsATCA aHa-
noruyHbeiM 06pa3oM — cHavana NpPoBEPSAIOTCH UCKMIO-
YeHusl, a MOTOM Yyxe npasuna. YTobbl ynopsaoyvTb
npasurna no npuoputetam, nNpv cosgaHun/peaakTmpo-
BaHWM COOTBETCTBYIOLLErO NPaBunia B Morne ycTaHoBuTe
€ro NpMopuTET C MOMOLLbIO LIMpPOBOro 3HaYeHus, Ha-
ynHas ¢ 1. bonee nogpobHo onncaHo B pasaene 6.2.

NcTouHuK

MCTOYHMK, KOTOPBIA MHULMNPO-
Ban coefjMHeHne

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKkpblBalOLLEMCS CNncke:

OpamnHouHbIn IP-agpec;
[Owana3soH IP-agpecos;
Macka nogcetu IP-agpecos;

«JTtobon» (3HayeHue Mo ymonyaHur)

HasnayeHune

Agpec Ha3HadeHus 3anpoca

3HayeHne MOXHO BBECTU BPYYHyH unu BblibpaTb B
pacKpbIBaKOLLEMCH CNUCKe:

OpanHouHbIn IP-agpec;
[wnana3soH IP-agpecos;
Macka nogcetn IP-agpecos;
[lomeH;

Cninckn BeG-pecypcos;

«JTtoboi» (3HadeHue Mo ymonyaHur)

Bxogawmn nHtepdenc

CeTeBol nHTEpdhenc

3HayeHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CMUCKE
C CO3[aHHbIMK paHee ceTeBbiMU UHTepdericamu. Ha-
npumep: etho.

Cnoco6  onpegeneHus |Cnocob onpeaeneHus | 3Ha4yeHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CMINCKE:
SSL/TLS SSL/TLS-Tpaduka

Mo noptam;

ABTOMaTM4ecKoe onpeperneHve
HTTPS MopT ans onpegenenund |Llenoe uncnosoe 3HayeHne ot 0 go 65535. MNone go-
SMTPS SSL/TLS-Tpaduka CTYMNHO, TONbKO ecnu Ans napameTpa Cnocob onpepe-

neHna SSL/TLS 6bino BbibpaHo 3HaveHune Mo noprtam

POPS
IMAPS
DoT
KommeHTapumn [ononHuTenbHble cBedeHus O |BBoauMbIN Bpy4YHY0 TekCT. MakcumanbHbIi pasmep

npasune n/MnNn UCKIKYeHUN

BBEOEHHOro TeKCTa He AOJKEH npeBbillaTh 200 cumBo-
J10B

O6wue npuHUMnbl paboTbl C NpaBunamMn U/ UCKMKYEHNSMU 3TOrO Crnost (KonMpoBaHue,
peaakTMpoBaHue 1 T.4.) onucaHbl B pasaene 6.4.2.
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6.5.3. BHewlHMe nogknrovyeHns
6.5.3.1. ICAP-cepBepbI

Mpwn pmnneTpaunm nHpopmauum MOXeT NPOBOANTLCH NPOBEPKA Ha HannyMe BUPYCoOB B nepe-
hasaembIx pannax. [ns BeinonHeHna Takom nposepkun Solar NGFW nepeHanpasndaeT Tpadmk
BHELLUHEMY UCTOYHUKY (Hanpumep, cepBepy C yCTaHOBEHHbIM aHTUBUPYCHBIM 1O nnmn BHeLLHen
cucteMe nepexsarta Beb-Tpadumka, Takon Kak, Hanpumep, Dozor Traffic Analyzer). MNpu aTtom
B3aMMOOEeNCTBUE C BHELUHUM UCTOYHUKOM MPOUCXOAUT TONbKo no npoTtokony ICAP.

HanHas Bepcusa Solar NGFW nmeeT cBor COB6CTBEHHbIM MOAYIb aHTMBMUpYCa, KOTopbIn obec-
neymBaeT 3aWwmnTy UHTEPHET-Tpaduka no npotokonam HTTP/FTP/HTTPS, nouck n obesspe-
XuBaHue yrpo3. Hactporkun ICAP-cepBepoB aHTuBMpyca B pasgene MonuTuka OOCTYMNHbI
TONbKO AN YTeHus. MNogpobHasa nHdopmaunsa o HaCTporKax aHTUBMpPYCca NpuBeaeHa B JOKY-
MeHTe Pykogodcmeo no ycmaHo8Ke U HacmpouKe.

Tarke nogaepxupaetcs aHTuupycHoe 10 Symantec Scan Engine 5.1 v Bbiwe, DriWeb Bepcun
4.44 v Bblwe, Kaspersky Antivirus Bepcumn 5.5 1 Bbiwe 1 ClamAv Bepcun 0.93 u Bbille.

YnpaeneHune ICAP-cepBepamm BbiNOnHAETCs B pasaerne Nonutuka > BHewwHMe NoaKnoyYeHns
> ICAP-cepBepbl (Puc.6.36). Bce BHelHME NOAKMOYEHUS pacrorfioXeHbl B BUOE CMUCKOB
(kaxkgbIn B cBOEM pasgene). MIHpopmaumsa no kaxgoMy SrieMeHTy crnmcka npedcTtaeneHa B
Bnge Tabnuupbl C COOTBETCTBYIOLLMM HAbopoM CTONGLOB.

O6wue npuHumnel paboTtel ¢ ICAP-cepBepamun npueeaeHsl B pasgene 6.4.3.

Hactporiku ICAP-cepaepos aHTMBMpYCa Mowuck no pasaeny (8 AaHHOM
LOCTYTHbI TONMBKO ANS MPOCMOTPa cnyqae no umenn ICAP-cepeepa)

Solar NGFW
NonuTHKa / BHEWHWe NoaKnioYeHHA / ICAP-ceNepbl @
E5 MEXCETEBOW IKPAH JloBaauTs ICAP-cepaep JMCK 110 HMEHW CEpBEpa

=22 KOHTEHTHAA OUNLTPALIMA WmnA cepeepa URL KommenTapui Co3pnan Wamenen
Local regmod icap://localhost:1344 /reqmod 14.03.2022 14:56

T BHELUHME NOAKIIOMEHNA
Local respmod icap://localhost:1344 frespmod 14.03.2022 14:56
ICAP-cepeepsl
ICAP & [l i //10.201.28.111.1344 24N
& flosape icap;//10.201 28111,
- - 15.03.2022 16:44
TpoKCH-CepBepbl
i admin
ICAP1 icap://10.200.28.10:1344
15.03.2022 16:44
OBbEKTHI NO/THTUKA admin

ICAP2 icap://10.201.28.185:1344
15.03.2022 16:45

{2 cnpasouHmKM i admin

ICAP cTOpOHHMIA icap://10201.29133
- p// 15.03.2022 16:45

=7 WABAOHbI

(57 BA3A KATEFOPM3ALIMW

Puc. 6.36. Pasgen «Monutuka > BHewHue nogkntoyeHns > ICAP-cepBepbI»
Ina pobaenenus ICAP-cepeepa Heobxoanmo:
1. Haxatb kHonky lo6aButb ICAP-cepBep.

2. YkasaTb Heobxoanmble 3Ha4yeHuns (cM. Tabn.6.27).
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Tabn. 6.27. NepeyveHb aTpubyToB Ana no6asneHus ICAP-cepBepa

HasBaHue ‘ OnucaHue 3Ha4yeHue

Mwmsa cepBepa HassaHnue ICAP-cepBepa BBoguMMMBIN  Bpy4YHyl) TeKCT. MakcumanbHbIv
pa3mMep BBEAEHHOrO TEKCTA He AOIPKEH NPEBbILLATbL
200 cumBonoB

ICAP URL URL-agpec ICAP-cepsepa URL yKasblBaeTcs B dopmaTe
ICAP:/I<host>:<port>/ unn ICAP:/I<host>/, roe:

e <host>—appec cepBepa, Ha KOTOPOM YCTaHOB-
neHo aHTuBMpYycHoe MMO;

e <port>— nopT coegUHEHNS.

KommeHTapumn HononHuTenbHble cBeaeHns 06 ICAP-|BBogumelin Bpy4YHyto TeKCT. MakcumarbHbIA pas-
cepsepe Mep BBEOEHHOrO TEeKCTa He [OMMKEH MpeBbilaTh
200 cumBornos

Haxatb kHornky CoxpaHuTb 1 [PpUMEHUTb NOSIUTUKY.

MonutuKa / BHELIHWe noaxnoyeHnua / ICAP-cepeepbl TPUMEHNTH NONITHRY
JoGaputs ICAP-cepeep Mmnopr El g TMOMCK N0 UMEL

WmA cepeepa URL KomMeHTapHiA CozpaH MamMeHeH

a Local reqmod icap://localhost=1344 /reqmod 14.03.2022 14:56

a COXPAHWTD.

WmA cepeepa New ICAP

ICAP URL icap://tt13.solarlocal1344

KommeHTapuii HoBblii cepeep

Puc. 6.37. lo6aBneHune ICAP-cepBepa

MpumeyaHue

ICAP-cepeepbl aHmusupyca HedocmyriHbl 05151 pedakmupo8aHUs.

Mpun NnpoBepke AaHHbIX C ucnonb3oBaHnem Symantec Scan Engine:

e B 3anpoce ncnonbdyetcs opmat URL aHTuBmpyca: ICAP://I<host>:<port>/avscanreq.
e B oTBeTe ucnonbayercd popmat URL aHTusupyca: ICAP://[<host>:<port>/avscanresp.
Mpn npoBepke AaHHbIX ¢ ucnonb3osaHnem Kaspersky Antivirus:

e B 3anpoce ucnonbayetca popmat URL aHTuBuMpyca: ICAP://I<host>:<port>/av/ireqmod.

e B oTBeTe ucnonbayerca popmat URL aHTuBupyca: ICAP://<host>:<port>/av/respmod.
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6.5.3.2. NMpokcu-cepsepbl
6.5.3.2.1. YnpaBneHune npokcu-cepeepamMmm

Mpokcu-cepBepbl UCMONb3YOTCS B HACTPOWKe Habopa npaBun NONUTUKK ANsS uUnbTpaumm
Tpaduka (3anpocoB u/mnu oteeToB). MNpyu HEOGXOOMMOCTU Yepe3 MPOKCU-CepBEPbl MOXHO
NpeaocTaBUTb NOMb30BATENO, NPUMOXEHUIO U T.4. AOCTYN K 3anpalumBaeMomMy BeG-pecypcy.

YnpaBneHne npokcu-cepBepamm BbINonHsaeTcsa B pasaene MNMonutuka > BHewHne nogknio-
yeHus > lpokcu-cepBepbl (Puc.6.38). O6wme npuHUMnbl paboTbl C NPOKCU-CEepBEpPaMM
npueeneHsl B pasaene 6.4.3.

P o e [Mouck no pazaeny (B AaHHOM - ¥ Q &=
Crny4ae No UMeHW NpoKcu-cepaepa)
HacTpoRkH [ 3kcnopT TonKTKKa / BHEWHWe NoaKniosenns / NpoKcu-cepsepsl @ TIPHAMEHHTE NOIMTHKY

(), pcryn 6e3 ayTeHTUdMKALIM J106aBHTE POKCH: CEBER Wmnopr Incnopt

5 BepoiThe HTTPS " pa IP-agpec

a Npsmoe coepyHerme

@ nepenanpasnenue no ICAP

475 GUIbTPAUMA 3aNPOCoB.
Pexam Genoro cnucka

£ DunLTpaLws oTBETOR

1 BHEWHWE NO/KMIOYEHNS
ICAP-cepBepI

NpoKcH-cepaepsi

Puc. 6.38. Paspgen «lMNonutuka > BHeluHne noakntoyeHus > Npokcu-cepBepbi»

MpumeyaHue

lpu ycmaHoseke Solar NGFW no ymonyaHuro ¢hopmupyemcsi npoKcu-cepeep, Komopbili HaCmpoeH
0nsi npsiMo2o coeOuHEeHUs1. E20 Heg8o3MOXHO ompedakmuposame unu ydanume. 3mom cepsep
omobpaxkaemcs 8 pasdene lMonumuka > BHewHue nodknro4eHusi > [Ipokcu-cepeepbl nod Ha3ea-
Huem lMpsimoe coeduHeHue.

[na nobaBneHns npokcn-cepsepa He0bXoaAnMOo:
1. Haxatb kHonky [lo6aBUTb NpoKcu-cepBep.
2. YkasaTb Heobxoanmble 3Ha4YeHus (cm. Tabn.6.28).

MpumeyaHue

Ecnu nonsi 6yOym 3anonHeHbl HerpasusibHO, Nod HUMU omobpassimcsi yeedomrieHuUs1 06 owubkax:
® [IpuU yKasaHuUu HekoppekmHozo IP-adpeca npokcu-cepeepa — «HeaepHbil gpopmam IP»;

e rpu HecoernadeHUU yKa3aHHbIX rnaposel — «[laponu He cosrnadaomy.

Haxatb kHornky CoxpaHuTb 1 [PpUMEHUTb NONIUTUKY.
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Tabn. 6.28. NepeyeHb aTpnbyTOB ANA A06aBNeHUs1 NPOKCU-cepBepa

HasBaHue OnucaHue 3HavyeHue

Mmsa cepeepa HassaHue npokcu-cepsepa BBoauMbIi  Bpy4Hyl0 TekCT. MakcumanbHbIv
pasmMep BBEOEHHOrO TeKCTa He AOIMKEH NpeBbl-
watb 200 cumBonos

IP-apgpec cepsepa [IP-agpec npokcu-cepBepa, Ha KOTOPbIV |3HAYEHME MOXHO BBECTU BPYUHYH0. OOUHOYHbIN

Oynet nepeHanpasBneH Tpaduk IP-agpec

MopT Homep nopta, Ha KoTOpoM Npokcu-cepsep |Yrcno (MeHbLle 65536) MOXXHO BBECTM BPYUHYHO
OXWAaeT CoeMHEHNE

JloruH n naponb MmMs 1 naponb y4eTHOM 3anucum nonb3oBa- |BeBogumbln  Bpy4Hyo TekcT. MakcumanbHbIn
Tensi, KOTopomy ByaeT AOCTYNHO coeanHe- [ pa3mMep BBEAEHHOMO TEKCTa HE AOIMKEH NpeBbI-
HWe C NPOKCU-CepBEPOM watb 200 cumBonos. lMaponb cnegyetr BBeCTU

OBaxabl
KommeHTapui JononHutenbHble cBeAeHus O cepBepe  [BBogumbin  BpyyHyto TekcT. MakcumanbHbI

pa3mep BBEOEHHOro TEKCTa He AOMMKEH NPEBbI-
waTb 200 cnmBonos

[onMTuKa / BHELUHWE NogKNIoYeHWA / [IPOKCU-CepBepb MpUMEHNTD NONWTHKY

Jlo6aBHTh NPOKCH-CEPBED Wmnopt IKCNOPT MonCK No U 1 CepBepa

MimA cepeepa IP-appec JormH KommeHTapwi CosgaH WameHeH

MNpamoe coegm_

CoxpaHnTh

Wms cepeepa Pa6oumit

IP-agpec cepeepa 10.10.10."

Mopt 3128

Normd M napons admin

KomMmeHTapuii Wcnonb30BaTh B PAGOYMX LENAX

Puc. 6.39. [lo6aBneHne npokcu-cepeepa
6.5.3.2.2. BapuaHTbl 3a4aHUA BbILLIECTOALLErO NMPOKCU-cepBepa

B Solar NGFW ykasaTb BbILLECTOALLMIA NPOKCU-CepBep (parent-proxy) MOXHO Kak C MOMOLLbIO
npasuna NonnTUKK, Tak U B HAaCTpPonKax KoHUrypawmu.

B nonutuke
Mpwn co3gaHns npasuna Heob6xo4MMO ykasaTb criegytoume yCcrnoBus:
o [encrtBue — Paspelwuntb Yepes NPpOKCU-CEpPBEP;

o [pokcu-cepBep — BbibpaTb NpoKkcK-cepBep U3 cnmcka, KOTopbIn NpeaBapuTeNbHO cregyeT
co3gatb B pasgene 6.5.3.2.

B koHcurypauun
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B cekuuun BblwecToAawmmn npokcnu-cepeep (parent-proxy) B pasgene Cucrema > dunsrpa-
LMA 1 K3WmMpoBaHue Tpacduka > dunbsrpaums n aHanus Tpaduka nonb3oBaTernien paclum-
PEHHbIX HacTpoek KoOHUrypaumm ykasaTb napametpbl: IP-agpec npokcu-cepsepa n Homep
nopta. Takke MOXXHO BBECTW NOMMH M Naporb Ans 6a3oBon ayTeHTUduKaumnm.

BHumaHume!

Ecnu 6binu 3adaHbl pa3Hbie parent-proxy 00HOBPEMEHHO U 8 MOoJIUMuKe, U 8 KOHgbuaypauuu, mo
yyumbigaemcsi criedyrouwuli npuopumem: 8biuecmosiuM MPOKCU-CEP8epOM cHUmMaemcsi mom, Ko-
mopbIl yKka3aH 8 MoIumuKe, Mo ecmb MepeKkpbIsatomces napamempbi KOHu2ypayuu.

Mpn cbopMMpoOBaHUN MONUTUKMN PEKOMEHOYETCHA UCKIHOYUTL UCNOMNb30BaHNE BbILLECTOALLMX
NpPoKcKu-cepBepoB Ans goctyna K FTP-y3nam, nockonbKy FTP-KNneHT, BCTPOEHHbIN B pasfnnyHble
npokcu-cepeepsbl (Bktovas skvt-cache), MoXxeT HEKOPPEKTHO paboTaTb C KUPUITINLEN.

[1ns KOPPEKTHOIO OTOBPAXKEHUSA KMPUNNULBI 4518 HekoTopbix FTP-cepBepoB TpebyeTcs HacTpo-
nTb napameTpbl CeteBon agpec FTP-cepBepa n KogupoBka FTP-cepBepa cekuun Kogu-
poBka FTP-cepBepoB pasgena Cucrtema > ®PunbrTpaumsa M KawmpoBaHue Tpaduka >
PunbTpauma u aHanus Tpadmka nonb3oBarenen (Puc.6.40).

s Kopupoeku FTP-cepeepoB  ftp-char

Cetesoui agpec FTP-cepsepa  pattern zebrajob.*

Kopmposxa FTP-cepsepa  charset

Puc. 6.40. HacTtpowuka napameTpoB npu pabote ¢ FTP-nporokonamu

YUT0Obl yKasaTb mapameTpbl HOBOro wabnoHa ana FTP-y3na HeobxoaMMoO HaxaTb KHOMKY
Hob6aBuTb, koTOpas oTobpasnTca cnpaea oT uMeHun cekumn KogupoBku FTP-cepBepoB npu
HaBegeHun Kypcopa (Puc.6.40) n HaxaTb KHOoMKy CoXpaHUTb.

Bo Bcex cnydasx, Korga agMMHUCTpaTop Ge3onacHocTH NPUHNMaET pelleHne o paspeLlleHnm
aoctyna K FTP-y3naM, npu co3gaHnn npasuna crefyet yka3aTtb criegyroume ycrnoBua:

DencTBue — Paspeluntb Yepes NPOKCU-CEPBEP;

Mpokcu-cepBep — Npsmoe coegmHeHMe.
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MpumeyvaHue

Jelicmeue Paspewumb 4Yyepe3 nNpoKcu-cepeep criedyem rpuMeHUmb Oris 8cex COeOUHEeHUU o
npomokorny FTP.

6.5.4. O0beKTbl NONMUTUKU

O6bekTbl sBnATca rnobanbHbIMKM anemeHTamy LY n mMoryT mcnonb3oBaTbCs B KayecTBe
aTpmbyToB nNpaswus:

o EavHOXAObl CO3OaHHbIN 0OBLEKT MOXET MCMONb30BaTbLCA BO MHOXECTBE NONUTUK. Peaaktu-
poBaHne ob6beKTa NPUBEAET K USMEHEHMIO BCEX CCbINAOLLMXCHA Ha HEro nonuTuk 6e3 cospa-
HWS HOBOW BepcuKn. bonee getanbHOE onncaHune - CM. pasgen 2272.

o OObeKTbI, KOTOpbIE B CUIY CBOEN CNEUMMUKNA MOTYT UCMONb30BaTbLCA TONbKO KOHKPETHBIM
NGFW (Hanpumep, ICAP 1 npoKcu cepBepbl), CO34a0TCH B KAYECTBE 311EMEHTOB KOHKPETHOM
nonuTMKKN Ha Bkragke Monutukn.

6.5.4.1. Cnucku IP-agpecosB

Solar NGFW nosBonset 3agaBaTb cnucku IP-agpecoB Ans ux ganbHenwWero ncnosb30BaHng
npu CO3gaHUN NONUTUKN.

Solar NGFW &=
[Mowck no pasgeny (8 AaHHOM

cnyyae no umeru IP-auanasoxa)
Hacrpoiiku Wmnopr 3xkcnopt Monutuka / 06beKTbl NonuTuKK / Cnuckw IP-agpecos @ TpUMeHUTS NoNUTHKY

E£ MEXCETEBOV 3KPAH Jlo6asuTh cucok IP-anpecos

£ MPENOTBPALLEHVE BTOPXEHWM Ha3Bahve cucka 1P-auanason Coanan Vi3meren

admin
15.01.2025 19:11

<2 KOHTEHTHAS OUIBTPALINS Apple Inc. 1114

admin
Netflix Streaming 23.246.0.0 - 23.246.63.255
(» SSL-MHCNEKUMA 15.01.2025 19:12

ELl]

Office 365 1310710 15.01.202519:13

BHELUHUE NOJKNHOYEHUA
admin

OpenDNS 146.112.0.0 - 146.112.225.225 15.01.2025 19:15

@ OBLEKTbI MONUTUKM
Cnncku IP-agpecos
JumuTbl Tpadmka
Pacnucatus
VCii0BYsi Ha 3ar0N0BKM

Monb3oBareny (Basic Auth)

Puc. 6.41. Paspgen «lMonutuka > O6beKkTbl nonutukn > Cnucku IP-agpecoB»

YnpaeneHue cnuckamn |IP-agpecoB BbinonHsietcs B pasgerne Monutuka > O6bekTbl Nonu-
TuKK > Cnucku IP-agpecoB (Puc.6.41). O6wme npuHumunel paboTbl C UHCTPYMEHTaMM Nonu-
TUKW onucaHbl B pasgene 6.4.3. [Ina ynobHon paboTbl ¢ IP-agpecamn oHU o06beauHeHbI B
rpynnbl (CAMCKK), U NPeaycMOTPeH nouck no cnucky IP-agpecos (Puc.6.42).
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MonnUTHKa / DELEKTHI NONUTUKY / IP-Ananasobl @ TIPHMEHHTE MOAMTHIY

[lobaBuTh ciMcok IP-AManazoHoB Mowck no napameTtpam Q

HazBaHme cNUCKa IP inana3oH Co3naH V3MeHEH

W COXpaHUThL OTMeHa [lo6aeuTs IP-afpec/auanazoH TOWCK Mo n: pam \ Munopr 3KCnopT o

Haseanue cnucka Netflix Inc. - Netflix Streaming Services Inc

IP-ang aso W3mereH

admin

37.771840-3777191.255 1503 2022 17-39

Tapui

admin admin

37246 =B\ 3 7 U
2324600 - 23.24663.255 15.03.2022 13:32 15.03.2022 17-39 \EHTapHA

Puc. 6.42. Nounck no napameTpam
Mpu ncnone3oBaHun punetpa no IP-agpecam cnegyert yy4ecTb, YTO:
e B 3anpoce nposepsieTcs IP-agpec NCTOYHUKA;
e B oTBeTe nposepsdeTca IP-agpec HasHayeHus.

MpumeyaHue

Gunempauyusi no IP-adpecy HasHa4yeHUsi He BbIMOoSIHIeMCs MnpuU UCrosIb308aHUU 8bILIECMOSUIE20
MpOoKcu-cepeepa.

Ins nobaesneHus IP-anpeca/amanasoHa IP-agpecos B pasaene Monutuka > O6beKTbl Nonu-
Tukm > Cnucku IP-agpecos:

1. HaxxmuTte kHonky [lo6aBuTb cnucok IP-agpecos.

2. Ykaxnte Heobxoammble AaHHble (cMm. Ta61.6.29).

Tabn. 6.29. NepeyveHb aTpnbyTOoB ANA nob6aBneHus IP-agpeca/ananasoHa IP-agpecoB

HasBaHue OnucaHue 3HavyeHue
HasBaHue cnucka HasBaHue cnucka IP-agpecos (BBoauMMbI Bpy4HYHO TeKCT. MakcumanbHbI pasmep
BBEAEHHOro TeKCTa He JormkeH npesbiwaTb 200 cnm-
BOJIOB
IP-appec/gnanasoH |IP-agpeca/avanasoHsl IP-agpe-|3HavyeHne MOXHO BBECTU BPYYHY!HO:
COB, KOTOpble OyayT MCMOomnb30- 3
BaTbCA Npu HacTpoitke npasun|® OanHOuHBIN [P-agpec;
dunsTpauun
e [umanasoH IP-agpecoB
IP-omana3soHbl MOXHO yKa3blBaTb B cnegyoLmx dop-
marax:
o yepes «-». [Mpumep: 192.168.205.0-192.168.205.24;
® yepes «/» — B (hbopmaTte 6eckraccoBom MEXO0MEH-
HOM MapLupyTusauum (Classless Inter-
DomainRouting , CIDR). A wmenHo, 0.0.0.0/16.
Mpumep: 192.168.205.0/24
KommeHTapui JononHutenebHble cBegeHus o6 |BBoauMbIA Bpy4dHyto TekcT. MakcumanbHbIn pasmep
IP-agpece/guanasoxe BBEJEHHOro TekcTa He JorkeH npesbiwaTs 200 cnm-
BOMOB
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3. ns poGaBneHus B TEKYLLUWIA CNMCOK HOBOrO aapeca Uinn ananasoHa Haxmute KHomnky [o-
6aBuTtb IP-agpec/ananasoH.

4. HaxmuTte kHonky CoxpaHuTtb 1 NMpumeHuTs MonuTtuky.

MonuTuKa / O6beKTbI NONUTUKK / IP-AUana3oHbl |
Jlo6asuTth cnMcok IP-guanasoHoB [MOKMCK N0 H33BaAHWH

HazBaHWe cnucka IP nManazoH Co3paH W3ameHeH
admin admin

Apple Inc 11411
15032022 1332 15.03.2022 17:46

admin admin

Netflix Inc. - Netflix Streaming Services . 23.246.0.0 - 23246.63.255
15032022 1729 15032022 1739

OFFICE 365 CoxpaHuTh Jlo6aeuTh IP-afpec/ nuanazon TMoKCK NO NapameTpam L i Wnnopt Bl

OpenDNS, LLC Ha3eanue cnucka Soundcloud

Twitter Inc M3meneH

35.160.100.86

Beero 1 Crpoka

HazBaHwe cnucka IP puanazoH W3ameHeH

v CoxpaH1Tb OTmeHa [JloGasuTb IP-appec/AManasoq Mouck no na M Q Wmnopr JKcnopT

HazBaHWe Cnucka CnucoK IP-AMana3oHoB

IP-appec/nnanazox Co3naH

g admin
10.00.0-10.01.2 21012022 1513

admin
192.168.12.1 21.01.2022 15:13

e dmi
10.000- 1000255 0000/2 R TR BoeguTe K

Bcero 3 CTpoku

Puc. 6.44. dopmaTbl cnuckos IP-agpecoB
6.5.4.2. Jlumntbl Tpachunka
6.5.4.2.1. YnpaBneHue numutamm Tpacpmka

Solar NGFW nossonsieT ycTaHaBnmBaTh IMMUTbI Ha Tpaduk, UCMNOMb3yeMblid NOMb30BaTENEM,
no obbemy B eanHuLy BpeMeHu (4ac, CyTkn, Hegens, mecay). Obbem Tpaduka nsmepsetcs
B GanTax, a Takke B kuno/mera/rura/tepabanTax.

OrpaHuyeHune ncnonb3dyemoro Tpaduka 3agaetcs B pasgene MNMonutuka > O6BbeKTbI nonu-
TUKKM > Jlumutel Tpadmka (Puc.6.45). O6wme npuHUmMnbl paboTbl C UHCTPYMEHTaAMM MNONUTUKA
onucaHbl B pa3gene 6.4.3.
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[Mouck no pazgeny (B AaHHOM cryvae
SO N Mo HasBaHWIO NUMMUTa Tpadika) ouek nepco a 2=

Hacrpofkn Wmnopt MonuTUKE / 06LEKTLI NONUTHKA /11 nacuka @ MPHMEHHT NONHTHKY

E MEXCETEBOM 3KPAH Jlo6aBHTHL NMMAKT Tpadgmia OMCK M0 Ha 0 Q,

22 KOHTEHTHAS OUNETPALIA Hassakme Ofivem Tpadka Mepuog Kommertapiis Co3gan Usmenen

2 or 1MB y admin admin G‘ ﬁ,
jen npopgam ac
5 L 15.03.202213:33 15.03.202217:53

7 BHELIHWE NOJKNIOYEHKA ;
> OTaen Kappos 216 Yac admn Gl ﬁ
i 150320221753

OBbLEKTHI MONHUTUKKA

IP-grana3oHsl

NumuTsl Tpagma

Pacnu1canua
YCnoBus Ha 3aroNoBKH

MNonb3osateny (Basic Auth)

Puc. 6.45. Pazgen «Monutuka > O6beKTbl NONUTUKN > JNlIumMnTbl Tpadmnka»
[ns nobaeneHus HOBOro nNuMmuTa Tpadumka:

1. B pasgene NMonutuka > O6BbEKTbl NONAUTUKK > JIuMUTbI Tpadmka HaxxmuTe KHoMKy [lo-
6aBuTb NMMUT Tpaduka.

2. Ykaxnte Heobxoanmble gaHHble. HaxmuTe kHonku CoxpaHuTb 1 MpUMEeHNTb NONMUTUKY.
[lonUTHKa ,-’ O6bEKTbI MOAMTUKKA ,-’ JIMMUTBI TPaC TpMMEHHTD NONHTHKY

Jlo6aBuTh NMAUT Tpadimka TMomck ne 0] Q

Hazsanwne 0OB6bem Tpahuka Mepuop HommeHTapuia Co3pan HameneH

dmi dmii
OTaen npoaaxk 1MB Yac S S a o

15032022 1333 15.03.2022 1753
Otgen COXpaHUTL

HassaHue byxrantepua

06bem M nepuod 1000 Henena

KoMMeHTapui

Puc. 6.46. HacTtpowka numuTa Tpadcduka

BHumaHue!

EduHuuya usmepeHusi numuma rno yMosidaHuto yKkasbleaemcs 8 me2abatimax (Mb).

B cucmeme npedycMOMPEHO O2paHUYeHUe Ha MaKcuMaribHoe 3HadYeHue obbema mpagbuka:
9223372036854775807 (=2"63 - 1) 6aim.

Mpwn aTOM MCNONb3YOTCA abCONIOTHbLIE 3HAYEHNSI BpEMEHU. TO €CTb, €CNU YKa3aTb OrpaHnyeHne
Tpadumka 50 MB B 4ac, 310 3HaumT, 4YTO ByaeT paspelueHa nepegada 50 Mb He 3a dhakTnyeckmi
yac paboThl, a 3a nepuog BpemMeHu, Hanpumep, ¢ 13:00 go 13:59:59, nocne 4ero nonaeT HOBLIN
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oTcHyeT Tpacpvn(a. CoOTBETCTBEHHO, apyrme 3Ha4deHuA B CNUCKe BPEeMEHHbIX UHTepBallioB
O3Ha4alroT cneaywilee:

Tabn. 6.30. NMepevyeHb BpeMeHHbIX MHTEpBanoB

Mepuopn BpemMeHn MosicHeHne PekomeHaauumn

CyTku Mepuog Bpemern ¢ 00:00:00 go
23:59:59

Hepnens Mepuroa BpeMeHu ¢ kaxaoro no- |BpemeHHble pamku ans Hegenu 3aBUCAT OT CUCTEMHOM
HefenbHuka 00:00:00 o kaxagoro | nokanusauumn — Ansi pyccKon nokanusaunm Hegens Haum-
BOCKpeceHbsi 23:59:59 HaeTCcs C NoHeaenbHKKa, ANg aMepUKaHCKOM — C BOCKpe-

CeHbA
Mecsu Mepuog Bpemenn ¢ 00:00:00 ya- |Ecnu chopmmpoBaHHas nonutmnka npegocTaBnseT onpe-

COB MepBOro Ynucra Mecsla [0 |OeneHHbli OAUHAKOBLIA NUMUT KaXkgoMy W3 rpynnbl
23:59:59 nocneagHero yncna Me-|nonb3oBartenei, To B cliyyae W3pacxoAoBaHUSA KaKUM-
cAua (B 3aBMCMMOCTM OT MecsLia) | nnbo nonb3oBaTenem 3Toro nNMMuTa Tpaduka, gocTyn K
WHTepHETY ByaeT orpaHUYeH TOMNbKO Y HEro. Y ocTarnbHbIX
YreHoB rpynnbl AOCTYM B WMHTEPHET OyaeT orpaHuyeH
TOMBbKO TOrAa, Koraa Kaxkabl U3 HUX U3pacxodyeT CBOW
numuT. Mpy NpeBbIlEHNM NUMKUTa ByaeT BbINOMHEHO
JeincTBue, 3alaHHoe B NpaBune NonmuTUKK

Mpn HEO6XOAMMOCTM MOXHO HE YYnTbiBaTb TPadMK Npy 0bpaLleHnmn K KOHKPETHbIM BEG-pecyp-
cam. [1ns aToro Heo6xoanmo ykasaTb JOMEHHbIE Cydh(PMKChI BCEX TakMX BEO-peCypCoOB B CEKLMU
whitelist koHurypaumoHHoro canna config.json (pasgen Cuctema > PaclumpeHHble Ha-
CTPOMKU > PUNbLTPaUMA U K3WnpoBaHue Tpadmka > OunsTpauna M aHanus Tpacuka
nonb3oBartenen B cekunn Hetapuduumpyembie pecypcbil).

B Solar NGFW ecTb BO3MOXHOCTb MOKa3biBaTb NOfb30BATEN MHOPMALNIO O €ro TEKYLLEM
pacxoge Tpadwmka. [Ing aToro HacTpamBaeTcs cneumanbHbln WabnoH ¢ nHopmaumnen o Tpa-
duke nonb3oBarens, WwabnoH pasmellaeTcs No cneumnanbHomy yHukanoHomy URL.

URL ykasbiBaeTcs B HacTponkax skvt-wizor (pazgen Cucrema > dunsrpauus M KaLMpoBa-
Hue Tpadmka > PunsTpaums u aHanms Tpadmka nonb3oBarenen napametpbl URL cTpa-
HUUubl numuToB Tpadmka (traffic-summary-url) n MyTb Kk danny wabnoHa cTpaHuULbI
(traffic-summary-template) B cekumm OTnagka), No Hemy nonb3oBartento byaet otobpaxeH
wabnoH. Ona wabnoHa onpeaeneHbl cneyuanbHble NoaCTaHOBOYHLIE CUMMBOJbI, KOTOPbIE
NCNonb3yTCcA A8 Nokasa nonb3oBatento ero Tpadmka (cMm. Mpunoxenue C, Mcriosib3o8aHue
nodcmaHo804YHbIX CUMBOJI08).

[nsa HacTporkn wabnoHa:

B GUI LY B pasgene Monutuka > LlWa6bnoHbl > LLlabnoHbl cTpaHuy, co3gante wabnoH
traffic, 3anonHuTe ero NnogcTaHOBOYHLIMW CUMBOSIAMU U COXPaHUTE.

B GUI LLY B kaTtanore policy-final/templates HarianTe coxpaHeHHbIN WabnoH, CKonMpynuTe
OTHOCUTENbHbIN NMYyTb K HEMY (OTHOCUTENBLHO KaTanora policy-final).

B GUI yana NGFW ykaxute ckonupoBaHHbI MyTb B napameTpe debug/traffic-summary-
template B HacTponkax skvt-wizor. Hanpumep, nyTb K WabnoHy MOXET BbIrMS4eTb crieay-
oM obpasom:

templates/5137BF69-DAEC-436C-8417-E601E3AD74AB
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4. B GUI yana HaxxmunTe nocnegosarternibHo KHornkn CoxpaHutb 1 NMpuMeHnTb.

3anpoc nonb3oBaTtensa K 3ToMy LabnoHy 4Yepes nNpokcu byaetr oTobpakaTbCA B oT4yeTax U
XypHane ¢ gencrtememMm 3anpetuTb.

6.5.4.3. PacnucaHusn

Solar NGFW nosBonsieT ounstrpoBaTh Tpaduk N0 BpeMeHn AoCTyna nonb3oBaTtenen K Beb-
pecypcaMm. [Ins 3Toro co3gatTcs pacnucaHums.

PacnucaHnue npegcraenset cobor yCTaHOBEHHbIN AN ONpeAerneHHbIX AHEN Hedenn NopsiAokK
AocTyna K Beb-pecypcam, KOTOpbI 3a4aeTcs HavyanbHbIM M KOHEYHBIM MHTEPBaNamMn BpeEMEHM
B hopmaTte yu:MM. Taknm o6pa3omM MOXHO, Hanpumep, 3anpeTuTb JOCTYN K Beb-pecypcam B
oyaHue gHn ¢ 9:30 go 17:30.

YnpasneHue pacnucaHnsMmu BoinonHsetcs B pasgene Monutuka > O6beKTbl NONUTUKKN >
PacnucaHusa (Puc.6.47). O6wue npvHUmnbl paboTbl C MHCTPYMEHTaMM MOSIMTUKN OMNUCaHbI B
pasperne 6.4.3.

lMouck no pasaeny (B JaHHOM
Solar NGFW cnyyae Mo HasBaHWI pacr1caHus)

MonuTnKa eKTbl NOANTHKK / PacnucaHna
LloBaBHTE PacnHCaHHe

KOHTEHTHAS QUIETRALMA Hazsanue KomuesTapuit Cozgan Wamenen
admin admin
OTaen npoaax
15.03.2022 13:34 15.03.2022 18:07
BHELLIHWE NOAKNHYEHWA N
admin

Otpen mapkeTua
15032022 18:07

OBbEKTBI NONWUTUKKA v admin

Tpynna no nopGopy nepcoxana

15.03.2022 18:07

IP-AMaNa30HL! admin

15.03.2022 18:07

OTaen cHabweHna

TAMUHTE TRAGMKE
Pacnucatusa
YCROBWSA Ha 3arONOBKKH

TMone3oearen (Basic Auth)

Puc. 6.47. Paspgen «Monutuka > O6bekTbl nonutnkn > PacnucaHuna»

Mpwn cosgaHumn HOBOro pacnucaHnsa HeobxoaMmo 3agaTb BPEMEHHOM MHTepBan goctyna. [Ons
3TOro crneayet yka3aTb Hayano u koHew MHTepBana B nonsx Hayano uHtepBana n KoHey
MHTepBara Cc MNOMOLLbIO KNlaBuaTypbl UM KHOMOK (Puc.6.48). 3atem ycTaHOBUTL dorakky s
TpebyeMmbIx OHEN Hegenu.

[na pobaBneHnst HOBOro MHTepBana pacnucanus B pasgene NMonutuka > > O6bLEKTbI No-
NUTUKN > PacnucaHus:

1. Haxmute kHonky lo6aBUTb CNMCOK pacnucaHum.

MpumeyaHue

Bpewmsi okoHYaHus uHmepearsna 0o/mkHO 6bimb 6onbwe e2o Hadana.

2. Ykaxnte Heobxoammble AaHHble. Haxmute kHonky CoxpaHuTb 1 NMpUMeHUTb NONMUTUKY.
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Ona poGaBneHns HOBOro pacnucaHus B rpynny HaxmuTe KHonky Jlo6aBuTb pacnucaHue.
MakcrMmanbHOe KOnMYecTBO MHTEPBAroB B pacnMcaHnm He JOMKHO ObiTb 6onee 20.

Monutuka / O6beKTbl MONUTUKKM / PacnncaHna TIPUMEHHTD NONMTHIY
JoGaBuTh pacnucaHue OMCK I 3AHWID Q
Hazsanwe KommeHTapuit Cosgan HameneH

i . EGIT admin EI—| ﬁ
mina no nogoo nepcoHana
ny 'Abopy rep 15.032022 1334 15.03.2022 18:26

OTAEN MapKETHHTa CoxparnTh [HoGaeuTs Munopt KCTopT

Haseanmne OTAEn CHaBHKeHNs
OTAEn npofa

KommenTapuii Bae, HTapuii
Byxrantepua

JIHW HERENH Bpe D Co3pnaH

vh Bt cp By ¥t B @ s 10:00 18:30

Puc. 6.48. [lo6aBneHne pacnucaHus
6.5.4.4. YcnoBusa Ha 3aronoBKu

Mpun huneTpauumn Tpaduka MOryT NCNONb30BaTbCA 3HAYEHMS Cry>KeOHbIX 3arofoBKOB NPOTO-
kona HTTP. 3anpocbl 1 oTBeThl B npoTokone HTTP coaep)xaT HEKOTOpOEe KONMMYeCcTBO 3aro-
noekoB. Popmar 3aronoBKOB COOTBETCTBYET 06LLIEeMY hopmaTy 3arofloBKOB TEKCTOBbIX CETEBbIX
coobLeHnin. Kaxxabln 3aronoBok NpeacTaBnsaeT cobon CTpoky hopmaTta <Ha3BaHuUe>:<3Haue-
Hue>.

YacTto ncnonb3yemble 3aronoBKu:
e User-Agent — onncanune knuentckoro MO;
o Referer — URL ncxogHowm cTpanuupl, ¢ KOTOPOW Oblf OCYLLECTBIEH AaHHbIN 3anpoc.

[na 06paboTkm 3TUX 3aronoBKOB N NX 3HAYEHNA MOTYT NPUMEHATLCS perynspHble BblpaXXeHUs
(cm. OpunoxexHue B, A3bik onucaHus pe2ynsipHbIX 8bIPAXKeHUU).

[na ynobcTBa ncnons3oBaHus 3aronosku npotokona HT TP o6beanHaoTes B rpynmbl (CNXCKK).
dopmmpoBaHue ycrioBMn Ha 3aronoBKkuM BbINonHAeTca B pasgene NMonutuka > O6beKTbI No-
nuTUKKM > Ycnosua Ha 3aronoBku(Puc.6.49). O6bwme npuHUmnel paboTbl C UHCTPYMEHTaMu
NoNMTMKM onncaHbl B pasaene 6.4.3.
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¥

Solar NGFW Movck No pa3aeny (B AaHHOM cy4ae no

HasBaHuIo cnucka YCJ'IOBVIm
Hacrpoiiku Vnnopr 3xcnopr MNonnTiKa / O6LEKTLI NOAUTUKM / YCNIOBYS Ha 3aronoskn @ TpumenuTs noauTky

Q

E£4 MEXCETEBOV 3KPAH J1063BUTb CNUCOK YC/IOBMI Ha 3arONOBKN

%2 KOHTEHTHAS OWIGTPALIMA Hasganve o) Vismerier

® B D

admin
05.05.2023 19:00

QQ BHELUHWE NMOAK/OYEHNA o —
Pexum 6enoro cnucka

YouTube pa3petuieHHble BUEO

e

05.05.2023 19:00

2,

& OBbEKTDI MOMMTUKY admin
Referer mail
05.05.2023 19:00

P

1P-AanasoHbl vl
OHnaiit ypoku
05.05.2023 19:01

P
(1]

Jumutol Tpadmka admin
Discord
05.05.2023 19:01

©)

Pacnucanus

YCoByS Ha 3ar0N0BKU

Monb3osatenu (Basic Auth)

{9 cnpABouHMKM

/Anpeca 3/1eKTPOHHOM NOYTbI

Knioyesbie cnosa

Puc. 6.49. Pa3spen «[Monutuka > O6beKTbl NONUTUKK > YCrOBUA Ha 3arorioBKU»

MpumeyaHue

lpu cpunbmpayuu no HTTP-3a2onoekam He y4umbsigaemcs peaucmp 6yke UMeHU 3a20/108K08.

[na nobaBneHns HOBOro CNMCKa YCNOBWUIM Ha 3arofioBku B pasgene NMonutuka > O6beKTbI
NONUTUKK > YCNOBUSA Ha 3arofioBKU:

1. HaxmuTte kHonky [lo6aBUTbL CNMCOK YCNOBMW Ha 3aronoBku (Puc.6.52).
2. YkaxuTe Ha3BaHue cnucka ycrnosum (He 6onee 200 cumBonos).
3. BBeauTe Heobxogumble 3Ha4YeHUs Ans opMUpoBaHMS YCNOBUS:

o Lla6bnoH ans Ha3BaHua HTTP-3aronoBka — HanmeHoBaHne HT TP-3aronoBka (He 6onee
250 cumBonoB). YTobbl HANTK BCe 3arofloBKU C MOXOXUMMW HAa3BaAHUSAMM, YKaXKUTE YacTb,
KoTOpasi NOBTOPSIETCA.

o LWa6bnoH ana 3HayeHusa HTTP-3aronoBka — 3Ha4yeHne HTTP-3aronoska (He 6onee 500
CUMBOJIOB).

MpumeyaHue

YcmaHosume ¢hnaxok Pee. ebip. 8 coomeemcemeyrowem cmonbuye mabnuusi 0515 HazgaHul
u 3Ha4yeHul HTTP-3a201108k08, kKomopbie 6ydym ucronb308ambCs KaK peayrisipHbIe 8bIPaXKeHUs

(Puc.6.50).

o KommeHTapum — gononHuTenbHble cBegeHns 06 ycrnoBum (ykasbiBaTb HEOOA3aTENBHO;
He 6onee 500 cnmBonoB).
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Hazsanue Co3naH W3meHen

unknown admin
Youtube papewentsie BuCO ao I

08.052019 16117 17.04.2020 20046

Pexmm benoro CNUcka
Coxpanmrs Ormena MoGasurs ycnoswe

Referer mail HazsaHue Ycnoere Ha NONYYEHHE M OTNPABNEHWE

Wa6Gnou pns wassanma HTTP-3aronc LWa6no HuA HTTP-3aronc Cospan W3menen Kommentapwit

X-receive-from doz
@ PerynspHoe BoipaKeHne & PerynapHoe BuipaneHne
X-f er-for dozor /vkarp

& PerynapHoe BbipaxeHHe ™ PerynsipHoe BbipaxeHne

Puc. 6.50. [lo6aBneHue cnucka ycrioBuiM Ha 3aroyfioBKu

4. YctaHoBuTe chnaxok PerynsipHoe BblpaxeHue, ecnv Heobxogumo, 4ytobwl LLlabnoH ana
Ha3BaHua HTTP-3aronoBka n/vnu LWa6noH ana sHayeHnsa HTTP-3aronoBka 1cnonb3o-
BaNnunCb Kak perynspHble BblpaXKeHUs.

lMocne BKNOYEHUS Bbl MOXETE NpOBEPUTL peryndapHoe BblpaXeHune. ,D,J'IFI 3TOro:

2 Haxmure .
b. B none TeKCT ANsi NPOBEPKMN BBeAUTE 3HAYEHMUS!, KOTOPbIE HEOBXOAMMO NPOBEPUTS.

MpumeyaHue

Kaxdoe Hogoe 3HadyeHUe HeobxoOuMO yKa3bleamb C HO80U CMPOKU.
MakcumarnbHasi OrnuHa 3Ha4eHUs1 8 Kaxkool cmpoke cocmaernsiem 2083 cumeorna.

He donyckaemcs ucronb308aHUe MOCMOPOHHUX CUMBOIIO8, HE OMHOCSLUUXCS K 3HA4eHUI0 Uumu
CUHMAaKCUCY peayrisipHbIX 8bipaKeHud.

c. Haxxmute MpoBeputb. B cTonbue CoBnageHune 6yaet oTpaxeH pesynbraT NpoBEPKU.
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MpoBepuThL perynspHoe BhipaXKeHue

lLla6noH onAa Ha3eaHua HTTP-3aronoeka
s{1.3}

Tekct gna NpoBEpPKK CoBnageHwe

55
555
5555

OO

Hosas nposepka CoxpanuTb OTMEHWTB

MpumeyaHune

Ecnu pesynbmam omcymcmeyem, pezynisipHoe 8bipaxKeHue 88e0eH0 HEKOPPEKMHO. B amom
criy4ae 8 cmonbue CoenadeHue pe3yrnbmama He 6ydem, rione LlabnoH dnsi HazeaHuss HTTP-
3azosioeka unu LllabnoH dnsi 3HavyeHusi HTTP-3azonoeka 6ydem 8bi0efieHO KpacHbIM, U oo
Hum 6ydem omobpaxxeH KoMMeHmapud.

MNpoBepuTh perynspHoe BbipaXeHue

LlaBnoH anga 3Ha4eHuA HTTP-3aronoBka

s{} [

HexoppekTHoe perynapHoe esipaxenue: lllegal repetition near index 0 s{} A

TeKCT Ans NpoBepKU

1
2

MNposeputh CoxpaHuTb OTMeHWTL
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UTto0Obl fob6aBuTb 3HadYeHnsd, Haxmute HoBas npoBepka.
d. Haxxmute CoxpaHUTb.
[na nobaBneHnst HOBOrO YCrOBUSA HaXXMUTE KHOMKY [lo6aBUTb ycnoBue.
6.5.4.5. NMonb3oBatenu npu Basic-ayTeHTndmnkaumm

Solar NGFW nosBonsieT 3agaTb CNMCOK Mofb3oBaTenien, Kotopble OyayT aBTOPU30BaHbI C
nomoubto Solar NGFW, ecnu gnst HuX BeibpaHa Basic-ayTeHTudukauusa B koHdUrypaumm.

[o6aBneHne HOBbIX YYETHbIX 3anucer nonb3oBaTenen N ynpasneHne NMN BbINOMHAKTCA B
pasgene Monutuka > O6bLekTbl nonuTukK > NMonb3oBatenu (Basic Auth) (Puc.6.51). O6wne
NPUHUKUNBbI paboThbl C MHCTPYMEHTaMM MONUTMKN ONMCaHbl B pasgerne 6.4.3.

£%  solarNGFW MoVCK nepcoHbi a &
[Mowck o pasgeny (B AaHHOM

cny4ae no nonbsoaarenm)

Hactpoiiku Wmnopt 3xenopt Monutuka / 06beKTbl NoNuTUKK / Monb3oBatenu (Basic Auth) @ TIPUMEHUTB NOAMTHKY

EX MEXCETEBOVI SKPAH JobaguTs nons3osatenn ) norw Q
%2 KOHTEHTHAS OUIBTPALMS Toruu IP aManasox AKTMBEH  KOMMeHTapuit Co3pan V3ameHeH

admin
05.05.2023 19:11

user1 10.199.20.63

=
o) BHELUHUE NOJK/IO4EHNA admin admin

05.05.2023 19:11 05.05.2023 19:14

user2 1019911

&) OBbEKTbI NOIUTUKN admin
> user3 1019912
05052023 19:13
IP-guanasoHbi 4 admin
user:
05.05.2023 19:18
JumuTel Tpadura
YdeTHas sanuch
Pacnucanusa nonb3oBarens
SaGJ'IOKVIDOBaHa YyeTHast sanuce

VC/10BYS! HA 3ar0NOBKU nonb3oBatens akTueHa

Monb3osarenu (Basic Auth)

{9] CnPABOYHUKM

Anpeca 3neKTPOHHO NOYThI

KnioueBbie cnosa

Puc. 6.51. Pasgen «lMonutuka > O6bekTbl nonutukn > Nonb3oBaTtenu (Basic Auth)»

[Ona nobaBneHna HOBOM YYEeTHOW 3anmncu nonb3oBatens B pasgene MNMonutuka > O6bEKTbI
nonutuku > MNMonb3oBatenu (Basic Auth):

1. Haxxmute kHonky lo6aBuTb nonb3oBaTtens (Puc.6.52).
2. 3anonHuTe cneaylowme nons:

e JlornH v naponb — nvsd nonb3oBatena (Hanpumep, PUO; He 6onee 200 cMMBOSOR) U
naponb 3TOW y4YeTHOW 3anucu. Naponb HeobxogmMmo BBeCcTU ABaxabl (He G6onee 200
CUMBOJIOB).

e IP-gnanasoHbl — |IP-agpec nnn gnanasoH IP-agpecoB pabo4ymx CTaHuuii, C KOTOPbIX
yKasaHHbIA Nonb3oBaTtenb Oy4eT BbIXOOUTb B MHTEPHET. MOXHO yKasaTb HECKONbKo |P-
AnanasoHoB.

MpumeyvaHue

lMocnedHul IP-adpec 8 duanasoHe domxeH bbimb 6onbwe nepeo2o 3HadyeHuss duarnasoHa unu
paseH emy.
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o KommeHTapum — gononHuTenbHble CBEAEHNS O Norb3oBaTene (YkasbiBaTb Heobs3aTenb-
HO; He 6onee 500 cMmBONOB).

MpumeyvaHue

Umobki 3abriokupogamb my Usiu UHYH y4emHy 3anuch, Ucronk3yltme nepekmnodamers lonb3o-

eamens akmueen: L, a 3amem noouepedHo Haxmume kHonku CoxpaHums u MpuMeHUMB
nosuMuKy.

06beKTbl NOAMTUKNW / [onb3oeaTent (E
Jlo6asums nonbsosatens 10HCK N0 NOTHY
Nomn IP Mana3on AKivBeH  KowmeHTapuii  Coagau VameHen

unknown admin

user1 2222, 0000-255. fla
08052019 16:17 17.04.2020 21:44

oz Coxpamnms  Ommena

userd JI0rMH 1 Napons

IP wnm IP-grnanasox Cospan H3meneH KommenTapuin

1111

Monb3o0Barens aKTMBeH

KommenTapui

Puc. 6.52. [lo6aBneHne y4eTHOMW 3anucu nonb3oBaTens

6.5.5. CnpaBO4YHUKM
6.5.5.1. Agpeca 3f1eKTPOHHOMN NOYTbI

Monntnkn Solar NGFW MoXHO HacTpouTb Ha paboTy CO CnUCKaMyn agpecoB 3MEKTPOHHOM
MOYTbI, HA KOTOpble ByayT NPMXOQUTb COOTBETCTBYIOLIME yBeooMIeHus. Hanpumep, moryTt
NPUXoanNTb YBEAOMSIEHUS O HAPYLUEHMUWN NONUTMKN 6e30NacHOCTMK.

[nsa yno6cTBa ncnonb3oBaHUS agpeca 3NekKTPOHHOW NoYTbl 06beamMHEHbI B rpynnbl (CAUCKN).
[obGaeneHne n ynpaesneHne cnnckamu agpecos BbiNosnHseTcd B pasgene NMonutuka > Cnpa-
BOYHUKM > Aapeca 3neKTPOHHOM noYyThbl (Puc.6.53). O6uwue npuHUunbl paboThbl CO cnpaBoy-
HMKaMK onucaHsl B pasgerne 6.4.3.

[Mouck no pasgeny (B AaHHOM cryyae No HassaHuio
&% solarnGrw crvicka ¢ agpecamit SMEKTPOHHOI MoMThI) ToHEK Mepcoks a &=

HacTpofkn Hmnopr MNonutuka / Cnpaso4Huky / Anpeca 3neKTpoHHoA noyTsl @ TIpMMERMTS NOMMTHIY

£ MEXCETEBOIA 3KPAH 06aBHTL CTIVCOK APECOB INEXTPOHHOR NOYTHI

<7 KOHTEHTHAA OUNBTPALIS ] Coapan Vauenen

o admin admin ao

310320231532 20042023 2033

FL) BHEWHWE NOAKIONEHUA

admin ‘admin
A
R 31032023 15:32 20042023 20:33 aao

* OBBEKTLI MNONUTUKA

{9 crpaBoYHMKM
/Anpeca 3/1eKTPOHHO# NouTbi

Kniouesbie /108a

Puc. 6.53. Pasgen «lMonutuka > CnpaBo4HUKM > Agpeca 3rneKTPOHHOM NOYTbI»
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[na pobaBneHnst cnucka ¢ agpecamMmm aNeKTPOHHOW NoYTbl HeobxoaumMo B pasgene NMonutuka
> CnpaBoO4YHUKK > Agpeca aNeKTPOHHOM NOYThLI:

1. HaxaTtb KHOMKY JobaBuTtb cnucok agpecosB 3ﬂeKTpOHHOI7I noYTbl U yKa3aTb criegywune
napamMeTpbl:

® HasBaHWe crnvcKka aapecoB 3MeKTPOHHOM noyThl (He 6onee 200 cumBonos, Puc.6.54);

® ajpec anekTPOHHOM NoYThl B Nofne Agpec aNeKTPoHHOM nNoyThbl (He 6onee 200 cumso-
noB);

MpumeyaHue

lpu 8600e HEKOPPEKMHO20 31IEKMPOHHO20 adpeca (be3 cumaorna «@») rnorne bydem 8bi0esieHO
KpacHbIM, U nod HUM omobpa3sumcsi coomeemcmeayruee yeeOoMIIeHUE.

e agpec SMTP-cepBepa, nCnonb3yemoro ans pacchbifiku yBe4OMMAEHUNA MO 3MEKTPOHHOM
noute, B nonie SMTP xocT (He 6onee 200 cumBonos), Hanpumep: www.host.com;

MpumeyaHue

lpu 3adaHuu adpecos SMTP-cepsepos doryckaemcs yka3aHue KOppekmHbix hostname unu
IPv4 adpecos.

o TCP-nopt SMTP-cepBepa, Ucnonb3yemMoro Ansi pacChifikvi yBeJOMMAEHUIN NO ANEKTPOHHOM
nouyte, B none SMTP-nopT. 3HadyeHne nonsa SMTP-nopT AOMKHO COOTBETCTBOBATb
AunanasoHy ot 1 go 65535.

2. HaxaTb kHonky CoxpaHUTb 1 MPUMEHUTb MOSTUTUKY.

MoNUTHKA / CNpaBouHKKK / Afpeca aNeKTPoOHHOM nouthl @
[106aBMTh CIIMCOK aAPECOB 3NEKTPOHHOM NOUTh
TNoruH Co3paH H3amenen

admin
16.032022 1524

BamHble

CoxpanuTs Jl06aBuTs afpec paMetpam 3 Vimnopt akcmopr |

HazsaHue ALMUHACTPaTOPBI

ALpEC ANEKTPOHHOA NOYTHI SMTP xocT SMTP nopt d MameHeH

admin

karp@gmailcom 1 25 16.03.2022 1533

Puc. 6.54. [lo6aBneHne cnucka agpecoB 3f1IeKTPOHHOMN NOYTbI

YUToObl yka3aTb HOBbIN agpec 3NEKTPOHHOM MoYThbl, HEOOX0AMMO HaxaTb KHoMky [lo6aBuTb
apapec B CTPOKE YXKe CyLLeCTBYIoLLero agpeca.
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Mpn aHanu3e nepegaBaeMblX OAHHbIX MOXET BbIMOMHATLCA MOMUCK TEX UMW UHbIX KNIOYEBbLIX
CnoB u dpas 1 NoAcHET UX BECOB. ECnn cymmapHbIn BeC BCEX KItoveBbIX cnos Oyaert bonbLue
UK paBeH NOPOroBoMYy 3Ha4YE€HUI0, 3a4aHHOMY B MONUTUKE, TO ByAET BbINONIHEHO COOTBETCTBY-
oLLee gencTeme.

[na yno6cTBa ncnonb3oBaHUs KrtoyeBble crioBa 06beanHeHbl B rpynnbl (cnuckn). dopmmpo-
BaHWE CMMCKOB KITOYEBLIX CIOB BbINOMHAETCA B pasgene Monutuka > CnpaBOYHUKM >
KnroueBble cnoBa (Puc.6.55). O6wune npuHUMnbl paboTbl CO CNpaBOYHUKAMWU OMUCaHbI B
pasgene 6.4.3.

Mpw noGaBreHn HOBOIO CMCKa KIMOYEBbLIX CNOB HEOOXOAMMO YYNUTbIBaTb CReayoLee:

Ecnun Tpebyetcs, B none Bec MoXxHO 3agaTtb BECOBOM KOIPDULMEHT, 3HAYEHNE KOTOPOro
OOIMKHO COOTBETCTBOBATL AnanasoHy oT 1 o 65535 (Puc.6.56). Ecnn 3HadeHne atoro
nons He 3a4aHo, TO MO YMOMYaHMWIO KNYEBOMY CMOBY Ha3HavyaeTcs BeC, paBHbIN 1.

[nsa Tex kno4eBbIX CMOB, B ONUCAHMUM KOTOPbIX AOMKHO MCMNOMb30BaThLCs pPerynspHoe Bbl-
paxkeHue, yctaHoBuTe dnaxok RegExp .

[Mocne BKIOYEHUST MOSIBMSIETCA BO3MOXHOCTb NPOBEPKN PEryrnApHOro Bblpa*KeHUA. ,D,J'IH
3TOro:

Haxmute H
B none TekcT ans npoBepKU BBeANTE 3HAYEHNS, KOTOPble HEOBXOANMO NPOBEPUTD.

MpumeyaHue

Kaxx0oe Hogoe 3HayeHue HeobxoOUMO yKa3bigamb C HOBOU CMPOKU.
MakcumarnbHas OnuHa 3Ha4eHuUs1 8 Kaxkdol cmpoke cocmaesnsgem 2083 cumeorna.

He donyckaemcs ucronb308aHUE MOCMOPOHHUX CUMEBO0JI08, HE OMHOCSUUXCS K 3HaYEHU0 Umu
CUHMaKcUucy pe2ynspHbIX eblpaxeHud.
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[poBEpUTHL PErynsipHoe BhipaXKeHue

Knwuepoe CNOBO

(?<lIclass="Checkbox-Label"=)[W|»][|r][P|p][bllb]

TEKCT 1A NPOBEPKM COBMageHue
urpa ®
Wrpol @
noyrta @

HoBasn npoBepka CoXpaHWThL OTMEHHTB

3. Haxxmute MpoBeputb. B ctonbue CoBnageHue Gyaet oTpaxeH pesyrnbsraT NpoBEPKU.

MpumeyaHune

Ecnu pesynsmam omcymcmeyem, peayrisipHoe 8bipaxeHue 88e0eHO HEKOPPEKMHO. B amom
criydae 8 cmonbue CoenadeHue pesynbmama He bydem, ronie Knrovyeeoe cnoeo 6ydem
8bI0erIeHO KpacHbIM, U nod Hum 6ydem omobpaxxeH KoMMeHmapud.

lpoBepuTL perynsipHoe BbipaXeHue

Knwuepoe CNOBO

(?<lIclass="Checkbox-Label"=)[M|n][rrl[P|p][bl|bl Q

HexoppekTHoe perynapHoe eoipamenue: Unclosed character class near index 46 (?<!class="Checkbox-
Label™=)[1[u][r|r1[P|p1lbljb #

TeKCT Ans NpoBepKu

urpbl
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Ytobbl 006aBMTb 3Ha4eHus1, Haxxmute HoBasi npoBepka.
4. Haxkmute CoXpaHUTb.

#%  solar NGFW

[Mouck no pasgeny (B 4aHHOM cnyyae
Hactpofit Wnanopr 3xenopr MonuTnka / CnpasouHuky / Kniouesble cnosa @ 110 Ha3BaHuIo CTICKa KIToYeBbIX CroB)

4 MEXCETEBOW 3KPAH Nlo6aBuTb CUCOK KIOYEBBIX CIOB

<> KOHTEHTHAS| OU/IGTPALIMSE IR Co3pan Vawenen
admin

TnaTexXHble CUCTEMbI M BaNioTa
05.05.2023 21:11

=}
=) BHELWHME NOAKIOYEHUA admin

05.05.2023 21:11

OTNIOXEHHOE CKauNBaHNe

%) OBbEKTbI MOMATUKN admin
®uHaHCOBbIA ayaUT
05.05.2023 21:12

CMPABOYHUKU

Anpeca 3neKTPOHHOM NoYTbI
KnioeBbie clioBa

Pecypcbl

Mapkepbi npasun KO

Daiinbl

&7 WAB/OHDI

Puc. 6.55. Paszpgen «lMonutuka > CnpaBo4yHuku > KnioveBble crioBay

1. HaxaTb KHOMKY 2. Ykaszatb

CnpaeoyHukK / KfoueBble cnoea HeOEXOﬂ,HMbIe
3. Haxatb kHonky [aHHble U HaxaTb
[lo6aBuTL CNWCOK KNKOMEBLIX CNOB COXP&HHTI: OWCK NO HA3BaHWK KHONKY uOﬁaB“Tb

Hazsanue Cozpan Hamenen
admin

: =
KOHTPareHTbl M NOCTABLLMEA T T

v CoXpanuTy Ormesa woopr | (T
Crpaxcg

Hazsanue

JI063BAEHHE KMIOYEBOro CROBa

Kmoue

3afaHHoe KNto4eBoe Croso
oTobpasuTca B KOHLe Tabnuupl

Puc. 6.56. [lo6baBneHue cnucka Knro4eBbiX CIOB
Mpw cozgaHnm cunsTpa No Ko4YeBbIM CITIOBaM CreayeT yYnTbiBaTb HEKOTOPbLIE OCOBEHHOCTMU:

® TMOWCK KINoYeBbIX CroB (pas) BbINOMHAETCS B TEKCTOBbIX AaHHbIX: B TEMe 3anpoca 1 B none
Query URL-3anpoca;

o perynsipHble Bbipa)KEHUSI MOXHO UCMOSb30BaTh TOMLKO A1 NoMcka no KYeBbIM Crnosam,
HO He Mo KIYeBbIM dpasam;

® [OnvHa Kno4veBon dopasbl He AormkHa npeBbiwaTtb 16000 6yks;
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T.K. NPV 3aaHnn KntoveBor pasbl He AonycKaeTcs UCMoNb3oBaHMe 3HAKOB-pasaenmTenen
("\.,;: 1?2 =+()<>$% "&*/@|#~[]{}), TO HEOGXOONMO VX YAANUTL UM 3aMEHUTb
Ha npoben. Hanpumep, BMecTo (pasbl «NyTb-A0POry» CrneayeT nucatb «NyTb A0POry».

MpumeyaHue

lpu 880de Kro4ego20 criosa Npoberisi He y4UMmbI8aOMCS.

B nonutnke domnbTpaumm 3agaHbl KNOYeBLIE CroBa: A6I0KO ¢ BECOM 1 1 anenbCUH C BECOM
2, MOPOroBoO€E 3Ha4YeHNe paBHoO 3.

MpumeyaHue

lNopozosoe 3Ha4yeHue 3adaemcs npu ¢hopmuposaHuu nonumuku e pasdene lNMonumuka.

B tekcte: «Poccuiickas Ob6begnHeHHas Oemokpatudeckas lMaptna «ABJIOKO» oT umeHn
OECATKOB ThICSAY YfI€HOB MapTUM U MUIMMOHOB mM3bupatenen nosgpaBngeT Tex, KTO CMor
caenaTb peanbHOCTbIO B YCITOBUSAX COBETCKOM CUCTEMbI « XPOHMKY TEKyLLMX COBbITUn» 1 6na-
rogaput Bcex, KTO 3annaTtun 3a 3ato cBoen csobogon. MNpencenartens MNaptumn « ABJTOKO»
A . ABNUHCKUIN» KITHOYEBOE CITOBO ABIOKO C BECOM 1 BCTpe4yaeTcs 2 pasa, TO eCTb CyMMapHbIN
BeC paBeH 2. Tak kak CyMMapHbI BEC MEHbLLE NOPOroBoro 3HadeHnsa ( 2*1 < 3), ppasa cuuta-
eTCcs 4oNyCTUMOWN.

B TekcTe: «4. [lepxute ppyKkTbl HA BUOHOM MblecTe. Basa ¢ opykTaMmn JofmKkHa COCTaBnsaTb
HeOTbeMNIEMYIO YacTb Ballen KyXHU. JTO, K TOMY Xe, He TOSNbKO NOe3HO, HO M O4EHb KPacuBo.
Ecnu y Bac nog pykon Bcerga ectb A6M0oKO Unu anenbCuH, To, BO3MOXHO, BaM He 3axo4eTcs
nepekycblBaTb YNMCAMM UMK CyXaprKkaMu.» KrnoyeBoe CrioBO s1I6r1oko ¢ Becom 1 BCTpevaeTcs
1 pas, Kn4eBoe CroBOo anenbCUH C BECOM 2 BCTpedaeTcs 1 pas, CyMMapHbIn BeC paBeH 1*1
+ 1*2 = 3. Tak KaKk CyMMapHbIn BEC paBeH MOPOroBomy 3HadyeHuto ( 11 + 1*2 = 3), cdpasa
cyMTaeTca HegonyCTUMOW.

Solar NGFW nossonsieT punsrpoBaTh Tpaduk no URL-agpecam pecypcoB, ykasaHHbIM B 3a-
npocax nonb3oBatenen. [JaHHbIn MeToa punbTpaumm MO3BONSET OrpaHMyYUTb AOCTYM Ha
YpOBHe 3anpoca ceTeBblx pecypcoB. C MOMOLLBIO perynsipHbIX BbIpaXeHUN MOXHO 3anpeTuTb
AOCTYN KakK K LienbliM canTam, Tak U K OTAeNbHbIM BEG-CTpaHuuam.

[na yoobcTBa MCNoOnNb30BaHWSA pecypcbl 00beaMHATCS B rpynnbl (CNNCKK). YnpaBneHue pe-
cypcamu (rpynnamu pecypcoB) BbiNonHsaeTcs B pasgene Monutuka > CnpaBoyHukn > Pecyp-
cbl(Puc.6.57). O6wwme npuHumnbl paboTbl CO cnpaBoYHMKamMK onucaHbl B pasgene 6.4.3.
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¥

Solar NGFW louck nepeol Q &
TMowck no paszeny (B AaHHOM cryyae

. ) , 110 HasBaHWIo C CKa PecypcoB)
Hacrpoiiku Vmnopr 3xcnopr Monutuka / CNpaBouHMky / Pecypcb MpumerMTs nomuUky

E£4 MEXCETEBOW SKPAH Jl06aBuTb CNUCOK pecypcos OMCK MO HA3BaHNIO Q

® B D

&2 KOHTEHTHAR QUITPALIMS Clsnatig == Viametet

admin

Musically
05.05.2023 21:19

bt

5
T BHELIHWE NOAK/MOYEHUA admin

Yahoo
05.05.2023 21:19

mﬂ

& OBbEKTDI MOMMTUKY admin
0OpenDNS
05.05.2023 21:20

{9 cnpABouHMKM

/Anpeca 3/1eKTPOHHOM NOYTbI

©)

Kniouesble cioa
Pecypcbl

Mapkepb! npasun KO
Daiinbl

&7 WABNOHDI

Puc. 6.57. Paspgen «lMonutuka > CnpaBo4HUKN > PecypcCbli»

BHumaHue!

lpu eeode umeHu pecypca npomokon (HTTP unu FTP) He 3adaemcs.

OduH u mom xe pecypc, 3adaHHbIl ¢ www U b6e3, socripuHuMaemcsi cucmemoli Kak dea pasHbIX pe-
cypca.

[ns nobaBneHna HOBOro crncka pecypcosB Heobxoanmo B pasaene Monutuka > CnpaBoYHUKN
> Pecypchbl:

1. HaxaTb kHonky Jlo6aBUTb cnncok pecypcoB (He 6onee 3000 ctpok) (Puc.6.58).
2. 3anonHuTbL cnegyroLme rnons 1 HaxaTtb KHOMKy CoxpaHuTb:
e HasBaHue — Ha3BaHue cnucka pecypcos (He 6onee 200 cumBonoB);

e LWabnoH umeHn — URL-agpec pecypca, ykasaHHOro nofnb3oBaTerieM B 3anpocax (He
6onee 200 cumeonoe);

e Tun wabnoHa — Tun wabnoHa pecypca (cm. Tabn.6.31);

o KommeHTapuu — fononHuTenbHble CBEAEHNst O pecypce (ykasbiBaTb Heobs3aTenbHO;
He 6onee 500 cumBOnOB).

[na pobaeneHus pecypca, HeobxoauMo HaxaTb KHOMNKy [lo6aBUTb WAGMOH B CTPOKE COOT-
BETCTBYIOLLENO pecypca.

O SOLAR 144



MonuTtikKa / CMpaBoYHUKM / Pecypchl TIpMMEHWTE NONTHRY
JloGaBMTb CIMCOK pECYpCoB TOWCK MO HA3BaHMID
HazeaHue Cozpan M3ameHeH

admin admin
22122020 22:58 16.032022 16:14

Linkedln

e

CoxpaHmTs OTmesa JNoBaeuTs walinow OWCK NO NapameTpam Q WmnopT

Haapanwe bes dYTEHT L-ll:‘IHHZ-II MK

mail

Beero 1 Ctposa

Puc. 6.58. [lobaBneHne cnucka pecypcoB

Tabn. 6.31. Pexxumbl npoBepKku Be6-pecypcoB

HasBaHue ‘ OnucaHue

[lomeH 1 Bce nogaoMeHbI Mounck BeG-pecypcoB No Mx AOMEHaM U Noga0MeHaMm

PerynsipHoe BbipaxeHue Mownck Be6-pecypCcoB C UCMOMb30BaHNEM PErYNSPHBIX BblpaXeHWN

HauunHaetcsa ¢ Mouck Beb-pecypcoB, URL-agpec KOTOpbIX HauyMHaeTcsi C 3afaHHOW CTPOKM
C/MBOIIOB

Copepxut Mownck BeG-pecypcos, URL-agpec KOTOpbIX COAEPXKMT 3aaHHyH CTPOKY CUMBOIOB

[JoMeHHOe umsa coaepxuT Mounck BeG-pecypcoB, MMs y3ra KOTOPbIX COQEPXKUT 3aaHHYH CTPOKY CMMBOJIOB

[omeHHOE ums paBHO Mouck Beb-pecypcoB, NMs y3na KOTOPbIX MOMHOCTbI COBMagaeT C 3afaHHoW
CTPOKOW CUMBOIOB

[omeHHoe wumsi okaH4mBaeTcs |[Monck BeG-pecypcoB, NMsi y3na KOTOPbIX OKaHYMBAETCS Ha 3afaHHYK CTPOKY

Ha C/MBOIOB

6.5.5.3.2. Mpumep ncnonb3oBaHUsA CNUCKa peCypcoB B NONUTUKE hunbTpaumm
3apava:

3abnokunposatb pecypc whatsapp.com v ero BepxHue nogaoMeHbl Tak, YToObl Nonb3oBaTenb
He MOr nepevTM Ha 3TOT pecypC Aaxe 4epe3 MOUCKOBble 3anpockl. Hanpumep, ydepes
google.com.

Mopsagok oencTBMn anNs pelueHns 3agaun:
[nsa 6nokuposkn whatsapp.com HeobxogMmo:

1. B pasgene NMonutuka > Pecypcbl chopMmpoBaTh CINCOK pecypcoB (CM. Puc.6.59 ).
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OPTUPOBHM

COXpaHMTh OTMeHa WmnopT IKENopT

HazBaHue Whatsapp

a6 il Tvn wa

whatsapp.com JlomeH M BCE.. v

Beero 1 CTpoka

Puc. 6.59. Pazgen «Monutuka > CnpaBo4Huku > Pecypcbi»

2. B pasgene NMonutuka cpopmmpoBaTth NpaBusio NOSIMTUKM Kak NOKa3aHO Ha PUCYHKe garnee,
no6aBnB CO34aHHbIA CMNCOK PECYPCOB (CM. ).

Co3path NpaBuno X

Mpaeuno Wcknovenne

BuntoyeHo © @

HazeaHue Block WhatsApp

KommeHTapwii BBeguTe KOMMeHTapuit

[efcTera

OCHOBHOE €D 3a6nokupoeats BJIDKMPOBKA: HapyLleH1e NOAUTHKY Ge30nacHoCTH
! [062BUTL JOMONHUTENBHOR AEMCTEME v

Yenoews

MCTOUHUK I

HazHaueHue B whatsapp x
PacLUMPEHHbIE HACTPOHKM MokasaTs

CoxpaHuTh OTMEHHTB

Puc. 6.60. NMpaBuno gns 6nokuposku WhatsApp

3. NMpumeHnTb Nonutuky. B pesynbrate, nocrne nNpUMEHEHWUsI MOMUTMKU MONb30BaTeNb He
CMOXET MOCETUTb 3TOT PECYPC M CTPAHULbI PECYPCOB C NMOOLIM U3 Er0 BEPXHWX NOAAOMEHOB.
BmecTo aToro B okHe 6pay3sepa oTobpasntca cTpaHuua GrTIOKMPOBKMY.

6.5.5.4. Mapkepbl npaBui1 KOHTEHTHOWN hunbLTpaLUn

Mapkepbl npaBmni KOHTEHTHOM ounbTpaLumn obnerdaroT NpoLecc noncka 1 ounsTpaLmm codbbITun
B pasgene Ctatuctuka > XypHan 3anpocoB ¥ genatot ero 6onee rubkum. [lononHuTenosHas
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MapKMpoBKa NO3BONSAET rpynnNMpPoBaTh COObITUSA KOHTEHTHOWN hMnbTPaLMmn No obLLeMy NpU3HaKy
BHE 3aBMCUMOCTM OT APYrnxX yCrioBMI B NpaBunax.

MpumeyvaHue

lpu co3daHuu mapkepa rpasusi KOHMeHMHOU hunbmpayuu Ha3eaHue Mapkepa O0/MKHO bbimb yHU-
KallbHbIM.

MapKepr npasuin KOHTEHTHOM (*)I/IJ'IpraLl,I/lVI MOXXHO CO34aTb:

o B pasgene Monutuka > CnpaBoyHuKK > Mapkepbl npaBun K® ¢ nomoulbto kHorku [o-
6aBuTb Mapkep.

Monutuka / CnpaBouHuku / Mapkepbl npasun KO @ TIpMMEHNTL NOAMTUKY

Jo6asuTb mapkep OVCK NO HA3BaHMIO Q

Hazeanue KOMMeHTapuit Co3pan MameHen
admin

> req_mark1 1
22.03.2023 1935

admin

> resp_mark2 2
22032023 1936

Puc. 6.61. CnpaBouHuk «Mapkepbl npaBun K®»

o [lpu cosgaHmnn npasun B pasgenax ®unbsrpauua sanpocoB N unbrpaumus oTBETOB.
[nsa aToro:

1. Haxxmnte Co3gaTtb npaBuno.

2. B none [obaBuTb gononHuTenbHoe AencTtBue BLibepuTe [Jo6aBUTL Mapkep B
XypHan. B Bbinagatowem cnncke otobpaxatoTcs yxe CyLeCcTBYyHLMEe B CPaBOYHUKE
Mapkepbl. YTobbl 3aa4aTb HOBOE 3HAYEHNE MapKepa, yKaKuTe ero B nore BHU3Yy CnmcKa.
Mocne coxpaHeHusa npaBuna HOBLIN Mapkep aBTomartuyecku Gyaget fobasneH B cnpa-
Bo4HMK Mapkepbl npaBun K®.
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Co3aath NPaBuUno X

BKNOYEHO L) (®) Mpaeuno Wckniouerre

Mpuopurer

[NeiictByA

OCHOBHOE © Pazpewnrs 3anpoc

[lONONKUTENBHO [l0BaBnTbL MapKep B ypHan

Ycnosus

McToYHMK

HasHayeHne

CoxpaHuTs OTMEeHuTh

[lns kaXxaoro npasua KOHTEHTHON PUNETPaLMM MOXHO Ha3HAYUTb HECKONbKO MapKepoB.

MpumeyaHne

lpu cosdaHuu Yepe3 KOHCMPYKMOP rpasusi Mapkep cosdaemcs ¢ nycmsbim rioriemM KommeHma-
pull, KoOmopoe MOXHO 3arofHUMe rno3dHee 8 cripagoyHuke Mapkepbi npasun K®. Omo none
HeobsizamersibHO, HO OHO TOMO2aem PacKPbIMb CMbIC UMU HasHaYeHue MapKepa.

Mocne cpabatbiBaHusA NpaBuna Mapkepbl OyayT otobpaxarbcs B 3anucax XKypHana 3anpocos.

MpumeyvaHue

Lonyckaemcsi noemopHoe ucnonb308aHue 00HO20 MapKepa 8 pamkax 00Ho20 fpasuna. [pu smom
deticmeus Jo6aeums MapKep & XKypHas ¢ 00UHaKO8bIMU Ha38aHUSIMU MapKepoe rocre rnepesazpy3Ku

criucka npasusn 6ydym obbeduHeHbI 8 00HO, a 8 XKypHan 3anpocoe bydem 0obaeneHo mosibKo 0OHO
3Ha4yeHue.

Mpwn 06paboTke 3anpoca HECKONbKUMYM NpaBuiamMy ¢ MapKUPOBKON B OQHOM UIN HECKONbKMX

CINOSIX KOHTEHTHOW (hUnbTpauuM Bce Mapkepbl NpasBun GyayT nocnegoBaTtenbHO A06aBneHbI
B 3anvcu XKypHana 3anpocoB.

MpumeyaHue

Mapkepsbi, ucronb3yembie 8 KakoM-ubo cywecmsyrouwemM npasurne, He Moaym bbimb ydarneHsl.

Ums mapkepa ucrionb3yemcs rpu rnomemke cobbimusi 8 XypHasie 3anpocos. VaveHeHue umeHU
Mapkepa rpusedem K riosienieHuto 3anuceli 8 XXypHarse 3anpocoe ¢ HoO8bIM yKa3aHHbIM UMEHEM, HO
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He r10380/1Um 8bIrNoJIHAMb d)unbmpauwo 10 cmapbIM 3ariucsm. I7pu Heobxodumocmu peKomeHOyemCFI
co30asamb HO8bIl Mapkep, a He USMeHAMb cyuu—:-cmeyfouwa.

Ecnu mapkep 6onbuwe He ucrnosib3yemcsi Hu 8 0OHOM ripasursie rnosiumuKu, OH Moxem 6bimb yoareH.
OO0Hako amo cOeraem HEBO3MOXHbLIM ¢huslbmpayuUio paHee 3apesucmpupo8aHHbIX cObbimud, nome-
YeHHbIX amum mapkepom 8 XypHasie 3anpocos.

B cTon6ue KommeHTapuit pecypca MOXHO NPOCMOTPETb AOMNOMHUTENBHYH UHOPMALIMIO O
pecypcax, K KOTOpbIM Mofib30BaTeNb Nonyyan Unm neitancs nonyYynTb AocTyn (ecnv MHGop-
maums 6bina gobaeneHa paHee B pasgene Monutuka > CnpaBo4HuKK > Pecypcbl 4ns KOH-
KPETHbIX LWaBnoHOB MMeHU pecypcoB B none KommeHTapui).

Takke Mapkepbl NpaBu NoMmoratroT 6onee rmbko BbINONMHATL unbTpaumio B XKypHane 3anpo-
COB anga otbopa NoMeYeHHbIX cobbITMI Npu hopMMpoBaHUK OTYETOB. [Inga aToro B pasgene
Cratuctuka > XXypHan 3anpocoB > 1o yanam dunbTpaumm Haxmmte kHonky Ewe n Bbibe-
pute ®UNLTP NO MapKepam.

MpumeyaHue

B mekywel peanusayuu ¢unsmpauyusi 8 KypHarne 3anpocoe docmyrnHa morsbKo 058 omyema lMo
y3nam ¢punbmpayuu.

pL3

Solar NGFW =

KypHan 3anpocos /110 y3nam dunbTpaLmm v
<Orver He coxpater> Coxparvms v C 10cex v

Mepvop Vanbl uAsTpaLUMK Pecypcsi Konokiku 3anpocs

savenens £ (ENY Bl 7-2spec vcrosua | ewes ] v Bee

> Ipachmkm 3anpocos DUNLTP N0 Mapkepam
)KypHan 3anpocos 1P-azipec cepBepa HasHadeHvs
Tun nposepkyt
XypHan (nepBbie 500 cTpoK)
HTTP-Kop

1P-afipeca UCTouHMKOB

1 55, Allow. s
oy tes2 play.google com 1021421657 CONNECT for  METHOD(CONNECT)
=D 55 PexVM NPoKCH

55, Nepexon K Tin QmsTpaM
cnoio icap
Request,
flepexon K
cnoio
white_list,

17012025 o flepexon Kk

& play.google.com 1021421657 /log

09:1535 cnoio lcap
Response,
lepexon K
cnoio
3agepuene
o6paorin
nonwTi

Puc. 6.62. ®unbrpaumsa no mapkepam

Ncnonb3oBaHne mapkepoBs Npu unsTpaLmumn No3BonsaeT UTHOPMPOBaTb Pa3NNYnS B 3HaYEHUSAX
APYrMX NPU3HAKOB CODbITUS, paHee ABNSBLUMXCS rPYNNMpYoLLMMKN aniemeHTamu. MNpu cosgaHnm
npaBu KOHTEHTHON (PUNBTPALMKN C MOMOLLLI MapKepOB MOXHO NOMMYECKU CrpynnupoBaThb
cobbITUSA, HE UMetoLMe APYrMX OBLMX NPU3HAKOB.

B pacKpbiBalOLWLEMCA CIUCKE TMPU HaXaTun KHOMKKU Ewe B )Kypl-lane 3anpocoB AOCTYMNMHO
TaKXe BKIHo4eHne yCrioBud CbI/IJ'IpraU,I/II/I Tun (bl/lanpaLIVIM. Mone coaepxiT paCKprBaI'OLU,I/IVICFI
CMnnMCcoOK C Tnamm (*)I/U'IpraLI,VII/I N MPUMEHAETCA TOJIbKO BMECTE C Nonem ¢VI.I1I:>Tp no MapkKepam.

Mo ymonyaHuio 3HayYeHue B nonie Tun cpunbTpauum yctaHoBNEeHO B 3HadeHue Mokuin
dunbTp. 370 3HAUMT, YTO 3anuch XKypHana 3anpocoB OyaeT NpMcyTCTBOBaTL B OTHETE, €CIu
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B Hen nNpucyTcByeT XOTa 6bl OAMH U3 BBEAEHHbIX MapkepoB. Takown punsTp noneseH, ecnu
[0CTOBEPHO HEN3BECTHO, Kakmne npasuna Mornu cpaboTtath B xoge 06paboTku 3anpocos/oTBe-
TOB U Kakne mMmapkepsbl 6biniv 3anvcaHbl B )KypHan 3anpocos.

3Ha4veHne B none Tun c¢mnbTpaumm Moxet ObiTb M3MeHEHO Ha CTporoe coBnageHue. B
3aToM cny4vae 3anuch XXypHana 3anpocoB 6yaeT npuMcyTCTBOBaTb B OTYETE, TONBKO €CNU B
HeW NPUCYTCTBYIOT yKasaHHble MapKepbl M OTCYTCBYIOT T€, KOTOPbIE HE YKa3aHbl B norne dunesrp
no Mapkepam. 3TO NO3BOSISIET BbINOMHUTL OTOOP COBLITUIN, COOTBETCTBYHOLLUX CpabaTbiBaHUIO
CTpOro onpegeneHHoro npasuna unn Habopa npasun BHE 3aBUCMMOCTU OT APYrMX YCrOBUMN.

Mpwu BKMOYeHUN ycnosua AUALTP MO Mapkepam B CTpoke unsTpauumn nossnsgeTcs none
CO 3HaveHneM no ymonyaHuio Bee. Takon puneTp He HakNagblBaeT HUKAKNX OrpaHUYeHUn Ha
BbIGOPKY cOoObITMIA. [Tone HegoOCTYNHO AN pefakTMpPOoBaHKS, OAHAKO NO3BONSET BbIbpaTh MH-
TepecyLine 3HaYeHNa MapKepoB U3 CyLLEeCTBYIOLLMX B crnipaBoyHuke Mapkepbl npaBun KO.

6.5.5.5. ®annbi

Solar NGFW nosBonsieT counsrpoBath Tpadumk no darnam, 3anpoLleHHbIM Nofib30BaTeNsiMu.
[aHHas punsTpaumna ocHoBaHa Ha NPoBEpPKE MO XeL-PYHKLMSAM, pasmepam hannos u gpyrum
atpmbyTtam, KOTOpble NOMOratoT onpeaenUTb OTHOCUTCS N harin K Bpe4OHOCHOMY NporpamMm-
HoMy obecnedeHnto. C NOMOLLLIO CNMcKa 3anpeLEHHbIX hainioB MOXXHO OFPaHNYNTL 3arpy3Ky
annos, KOTOPble HE COOTBETCTBYIOT TPEOOBAHUSAM KOHTEKCTHOM OUNbTPaLNKN AAHHBIX B CETU
NHTepHerT.

[Ona ypobctBa ucnonb3oBaHusa annbl obbegnHeHbl B rpynnbl (cnuckn). dopmmpoBaHue
cn1cKoB hannos BbinonHsieTcs B pasgerne Monutuka > CnpaBovHukn > ®annbl (Pruc.6.63).
O6Lwme npmHUMnbl paboTbl CO CnpaBovHMKaMm onncaHbl B pasgene 6.4.3.

2% Solar NGFW ) aQ £

Movck no pasaeny (B AaHHOM cnyyae no

Hacrpoitku Wmnopt 3xcnopt MNonutuka / CnpaBoyHuku / @aiinbl @ Ha3BaHMIO CrNCKa ¢amoa)

TlpumenvTL noaMTHKy
X% MEXCETEBOV 3KPAH Jlo6asuTh cnvcok paiinos MovCK N0 Ha3BaHMIo Q

22 KOHTEHTHAS UIIBTPALIS Ha3sanme Co3pan Vamene

_ admin
TecToBbie (paitnbi
05.05.2023 23:00

BHELLIHVE MOAK/TIOYEHNA
admin

Bpe/IOHOCHbIE IPOrPaMMbl
(= s 05.05.2023 23:17

@ OBBEKTDI MOMATUKU —
- Xew-yHkumn
05.05.2023 23:18

admin
05.05.2023 23:18

0] cnPABOYHMKYM Qaiinbl
Anpeca 3/1eKTPOHHOM NOYThI
Kiiouesble cioa
Pecypcbl
Mapkepbl npasun KO

@ainsl

&7 WAB/OHBI

Puc. 6.63. Pazpen «lMonutuka > CnpaBoYHUKM > Pannbi»

[na nobasneHnsa HOBOro cnucka pannos Heobxoaumo B pasgerne NMonutuka > CnpaBoYHUKU
> daunsoil:

1. Haxatb kHonky [lo6aBuTb cnucok cannos (Puc.6.64).

2. 3anonHuTb cneagyoLime Nons U HaxaTtb KHOMKy CoXpaHUTb:
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o HasBaHue — Ha3BaHwue cnucka ¢annos (He 6onee 200 cnmBonoB);
o 3HayveHue — 3Ha4vyeHue atpubyTa canna (He bonee 200 cumBoONoOB).

e Twun npeHtudukauum danna — Boibop atpmnbyTta, KOTOPLIN OAHO3HAYHO onpeaenseT
dann (cm. Tabn.6.32);

o KommeHTapum — gononHuTenbHble cBeaeHus o hanne (ykasbiBaTb Heobs3aTenbHO; He
6onee 500 cnmBonos).

MpumeyaHue

B 3asucumocmu om ebibpaHHo20 mura udeHmudgbukayuu ¢hatina, gpopmam eeoda daHHbIX Oris o
3HayeHue 6ydem omnudyambcs. Hanpumep, ecnu e kayecmee ampubyma chalina ebibpame €20
pasmep, mo rpu 88o0e cUMBOII08 NTamUHCKO20 asighasuma 8 rosie 3Ha4eHuUe omobpazumecs coom-
semcmeyrouee npedyrnpexoeHue.

CnpaBo4HUKK

lloBasuts cnmcox dhainos

Hazsanwne CozpaM WameneH

admin admin
TexcToBble hafns! _l
2 17.04.2020 18:29 23.04.202010:31 CI G

BaxHbie (hainnl HloGassTs nanvse o adine ou lapameTpam aQ, Munopt

: DAL ANA TECTOR
Dains ANA TECTUPOBAHK:
Tun naexTugakauMm daina CozpaH WimeneH HommeHTapui
admin admin

N5 e 5
L N 170420201901 200420202223 i

admin admin
17042020 19:.00  20.04.2020 22:26

Puc. 6.64. [lo6aBneHne cnucka annos

Tabn. 6.32. Nepe4veHb aTpMOYTOB ANA NpoBepku ¢pannos

HasBaHue OnucaHue

MD5 Mouck dparna, xeww-pyHKUMS (YHUKanNbHbIA naeHTUdukaTop
dharvina, nony4YeHHbIM Npyn noMoLum anroputma MD5) koTtopo-
ro NMONHOCTBLIO COBNAAaeT C 3ajaHHOWN CTPOKOW CMMBOJIOB

SHA1 Mowuck dhanna, xelw-yHKUMS (YHUKanbHbIA naeHTudunkaTop
darna, nonyyeHHbIn npy nomoLm anroputma SHA1) koto-
pOro NOMHOCTbLIO COBMNaAaeT C 3afjaHHOM CTPOKOW CUMBOJIOB

SHA256 Mouck dparna, xeww-pyHKUMS (YHUKaNbHbIA aeHTUdUKaTop
davina, nonyyeHHbIn npy nomoLn anroputma SHA256) ko-
TOPOro MONHOCTbLIO COBMNAAAET C 3aJaHHOM CTPOKON CUMBO-
nos

Umsa canina (PerynsipHoe BblpaxkeHue) Mouck parna, B Ha3BaHWM KOTOPOro COAEPXKUTCA perynsp-
HOe BbIpaXKeHue

Mwms ganna (PaBHoO) Mownck cparina, Ha3BaHWe KOTOPOro MOSMIHOCTLIO coBMagaeT
C 3ajaHHOM CTPOKOM cMMBOMoB (He 6onee 200 cnmBonoB)

Pasmep dpanna Mouck dharina, pasamep KOTOPOro COBMafaeT C 3adaHHOW
BenuunHow (pasvep channa onpegensercsa B 6anTax)
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6.5.5.6. GeolP

B nonutukax dounsrpaunmn Solar NGFW moxHO ncnonb3oBatb Habopbl IP-agpecos/noaceten,
npvHagnexalnx K KOHKPETHOMY reorpadou4eckoMy pervoHy.

B pasgene MNonutuka > CnpaBoyHukn > GeolP npeacrtaeneHa aktyanoHas 6a3a o6beKToB
GeolP B Buae tabnuubl. O6bekTbl B Tabnuue otcopTupoBaHHbl no Ttuny (Ctpana, Cotos,
KoHTuHeHT). B 6a3e npucytctBytoT 250 cTpaH, 7 koHTuHeHToB, CHI™ n EBpocotos.

Solar NGFW
Hacrpoiiku Wmnopt xcnopt Monutuka / CnpaBoyHukn / GeolP @

nouck o IP-apecy

: KOHTEHTHASA ®U/IbTPALIUA

Tvn

EIQ BHELLIHUE NOJKMHOYEHUA

EBDOHH Kontunent
@ OBbEKTBI MONMTUKN
Tokenay —

{0 crPABOYHMKM

fimaika Crpava

AIpeca 3neKTPOHHOM MoYTb!
Mexcuka Crpava

Knioyesble ciosa
Kiopacao Crpava

Pecypcbl
W3pannb Crpava

Mapkepbi npasun KO
EC Coio3

Datnbl
Cent-Jliocns Crpaa

GeolP
Hosas Kanepjonus Crpaa

&7 WAB/OHDI Nataus Crnana
Puc. 6.65. Pasgen «Monutuka > CnpaBo4Huku > GeolP»

UTtoObl NpoBEpUTD, K KAKOMY reorpaduyeckomy oobekTy npuHagnexuT IP-agpec, ykaxuTe ero
B CTPOKe Moncka B MpaBoM BEPXHEM Yry.

6.5.6. LLIaGnoHbI 3aronoBKOB U CTPaHUL,
6.5.6.1. JloGaBneHue 3aronoBKa

[na nobaBneHusi 3aronoBkoB nNpu obpaboTke HTTP-3anpocos co3gante oguiH UNn HECKOSbKO
wabnoHos. B pasaene Monutuka > LLabnoHsbl > [lo6aBneHue 3aronoBka. OoLme NnpnHUMNbI
paboTbl ¢ WabnoHamu onucaHbl B pasgene 6.4.3.

Jnsa co3paHuna wabnoHa:

1. NepenanTte B COOTBETCTBYHOLLMI pasgen n Haxmnte kHonky [lobaBuTb WwabnoH gobaene-
HusA 3aronoBka (Puc.6.66).

2. YkaxuTe nvs wabnoHa (He 6oree 200 cMMBOMOB), a TaKXe yKaXxuTe HeobXoAMMble 3HaYeHUA
ANA ero cosgaHus:

e Llla6bnoH ana HasBaHuna HTTP-3aronoBka — HaumeHoBaHue HTTP-3aronoBka unu
WwabnoH HaMmeHoBaHuA (He 6onee 200 cMmBONOB);

e LWabnoH ana 3HayeHua HTTP-3aronoBka — 3HadyeHne HTTP-3aronoska vnu wabroH
3HayeHuna (He 6onee 500 cumBonoB.);

o KommeHTapuw — gononHuTenbHble CBeAeHMs O WabnoHe (ykasbiBaTb HEO0S3aTENBHO;
He 6onee 500 cnmBonoB).

O SOLAR 152



3. HaxmuTe kHonky CoxpaHuUTb.

[LIabnoHbl / [JobaBNEHWE 3aronoBKa

Jlo6aBuTh WaGnoH A06aBNEHWA 3aroNoBKa

HazeaHue Co3paH HameneH
admin
18122018 1130

3aronosxn

CoxpasTs Ormena Wwmnopt awcnopr |

Haszeanme : User-Agent

LWaGnoH AnA HaszsaHWA HTTP-  WaGnod gnA 3Havedua HTTP- Co3gad WaMeHeH KoMmeHTapHA

supaadmin

User-Agent YOYO 0942 2018 16:27

KOMMEHTapHA

supaadmin

— 7 YOYn?
User-Agent2 YOYO2 09122018 19:27

Puc. 6.66. ®opmupoBaHue wabnoHa ans gob6aBrneHns 3aroroBka

[lna noGaBneHnst HOBOro YCrnoBus Ha AoGaBrneHne 3aronoBka, HaxMuTe KHomky [lo6aBuTb
Wa6noH B CTpoke chopMUPOBAHHOIO YCIOBUS.

6.5.6.2. UsmeHeHuUe 3aronoBKa

[lna nameHeHus 3aronoBkoB npu obpaboTtke HTTP-3anpocoB cneayeT co3aatb O4MH UK He-
ckonbko wabnoHoB B pa3sgerne Monutuka > lWabnoHbl > U3meHeHne 3aronoBka. Obwwune
NpUHUUNbI paboThl ¢ WabnoHamm onucaxbl B pasgene 6.4.3.

[nsa co3paHusa wabnoHa Heobxoanmo:

1. MNepenTn B COOTBETCTBYIOLLMIA pa3gen N HaxaTb KHonky [lo6aBuTb WabnoH n3amMeHeHusA
3aronoBka (Puc.6.67).

2. YkasaTb ums WwabnoHa (He 6onee 200 cMMBOMNOB), a Takxke yka3aTb HeobxoanMble 3HaYeHUS
ans ero cosgaHus (cm. Tabn.6.33).

3. HaxaTb kHonky CoxpaHUTb 1 MPUMEHUTb MOSTUTUKY.

Tabn. 6.33. NepeyeHb aTpubyTOB ANsA (hopMMpoOBaHUA LWaGNoHa

HasBaHue OnucaHue

LLlabnoH ana HasBaHua HT TP-3aronoBka HaumeHoBaHue HTTP-3aronoska unv wabnoH Hanme-
HoBaHwusi (He 6onee 200 cumBOMOB)

LLlabnoH ans sHavyeHnsa HTTP-3aronoska 3HayeHne HTTP-3aronoBka nnm wabnoH 3Ha4eHus (He
6onee 500 cumBornoB)

LLlabnoH ans 3ameHsieMon YacTn 3Ha4YeHns 3HadeHne N3MEeHAEMOM YacTK 3arofioBka mbo wabnoH
3HayeHus (He 6onee 500 cumBonoB)

Ha yto 3ameHunTb 3HayeHune, Ha koTopoe ByaeT U3MeHeHa YacTb, 3aaH-
Has B npeablayliem none (He 6onee 500 cMMBONoOB)

KommeHTapuit HononHutenbHble cBeAeHNs O LwabnoHe (ykasbiBaTb
Heobsi3aTenbHO; He 6onee 500 cumBonoB)
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Nonutuka / Labnoxbl / U3MeHeHve 3aronoBka @ TIPUMEHHTS NOAMTUKY

J1063BUTb CNMCOK WAGNOHOB U3MEHEHWUA 3aroNOBKOB MoncK No HasBaHuio Q

Hazeakue Co3paH M3MeHeH
admin admin

W3mMeHeHWe KOHTeHTa GI ﬁ
17072024 22°28 17.07.2024 2242

Hazeakue Co3paH M3MeHeH

3 Coxpahntb Ormena JoGasuTb wabnox Wmnopt KcnopT ﬁ

Hazsahue M3MeHeH e KOHTEHTa
KommeHTapuia BeeauTe KOMMEHTApPHiA

Co3paH eHe ¢ eHTapUA

admin EL]

content_type text/html; charset=ut... 1707 2024 22-28 17.07 2024 22-42 Beeure Ko|

Puc. 6.67. ®opmMmupoBaHMe IabrioHa Ansi U3AMEHeHUs 3arosioBKa

[na pobaeneHust HoBOro wabnoHa Ha M3MeHeHWe 3arofioBka HEOBXOAUMO HaXKaTb KHOMKY
[o6aBuTb Wa6NoH B CTpoke chOPMMPOBAHHOIO YCIOBUSI.

6.5.6.3. YopaneHue 3aronoBkKa

[na ynaneHns 3aronoBkoB npu obpaboTtke HTTP-3anpocoB co3gante OoguMH MM HECKOSbKO
wabnoHoB B pasgene Monutuka > WabnoHbl > YaaneHue 3aronoBka. O6wmne npMHUMNbI
paboTbl ¢ WabnoHamu onucaHbl B pasgene 6.4.3.

[ns cosgaHna wabnoHa:

1. NepenanTte B COOTBETCTBYIOLLNIA pasaen u HaxxMmnte kHonky [lo6aBuTb WabnoH yaaneHus
3aronoBka (Puc.6.68).

2. Ykaxute nvs wabnoHa (He 6onee 200 cumMBONOB) N HEOOXOAMMbIE 3HAYEHUST ANS ero co-
30aHuUs:

e LWabnoH ana HasBaHua HTTP-zaronoBka — HaumeHoBaHue HTTP-3aronoBka wunu
WwabnoH HammeHoBaHuA (He 6onee 250 cMmBONOB);

e LllabnoH ana 3HayeHua HTTP-3aronoBka — 3HayeHune HTTP-3aronoska nnu wabnoH
3Ha4deHus (He 6onee 500 cnmBonoB);

o KommeHTapuw — gononHuTenbHble cBegeHMs O WwabnoHe (ykasbiBaTb HEOOA3aTeNbHO;
He 6onee 500 cnmBonoB).

3. HaxmuTte kHonky CoxpaHUTb 1 NPUMEHUTE NOMUTHUKY.
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LlabnoHo / V)

A063BHTE WAGNOH YAANEHUA 3aroNoeKa

Hazgauue Coanau Hameuex

admin
18122018 1130

del1

CoxpaHuTe Wmnopr IxcnopT ﬁ

Ha3BaHue: any

Wabnon gna vazsanua b Wabnow gna 3navenwn b Cozgan Wamenen KommenTtapmia

User-agent .

Puc. 6.68. ®opmupoBaHue WwabnoHa Ans yaaneHusi 3aroyioBka

Onsi nobGaBneHnss HOBOTO YCNOBWUsSi Ha YyAaneHuWe 3arofioBka B CTPoOke CHOPMMPOBAHHOMO
YCITOBMSI HAXXMUTE KHOMKY [lo6aBUTb LLIAbMoH.

6.5.6.4. LLUa6noHbI cTpaHuy

LabnoHbl cTpaHUy cnyxaTt Ons aBTOMaTtuyecKoW reHepauun yBeAOMUTENbHbIX CTPaHWuLL.
Bo3moxHo ncrnonb3osaTk npegonpeneneHHbIi TeKCT U NoACTaHOBKY TOW UM MIHOW MHGpopMaLumm
0 nepefaHHbIX MO CeTU AaHHbIX, KOTOPbIE NOCYXWUMW NPUYUHON OTOBpaXKeHNs yBEAOMIEHNS.
MpumepoM ncnonb3oBaHUA WabnoHOB MOXET 6bITb 0TOBpaxeHue coobLleHnin 06 owmnbkax,
TEKCT KOTOpbIX onpeaensercs B LWabnoHe.

[na ynpasnenuns wabnoHamu cTpaHuy cneagyet B pasaerne Nonutuka > LLabnoHbl > La6bno-
Hbl CTPaHUU 1 BbibpaTb He0OXxoanMbIN WAabNoH nnu co3gartb HoBbIN. [Ns oTobpaeHus co-
aep>xmmoro wabnoHa HeobxoauMo HaxkaTb B Ntobon obnactv CTPOKM C COOTBETCTBYHOLLNM
LwabnoHom.

O6Lwme npMHUMNbI paboThkl ¢ WabnoHamMu onucaHbl B pasaene 6.4.3.

LabnoH moxHO co3gasaTb B Buae HTML-gokymeHTa, B TOM yncne ¢ nsobpaxeHvem. [Ang
atoro B Solar NGFW BctpoeH peaaktop TinyMCE v4, koTopbIn NO3BONSET:

e opmuposaTb Tabnumubl;

nMcaTb U pegakTMpoBaTb UCXOAHbIV KO,

paboTaTb C TEKCTOM, UCMONb3YSA Pa3NnUYHble MHCTPYMEHTbI (POPMaTUPOBAHUS;

BCTaBNATb I/I306pa)KeHVIFI N CCbIJTIKN Ha Be6-pecprbl;

BbIMOMHATb NPEANPOCMOTP CTPaHMULbI.
[na dbopMmpoBaHust Unu pegakTMpoBaHus WwabnoHa cTpaHuubl Heobxoanmo:

1. HaxaTtb kHonKy [Jo6aBuTb LWAOMNOH CTpaHuLbl 1 chopmMUpoBaTh LABMIOH C NOMOLLbIO
obbekToB aAnd pabotbl ¢ HTML-0oKyMEHTOM, KOTOPble HAXoOATCS Ha NaHEeNN NHCTPYMEHTOB
(Puc.6.69).
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2. Haxatb kHonky CoXpaHUTb U NPUMEHUTb MOMUTHUKY.

LLIabnoHsl / LLIabnoHbl CTPaHUL

J06aBHTE WAGN0H CTPAHHLII

Hazsanme CoagaH Hamenen

admin
18122018 11:30

confirm

Coxpanmts  Oimesa

HazBaHmne

KoMMEHTapHA CTpak ANPELEHHOMY CAATY

HTML Pegaxtop

Manenb
MHCTPYMEHTOB

NMpocTtute, HO He ceroaHA!

,

9
%

€

¥

Puc. 6.69. ®opmupoBaHMe WIaGIOHa CTpaHULbI

B tekcte HTML-goKyMeHTa MOryT MCNOMb30BaTbCA NOACTaHOBOYHbLIE CUMBOSbI, ONpPeAeneHHble
B cucteme (cm. Mpunoxenue C, Ucnosib308aHuUe nodcmaHO80YHbIX cumeosiog). OHu ByayT
aBTOMaTUYECKN 3aMEHATLCA KOHKPETHBIMU 3HAa4YEHNSIMU B NpoLiecce reHepauum yBeaoMuTenb-
Horo coobueHns. NoacTaHOBOYHbIE CMMBOSbI BO3MOXHO BbliOpaTb B pacKpbiBaloLEMCH
cnucke MapameTpbl NOACTAHOBKWU Ha NaHeENN MHCTPYMEHTOB.

6.6. Mpumepbl HACTPOUKN NONUTUKN PUNBTPaLUN
[anee npmeeaeHsl NpUMepPbl HACTPOWKM NPaBUI1 U UCKIIOYEHWIA A1 pELLEeHNA pearibHbIX 3a4ad.

B kaxaoMm pasgene onvcaHo hopMupoBaHue npasuna u/vnm UCKMYeHUs KOHKPETHOIO Crost
NONUTUKN PUNBTPaLUK B 3aBMCUMOCTU OT NOCTaBINEHHOW 3aauun.

[nsa nonyyeHns nogpobHbIX cBegeHUIN 00 MHCTPYMEHTAX NOSIMTUKA U yNpaBieHnM M1 nepen-
ouTe B pasgen 6.5.

6.6.1. Ucnonb3oBaHUe MeXCeTeBOro 3KpaHa B nonuTuke dunbsrpaumm
6.6.1.1. BnoknpoBka pecypca no IP-agpecy

3apaua: 3anpetuTb JocTyn k pecypcy vk.com no ero IP-agpecam
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Mopsaaok AencTBMn Ansa pelueHns 3agadn:
1. Y3nanTte IP-agpeca, npucBoeHHble vk.com Ha cante https://whois.ru/.

2. B pasgene Monutuka B cnoe MexceTteBomn akpaH > @unbTp TpaH3UTHOro Tpacdumka co-
30anTe NpaBumo U YKaxuTe napaMeTpbl HAacTponku (cM. Puc.6.70).

3. CoxpaHuTe npaBuio 1 NPUMEHUTE NOSNUTUKY.

MpumeyaHue

lpu GaHHOU Hacmpolike NOAUMUKU cmpaHuya ¢ WwabroHoMm 6rIoKUPOBKU He omobpaxaemcs, m.K.
3anpem udem Ha cemesgoMm yposHe L3.

OUALTP TPAH3UTHOTO TPatVKa: CO3AaTb NPABUN0

|

BrtoueHo D
HassaHue 3abnokuposatb VK
KommeHTapui BBefjuTe KOMMEHTE
Mpuoputet
puop AT T Beero | n e: 4
MypHan1poBsaTh
[NleiicTeine € 3anpetus
DparMeHTUPoBaHHbIA
Tpachuk @UILTP TPaH3UTHOTO TPA(MKaA: CO3aTh NPABUIIO X
CocTofHKe CoeNHERMA No6oe BRIIOYEHO D

DparMeHTMPOBaHHbIA

BXOLALLMI NHTEpENC TpaprK

. - CocTosiHVE coeiuHeHNs Nio6oe
Wcxopawmii unTepdeiic Beepure

BXOAALLMA UHTEpdeiiC

VIcxoAsiumi nhTepdeiic

VCTOYHMK

HasHayenne © 84.240.190.0/22 x  © 87.240.139.0/22 x ¥ 93.186.255.0/22 X
TpoToKonbl NioGol
MopTel HazHayeHus He 3agaHo

MNprnoxerns He ucnonb3yetcs

Coxparmte Ormenns

Puc. 6.70. ®opmupoBaHue npaBuna

6.6.1.2. BrnoknpoBKa nosib3oBaresis nyTemM ero uaeHTudnKkaLummm Ha ceTeBoM ypoBHe: no
MAC-agpecy

3apava: 3abnoknpoBaTb nonb3osarenen no MAC-agpecy yCTPOMCTB, C KOTOPbIX OHU BbIXOOAT
B ceTb VIHTepHeT

Mopsagok AencTBMn Ansa pelueHns 3agadn:
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https://whois.ru/

MpumeyvaHue

Briokupoeka no MAC-adpecy pabomaem morbKo rpu 8b160pe 8Xx008WUX UMU MPaH3UMHbIX akemos.

1. B 3aBUCMMOCTM OT HanpasneHusa Tpadurka BbibepuTe Hy>XHbIV cnon B pasgene Monutuka
> MexceTeBou 3KpaH: PUnbTP TPaH3UTHOro Tpaduka nnn dunsTp BxoasLero Tpadumka

(cM. Puc.6.71).

MpumeyaHue

B o0Hom npasune 3adatime ycnosue u Ha MAC-adpec, u Ha ripusnoxeHusi. Ecnu e none McmovHuk
(Onia exo0dsiWe20 U mpaH3umMHo20 HarpaerneHusi) 6ydem esedeHo 3HayeHue MAC-adpec, nosne
TMpunoxeHust cmaHem HeakmuU8HbIM Orisl YCMaHOB8KU 3HadeHUl.

2. CoxpaHuTe NpaBuiio U NPUMEHUTE NOSNUTUKY.

OUALTP BXOAALETO TPahuKa: CO3aTh MPaBUIIo

‘

BrntoyeHo

HassaHue
KommeHTapuit
Mpuoputer

¥ypHanvpoBaTb

[eiicTBre

CocTosHue coeanHeHus|
Bxogswwmit uHTepenc
VcTounHmk

HasHauexue

MpumeyvaHune

)

Brok

o OuALTP BXOAALLETO Tpadhnka: C3AaTh MPaBUIo X

BkntoyeHo D

@ 3anperums
[NeiicTBre O 3anpeTutb
CocTosiHve CoevHeHMs|
Bxopauwmii uHTepcenc

o £8:0c:ac:0C:56:80 x —_

- UCTOUHMK w £8:0d:ac:0c:56:80 %
HasHauenne
MpoToKONbI TCP x

MopTel HasHayenuns

MpunoxeHus

Coxparurs Ormennts

Puc. 6.71. ®dopmupoBaHue npaBuna

Umobbl omobpaxamb XypHalbHble 3arnucu 0 cpabambieaHuu 3moeo npasusna e pa3dene Cmamu-
cmuka > XypHan coeQuHeHul, ycmaHosume cbriaxxok XXypHanupoeams.

6.6.1.3. O6beanHeHne UCTOYHUKOB 3anpoca nof ogHum IP-uHtepdericom (SNAT)

3apava: CKpbITb BpYYHYO AnanasoH IP-agpecoBs nokansHowm ceTn nog ogHum IP-uHtepdencom

(IP-agpecom)
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Mopsaaok AencTBMn Ansa pelueHns 3agadn:

1. B pasgene MNMonutuka B cnoe MexceTeBon 3KpaH > TpaHcnAuuMa agpecoB co3ganTe
NpaBumo 1 yKaxuTe napameTpbl HAaCTPonkn (cm. Puc.6.72):

o [encTBue — TUM CKPbITUS CTOYHMKOB 3anpoca;
o WUcTouHUK — nokanbHbIn IP-agpec nnu gnanasoH |IP-agpecos;
o WHTepdenc — ceteBon HTEPdENC ANA CKPbITUS;

o SNAT IP (BHewHu1 agpec) — IP-agpec, Ha koTopbii ByaeT 3ameHeH |IP-agpec nctodHnka
ansa Tpacduka NAT.

MpumeyaHune

Umobbl omobpaxamb XypHarbHble 3anucu o cpabambsigaHuu 3moeo npasusna 6 pasdene Cu-
cmema > XypHanbl, ycmaHosume chriaxxok XXypHanupoeams.

2. CoxpaHuTe NpaBunio 1 NPUMEHNUTE MONUTUKY.

Co3j1aTh NpaBuo X

BrnioyeHo D

HasBahve SNAT
KomMeHTapuii

Npuoputer &l Co3aath NpaBuno

|

BknioyeHo D
Deiicteue PAT (Masquerading)

[llevicTeue Destination NAT
ypHanuposaTb

JypHanuposaTb
WnTepderic ens192

Whtepceiic

WcTouHuK © 192.168.205.200-192.168.205.209 x

Vctounnk

HasHauenve

HazHaueHue 9 10.201.31.10 x

MnoTokon NMio6oi

Mpotokon cp

MopThl Ha3HaveHNs 440-450 x

Llenesoit afpec 10.202.32.10:8443

CoxparuTs OrmenuTs

Puc. 6.72. ®dopmupoBaHue npaBuna
6.6.1.4. dPunbTpaumna Tpadmka Ha OCHOBE NPUNOXKEHUN
3apava: 3anpeTuTb NpoxoxaeHune Tpadumka npunoxennsa YouTube gns Bcex nonb3oBatenen
Mopapok aeMcTBMN AN pelleHus 3apaun:

1. B pasanene MonuTtuka B cnoe MexceTteBow 3KpaH > ®UNLTP TPaH3UTHOro Tpadumka co-
30anTe NpaBwmo U YKaxuTe napaMeTpbl HAacTponku (cM. Puc.6.73).
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2. CoxpaHuTe NpaBusio v NPUMEHNUTE MOSUTUKY.

OUNLTP TPAH3UTHOTO TPA(MKA: CO3AATh NPABUIO

‘

BrntoyeHo D

HasBaHune 3anpeT YouTube

KommeHTapuit BeesuTe Ko

TpuopuTet e B OUILTP TPAH3UTHOTO TPA(MNKA: CO3AATb NPABUIIO X

ypHanvposatb BxntoueHo D
PparmeHTHPOBaHHbI
Tpadmk

Heiictane € 3anpetve
COCTOSIHME CORANHEHMS

DparmMeHTUPOBaHHbIA

Tpachux BXoAs LMt nHTEpDEC

COCTOSIHUE CORMHEHMS Nio6oe
Vicxopswmin nitepdenc

BxogAwmii uxTepdeic
UcTounuk

Wexopauwmn nitepdenc Beeaute uHTepeii

HasHauenue
MpoTtokonb!

Moptbi cTouHuka He 3apaH
[ONyCTUMO ToNbKO NS NPOTOKOAOE TCP 1 UDP

Npunoxexns YouTube x  YouTubeUpload x

Coxpatuts OtmeruTs

Puc. 6.73. ®dopmupoBaHue npaBuna

MpumeyvaHue

Ymobn! e pasdene XypHan coeduHeHuli omobpaxkanoch cpabambigaHue GaHHO20 rpasusna, 8 MeHIo
co30aHus npasusa ycmaHosume hriaxxok XKypHanuposame.

6.6.1.5. O6begnHeHne UCTOYHMKOB 3anpoca nog ogHum IP-uHtepdcencom (MASQUERADE)

3apaya: aBToMaTMYECKN CKPbITb Anana3oH IP-agpecoB nokanbHoW ceTu (MCTOYHUKM 3anpoca)
nog ogHum IP-nHtepdericom (IP-agpecom)

Mopsagok oencTBvUM ANsA pelueHns 3agaun:

1. B pasgene MNMonutuka B cnoe MexceTteBon 3kpaH > TpaHcnsAuma agpecoB co3fanTe
NpaBuio N YKaXXUTE NapamMeTpbl HACTPonkn (cm. Puc.6.74):

o [lencrtBue — TMn ckpbiTus IP-agpecos;
o WUcTouHuk — nokanbHbl IP-agpec unu gnanasoH IP-agpecos;

o WUHTepdenc — ceteBon nHtepdenc anga ckpbitus IP-agpecos.
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MpumeyaHune

Umobbl omobpaxkamb XypHarnbHble 3anucu o cpabamseigaHUU 3moeo npasusna 8 pasdesne Cu-
cmema > XypHanbl, ycmaHosume chriaxkok XXypHanupoeams.

2. CoxpaHuTe NpaBusio v NPUMEHWUTE MONUTUKY.

PepakTupoBath npasuno AUTO NAT X

BKIIOYEHO (@)
HasBaHue AUTO NAT
KommeHTapuia BBeAuUTe KOMMEHTapHH
JeicTeue ABTOMATHYECKMIT NAT (MASQUERADE)
HypHanupoeats
VICTOUHWK P 192168.205.0/24 x

IP, aHanazos suaa IP-IP uan MacKa RoaceT 1P
WHTepdeiic ens192

CeTe HTEpdenc. Hang he

OTmenuTs

Puc. 6.74. dopmupoBaHue npaBuna
6.6.1.6. CkpbiTue IP-agpeca HasHayeHuMA 3anpoca nonb3oBartensa (DNAT)

3apayva: nepeHanpaBuTb 3anpoc Nosb3oBaTens nyteMm npeobpa3oBaHNsa agpeca Ha3Ha4YeHust
B IP-3aronoBke naketa

Mopsagok oencTBUiM ANsA pelueHns 3agaun:

1. B pasgene MNMonutuka B cnoe MexceteBon 3kpaH > TpaHcnsAumMsa agpecoB co3fanTe
NpaBWIo N YKaXXNUTE NapamMeTpbl HACTPonkn (cm. Puc.6.75).

MpumeyvaHune

B rione Ljeneeoli adpec ykaxume sHewHUl adpec, Ha Komopbili HE06X00UMO repeHarnpasums
IP-adpec Ha3Ha4eHUs.

2. CoxpaHuTe NpaBuIio U NPUMEHUTE NOSNUTUKY.
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Co3path NpaBuno

|

BrnoyeHo D

HassaHue CKpbiTHE

KommeHTapui BeeguTe K eHT:
P - Co3paatb Npasuno X

MNpuopuTet XUTe N TeT Bceronpa  BritodeHo L)

Tei Destination NAT Deictene Destination NAT
encTene estination

JypHanuposaTb
¥ypHanuposaTb

WnTepdeic
WHTepdeic P

WcTouHuk
UcTounmk

HasHavenve 9 10.201.31.10 x
HasHavenne 9 10.201.31.10 x

Mpotokon Tcp
Mnotokon TP

MopTbl HasHaueHNs 440-450 x

Llenesoit appec 10.202.32.10:8443

Coxparms OrmeruTs

Puc. 6.75. ®dopmupoBaHue npaBuna

MpumeyaHue

Umobbl omobpakamb XypHarbHbIe 3anucu 0 cpabamsieaHuu 3moeo rnpasurna e pasdene Cucmema
> XypHanbl, ycmaHosume ¢priaxxok XypHanupoeams.

6.6.1.7. bnokupoBaHue HTTPS-Tpadumka
3apaya: 3abnokunposatb HTTP-Tpaduk ¢ nomowbio M3 n nDPI.
Mopapok aencTBMN AN pelleHusn 3apaum:

1. B pasgene MNonutuka B cnoe MexceTteBom 3KpaH > ®UnbTp TpaH3UTHOro/Bxogsiiero/mc-
xoasuwero Tpaduka cosgante nNpaBuUIio U yKkaxuTte napameTpbl HACTPOMKM:

o [punoxeHunsa — Safe > TLS;
e [poTtokonbl — TCP;

o [opTbl Ha3HavyeHua — 443, 8443.

O SOLAR 162



®UNLTP TPAaH3UTHOTO TPathMKa: CO3AATH MPABUNO X

BrnoyeHo D
OparmeHTUPOBaHHbIA

Tpacrk

CocTosiHWe coefiuHeHUs NMoboe

BxopAwmi uuTepdenc BoibepuTe nHTepheic

Mcxogawmin nHtepagenc

MCTONHUK NMo6onr
HasHaveHue NMo6oe
MpoTokonsl TCP x
MopTsl HasnaueHus 443 x 8443
JonycTtimo Tonbko ans npotokonos TCP u UDP
MpunoxeHna TLS x

Coxpanuts OTmenUTH

Puc. 6.76. ®opmupoBaHMe npaBuna

2. CoxpaHuTe NpaBuIio 1 NPUMEHUTE NOSUTUKY.

6.6.2. YnpaBneHue Beb6-cepucamu u npunoxeHusamm (nDPI)

3apava: ansa guanasoHa IP-agpecos 3abnokuposatb gocTyn k npunoxeHnio WhatsApp.
Mopsagok AencTBMn Ansa pelueHns 3agadn:

1. B pasgene Monutuka > MexceTeBom aKkpaH > ®UNLTP TPaH3UTHOro Tpadmka cosganTe
npasuno u ykaxute npunoxeHne WhatsApp.

2. COXpaHI/ITe npasuio n NpuMeHnTe NorinTUKy.
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‘

PeplakTupoBarb npasuno bnok WhatsApp

BruoyeHo D
HassaHue Brok WhatsApp
HommerTapui PefjakTupoBaTh nNpasuno bnok WhatsApp X
Npuopwrer 5 BknoyeHo D
®parMeHTUpPoBaHHbIA
ypHannposaTb Tpaguk
COCTORHME COEAMHEHMS
Jleiicteue 0 3anpeTuts
Bxopswwmii nitepderic
PparmeHTUpOoBaHHbIA
Tpadmk
Wcxopsiwmii uutepdeiic
CocTosiHume coeguHeHus
WcTouHmk ® 192.168.100.0-192.168.100.255 x
BxogsLmin nHTepdec P. auanason suaa IP-IP P
e Ha3sHayenue
Vcxopsiumin whTe pieiic P. ananasox suga IP-IP unu ma
MpoToKonsl
o
Moptbl HasHauenna
A uDP
Mpunoxerns WhatsApp x
Puc. 6.77. ®opmupoBaHue npasuna

lpu exmroHEeHHOM WUGhPOBaHUU 8 MOPPEHM-KITUEHMaXx Hesb3s pacrnodHame rnpomokosn BitTorrent
sHympu TCP-coeduHeHusi (nepedada daHHbIX Yepe3s rnpomokon UDP pacnio3Haemcsi). [pu omkioyeHuU
wughposaHusi demekmuposaHUe 8bIrNOIHAEMCS 8 nosiHou mepe, kak npu TCP-, mak u UDP-coeduHe-
HUU.

6.6.3. UckntouyeHue curHatypbl Ansa npasun CuctemMmbl npeaoTBpaLLeHns
BTOPXEHUW

3apava: UcknounTb NOXHOE cpabaTbiBaHMe BbIOpaHHOM curHatypbl npu pabote ¢ PKG-
dannamu. Hanpumep, 2017294 Ha ncnonbsyemom APM.

Mopsagok AencTBMn Ansa pelueHns 3agadn:

1. B pasgene NMonutuka B crioe MexceteBon 3kpaH > [pegorepalleHme BTOpPXKEeHUN CO-
30aNTe UCKMOYEHME U YKaXUTE NapamMeTpbl HACTPOWKM.

MpumeyaHue

MoxHo cgbopmuposampe HECKOILKO MU0 UCKITIOYEeHUU:
e 1o ID-cuezHamypsbl (cm. Puc.6.78),

® 10 Habopy napamempos: UcmoyHuk, HazHavyeHue, [Topm Ha3Ha4YeHusi (cm. Puc.6.79).

COXpaHVITe N NpUMEHNTE NONMUTUKY.
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Co3paTh UCKITIDYEHWNE X

BrnioyeHo ©
Ha3eaHue MCKMOYEHWE CUTHATY Dbl
HKommeHTapui 3anBKa Ne1502
MCKAYeHWE Ha OCHOBE 1D curHaTtyp (mpasun)
ID-CHrHaTy bl 2017294 x
OTMEHTE

Puc. 6.78. PopmupoBaHue ucksroveHus no ID-curHaTypsbl

Co30aTh UCKNIOYEHWE X

BruioyeHo ©
Ha3BaHue VICKNHOYUTh TPAtMK 0NA NONb30BATENR
HommeHTapui 3anBKa Ne1512
VICKAOYEHWE HA OCHOBE CeTeBbIx NapameTpoB
METOUHMK % 10.195.163.155
IP-anpec uaK macka noacetu IP/xx. OBA2ATENEHO ECAM HE YHAZAHB! OCTANbHbIE NONRA
HazHadeHve %3888
IP-anpec uaK macka noaceTu IP/xx
MopTel HA3HAYEHUA He 3apaHo

Puc. 6.79. ®opmupoBaHue UCKINOYEHUA No Habopy napameTpoB: UcTouHuK, HasHaueHue, MopT
Ha3Ha4YeHun

6.6.4. HacTtponka goctyna 6e3 ayTeHTUdMKauum

3apauva: BblgaTb BCEM Mosb3oBaTensiM KoMnaHum 4ocTyn K pecypcy drive.google.com Ge3
BBOAA NOrHa 1 Naporsi.

Mopsagok oencTBuUM ANs pelueHns 3agaun:

1. B pasgene Monutuka > CnpaBo4HMKM > Pecypcbl co3aatb CMMCOK, KOTOPbIN COOEPXNUT
B cebe cneaytoLime pecypchbl:

o www.googleapis.com;
e |h3.googleusercontent.com;

e play.google.com;
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e accounts.google.com,

e ssl.gstatic.com;
e crl.pki.goog;

® 0CSp.pki.goog.

2. B cnoe KonteHTHas counbstpauusa > loctyn 6e3 ayteHTUdMKaumm pasgena NMonutuka

cos3fatb NpaBuno 1 3agatb NapameTpbl Nnposepku (cM. Puc.6.80).

3. CoxpaHuTb NPaBuUo U NPUMEHUTb NMOSUTUKY.

Solar NGFW

TpenoTepallleHme BTOPKeHH

KOHTEHTHAS| OU/IbTPALIVA

JlocTyn 6e3 ayTeHTudmKaLm

THe HTTPS

Co3pars Npasuno

BHNIOYEHO

Hazsanue

KoMMeHTapuit

MpuopuTer

Google Drive

ianpasneme no ICAP

W Cessats

QunsTpaum 0B

Pexum Genoro cnucka

QunbTpauws oTeeToR Boozieome

BHELUHVE MOJKIIOYEHNS!
PacLUpeHHble HaCTpOFiKN
ICAP-cepBepbi

TpoKcy-cepeepbl

OBbEKTBI MOMTUKY

Puc. 6.80. PopmupoBaHue npasusna
6.6.5. UcknrouyeHune BekpbiTa HTTPS-Tpachuka nonb3oBatenen

3apava: ucknounTb pacumndposky HTTPS-Tpadmka ans otgenbHbIX COTPYAHUKOB, YTOObI
nony4nTb AOCTYN K Be6-noyTe.

Mopapok aeMcTBMN AN peLlleHus 3agaun:

1. B cnoe KoHTeHTHas c¢wmnbrpaumsa > Bekpbitne HTTPS pasgena MNMonutuka cosgatb
npasuno Bckpbltus HTTPS-Tpaduka (Puc.6.81).

MpumeyaHue

B nornisix UemoyHuk/Ha3HaveHue/3a20/108KuU 110 yMOSIHaHUK yKa3aHbl 3Had4eHus JTro6ou//Tro6oe/He
3adaHo. M3meHsImb 3HaqyeHus1 On1 peweHusi 0aHHoU 3adaqu He mpebyemcsi.
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Co3patb NpaBuno
MEXCETEBOV JKPAH
Biiovero . @ Mpasnno Vickniouerine
KOHTEHTHAS OU/IBTPALIAA
Hassanve BCKpbiTHe (8Ce)

yTeHTUgMKaLY

KommenTapuit BCKpbITh BeCh Tpachvy

Bekpbitue HTTPS
Npuoputer

VcTouHmk

QunTpaLWs OTBETOB e

BHEUHVE NOK/IOHERNA
3aronosku
OBbEKTbI NO/ITUKN

CMPABOYHUKY

LAB/IOHbI

Puc. 6.81. ®opmupoBaHue npasuna

2. CosgaTtb MCKNKOYeHUe, KoTopoe 3anpeTnt BekpbliBaTb HTTPS anga onpegeneHHbIX NnepcoH
npu ncnonb3oBaHny Be6-noYThl (M. Puc.6.82).

MpumeyaHue

B none McmoyHuk ykazams repcoHsbl, 8t Komopbix pacuugpposka HTTPS-mpacpuka He bydem
8bIMNOJTHAMbCA.

3. CoxpaHuTb U NPUMEHUTL MOSUTUKY.

Co3jaTb NpaBuno

BriodeHo D @ Mpasuno Vckniodenite
OunTp

Hassatve He BCKpbIBATH BEG-NOTH!
NAT

KommenTapuii

NpepioTBpalLeHye BTopxer|
Mpuopurer

KOHTEHTHAS OU/IGTPALMSA

o enmupucan JRASEEE 3 ViBaros Msar MsaHoB/Y

Bckpbitue HTTPS

HasHauetve 3 reprer-comymcaurs / BeG-nouTa

Tlepetianpasnenve no ICAP
3aronosku

QuUnLTPaLIA 3aNPOCOR

@unsTpaums oTBETOB

BHELUHWE NOAK/IOYEHNA

ICAP-cepBepbi

Puc. 6.82. ®opmupoBaHue UCKIHOYEHUA
6.6.6. UcknrouyeHune pecypcoB, KOTOpble OOHapPYXXUBaKT NogMEHY cepTudukarta

B Solar NGFW ¢ nomMoLLlbio KOHTEHTHOM bunbTpaumMm MOXHO BckpbiBaTb HTTPS-Tpaduk,

NPOBEPSATbL €ro No 3a4aHHbLIM NONUTUKaAM M LUIMAPOBATL Ero 00paTHO, NOAMEHSAS cepTudunkar
Ha CBOW.
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Pecypcbl, ncnonbayowme cuctemy dunsrpaumm Beb-npunoxeHun, mMoryt 3abrnokmpoBaTb
Takoe coeavHeHue. B aTom cnyyae B pexume otnagkv Beb-6paysepa (Ans Bbi30Ba HAXMUTE
F12) 6ynet oTBeT Ha 3abnNoOKMPOBaHHbLIN 3anpoc OT CUCTEMbI (PUILTPaLUK, Hanpuvep:

<HTTP/1.1 200 OK

< Server: QRATOR

< Date: Wed, 05 Oct 2022 15:01:28 GMT
< Content-Type: text/html; charset=utf-8
< Content-Length: 1323594

< Connection: keep-alive

< Keep-Alive: timeout=15

Takke HekoTopble npunoxenus (Hanpumep, Citrix, AeckTonHble Bepcun Beb-CEpPBUCOB U
dannoobmeHHbIx pecypcoB (Dropbox, AHaekc Anck n T.4.), npunoxeHnsa 6aHk-KNMEHT) coaep-
XaT BCTPOEHHbIN KnueHTckun ceptudmkar. Korga Solar NGFW BckpbiBaeT HTTPS-Tpaduk
TaKOro NPUINOXEHNsI U MOAMEHSIET ero cepTudumKaT Ha CBOW, Tpadmk nonb3oBartensi Griokupy-
eTcs.

YUTtoObl peluntb 3Ty Nnpobnemy:

1. B cnoe CnpaBo4yHuKM > Pecypcbl pasgena NMonutuka gobassTe CNMCOK pecypcoB Ans
ncknodeHns Bekpbltua HTTPS-Tpadumka (Puc.6.83).

HacTpoAkn Wunopr MTHKE / CNp; CypCbl [

IP-guanasonsi J S

TIAMHTE TP Hazmanme Coapan
isa
24082022 16:43

mail domains
PacriMcahuA
isa
dropbax.
VCNOBHS HA 33rONOBIN 04102022 13:25

Mons3osatens (Basic Auth)

{2 CIIPABONHWKK

ANpeca NEKTPOHHOR NONTE!

KAlouEBbiE CNOBa

Puc. 6.83. [lobaBneHue cnucka pecypcoB

2. B cnoe KoHTeHTHasa dounbTpauuna > Bekpbitne HTTPS cosganTe nckniodeHne BCKpbITUS
HTTPS-Tpacuka.

MpumeyaHue

Tpagpuk, BobaerneHHbIlU 8 UCKIOYeHUe, He bydem UHcriekmupogambcsi o Opya2umM rnoaumuUKam.
Lobaensaime mpaghuk morbko 08ePEHHbIX MPUITOXEHUU.

3. Cospgante WUCKNIOYEHWe, KOTOpoe MNpW MCMONb30BaHMM CO3[AAHHOIO pecypca 3anpetuT
BCcKpbiBaTb HTTPS ans Bcex (Puc.6.84).
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HacTpoitkm Mmnopt 3xcnopr
MEKCETEBOV 3KPAH
ouneTp

Ly Co3patb Npasuno

KOHTPOM: NpUROX@HH#A _
ponnp BRNIOUEHD Mpasuno  (g) Mckniovenue

NperoTBpaLIEHHE BTOPKEHMR Hassame except dropbox

KOHTEHTHAS ©UIETPALIMA KowmmeHTapHA
Jlocryn Ge3 ayTeHTuMKaLmM

WcTosHng
BekpoiThe HTTPS

Haznauenite drophox x
Nepenanpasnenme o ICAP Bon I

OWIBTPALMS 3NPOCOB

3aronosku B mait domains

Ddropbox
penvpext

Kareropui pecypeos Mokasars aepeso

OuneTpaum orseros [ copars NS

test

BHELHUE NO/K/NIOYEHNA

Puc. 6.84. Co3pgaHune UckKkno4veHus

4. CoxpaHuTe 1 NPUMEHUTE MOMUTUKY.
6.6.7. BnoknpoBka 3arpy3ku ZIP-cbannoB no nporokony HTTPS

3apava: 3anpeTuTb BCEM NOMNb30BATENSIM KOMMaHUM 3arpykatb dannbl ¢ pacwmpennem ZIP
no npotokony HTTPS.

Mopapok aeMcTBMN AN pelleHus 3agaun:
1. B cnoe KoHTeHTHas c¢wmnbrpauma > Bekpbitne HTTPS pasgena MNonutuka cosgatb
npasuno BckpblTMa HTTPS-Tpaduka (Puc.6.85). CoxpaHuTb NpaBunio 1 NpUMEHUTb Nonm-

TUKY.

MpumeyaHue

B nonisix UemoyHuk/Ha3HaveHue/3a20/108KU 110 YMOSIHaHUK yKa3aHbl 3HadeHuUs JTro6ou/ITro6oe/He
3adaHo. MameHsImb 3HaqyeHus1 O peweHusi 0aHHoU 3adaqu He mpebyemcsi.
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Co3path NpaBUuno X

BHNHUYEHD [ @] (® MNpasuno WCKNHIYEHWE
Hazsaxue Bckpbimue HTTPS Tpadivka
KommeHTapui BBeguTe KOMMEHTapHiA
WMCTO4HIK NioGoi

MepcoHa, Tpynna nepcos, [P-guanazox, IP, AManazoH euga IP - 1P uiamk Mack 1P/ xx
HazHayeHue NoGoe

CMWCOK pecypcoe, HATETOPHA KK NONHOE MMA XOCT3 (BEN0YAA NOLAOMEHDI)
3arofoBkK He 3agaHo

Puc. 6.85. PopmupoBaHue npaBuna

2. B cnoe ®dunbTpauma 3anpocoB co3aaTb HoBbi crov Certificate.

3. B cnoe ®unbTrpaumsa 3anpocoB > Certificate cozgats npaBuno n yctaHoBuTb Ans napa-
meTpa OcHoBHoOe aencTBue 3HadyeHne NMpoBeputb cepTudmkar (cm. Puc.6.86).

CoxpaHuTb NPaBumo U NPUMEHUTb NMOTNUTMKY.

Co3patbh NpaBuno X

BHnouEHD [ @] @ MNpasuno MCKHYEHKE
HaseaHue MNpoeepka cepTudrKaTta
HommenTapui BBeouTe KOMMEHTapUA
LeicTeus
OcHoBHOE MpoBEPWTL CEPTU(MKAT WHCTPYKLUKA NO YCTaHOBKe Mo yMmon4asuo
; i
\ [06aBHTb DONONHHUTENLHOE JEACTBUE Vo
! !
Venoews
WCTONHIK NoGoi
Mepcona, Mpyrnna nepoon, IP-axanasox, IP, ananasoH suaa P - [P vaun oncet P,
HasHaueHne NioGoe
CRAMCOK peCYPCOB, KATEMOPMA MM NONHOS MMR X0CTa (BKNHYIA Mo H
PacluMpeHHbIe HACTPORKH Moxazats

Puc. 6.86. PopmupoBaHue npaBuna
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4. B cnoe dunbsTpaumsa 0OTBETOB CO34aTh HOBbIN croi BnokupoBka otBeToB ¢ ZIP-thannamu.

5. B cnoe dunbsrpaumsa oteeToB > brnokupoBka orBeToB ¢ ZIP-channamm cosgatb npaBunio
n 3apgatb napametpsbl (cM. Puc.6.95):

o OcHOoBHoOe aeicTBme — 3abnokKnpoBaTh;
e Tunbl pannos — ApXMBbI U cXxaTble pannbl.

CoxpaHuTb NPaBuUIo U NPUMEHUTb MOTNUTMKY.

Co3nath Npasuno

FE— [ o] @ MNpasuno Vickntiodenue
HassaHne ENOKIPOBKA OTBETOB € ZIP-(hainatu
Co3path NpaBuno
KOMMEHTapHA
Smioseno D @ Mpasuno VickntoueHve
Devicraus NpoTokon He 3agaro
OcHoBHOE €) 3a6n0kmposats
MeTonel He 3anaHo
i MNopTel He 3agaxo
{ [1063BUTL ONONHUTENLHOE AEACTEM
3aronoBKK He 3agaxo
Yenogua
[Fram— Nio6of Tuno hainos ApXuBbI 1 CHaTbIe (adnbl x
Nio6o
@annb He 3af1aHo
HazHaverne
PasMep hannos Ot | He orpaHusen MB
PacwupenHbie HacTporiky K Moxazate
Kniouessle cnosa BriBepuTe 13 cnucka
PacnmcaHms BhIGEpHTE U3 CMIMCKa
TMMUTE TRAGUKE BE3 0rpaHieHnn v

Puc. 6.87. ®opmupoBaHue npaBuna
6.6.8. NepeHanpaBneHue Tpaduka nonb3oBaTenen aHTUBUPYCY

3apava: HeobxoauMo 3abnoknpoBaThb 3arpy3ky TECTOBOIO BMpyca eicar nyTemM nepeHanpas-
neHusa Tpaduka aHTUBUPYCY AN NPOBEPKU.

Mopsaaok AencTBMn Ans pelueHns 3agadn:

1. B pasgene NMNonutuka > BHewHune nogknovyeHns > ICAP-cepBepbl co3nats ICAP-cepeep
(Puc.6.88), yepes koTopbin ByaeT nepegaBaTbCca TpaduK.
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% Solar NGFW epCob Q &£

Hactpo Vinnopr Icnopr MouTika / BHewnve nogkiodenus / ICAP-cepeepsi @ Mipnuerrs nomTney

@ TNepenanpasnetye no ICAP .
TloGasurs ICAP-cepsep Vunopr  3xenopr

& Ownsrpauns 3anpocos Vs cepeepa URL KommeHTapuii Coanan Vamenen

a Local reqmod icap://localhost:1344/reqmod 05.05.2023 13:40
> OunsTpaus oTeeTo q cap://loca reqy

8  Localrespmod icap://localhost-1344/respmod 05052023 13:40

S BHELUHVE NOAKMIOYEHUS

CoxparuTn Ormena
ICAP-cepBepbI
Vs cepeepa AuTvBupyc
Tpokcu-cepaepbi
ICAP URL icap://rtulocal:1344

@ OBbEKTbI NOUTUKN
KoMuerTapuii poBepka Bupycog
1P-QUanasonsi
TUAMMTH TRAGMKG
Pacnucatusn

VC/I0BUA Ha 33r0N0BKN

TNons3osateny (Basic Auth)

Puc. 6.88. lo6aBnenne ICAP-cepBepa

2. B cnoe MNepeHnanpaeneHue no ICAP pasgena Nonutuka co3naTb nNpasBumo 1 3agathb na-
pameTpbl npoBepkun (Puc.6.89).

MpumeyaHue

lNone UMsi cepeepa — HasgaHue cepsepa, Ha Komopkll bydem repeHarnpasneH mpaguk: Local
respmod (co3daemcsi asmomamu4ecKu rocse HacmpolKu aHmueupyca);

lNone Wa6noH 6510kupoeku — HeobxoOuMbili WabrioH, KomopbIl HeobxoduMo co3damb 3apaHee

(6.5.6).

B nonsx UcmoyHuk/Ha3HavyeHue 1o ymon4aHuro ykasaHbl 3Ha4yeHus JTro6ou/Jlrob6oe. VI3meHsamb
3Ha4YeHus1 He criedyem.
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Co3pats NpaBuno X

BKNOUEHD O @ Mpasuno Wcknioyerne

HazeaHue MpoBepKa Ha BUPYChI

KommeHTapuid 3anpeT CKauMBaHWs TECTOBOTO BUPYCa

HeicTene & MepenaBaTh OTBETHI

Vims cepeepa Local respmod v
LLaBnoH GNOKMPOBKM BNOKMPOBKA: 3aNpeT CKayuBaHMA (afna No pelleHno aHTUBMpYCa v

YBenoMnATh
CTOUHMK

Ha3snauenue oboe

PaciumpeHHble HacTPOMKK Mokazato

COXpaHHATL. OTMEHUTS

Puc. 6.89. PopmupoBaHume npaBuna

3. CoxpaHuTb N MPUMEHUTL MOJTUTUKY.

6.6.9. YnpaBneHue chunbrpaumen 3anpocoB Nonb3oBartenen

3apaua: 3anpeTuTb BCEM NoNnb3oBaTeNsiM KOMMNaHUM UCNONb30BaTh Be6-pecypc mail.ru.
Mopapok aeMcTBMN AN pelleHusn 3agaun:

1. B pasgene NMonutuka > dunbsrpaymsa 3anpocoB co3faTth HOBbIM cnon (Puc.6.90).

Solar NGFW &=
Hacrpoiin Uninopr Mpnmeriars nomruy
MEXCETEBOV 3KPAH Coapams npasuno " Q| Hacrpoiixa xononox
Qunbp Konnsecrao 0 Komwecrao
NAT

NpepioTapaLieHye BTOPEHMT T s

KOHTEHTHAS OU/ILTPALIVSI

Hassatve { 3anper mailry|

Tocty TeHTU(MKALUM
Bekpbitve HTTPS
TMepexanpasnexue no ICAP
®unbTpaLms 3anpocos
Pexum 6enoro cnucka

QunbTpaLms oTeeTOB

BHEWHVIE NOKITKOHEHNA

Puc. 6.90. Co3naHue HOBOro criosi
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2. B pobaeneHHOM crioe co3gaTtb HOBOE NpaBuIio 1 3agatb napameTpbl npoBepkn (Puc.6.91):

MpumeyaHue

LllabrnioH 6riokuposku Heobxodumo cosdamb 3apaHee.

Solar NGFW &=
Co3patb NpaBuno

Hactpoiikn Vnanopt @ TNpasuno Vcknioverme TpumenyTs nonuTKy
Bi704EHO
Al
HazBanune 3anpet mailru . G 00T
MpeyoTBpaLLeHye BTOPKEH
KomweHTapuit
KOHTEHTHAS| OUTIETPALAS
Mpvoputer
JlocTyn 6e3 ayTeHTUdMKauy

Bekpbitve HTTPS [DeitcTeuna

OcHoBHOe € 3a6nokvposats BrokvIpoBKa: HapyLweHe noauTIki Ge3onacHocTH
Nepexanpasnenue no ICAP

OUNbLTPALIMA 3aNPOCOB

i J106aBUTb JONONHUTENBHOE IEACTBUE

Pexum 6enoro cnucka
Yenosus

3anper mailru
P VicTounmk

QuIbTpauVs OTBETOB

HasHaueHne @ mailrux |

BHELHUE MOAK/TIOYEHUA

ICAP-cepBepb!

Puc. 6.91. ®opmupoBaHume npasuna

3. CoXpaHUTb 1 NPUMEHUTb MOMUTUKY.
6.6.10. YnpaBneHue ounsrpaumen oTBeToB Nnonb3oBaTernen

3apava: 3anpetutb onpeaeneHHbIM nogpasaeneHnsM KoMnaHum ckaumeatb annbl MynsTu-
mMeguna B paboyee Bpewmsi.

Mopsagok oencTBuUiM ANsA pelueHns 3agaun:

1. B pasgene MNonutuka > Punbrpaumsa oTBeTOB co3aaTth HOBbIM cnon (Puc.6.92).
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Solar NGFW

Hacrpoiiu Vnnopr 3wcnopr

MEXKCETEBOV 3KPAH

KOHTEHTHAS @U/IBTPALIA

JlocTyn Ge3 ayTeHTudukaLMA

Bekpoitve HTTPS Co3paTh CI0/t UILTPALYMM OTBETOB

Tepexanpasnenye o ICAP

Hassarive | 3anperuts mynsTumenval

QunsTpaus 3anpocos

Pex 0ro crncka

3anper mailru

QunsTpaums oTBeTOB

BHELHVE NOAK/IOHEHNA

ICAP-cepBeps!

TipoKcH-Cepaeps!

Puc. 6.92. Co3naHue HoBoOro criosi

2. B pobaeneHHOM crioe co3gaTtb HOBOE MpaBuUIio U 3agaTtb NapameTpbl npoBepku (Puc.6.93).

MpumeyaHue

LllabnoHb! He0bXxoduMo co3dame 3apaHee.
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Co3paath Npasuno

_ [ e ® Mpasuno WernioueHme
BRNKMEHD
Ha3gaHwe 3aNpeT CKAYWBAHKA MYNETHUMEN
HommeHTapui BEEAWTE KOMMEHTA[
NedcTErA
OcrosHoe o 3abnoKMpoBEaTh Block page
i [o6asKTb AONOAHMTENEHOE ASKCTEME .
H
Ycnoewa
fu BywrantepuA ¥ SL CeKpeTapwat X

3aronosM

TNkl hainos MynsTimenmna x

Dawnsl He 3apano

Pazmep gannos 0T | He orpasmueH MB

RFHEBRIE CNOEA BribepuTe

PacnucaHmna PaBouyme yack! x

MAMMTE TRAgHMKE

Puc. 6.93. PopmupoBaHue npaBuna

3. CoxpaHuTb 1 NPUMEHUTL NOMNUTUKY.

6.6.11. BnokupoBKa 3arpy3ku cogepxunmoro 4yepHoBukoB B OWA B pexume
obGpaTHOro npokcu

3apayva: 3anpeTntb BCEM MOMb30BaTENAM KOMMAaHUN 3arpy>aTb COAEPXXMMOE YEPHOBUKOB C
BeG-pecypca Outlook Web Access (OWA) B pexume obpatHoro npokcu. bnokupoBatb
nMcbMa no kKnto4vesomy criosy [lorosop.

Mopsagok oencTBUIM ANs pelueHns 3agaun:

1. B pasgene MNMonutuka > CnpaBoyHukn > KnroyeBble cnoBa co34aTb CMMCOK, KOTOPbINA
cogepxuT B cebe crneayoLime perynspHble BblpaXKeHUs:

e .*pgoroBop.*;
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e .*[loroBop.*.

2. B cnoe KoHTeHTHasa c¢dwmnbrpaumsa > Bekpbitue HTTPS cosgate npaBumno BCKPbITUA
HTTPS-Tpacuka (Puc.6.94). CoxpaHuTb NpaBumio 1 NpUMEHUTb MOSUTUKY.

MpumeyaHue

B nornisix UemoyHuk/Ha3HavyeHue/3a20/108KU 110 YMOSIHaHUK yKa3aHbl 3HadeHus JTio6ou//Tro6oe/He
3adaHo. M3meHsImb 3HadyeHus1 Orisi pelueHus 3adaqu He mpebyemcs.

Co30aTh NPaBUIo X

BrtoueHo

HassaHue

KommeHTapui

WMCTOUHUK

HazHauenne

3aronoBxK

[ @] (@ Mpasuno Mcknroderne

BCKpbiTHe HTTPS Tpadinka

BEAMTE KOMMEHTaPHIA

OTMEHNTD

3. B cnoe ®dunbTpaumna 3anpocoB co3faTh HOBLIN crio Connect.

4. B cnoe ®dunbTpauma 3anpocoB > Connect co3gatb NpaBuio 1 3agatb napameTpbl (CM.

Puc.6.95):

Puc. 6.94. dopmupoBaHue npaBuna

e OcHoBHoe fgelicTBre — PaspewwmTb 3anpoc;

e Metog — Connect.

CoxpaHuTb NPaBumIo U NPUMEHUTb NMOTNUTUKY.
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‘Co3patb NpaBuno

I D @ Mpasuno Wcknouerne

Ha3satue Pa3pewmrb LocTyn K OWA PacluMpeHHble HacTPoiKK MNokasats

KommeHTapuit Bee[lMTe KOMMEHTapUA Mpotoxon He 3afaHo

Neficreus MeTogs! CONNECT x

OcHogHoe © Paspewmts 3anpoc MopTsl He 3apaHo
"""""""""""""""""""" 3aronosxun He 3apaHo

Tunbl chaiinos He 3aaHo

Yenoemns
WICTO4HUK Pasmep darnnos OT | HeorpaHuuen MB
HasHauenne Kntauesble cnosa

Pacnucanna BbibEprTE M3 CNMCKa

TNvmnTel Tpagmka bes orpaHnyeHui v

CoXpaHHTE OTMEHNTE

Puc. 6.95. PopmupoBaHue npaBuna
5. B cnoe ®unsTpauunsa oTBeTOB CO34aTb HOBbLIV Crio BNoKMpoBKa OTBETOB MO KNK4YeBbIM
croBam.

6. B cnoe ®unsrpauus oTBeToB > BnoknpoBka oTBETOB NO KIHOYEBbLIM CrNoBaM cOo34aTb
npasuno n 3agartb napameTpsbl (cM. Puc.6.96):

o OcHoBHoOe fgencTeme — 3abnokmpoBaTtb 1 LWABMOH CTpaHuLbl GNOKMPOBKMY;
o Co3gaHHbIV CNUCOK KIKOYEBbLIX CIOB;
e YcTaHoBWUTbL NOPOr, paBHbIn 1;

e YctaHoBuUTb (hnaxok Ucnonb3oBaTb BHELLHUE pacnaKoOBLUMKN.
CoxpaHuTb NpaBunio N NPUMEHUTb MOSTUTUKY.

O SOLAR 178



Co3path Npasuno X

FI— D @® Npasuno NcKAOYEHme

HassaHue BNIDKMPOBHKA 3aMpocos

HommeHTapua BBEAWTE KOMMEHTa K7

[NeiicTBuna

OcHoBHOE €D 3a6nokuposats BAOKNPOBKaA: HapyLeHne NONUTHKY 6E30MACHOCTH

Knio4esele cnoea Bbipaskenna Ans cnosa "Jorosop”
Venosus Cnoporam | 1 WrHopHpoBaTh NOBTOPLI (pas3

MCMONb308aTh BHELUHME DACTAKOBLLMKMA
WCTONHNK T MCKaTL BMECTE € 3NEMEHTaMM HTML-Pa3mMeTki

Ha3HayeHue

PacnucaHus BbifiEpWTe 13 criMcKa

TAMKTEN TR2dKKA B3 OrpaHHyeHu v

CoxpaHnTh OTMEHNTE

Puc. 6.96. ®opmupoBaHue npaBuna

6.6.12. BnokupoBKa 3arpy3ku nucem c 3anpeLyeHHbiMu channamm B OWA B pexume
oGpaTHOro npokcu

3apayva: 3anpeTuTb BCEM NOMb30BaTENAM KOMMaHUN 3arpy>atb NnucbMa ¢ Beb-pecypca OWA
B pexume  oOpaTHOro  MPOKCW. BnokupoBatb  no  xew-dyHKuun  ¢annos
c6acbdb157e04fba48f4809d9b7e05c0.

Mopsagok oencTBvUiM ANs pelleHns 3agaun:

1. B pasgene MNonutuka > CnpaBo4YHukM > ®annbl co3gatb cnncok ¢annos. Tun MaeHTn-
dukaumm danna ykasatb MD5, 3HaueHne — c6acbdb157e04fbad8f4809d9b7e05c0.

2. B cnoe KoHTeHTHaa c¢unbrpaunsa > Bekpbitne HTTPS pasgena MNMonutuka cosgatb
npasuno BckpbiTua HTTPS-Tpadmka (cm. Puc.6.94). CoxpaHuTb NpaBuno U NpUMEHUTb
NONUTUKY.

MpumeyaHue

B nonisix UemoyHuk/HasHavyeHue/3a20/108KuU 110 YMOSHaHU0 yKa3aHbl 3HadeHus JTrob6ou//Tro6oe/He
3adaHo. MameHsimb 3HadyeHusi Orisi peleHus 3adaqu He mpebyemcsi.
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Co3path NpaBUuno X

BHNHUYEHD [ @] (® MNpasuno WCKNHIYEHWE
Hazsaxue Bckpbimue HTTPS Tpadivka
KommeHTapui BBeguTe KOMMEHTapHiA
WMCTO4HIK NioGoi

Mgy } epcoH, IP-0 208, IP, AMaNazoH eHaa IP - IP uaK nogceTu 1P,
HazHayeHue NoGoe

OK pe 0B e T N0Y3d NoOOAOMEHD

3arofoBkK He 3agaHo

Puc. 6.97. ®opmupoBaHue npaBuna

3. B cnoe ®unbrpauus 3anpocoB co3faTb HOBbIN crio Connect.

4. B cnoe ®dunbTpauma 3anpocoB > Connect co3garts NpaBuiio u 3agatb napaMmeTpbl (CM.

Punc.6.98):

e OcHoBHoe felnicTeme — PaspewmTb 3anpoc;

e Metog — Connect.

COXpaHI/ITb npasuio n NpUMeHnTb NONTUTUKY.

VicknioueHne

Co3partb NpaBuno

BraoueHo © ® Mpasuno
Ha3ganue Pazpewutsb foctyn k OWA
KommenTapuia BBefjUTE KOMMEHTapKiA
DewcTeus

OcHosHOe © PazpewmTs 3anpoc
Yenosna

VicTouruK NioGoi

Nepcora, [pynna nepcow, 1P-guana
HasHauetne NioGoe
opra

PacluMpeHHble HACTPORKK

Mpotokon

MeTons!

MopTal

3aronoeku

Tunbl hafnos

Pazmep daiinos

KnioyeBble Cnosa

PacmncaHus

TnmanTel TRAGNKA

Mokazats
He 3aparo
COMNECT x
He 3aparo
He 3aparo
He 3aparo

OT | He orpaHuyen

BbiGEPHTE M3 CIMCKA
BbiGEpHTE M3 CMCKA

Be3 orpaHnueHnin v

OTMEHNHTH

Puc. 6.98. PopmupoBaHue npaBuna

5. B cnoe ®unbTpaumsa oTBeTOB CO34aTh HOBLIN Crovi BrioknpoBka oTBeTOB NO aTpubyTam

c¢hannos.

O SOLAR

180



6. B cnoe ®unsTpauus oTBeTOB > bnokupoBKa oTBeTOB No aTpmubyTam ¢hannos co3gatb
npasuno n 3agatb napameTpsbl (cM. Puc.6.96):

e OcHoBHOe gencrene — 3abnokupoBaThb;
e LabnoH cTpaHuupbl 6rioKMpoOBKKY;

e Co3pgaHHbIN cnucok dannos.
CoxpaHnTb NpaBuIo N NPUMEHUTL NOSUTHUKY.

Co3paTth NpaBuno X

BrNKONEHD L) (®) Npasuno Wcknoyerne

Hazsanue BNOKWPOBaTS (Paifisl MO X3y

HommMeHTapuA BBEAMTE KOMMEHTapH?

[OeticTauna

OCHOBHOE € 3a6nokmposars B/IOKMPOBKA: HAapyLUEHHe MONMTHKW GE30N3CHOCTH

Dannsl QalnLl JOrOBOPOBE

Ycnoeua Pa3mep thainos ot | He orpaHuues ME

WMCTOYHWK
Hntouesble CioBa BbiGepHTE M3 CIMCKA

Hasnaserne PaCcHCaHNs BblfepuUTE M3 CAUCKA

TuMUTE TR MK

Coxpannis OTMEHHTD

Puc. 6.99. ®opmupoBaHue npasuna

6.7. OTNnoXeHHOEe cKauunBaHue

B cucteme peanunsoBaHa BO3MOXHOCTb MCMOSb30BaHWS OTMIOXEHHOrO ckavvBaHus. lMocne
NPOBEPKN aHTUBUPYCOM UIn 00paboTku NONUTUKON punbTpauumn obbekTa no Tunam gannos
UInM cncKy dannoB ccbinka Ha obpabaTbiBaeMbIt OObEKT OyAeT nepegaHa Nofnb30BaTerto.

[ns BkntoveHns pexnmMma OTITOXXEHHOIo CkavymnBaHun4 BbIMOJTHUTE cneaytoune DencTBug:

1. B pasgene Cuctema > PaclumpeHHbleé HacTpouku > PunbTpauusa U KawmpoBaHue
Tpacdhuka > dunsTpaunsa m aHanua Tpacdmka nonb3oBaTenem BKIKYATE NapameTp
Mopaepxka oTnoxeHHoOro ckaumBaHus (enabled) B cekunn OTNOXEeHHOe CKaYMBaHue.

2. YctaHoBuUTe Tpebyembln Npeaer, HauMHas ¢ KOToporo ByaeT NCMOoNb30BaTbCHA OTIOXEHHOE
ckaumBaHue, B none Makc. o06bem AaHHbIX ANA Nepexoaa B PeXUM OTNIOXEHHOro cKa-
ynsaHus (B) (threshold).

Pexnm 0TRoXEeHHOro ckadnmBaHus BKIOYaAETCA TOMbKO B TOM Criyvae, ecnum pasmep 3arpyxae-
Moro danna npesbilaeT 3HavyeHne napametpa threshold. [1ns nogoepxkn gaHHOro pexunma
B Solar NGFW 3anyckaeTcsa cneumanbHbli BEG-cepBep, KOTOPbIN UCMNONb3yeTca Ang nokasa
cTaTyca 3arpys3kum n ans nepegayum sarpyeHHoro gamnna.
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Mpy nepexoae B pexnm OTNOXEHHOrO CKaymBaHMs OTKPbIBAETCHA HOBas BKNaaka Beb-6paysepa
Cratyc 3arpy3ku (Puc.6.100) ¢ aBTomatnyeckum obHOBREHMEM, B KOTOPON oTobpaxaeTtca

cTaTyc 3arpysku.

Moo aNUTe, NOKa CKauMBaeTcs (aiin

Puc. 6.100. CtaTyc 3arpy3ku
Mo okoOHYaHUK 3arpy3kn BO3MOXHbI Ba BapuaHTa AeNCTBUNR:

o [NosiBNAETCS OKHO ONS OTKPbITUS 3arpy>eHHoro charna nnv ansi ykasaHusi nyTu ero coxpa-
HeHus (Puc.6.102).

o OTtobparxaeTtcs WabnoH GroKMPOBKN OTKPbLITUS 3arpy>KeHHOro anna. OToT WwabnoH reHe-
pupyeTca nonutukon cunstpaummn. Ecnn oTkpbiTMEe dranna 3anpeLleHo MCnosib3yemMomn
nonuTukom comnetpaumm, nHopmaums ob 3Tom coxpaHsieTcs B JKypHan 3anpocoB.

iy,
Solar

NGFW

b/IOKMPOBKA. HAPYLEHME NOJIMTUKM BE3ONACHOCTH

Joctyn k pecypcy S[URL] sanpeweH NoAMTHKOM Be30MacHoOCTH.,

CBEAEHWMA O CPABATbBIBAHMW MOJMUTUKMN:

${POLICY}/S{CONDITION}
S{CATEGORY}
${LOGIN}

Ecnu Bbl cumTaete 3anpet HEOGOCHOBEHHDIM, cBAXMTECD C Bawmm cMcTeMHBIM aa4MHHHUCTPATOpPOM.

Puc. 6.101. LLUabnoH 65110KMpoOBKU
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- Y
OTKpbITUE «manuser.txts @

Bui cobupaetecs oTkpbits dain

| manuser.txt

aenarowmiica Text Document
w3 http://10.31.6.236:2281

[ O,D,OH{,D.”TE, MOKa Kax Firefox cnegyer obpaGotarte 310t daiin?

Omkpete 8 | BaokHor (no ymonuaminio) -
@ Coxpanute daiin

BeinoanaTs asTomaTnyeckn gna scex $aiinoe aHHOro TMNa.

OrmenHa

Puc. 6.102. CoxpaHeHue 3arpyxeHHoro danna

lMonHOCTBIO 3arpyXeHHbI hann XpaHUTCa Ha cepBepe B TedeHne 30 MUHYT, Mo UCTEeYEHUM
3TOro BpEMEHU OH aBToMaTU4eckn yaansetca. [Npu nonbiTke OTKPbITh doann no ncrtedeHmm 30
MUHYT NOSIBUTCA YBEOOMIEHWe, YTO dhaln He HarWAeH Unn yaaneH U3 XxpaHmnuiua.

dakT 3arpy3ku unu yoaneHusa anna coxpaHsetcs B XKypHan 3anpocosB.

Monb3oBaTenb MOXeT OTKpbIBaTb TONbKO Te dhainbl, KOTopble 3arpyxan cam. K obbektam,
KOTOpbIe 3arpy»kan gpyrov nonb3oBaTtenb, 4OCTYNa Y HEero HeT.

6.8. YnpaBneHue 6a3zamu Kkateropmsauumm

YnpaeneHue 6a3on kateropmnsaumm BbinonHaeTcs B pasgene NMonutuka > basa kaTteropmsauum
(Puc.6.103). lns pabotbl ¢ 6a3on ybegutechb, Yto B pasgene Cuctema > Y3nbl u ponu B
cnncke cepBepoB ykazaH AHanusaTtop Tpaduka.

B Solar NGFW gnsa cdounetpaumm Beb-Tpaduka NCnonb3yTcsa Nonb30oBaTenbCKUI KaTeropu-
3atop customist n kateropmsartop webCat, paspabotaHHbin Poctenekom-Conap. Bo3amMoXxHO
NoAdKn4eHne BHeLWHNX kaTeropmsaTtopoB (Hanpumep, SkyDNS).

MpumeyaHue

o ymonyaHuto K pasdesny umerom nosiHbIt docmyr rMosib308ameriu ¢ PorsiMu cyrnepadMuHUCmpamop
u admuHucmpamop 6esonacHocmu. s nosib3oeamerisi ¢ posibro ayoumop docmyrHa mosibKo fpo-
8epka kamezopull pecypcos.

AOMrHUCTpaTop 6E30MaCHOCTM MOXET BbIrPy3uTb BCE KaTEropmm A5isi NpOCMOTPa B OTAENbHbIN
dhann TekcToBoro doopmara, HaxkaB KHOMKY KCNOPT KaTeropun.

Tarke MOXHO 3arpy3uTb cBot 6a3y kateropusaumn. OHa bygeT 3anvMcaHa NnoBepx CyLLeCTBYy-
lOLLEN.
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Solar NGFW

HacTpoiiki Wmnopr Jkcnopt MonuTuka / YnpasneHue Kateropusamu

E_% MEMCETEBO 3KPAH

KOHTEHTHAS @UJIbTPALIUA

BHELLIHWE NOAKTHOYEHWA

ObbEKTbI MONIMTUKKA

CIMPABOYHWKHA

LIABJIOHbI

bA3A KATETOPU3ALIUA

Puc. 6.103. Bknagka MNonutuka > basa kateropusauuu
[na nvnopTta 6a3bl kKaTeropnsaumu:
1. Haxxmute kHonky MMnopT KaTeropuun.
2. B otobpasuBLieMcs yBegOMeHUM HaxxmuTe KHonKy OKk.
3. B oTkpblBLLEMCS OKHE BblOepuTe hann TekCToBoro doopmara n HaxkmmuTe KHoMnkKy OTKpPbITh.

3arpyxaembii hann gormkeH 6biTb TekcTtoBoro dopmara (TXT) B kogmpoeke utf-8. dann
AOIMKEH UMETb CreayoLLyl0 CTPYKTYpY: uaeHTUdukaTop Kateropum <npoben> Ha3BaHue
kateropmmu. 3ateM [OMmkHblI ObiTb NponucaHbl AOMeHbl B Buae: <npoben>[JomeH<HOBas
CTpOKa>.

Hanpumep:

711 CepBuCbI pacnpoCTpaHEHWsT faHHbIX
712 lNownckoBble cuctembl/nopTansl
google.com

google.ru

yandex.ru

ya.ru

rambler.ru

713 MNupunHroBble ceTu

Ecnu kaTeropus He onpegeneHa B cMCTEMe, OHa urHopupyeTcs. Ecnn dpopmart 3arpyxaemomn
0a3bl He yOoBMNeTBOPAET TpeboBaHuAM, nosaensercs cooblieHne «dPain He COOTBETCTBYET
dopmaty ans umnopta kateropuny». Ecnv umnopt 6bin BbINOMHEH yCnewHo, oTobpasnTes
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yBegomrieHve: «/IMnopT kateropumn pecypcoB npoLuen ycneLHo. [Npy BO3HNKHOBEHUN Npobrem
npw 3arpyske otobpasutcsa ysegomneHme ob owmbke.

[nsa onpenenexHna kateropun pecypca (URL) BBeante HasBaHne 0OQHOMO UM HECKOMNbKUX pe-
CYpPCOB B CeKkUuKn YnpaBneHne KaTeropusiMu 1 Haxxmmte kHonky NMpoBeputb (Puc.6.104). B
Tabnunue Hwke otobpasnTca MHOopMaUnNa O KaTeropusax, K KOTOpbIM OHM OTHOcATCA. Ecnu
Kakasi-To KaTeropusi onpeaeneHa HeBepHO, MOXHO €€ U3MEHUTD.

vk.com

TpoBepuTs.
Pe

Pecype Kateropus McTosHMKm

Ankoronb, . customlists
3nopoese customlists
Herocypa..  customlists
Coumanshi..  blacklists

vk.com

Puc. 6.104. lNMpoBepka kaTeropuun

OnwucaHune npouenypbl M3BMEHEHUS KaTeropum pecypca CM. B OKYMeHTe «Pykosodcmeo o
ycmaHOo8Ke U HacmpoUKe».

[na ynaneHus pecypca 13 Kakon-nmbo KaTeropum B 3TOM XKe OKHE HaXMUTE KPECTMK psaoM
C HasBaHveMm kaTeropum. MoxHo 406aBUTb UMW yAaNUTb HECKOMNBbKO KaTeropui.

BHumaHue!

locne ebinonHeHuUs kakol-nubo orepayuu ¢ KameaopusiMu Haxkmume KHorKy lMpumeHumbs nosiumuky.
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7. CTaTuctuka: nosiydyeHne CBOAHbLIX CTaTUCTUYECKUX OTHEeTOB

7.1. O6wume cBegeHus

Solar NGFW nosBonsieT npoBOANTb MOHUTOPUHI AeATENbHOCTM Nonb3oBaTtenen B IHTepHeTe
1 nonyyaTtb CBOAHbIE AaHHble 06 nx paboTte B BUAE OTHETOB.

Bce genctus ¢ otyetamum BoinonHsoTCcA B pasgene Ctatuctuka (Puc.7.1). Pasgen goctyneH
AN peaakTMpoBaHMA AaHHbIX TONbKO MOMb30BaTeNsAM, KOTOPbIM Ha3HaYeHbl ponu cyrnepaod-
MUHUcmpamop nnu admuHucmpamop besonacHocmu. MNonb3oBaTenn ¢ PoNAMU CUCMEMHbIL
adMuHUcmpamop n aydumop MOryT TONbKO NpocMaTpuBaTh pasgern.

Cekuust TUNLI OTYETOB COASPXMT Briok ¢ KoHKpeTHO KaTeropueii oT4eToB.

WwabnoHsl ANS CO3QaHMA OTYETOB Yrobbl BbibpaTh WabnoH oT4eTa HyKHO Mpu HaBeAeHUM Kypcopa MbllwK Ha

2% Solar NGFW HaaTb COOTBETCTCTBYIOLLYIO KHOMKY 3HOK Mo/icKasky oToBpakaeTcs
MH(OPMALMA O KOHKPETHOM TUMe OTHeTa

Tunbl oTYeTOB

9 Ton UCTOYHUKOB &l Ton Ha3HauyeHun [ Nepepasaembie gaHHble - JXypHan coeguHeHwni JKypHan 3anpocos
s Oy = L

=)
i

o pecypcam Tlo kateropusim o nepcoram Tlo rpynnamn_. Tlo Tunam gan._. flonopry Tlo nepconam o IP wcToutm_.

Mo IP ncrounm Mo yany e Mo npunoxen._. o y3nam dwn._

b0l

CoXpaHeHHbIe OTHeTbl PeKoMeHyeMble oT4eTHI

%,

72 Mo nopry | 3anpocs:: Bce 24vaca
3anpocel K COUCETAM Wk BeG-MouTe (TON MCTOUHNKOB) 30 aweit

[ Mo wnam akbix | TOM: 25, UMbl AaHHbIX: CyxeGHbie haiib! 7 pueit
ToN Ha3HaYeHWi U151 COTPYAHMKOB Ha UCTIbITATENbHOM CPOKe 7 nweit

S

110 y3nam dwAbTpaLIMM | KoNOHKw: IP-aJipec UCTOuHMKa 24vaca
2. Be6-nouTa: paspetuieHHbie 3anpockl (TON UCTONHMKOB) 7 nweit

2. Be6-nouTa: 3anpelujeHHbIe 3aNPOCkl (TON UCTOUHUKOR) 7 nweit
B cekunm CoxpaHeHHbIe oT4eTbI
P S, CouceTw: paspeluienHbie 3anpochi (TON UCTOUHMKOE) 7 neit

- CouceT: 3anpeLeHHble 3anpochl (ToN MCTOYHMKOB) 7 nued

®

Cekups F OTYeTkI COAEp;
OTHETHI C yXKe 7 i

Puc. 7.1. Pasgen «CtaTuctuka»

Pasgen cocTont n3 HECKONbKNX cekuuni: Tunbl OTYETOB, COXpaHEHHbIe oT4yeTbl, PekomMeH-
AyeMble OTYeTbl.

Cekumst Tunbl OTYETOB COAEPXKMUT LWIABMNOHbI A1 CO30aHMs OTYETOB, KOTOPbIE CrPYNMMPOBaHbI
no onpeaeneHHbIM TUMam u kateropusm (nogpobHee cm. pasgen 7.2.2).

B cekummn CoxpaHeHHble 0T4YeTbl 0TOOpaxarTCsi COOPMUPOBAHHBIE N COXPAHEHHbIE NOMb30-
BaTenem ot4eTbl. CoxpaHeHHble OTYETbI MOXHO rpynnMpoBaTh 1 NoMeLLaTh B nanku ans bonee
yaobHOro xpaHeHus (cm. pasgen 7.3).

B cekunn PekomeHAyeMble OTYeTbl NpeacTaBreHbl CUCTEMHbIE OTHEThI, KOTOPbIE coaepaT
yXXe 3afjaHHble HaCTPONKM unsTpauun. B oTnnymne ot CoxpaHeHHbIX OTYETOB, PEKOMEHOYEMbIE
OT4YETbl MOXXHO TOMBLKO MPOCMAaTpUBaTh MM Ha MX OCHOBE CO3aaBaTb HOBbIE.

7.2. PaboTta c oTyeTamm
7.2.1. O6wimne cBegeHus
[na paboTbl C KOHKPETHLIM OTYETOM NpeAHa3Ha4YeHo MeHIo AeCTBUiA B pasaene CTaTucTuka

“nu B caMom otyeTe (Puc.7.2). [insi BLINONHEHMs1 Kakon-nnbo onepauumn BbIGEPUTE B MEHIO
[AEVCTBUIA NYHKT C OQHOUMEHHBLIM Ha3BaHUEM.
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Mo THNam pankbix | THNB A3aHHLIX: MyNbTHMEeaMa

Mo yanam punsTpawmy | Konowsw: IP-agpec nCTouHHKa

nnnnn

CoXpaHWTL v

CoXpaHUTL KaK ...
3anpocsl

3abnokupoBanHi e PenakTvpoBate

MogenuTecA

MeHto peicTBUi
C OTHETOM IKcnopT B PDF

Yaanute

Puc. 7.2. MeHI0 BencTBMIM C OTYETOM

A,D,MVIHVICTpaTOp ©€e30MacHOCTM MOXET BbIMNOMNHATb cnepgywouwine onepaunm ¢ otT4eTaMu:

dopMMpoBaHue oTyeTa (CM. pasgen 7.2.2);
nNpocMoTp oTveTa (cM. pasgen 7.2.3);

NpPOCMOTP U3 OoT4YeTa NoApobHbIX CBEAEeHUI (AeTanu3aunn) No KONMYECTBY 3anpocoB (CM.
pasgen 7.2.3);

pefakTupoBaHue otyeTa (cM. pasgen 7.2.4);
OTnpaBKa Konuu oT4eTa Nonb3oBaTento cuctemol (CM. pasgen 7.2.5);
HacTpoKKa OTMNpaBKku OTYETa MO pacnucaHuio (cMm. pasgen 7.2.2.4);

aKcnopT otyeTta B chann opmarta PDF (cm. pasgen 7.2.6);

yoaneHue otyeta (cMm. pasgen 7.2.7).

7.2.2. DopmupoBaHue oTyeTa

7.2.2.1. O6wme cBegeHus

dopMuMpoBaHme oT4YeTa NogpasyMeBaeT MOCTPOEHME OTHETA C M0 NOCIEAYHOLLMM COXPaHEHVEM
(cm. pasgen 7.2.2.5). Bce coxpaHeHHble oT4eTbl oToOpaxatotca B brioke CoxpaHeHHble OT-
YyeTbl.

Ecnn agMmnHncTpatop 6e30nacHOCTU He COXpaHUT cOOPMUPOBaHHLIN OTYET nepes opMmpo-
BaHWeM Jpyroro otT4yeTa Unv nepexoqom B Apyron pasaer, oTYeT He ByaeT COXpaHeH B cucTeme.
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MocTpouTb OTYET MOXHO Kak C NOMOLLbIO WabnoHa (cM. pasgen 7.2.2.2), Tak U UICNonb3ys yxe
CYLLECTBYIOLLME OTHETHI (PaHee CoOXpaHeHHbIe UK pekoMeHayemble, nogpobHee cM. pasaen
7.2.2.3).

Bce Tunbl oT4eTOB crpynnmupoBaHbl MO YeTbIpeM KaTeropudam:

Ton UCTOYHUKOB — CTATUCTMKA MOCELLEHUST KOHKPETHLIMW MOMNb30BaTENSMM NOMYNSPHbLIX
PEeCcypCcoB 1 kKaTeropuii pecypcoB B MIHTepHeTe. HanprmMep, MOXXHO NPOCMOTPETb CBEAEHMS
0 AecATV Nonb3oBaTensix, KoTopble noceLany CoLCceT Yalle apyrux.

Ton Ha3Ha4yeHUM — CTAaTUCTMKa MO MOMb30BATENsM, KOTOpble Yalle BCero noceLyanv
onpeaeneHHble Pecypchbl U KaTeropuv pecypcoB. Hanpumep, MOXXHO NPOCMOTPETb PECYPChl,
Hanbonee nocellaemMble COTPyAHMKaMu Byxrantepum.

MepepaBaemble AaHHbIe — CTAaTUCTUKA NO KOHKPETHBIM MOMb30BaTENAM, KOTOPbIE CKayn-
Banu unu otnpaensanu B WHTepHeTe onpeaeneHHble TUnbl AaHHbIX. Hanpumep, MOXHO
NPOCMOTPETb AaHHble MO OECATU NOofb30BaTensM, KOTopble 4valle ApYrvx OTnpaBnsanu
TEKCTOBble (hannbl B 00nayHble XpaHunuwa.

XypHan coegMHeHUI — cTaTUCTMKA NAKeToB Yepes yanbl punstpauun. Hanpumep, konu-
4eCTBO MaKeTOB Yepe3 rMaBHbIN y3en unbTpaumm 3a NocrneaHne CyTKu.

XypHan 3anpocoB — cTaTncTika no 3anpocam Yepes yanbl punstpauun. A UMEHHo, No
paGoTe y3nos unsTpauum, npasunam noMTUKA U HEaBTOPMU3OBAHHbLIM MOMb30BaTENSAM.
Hanpumep, MOXHO y3HaTb KOMMYECTBO 3aMpoOCOB Yepes MaBHbl y3en dunstpauun 3a
nocrnefHue cyTku. Takke MOXHO NMPOCMOTPETb CTAaTUCTUKY MO NPUMOXEHUSIM 1 UCMONb3ye-
MbIM UMW NPOTOKONaM.

MpumeyaHue

AdmuHucmpamop 6e3ornacHocmu Moxem cobpame CmamucmuKy Kak ro rnepcoHam, y Komopbix ecmeb
Kapmoyku [ocbe, mak u no HeaymeHmMuguyupo8aHHbIM 10/1b308amersnsiM Unu 2pyrnam nosb306a-
merned.

YmobbI npocmompems UHGhopMayuo 0 cemesgoli akmueHOCMU HeaymeHmMuUgUUUPOBaHHbIX M0/1b30-
samerel, ebibepume & chunbmpe lNepcoHbl 3Ha4eHue HeaymenmuguyupoeaHHbIU rnosib3o8amerib
(omyem Ton Ha3Ha4YeHuUl rno nepcoHam u XypHan 3anpocos). Hmobbi npocMompems UHGbopMayUto
0 cemeegoU akmugHOCMU 2pyrrbl HeaymeHmMuuUUpo8aHHbIX rMofb3oeamerel, ebibepume 8 chunbmpe
pynnbi 3HayeHue Hem epynnbi (omyem Ton Ha3Ha4YeHuUl Mo 2pyrnnamM MNepcoH).

[ns nocTpoeHns oT4yeTa ¢ NOMOLLbIO LWabnoHa:

B cekunn Tunbl OTYETOB HAXMUTE KHOMKY C Ha3BaHWEM COOTBETCTBYHOLLEro LwabnoHa oT-
yeta (Puc.7.3).

Tunbl 0TYETOB

“" Ton NCTOYHUKOB [’1 Ton Ha3HayeHwiA [) Mepenasaembie paHHble 59 JypHan coeguHeHun ./ ¥ypHan 3anpocos

Mo pecypcam Tlo Kareropwsm Mo nepcoram Mo rpynnamn_.. Tlo Thnam pav_. Mo P Mo nopry lo nepcoram o IP ucrousm...

Mo IP uctouny... Mo yany b Mo npunoxen.. Mo yanam dun._. Mo npunoxen...

Puc. 7.3. Cekuua «Tunbl oT4eTOB»
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2. B oTkpbiBLIEMCS LIABNOHe 3agariTe 3Ha4YeHMs 418 UNETPOB C MOMOLLbH PaCcKpbIBaOLLMXCS
CMUCKOB WU CHETYNKOB.

I'Ipm YKasaHun 3Ha4YeHun ans d)I/IJ'IprOB cnengyet y4ecCTtb cnegyrouime MOMeHTbI:

o MOXHO NPOCMOTPETL «MOSHbIN MYTb» PACNONOXEHMS rPYNbl NepCcoH B unbTpe Mpynnbi
B oT4yeTe Ton Ha3Ha4YeHUM NO rpynnam.

Mepuog Tpynnbi

test]

test

Tpynner gocse

5 dys/../1aas,/lest
LU dvs/Test direction/Jlest| test
2L test 1

Lo |test 2

1L test 3

L0 test 4

L test 5

L jsim,/|testou

I jsim,/test OU2

LU isim,/ test0U3

CreyunansHole IHaYeHHA  He nakgers

Puc. 7.4. KonupoBaHue 3Ha4yeHUs punsTpa oTyeTa

OT0 NO3BOMNAET UCKNIOYNTD HeﬂpaBMﬂbell‘fl Bbl60p rpynnbl, ecn B CUCTEME 3aperncTpu-
poOBaHO HECKOJbKO rpynn ¢ OAMHaKOBbIM Ha3BaHMEM, KOTOpPbIE nNpuHaanexart pa3HbiM
AJOMeHaM Unun pa3HbiM genaptaMmeHTaMm.

o 3HayeHus PUNETPOB MOXHO BBOAWTL BPYYHYIO UMW KOMMPOBAaTb, HaXaB creumanbHbIi
3HAYOK, KOTOPbIN MNOABUTCS NPY HABeAEHUM Kypcopa MblLLM Ha 3HaYeHne. CKonnMpoBaHHoe
3Ha4yeHune coxpaHutcs B Gycep obmeHa.

OnucaHue 3HayeHu cunsTpoB cm. [punoxenue F, [lepeyeHb cpunbmpoe 0ons
dopmMupogaHuss om4yemos.
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Konuposars B 6ygep o6meHa

It Mcnbimatenbhwii cpok 63 " Ky3smuH WUnbst Hukonaeeuy [y

‘ 5L WcnbiTaTeNbHbIA CPOK X ‘ & KyabmuH Mnbs Hukonaeemy x

IF 1111 'ry 4HWKOB

‘ ? 1.1.1.1 x|

Puc. 7.5. KonupoBaHue 3Ha4yeHUs punsTpa oTyeta

)

3Hauok CBEpHYTL TIOMCK NEpCOHE a &=

Ton Ha3HaueHwit /110 NepcoHam v
<OTyeT He coxpaHeH> coxpaute v C Boin v

Ton lNepcotbl Coptvposarb no 3anpocbl Wexntoumts pecypebt

90 AHeR =] 25 $ BaneHTuHa VsaHoBa Konuuecrsy 3anp... v Bce (6€3 TexHUYecK.

BaneHTuHa MiBaHoBa

KO/MYECTBO 3aNpOCoB N0 NepcoHe BaneHTuHa UBanosa 06bem Tpadhuka N0 nepcoe BanenTuHa MsaHosa

200 MB
150 MB
100 MB

50 MB

0MB
0111 1611 0111 16.12 0101 16.01

3a6N0KMPOBaHHbIe 3aNPochl 5 37 L BXOAAWMIA TPAUK 1402MB  187.00MB 14569 MB 117 6B

Pa3spelueHHbIe 3anpochl 8 9 = VCXOnsALIMA TPauK 0.04MB 059MB 048MB  3.88 MB

Ton 25 JOMeHOB 270 YPOBHA N0 NepcoHe BaneHTuHa Wsan Ton 25 KaTeropuii No Nepcoxe BajlenTiHa V1Banosa TON 25 TUNOB CKauaHHBIX aHHbIX N0 NePCoHe BaneHTUHa MBaHoBa
M JlokymeHT MS Visio

33 Szl WL M MyTeuwecTens, TypH3M M Pactposoe u3o6paenue B hopmare GIF
24 3647 MB 010 MB
OHNAAHOBOE MOLEHHNYECTBO,

23 3310MB  011MB m e 13 M JoxymenT MS Publisher

KpacHbIM LIBETOM BblAEMNeHb! CraTucTiIKa Mo KOHKPETHOM MepCcoHe. [INA KaxAol NepcoHbl oTobpakaeTes
3aBnoKMPOBaHHbIE AM1A MOMb3OBATENS ©BOIl ONpeAeneHHbIi HaBop BUIKETOB ¢ Tabnuuamu U rpacukamm, KoTopbIit
obbexTsl (B AaHHoM criysae pecypc mail.ru) MOXHO CBEPHYTb W pasBEPHYTb, HAKAB Ha COOTBETCTBYIOLMI 3HAHOK

Puc. 7.6. Otyet «lo nepcoHam/TOIl:25, NMepcoHbl: BaneHTMHa NBaHOBa»
3. Tpn HeoBXo0AMMOCTN M3MEHUTE NEPUOLI BPEMEHN, 3a KOTOPLIN OToOpaxaeTcst MHdopmauus
B OTYeTe:
® OTKpOWTe KaneHgapb, Haxas B obnacTtu nons Mepuop (Puc.7.7);

e yKaxuTe OaTbl HAYana u oKoHYaHWs nepuoaa Anst céopa CTaTUCTUKM BPYYHYHO UK Bbl-
Gepute nepuop, HaCTPOEHHbLIN aBTOMaTUYECKN;

e HaxmuTe kHomnky OKk.
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MpumeyvaHume

Asmomamuyeckasi nposepka U Koppekmuposka 0ambl Hayasa U KOHUa UCKIIYaem 803MOX-
Hocmb oWwubKu.

4. CoxpaHuTe oT4yeT (cM. pasgen 7.2.2.5).

Mepepn coxpaHeHneM oTYETa TaKKe MOXHO NPOCMOTPETb AeTannsaLmio 0T4eTa, 3KCNopTMPOBaTh
ero B (hann popmarta PDF (cMm. pasgen 7.2.6) n 1.4.

— 30.04.2021 16:17]
2021 map. 2021 anp.
MH BT €p 4T AT b BC MH BT €p 4T AT b BC
2 3 4 5 & T 1 2 3 4

8 9 10 11 12 13 14 5 6 7 8 9 10 1

15 16 17 m 19 20 21 12 13 14 15 16 17 18
22 23 24 25 26 27 28 19 20 21 22 23 24 25
29 30 M 26 27 28 29 m
CerogHAa  Buepa  3TaHegens  3ToTmecAy  3totrog  1uac
3yaca 124acoe 24vaca ToHeid 30 pgHei 90 gHeR 180 gHed n

Puc. 7.7. KaneHpapb
7.2.2.3. NMNocTpoeHMe oT4yeTa Ha OCHOBE COXPaHEHHOro UMMM peKoOMeHAyeMoro
[na nocTpoeHns HOBOro oT4eTa Ha OCHOBE COXPaHEHHOrO:
1. B cekunn CoxpaHeHHble OT4YeTbl OTKPONTE KOHKPETHbIA OTYET.

2. OTpegakTupymnTe 3Ha4eHns PunsTPOB, U3MEHUTE NEPUOS BPEMEHM, 3a KOTOPLIN 0Tobparka-
eTcs HpopMaLumsa B OTHETE, UM HACTPOWTE OTNPABKY OTYETA MO pacnmMcaHuio (CM. pasgen
7.2.2.4).

3. COXpaHVITe OTYeT NoAg HOBbIM Ha3BaHUEM.

[lns co3gaHus HOBOro oT4YeTa Ha OCHOBE pekomeHayemoro Bbl6epI/1Te oTyeT B cekumn Peko-
MeHAyeMble OT4YeTbl 1 BbINOJTHUTE AEenCcTBUS, ONUCaHHbIE BbILLIE.

7.2.2.4. HacTpouka oTnpaBKu OoT4eTa No pacnucaHuro

AamMuHucTpaTop 6e30MacHOCTU MOXET HAaCTPOUTL OTMPABKY OTYETa MO pacnucaHuio B npouecce
ero chopmupoBaHua unu pepaktupoBaHusa. OTyeT nepegaeTca MO SMEKTPOHHOW MoYTe B
davine popmata PDF, noatomy nonyyatensamm otyeta MoryT ObiTb HE TONbKO NOMb30BaTeNM
Solar NGFW.
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HacTponKy MOXHO BbIMOSTHWUTbL C MOMOLLIbIO MEHIO LENCTBUIA B pa3gerne CtaTtucTuka u B Camom
oTyerte.

[1ns HacTponkn oTnpaBkM OT4YETa C MOMOLLLIO MEHIO AeNCTBMI B pasgene CtaTtucTmka:

B cekuumn COXpaHeHHbIe OT4eTbl B CTPOKE COOTBETCTBYHOLLEro oT4eTa HAaXMUTE KHOMKY

B oToGpasuBLLIEMCS MEHIO OENCTBUI BbiGepuTe NyHKT PegakTupoBaTh.

B oTkpbIBLLEMCS OKHE NepenanTe Ha Bknagky HacTponku oTtnpaBku 1 3aganite Heobxoam-
Mbl€ HACTPOWKN:

nepuog BpeMeHMU, C y4eTOM KOTOPOro ByAeT BbiNofiHeHa oTnpaska (Mo AHAM, No Heaensm,
no mecsiuam);

AaTy oTnpaBku OTYETA N TOYHOE BPEMS;
CMUCOK aapecoB 3MEKTPOHHOM NoYThl NonyyaTtenen otyeta (He 6onee 5);

MpumeyaHue

HanHble o nonydamensix codepxamcsi 8 pa3desnie lMonumuka > Cnpaeo4YHuUku > Adpeca
a51eKmpoHHoU noymsl. []ris dobasneHuss HO8020 adpeca r1eKMPOHHOU no4Ymael nepetoume
8 yKa3aHHbIU pa30es U 8bIfnoHUme coomseemcmeyroujue 0elicmeus.

TeMy 1 TeKCT nMcbMa (Npy HeobXoaAMMOCTH).

Ecnun Bce gencrteus ObINM BbINOSTHEHBI npaBUIibHO, OTHET 6y/:|,eT oTnpasJfieH Ha yKa3aHHbIe
agpeca SHGKTDOHHOVI NOYTbl COMMAacHO YCTaHOBNIEHHOMY pacCnmnMcaHuio. Ol'lpe,El,eJ'II/ITb HaCTpoOeHO
N 'y OT4eTa pacnmcaHne OoTrnpaBkM MOXHO B CEKLUU COXpaHeHHbIe OT4eTbl MO 3HA4YKy 6y-
OnrnbHUKa pAOOM C Ha3BaHMEM OTHETAa.

[lns HaCTpoOWKM pacnmncaHust N3 OTYETa BbI30OBUTE MEHIO AENCTBUIA U NPOLOSMKUTE npoueaypy

cormacHo onnmcaHuio BblLle. ,D,J'IFI Bbl30Ba MEHK HA>XMUTE KHOMKY cnpaBa OT KHOIMKKU Coxpa-
HUTb.
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OCHOBHDE HIcTPORKK OTRPABKM

No MECAUAM 27-07-201902:36

NotneaHun AeHs MECALE

H df »

OTYET HEOGNOAMMO NPOCMOTETh.

Puc. 7.8. OkHo «PepakTupoBaTb oT4eT» BKIagka «HacTponku otnpaBku»

7.2.2.5. CoxpaHeHue oT4yeTa

[na coxpaHeHna otyeTa:

1. B oT4eTe HaxxmuTe KHONKy CoxXpaHUTb.

2. B oTkpbiBlLIEMCH OKHE COXPaHUTbL OTYET:

e B none HazBaHue nameHUTEe aBTOMaTUYECKN Cd)OpMMpOBaHHOG Ha3BaHWe 0T4eTa,

MpumeyaHune

HaszeaHue omyema Ao/mKkHO bbimb YHUKasbHbIM Cpedu 8cex omyemos 0OHO20 KOHKPEMHO20
rosib3osameris.

e B packpbiBatoemcsa cnucke Manka BbibepuTe nanky unv BBeauTe Ha3BaHNe HOBOW;
e B none KoMMeHTapum ykaxxmute KOMMEHTapun.

MpumeyaHne

U3meHsimb HazeaHUe om4ema, yKkadbleams narky unu KOMMeHmapudl Heobsi3amerbHO.

3. HaxxmuTte kHonky CoXpaHUTb.
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lMocne coxpaHeHus B NEBOM BEPXHEM YNy OT4YeTa OTOOpaxkaeTcsa ero HasBaHue B hopmare:
<Tun ot4yeTa>|<HazBaHue nepBoro counsrpa:nepBoe ykazaHHoe 3Ha4yeHue punsrpa>,<Ha-
3BaHue BTOpOro cunkrpa:nepBoe ykasaHHoe 3HavyeHue counbtpa>.pdf. Hanpumep, Mo
rpynnam nepcoH | TOlN: 25, Npynnbl nepcoH: OTaen Kagpos.

[lna coxpaHeHus oTyeTa U3 hopMbl OTYETA BbI3OBUTE MEHIO AENCTBUIA C MOMOLLIbIO KHOMKM
1 BbiGepuTe NYHKT COXPaHUTb Kak .... [pogornkmTe npoueaypy CoXpaHeHus cCornacHo onunca-
HUIO BblLLE.

,D,J'Iﬂ NPOCMOTPa COXPaHEHHOro Ui pekomeHayemoro otT4yeTa B Cekunn COXpaHEHHbIe otyeTbl/
PEKOMEHAyeMbIe OTYeTbl HAXMUTE Ha3BaHNE UHTEPECYOLLEero oT4yeTa.

YUTtoObI Nnocne npocMoTpa oT4eTa BEPHYTLCS 00paTHO, B Bpay3epe Haxxmnte kHonky Hasag,.

MpumeyaHue

KaxOblli pa3 npu omkpbimuu omyem 6ydem rnepecmpoeH coasiacHo ycmaHOo8/1eHHOMY 8 HeM repuody
8pemMeHu, Ha4yuHasi ¢ mekywel damel MpocMompa.

Takke B npoLecce NpocMoTpa oT4eTa MOXHO:

Cy3unTb nnun pacwumpuTb BPEMEHHOW AMana3oH, 3a KOTOpbI 0TOOpaXaloTCsl CBEAEHMS Ha
rpadpuke.

OTcopTupoBaTtb CBeAEHMS NO OnNpeaeneHHomy napametpy (ctonbuy Tabnuubl).
lMepenTn Ha KOHKPETHbLIN pecypc.

MepenTn B KpaTKy KapTOYKY MEPCOHBI (MPY YCNOBUK, YTO Y NOMb30BaTENs €CTb KapToyvka
NepcoHbl).

Cdpopmuposatb TOI no o6bekTy unu rpynne o6bLeKkToBs:
TOI no nepcoHe;
TOIMN no rpynne NepcoH;
TOIN no pecypcy;
TOIN no kaTeropun pecypcos;
TOIN no TMNam AaHHbIX;
TOIMN no IP-agpecy UCTOYHMKA.
MpocmoTpeTb NOAPOBHYO MHOPMALUIO (AeTann3aumto) nNo 3anpocam.

N3meHuTb cocTaB CcTonbLoB Tabnuupbl C 4aHHBIMU U CKPbITb HEUCMONb3yeMble OUNLTPbI
(goctynHo Tonbko Ans XKypHana 3anpocoB 1 XKypHarna coeauHeHUMn).

Lns cyxeHusi epemeHHO20 AuarasoHa KypcopoM MblLLM BblAENUTe Ha rpadpmke oTpesok Bpe-
MEHMU, 3a KOTOPbI HEOGXOANUMO NOCMOTPETb NOAPOBHYHO MHOPMaLMIO.
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Hanpumep, agmuHucTpatopy 6e30nacHOCT HeOBXOAMMO NPOCMOTPETL MOYACOBOE KONMUYECTBO
3anpocoB KOHKPETHOWM MEPCOHbI 3a CyTKU. [nsa aToro Ha rpaduke BblgenuTe MHTEPECYoLWNi
nepuog BpemeHu. B utore, rpaduk 6yget nepecTtpoeH cornacHo BbIGpaHHOMY BPEMEHHOMY
AnanasoHy. CeegeHus, npuBegeHHble B Tabnuuax, AMHaMU4eCKn N3MEHATCA.

HonuuecTeo 3anpocos gnA nepcokbl BaneHtuHa MeaHosa

05.2019 00:00:00

2405

336A0KHPOBIHHSIE 3aMPOCHI

Paspewennbe 3anpocs KonuuecTeo 3anpocos AnNs NepcoHsl BaneHTuHa MeaHoga

0&:00 10:00

Puc. 7.9. CyxeHue BpeMeHHOro gMana3soHa
L pacwupeHusi speMeHHo20 uariasoHa NeBON KHOMKOM MbILLK ABaXObl HXXMUTE Mo rpadounky.

Hanpumep, agmuHnctpatopy 6e30nacHOCT HEO6XOAMMO NPOCMOTPETL 06LLYHO KapTUHY noce-
LLleHMs1 nonb3oBaTenem pecypcoB. [na aToro gsaxabl HaxkmuTe rpaduk. B utore, rpadmk
OyaeT NepecTpoeH CornacHo BbiGpaHHOMY BpeMeHHOMY Anana3oHy. CBeaeHus!, NpUBEAeHHbIe
B Tabnuuax, AMHaMMU4ecku U3MEHSITCS.
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KonuuecTeo 3anpocos ANA nepcoHbl BaneHTwHa UeaHoea

30.05.2019 00:00:00
3a6NOKMPOBAHE NpoCh 35
PaspewexHbie 3anpockl: 56

0206 05.06 08.06

23 47

HonwuecTeo 3anpocoe AnA nepcoHbl BanewTwHa MeaHosa

3a26R0KMPOBAHHBIE 32NPOCH

Pa3pewenHble 3anpocsl

Puc. 7.10. PaclunpeHune BpeMeHHOro gMana3oHa

Taroke MOXXHO OTOGpaaTh Ha rpachuke ToNbKO 3abrNOKMPOBaHHbIE UMK pa3peLLEeHHbIE 3anpoch,
HaXxumas Ha NIMHUI0 HeoBXoaMMOro LiBeTa nog rpadonkom.

Lns nepexoda Ha pecypc K Kpamkou KapmoyKe repCOoHbl HAXXMUTE COOTBETCTBYIOLLYYIO CCbINKY
B Tabnuvue Buaxeta. [locTynHas Ans nepexoa Ccbifika BblaeneHa nogyepkmsaHmem. B ntore
B 6pay3epe OTKpoeTCs HoBasi CTpaHuLa C BbIbpaHHbLIM pecypcom/KpaTkasa kKapTodka BblOpaHHON
NepCoHbI.

Lns copmuposku ceedeHuli HaXxXMUTe HasBaHne ctonbua Tabnuubl, Mo KOTOpomy ByaeT Bbl-
nonHeHa copTupoBKa. N3Ha4vanbHO JaHHbIE OTCOPTMPOBAaHbI MO YObIBaHMIO.

ns gpopmuposaHusi omyema TOI no o6bLekmy unu 2pynne o6bLekmoe B Tabnuue HaxMmmTe

3Ha4oK ﬂ B CTPOKe MHTepecyoLlero obbekta (pecypca, NepcoHbl U T.4.). B pesynerate oT-
KpoeTcs chOpMUPOBaHHbIA OTYET MO BbIGpaHHOMY OOBLEKTY.

Ton 25 gomeHoB 2ro ypoBHA QNA NepPCoHbl BanedTuHa MeaHosa

mailru 81 11754 MB 038 MB
Npo etb TOMN no pecypcy 85.99 MB 0.29 MB
google.com 7278 MB 0.26 MB
okko.tv 62.38 MB 0.20 MB
wikipedia.org 6092 MB 0.19 MB

cybersport ru 6188 MB 021 MB

ok.ru M 61.19 MB 0.20 MB

Puc. 7.11. ®dopmupoBaHue otyeta «TOIN no 06bEKTY Unu rpynne o6bLEKTOB»

[lns npocmoTpa Aetanusauum rno 3anpocam:
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1. B KOHKpeTHOM Tabnuue oT4eTa HaXXMnUTE CChiNky (Yncno B ctonbue Kon-Bo Tabnuupl).
2. Mpn Heo6XoAMMOCTHM B OTKPbIBLUEMCS OTYETE C NOAPOOHON MHopMaLMen o 3anpocax:
e OTCOpPTMpYMTE B Tabnuuax cBegeHus o 3anpocax;

e BbIrpy3uTe getanusaumio no 3anpocam B cann dopmara PDF (aHanormyHo akcnopty
OTYeTOoB, CM. pasaen 7.2.6).

YTto6bI Nnocne nepexona k getanuaauum no 3anpocam BEpHYTbLCS 06paTHO K OTYETY, B Opay3epe
HaxxmuTe kHonky Hasag,.

N3 peTtanusaummn no 3anpocam MoxHO nepenth B XKypHan 3anpocoB KOHKPETHOIO pecypca.
[1na aToro HaXXMMTE YMCNOo 3anpPoCoOB B CTPOKE onpedeneHHoro pecypca (ctonbeu, Kon-so B
Tabnuue).

B otyeTax kateropum XKypHan 3anpocoB MOXHO N3MEHUTb COCTaB Tabnuubl. 1o ymonyaHuto
Tabnuua nmeet Habop ctonbuos: URL nyTb, PesynbraT npoBepku. [1ns namMeHeHnsi cocTtaea
Tabnuubl OTKPOWTE pacKpbIBaKOLLMINCA CNMCOK ounbTpa KONOHKM 1 HAaXKMUTE Ha3BaHUS KOFIOHOK,
KOTopble crnepyet otobpasuTb B Tabnuue. MoxHO 0TOBpa3nTb BCe KOMOHKN U3 CNNCKA.

YUTo0Obl M13MEHUTbL cocTaBa d)VIJ'IprOB B OT4ETE KaTteropmm )KypHan 3anpocos, ,El,06aBbTe nnn
CKpOIZTe Heucnosrb3dyemMble d)l/lJ'IprbI C NOMOLLbK pacKpbiBaoLleroca MeHo Ewe.

/M0 yanaw quansTpaLym

HypHAN 33npocos

19032021
165756

1019216719 content-signature- 2cdnmoziia net TTRS mitm, HTTPS mitm, fepexog x

g SR — R ———
1902021

- WIS ROFMandy COnmOzILanet HTTPS mitm, HTTPS ML, Mepexod X CH0 Connect, conn

Puc. 7.12. ®dunbtpbl XKypHana 3anpocoB
7.2.4. PepaktnpoBaHue ot4yeta

AoMuHucTpatop 6e30nacHOCTN MOXET OTPeaaKTUPOBaTb TONbKO COXPaHEHHbIE OTYETLI C MO-
MOLLbIO MEHIO AeNCTBUI B pa3gene CTaTucTuka 1 B camom OT4YETE.

[na pegakTupoBaHusi otyeTa B pasgene CraTtucTuka:

1. B cekuun COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYHOLLENo OoT4eTa HAXMUTE KHOMKY

2. B oTobpasusLLEMCA MEHIO AEUCTBUN BbiDEpUTE NyHKT PepakTupoBaThb.

3. B oTkpbiBLEMCS okHe PepaktupoBaTtb oT4yeT (Puc.7.13) BHecuTe COOTBETCTBYIOLLNE U3-
MeHeHUs (M3MEeHUTEe Ha3BaHWe oT4eTa, MECTO XpaHeHns (nanky) U KOMMeHTapun).

4. HaxmuTte kHorky CoxXpaHUTb.
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PefakTMpoBaTh OTYET X

25, KaTeropui pecypcoe: Be6-noyrta

Puc. 7.13. OkHo «PepakTupoBaTb oT4eT» BKnagka «OcHoBHoe»

,D,J'IFI N3MEeHEHNA OCHOBHbIX NapaMeTpoB U3 d)OprI OT4eTa Bbl30BUTE MEHIO OENCTBUN U npo-
OOJDKUTE npouenypy corfnacHo onnmcaHuko Bbllle (Ha‘-II/lHaFI C wara 3) D,J'IFI Bbl30Ba MEHIO

AEeNCTBUA HaxXMuTe KHomnKy B4l cnpaBa OT kHOMkM CoXpaHUThb .
7.2.5. OTnpaBKa Konuu otyeTa

A,D,MI/IHVICTpaTOp 06e30MacHOCTM MOXET MOAENUTbLCH OTYETOM C OOHWUM, HECKOSbKMMMU WK
BCeMU nonb3oBartenamMmun, Kotopble obnapatot COOTBETCTBYHOLLMMMN NpaBaMn OocTyna. I'Ile
9TOM OH OTnpaBnAEeT TOJIbKO KOMUK oT4eTa, a He OpUrnHarn. 9710 nosBonsieT oTnpaBnUTento "
nony4vyarento BHOCUTb He3aBUCUMbIe OPYT OT Apyra USMeHEHNA B OTHEThI. MNogennTbca MOXHO
KaK COOCTBEHHbIM OTYETOM, TakK U nony4YeHHbIM OT APYroro nonb3oBartend.

MpumeyaHue

Korusi omyema omnpaensemcs 6e3 ycmaHo8/IeHHO20 pacrucaHusi ompaeKu, ecriu oHO bbIfio Ha-
CMpoeHo.

Cuctema nosBonsieT NoAenuTbCcsl Konuen COXpaHEeHHOro ot4yeTa B pasaene Crtatnctmka n B
CaMOM oT4eTe.

,D,J'IFI OTNpaBKM OTHETa B pa3gene CraTtucruka:

1. B cekuum COXpaHeHHbIe OT4eTbl B CTPOKE COOTBETCTBYHOLLEro oT4eTa HaAXMUTE KHOMKY

2. B oTtobpasmBLiemcsa MeHo aencTeun Bolbepute nyHKT Mogenutbea.

3. B oTkpbiBEeMCcs okHe MogennTbca oT4eToM ycTaHoBUTE dnaxok Hanpotne PO ogHoro
WITN HECKONbKNX nonb3osaTtenen (Puc.7.14).
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Mpume4vaHue

Lns omnpasKku Kornuu omyema ecem rosib30e8amerisiM cucmeMsl ycmaHosume ¢hriaxxok Bcee.

4. HaxmuTte kHonky OTnpaBuTb. OTO6pasmTca ysegomneHe o6 ycnewHom oTnpaske.

MNogenuTbCA OTYETOM X

Puc. 7.14. OkHo «[MogennTbca oTYeTOM»

B utore, Yy nony4arernd B cekunmn COXpaHEHHbIe oT4yeThl 6y,qu co3aaHa narika, cogep’kawasn
OTMNpaBJiIeHHYH KOMWK OoT4eTa.

HaseaHue nanku Oyaet cnegytowero opmata: <OT4YeTbI>-<NOrnH otnpaBurtena>. Bce oT-
YyeTbl, NOCTynaroLme OT OAHOIO 1 TOro XXe NOofb30BaTeNst COXPaHAKTCHA B 0gHON nanke. Ecnu
B nanke oybnupyloTca Ha3BaHWS HOBOTO UMW YXXe CYLLECTBYIOLEro OTYETOB, K Ha3BaHMIO HO-
BOro oT4yeTa [00aBNSETCH CIOBO «KOMUSI» U MOPSAKOBLIA HOMEP KOMUN.

[lns oTnpasku oT4eTa C MOMOLLBIO MEHIO 4ENCTBUIN U3 (POPMbI OTHETA BOCMNONb3YNTECH KHOMKON

ANs BbI30Ba 3TOr0 MEHHO (CnpaBa OT KHOMk COXpaHUTb) M NPOAOIKUTE NpoLedypy COrmacHo
OnncaHuio Beile (HaumnHas ¢ wara 2).

7.2.6. Okcnopt oTt4yeTa B PDF

A,D,MI/IHI/ICTpaTop ©e30nacHOCTU MOXEeT JKCNopTnpoBaThb KakK COXpaHeHHble, TaK 1 HeCOXpaHEH-
Hble OTYETbI C MOMOLLIbIO MEHIO AENCTBUN B pasgene CrtatucTtuka n B camoM oT4eTe.

,D,J'IFI QKCMNopTa OoT4yETa B pasaene Cratucrtuka:

1. B cekuun COXpaHEHHbIe OoT4eTbl B CTPOKE COOTBETCTBYHOLLEro ot4eTa HaXMUTE KHOMKY

2. B otoGpasmBLueMcsa MeH0 aencTBuin Boibepute nyHKT dkcnopTt B PDF.
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MpumeyvaHue

Loxdumecb okoH4YaHus1 akcriopma. CocmosiHue 8bI2Py3KuU MOXHO omcredumb 10 JIUHUU 3a2Py3KU 8

sepxHeli yacmu sKpaHa. B npomueHoMm criyyae, ecniu riepelimu 8 ripoyecce akcriopma 8 Opyeol
pa3desi cucmembi, 3Kcriopm omyema 6ydem OMmMeHEH.

HaseaHue dpanna cdopmupyetcs B cnegyoliem gopmare:

Anga coxpaHeHHoro otyeTa: <HasBaHue otyeTa>|c <OO.MM.ITTT> no <AO.MM.ITTT>.pdf.

Hanpumep: Mo tMnam aaHHbix | TOM: 25, Tunbl gaHHbIX: CnyxebOHble cdannbl C
14.06.2019 no 15.06.2019;

Ons HecoxpaHeHHoro otyeTta: <Tun otyeta> ¢ <OO.MM.ITTT> no <AA4.MM.ITTT>|<Ha-
3BaHMe nepBoro hunbsTpa: nepBoe ykasaHHoe 3HayeHue dunesrpa>,<HaszBaHue BTO-
poro ¢ounbTpa: nepBoe ykasaHHoe 3HavyeHue counbrpa>.pdf. Hanpumep: Mo nepcoHam

¢ 13.05.2019 no 19.05.2019| TOM: 25, NepcoHbl: [lo6poBa NpackoBbA BeHNMMHOBHA
mrs.Toster 31.

[lns akcnopTa oTyeTa C NOMOLLBLI0O MEHIO OENCTBUN N3 DOPMbI OTYETA HAXMUTE KHOMKY

cripaea OT KHoMkn CoXpaHuTb 1 B 0TOOPa3nBLLEMCS] MEHIO AENCTBUI BblIGEpUTE NYHKT KCNOPT
B PDF.

Mpwn skcnopTe oTyeTa dopmupyetca ann B dopmarte PDF, koTopbii cogepxuTt B cebe rpa-
UK 1 Tabnubl C COOTBETCTBYHOLLMMWN SAHHBIMM.
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Aara popumposaes orwita: 05072019 150538
Cipoprampans: adorin
Omaiér | TOM: 25, My ©oma E
SunsTe
Mepmog; ¢ 28.06 2019 00000 no 05.07 2019 2350
TOM: 25
Mepeosne X -
[ e oy
Sanpoces Faspeuwe] Ton 25 goseron 2ro yposia no Deasn Ep
« Xauunos Domd
Roten 2ro ypomie Kan. Bx Hex
Ton 25 opiei O Dosa
7
vicom
"w
N reddi Kaeropes pecypca Kan, Bx. Mex.
mcroad
N Ton 25 THNOE CHEMEHIRLY ABHMM N0 NERCosE Kakmince $oms Epsmesa
s garetay Maay
z pormihit] Paen|
o mos - Basie T BaHHLE Kan B MHex.
Crmg HenzpecTibih hain -] 130.59 MB 0.42 MB
= Jafncumponsssal
el | g 1 ._=
e 1 v ame
megogd c eywosanics, wenansayeman & OC Linix, Mac 0, Akai MPC, Amniga i np. 12 1B102 MB 0106 MEB
o . BrASo B hopMite MPEG, MPEG-4, MPEG-TS 12 2110 ME 0.07 MB
s youtube . PacTpobos macipasenne B hopuare PNG Ge1 cmamia n 137 MB .04 M
WM .- Asmmagun o dopaate Adobe Flash 9 1024 MB 0.05 MB
15 . » DEA BAHHBIE DEILENEHHED SANATIME @ 16.96 MB 004 ME
L] o Ascyneet M Publisher 12.53 ME 0.03 MB

e | I_.-_

CME 7 1305 MB 100048 B
- H
- I_---

whatsal
— — Pt Tpomoe WIohpamenme & dopare TIFF 663 Cuatna 959 MB M
e — Flowyment POF & NEIMB  DOIME
e . Pactpouoe uachpasese & hopsate GIF & BEIMB 0.03ME
— Bugeo b dopmate AV1 639MB n0zME
trinixy.n

[
no 1
e DokyMent MS Visio 0.0z M8
I_---
00 MB 0.01 MB

Puc. 7.15. Mpumep BbIrpykeHHOro oT4yeta no nepcoHe (B ¢panne opmata PDF)

WHdopmauuio B Tabnmuax MOXHO peaakTMpoBaTb M CKONMPOBATb B APYron OKyMeHT. ®ain
COXpaHsieTCs Ha Aucke (MecTo coxpaHeHus dhanna 3aBuMCUT OT HacTpoek bpaysepa).

[anee aToT hann MoxHoO oTkpbITb (Puc.7.15), pacnevartaTb, nepecnartb No no4yte u T.4.
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JKcnopT AeTannsauumn nNo 3anpocam BbINOSHAETCS aHanornYHbIM o6pasom.
7.2.7. YoaneHue ot4yeTa

A,D,MI/IHI/ICTpaTOp ©e3onacHOCTM MOXET yOoannTb TONbKO COXpPaHEHHble OTYETbl C NMOMOLbLIO
MEHI0 ENCTBUN B pasgene CTtaTtucTmka 1 B camoM OT4eTe.

Ons yAaneHuna ot4yeTa C NoOMOLLbO MEHIO B pa3fene Cratucrumka:

1. B cekumn CoxpaHeHHble OT4YeTbl B CTPOKE COOTBETCTBYHOLLErO OTYeTa HaXKMUTE KHOMKY

2. B oTobGpasmuBLLEMCA MEHIO AENCTBUI BbIOEPUTE NYHKT YAANUTb M HAaXXMUTE KHOMKy Aa.

Bbl yBEpEeHbl, UTO X0THTE yaanuTe oTyeT "Mo THnam garubix | TOM: 25, Tune
OaHHbIX: MHQJDPI'I.’IDI.I.HOHHHE TEXHONOTMKU"?

Puc. 7.16. YoaneHue ot4yeTa

MpumeyaHue

MoxkHo ydarnumb coxpaHeHHbIe OmYembl, MoslyYeHHbIEe om Opyaux rosib3oeameriel Usiu OmnpaesieHHbIe
um. Y Opyaux rnonb3ogamerned He rpou3olidem HUKaKUX UBMEHEHUU.

[na yoaneHna otyeta ¢ NOMOLLBIO MEHIO AEACTBUA N3 (POPMbI OTYETA BbI3OBUTE 3TO MEHIO U

NPOLOIMKMTE ONepaLmio COrfacHoO ONMCaHuIo Bbilwe. [1Na BbI30Ba MEHKO HAXMWUTE KHOMKY
cnpaBa OT KHOMkM CoxpaHUTb

7.3. PaboTta ¢ nankamMu coxpaHeHHbIX OTYETOB

YUToObI BbINOMHUTL Kakoe-nnbo AencTBUeE € Nankom, BOCMNOSb3yNTECh COOTBETCTBYIOLLMM MEHIO
aencteun (Puc.7.17), ¢ NOMOLLbIO KOTOPOro MOXHO CO34aBaTh, PeAakTMpOBaTh, AENUTHCH U
yoanate nanky. [ns BbINONHEHUSA AEUCTBUSA C Nankow BbibepuTe B MEHIO NYHKT C OAHOUMEHHbIM
HasBaHMeM.
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3Hauok KHonka KHonka Bbl30Ba MEHK
CeepHyTb [obaBuTk nanky AENCTBUIA C Nankou

yaHeHHble oTu\Tel | (5]
MNanka gns Meaxosoi
Mo nepcoxam | TOM: 25, Nepoous: Banesmusa Weakosa PeganTnposate

NMogenuTsch

R Ana rpynn nepcod | TOM: 25, Mpynnu nepcod: OTgen kagpos

YOoANUTL

MeHto geiicTeui ¢
nankown

Puc. 7.17. MeHI0 eiCTBUM C Nankowu

Cos0ameb narky BO3MOXHO Kak ¢ nomoLLbio kHorku &3 B pasgene CtaTuctuka > CoxpaHeHHble
OTyYeThbl, TaK 1 npu opmmnpoBaHmum ot4yeTa (cM. pasgen 7.2.2.2). [pu 3ToOM Ha3BaHWe nanku
AOMKHO ObITb YHMKaNbHbIM Cpeaun nanok OAHOMO0 KOHKPETHOro Nosb3oBaTens.

Crieqyet yyecTb, YTO Apu ydaseHuu CO30aHHOW BPYYHYIO UK NOMYyYEHHOW Nanku, y Apyrux
nosib3oBaTtenen He NPOMN30NOET HUKAKUX NU3MEHEHU.

Mpn HEOBXOAMMOCTM OTYET MOXHO MepemMecTuTb B Tpebyemyto nanky. [ns 3Toro HaxmuTe
KOHKPETHbIA OTYET U NEPEMECTUTE €ro B HY>XKHYIO Nnarnky, He OTMyCKas Kypcop MbILUW.

AaMuHmcTpaTop 6e30MacHOCTU Takke MOXET 1odenumscs Koruel narku, cogepallen oT4eTbl
C OAAHMM, HECKONbKMMW UNN BCEMM MONb30BaTENSAMN, KOTOpble 06ragatoT COOTBETCTBYHOLMMM
npaeBamu goctyna. lMpu 3TOM OH OTNpPaBnseT TONbKO KOMMWIO Narnku CO BCEM €€ COOePXKUMbIM,
a He opurnHan. 3To NO3BONSAET OTNPABUTESIO M MONyYaTento BHOCUTbL He3aBUCKMMble APYr OT
apyra nameHeHnust. Nogenntbcs MOXHO kak COBCTBEHHOWM Nankow ¢ oTY4ETaMM, Tak 1 NOSTyYEeHHOWN
OT Apyroro nonb3oBaTtens. OTnpaBka KONUW Nanku Nonb3oBaTento, coaepkallen OTYETH,
aHanornyHa oTnpaske Konuu otyeTta (nogpobHee cMm. pasgen 7.2.5 ). B utore, y nony4yatens
B cekuun CoxpaHeHHble 0T4eTbl 0TOOPa3nTCA KONMsi OTNPaBEHHOW Nanku co BCEMU COaep-
XalwmmMmcs B Hel oT4eTamu.

HassaHue nanku 6yaet chopmaTa: <Ha3BaHWe OPUrMHANbHOW NanKu>-<fiorMH oTNpaBUTENs>.
Ecnu gy6nupytotcst HasBaHUst HOBOW UMW Yyxxe CYLLEeCTBYHOLLEW Mnanku, K Ha3BaHWI HOBOM
nankv JoGaBnseTca CroBO «KONUS» U NOPSIAKOBbIA HOMEP KOMUW.
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NopenuTbCcA NANKOWA C OTYETAMK x

m Bce

Ivan
Kashelev

F:'|I','!':

Zubrova

Puc. 7.18. OTnpaBka Konuu nanku ¢ otyeTamm
7.4. NMpumepbl hopMUpoOBaHMA OTHETOB

3apava:

Cobpatb CTaTUCTUKY NO COTPYAHMKAM, KOTOpble MOCeLaloT coumanbHble CETU B TedeHue 7
JHen.

Mopsapok oecTBUN ANA pelleHUs 3aaauu:

AamuHncTpartopy 6esonacHocTn Heobxoammo cdopmupoBaTb ot4yeT Ton UCTOYHMKOB/ NoO
KaTeropmsam pecypcoB. [1ns aToro:

1. B pasgene CtatucTuka B BUOKeTe Kateropum ot4etoB TOn MCTOYHUKOB HAXXMUTE KHOMKY
Mo kaTeropusam.

2. B oTkpbiBLEMCS WabnoHe oTtyeta B hunbtpe Kateropumn pecypcoB Bbibepute 3Ha4YeHmne
UHTepHeT-KOMMYyHuKauma/ CoumnanbHbie CeTMm.

B noctpoeHHOM oT4eTe oTobpaxkaeTca MHpopmaLumsi MO BCEM 3anpocaM, He y4nTbIBas TEXHU-
yeckun Tpaduk (Puc.7.19).
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Tomn WCTOYHWKOE /TI0 KATErOPMAM PECYPCOB v
<OTYET HE COXpaHEH>

Nepwon Ton HaTeropun pecypcos CopTMpOBaThL NO Janpocsi
7 pHen =] 5 Konwyectey 3an_. v Bee (6
~ CoumManbHbie cetn

NSHEIE CETH

PCOH N0 KATEropui - COUMANBHLIE CETH Ton 25 rpynn No Kateropkm - CoUHanbHpe CeTH 01 25 IP-MCTOYHMKOR N0 KATErOpuK - COUMANBHBIE CETH

OTAEN XOIAACTBEHHOID 0.05
obecneyenun MB

10.199.111.81

o

0.02 MB
M Xanunos Poma Epemeesny 6

10.199.111.31 0.02 MB
0.05

MB

borayesa MonvHa Cemexosna 4 01N BaNOTHLIX PACYETOR

10.199.111.68 0.03 MB

004 1019911175 001 MB

M8 MB

PO Y

Berposa TatbAHa MebosHa 4 0oTaen pexuma

10.199.111.87 0.03 MB

fonyGrnHa EBrenns OTAEN PAIMELUEHHA LIEHHBIX 8 1032
HOMCTAHTMHOBHA Gymar M8

1019911130 002 MB

10.199.111.7 0.02 MB
Ynpagnexue 10.05

nHGopMaTHIALAK MB

-

KaMKMH N1eoHH1 NIeB0BMY

10199111117 004 MB

KaHawa Ceetnasa YYETHO-ONepaUMoHHoe 11.61

w 10.199.111.29
AHIPHAHOBHA i} yNpasnexne MB

0.02 MB

FORTSRrSraTs

10.199.111.79 002 M8

Puc. 7.19. C60p cTaTUCTMKM NO COTPYAHMKAM, KOTOpPbIe NoceLLany couunanbHbie CeTH
3apava:

MpocmoTpeTb NoApobHYD MHGOPMaUUIO MO 3anpocamM COTPYOHUKOB KOHKPETHOro othena.
Hanpumep, otaena «YnpaeneHue nHgpopmatmsaumnemn».

Mopsagok oencTBUn ANs pelueHns 3agaun:

[nga atoro B Tabnuue Ton 25 rpynn no kKateropuu - CoumnanbHble CETU HAXKMUTE B KONOHKE
Kon-Bo undpy HanpotMB Ha3BaHusA oTaderna. B nocTpoeHHOM oTyeTe MOXHO NMPOCMOTPETb
MMEeHa COTPYAHMKOB 1 Ha3BaHME PECYPCOB, KOTOpble OHM noceLanu (Puc.7.20).

O SOLAR 205



7. 3aNpOChl HA KaTeropuk pecypcos /To rpynNam Nepcon v
YpaHEH>

Tpynnkl NEpcos TOKA3LIBaTE KATETOPMH 3anpoce!

JBNEHHE WHAOPMATHIALMMN

0.006 MB

0.004 MB

« Noapobubie fanHbie GAMYHOM BMfIE NO rpynne Ynpasnexue nHopMaTHsatmm

Niawnn Fpynne YNpaanenHe e CER Pansbie 3 9 10 rpynne Ynpasnesue uh

YepHwuerko Onecs B . Xawunos Goma _ - . -
Counansibe cetw  gazetaru Counanheee ceTw  winw.igromanian
HuKonaessa Epescenuy

CHerupesa Anwua OTaNoBHa  COUMAaNbHbIe CeTH  101.1u

I &
aH o1 " b
cupc . -

Neuetkos Anexcei CoumansHsie 085 001 BeTpona Tamsaxa Counanseie 086 001
gazetaru www.cybersportru 1
Kupuanomuy cem MB  MB Tnefiosra cem ME  MB

K Ke CoumanoHue AT 095 oo
KprCTHHa Kosanexko ube com
p e ra - MB MB

Aankbie 3a 05-07-2019 no rpynne YNpaaneHwe HHGQOpMaTHIaLWH

Pozenbax Mnecca CoumanbHbie

trinixyru
AaxmnesHa cem

NuuywkuH Ky3oma CoumantHuie

instagram.com
IpHecToBHy ceTn

Puc. 7.20. letanu3auua 3anpocoB otaena «YnpasneHue nuHcgpopmatusaumemn»

3apava:

MpocmoTpeTb CTaTUCTUKY NOCELLEHNS coLMarnbHbIX CeTeln 3a HeAento KOHKPETHLIM COTPYAHUKOM.
Hanpumep, Xanunossim domon EpemeeBunyem.

Mopapok aeMcTBMN AN pelleHus 3agaun:

BepHuTech B nepBbIi NOCTPOEHHbIN oTyeT (Puc.7.19) n B Tabnuue otyeta Ton 25 nepcoH no
KaTeropusim - CoumanbHble ceTu B kKonoHke Kon-Bo HaxkmuTe umdpy Hanpotns ®O coTpya-
Huka. B oTobpasmBLIEMCA OTYETE MOXHO NMPOCMOTPETb PECYPChbl U BPEMS MX MOCELLEHUS,
BXOOALWNIA N ncxoasawmm Tpaduk (Puc.7.21).
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Aerannzaynna; 3anpocsl HA KaTeropum pecypcos /To nepooHam v
<0TYET He CoXpanen>

Nepcosl MoKa3uBaTL KATETOPMKM 3anpocsl

PaspeweHtisie

K P an P . 061 TRaHKa N0

~ NoApo6Hbie rpathukiu 06bEMa BXOAALLETO U MCXOAALLETO TPAUKa NO NePCOHaM

Dfibem BxoaALLLro TRatHKa N0 Nepcote Xakunos Boma Epemessid 0bem MCXORALLETD TPADHKA NO Nepcote Xannnos Poma Epemeesiy

0.004 MB

:00 }

226 MB
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Rannbie 32 01-07-2019 no nepcone Xakunos Boma Epemeeaiy Nasbie 33 02-07-2019 no nepcoke Xa
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Puc. 7.21. [letannM3auus 3anpocoB KOHKPETHOro COTpyaAHMUKa
3apava:
MpocmoTpeTb cTaTUCTMKY MO Ton 25 pecypcoBs, KOTOPbIE NOCETUN 3TOT COTPYAHUK.
Mopsagok oencTBUIM ANs pelueHns 3agaun:

[lns aToro BepHUTECL B OTHYET MO MOCELLEHMIO coumanbHbix ceTen (Puc.7.19) n B Tabnuue
otyeTa Ton 25 nepcoH no KaTeropusam - CoumanbHble CeTU HXXMUTE 3HAYOK ﬂ HanpoTuB
®UO coTpyaHuka.

B noctpoeHHOM oT4yeTe MOXHO 0TOBPa3nTbL MHPOPMALIMIO MO BCEM 3anpocam 3TOro COTPyAHMKA,
BblbpaB B hunsTpe 3anpockl 3HadeHne Bee (Puc.7.22).
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" Ton Ha3ua4eHwd /Tlo nepcoHam v
rere <0TYeT He COXpIHEH>

Nepron Ton Nepcors CopTMpoBaTL NO 3anpocs HCKMo4MTs pEcypChi

Xauunoe ®oma Epemeesuy

Kon pocoE No nepcove Xanunos Moma E O6bem TpagiKa No Nepcoke XaHunos

Ton 25 AOMEHOB 2r0 YPOBHA N0 NEPCOHE XaHANO.. Ton 25 KaTeropHii No nepcoHe XaHunos Doma Epemeesny THMOB CKAUAHHBIX AaHHBIX N0 NEpCoHe XaHunos Doma Epe.

W igromaniaru

M vkcom

W reddit

M microsoft.com

M gazetaru

M pornhub.com ]

M lentaru Mepeimy Ha pe

CouManbHbE CeTH

MeguunHa

PacnpocTpaHeHue cnama

Bahin

M Crwicxn paccoinox

3anpeuleHHoe
HENONLIOB3HKE NEKAPETE

M Jflexapcrea

- - 13059 042
HewzsecTHwiA hain

HewseecTHwA ann
Bupeo B hopmare MPEG, MPEG-4,
MPEG-TS

3EYKO2ANKCH, HENONB3YeMan 8 OC
Unix, Mac 0S, Akai MPC, Amiga n np.

Bupeo B ropmate MPEG, MPEG-4,
MPEG-TS

PacTposoe uzobpameHue B (hopmate
PNG Ge3 cxatma

Anmmaums s hopmare Adobe Flash

Puc. 7.22. TOIN 25 pecypcoB, KOTOpbIe NOCETUIT KOHKPETHbIN COTPYAHUK
3apava:
MpocMOTpeTb CTAaTUCTMKY MO UCMONb30BaHNIO NPUNOXeHMa Skype.
Mopsapok aeMcTBMN AN peLlleHusn 3agaun:

Onsa atoro oTkponTe pasgen Cratuctuka > XypHan coeguHeHun > Mo npunoxeHUsm
(Puc.7.19) u ykaxuTte 3HadyeHua Skype_TeamsCall n Skype_Teams B ounbetpe MpunoxeHus.
B pesynkrate otobpasunTcs Bcs Heobxoanmasn uHdopmaums no npunoxeHunto Skype, nepexea-
TbiBaemasi CepBMCOM KOHTPOMS NPUNOXEeHUN: aatbl, IP-agpeca UCTOYHMKOB M Ha3HaYeHUn n
ncnonb3yemble NPOTOKONbI.

,D,J'IFI KOPPEKTUPOBKU 0To6pa>KaeM017| CTaTUCTUKAN VICI'IOJ'Ib3yI7ITe d)l/lJ'IprbI, pacnonoxeHHble B
BerHeIZ 4acCTh CTpaHuLbl.
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Solar NGFW &

JKypHan coeqvHeHMi /1o NPUNOKEHMIO v

v
<Orver e corpaner> Bl R

Nepuog Mpunoxexus 3anpocs!

14.07.2024 20:46
17072024 2046 O Skype_TeamsCall x | Skype_Teams x Bce
Ipacmku coepmHeHn

KONM4ECTBO 06paLLeHWii OT NpUAOKeHHit kype_Teams

0 15071200 150716200
Pa3pelueHHbIe CORRMHEHNS

Y¥ypHan coeauHeHuin

JKypHan (nepsbie 500 CTPOK)

Puc. 7.23. Coop cTtaTMCTUKKU Nno npunoxeHuto Skype
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8. Nonb3oBaTenu: ynpasneHue npaBamMmm gocrtyna
norib3oBaTerieu

Paspen MNonb3oBaTtenu npegHa3HavyeH Aangd ynpasneHnda npaBamMun octyna nonb3oBarenemn
K pas3nn4yHbIM obbekTam cuctemsbl. B pa3gene MOXHO:

e HacTpauBaTb AOna nonb3oBaTerniei npaBa AOCTYNa K AaHHbIM NEPCOH, rpynnamM NepcoH K
pasgenam uHTepderiica cucTeMbl;

® YNpaeBnsiTb YY4ETHbIMM 3anNMCAMU MONb30BATENEN CUCTEMbI: CO34aBaTb, PeaaKTUPOBATb,
GnokupoBaTb, yaansiTb.

Solar NGFW Pasgen gns pabotel ¢ ponamu -

CucTteMHble ponu (ponu,
Habopamu npas AocTyna

[OCTYTHbIE B CUCTEME NO
YMOM4aHMio)

Ponb nons3sosatens 8
AIMMHMCTpaTop 6e30NacHoCTH TEKYLLIeW Ceccun

Cnucok poneii. YTobbl
NOCMOTPETh UMK ; ]
OTPEAaKTUPOBATE CBEEHUS O j E Aynutop
ponu, cnegyeT BbibpaTb
COOTBETCTBYHOWMIA pasgen
naHenu Hasurauwm

oTOBpaKeHNA HakaTb
SRV ICHaINMHAC PO C KHOMIKY EBI30EA MEHIO
[MyHkT MNonbsoBaTtenu |

K DedCTBHA
rMaBHoe MEHK CUCTEMbI J HonupogaTh
& TONb30BATENN

Paspgen ana pabotel ¢
Y4eTHLIMK 2anucamu (Y3)
nonkL30BaTeneN CUCTEMbI

(cnucok Y3 ceepHyT)

MeHto geicTBMiA C

ﬁ CUCTEMHBIA aIMUHUCTPATOP
0DBeKTOM cHCTeMBI: ANs

& admin Pasgen ansa ceasu rpynn AD ¢
rpynnamu GesonacHocTH

253 TPYIMbl LDAP

Puc. 8.1. Pazpen «[onb3oBaTtenu»: ynpaBneHue npaBamMmu JocTyna nosib3oBartesnemn

8.1. Ponu: Ha3Ha4yeHMe npaB goctyna K PyHKUMAM 1 pasgenam
CUCTEMBI

YnpaBreHvne 4OCTYNOM Ha OCHOBE pPOren — 3TO NONUTUKA M3bupaTenbHOro ynpasneHus 4OCTy-
MoM, MPKU KOTOPOW NpaBa A0CTyna CyObeKTOB CUCTEMbI HA OOBEKTLI FPYNMNMPYHOTCS C Y4ETOM
cneundukn nx npumeHeHus, obpasys ponu. Ponb npeacraesnaeT cobon Habop npas JocTyna,
KOTOpPbIA Ha3Ha4YaeTCs NONb30BaTEN, B pe3ynbraTte Yero OH noslydaeT NofiHOMOYUS Ha Bbl-
MOJNTHEHNE KOHKPETHbIX AENCTBWI, 3a4aHHbIX B NapameTpax ponu. Poneeasi Mmogenb no3sonser
peanu3oBatb rmbkvMe npasuna pasrpaHM4YeHns gocTtyna.

Mpwn yctaHoBke Solar NGFW cosgatoTcsa cnegylowme CUCTEMHbIE POSN:

e CynepagmMuHUCTpaTOp — NPEAOCTaBsieT MakCmarbHble MpaBa 4OCTyna Ko BCeEM pasae-
nam n gaHHelM cucteMel. 1o ymonyaHuio porb HazHayeHa nonb3osaTento admin.

o CucremHbIN agMUHUCTPATOP — NPELOCTaBnseT AOCTYN K pasgenam Cucrema (NOMHbIN
poctyn), CeTb (MOnHbIV ocTyn) u Nonb3oBaTenu (NPOCMOTP, CO3aaHNE N peaakTMpoBaHme
YYETHbIX 3anucen nonb3oBaTenemn, co3gaHue u pegaktuposaxue rpynn LDAP).
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o ApgmMuHucTpaTop 6e3onacHOCTM — NPeaoCcTaBnseT NOMHbIM AOCTYN KO BCEM pasgenam,
Kpome pasgenoB Cucrema n Cetb. Pasgen MNonb3oBaTenn SOCTyNeH Ansg npocmoTpa,
CO30aHuNs U pedakTMpPOBaHUSA N Ha3HAYeHUs1 POnen.

e AyauTop — npeaocTaBnsieT npaBa TONMbKO Ha NPOCMOTP BCEX Pa3ferioB U OOLEKTOB CU-
CTEMBI.

e Central management agent (AreHT LIY) — npenoctaensiet npasa Ha paboty ¢ LieHTpanu-
30BaHHbIM ynpaBrieHNeM.

MpumeyaHue

CucmemHsbie ponu ydanume unu ompedakmupogamb HE8O3MOXHO.

Solar NGFW nossondeT HacTpanBaTb POfEBY0 MOLENb C MOMOLLLIO PA3NMYHbIX onepauun ¢
ponsiMU: MOXHO CO3[aBaTb/pedakTupoBaTb ponu, 3agaBas npaBa AOCTyna K AaHHbIM UK
pasgenam nHTepgenca CUCTeMbI, U Ha3Ha4yaTb 3TU PONKM NONb30BaTeNsM. TakkKe posiv MOXHO
yaanuTb UM CKONMpoBaTb.

Ans ynpasneHust ponsamu npegHasHadeH pasaen Monb3osatenu > Ponu.

p o3

& Solar NGFW

lMpasa goctyna / Ponb "UcnbiTatenbHbii CPoK”
¥ PO

§ CoxpaHuTs Ypanuts
B AIMMHICTPATOp GesonacHocTn

E Ayavrol
8 Ayrop Hassakue po ViCnbITaTeNbHbIi CpoK

e

£ CUCTeMHbI AMUHUCTPATO] .
a 2 (D KommenHTapuii

%,

£ TR Monb3osaren

P

8 VcnbiTaTenbHblil CPOK Tpynne LDAP

®

& TO/b30BATENN
Jlocty HbIM

|

& admin
PaspewvTb ocTyn

&5 TPYNNbl LDAP

Kpome & Varios VBaH Msarosus x | & Cuaopos Metp Cepreesiy

JIoCTyM K 3aMucsm xy

Paspewnts npocmotp 3anuceit (@ Cvctemubix ¥ OunbTpaumMm @ besonactocTn

JlocTyn k pasenam uHTepGerica
(=]
PaGouwii cron ¥ Npocmotp
Nocee ¥ Npocmotp ¥ Monuelii
Monutuka @ Npocmotp @ Monkwiit
Cractvka @ nipocmorp @ ronkbiit
Cetb. @ npocmorp @ Tonkibiii

NpepoTBpaLerme BTOpKeHUA @ MpocmoTp

Puc. 8.2. Paspgen «lMonb3oBaTtenu > Ponu»

211



I'IpM Hann4nm cCOOTBETCTBYHOLLMX NPaB AO0CTYyMNa MOXXHO CO34aBaTth, peAakTUpoBaTb, KONMMPOBATb
nUnn yoandtb ponu.

[nsa cosgaHna ponu:

B pasgene MNonb3oBaTtenu B 6noke Ponun Haxmnte . (Puc.8.3).

YKauTe HasBaHue HoBow pornu (He 6onee 100 cumeonos).

HaxmuTe kHonky Co3paTth.

B ctpoke Monb3oBaTenu ykaxuTe nonb3oBartenemn, KOTOpbIM XOTUTE Ha3HaYNTb POsb.

B cTtpoke Npynnbi Ldap ykaxuTe rpynny nonb3osatenent AD, KOTOPOW XOTUTE Ha3HaunTb
ponkb.

B 6nokax locTyn Kk AaHHbIM 1 [locTyn K pa3genam nHtepdenca sagante Heobxoammble
npaBa AocTyna K AaHHbIM NEPCOH 1 pasaenam cuctemol (nogpobHee cm. pasgen 8.1.1.2).

MpumeyaHue

Ecnu e bniokax Jocmyn k OaHHbIM U [Jocmyn k pa3desiam uHmepghelica He 3adaHbl 3Ha4YeHUS,
o ymosn4aHuro docmyrn Ko ecem OaHHbIM MePCOH U pa3desiam cucmemb| 3arpeuleH.

HaxmuTe kHonky CoXpaHUTb.
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‘Co3path ponb Co3paTh nonb3osarens lpaea poctyna / Hosas ponb

Pom Vv Co3nate OTMEHHMTH

B AgmunucTpaTop GesonacHocTH
Ha3saHue ponu Hosas pons
AyauTOp
KommeHTapui
CACTEMHbIA IMUHACTPaTOP
Nonb3osareni
CynepaaMUHACTpaTop

new

AMUHACTPATOp 6E30NACHOCTH-KONK... £ Pa3peluuTs AocTyn

McnbiTatensHbiA nepuon

Kpome
HoBbii coTpyAHNK

Pa6oumii cron 8 nNpocmorp

Nocbe # npocmotp ¥ Nonkbii
TONUTHKA @ npocmotp @ Nonsbid
Cramcivka @ npocmorp @ nonsuia

Npasa gocTyna @ npocmotp

\AKTMPOBAHKUE W Ha3H

Cucrema @ pocmorp B Nonuwia

Puc. 8.3. Paspgen «lMonb3oBaTenn»: co3gaHue ponu
[ns pegakTMpoBaHnst BbIDpaHHON ponu:
1. B pasgene NMonb3oBatenu > Ponu Bbibepute HEOBX0ANMYIO POnb.

2. OTpepaktupyiTte TpebyemMble napaMeTpbl. B kKapTouke ponm MOXHO NepeNMEHOBATL POrb,
N3MEHNTb CMUCOK Nosb30BaTenemn, KOTOpbIM Ha3HayYeHa porb, u/vnn Habop nNpas gocTyna
K aHHbIM CUCTEMBI N pasgenam uHtepdenca.

[ns novicka nepcoHbl MoxHo BBecTN OO, NOrvH, agpec aNeKTPOHHBIN MOYTbl NN Ha3BaHWe
AOIMKHOCTW. [N noucka rpynmnbl Nonb3oBaTenen BBeAUTe ee Ha3BaHue.

NMpumeyaHue

UmobkI nepelimu K Kapmouyke osib3o8amerisi (3agucum om Hasiu4yusi npas éocmyra), Haxmume
Ha s102UH MoJsib308amerisi).

3. HaxxmuTte kHonky CoXpaHUTb.

MpumeyaHue

lNonb3o8amerib He MOXem Ha3Hadamb poriu cebe unu peOaKmupoeamb POJIU, KOmopble eMy Ha-
3Ha4YeHsbl.
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(Co3parb pons Co3parb nons3osarens lMpasa gocryna / ponb "HoBbii cOTPYAHUK"

B cucremnbii agmuHMcTpaTop : CoXpaHuTL YpanuTh

8 Cynepagmutmctpatop
Ha3ssanue ponu HosbIit cOTpYaHMK
new
KommeHTapui
AIMMHUCTDATOP GE30NACHOCTH-KONK...

Tons3osatent mike_vazovsky x | olga_antonova

WcnbiTatenbHbid nepuon

HOBBII COTPYAHHK
mike_vazovsky

Monb3osatenu \/ e A Ear olga_antonova

user
admin
Kpowme

JlocTyn K AaHHBIM

Paspewwrb foctyn

eWWTL JOCTYN KO BCeM 0GbKeTam

- -3480
JlocTyn K p; am unTepdenca 802

& Vinb3at Tornokosuy AxmeTos (6
2m @ s-1-5-21- 0291418-3

Pa6ouuii cton

Jlocke

Puc. 8.4. Pazpen «lMonb3oBatenu > Ponuy»: pegaktupoBaHMe Posin, KapToyka ponu

MpumeyvaHue

Ecnu y nonb3oeamernsi Hem docmyna K KOHKpemMHoOU MepCcoHe, HO Mpu 3momM ecmb rpasa docmyna
yrpaereHus posisiMu, makou rofb308amerib MoXem co3dasamb Posiu ¢ rpasamu 0ocmyria K obbekmam
cucmembl, K KOMOpPbIM OH caM He umeem docmyrna.

Ponb MoxHO CKonnpoBaTb N OTPEOaKTUPOBATb. 310 y,EI,O6HO, €CJTIn HYXXHO BblAaTb OAMHAKOBbIE
npaea AOCTYyMNa K pasfenam VIHTepCbeVICG HECKOJIbKMM Mofb30BaTtendmM C pa3HbiIMU npaBaMum
OocCTyna K AaHHbIM. ,D,J'Iﬂ KOMnpoBaHUA porfit B MEHKO OencTBumn ¢ POJ1bIO Bbl6epVITe MYHKT
CKO"MpOBaTb — CKOornmnpoBaHHaA porsib OTO6p83VITCF| B pasgerne Monb3oBatenu > Ponu.

MpumeyaHue

lNonb308amerb MOXem cKonuposame MPUCBOEHHY eMy porsib. CKonuposaHHas posib He 6ydem emy
Ha3HayeHa.
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Solar NGFW

C03[1aTh ponb C03A3Th NONL30BATENA

PONMA

AAMHUHWUCTpaTOp BezonacHoOCTK

Aynvtop
CUCTEMHbIA aIMUHUCTPATOP

CynepagmWHUCTpaTop

MNONb30BATENA

& admin

Puc. 8.5. Pazpen «lMonb3oBatenu > Ponu»: MeHo AeNCTBUN C POSibIO
Ona ynaneHus BbibpaHHOW ponu:
1. B pasgene NMonb3oBatenu > Ponu Bbibepute HEOOBX0ANMYIO POnb.
2. B kapTouke ponu Haxxmnte KHonky Yaanutb (Puc.8.6).
3. B oTKpbIBLIEMCS ANANOroBOM OKHe NnoaTBepauTe yaarneHuve.

$%  Solar NGFW

CucTeMHble pony Henb3s yaanuTe

WY OTpeaakTMpoBaTh

Coanams pore / Ponb "HoBble coTpyAHMKM

5 POM

® B

% AnmnHmCTpaTop GesonacHocTn

HasBanue ponm HoBble COTPY/HMKM

b}

% Ayavop
KommeHTapwit S —
5 CHCTeMHbIA AAMUHUCTPATOP

n{/

MNonb3osatenu

13

% Cynepapmunuctpatop

£ VcnbiTaTenbHbiii CPOK

®

& HoBbie COTpyAHMKN Paspewwts focTyn
&5 NOJb30BATENN

Kpome

& admin

Paspewnts npocmotp 3anuceii @ Cuctemmbix @ ovnspaumm @ Gesonacroctn

Puc. 8.6. Pazgen «lMonb3oBatenu > Ponux»: ynaneHue ponu
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B npouecce co3pgaHusa/penaktupoBaHns ponu 3agaetcs Habop npae JoCTyna K AaHHbIM MePCOoH
W pasgenam uHTepdgenca cuctemsl (cM. Puc.8.7). 3tumn npasamu goctyna obnagarot Bce
nonb3oBaTenu, KOTOPbIM Ha3Ha4YeHa porsb.

MoxxHO 3agaBaTb npasa 4ocTyna K:
AaHHbIM NEPCOH U rpynnam nepcoH CUCTEMBI;
pasgenam uHTepdenca cuctemsl (Hanpumep, goctyn K pasgeny NMonurtuka).

YnpaBneHne Joctynom Ha ocHoBe porier B Solar NGFW npegnonaraert, 4to Kaxkgomy nonb-
30BaTento HeobxoANMO HacTpamBaTb AOCTYN K AaHHBLIM NEPCOH, XypHanam cobbITU U K pas-
penam nHtepdenca cuctemsol. 1o ymonyaHuio 4oCTyn K 9TUM CBEAEHNAM OrpaHUYeH.

[ns pa3pelueHuns ooctyna K 0aHHbIM B KAPTOYKE POIN YKaXKUTE CMMCOK paspeLLeHHbIX NEPCOH
nnum rpynn.

OrpaHquHme AoCTyna K AaHHbIM NEePCOH Ui rpynnam o3Ha4vaeT, 4TO B CMCTeMe Nonb3oBaTesito
OOCTYynHa I/IHCbOpMaLl,I/ISI TOJIbKO NO TEM NepCoHaM unu rpynnam, KOTopble yKa3aHbl And Hero
B Ka4eCTBe pa3peLleHHbIX. an/l 3TOM YYUTbIBAKOTCA NMpaBa A0CTYyMNa K pa3genam MHTep(*)eI‘;ICa,
KOTOpPbIE MMEKTCA Y nonb3oBatend B COOTBETCTBUN C €ro POsibio. To ecTb BO BCex pasgenax
MHTepcbeVlca, K KOTOPbIM Y NoJfib3oBaTend eCtb 40CTYnN, 6y/:|,eT AOOCTynHa VIHCbOpMaU,VISI, KOoTOopasd
KacaeTCd TOJIbKO pa3pelleHHbIX nepCoH Uik rpynmn. Pa3peIJJeHHbIe nepCcoHbl UK rpynnbl
MOXXHO HanTn npn NnOMOLUK rMaBHOIo NOUCKa.

MpumeyaHue

Hocmyn Kk daHHbIM MepcoH u epynnam nepcoH credyem yyumsbieamb rpu pabome ¢ omyemamu.
Copopmuposams omyembl MOXHO 10 OaHHbIM pa3peleHHbIX MePCOoH Unu epynr. B cghopmuposaHHOM
omyeme 0518 npocMompa 0ocmyriHbl OaHHbIe pa3peweHHbIX MEePCOH Umu 2pyrnr.

lMonb3o8amerib ¢ coomeemcmeyrwuMu rnpasamu docmyna K pazderny Cmamucmuka Mmoxem rooe-
Jlumbcsi om4yemom ¢ Opyaum ronb3oeamernieM. Ecnu y nonyyamenss Hem docmyrna HU K 00HOU U3
YyKa3aHHbIX 8 0MYeme epcoH iU Py, OH MoTy4um omyem, HO He CMOXem MPOoCMompems OaHHbIE
3anpeuweHHbIX MepPCoH USU pyrr.

JlocTyn K JaHHbIM

Pa3apeLwmTsb JOCTyn

Kpome 3 Oxcara Cumka x | & Tpabaps Codiba CemeHOBHA x

& AGabkos Apocnae Haymosu

Puc. 8.7. bnok «[locTyn K AaHHbLIM» KapTO4KWU ponu

Hanpumep, ecnu y nonb3oBaTens nonHbIM JOCTYN K pasgeny [locbe, HO JOCTYN K OAHHbBIM
OorpaHu4eH ogHoW nepcoHon, B pasgene [Jocbe OH CMOXET NpocMaTpuBaTb AaHHbIE TONbKO
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3TOM paspelUueHHon nepcoHbl (cM. Puc.8.8). Ecnn paspelueHHas nepcoHa nNpuUHagnexuT K
rpynne, MOXHO Y3HaTb Ha3BaHWe rpynnbl, HO NEPENTU K JaHHOW rpynne Henb3s.

JocTyn K AaHHbIM

MonbsoBatento paspelweH AOCTYN K AaHHbIM
OfHOW MepPCoHbI
PaapewmTs goctyn sbi08 Mupocnae Cpodeesuny

Kpome

am UHTEpdeiica

Mons308aTens UMEST NOMHbIA AOCTYN K
L pazgeny nHTepdoeiica Jocse

PaGouni cron * TMpocmotp
Jocee ~ [pocmotp ¥ lonHbIA

NonuTiKkA Jlocbe / MNepeoHb

B pasgene [locke NoNs308aTento AOCTYMHb! TOMBKO

W)’ AaHHbIe paspelUeHHO/ NepcoHsl
[ y

ouo

MpefocTaaneH pocTyn

Mepconst

‘g‘ Jlasbipos Mupocnas Epodeesny

Puc. 8.8. NMpumep oTobpaxeHus pasgena [locbe ¢ y4eTOM NpaB AOCTYMNa K AaHHbIM

MpumeyaHue

Ecnu nonb3oeamernto HazHa4yeHO 08e posiu, 8 00HOU U3 KOMOPbIX epcoHa paspeweHa, a 8 opyaol
oocmyn K 0aHHbIM 3moli NepCcoHbl 02paHuYyeH, 0ocmyrn K OaHHbIM MEPCOHbI 3arpeleH.

[na HasHauyeHus NpaB Ha NPOCMOTP XYpHasi08 cobbimull B KapTOUKe ponn BbibepuTe ogHy
WM HECKONbKO KaTEropun XXypHanoB, YCTaHOBMB B cekuun [locTyn K 3anuCAM XXypHana
dnaxoK psaoM C Ha3BaHWEM KaTeropum.

IlocTyn K 3anvMcAmM 3y pHanos

Pa3pelumTb NPOCMOTP 3anucei ¥ CucTeMHbIX B Ownstpaumu @ GezonacHocn

Puc. 8.9. brniok «[JocTyn K 3anucsiM XXypHasioB» KapTO4YKU posnu

Monb3oBaTenb MOXET NPOCMOTPETL 3aMUCK TOSNbKO TEX KAaTErOpUii XXypHarnoB, npaBa Ha KOTo-
pble eMy BblaaHbl. Bce AoCTynHbIe 418 IPOCMOTPa XXypHarbl OTOGpaXxKatoTCsi B CNNCKE (hunbTpoB
nons CepBuc.

[lna cucTeMHbIX ponew ¢ NpeaycTaHOBIEHHBIMU HACTPOMKaMK NPELYCMOTPEHO crieaytoLlee
pasfeneHue npaes:

o CynepadMmuHucmpamop — BCe XXypHarbl CObbITUIA;

o CucmeMHbIl adMUuHUCMpPamop — CUCTEMHbIE XXYPHarbl COObITUR;
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o AdmuHuUcmpamop 6e30rnacHOCMU — CACTEMHBbIE XXypHarbl, XypHanbl dounstpauum n 6es-
ONacHOCTU, CTAaTUCTUKM (OTYETLI pasgena CTaTucTuka);

o Aydumop — CUCTEMHBIE XYypHarbl, XXypHanbl punsTpaummn 1 6e3onacHoCcTy.

e Central management agent (AreHt LIY) — xypHanbl cobbitun paboTbl ¢ LieHTpanM3oBaHHbIM

ynpasneHnem.

OnucaHwne coaep>Xmmoro Kaxxgom KaTteropmm XxypHanos cobbITni npneeneHo B OOKYMEHTEe

Pykoeodcmeo no ycmaHoeke u HacmpoUkKe.

[na npegocTtaBneHnst 4ocTyna K pazdesnam uHmepghelica B KapTodke ponu BelbepuTe pasgensl
UHTepenca, ¢ KOTOPbIMU MOXHO BbIMOSMHATL AeNCTBUSA ([ToNHbIM JOCTYN) UM OOCTYMNHbIE
TOnbKoO Ansg npocmotpa (JocTyn Ha NPOCMOoTP).

[locTyn K pazfienam uHTephenca

Pabouuii cton

JHlocke

lNonutuka

CratmcTvka

lpaea poctyna

HacTpoiiku, y3ns 1 ponu,
MOHUTOPUHT

D BriG|

v MNpocmoTp
@ npocmotp
~| MNpocmoTp
~| MNpocmoTp

@ pocmotp

@ pocmorp

@ onkwii

@ Monkbiii

@ Tonuwii

@ Coznanve ¥ peaKTMPOBaHWE NMONb30BaTENe

@ Co3/iaHve, PEAAKTUPOBAHE W HAZHAYEHNE PONEi]

@ ionHbi

Puc. 8.10. Brnok «[Joctyn K pasgenam uHtepdenca» KapTouku ponu

B Tabn.8.1 npuBeaeHbl cBeaeHna 060 BCeX HAcTpamBaeMblX MpaBax JOCTyna K pasgenam

MHTepdenca cuctTemsol.

Ta6n. 8.1. NpaBa gocTtyna K pasgenam nHtepdenca

MpaBa poctyna 3HayeHus MosicHeHus
PABOYMU CTON
Doctyn k paboyemy ctony MpocmoTp Ecnu 3Ha4yeHune He BbIGpaHO, AoCTyn Kk pabovemy

cTony 3anpeLueH. Mpu 3anpeLeHHoM AoCTyne Ha
NPOCMOTP MOMNb30BaTENb HE CMOXET BUAETb pas-
nen uHtepderica B cucteme.

OOCbE

[ocTtyn Kk pasgeny

MpocmoTp/MonHbIn

Ecnu He BLIGPAHO HY OOHOTO 3HAYEHUs, AOCTYM K
pasgeny 3anpelyeH. Bbibop nonHoro goctyna
BKMOYaET AOCTYN Ha npocMoTp. Mpu BeiGope Ao-
cTyna TONMbKO Ha npocMoTp pasgena [focbe
nonb3osatesib GyaeT BUOETb AaHHbIe KPaTkux v
MOMHbIX KAPTOYEK MNEPCOH, HO HE CMOXET BbIMOI-
HATb AENCTBUSA C HAMU.
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lNMpaBa poctyna

3HavyeHus

MosicHeHus

MpumeyvaHwue:

Ecnu y nonbsoBatensi ecTb MOMHbIA JOCTYN K
pasgeny [locbe U ecTb OOCTYN TOMbKO Ha Mpo-
cMmoTp pasgena Monutuka, oH He CMOXET peaak-
TUPOBAaTb MHCTPYMEHTbI NMOSIUTUKMN, HO CMOXET Ne-
peiTy K paspeLleHHbIM rpynnam UM KapTodkam
NepCcoH M3 NpaBuna/UcKIHYeHNs NONUTUKM.

NOJNMUTUKA

[ocTyn k pasgeny

MpocmoTp/TonHbIn

Ecnun He BbIGpaHO HM OQHOMO 3HAYEHWs1, JOCTYN K
pasgeny 3anpeweH. Beibop nomHoro pgoctyna
BKIMOYAET AOCTYN Ha NPOCMOTP.

MpumeyaHue:

Ecnu y nonb3oBaTtensi ecTb MOMHbIA JOCTYN K
pasgeny MonuTuka, HO HeET AocTyna K pasgeny
focbe, nonb3oBaTterlb CMOXET pedakTUpOBaTh
WHCTPYMEHTbI MOMUTUKU, HO HE CMOXET NepenTu
K pa3peLLeHHbIM rpynram Uiv K KapTodKkam NepcoH
13 NpaBUNa/UCKITIOYEHNS MOSNUTUKM.

CTATUCTUKA

OocTyn k pasgeny

MpocmoTp/MonHbIN

Ecnn 3HayeHune He Bbl6paH0, OOCTyn K pasgeny
3arnpeLleH. Bbl60p NONIHOro A0CTyna BKIKO4YaeT
AO0CTyn Ha NPpoOCMOTD.

CETb

[ocTyn k pasgeny

MpocmoTp/MonHbIn

Ecnu 3HayeHve He BblOpaHo, AOCTYN K pasgeny
3anpeweH. Bbibop nonHoro goctyna Bknoyaer
OOCTYM Ha MPoCMOTp.

NPEOOTBPALLEHUE BTOPXXEHUM

Doctyn k pasgeny MpocmoTp Ecnu 3HauyeHune He BbIGpaHO, AOCTyn K pabovemy
cTony 3anpeLueH. Mpu 3anpeLeHHoM AoCTyne Ha
NPOCMOTP MOMNb30BaTENb HE CMOXET BUAETb pas-
nen uHtepderica B cucteme.

MPABA OOCTYNA

[ocTyn k pasgeny MpocmoTp Ecnun 3HayeHne He BbIGpaHO, J4OCTYN K pasgeny

3anpelLleH.

Co3faaHue U peaakTMpoBaHUe Nosib3oBaTenen

[encTBust Hag y4eTHbIMU 3anu-
CcsAMK Mnorb3oBaTenemn

Co3gaHue, pedakTupoBaHue
nonb3oBaTternemn

Ecnu sHayeHne He BbiIGpaHo, AOCTYN K AeNCTBUAM
Haj yYyeTHbIMM 3anucaMm nosnb3oBarenen (cosna-
HWe, pedakTMpoBaHue, yaarneHue) sanpeLueH.

Co3paHue, peagakTtupoBaHue U Ha3Ha4eHune poneﬁ

[ocTtyn kK ynpaBneHuio npaea-
MU

CospaHue, pegakTnpoBaHue u
Ha3Ha4yeHune ponemn

Ecnun 3HavyeHune He BbIGpaHO, AOCTYN K ynpasre-
HUIO npaBamMy (Co3gaHve, penakTMpoBaHWE,
npegocTaBneHne 1 OT3bIB MpaB AOCTyna) 3anpe-
LLIEH.

Co3paHue 1 pepgaktuposaHue rpynn LDAP

[ocTyn k ynpaBneHuto rpynna-
mn LDAP

CosgaHne n pegakTmpoBaHue
rpynn LDAP

Ecnu 3HaveHne He BbIGpaHoO, JOCTYN K ynpasre-
Huto rpynnamu LDAP (co3naHue, penaktMpoBaHuve,
yaaneHue) sanpeLleH.

CUCTEMA

[ocTyn k pasgeny

MpocmoTp/MonHbIn

Ecnu 3HayeHve He BblOGpaHo, AOCTYN K pasgeny
3anpeweH. Bbibop nonHoro goctyna BknoYaer
OOCTYM Ha MPoCMOTP.
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lNMpaBa poctyna

3HavyeHus

MosicHeHus

Ecnn B HacTpoikax KapTo4ky ponuv pa3peLleH go-
CTYN K KakON-nnbo KaTeropmm xxypHana cobbituin,
HO 3anpeLueH k pasgeny Cucrema. XKypHanbl go-
cTyna BygyT ToXe HegoCTyMHbI ANA NpocMoTpa

PepaktupoBaHue HacTpoek

Joctyn K pegakTMpoBaHWio
KOHUrypaLmm cuctembol

PepaktnpoBaHue HacTpoek

Ecnun 3Ha4eHune He Bbl6paHO, OO0CTyn K pefakTnpo-
BaHMIO HACTPOEK 3arnpeLleH.

YnpaBsneHue y3namMum n cepsucamum

[ocTyn K ynpaBneHuto y3namm
N cepBrcamu

YnpaBsneHwve y3namu 1 cepeumca-
MU

Ecnun 3HavyeHune He BbIGpaHO, AOCTYN K ynpasre-
HWUIO y3MaMu 1 CepBMCaMm 3arnpeLleH.

anaBneHue ceTeBbiIMU COeAUHEHUAMMU

D,OCTyI'I KynpaBlneHuo CeTeBbl-

Mn coeanHeHnAaAMn

YnpaBneHue ceTeBbIMn coeaun-
HEeHUAMHU

Ecnn 3HavyeHne He Bbl6paHO, [OCTyn K ynpaene-
HUIO ceTeBbIMU COeUHEHNAMU 3alpeLLeH.

8.2. MNonb3oBaTenu: onepauum ¢ y4eTHbIMU 3aNUCAMU Nonb3oBaTesien

CUCTEeMblI

8.2.1. O6wume ceBeageHus

B Solar NGFW npegycmoTpeHo ynpaBneHue yyeTHbiMu 3anucamm (¥Y3) nonb3oBaTtenen cucre-

Mbl.

Mpwn yctaHoBke Solar NGFW cosgaetcsa yveTHasa 3anuck admin — Y3 nonb3oBaTtensi ¢ Mak-
CMMarnbHbIMW NpaBamMmn AOCTyNa KO BCEM pa3denam 1 AaHHbIM CUCTEMBI (MO YMOMYaHUI0 eMy
Ha3Ha4yeHa ponb CynepagMmMHucTpaTop)

Mpy HaNM4YMKU COOTBETCTBYIOLLMX NPaB MOXHO:

® cos3gaBaTtb, peaakTnpoBaTtb U yaandaTb y4eTHble 3anncu nonb3oBaTenemn CUCTEMBbI;

o OnokupoBaTb/pa3bnokMpoBaTh YYETHbLIE 3aMUCHU.

Bce onepauuun c Y3 BbINOMHAKOTCA B pasgene Monb3oBatenu > Nonb3oBaTenu.

b3

& Solar NGFW

ens

C aTe
Cnucok nonbsosatenef,
= CO3JaHHbIX B cUCTEME

< NONb30BATENN

® W

bl

& admin

z,

P

[ & ivan_ivanov

Mpasa goctyna / HoBbli nonb3oBatens "i

Vaanuts

Monb30Barenb JloMeHa

Jloruu ivan_ivanov

HoBble coTpyAHMKH

Y4eTHas sanuce nonb3osaTens s

fi)

®

HeaxueHas
(3abnokupoBaHHas) yueTHas
3anucs nonb3osaTens

& mihael_ivanov
BuibpaHHas yueTHas sanuce
nons3osatens

Tekywyei ceccum @ 3apars HoBbI Naponb

Mepekniovatens ans
BrokupoBKu/pasbnokupoBsKu

z VueTHas 3anuce akTusHa @)
YueTHo# sanucu nonbsosaTens

Hankas Ha HasBaHue ponu, MOXHO

niepeiiTv k ee kapTouke (saBvcuT
OT Hanuuus Npas AocTyna)

Puc. 8.11. Paspen «lMonb3oBaTtenu > Nonb3oBaTtenu»

O SOLAR
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B Solar NGFW mMoxHO opraHusoBaThk pasHble cnocobbl Bxoga B cuctemy. [1ns nonb3osarenem
MOXHO CO3[aBaTb ABa TuMa YYETHbIX 3anncen:

NokanbHas — c ucnonb3oBaHWEM FIOTMHa U napona nonb3oBatend, y4eTHaa 3anncb KOTO-
poro cyuecTtByeT B CUCTEME.

HdomMeHHass — C MCMNOnNb30BaHUEM [AaHHbIX YYETHOMN 3anuncy Norb3oBaTens, NonyyYeHHbIX
n3 Active Directory (AD).

MpumeyaHue

JloauH Onsi doMeHHoU y4emHOoU 3arnucu, yKka3aHHbil 8 cucmeme epy4qHyto, 0ormKeH coernadame € CO-
omeemcmayowum OoOMeHHbIM floeuHoM 8 AD.

Lnsa opeaHusayuu domeHHO20 Bocmyrna 3adalime coomeemcemeyrwue napamempsl 8 HacmpouUKax
cucmemebl (6oree nodpobHO cMm. 8 dokymMeHme «PykogoOcmeo o ycmaHOo6Ke U HacmpoUKe»).

[na co3gaHua nokanbHoW yyeTHon 3anucu (Y3) nonb3osaTtens:
B pasgene MNonb3oBaTenu Haxmute KHOMky Co3aaTtb nonb3oBaTens.
CHumute donaxok NMonb3oBaTenb OMEHa.
Ykaxute umsi (JlormH) n napons (Maponb) nons3osatens gnsi Bxoga B cuctemy (Puc.8.12).

MpumeyvaHue

JloauH mMoxem codepxxamb MOSIbKO CUMBOJSIbI JTaMUHCKO20 arnichasuma 8 HUXHeM peaucmpe,
apabcekue yugpbl U cryxebHble CUMBOIbI: «_», «-», «.». [Jonycmumasi OriuHa rio2uHa rnosb306a-
meJsiss — om mpex 0o cma cumeosio8. JIoauH OomKeH Ha4uHambCs U 3akaH4yugambcsi bykeol sramu-
HUUbI unu yugpod.

Haponb MoXKem codep)Kamb CUMBOJ1bl JTaMmMUHCKO20 arld)aeuma 8 8EpPXHEM Uslu HUXXHeM pesucmpe,
apabckue yugpbl U CrlyKebHble CUMBOSIbI: «~», «I», «@», «#», «$», «%», «™», «&». «*», «(», «)»,

€, €-», «=», « », «'», «_», «/», «|», «"». Jonycmumas dnuHa rnaporsns —om wecmu 0o 0eeHadyamu
CUMB0J108.

HaxmuTe kHonky Co3aaTthb.
Mpn Heo6xo0QUMOCTM Ha3HaYbLTE NONb30BaTEN0 O4HY UMM HECKOMBbKO PONen.

HaxmuTe kHornky CoXpaHUTb.
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Solar NGFW

Co3gats pore

5 POIM

® B D %

25 TO/Ib30BATENN

bl

& admin

z,

P

& ivan_ivanov

it

©& mihael ivanov

®

Co3gats nons3osatens

MNpasa foctyna / HoBbivi Nonb3oBaTens

Co3gars OrmenuTs

Monb30Barenb JoMeHa [

Norun julia_sinizina

McnbiTaTefibHblit CROK

Mapons

MosTop napons

Puc. 8.12. Paspgen «[Monb3oBaTtenu»: co3gaHue rokanbHow Y3 nonb3oBaTens

,D,J'IFI Co30aHMst AOMEHHON yquH0|7| 3arnncun Nonb30BaTeEsA.

1. B cTpykType pasgena Nonb3oBaTtenu HaxmuTe kHonky Co3aaTb Nonb30BaTens.

2. Ykaxunte nms (JlormH) nonb3oBartens gnsi Bxoga B cucremy (Puc.8.12).

BHumaHue!

JLlomeHHbIU n1o2uH nosnb3oeamerisi, yka3aHHbIlU 8 Y3 nonb3oeamersi 8 Solar NGFW, domxeH coena-
damb ¢ coomeemcmayrouumM OOMEHHbIM 1102UHOM, codepxauumcesi 8 AD. MHade nonb3oeamerib
He cmoxem solimu 8 cucmemy.

3. Haxmute kHonky Co3paTthb.

4. Tlpn HeOBXOOMMOCTUN Ha3HaYbTE MONbL30BATENIO OOHY MM HECKONbKOo poren (Puc.8.13).

5. Haxxmute kHonky CoXxpaHUTb.
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v

#  Solar NGFW

Co3pars ponb Co3nate nonb3osatens Mpaga poctyna / HoBbli Nonb3oBaTens

% PO Cospate [

® B D

< MONb30BATENN Monb3oBatens AomeHa v

bt

& admin
Norvd admin_2

?,

ARMUHUCTRATOR Ge3onacHocTi

L

© ivan_ivanov

]

5 julia_sinizina

®

(€

& mihaelivanov

Puc. 8.13. Paspen «lMonb3oBatenu»: cosgaHue aoMeHHOMW Y3 nonb3oBaTens
8.2.3. PepaktupoBaHue y4eTHOM 3anucu nonb3oBaTens
[ns pegakTMpoBaHuWs nokanbHOW yY4ETHOW 3anmMcu nosib3oBaTens:
1. B pasgene Nonb3oBaTtenu > Monb3oBaTenu BbiGepuTe yYETHYIO 3anMChb MOMb30BaTeNS.

2. OTpepaktupyinte Heobxogmmble napameTpbl (Puc.8.14). B kapTouke nonb3oBaTensd MOXHO
N3MEHUTb CMINCOK ponien, HadHaYeHHbIX BbIGpaHHOMY nonb3oBaTento, BblbpaTb ApYron Tun
Y3, a Takke 3a4aTb HOBbIM Naposb 4S8 NTOKanbHOM YYETHOW 3anncu.

MpumeyaHue

Lns ebibopa/ommeHsl 8bibopa poriu 8 PpacKpbI8aroOUW,EMCS CIIUCKE HaxXmume mpebyemyro CImpoKy.

[ns nepexoda Kk kapmoyke posiu HaxmMume ee Ha3eaHue (3asucum om Hasnuyusi npae docmyna).

3. Haxmute kHonky CoxpaHuTb.

MpumeyaHue

Mnsa ysemHoU 3anucu, komopasi ucrnonb3yemcsi nosb3o8amesnem 0711 asmopu3ayuu 8 cucmeme 8
mekyuweli ceccuu, MOXHO usmMeHUMb mur Y3 ¢ fiokanbHOU Ha OOMEHHYI0, & MakXe MOMeHsIMb nNaposib.
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$%  Solar NGFW

2

Coagats pore CospaTs nonb3osaTens pa a / Hoebii non:

g PO CoxpanuTs, Yanms VueTHan 3anuch aKTMeHa Q@)

ah

5 0/Ib30BATENIN Nonb3oBatens fomeHa [ ]

bl

& admin B R
Jloru ivan_ivanov

nﬂ

& admin_2

Hosbie cotpyaruku < [l

ABMYHVCTpaTOP Ge3onacHocTu

i)

©& ivan_ivanov Ayautop

CHCTEMHbI AAMUHICTPATOP

®

© julia_sinizina
CynepagmuHiCTpaTop

& mihael ivanov VicnbiTaTenbHbIA CpoK

HoBble cOTpyAHNKM

Puc. 8.14. Pazpen «lMonb3oBatenu > Monb3oBaTenny: pegaktupoBaHue fokanbHon Y3
nonb3oBaTterssi, KApPTo4YKa Nnorb3oBaTens

YT06bl M3MEHUTHL TUMN YYETHOW 3anmncu nonb3oBaTens, B ero kapToyke yCTaHOBUTE/CHUMUTE
dnaxok NMonb3oBaTtenb AOMeHa.

BHumaHue!

lpu usmeHeHuu muna Y3 ¢ nokanbHOU Ha OOMEHHYH JT02UH rosib308amerisi O0MKeH coernadame ¢
coomeemcmaytouumM OOMeHHbIM JI02UHOM, codepxkaujumesi 8 AD. MIHaqe nonb3oeamerib He CMOXem
solimu 8 cucmemy.

[nsa nokanbHOW y4eTHOW 3anncu MOXHO 3aaTb HOBbIM MNaposb. [1n1s 3Toro yctaHoBUTE (PriaXkok
3apaTb HOBbINM Naponb, a 3ateM B nonsx Maponb 1 MoBTOp Napons ykaXxuTe HOBLIV Naposb
Ans yyetHoun 3anncu (Puc.8.15).

Mpaga poctyna / nonb3oBatens "mike_vazovsky"
CoXpaHuTh YOanuTb YUeTHasA 3anuch aKTMBH (i

Monb3oBaTens AoMeHa .

Noruu mike_vazovsky

Mapons

MNosTOp Napons

Puc. 8.15. Pazgen «lMonb3oBatenu > [Nonb3oBaTenu»: cMeHa napons fiokanbHoun Y3 nonb3oBartensi
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8.2.4. bnokupoBka/pa3bnokMpoBKa y4eTHOM 3anMcum nonb3oBaTens

Cuctema npefocrtaBnser BO3MOXHOCTb 3abnokupoBaTh/pasbriokMpoBaTh YYETHYH 3anucb
(Y3) koHkpeTHOro nomnb3osarens. [Nonb3oBaTenb ¢ 3abrOKMPOBAHHOW YYETHOW 3anuChbio He
CMOXET BOWTU B CUCTEMY.

[ns 6nokmpoBkn/pa3bnokMpoBKN y4ETHON 3anucu nonb3osartens B pasgene MNonb3oBarenu
> MNMonb3oBaTenu OTKPoOWTe KapTouKy Y3 nonb3oBartens u ycTaHoBUTE CrneuuarnbHbii nepe-
kntovaTens B Tpebyemoe nonoxexve (Puc.8.16).

MpumeyaHue

Cmamyc Y3 (akmueHa/3abrokupogaHa) ompaxaemcsi 8 Criucke rnosib3ogamerned.

2% solarNGFW

Co3pats pone. Co3pate nonb3osaTens Npasa poctyna / HoBbii nonb3oBatens "ivan.

g POm Coxpanvms Yanwms YueTHas 3anvco aKTueHa Q@)

& MO/b30BATENN e e s TepekniounTens Ans

BriokvpoBKw/pasbrokMpoBKM
¥3ne Tens
& admin HeakmeHas (sabnokviposanHas) — 3 nonb3osatens
Y3 nonwsosarens ivan_ivanov

w,

& admin_2

HoBble COTpYAHMKY

]

& ivan_ivanov @ 3apats Hobif naponb

S julia_sinizina
Bbibpatras Y3 nonbsosatens
) mihael ivanov
AxtvsHas Y3
nonsosatens

Puc. 8.16. Pazgen «Monb3oBaTtenu > [Monb3oBaTtenuy»: 6riokMpoBKa/pa3énokupoBka Y3
nonb3oBarens

®

8.2.5. YpaneHue y4yeTHOM 3anMcu nonb3oBaTens
[na ynaneHns y4eTHOW 3anncu nonb3osaTens:

1. B pasgene NMonb3oBartenu > Monb3oBaTenu OTKPonTe KapTodKy Y3 nonb3oBartens u Ha-
XMUTe KHoMky YaanuTb (Puc.8.6).

2. B OTKpbIBLLEMCS ANANOroBOM OKHE NOATBEPAUTE yaaneHue.
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2% solar NGFW
(Co3pats ponb.
5 POIM
26 MO/b30BATENN

& admin

z,

& admin_2

P

it

& ivan_ivanov

®

& julia_sinizina

©& mihael_ivanov

Co3gats nons3osatens

Mpaga poctyna / HoBblii Nofib3oBaTens "ivan_ivanov"

Coxparums Vaanuts

Monb30Barenb JoMeHa

Norud

VueTHan 3anuce akveHa @)

ivan_ivanov

Hosble coTpyAHUKY

@ 3apars HoBbI Naponb

Puc. 8.17. Paspen «lonb3oBatenu > Monb3oBaTenu»: yaaneHue Y3 nonb3oBaTens

8.3. LDAP onepauuu ¢ AOMEHHbIMU rpynnamm

Pasgen NMonb3oBaTtenu > Npynnel LDAP nossonsiet ynpaensTbe AOMEHHbIMKU rpynnamu AD
1 cBA3bIBaTb UX C rpynnamy 6e3onacHoCcTu.

YTtobbl cosagatb rpynny LDAP:

1. Haxmure .

2. B none HasaHue 3anonHnTe Npon3BosibHOE HasBaHue rpynnol.

MpumeyaHue

HaseaHue moxem codepxxamb MOMbKO CUMB0JIbI TamUHCKO20 anighaguma 8 HUXHEM peaucmpe,
apabckue UuUgpb! U CriyXebHble CUMBOITbI: «_», «-», «.». OHO OO/HKHO Ha4UHaMbCSl U 3aKaH4YU8ambCsl
bykeol namuHuubl unu yugpod. Jonycmumasi dnuHa Ha3eaHusi — om mpex 00 cma CUMB0JIO08.

3. B none lNpynna B LDAP ykaxute napametpsbl rpynnbl u3 LDAP (AD). B kauecTBe 3Ha4eHns
npuHumaetca DN (otnuuntensHoe nmsa). Hanpumep, CN=Security Admins, OU=Company
Users,DC=users,DC=domain,DC=local.

MpumeyaHue

Ipynna LDAP domxHa siensmbcs ampubymom memberOf y nonb3oeamerns AD (He domkHa 6bimb
nepsuyHol 0115 Heeo).

B kayecmee napamempa pynna e LDAP dormxeH 6bimb ykasaH nosHbeil nyms LDAP k epynne,

8 KOmopyro 8xo0um ronb308amerib.

4. B none Ponu BbIGepuTe JOCTYMHbIE rpynnbl 6€30NacHOCTH, ANS KOTOPbIX YCTAHOBIEH Ne-
peyeHb ponen.
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5. Haxxmute Cosaatb. Co3gaHHas rpynna Oynet otobpaxaTbCsl B pacKpbiBaloLLEMCS CUCKE
Mpynnbi LDAP.

MpumeyvaHue

lNocrne dobaesneHusi HOB020 Mob308amMerisi 8 epyry 05 e2o aymeHmucghukayuu Heobxo0umo rmodo-
XO0amb rnpumepHO 5-10 MuHym.

Mpasa pocryna / Hosas rpynna LDAP

Co3zpats OTMEHWUTL

HazBanue group

Ipynna B LDAP CN=Security Admins, OU=Company Users, DC=users, D(=domain,DC=local

Puc. 8.18. Cozpganue rpynnbl LDAP

,D,J'ISI BKJTHOMEHUS/BLIKITIOMEHMS rpynnbl B NpaBoOM BEPXHEM Yy I/ICI'IOJ'Ib3yIZTe onuuio Y4yeTHble
3anucu rpynnbl aKTUBHbI.

8.4. Boigaya/oT3bIB npaB gocrtyna

,D,J'IFI Bblda4n npae AOCTYyMNMa KOHKPETHOMY MOJib30BaTESli0 Ha3Ha4YbTe €My KOHKPETHYH pPOJib
(D,J'IFI OT3biBa Nnpae AOCTYyMa — yoalinmte KOHKpETHOe HaSHa‘-IeHVIe). OTO MOXHO caenaTtb Kak B
KapTo4Ke noJjib3oBaTerid, Tak U B KapTO4Ke pOorsin.

HacTtpoiika B KapTouke nonb3oBaTens

[aHHas HacTpoiika yaobHa, ecnu TpebyeTcs HasHauYMTb OAHOMY MONb30BaTEN0 HECKOMBbKO
onpeaeneHHbIX ponei unm oto3eaTb pasHble HAbopkl NpaB AOCTyna Yy O4HOMO Nosib3oBaTenNs.

[ns atoro:

1. B pasgene NMonb3oBatenu > [Nonb3oBaTenu Bbibepnte y4eTHYI0 3anncb HY>XHOMO NOMb30-
BaTens.

2. 3apanTte Tpe6yeMb|e ponun, HaxaB Ha COOTBETCTBYOLWMNE 3Ha4YEeHNA U3 paCKpbliBaroLLErocs
Crnucka.

3. Haxmute kHonky CoxpaHuUTb.

MpumeyaHue

Umobbl nepelimu K KapmoyKe posiu, HaXXMUIME CChISIKY C ee Ha3eaHUueM (pu Haau4yuu coomeemcmeay-
rowux rpas).
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& Solar NGFW
Co3nats ponb Cospars nonb308aTens Mpaga aoctyna / HoBbil Nonb3oBaTens "ivan_ivanov”

5 POIU OXpaHyTL ny YueTHas 3anuch akTueHa @

& TIOb30BATENN Mlons3ogarens Aovena s

& admin
Torun ivan_ivanov

& admin_2

HoBble coTpyAuiy x | WcnbiTaTenbHeIn cpok

AQMUHVCTpaTOp Ge30nacHoCTi
& ivan_ivanov AyavTop
— CHICTeMHbIM aAMUHNCTPATOP
o e CynepaavuHuCcTpaTop

© mihael_ivanov WcnbiTatensHbli cpok

HoBble coTpyaHmKH

Puc. 8.19. Pasgen «lonb3oBatenu > MNonb3oBaTenuy: Bbiga4ya/oT3biB HECKONbKMX HAOOPOB NpaB
JocTyna nosib3oBaTeso

HacTtpoika B kapTouke ponu

[aHHas HacTpoiika yaobHa npu HeobxoaAMMOCTM Bblgaym NpasB AOCTYNa HECKOMbKUM MOfb30-
BaTENAM WM OT3blBa NpaB A4OCTyna Yy HECKOSbKMX Nonb3oBaTenel 04AHOBPEMEHHO.

[ns atoro:
1. B pasgene Nonb3oBaTenu > Ponu BbibepuTte TpebyemMyto porsib.

2. YKkaxuTe HYXHbIX nonb3oBaTternen, Haxas Ha COOTBETCTBYHOLLIME 3HA4YEHNA N3 paCKpbiBato-
Lerocs cnmcka.

3. Haxxmute kHonky CoxpaHuTb.

MpumeyaHue

Umobbi nepelimu kK KapmouKe nosib308amerisi, HaXXMUIME CCbIIKY C €20 JI02UHOM (Mpu Hau4uu coom-
eemcmeyroujux rpas).
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Solar NGFW

Cosgams pons Cospamenomesosarens  [1paBa 10CTyna / Posib "VICnbITaTeNbHbli CPOK"

% PO CoxpaHuT. YpanuTe

AnmunucTpaTop GesonacHocTu

Ha3sarme porm VIcnbITaTenbHbIi CPoK
% Aypurop

KommeHTapuii

JlocTyn K ganHbim

£ CMCTeMHbIF apMUHUCTpaTOp
@ CynepapmuHcTpatop

VicnbITaTensHbif CPOK admin_2

helen_123
HoBbie CoTpy/iHMIM Paspewwmtb 4ocTyn

ivan_ivanov

julia_sinizina
MONb30BATE/IN

Kpome mihael_ivanov

CTYN K 3anmcs

Paspewwrs npocmotp 3anuceit @ Cuctembix @ owbtpaummn @ besonactoctn

Puc. 8.20. Pasgen «lMonb3oBatenu > Ponux»: Bbiaa4ya/oT3bIiB NpaB AOCTyNa HECKOSTbKUM
nonb3oBaTensam
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Solar NGFW nossonset ¢unstposath Tpaduk no MIME-Tunam nepefasaembix/nonyyvyaemMbix
OaHHbIX. Takum 06pa3om MOXHO, HanpuUMep, yCTaHOBUTb 3anpeT Ha MPOCMOTP onpeaeneHHbIX
CeTeBbIX PECYPCOB, 3arpysKy ayano- u sugeodannos u T. a. Npu atom anga obpabotkm MIME-
TMMOB MOrYT UCMNOMNb30BaTbCH perynsapHble BblpaxeHud. MNogpobHoe onucaHne perynsapHbix

BblpaXKeHu npuBeaeHo B pasgene Mpunoxenue B, SA3bik onucaHus pe2ysisipHbIX 8bIpa-
XeHul.

[anee npuBoantca npumep mcnonb3osaHna MIME-Tunoe ans peanusauumn onpegeneHHom
nonuTukmn 6e3onacHOCTM A4OCTyNa k BebG-pecypcam.

HonycTtum, TpebyeTcs 3anpeTuTb COTPyAHUKAM 3arpy3Ky (CkauvMBaHuWe M NPOCMOTP B onepa-
TMBHOM pexume) hannos, cogepkallumx My3blky (ayamo), nsobpaxeHus n/vwnv sugeomarepu-
anbl. [Mpy NonbITke COTPYAHMKOB HapyLWUTb NpaBuna Heob6XxoaMMOo OTKITOHUTL 3anpoc Ha 3a-
rpy3ky dannoB 1 OTNPaBUTb Ha 3NEKTPOHHbBIN agpec agMuUHUCTpaTopa 6e30nacHOCTM yBEAOM-
neHune o HapyweHun npaeun. Npu aTom Npeanonaraetcs, 4to B Solar NGFW nmeetcsa rpynna
AaMuHUCTpaTopbI 1 3a4aH CNMCOK ANEKTPOHHbBIX aApecoB agMUHUCTPATOPOB.

[nsa peanusaumm gaHHON NONUTMKN agMUHUCTpaTopy 6e3onacHOCTM He0BX0ANMO C MOMOLLbHO
Beb-mHTepdenca Solar NGFW BbinonHUTh cnegytowme OencTBuUS:

Cosgatb rpynny nonb3oBatenen (Hanpumep, CoTpyaHukun) n 4obasuTb B Hee Nornb3oBare-
nen, Ans KOTopbiX AOMKHA OblTb 3anpelueHa 3arpy3ka ¢annoB, cogepXalimx My3blKy
(ayamo), nsobpaxeHusi W/unvn smgeomatepuansl.

,uJ'IFI paHee CO30aHHOM rpynnbl nonb3oBarenen co3gaTtb npasuio 3anpeu4e|-||-|b|e AdHHbIe
1 npuy noMoLLM paClUMpPEHHbIX HAaCTPOEeK 3aaaTtb cneayrowme Tunbl d)aIZJ'IOBZ

Ayavo
Buaeo
N3obpaxeHns

BbibpaTb WabnoH cTpaHuubl, KOTOPYH AOSMKEH BUAETL NOMb30BaTENb, HAPYLUMBLUWIA MNONN-
TMKy 6e30nacHOCTW.

BbibpaTb WabnoH yBeaOMMNEHNSs O HApPYLLUEHUN NpaBuIl, KOTOPOE AOMKHO OTNPaBNATLCS
agMUHUCTpaTopy GesonacHocTu.

B gaHHoM wabnoHe yBegomMneHnsa MoryT ObiTb UCMOMb30BaHbl NOACTAHOBOYHbIE CUMBOSIbI,
nogpobHoe onucaHmne KoTopbiX NpuBeaeHo B pasgene Mpunoxernue C., Ucnonb3oeaHue
no9dcmaHO80YHbIX CUME0JIOS.

MNpumeHnTb (OBHOBUTL) MONUTUKY.

,D,J'Iﬂ NpoOBEPKN HOBOW NONUTUKM B6E30MACHOCTM MOXHO I'IOI'IpO6OBaTb 3arpy3nTb V|306pa>|<eHV|e,
ayano- unu Bwp,eocbaﬁn. Ecnu nonutuka BbINONHAETCA KOPPEKTHO, AO0JKHa NoABUTLCA CTpa-
Huhua C COO6LIJ,eHI/IeM O 3arnpeTte 3arpy3ku, a Ha SHeKTpOHHbIVI agpec agaMMHUCTpaTopa Gesonac-
HOCTW OOJTXHO ﬂpI/IIZTVI yBegoMI1eHne 0 HapyLieHUn npaBurl.
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Bonee nogpoGHyo uHdopmaumio o MIME-Tunax MOXHO NpOCMOTpPeTb B [IpusioxeHuu
«CnpasoyHuk MIME-murnoe» gokymeHTa Pykoeodcmeo rio ycmaHOo8Ke U HacmpoukKe.
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OUNBTPbl PecypcoB, KNIOYEBLIX CNOB, TUMOB AaHHbIX, PacLUMPEHWIA U 3arofloBKOB MOryT UC-
nonb3oBaTh 4S5 NOUCKa He TONbKO MOACTPOKU, HO U perynspHble BbipaxeHus. B otnuune ot
NPOCTOM CTPOKM, B PErYNSPHOM BbIPaXXeHUM MOTYT NPUMEHATBLCS AN CPaBHEHMWS crneLmanbHble
cumBonbl: $ A . * + ? []\. Ux elle HasbiBalOT MeTacMMBONamu.

I'IpM MCnosfib3oBaHUN perynAapHbIX Bblpa)KeHMVI He crnefnyert yKa3biBaTb B HUX npo6er|b|, TK. B
no6om crniydae OHM He 6yﬂ,yT Yy4nTbIBaTbCA (B pe3ynbrarte Toro, 4YTo peryndapHblie BblpaXeHund
NPUMEHAIOTCA Nnocne TOKGHVISGLI,I/WI).

Ta6bn. B.1. OnucaHne metracMumMBOsOB

MeTacumBon Ha3Ha4yeHue

. (Touka)

CneumanbHbI 3Hak, KOTOpPbIN CcooTBETCTBYET J'I}060My OAWMHOYHOMY CMMBOIY, 3a UC-
KInro4YeHnem nepeBoaa CTPOKU

* (3Be3pgoyka)

KBaHTUdMKATOP, KOTOPLIN O3HA4aeT, 4To Mpeabiayllee perynsapHoe BbipaXeHue
[OIMKHO BbITb MOBTOPEHO CTOSBKO Pas, CKOMbKO 3TO BO3MOXHO. Hanpumep, BbipaxeHue
.* coOTBETCTBYET NGO NOCNEenoBaTENBHOCTM CUMBOIIOB, HE COAEPXAaLLIEV NepeBoaos
CTPOKM

+ (nntoc) O3sHa4aer, 4YTo CTosLLee nepes HAM BbipaXKeHUe JOMMKHO NOSABUTLCA OAMH unu 6onee
pa3. Hanpumep, BbipaxxeHne bo+m cooteetrcTByeT bom, boom, booom n 1.4
? (Bonpoc) KBaHTUhmkaTop, KOTOPLIN O3HAYAET, YTO NPeAbIAYLLNA CUMBOM UNW BblpaxXeHue (Npu

MCMOMb30BaHNM rPYNMNUPOBKM) AOSHKHO MOSIBUTLCS OOMH pa3 UMW HWU OZHOro pasa.
BoipaxeHue file\.jpe?g 6ynet cootBeTcTBOBaThH CTpokam file.jpg u file.jpeg

() (kpyrnble ckobkm)

Cnyxat ans rpynnupoBKy YacTu perynsipHoro BbipaxeHus. Vicnonb3yetcst Ans Toro,
4TOObI KBAHTUDUKATOP MM CUMBOI MPUMEHSINUCL UMEHHO K 3ToW rpynne. Hanpumep,
atomapHas rpynnuposka a(bc|b|x)cc

[1 (kBapgpaTHble ckobkm)

CnyxaT ansi ykasaHusi Habopa 3HaKkoB, KOTOPbIM MOXET COOTBETCTBOBAaTb CUMBOJI.
Hanpumep, [abcd] cooTtBeTcTBYEeT ntobomy n3 cumeonos a, b, ¢ n d. BeipaxkeHue
[ab]* 6ynet cooTBeTcTBOBaTHL NtOGOM KOMOMHALMY NOAPSA MAYLLMX CUMBOSOB a U b
I'IpOI/I3BOJ'IbHOI7I ONUHbI. Kpome TOro, B ckobkax MOryT 3aaBaTbCA MHTepBanbl. Bbipa-
XeHue [a-zA-Z0-9] cooTBETCTBYET MOOOMY U3 CMMBOJSIOB JTATUHCKOrO andasuTa B
BEPXHEM U HDKHEM PErMCTpe, a Takke nbon aecatnyHom undpe ot 0 oo 9

{} (cpurypHble ckobku)

Cﬂy)KaT Ona yKasaHua KonmnyecTtBa CUMBOJSIOB, KOTOpble CTOAT nepen cKobKaMu.
MoxHo 3agatb MUHUMaribHOe U MakCcumaribHOe KOornmM4yecTtBo CUMMBOJSIOB (Hanpvwlep,
{5;9} onsa gnanasoHa ot 5 o 9).

["1

KoHCTpykuusi, npoTMBononoxHasi npegplaywen. icnonb3yeTcs Ana ykasaHus TOro,
YTO He JOMKHO coaepXaTbCsl B CTpoke. BoipaxeHue [*0-9] cooTBeTCcTBYET NtobomMy
cumBony, kpome undp ot 0 o 9

Cumon gns o6o3HayYeHus Hadana CTPOKM

$ CumBon Ansi 0603Ha4YeHUst KOHLLA CTPOKK. Takum o6pasoM, A$ cooTBETCTBYET NMyCTOM
cTpoke, a AHOMES$ — cTpoke ¢ egmHcTBEHHBIM crioBom HOME
\ BobinonHsieT ABe hyHKLMKN: OTMEHSET AeNCTBME cneLmnanbHbIX CUMBOSOB, MpeBpaLuas

MX B 0ObIYHbIE CUMBOSbI (,ElaHHaﬂ onepauna HasblBaeTCd 3KpaHupoBaHMem CI/IMBOJ'Ia),
1 BBOOAUT OONONMHUTENbHbIE cneunanbHble KOHCTPYKLUNN, TakKne Kak:

\n — NnepeBoa CTPOKY;
\r — Bo3Bpart KapeTku;
\t — Tabynsaums;

\\ — ycTaHoBKa cumeona \ 6e3 PyHKLUM SKPaHNPOBaHNS CMBOIOB

OsHavaeT BbIOOp 0gHOro M3 BapuaHToB. BeipaxkeHne alphalbetajgamma 6yget co-
oTBeTCTBOBaTh Ntobor 13 cTpok alpha, beta 1 gamma

232



anIHO)KEHVIe C. Acnonb3oBaHMe NoACTaHOBOYHbLIX CUMBOJSIOB

I'IpM (bOpMI/IpOBaHI/WI LwabnoHoB yBEOOMUTENBbHbLIX CTPAaHUL, MOTYT MCNONMb30BaTbCA NOACTAHO-
BOYHbl€ CMMBOIJbI, pa3MellaemMblie cpean CTaTU4HOro TeKCTta B wabnoHe. Ha atane d)OpMVIpO-
BaHNA KOHKPETHOro yseaomMmneHna nogcrtaHoBOYHbIE CUMBOJ1bI 3aMEHAKTCA pealibHbIMU 3HaA-

YEHNAMN.

Taon. C.1. OnucaHne noacTaHOBOYHbIX CUMBOJIOB

CumBon

${CATEGORY}

HasHnauyeHune

OnucaHune cpaboTaBLUMX KaTeropui pecypca

${CATEGORY_TRIGGRED}

OnucaHve KaTeropun, KoTopble coBnanu ¢ ycnoBmeMm npasuna B NOJINTUKE
6e3onacHocTu. NMomumo HOMEpPOB NepeaarTCH TakKe ONMCaHNS KaTeropum.
KaTeropmu B nepeyHe pasgensarTcs 3ansTon

${COMMENT} Tunbl 1 UMEHa COBMNAaBLUNX 3NIEMEHTapPHbIX NPOBEPOK

${CONDITION} Mmsa cpaboTasLuero npasunia NonMTukun

${CONFIRM} MopcTaHOBOYHBIM CMMBOJS1, BMECTO KOTOPOro Ha CTpaHuue oTobpaxaetcs
KHOMKa C Hagnmcbto «confirmy»

${DATATYPE} Tun nepegaBaeMbIxX AaHHbBIX Kak 3anpoca, Tak u oteeta. Npumep: request:
application/x-empty, response: image/jpeg

${DATE} [ata n Bpemsi o6paboTku 3anpoca

${GROUP} WaeHtndpmkaTop rpynnel nonssosartenen Solar NGFW, k koTopow npuHaa-

NexuTt ,EI,aHHbII;I nornb3oBaTersib

${IP-ADDRESS}

IP-agpec MaluvHbl, C KOTOPOW NOCTYNUN 3anpoc

${LOGIN} Nmsa yyéTHow 3anmcu nonb3osatens Solar NGFW

${POLICY} HasBaHue nonuTukm, ncnonb3yemon npu obpaboTke 3anpoca, B none yka-
3bIBAOTCH BCE NPUMEHEHHbIE NMONUTUKM Yepes pasgenutenb «/»

${REALNAME} [aHHble M3 UCTOYHMKa ayTeHTUdUKaLMM, eCnn AaHHble OTCYTCTBYIOT, TO
NOACTABMSAETCA UMSA YY4ETHOW 3anncu

${URL} URL pecypca, 3anpoLleHHOro nofb3oBarenem

Ecnun noactaHoBKka Kakoro-nmbo M3 CMMBOMOB He MOXET ObiTb BbINOMNHEHA, BO3BpaLlaeTcA

3HayeHne OTcyTCTBYET.

Ta6n. C.2. I'Iepequb noaACTaHOBOYHbLIX CUMMBOJIOB AJ1A NOKa3a TeKyLiunx 3Ha4YeHun pacxoga

Tpachmka nonb3oBaTens

CumBon HasHauyeHue

${TRAFFIC_REQUEST_DAY}

Mexopawmn Tpadumk B eHb

${TRAFFIC_REQUEST_DAY_LIMIT}

[onycTnmbin NIUMUT NCxoasLLero Tpaduka B AeHb

${TRAFFIC_REQUEST_HOUR}

Mcxopawmm Tpadumk B Yac

${TRAFFIC_REQUEST_HOUR_LIMIT}

JonycTnmbin nMMUT ncxoasLuero Tpaduvka B Yac

${TRAFFIC_REQUEST_MONTH}

Mexopawmm Tpadumk B mecsl,

${TRAFFIC_REQUEST_MONTH_LIMIT}

[onycTnmbin NIUMUT NCXOAsLLEro Tpaduka B MecsLy

${TRAFFIC_REQUEST_WEEK}

Mcxopawmm Tpadumk B Heaento

${TRAFFIC_REQUEST_WEEK_LIMIT}

[onycTmbin NMMUT UcxoasLuero Tpadvka B Hegento

${TRAFFIC_RESPONSE_DAY}

Bxogawmn Tpaduk B eHb

${TRAFFIC_RESPONSE_DAY_LIMIT}

[JonycTnmbin NnUMUT BXogsLLero Tpaduka B AeHb

${TRAFFIC_RESPONSE_HOUR}

Bxogsawwmn Tpaduk B Yac

${TRAFFIC_RESPONSE_HOUR_LIMIT}

Jonyctnmbin numMuT BxogsLLero Tpadumka B Yac

${TRAFFIC_RESPONSE_MONTH}

Bxogawmn Tpaduk B mecsl,
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CumBon

${TRAFFIC_RESPONSE_MONTH_LIMIT}

Ha3sHayeHue

[onyctnmbin numMuT BXogsLLero Tpadurka B Mecsy,

${TRAFFIC_RESPONSE_WEEK}

Bxopsawmin Tpaduk B Hegento

${TRAFFIC_RESPONSE_WEEK_LIMIT}

[onycTnmbin NnUMUT BXogsLLero Tpaduka B Hegernto

O SOLAR
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B aTom npunoxeHun npmeseaeH nepeveHb metogos HTTP-npoTokona, koTopble NnoaaepXxneaet
Solar NGFW, n ux onucaHwue.

Ta6n. D.1. OnucaHue nogpepxmnBaembix metogoB HTTP-npoTokona

CONNECT

[ns ucnonb3oBaHns BMeCTE C MPOKCU-CepBEPaMU, KOTOPbIE MOTYT AMHAMMWYECKM NEPEKITI0YAaTLCA
B TYHHENbHbIN pexum SSL

COPY

MpenHasHaueH Ans co3aaHnsa Konuu pecypca, 3agaHHoro ¢ nomollbio URI. MeTog KonmpyeT Kak
pecypcebl, Tak 1 Konnekumm

DELETE

YpansieT ykasaHHbIn pecypc

GET

3anpaluvBaeT coaepXXMMOoe yKasaHHOro pecypca. 3anpalumnBaeMbivi PeCypc MOXET MPUHMMAaTh
napameTpbl (HanpUMep, NOMCKOBas CUCTEMa MOXET NPUHUMATb B Ka4eCTBE NapameTpa UCKOMYH
CTPOKY). OHun nepepatwTcs B CTpoke URI (Hanpumep:
http://www.example.net/resource?param1=value1&param2=value2). CornacHo ctaHgapty HTTP,
3anpocbl Tuna GET cunTaloT naemMnoTeHTHbIMU — MHOFOKPaTHOE NMOBTOPEHME OHOrO U TOTO Xe
3anpoca GET pomkHO NpuBOAMTL K OQUHaKOBBIM pe3ynbratam (Mpu ycroBuu, YTO cam pecypce
He M3MEHWICA 3a BpeMs Mexay 3anpocamu). TO NMO3BOMSET KILLIMPOBaTh OTBETHI HA 3anpochl
GET

HEAD

AHanornyeH metogy GET 3a ucknitoyeHueM Toro, YTo OH He BO3BpaLLlaeT Teno oTeeTa

LOCK

MpeaHasHaveH ons 6]'IOKI/IDOBKI/I noctyna ntoboro Tuna. bnokunpoBka BAUSIET 1 Ha pecypchbl, N Ha
Konnekuun. Ecnu 386J'IOKMpOBaH pecypc, TO n BCe ero CBOWCTBA TakkKe siBNATCA 3a6J'IOKVIDOBaH-
HbIMW

MKCOL

MpegHasHavyeH ons co3gaHnsa HOBOW Konnekuuun. B cnenyoouemMm npuMmepe KnneHT HanpasndeTt
cepBepy 3anpoc Ha co3gaHne Konnekunn

Iwebdisc/xfiles/

MKCOL /webdisc/xfiles/ HTTP/1.1
Host: www.server.org

B oTtBeTe cepsep COO00LLAaET, YTO KONNEeKUMs co3gaHa:

HTTP/1.1 201 Created

MOVE

q)yHKLI,VIOHVIpyeT aHanorn4yHo metoay COPY 3a ucknto4yeHneM Toro, YTo Nocne KonmpoBaHus pecypc
yAanaetca

OPTIONS

BosBpaluaeT metoabl HTTP, KoTopble NoAAepKMBaTCs CepBEPOM. ATOT METOL MOXKET CIyXWTb
AN onpeneneHus BO3MOXHOCTel BeG-cepBepa

PATCH

AHanornyeH metogy PUT 3a uvcknioyeHneM Toro, YTO CYLLHOCTb COAEPXWUT CMUCOK pasnuyun
MeXxay MCXOOHOW Bepcuen pecypca, aeHTduumMpoBaHHoro 3anpawmsaemsiM URL, 1 cogepxu-
MbIM, KOTOPOE JO/MKHO MMETb pecypc nocre BbidoBa PATCH

POST

MepenaeT nonb3oBaTenbckue aaHHble (Hanpumep, n3 HTML-copmbl) 3agaHHoMy pecypcy. Ha-
npumep, B 6rorax nocetuteny o6bIMHO MOryT BBOAUTL CBOM KOMMEHTapum K 3anucam B HTML-
dopmy, nocrie 4Yero oHuM nepepatotca cepsepy metogom POST n nomelyaroTcs Ha CTpaHuLy.
Mpw aTom nepenaBaemMble AaHHbIEe (B NpumMepe ¢ 6noramm — TEKCT KOMMEHTapUS) BKINOYAOTCS
B Teno 3anpoca. B otnuune ot metoga GET, metog POST He cuutaetrcsa naemMnoTeHTHbIM, TO
€CTb MHOrOKpaTHOe NMOBTOPEHUE OAHMX K Tex e 3anpocoB POST moxeT BO3BpalLaTh pasHble
pesynbsTtaThl (Hanpumep, Nocne KaXaon oTnpaBkyn KOMMeEHTapusa ByaeT NnosaBnNATLCS ogHa Konus
3TOro KOMMEHTapus)

PROPFIND

MpegHa3HaveH Ansa nonyyeHus CBOMCTB pecypca, MaeHTMduUmMpoBaHHoro 3anpawmsaembiM URI.
MeTon MOXXHO MCNonb30BaTh ANs NONYyYEeHUs CTPYKTYPbl KOMMEKLUMN UM AEPEBO KaTanoros

PROPPATCH

MpefHa3HaveH ansa gobaeBneHus, yaaneHns Unm M3MeHeH1sl CBOVCTB pecypcoB, 3aaaHHbIX B URI

PUT

3arpyxaert ykasaHHbI pecypc Ha cepBep

TRACE

OTnpasnsaet nonHoe coobLLeHWe, NoMyYeHHoe Be6-cepBepom, 06paTHO KNUEHTY, YTO NO3BONAET
YBULETb KOHKPETHOE COAEPKMMOE, NoMy4YeHHoe Be6-cepBepom
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UNLOCK

MpenHasHayeH onsa cHATUSE BNokupoBKM € pecypca. [ns dopmupoBaHus 3anpoca Tpebyetcs
URI pecypca u 3HaveHue opaquelocktoken cospaHHon paHee 6nokupoBku. [Npumep cHATUA
ONOKMPOBKMU:

UNLOCK /1234 .html HTTP/1.1
Host: www.host.ru
Lock-Token: <opaquelocktoken:e71d4fae-5dec-22d6-fea5-00a0c91e6bed>

OTBeT cepBepa NoKasbIBaET, YTO 6J'IOKl4pOBKa Obina yCneLwHOo CHATa:

HTTP/1.1 204 No Content
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NMpunoxeHune E. MaTtpuua M3 Solar NGFW

MaTpuua ceTeBoro 4ocTyna Hy)XHa Ans HaCTPOWMKM ceTeBOro obopynoBaHusa 1 gocTyna k/ns
ceTu npeanpuaTna Ha mecte yctaHoBku Solar NGFW. B Hel oTpaxeHbl pekoMeHayeMble Ha-
cTporikn M3 Solar NGFW u koprnopaTMBHON ceTu.

Tabn. E.1. NepeyveHb ceTemn

CeTb OnucaHue

Cluster int network BHyTpeHHue nogcetn/gmanasoH agpecos/VLAN aons B3anmogencTeums y3noB kractepa

Cluster ext network BHelwwHue nogcetu/gnanasoH agpecos/VLAN ans goctyna k cetn MHTepHet

Trusted networks 3awmiiaeMble BHyTPEHHUE CETU

Admin hosts/net [wnana3oH agpecos/noacets APM agMuHUCTpaTopos

DCs Moacetb/anana3oH agpecos/nepeyeHs y3nos DC

DNS servers MopceTb/ananasoH agpecos/nepedeHb DNS-cepBepoB (MOXET BkMtoYaTh BHeLHNne DNS-
cepBepa)

DMz CermeHT 30Hbl DMZ ¢ ny6nukyembiMu BeG-cepBepamm

SIEM Cuctembl SIEM ans c6opa n 06pabotku xxypHanos B uensx b

Mail servers [NouToBLIN CepBep opraHM3aummn

NTP servers CepBepbl BpEMEHU BHYTPU NEPUMETPA CETU UMW BHELLHUE CEePBEPbI

Internet CeTb NHTEpHET

webCAT server CepBep obHoBneHus 6a3 kateropmsatopa wp-update.rt-solar.ru

Antivirus update server |CepBepbl 06HOBNeHNst 6a3 aHTMBMpYca update.geo.drweb.com

Tabn. E.2. O6wasn maTpuua goctynoB ans explicit-npokcu

UcTouHuk HasHaueHue [lpotokon u nopt | CocrtosiHue coeanHe- KommeHTapum
Ha3Ha4YeHus HUA

MonHbIV B3auMHbIA OCTYN
. . ICMP, IGMP (onuuo- . Mexay y3rnamu knacrtepa
Cluster int Cluster int HanbHo), TCP/AII, New, Established, Solar NGEW anst oBecrieve-
network network Related
UDP/AI HUA X CBA3HOCTU N B3aUMO-
nencTeust
VRRP multicast,
TCP/22, TCP/2269,
TCP/2225, TCP/2226, Mpu orpaHnyeHHoM gocTyne
Cluster int Cluster int TCP/2230, TCP/2278, |New, Established, Mexay y3rnamu knacrtepa
network network TCP/5555, TCP/7001, |Related OOMXKHbI BbITb OTKPbITHI Cre-
TCP/, 8123, TCP/5434, aylowime nopol
TCP/2344, TCP/1010,
TCP/3004, TCP/10051
Ooctyn ana APM u
YCTPOWCTB Nonb3oBaTenen
Trusted Cluster int ICMP, IGMP, TCP/80, |New, Established, $§§7;;§'ff ffjé‘:gxi”“m"“;lo_
networks network/vIP TCP/443 Related pn A
CTU NIOKanbHOW YCTaHOBKM
cepTudmkaToB nonb3oBaTte-
nsamu)
Cluster int DCs TCP/389, TCP/689,  |New, Established, ﬂgﬁ;y”n"ﬂ'“g::z°gﬂlf§:“"Mﬂ°'
network/vIP TCP/3268 Related & P &
[ocbe
Cluster int/ext DNS UDP/53, TCP/53 New, Established, HocTyn k BHyTpeHHUM DNS-
network/vIP Related cepBepam

O SOLAR 237


http://wp-update.rt-solar.ru
http://update.geo.drweb.com

UcTouHumk HasHaueHue [lpoTokon u nopt
Ha3HayeHus

Cluster int

TCP/514 (onuunoHanb-

CoctosiHne coeanHe- KommeHTapuu

HUA
New, Established,

networkiviP |S/EM Ho), UDP/514 Related BRI D IEED B R
CoeanHeHne ¢ NoYToBbLIM
Cluster int Mail Server TCP/25 New, Established, cepBepoM A11A OTNPaBKu OT-
network/vIP Related YETOB N AaHHbIX O KaTeropu-
sIX pecypcoB
Cluster int Cpeactea DLP, New; Established. CoeauHeHnss co Bcriomora-
aHTMBMpyc, ne- |TCP/1344 TenbHbIMWU CpeacTBamu No
network/vIP Related
covyHuua ICAP
Cpencrtea DLP, .
AnTueupyc, Me- |Cluster int TCP/2272 Established, Related | P2®VK 110 panee ycTaros-
network/vIP NEHHbIM COeANHEHUAM
CcoyHMLa
Cluster int/ext New, Established, [ocTyn Kk 4aHHBIM O BpeMeHU
networkivip | 1F servers - [UDP/123 Related no NTP
Clusterext | . TCP/80, TCP/443,  [New, Established, gﬁecm;apoe"cc“gsm‘sff "
network/vIP TCP/21 Related pecyp P
Hble coeanHEeHus)
[ocTyn K nHTepdency
Cluster int ICMF, IGMF, TCP/22, New, Established, ynpaBneHus n cnyxtam ons

Admin hosts/net

network/vIP

TCP/8443, TCP/443,
TCP/80

Related

agMWHUCTPUPOBAHWSA/OOCTY-
na B HTepHeT

Cluster ext
network/vIP

webCAT server

TCP/443

New, Established,
Related

MopkntoyeHne ans obHoBne-
Husa B[] kaTteropusartopa

Cluster ext
network/vIP

Antivirus update
server

TCP/80, TCP/443

New, Established,
Related

[MNopgkntodeHune ons obHoBne-
Hus B[] aHTMBMpYCca

JononHutenbHble AOCTYNbI 4NN Y3M0B € porbio PeBepc-npokcu

My6nukyembie TCP- HocTtyn kK ony6nnkoBaHHbIM
nopTbl Ansi . nopTam Ha BHELLUHEM UHTEpP-
Internet Clser e HTTP/HTTPS (B cooT- h e, SHEDETES, doevice peBepc-NpoKcu pas-
network/vIP Related
BETCTBWU C KOHUrypa- [OEnbHO Ansi NPOTOKONOoB
Lner peBepc-npoKcu) HTTP n HTTPS
TCP-noptbl BE6-cepBU-
BTopuyHble coeamHeHus ¢
. coB Ha y3nax B DMZ (B .
Cluster int New, Established, BeG-cepBepamu BHyTpY 3a-
DMZ COOTBETCTBUN C KOH(pU-
network/vIP o Related LuLaemoro nepumeTpa ce-
rypauvew peBepc-npok- ™
cu)
V=Tl B0 BEpET OTBETHbIt TpaduK ANst KK-
Cluster int CelD [ TEMERS B (D15 ([ €HTOB, MOAKIMIOYEHHbIX 3a
DMZ COOTBETCTBUM C KoHcpu- | Established, Related » oA
network/vIP ° npegenamm nepmMmeTpa cetu
rypauuen peBepc-npok-
K peBepc-npoKcu
cu)
Cluster ext New, Established, MNoakntodyeHne onst o6HoBne-

network/vIP

webCAT server

TCP/443

Related

Hus B[] kaTteropusartopa

Cluster ext
network/vIP

Antivirus update
server

TCP/80, TCP/443

New, Established,
Related

MogkntoyeHve ans obHoemne-
Hus B[] aHTMBMpYCca

[ononHuteneHbIe AOCTYNbl 514 y3J510B B peXnme npo3pavyHoro

NpOoKcK

ICMP, IGMP (onumo-

MonHbIV B3auMHbIA OCTYN
MeXxay ysnamu knacrepa

Cluster int Cluster int HanbHo), TCP/AII, New, Established, Solar NGEW anst oBecrieve-
network network Related
UDP/AII HUS NX CBA3HOCTW U B3aUMO-
nencTeus
Cluster int Cluster int VRRP multicast, New, Established, Mpw orpaHnyeHHoM goctyne
network network TCP/22, TCP/2269, Related Mexay y3rnamu knacrtepa
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TCP/2225, TCP/2226,
TCP/2230, TCP/2278,
TCP/5555, TCP/7001,
TCP/, 8123, TCP/5434,
TCP/2344, TCP/1010,
TCP/3004, TCP/10051

CoctosiHne coeanHe- KommeHTapuu

UcTouHumk HasHaueHue [lpoTokon u nopt
Ha3HayeHus

HUA

[AOMKHbI BbITb OTKPLITHI Crie-
AytoLLme nopTbl

Ooctyn ana APM u

Trusted Cluster int ICMP, IGMP, TCP/80, |New, Established, CTOONCTE NONb30BATENEI
networks network/vIP TCP/443 Related yctp
(nepBWYHbIE COEANHEHNST)
Cluster int DCs TCP/389, TCP/689,  |New, Established, ﬂgﬁ;y”n"ﬂ"gxgogﬂjs:""Mﬂ°'
network/vIP TCP/3268 Related A P H
[ocbe
Cluster int/ext DNS UDP/53, TCP/53 New, Established, Doctyn K BHyTpeHHNM DNS-
network/vIP Related cepeepam
Cluster int TCP/514 (onumoHanb- |New, Established,
networkiviP |S/EM Ho), UDP/514 Related BRI D IEED B R
CoeanHeHue ¢ NoYToBbLIM
Cluster int Mail Server TCP/25 New, Established, cepBepoM A11A OTNPaBku OT-
network/vIP Related YETOB N AaHHbIX O KaTeropu-
SIX pecypcoB
Cluster int Cpeactea DLP, New; Established. CoeanHeHus co BcromMora-
AHTUBUpPYC, Me- | TCP/1344 TenbHbIMKU cpeacTamu no
network/vIP Related
covyHuua ICAP
Cpeacrtea DLP, .
’ |Cluster int . WHTerpaums no ICAP c Solar
AHTMBMpYC, Me- network/VIP TCP/2272 Established, Related NGFW
COYHMLA
Cluster int/ext New, Established, [ocTyn Kk 4aHHBIM O BpeMeHU
networkivp  |NT servers  JUDP/123 Related no NTP
Clusterext | . TCP/80, TCP/443,  [New, Established, ﬂﬁgﬂf;;p‘;‘f“gsﬂaiﬁfﬁ .
network/VIP TCP/21 Related pecyp P
Hble coeanHEeHus)
[ocTyn K uHTepdency
Cluster int ICMF, IGMF, TCP/22, New, Established, ynpaBneHus n cnyxtam ons

Admin hosts/net

network/vIP

TCP/8443, TCP/443,
TCP/80

Related

agMWHUCTPUPOBAHWSA/OOCTY-
na B HTepHeT

Cluster ext
network/vIP

webCAT server

TCP/443

New, Established,
Related

MopkntoyeHne ans obHoBne-
Husa B[] kaTteropusartopa

Cluster ext
network/vIP

Antivirus update
server

TCP/80, TCP/443

New, Established,
Related

[MNopgkntodeHne ons obHoBne-
Hust B[] aHTMBMpYCca
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MpunoxeHue F. NepeyeHb hunbTpoB ans oopmupoBaHus

oT4yeToB

Ta6n. F.1. OnucaHue napameTpoB hunbTpaLmm 3anpocoB Ansa cbopa ctatuctuku B XKypHane

coeauHEeHUun

duneTp

HasHauyeHue dunb-
Tpa

3HauyeHue

MpumeyaHue

OcHOBHbIe OUNLTPBI

Mepnog

Mo3sonser BbIbpaTh
BPEMEHHOW AMana3oH, 3a
KoTopbIn  dhopmMupyeTcs
oTyeT

[ata n Bpemsi Ha4ana v OKOH-
YaHus cbopa wHdOpPMaLUN.
BpemeHHoOn nepuop cnepyet
yKasaTb C MOMOLLbIO KaneHaa-
psl, BCTPOEHHOIO B OTYET

Pabota c¢ kaneHgapem nogpo6bHO
onucaHa B pasgene 7.2.2.2. [1na Bcex
KaTeropuin oT4eTOoB 3agaetcs Mo
ymon4yaHuto nepwog B 7 gHen. Ctatu-
CTUKa Ans kateropum ot4eToB XKyp-
Han coeguMHeHUW cobupaeTcsa 3a
CYTKW.

3anpocbl/Coean-
HeHus

lMo3sonser oTunsTpo-
BaTb JaHHbIE MO onpeae-
NEHHBIM NapamMeTpam

BbiGepuTe 3HaueH1e B packpbl-
BalOLLEMCS CMUCKE:

e Bce,
o PaspeweHHble,

o 3abnokupoBaHHbIe.

B 3aBMCHMMOCTY OT BbIGpaHHOTO 3Ha-
YeHust UnbTpa MOXHO OTOBpPasnTb
JaHHble Mo paspeLLeHHbIM U 3abr1o-
KMPOBaHHbLIM 3anpocaM, a Takke no
BCEM cpaasy.

Takxe Bbl MOXeTe 0TOOpPa3nTb AaH-
Hble NO yKasaHHbIM BbILLE B1AaM 3a-
NPOCOB, TOMbLKO C UCKIMHOYEHNEM TEX-
HMYecKoro Tpaduka (NnarMHoB CoLm-
anbHbIX CETeMn, KOHTEKCTHOW peknambl
nTAa.).

DunbTpbI

Nno Kateropuam un Tunam oT4eToB

IP-agpeca ncro4-
HWKOB

MosBonser ykasatb IP-
agpec vnu gmuanasoH IP-
anpecoB MUCTOYHMKA®, OT
KOTOpbIX ObInn 3anpochbl
K BbIOpaHHbIM pecypcam,
KaTeropusiMm pecypcoB u
T.AO.

3HadeHune BBOANTCS BPY4YHYHO.

MoxHo ykasaTb Heckonbko |IP-agpe-
coB. CtatucTuka no kaxgomy |P-ag-
pecy MUcToyHMKa ByaeT oTobpaxeHa
B OTAENbHOM Habope BUOXKETOB.

MopTbl Ha3Hauve-
HUS

Mo3BonseT ykasarb 0anH
Mnn HEeCKONIbKO MNopToB
Ha3Ha4YeHnsa

3HaueHne BBOOUTCS BPYUHYIO

Bbl MOXeTe yka3aTb HECKOMNbKO nop-
TOB HasHayeHus. CtaTuctmka no
Kakgomy nopTty Oyaet otobpakeHa
B OTAENbHOM Habope BUOXKETOB.

Y3en coeguHeHunn

MosBonser BbiGpaTb y3-
nbl coeanHeHun, 4yepes
KoTopble naet Tpaduk

BbibepuTe 3Ha4eHne B packpbl-
BaloLLEeMCSl CMUCKe

Bbl MOxeTe BbIGpaTb HECKOMNbKO Y3-
NoB coeanHeHn unu nx sce. Ctatu-
CTMKa Mo Kaxaomy y3ny 6yaet otob-
paxeHa B oTaenbHOM Habope Bumpke-
TOB.

MpunoxeHns

MosBonser oTCOPTUPO-
BaTb CBEAEHWUA MO KOH-
KPETHOMY MPUIOKEHUIO

BbiGepuTe 3HaueHue B packpbl-
BalOLLEMCS CrINCKe

BbibepuTte HECKONbKO MPUMOXEHWUIA.
CratucTvka no Kaxzaomy npunoxe-
HWIO0 MW NpoToKony ByaeT otobpaxe-
Ha B OTAENbHOM Habope BMOKETOB.

KonoHkn

Mo3sonser cdopmupo-
BaTb Habop KOMOHOK Ta-
6nuuel XKypHan coeguHe-
HUK: oTobGpasnTb unu
CKPbITb Kakue-nmbo Ko-
NOHKM

Bbibepute 0gHO MM HeCKosb-
KO 3HaYeHWUI:

e Appec UCTOUYHMKA,
e Apgpec HasHa4veHus,
o bBawut nepeaaHo,

o bBant nonyyeHo,

PacnonoxeHne KONoHOK 3aBUCUT OT
nopsigka ux Bblbopa. Mpu nepBom
MOCTPOEHMM OTHETA OHM OTOBPaKaIOT-
csl no ymonyaHuo. YT1obbl pacnono-
XKUTb KOSOHKY B )XenaemMom nopsiake,
B none KomoHku cHumuTE BCe
hraxKkn 1 ycTaHoBUTE UX MooYepes-
HO — KOMOHKW ByaoyT oTobpaxarbcs
crneBa-Hanpaso.
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dunsTp HasHauyeHue dunb- 3HayeHue MpumeyaHue

Tpa

o Bpems 3aBepLueHus cec-
cuum,

o Bpemsa Hauyana ceccum,
o Bxopswwun nntepdenc,

e [leiicTBME C NakeToM Mo
npaevny,

o WpeHTndukaTop ceccum,
* Wcxoasawmmn nHtepcenc,

e HammeHoBaHue npaBuna
M3,

o [lakeToB nepegaHo,

o T[lakeTOB nosy4eHo,

e [opT ncroyHuka,

o [lopT Ha3Ha4eHwus,

e [punoxeHne,

o [lpoTokon,

e [potokon L7 DPI,

o Poputenbckas ceccus,

e Ysen comnsTpaumn.

Numut MosBonseT orpaHUYUTL |YKaxuTe YUCno BPYYHY unu|MuHuMmansHoe konnyecTteso otobpa-
KONMMYecTBO OTOBpakae- [c nomoLLbio cyeTyrKa )aeMblx pesynsratos — 1.
MbIX OGLEKTOB B UHTEpPE-
heiice cucCTeMbI MakcumanbHoe KonuyecTso oTobpa-

)aemblx pesynsratoB — 10 000.

3HauveHune no ymonyanmio — 500.

a|-|0£l WUCTOYHMKOM noapasymMmeBaeTCad JfioKanbHaa MallnHa nofb3oBaTterns, C KOTOpOVI OH BbIXOOUT B UHTEPHET.

Ta6n. F.2. OnucaHne napameTpoB ¢hunsTpaLmm 3anpocoB Ana coopa cratuctuku B XKypHane
3anpocoB

dunsTp HasHauyeHue dunb- 3HauyeHue MpumeyaHue

Tpa

OcCHOBHble (UNETPbI

Mepuog Mossonser BbliOpaTh |[JaTta n Bpemsa Hayana n okoH- |Pabota ¢ kaneHgapem nogpo6bHo
BPEMEHHOW JuanasoH, 3a |4yaHmns cbopa wuHdopmaumn. |onncaHa B pasgene 7.2.2.2. [ina Bcex
KoTopbin  dhopmupyeTcs |[BpeMeHHo nepuoa crienyert |kateropuii OTYETOB  3agaeTcs  no
oTyet yKasaTb C MOMOLLbIO KaneHaa- | ymonyanuio nepuog B 7 aHen. Ctatu-
psi, BCTDOEHHOIO B OTYET. cTuka ans kateropum ot4etoB XKyp-
Han 3anpocoB COBMPaeTCcs 3a CyTKM.

TOM [Mo3BonseT orpaHnynTb |YKaxute 4ncno BpyyHyto unu|3HaveHve no ymonyaHuio — 25.
KOMMYeCTBO OOLEKTOB, MO [C MOMOLLIbIO CHETUMKA.
KOTOpbIM  chbopmumpyeTca
cTatucTuka
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dunsTp

HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

CopTtupoBatb Mo

Tpa

Mo3BonseT copTnpoBaTb

[JaHHble MO0 Pa3nUYHbIM
napameTtpam

C NOMOLLIbIO CHETYMKA MOXKHO

OoTCOpTMpPOBaTh MHGOPMALUIO
B OTYETE NO BO3PACTaHMIO UMK
y6bIBaHMIO.

Bbl moxeTe oTcopTupoBaTb
MHpopMaLuio B OTYyeTe, B
packpblBaloLLEMCS CNNCKE Bbl-
OGpaB 0OHO 13 3Ha4YEeHUN:

° KOﬂVI“IeCTBy 3anpocos,

o Ob6Bbemy
Tpachuka,

ucxopgsiwero

o 0OO6Bbemy BxogsLero Tpa-
cuka.

CopTMpoBKa KONMMYecTBa 3anpocos,

obbema UCXoasLLEro NN BXoAsLLEro
Tpaduka no BO3pacTaHUio Unm yobl-
BaHuto. Mo ymonyaHuo copTMpOBKa
yCTaHOBMeHa no ybbiBaHuIO.

3anpocsbl

Mo3Bonser oTuneTpo-
BaTb J@HHbIE MO onpeae-
NEHHBbIM NapaMeTpam

BbiGepuTe 3HaueHue B packpbl-
BaloOLLEMCS CMUCKE:

e Bce,
e PaspeweHHble,
o 3abnokupoBaHHbIe,

o Bce (6e3 TexHu4yeckoro
Tpacwmka),

o PaspelueHHble (6e3 TeXHU-
yeckoro Tpaduka),

o 3abnokupoBaHHble (6e3
TexHu4eckoro Tpaduka).

B 3aBMCMMOCTY OT BbIGpaHHOTO 3Ha-
YeHusi PUnbTpa MOXHO OTOBpPasnTb
JaHHble Mo paspeLleHHbIM U 3a6ro-
KMPOBaHHbIM 3anpocaM, a Takke no
BCEM cpaasy.

Takke Bbl MOXeTe 0TOOpa3nTb AaH-
Hbl€ MO yKa3aHHbIM BbILLE B1AaM 3a-
NPOCOB, TOMbKO C UCKIMKYEHNEM TEX-
HMYecKoro Tpaduka (NnarvHoB CoLm-
arnbHbIX CETEN, KOHTEKCTHOM peKknambl
nTAa.).

duneTpb

no Kateropnam n Tmnam oT4eToB

Pecypcbl

Mo3BonsieT ykas3aTb pe-
cypcbl (nogpobHee cwm.
pasgen 6.5.5.3), nocelua-
eMble nonb3oBaTensMm

BBeauTte 3HavyeHue BPY4HYIO

Bl MOXeTe yKa3aTb HECKOMbKO pecyp-
COB WIKN Aaxe CrMCoK PecypcoB, Ko-
TOpbIE NEPEYMCIIEHbI YEPE3 3aMNATYIO.
Hanpumep, ckonvMpoBaTb CNUCOK U3
TEKCTOBOro peaaktopa. Kaxabin pe-
CypC onpefensieTcs Kak OTAeNnbHbIN
anemeHT. CTaTucTuka no Kaxgomy
pecypcy 6yneT otobpaxeHa B OTAeNb-
HOM Habope BUIXETOB.

Kateropuu pecyp-
coB

Mo3BonseT yka3atb KaTe-
ropymn pecypcoB, Ha KOTo-
pble Obinv  BbINOMHEHbI
3anpocbl OT YKa3aHHbIX
NepCOoH/rpynn NEPCOH N
IP-agpecoB NCTOYHUKOB

BbiGepuTe 3HaueHMe B packpbl-
BalOLLEMCS CMIUCKE

MoxHO BblbpaTb HECKONbKO KaTero-
pui pecypcoB. CTaTUCTMKa MO Kax-
JON KkaTeropuu pecypcoB 6yaet
oTobpaxeHa B OTAeNnbHOM Habope
BUKETOB.

MepcoHbl

MosBonseT ykasatb nep-
COH, MO KOTOPbIM CrieayeTt
cobpaTb CTaTUCTUKY

Beegute 3HayeHue BpPY4YHYHO
WK BblIGEpPUTE ET0 B pacKpbIBa-
toLemMcs cnncke

Mouck 3anyckaeTtca npy BBOAE nep-
BOrO CUMBOIIa ¥ BEAETCH aHanorm4Ho
novcky B norne Mouck (nogpobHee
cMm. pasgen 5.6). MNMpu aTom uwyTca
TOMbKO T€ NEPCOHbI, B AAHHbIX KOTO-
pbIX MMeeTCs COBMNafeHve Ha4vanb-
HbIX CMMBOJIOB C BBEAEHHbIMK. Ha-
npumep, B damunmn, UMeHn uvnm
OOIMKHOCTH.
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dunsTp

HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

Tpa

MoXHO ykasaTb HECKOMbKO MEPCOH.

CratucTuka no Kaxxgomn nepcoHe oOy-
net otobpaxeHa B oTaenbHOM Habo-
pe BUOXETOB.

Ipynnbl nepcoH

lMosBonseT ykasaTb rpyn-
Mbl MEPCOH, MO KOTOPbIM
MOXHO CObpaTb CTaTUCTU-

Ky

Beegute 3HaueHue BPY4YHYHO
1N BblGepUTE Er0 B packpbiBa-
toLemMcs cnucke

Mounck 3anyckaeTcsa npu BBOAE nep-
BOro CMMBOSa 1 BeAEeTCs aHanorm4Ho
noucky B none Mouck (nogpobHee
cM. pasgen 5.6). Mownck naet Tonbko
no TEM rpynnam MepcoH, B AaHHbIX
KOTOpbIX MMeEEeTCHA coBnageHne Ha-
YanbHbIX CUMBOJIOB C BBEAEHHLIMU.
Hanpumep, B HazBaHuu rpynnbi.

Bbl  moxeTte YKa3aTb HEeCKOJIbKO
rpynn. CratncTuKa no Kaxxaom rpynne
nepcoH 6y,u.eT 0T06pa)K6Ha B OoTAEelb-
HOM Ha6ope BUOXETOB.

IP-agpeca ncrou-
HUKOB

MosBonser ykasatb IP-
agpec nnu gnanasoH IP-
afpecoB MUCTOYHMKA®, OT
KOTOpbIX ObINM 3anpockl
K BbIOpaHHbIM pecypcam,
KaTeropusiMm pecypcoB u
T.0.

BeeauTe 3HaueHne Bpy4Hy

MoxxHo ykasaTb Heckonbko IP-agpe-
coB. CtatucTtuka no kaxagomy IP-ag-
pecy UCTOYHMKa OyaeTt oTobpaxeHa
B OTAENbHOM Habope BUOKETOB

UcknitoumnTs pecyp-
Cbl

[o3BonsieT UCKNoUYUTbL U3
OTYeTa pecypchbl 1 cBefe-
HWS O HUX AN MUHUMKU3a-
LMK NOMyYeHHbIX AaHHbIX

BBegute 3HaueHWe Bpy4Hyo

Bbl MoXeTe ykasaTb HECKOIbKO pecyp-
coB

Tunbl gaHHbIX

lMo3sonser YKasaTb TUnbl
nepegasaeMblX UK Nnosy-
YaeMbIX nonb3oBarternem
AaHHbIX

BbiGepuTe 3HaueHWe B packpbl-
BaloLLEMCS CrIUCKe

Bbl MoOXeTe BblOpaTb HECKOMNBKO TH-
NOB AaHHbIX. CTaTUCTMKA MO KaXKZoMY
TUNYy AaHHbIX Oynet oTtobpaxeHa B
oTaensHoM Habope BUOKETOB.

MoseonsieT BbIGpaTh y3-
nbl unbTpaumn, Yepes
KoTOpble UAeT Tpaduk

BbiGepuTe 3HaueHMe B packpbl-
BalOLLEMCS CMIUCKE

Mpy HanMuMM HeCKONbKMX Y3MoB
UnsTpauun Bbl MOXETE BbibpaTh UX
Bce. CTaTucTvka no Kaxkgomy yany
6ynet otobpaxkeHa B OTAENbHOM Ha-
bope BMIKETOB.

Yanbl  dunbtpa-
unn
KonoHku

MosBonsier cdopmmpo-
BaTb HAaboOp KOJOHOK Ta-
6nvubl XKypHana 3anpo-
coB: o0TO6Opasnte wnn
CKpPbITb Kakue-nmbo Ko-
JIOHKU

BbiGepuTe ogHO nnm Heckonb-
KO 3Ha4YeHWN:

o HTTP-kog,

e HTTP-npotokon,

o HTTP-referer,

o IP-apgpec ncTo4HuKa,
e URL 3anpoc,

¢ URL napameTpbil,

o URL nyTb,

o User-Agent,

o [lpynnbl,

o [lpaBuna Monutukn,

e PesynbTaT npoBepkwm,

OTobpaxeHne B OTOENbHbIX KOMOH-
Kax Tabnuubl cneayoLwwmnx cBeAeHW:

e kop otBeta HTTP-npotokona;
e HTTP-npotokona;

® 3aroroBka 3anpoca;

e |P-agpeca UCTOYHMKA;

e URL 3anpoca;

e URL napametpam;

o URL nytuy;

e User agent;

e rpynnam NepcoH;

® npaBunam nonmTUKK;

® pesynibraTta NpoBepKu;
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dunsTp

HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

Tpa

e Cnou MNonutuknm,

e CTaTtycbl hunbsTpaumm.

®  CIOAM MONMUTUKY;
e cTaTycam dounsTpauum.

Mo ymonyaxuo ounsTpy NPUCBOEHbI
3HavyeHns URL nyTb, URL napameT-
pbl, URL 3anpoc. Yoanutb ux He-
nb3s.

HTTP-kog

Mo3sonser otcopTupo-
BaTb CBEAEHWS MO KOH-
KpeTHomy kogy HTTP-ot-
BeTa

BBegute 3HaueHWe Bpy4Hyo

OT06paxatoTcsa cBeaeHNst MO KOHKPET-
Homy HTTP-koay.

Twvn npoBepkn

MosBonsieT oTCOPTUPO-
BaTb CBEAEHUs O 3anpo-
cax Mo KOHKPETHOMY Ty
NpoBepKM

BbiGepuTe 3HaueHMe B packpbl-
BalOLLEMCS CMUCKE:

e Twn gaHHBLIX,

e MeTon,

e 3aronoBsku,

e [Mopr,

e [Mpotokon,

o URL pecypca,

e Kareropus pecypca,

o KnroueBoe cnoso B URL
pecypca,

¢ KnroueBoe cnoBo B Tene
pecypca,

o Pacnucanue,

e Pa3smep,

o AHTMBMpYC,

o Jlumut Tpacmka,

o [P ncrtoyuHuKa,

¢ T[lonb3oBatenb,

o [pynna,

e 3anpoc noaTBepXxaeHue,
e ApxuBupoBaHue,

o ATtpubyThl dpanna.

B 3aBMCMMOCTY OT BbIGpaHHOTO 3Ha-
YeHusi UnbTpa MOXHO OTOBpasnTb
JaHHble Mo TUMY NPOBEPKU 3aNpPOCOB.

Hanpumep, BbliOpaB  3HayeHue
dunstpa AHTUBMpPYC, B XypHane
3anpocoB OyayT oTobOpaXkaTbCcs cBe-
[OeHns 0 3anpocax, KOTopble OTHOCAT-
CS TONbKO K 3TOMY TUMYy MPOBEPKMW.

Jlnmnt

Mo3BonseT orpaHnunTb
KonuyecTtBo otobpaxae-
MbIX OO BEKTOB B MHTEPE-
berice cuctembl

YKaxuTe 4mcno BPYYHYIO nUnun
C NMOMOLLbIO CHEeTHUKa

MakcumanesHoe konuyecTso otobpa-
»aemblx pesynsratoB — 10 000.

3HauveHune no ymonyanmio — 500.

Pexwvm npoken

Mo3Bonser oTtcopTupo-
BaTb CBEAEHUA O 3anpo-
cax, B 3aBUCUMMOCTU OT

BbibepuTe 3Ha4eHne B packpbl-
BaloLLLeMCS CMMCKe:

o Bce,

B 3aBucumocTu ot BbIGpaHHOIO 3Ha-
YeHusa PuUnbTpa, MOXHO O0TOOpasuTb
OaHHble Npy paboTe Npokcu-cepeepa

O SOLAR
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duneTp

HasHauyeHue dunb-
Tpa

3HavyeHue

MpumeyaHue

pexnma paboTbl MPOKCK-

cepsepa

o [pamon pexum,

e OOpaTHbIN pexunm.

B MPSIMOM M B OGPaTHOM pexume,

a TaKxe Mo Bcem cpasy.

Mo ymonyaHuio BbIGpaHO 3Ha4YeHue
Bce.

MpunoxeHune/npo-
TOKOM

MosBonsieT oTCOPTUPO-
BaTb CBEAEHUS MO KOH-
KPETHOMY  MPUIOXEHNIO
WK NPOTOKOINY Nepenaydm
JAaHHbIX

BbiGepuTe 3HaueHWe B packpbl-

BawoLLEeMcA Crnncke

Bbibepute HECKONbKO MPUIOXEHUIN
n/vnn npotokonos. Ctatuctuka no
KaXXOoMy NPUIOXEHWIO UMW NPOTOKO-
ny 6ynet otobpaxkeHa B OTAENbHOM
Habope BUOKETOB.

IP-agpec cepsepa
Ha3HayeHus

MosBonser ykasatb IP-
agpec nnu gnanasoH IP-
aapecoB CepPBEPOB Ha3Ha-
YEHUsl, KOTOPbIM Oblnn
HanpaeneHbl 3anpochbl

BBeauTe 3HayeHVe BpyYHYHO

YkaxuTe Heckonbko |P-agpecos.
Cratuctuka no kaxgomy |IP-agpecy
cepBepa HasHayeHus byger otobpa-
XeHa B oTaenbHoM Habope Buoxe-
TOB.

a|_|O£|, WUCTOYHMKOM noapa3yMeBaeTCa JNioKalbHaa MallnHa nosfib3oBatens, ¢ KOTOPOWN OH BbIXOAMUT B IHTEpHET.

O SOLAR
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