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Shedding Zmiy

Shadow
Comet
DARKSTAR

Carberp

Cobalt
ExCobalt

Carbanak
Anunak

Twelve
Twelfth
Hyena

Buhtrap

Carberp
shards arrest PT, SOLAR,
Carbanak/  Carbanak Carbanak/Cobalt Cobalt FACCT,
Anunak/ bank Cobalt  leader arrest End of active Shedding Zmiy BIZONE Morlock - FACCT
Carberp 2012 FIN7 robberies 2016 (Europol) phase first attacks ~researches  Shedding Zmiy — SOLAR -
2008 Carberp 2013 2015 Stopped 2018 2019 2020 2021 2022 2023 2024
leader Carberp Carbanak trojan Cobalt Shadow/Comet/
arrest  source code usage new tools ~Cobalt members DARKSTAR
selling and development arrest Twelve

leakage
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Kenc 01

[lepBas HUTOYKA

KepTBa:
doenepanbHoe rocygapcTBeHHOEe Be4OMCTBO

XpOoHOoMNorns UHUMAEHTA:
nekabpb 2022 — aHBapb 2023

[locneacreud:
nybnmkaumst ykpageHHbIX daHHbIX
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Cxema aTtaku

phd 2 X Al ARAYS Zoiar

Shedding Zmiy

CVE-2022-41080/CVE-2022-41082 (OWA SSRN

D < .

-y - \,\‘

2022-625711.docx Victim ... Credential Dumping
2
Ekipa RAT
o) Coblnt
o< Mimikatz
- Procdump SoftPerfect Network Scanner
Anydesk @
/ RoA
,ﬂ RDP SystemBC
> >  Coblint
Microsoft Exchange Server Bridgehead Mimikatz
: RDPWrapper
\ RDP JVinRM psexec
s’é psexec
gY6t4.aspx
shit.aspx
SysFeedback.aspx
shit3.aspx | ] -
L= D= C—
Host Host Host
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Kenc 01. IHCTpymMeHTHI

B

SystemBC
EkipaRAT
Coblnt

.\ .\

a

Neo-reGeorg tunnel — socks proxy
via webshell

phd 2 X Al ARAYS Zoiar
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Kenc 01. IHCTpyMEHTLI.
EkipaRAT + Coblnt

phd 2 X Al ARAYS Zoiar

PhIShlng Chaln hxxps://msys[.]su/microsoft-office-word/t.php?
|
download
remote template
I
+ 4 avptp[.]Jcom
Phishing email --- 2022-625711.docx —run-» Ekipa RAT ——_°P .—— IntelHTD.vbs P
1 \x\\\ i /I’/ I:
open N ! download CobInt 2
: drop run e \
~ 1 s I
User ! Downloader o ;
S | d I
“u v r-3
decode PowerShell ___decrypt __ __ __.decrypt __
IntellHTD.ps1 -=-_ " " -==> "ok~ and run Shellcode andrun ~ =" Coblint
Run as service : . _—
Service "DataExchangesSvc" — C:/ProgramData/Samsung/SamsungNotification.exe SamsungNotification.txt
|
run wsdjcvfv].Jcom
v P
SamsungNotification.exe —-run-- SamsungNotification.vbs s~ :
: | download Cobint o
read run Downloader ,f’l |
I I - I
¥ v - decrypt
L decode PowerShell __ decrypt __ | shelicode —- -4 " --+ Coblnt
SamsungNotification.txt SamsungNotification.ps1 =" ,ndrun™"" Carbanak and run and run
stcript.exe
8 “C:/ProgramData/Samsung/SamsungNotification.vbs"
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BbIro o4eHb «CTpaLLHOY. ..

llepecnaHoO N3
A ecnun Bl Dygete NpoaoNXaTh NCKATb HaLuy
Maneapb, Mbl NPOCTO 2arpy=2mMm paHCoOmMm, a

, noyemy Obl HeT. [leHbrMnm eCTb?

[eHer y Hac ObLIO HEMHOTO, HO HYETO TaKoro He MPOM3OLLUTO!
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Keep iIn mind

Cobint

Intel-naTtTepH B HeMMKHre nyTen
n dpannos BINO

SystemBC

10



POSITIVE HACK DAYS FEST 2024

Investigation board

11

phd 2 X Al ARAYS Zoiar

Case 1l

@

Ekipa
RAT

7]

g‘ﬁ Cobint

Intel pattern in
malware paths

% SystemBC




Kenc 02

ATaKka Ha goBepue

KepTtBa:
| T-koMmnaHusa

XpOoHosorna MHUMAeHTa:
nonb 2023

[locneacTeud:
NCMNonNb30BaHUE NMHPPACTPYKTYPLI XKEePTBbI
ana peanusaunn texHukn Trusted Relationships
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Cxema ataku

phd 2 )( 1// 4RAVYS oiar

b §

Shedding Zmiy

Victim's contractor - P“t

mail server [
0607 _[redacted].rar

Compromised User Account

r
/
4
/

¥

-,
Mail Server
in the Test Segment

— DarkGate

XDHijack - AV Detect
Cobint - AV Detect

__ 50 + phishing emails
with DarkGate

13
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Kenc 02. IHCTpyMEHTHI

DarkGate
Cobint

XDHijack — Shedding Zmiy
custom golang loader

14
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Kenc 02. XDHijack

phd 2 X Al ARAYS Zoiar

XDHijack + unknown payload

:\Intel\dism.exe
:\Intel\dism.bat —decodes dismto dismcore.dll
:\Intel\dism
:\Intel\dismcore.dll — XDHijack
:\Intel\cfg.bat - decodes cfgtocfg.zip
:\Intel\cfg
:\Intel\cfg.zip — password-protected archive

with UNKNOWN final payload

Q000 0

cfg.zip hardcoded archive name
with hardcoded password

C:\Intel\cfg.zip contents
config.yaml
xdd.dll

15

\\redacted\mftemp$\cfg.zip contents
config.yaml
pure.dll
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HemHoro noapobHocTen o PULLIMHre

[Tlonb3oBaTtesnb 3arpy3unn apxms

N3 PULLMHIOBOro NMcbMa 1 3anycTus CKpUnT
0607/ [redacted].vbs, koTopbi B HEM
cogepxarics.

OTOT (paKT A4OCTAaTOYHO onepaTUBHO Obir
obOHapyxeH, n cotpyaHukn b nposenu
C Nosib30BaTeNiEM pa3bsCHUTESNbHbIE Decenbl.

16
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HemHoro noapobHocTen o puULLInHre

Uepes 3 gHA Shedding Zmiy Hanncanu
XepTBe B MecceHaxepe Telegram,
npeacTaBUBLLUUCH COTpyaHUKOM Vb
(username:@nikolaev_[redacted])

1 Nonpocunu naposb ot Y3.

[Tonb3oBaTtenb Nbe3HO ero npegocTaBur.
ATakylouime npnueda3ann CBOU

Telegram-akkayHT Ha BHYTPEHHEM
nopTane B Ka4yecTBe 2-ro gpakropa.

17
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Keep iIn mind

Cobint

Intel-naTTepH B HeMMKHre
nyten n gpavinos BINO

XDHijack

88.218.61.97 — XOCTUHTr-
npoBangep VDSina

18

phd 2 X Al ARAYS Zoiar

duULLIMHroBoe NNCbMO
HarnpaBreHO C NMOYTOBOIO
cepBepa KomnaHuu, 0o
aTake Ha KOTOopYHo
paccKkaXkem rno3aHee

dll-sideloading
C ncnosnb3oBaHmem dism.exe
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Investigation board

phd 2 X Al ARAYS Zoiar

Ekipa
RAT

Case 1l

&

Case 2

—_————
—_— =

ﬁi\ Cobint ~

Intel pattern in

malware paths = .
\
,;a SystemBC
/
7/
Intel pattern in e

malware paths

d" dism.exe dll-sideloading

%

\i/’ phishing email _

*Coblnt—f”/

XDHijack

19
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HekoTopble NOACHEHUS

Zimbra

A SYNACOR PRODUCT

21




Zimbra:

CVE-2022-27925 /
CVE-2022-37042 /
CVE-2022-41352

22
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Kenc 03. IHCTpyMeHTh!

Facefish rootkit
SystemBC

Sliver — upx packed linux
mtls beacon implant

23

phd 2 X Al ARAYS Zoiar




POSITIVE HACK DAYS FEST 2024 phd 2 )( Jﬁ 4RAVYS oiar

cIUaTOl

Attempts to defeat the rootkit

cd /usr/libc4/
IS
rm -r lIbs.so

A few moments later...

cp /mediallibs.so /usr/lib64/

24
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Keep iIn mind

FaceFish /usr/lib64/libs.so

Sliver mtls://195.2.76.120 -
VDSina

SystemBC

A5
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Investigation board

Ekipa
RAT

26

phd 2 X Al ARAYS Zoiar

Case 1l

,ﬁ‘ﬁ Coblint

Intel pattern in
malware paths

gg SystemBC

Intel pattern in
malware paths

aw dism.exe dll-sideloading

0]
i)

=

0

=

>

«Q

D

3

=

_—
—
—_—
—_ —
e — e —— — —— —

A _siver ()

Case 3 @ FaceFish




Keunc 04

ATaKyeT BENMNKUA
MRX

XepTtBa:
KOMMNaHUA 3HEPreTUYECKOro cekTopa

XpoHonorusa nHUnaeHTa:
OKTSA0pb — HOAOPbL 2023

NMocneancrBuA:
Kpaka gaHHbIX
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Suspicious RDP with hostname

mrx's-MacBook-P

= ey v weom e " |
K LA L 1l wunn‘.n Ao X m‘nm

U g P

28
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Cxema aTaku

2

Shedding Zmiy

Windows persistence via Service]
VPN+RDP D —————— WinRM====— - % Sliver mtls’/]95276120 ; . :
— —— with compromised -—-+ T SMB=—————— _r Linux persistence via CronJ
: contractor accoont ~  — ~ 0 \/ictin1's
mrx's Macbook-P Victim's Server SSH - e resocks 94.103.84.207 )
[ J_ PrivescCheck
PrintNightmare
WerTrigger
[Sliver mtls://195.2.76.120]—_[ ]
Chisel 94.103.84.207
[SoftPerfect Network Scanner]—

PsExec

29
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Kenc 04. IHCTpyMEeHTHI

chisel — modified version
sliver — first implant with limits

nim loader — Shedding Zmiy
custom loader

30
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Kenc 04. Nim loader

Permutation
table
dism.exe dismcore.dll load and run
Xt Eilel 7] final payload
side-load shellcode in memory %/ in mpegory ﬂ
> ¢ >4 ,i._ i) » /‘
w unhook dllis ‘* — AMSI bypass
—— WLDP bypass
e Nim shellcht-:;.gxecutlon donut v1.0 ETW bypass Sliver
loader via Tibers shellcode mtls beacon
loader implant

duumHroebkle paccbliki Ekipa RAT (vapt 2022)

AES-128

1648552904302 .exe CTR

A4

Decrypt and run
shellcode in memory

unhook dlls =

Nim shellche_execution donut v0.9.3
loader via fibers shellcode
loader

load and run
final payload ﬁ
in memory
- 784
AMSI bypass
WLDP bypass
Sliver
https session
implant

hxxps://it-enterprise[.]cloud

31

phd 2 X Al ARAYS Zoiar

NtProtectVirtualMemory

direct syscall
via NimlineWhispers2
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Keep iIn mind

32

dil-sideloading
C ncnosnb3oBaHmnem dism.exe

Sliver mtls://195.2.76.120 - VDSina

chisel 94.103.84.207 — VVDSina
resocks 94.103.84.207 - VDSina

defaultConnectionKey:
MHmMfjMsydIPAIsX5AMrF1xcHZgKZpMZkZ20iX3zEBXQ

phd 2 X Al ARAYS Zoiar
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Investigation board

phd 2 X Al ARAYS Zoiar

Ekipa

Ekipa
RAT

Case 1l

@

RAT

* Coblint

Intel pattern in
malware paths

% SystemBC

nim | r
-/ oade

Intel pattern in
\ malware paths

\ d.“ dism.exe dil-sideloading ~

\i/' phishing email
o
Cobint
S "

AN XDHijack

\ Case 2

N
%
l||

33
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Cxema NpoOHUKHOBEHUS

@ DULLMHIrOBOE NUCBMO ApxuB «CueHapwii.rar https://aquatech72[]Jru/yyiygui.txt

I

Apxus «CueHapwi.rar» Useropen —

«Document_Microsoft_Word.Ink» %TEMP%\yoedfeyeoid.bat

User execution J

\Packagr\XboxGamingOverlay.vbs \Packagr\XboxGamingOverlay.ps1

Persistence \Run key | Shell code netstaticpoints[.Jcom

C:\WINDOWS\System32\wscript.exe
C:\ProgramData\Packagr\XboxGamingOverlay.vbs

35
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Keep iIn mind

Cobint

dil-sideloading
C ncnosnb3oBaHmem dism.exe

chisel 88.218.62.79 — VDSina

Intel-natTepH B HeMMKHre
nyten n pavinos BINO

36
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Investigation board

phd 2 X Al ARAYS Zoiar

—

* Coblnt-/-/—/’ -

—
—

XDHijack

Ekipa T R
Cobint =~ e
RAT g Cobin ~<_
| e N _ Intel pattern in
Intel pattern in ST — malwgre et
Ekipa Case 1 malware paths S \ o N P
= RAT @ = N \ p -~ x
- - \ \ M Cobint
' - SystemBC \ | I Case5 =
nim loader
Cases -1,0 @ \ l Cobint £ . .
' | | , Returns a dism.exe dll-sideloading
march 2022 / | > /
/ - /N .
/ I/ - / \ chisel N
/ / \
P / / _ 4 - / \
Intel pattern in -~ / - // \
malware paths / -7 / \
e / ‘
A . . . == / & T — / |
Q dism.exe dll-sideloading ;- T~ / I
e / I
Case 2 _7 N/

|i/’ phishing email _ _ — ::;

. /
ﬁ sliver @ aa dism.exe dll-sideloading /

_ Case 4
Case 3 @ FaceFish

R x resocks @ (o 3 )
o .
@ M SYEIEIHC ﬁ sliver @ )
x chisel @~_///

nim loader
-/

37



Kenc 06

HoBagd aTaka 4yepes
nogpagvmnka

XepTtBa:
IT-nogpagynk

XpoHonorna MHUMAeHTa:
nekabpb 2023 — aHBapb 2024

NMocneancrBuA:
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Keunc 06. Cxema aTtaku Ne 1

phd 2 X Al ARAYS Zoiar

—————————————————— SMB
0
Exchange T

~
.

Viewstate deserealization =
vulnerability POST /powershell

/ Python+PSRP+Client

Log4j (CVE-2021-44228/CVE-2021-
45046/CVE-2021-45105)

5 3

~

-~

/ Nacryption AND Validation Keys

D—

Youtrack

2

Case 2 Victim's
Infrastructure

XDHijack

Victim's resocks 88.218.62[.]79]

Infrastructure

o e S s

39
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Kenc 06. Cxema aTtakum Ne 2

40

b |

[
\

\

0

VIEWSTATE

d{érializatio Exchange
REEIYY  with latest

security

& patches

phd 2 X Al ARAYS Zoiar
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Kenc 06. IHCTpyMeHTh!

XDHijack — Shedding Zmiy golang loader
BADSTATE framework

41



POSITIVE HACK DAYS FEST 2024

Kenc 06. XDHijack

benign exe
with side-load vuln
(eg dism.exe)

______ process

memory ™ password
; protected

; 5|de-load Vet with cfg zip

: hardcoded

i XDHijack password

. loader

' >

config.yami

Reflective

dll injection
payload.dll ; payload.dll

42

unhook :

phd 2 X /|

4RAYS soiar

config.yaml example

rue

lp crue

s WVAWindows\\System

Dl11GetCla

d =

sObject

-

-

132\\query.exa"
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Kenc 06. XDHijack

43

phd 2 X Al ARAYS Zoiar

NTDLL.DLL UNHOOK TECHNIQUE Main SUSPENDED
PERUN'S FART (2021) Process process
CreateProcessA
in SUSPENDED mode
L. | LoadDLL ("ntdll.dl1l")

find .text section

VA and size -~

Read clean
.text section

NtReadVirtualMemory

NtProtectVirtualMemory
indirect syscalls via

github.com/f1zmO/acheron NtWriteVirtualMemory

\‘_NtProtectVirtualMemory

set RWX protection

Replace hooked ntdll
.text section

reset protection

TerminateProcess
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Kenc 06. [lecepmanmsaums

* [ecepranmzaums HeHaaekHbIX JaHHBIX B MapaMeTpe
VIEWSTATE

* Yassumoctb WONT FIX , nssectHaa oornee 10 net

«  [1na akcrinyaraumm HeobXoauMmOo 3HaTb ,Kak MAHUMYM, KIkou
Barmaaumm VIEWSTATE

*  YHuKanbHasa cxemMa aktmsaLmm BedLLerra B namsmv

*  YHUKanbHbIU FAMKET A1 3arpy3k BeOLLeria B NamsTb
*  YHukanbHbM Lenbiv framework BADSTATE

44

phd 2 X . ARAYS

by
SOLAR
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Keunc 06. Hayarno

phd 2 X Al ARAYS Zoiar

method uri-stem status

day 1

GET /owa/auth/OutlookCN.aspx 200

POST /owa/auth/OutlookCN.aspx 200

POST /owa/auth/OutlookCN.aspx 200

POST /owa/auth/OutlookCN.aspx 200
day 2

GET /ecp/auth/TimeoutLogout.aspx 200

POST /ecp/auth/TimeoutLogout.aspx 500

POST /ecp/auth/TimeoutLogout.aspx 200

POST /ecp/auth/TimeoutLogout.aspx 200

EventlD 1316
XKypHan cobbitnin Application
Reason: Viewstate was invalid

45

{2] Event Properties - Event 1316, ASP.NET 4.0.30319.0

General Details

Event code: 4009

Event message: Viewstate verification failed. Reason: Viewstate was invalid.
Event time: 12/26/2023 6:54:55 PM

Event time (UTC): 12/26/2023 3:54:55 PM

Event ID: 51ddceblbc724f30bbacfee3208081a3

Event sequence: 3

Event occurrence: 1

Event detail code: 50204

Application information:
Application domain: /LM/W35SVC/1/RO0T/ecp-1-133475584927031145
Trust level: Full
Application Virtual Path: fecp

Application Path: C\Program Files\Microsoft\Exchange Server\V13\FrontEnd\HttpProxyhecph
Machine narme: IS

Process information:
Process |D: 47476
Process name: w3wp.exe
Account name: NT AUTHORITY\SYSTEM

Request information:
Request URL: https:// 1443/ ecp/auth/Timeoutl ogout.aspx
Request path: /ecp/auth/Timeoutlogout.aspx
User host address: 91.142.73.203
User:
Is authenticated: False
Authentication Type:
Thread account name: NT AUTHORITY\SYSTEM

ViewStateEx ception information:

Exception message: Invalid viewstate,

Client IP: 91.142.73.205

Port: 55422

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:103.0) Gecko,20100101 Firefox,/103.0

PersistedState:
GHKOh1mo5z3z59ibvDn3stUY gHe/n8vh/mCTH+FEL2ZUP6CO+ Q227 gwMPmB4RDbgmW30uSMDVEGTROPPKS TmueD1dGoibkb1PR
CUFf4kPdTdW3GHK1
+ASaR0wKOESUZLUEygso+K359GVBUYITUKCBu21eBHA/ dfgTGSU12r3mTTvNbDahApfa0leMtZhuVxq8BcWi dgShmrolEBJuHwWFU
whmPRxd/elg+QZACn3b0+fIL0%Bc1afbly/le

Referer:
Path: fecp/auth/TimeoutLogout.aspx
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Keric 06. HenaBecTHaa Harpyska

] Event Properties - Event 1316, ASP.NET4.030319.0 Cffset(h) OO0 01 02 03 04 05 0O 07 OB 09 OR OB OC OD OE OF Decoded text
General  Details QgQo000000 FF 01 32 76 00 01 00 00 00 FF FF FF 00 Fo2Vaee.. ¥¥VV...
Qg000010 00 00 00 00 00 0OC 02 00 00 00 47 57 ) Y £ ) «) N w
Event code: 4009 _ _ . . o o _
Event message: Viewstate verification failed. Reason: Viewstate was invalid. Q0000020 72 &l S5F 64 65 33 T el 35 38 32 2C s rm de3T7asg2, Ver
Event time: 12/26/2023 £:54:55 PM . - = S = - - - .
e e ey, 12725 2085 213455 P 00000030 73 €9 6F 6E 3D 30 2E 30 2E 30 2E 30 ©  sion=0.0.0.0, Cu
Event ID: 51ddceb1bc724f30bbacfee3208081a3 |‘:||:||‘:||:||:||:|.|i|:| EC 7 __ T 7 : 65 ::‘ EE ,:' ? T 7 __ '?2 ,:' _ ? :. ltlre=nel1tral -_ F
Event sequence: 3 L o L - L o o o
Event occurrence: 1 Qoooo050 75 82 6C % 63 4E 65 5 54 eF 6B &5 = ublicKeyToken=nu
Event detail code: 50204 00000060 €C 6C 05 01 00 OO0 00 09 57 €5 62 46 28 11......WebForm+
Application information: QQoQ0o07T0 41 0O OO0 OO0 00 02 00 00 00 OB A I
Application dornain: /LM/W3SVC/1/RO0T/ecp-1-133475594927031145 i

Trust level: Full
Application Virtual Path: /ecp

Application Path: C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\ecph
Machine name:h

Process information:
Process ID: 47476
Process name: w3wp.exe
Account name: NT AUTHORITY\SYSTEM

Request information:
Request URL: https:// 1443/ ecp/auth/Timeoutl ogout.as
Request path: /ecp/auth/TimeoutLogout.aspx
User host address: 91.142.73.205
User:
Is authenticated: False
Authentication Type:
Thread account name: NT AUTHORITY\SYSTEM

ViewStateException information:

Exception message: Invalid viewstate.

Client IP: 91.142,73.205

Port: 55422

User-Agent: Mozilla/5.0 (Windows NT 10.0: Wing4: x64: n:103.0) Gecko/20100101 Firefox,/103.0

PersistedState:
GHKOh1moSz3z59iblvDn3stUYrjHe/ n8vh/mCTH+ FEL2UPEC O+ Q22 7TgwMPmB4RDbgmW30uSMDVEGTROPPKSTmucD1dGoieXb 1PR
QIFFAKPdTdW3GHKT
+ASaR0wKOESUZLUEygse+K359GVBUYI1UtKCBu21eBHA/ dfg TGSU1 2r3m7TTvNbDahApf30leMtZhuYxlg8BcWid g%hmrolEBJJuHwWiU
whmRxd/el g+ QZjACh3b0+fIL0%8cTafb 1y/le

Referer:
Path: /ecp/auth/TimeoutLogout.aspx

/wE... - unencrypted VIEWSTATE A Warning

46 The BinaryFormatter type is dangerous and is not recommended for data processing.




POSITIVE HACK DAYS FEST 2024

Keuc 006.

phd 2 X . ARAYS

BADSTATE framework

C:\BADSTATE
remotecmd.py

commanders
baseviewstate.py

sessionviewstate.

downloads
targets
targetl
command .b64

params.json
payload.b64
response.txt
webshell.dll

target2
command .b64
params.json
payload.b64
response.txt
webshell.dll

47

[+] Press help for extra shell commands
CmdShell> help

Documented commands (type help <topic»):

shellcode upload
cancelassembly get free space remove file short download webshell
checkassembly lcd run static_download
executeassembly list dir shell sysinfo

cmdShell> run whoami]]

"valAlgo”: "HMACSHA256",
target B
Conflg : de": false,
- ‘¢validation_key>"
xampl key>™,
- pfa de ': "AES”,
(params - J SOl’l) iewStateGenerator value>”,

decryption key>",

“appPath": “/fecp”,

"pagePath”: "/fecpfauth/TimeoutLogout.aspx"

ViewStateExecutor
webshell
commands
(payload.b64)

commandTypes = {
"sysinfo™:0,
"shellcode™:1,
"run”: 2,
"download":3,
"ls": 4,
‘'rm": 5,

‘free': 6,
‘assembly’: 7,
‘upload’: 8
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Keunc 006.
BADSTATE framework

dopmat POST-3anpocos Pexxnm paboTbl noerrorMode
pljst_ljata | == IS w3wp.exe memory
' __VIEWSTATE': (Mone, payload),
' EVENTARGUMENT': (None, encCommand), noerrorMode = False [J]
no e q
' _EVENTTARGET': (None, response_ format) > ebshell initialised = False
' EVENTVALIDATION': (None, byte arg) | N SN S
' VIEWSTATEGENERATOR': (None, I
' VIEWSTATEENCRYPTED': (MNone, ) AW T S initialised = True
BADSTATE framework /
operator
-~

webshell activation (command .b64)

ViewStateExecutor webshell (payload.b64)

message, AES.block size))

|:| POST requests with VIEWSTATE payloads
—>

ey+ct_bytes)
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Keunc 06. command.b64

Offset (n) 00 Ol 02 03 04 OS5 06 07 08 09 OR OB OC OD OE OF Decoded text Breakpomt B metoae Deserialize
SR AR . - CAm e e e
00000000 FF Ol 32 76 00 01 00 00 00 FF FF FF FF Ol 00 00 ¥.2v.....¥V¥¥... f (this.brullDeserialization)
00000010 00 00 00 00 00 OC 02 00 00 00 47 57 €5 €2 46 6F ..........GWebFo T
00000020 72 €D 5F 33 37 €1 35 38 32 2C 20 56 €5 72 rm de37a582, Ver this.m objectManager.RaiseDeserializationEvent();
00000030 73 €% &€F €E 30 2E 30 2E 30 2E 30 2C 20 43 75 sion=0.0.0.0, Cu if (handler 1= null)
00000040 6C 74 75 72 3D 6E 65 75 T4 72 61 6C 2C 20 50 lture=neutral, P : {
00000050 75 62 6C €9 €3 4B 65 79 54 6F 6B 65 6E 3D 6E 75 ublicKeyToken=nu o
00000060 €C 6C 05 01 00 00 00 09 57 €5 €2 46 6F 72 €D 2B 1l......WebForm+ Locals
00000070 41 00 00 00 00 02 00 00 00 OB Boveevnnn Neme
System.Runtime.Seria

rstem.Runtime.Serialization.Fermatters.Binan, 3 rstem. Runtime.Seria

Bebwenn ViewStateExecutor

P 50 Type References
b o0 References
SR

b 4,

rstem.Runtime.Serialization.Fermatters : ntime.5eria

ype and Interfaces

istem.Runtime.Serialization.

d Types

lture=neutral, Publ
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Kewc 06. payload.bo4.
ViewStateExecutor custom gadget

Viewstate + Serialization headers Sheddmg Zmly gadget

data = Cc t ase645tring(be (amlAssemblyloadFromFile
inputStream
zipStream G (inputs am, CompressionMode.Decompr

2nd stage xaml payload —
XamlAssemblyLoadFromFile

EEE |

f— CUSTOM
xaml_payload

sebd5tring(b
inputStream ew Memo ream(dat

ICRILE] E
gzipStrea iy ZipStream(inputStream, Compres
byte[] buf = new s a.lLength];

t, 8, asmData.length);

TypeConfuseDelegate BindingFlags.CreateInstance

gadget data null,
null,

null,
null,
null,
null);

gystem. String) ERCNREEREREG
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Shedding Zmiy vs. Obstinate Mogwai

Shedding Zmiy

Obstinate Mogwai

Payload activation

phd 2 X Al ARAYS Zoiar

Obstinate Mogwai malicious assemblies in memory

OauH ViewStateExecutor
webshell
B NaMaTH

Cbopka B naMaTu Ha
BbIMNOMNHEHNE KaXKaoun
KoMaHAabl

CobbiTnsa 1316 xypHana Application

CobObiTe B Hayane paboTbl C
BebLUEeNom B pexmme
errorMode = false

CobbITne Ha ncnonb3oBaHue
ragxeta
ActivitySurrogateDisableType
Check

[85] w3wp.exe (4572) Properties

General Statistics  Performance Threads Token Modules Memory Environment Handles NET assemblies

NET performance  GPU

Disk and Network  Comment

Structure D
¥ CLR v4.0.30319.0 24
AppDomain: DefaultDomain 2247110745808

“ AppComain: /LM/W3SVC/1ROOT fowa-1-1335649632962483220 2255328202358
Anonymously Hosted DynamicMethods Assembly 2256379351648

App Web_ugxdrbwy 2256328957600
Microsoft. Exchange. Management. Powershell. Support 2256329365088
Microsoft, Exchange.Management. Powershell, Support 2255379351936
Microsoft, Exchange.Management. Powershell, Support 2256373353664
Microsoft, Exchange. Management. Powershell. Support 2256379354240
Microsoft. Exchange.Management. Powershell. Support 2256379349920
Microsoft. Exchange. Management. Powershell. Support 2256379339552
Microsoft, Exchange.Management. Powershell, Support 2255379340992
Microsoft, Exchange.Management. Powershell, Support 2256373344160
Microsoft, Exchange. Management. Powershell. Support 2256379339840
Microsoft, Exchange.Management. Powershell Support 2256379350496
Microsoft. Exchange.Management. Powershell. Support 2256379346176
AppDomain: SharedDomain 140707416622. ..

Flags
COMCURRENT_GC,...
Default, Executable
Executable

Dynamic

Shared

Path

Anonymously Hosted DynamicMethods Assembly
C:\Windows Microsoft. NET\Frameworks4w4.0. 30319 Temporary ASP.NET Files\owa
Microsoft. Exchange.Management. Pawershell, Support
Microsoft,Exchange.Management. Pawershell, Support
Microsoft, Exchange.Management. Pawershell, Support
Microsoft. Exchange. Management. Pawershell, Support
Microsoft. Exchange.Management. Powershell. Support
Microsoft. Exchange.Management. Pawershell, Support
Microsoft,Exchange.Management. Pawershell, Support
Microsoft, Exchange.Management. Pawershell, Support
Microsoft. Exchange. Management. Pawershell, Support
Microsoft, Exchange. Management. Powershell, Support
Microsoft. Exchange.Management. Powershell. Support

Gad

gets

Customized
XamlAssemblyLoadFromFile

ActivitySurrogateDisableType
Check
ActivitySurrogateSelectorFrom
File
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VIEWSTATE deserialization attacks timeline
11.2023 — Obstinate Mogwai

12.2023 — Shedding Zmiy
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Keep iIn mind

resocks 88.218.62.79 — VDSina

defaultConnectionKey:
MHmMfjMsydIPAIsX5AMrF1xcHZgKZpMZkZ20iX3zEBXQ

dil-sideloading
C ncnosnb3oBaHmem dism.exe

XDHijack

91.142.73.205 — XOCTUHr-npoBanaep
» VDSIna
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phd 2 X Al ARAYS Zoiar

| tigation board
Case 6 iiack
*:; = XDHijac
R X resocks @ P
ES - ~ =~
\i/’ phishing, émail Deserialization @ SO o
' M1 src IP SO
| a ~ \
Ekipa II gy dism.exe dil-sideloading Dl i
o \ N\ \
RAT g Cobint // \ \
Intel . / \ Intel pattern in \
: g Pl 7 / \ malware paths \
Ekipa Case 1l malware paths / \ \
= RAT = / N \
= = \ \
_ @) X o iomBC /) Case 5 —)\ AR Cobint Lo
\@ Nim loader AR SY =\
Cases -1,0 / Cobint £ . . o
' / Returns a dism.exe dll-sideloading |, |
march 2022 // / s |
/N . - |
7 / \ cChisel @;\ - = |
/ // \ /
. 4 \ /
Intel pattern in 7 / \ /
malware paths % / \ /
iz /
Lo s e - Y L
Ov dism.exe dll-sideloading TS~ / I /
Case 2 _ = — N 1,7
= phishing email— } = o |/
= 'ﬁ sliver @ £y dism.exe di-sideloading e
. Case 4 -7/

&%

XDHijack

A resocks @’w -7 7/

/

: 'ﬁ sliver @ e
- XChiseI @__,///

nim loader
-/
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Kenc 07

Bo3BpalleHune
FaceFish

XepTtBa:
MYHULUMNaribHaga opraHn3auuns U3 kenca 5

XpoOHONOrna MHUMAEHTA:
doeBpanb 2024

Nocneacteua:
Kpa)ka OaHHbIX C nocneaytouwen nyonmkaymen
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Kenc 07. Cxema ataku

FaceFish fusrﬂ]b&d!libs.so)

--------- SSH-Snake —=======—> ?E

———-CVE-2024-23897-—~—» [ ——— == Compromised Jenkis account ——» JRA web.shelLPlugin]

| . Victim's
Shedding Zmiy Jenkins —-—-Compromised accounts——-—+ |nfrastructure

—(09.2023 revsocks]

—[custom privilege escalation utiLity]

—[FaceFish fusr,’libédﬂibs.se]

—[Bullng BackdUDrJ

peristence via systemd service)
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Kenc 07. VIHCTpyMEHTHI

FaceFish

Bulldog Backdoor — Shedding Zmiy
golang backdoor

gsocket
SSH-snake (1.3k lines bash script)
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Kewc O7. Bulldog Backdoor

Golang backdoor v B bt P

Main module —bb .

env var BB=1 T

SErvice

S7
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Kewc O7. Bulldog Backdoor

[ WS | DNS | QUIC | ICMP
[ http
[ AES encrypted
[ Msgpack serialized data
[ RPC
[ payload ]
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phd 2 X Al ARAYS Zoiar

Command Description
Proxy 3anyckaeT socks-npoKcn Ha 3agaHHbIN agpec
: KomaHabl B3anmogencTens ¢ gannoBon CUCTEMOU
File System a A : & )
xepTBbl: Is, mkdir, rm, find, cat...
Run BbinonHdaeT 3agaHHy0 KOMaH4y Ha XOCTe XXepTBbl
command C NOMOLLIbIO 0O0NOYKM
Revshell BbinonHaeT nogknoyeHne K ykasaHHOMY agpecy
MO OOCTYMNHbIM NpoTokosiam (ws, dns, quic unm icmp)
JKchUnbTpaLKna gaHHbIX, nma
Network . & pail A A : P
(github.com/JustinTimperio/gomap)
Update O6HoBneHne anna 6akgopa n KOHMUrypaumnm
config and
itself
: OTcnexunBaHne N3MeHeHUn yKkasdaHHoro dpanna /
Watch file y o

KaTtarnora
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Kewc O7. Bulldog Backdoor
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phd 2 X Al ARAYS Zoiar

Hata Bbinycka jwt Bepcus Bo3amoxHocTH Sha256
2023-10-23 09:09:30 [v0.0.13 ws, dns, BasicAuth |32d76£2fel188a131cb3219356639e83c60d47a703e40b8801a364d98e37128£
WS, dnS/ qUiC, ab80leaa%adl1199e1382a124d6024f9551a5a33calb9e5cafc0098621abb9lf
2024-01-25 12:33:27 |[v0.0.23-10-g4528ef3 [icmp, watchfile,
PLOXY £3bb44d52e43477ce43c91eb8d9830e356£c105b96377edd6bl90fcccdable2f
2024-02-26 09:39:42 |v0.1.3-4-g68c293d gomap e2b2ebelb82d1c122dc2750£318£2484fe5361fcd964bfdcdcae631cf32£8d37
2024-03-08 15:09:39 |v0.1.3-62-g4843e53 4561a38f£34cc7lcc73d54e2adfbd378£58d54596b012££1841£dd7£c42063¢3

"<json_web token>"
"Krs7BT7W00Om5TR1o9nZqv72x6h8uasrR”,

: "Debug”,
": "vB.1.3-62-g4843e53",

"ClientID": "<client id>»",

"ClientKey™:
"ProxyAddress”:
"BackendAddress

null,

"Xugk4wiKqt8XZKvj",

: "hitps://pkg.collect.net.in”,
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Keep iIn mind

FaceFish /usr/lib64/libs.so
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Investigation board

phd = % /// 4RA\/S SOLAR
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s SSH-snake
(g gsocket Bulldog
backdoor Case 6 .
Case 7 — S e = XDHijack
FaceFish = @ aceFis s -
Returns | ey X resocks @ ’w -
S o - ~ ~
|| ‘i/, phishing, email Deserialization @ AN N
| 7 M src IP N AN
\ ’ o R
Ekipa | /’ £ dism.exe dil-sideloading > N
e = | \ S e
RAT Coblint =~ / \
M \\‘1 / \\ . \ \\
R S v N Intel pattern in \ \
_ Intel pattern in _ \ / \ malware paths \ \
Ekipa Case 1 malware paths T A / P o
— = | =0s o
- RAT = N \ / / \ o \ \
v \ b / | M Cobint \
i SystemBC \ | / Case 5 = -
\@ Nim loader H \ | 7 Coblnt = a |
Cases -1,0 ‘ - (I \
- | | / Returns ¢, dism.exe dll-sideloading |
march 2022 | P I ! / J , I
\ y / b 7 -7 - [
\ ’ v b / - / A Chisel - |
\ / y; (B 4 - /
\ / s Yy ¢ e / /
/ . - 7 - /
\\ / Intel pattern in - W s - // \ /
/ malware paths v, -7 \ /
| / A - / \
\ B 2 - i L - / /
\ I R . T - = R / I 4
\ | & dism.exe dll-sideloading A =< / I /
\ \ 2~ e ~ / | /
\ \ Case2 7/ | — W / //
= phishing emall/ - _ = Q %
RN 7 = “’ﬁ sliver @ dism.exe dll-sideloading _ ////
\ \ M Cobint= FaceFish C‘:ise 4 ,
N N Case 3 aceFish
AN XDHijack
N ~
~ ~

@ &g SystemBC N

—— nim loader
== -/

A resocks @ P - ///
) "ﬁf“ﬁer @ ‘
/ chisel @ R
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BbiBoabl
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CmeHa npodhuns: ¢ PHAHCOBO MOTUMBMPOBAHHbIX aTak rpyrnnuMpoBKa
Nepexknio4Ynnach Ha LUMMOHAX 1 KpaKy AaHHbIX B LIENSIX NOCneaytoLLEen nyonmkaumm

BbICOKMM TEXHUYECKUN YPOBEHb

*  OCHOBHbI€ Harpy3km TONbLKO B MAMATHU

°  MCMONb30BaHMEe MHOIOCTYMeHYaTbIX CXeM 3arnycka

°  MCMNOSb30BaHME pasnnyHbIX TEXHUK obxoda AV/EDR

°  Hannyne yHUKanbHbIX MHCTPYMEHTOB 1 (PPeNMBOPKOB

AKTMBHOE MCMONb30BaHNE B aTakax CEPBEPOB, apeHA0BaHHbIX
Ha TeppuTopum PO, a Takke CKOMNPOMETUPOBAHHBLIX CUCTEM
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KBecT. Mepu. bnor.

tv
N
\ *l.;*t“
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