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1. KpaTtkoe onucaHue

1.1. Ha3HaueHue

Solar Dozor — cuctema ans npegoTBpalleHns yTedek KoHduaeHumansHon nHdopmaumm (Data
Leak Prevention, DLP) kopnopatMBHOro knacca. Ee BO3MOXHOCTM o6ecneunmBaloT KOHTPOSib
KOMMYHUKaLUWA COTPYAHUKOB, GNOKMPOBKY UIM U3MEHEHUE HeXenaTenbHbIX COOOLLEHNI, BbisiBNEHNE
N MOHWUTOPUHI TPynn pucka, a Takke pPeTPOCNEeKTUBHbIA aHann3 apxuBa KOMMYHMKaUWn Ons
nposedeHusa paccnegosaHuin. Kpome atoro, Solar Dozor aHanuanpyeT noBedeHWe nonb3oBaTenen
(User Behavior Analytics), 4To no3BonsieT BbISIBNATbL aHOManuMuM MNOBEAEHMWS, KPyr OOLWeHus u
npuBaTHbIE KOHTaKTbl COTPYOHUKOB, a Takke npomnnuposaTb X Ha ocHoBe 20 YCTONYMBLIX NaTTEPHOB
nosegeHns. 3To AaeT BO3MOXHOCTb 3aHMMaTbCA NPOOUNAKTUKON MHUMAEHTOB 6e30MnacHOCT!.

Monb3oBatenn Solar Dozor — npegctaButenu cnyx6b WHDOPMaAUMOHHOW, 3KOHOMUYECKOW W
BHYTpPeHHen 6e30MacHOCTU KPYMHbIX U CPEeAHMX KOMMEPYECKMX U FOCYAapCTBEHHbLIX OpraHusauumn,
Hy>XJatoLmnecs B MHCTPYMEHTAX Af1s KOHTPOMS KOMMYHUKaAUWA 1M NpeaoTBpaLleHns yTeyek, a Takke
BbISIBIIEHWSI KOPNOPATUBHOIO MOLLEHHUYECTBA, KOHAMNKTOB MHTEPECOB, B3SATOMHNYECTBA, CrTOBOPOB,
NPSAMbIX UM KOCBEHHbIX XULLEHNN OEHEXHbIX CPEACTB, NPOMBbILLIIEHHOMO LWANOHaXa.

Solar Dozor Heobxoaum, ecnu opranusaummn TpebyeTtca:

¢ 3aWwmMTUTb MHPOPMALMIO OFPAHUYEHHOIO A0CTYNa, KOH(PMAEHUMaNnbHOCTb KOTOPOW KPUTUYECKU
BaXHa ANs YCNewHOW [OeATenbHOCTU (Hoy-Xay, KOMMepyeckash TalHa, nepcoHasnbHble OaHHble,
cTpaTternv passBuTUS U MHBECTUPOBAHUA U T. A.);

* BbISBNATb KOPPYNUMOHHbLIE CXeMbl MPWU 3aKynkax, a Takke dakTbl adunmpoBaHHOCTH,
BblMOraTenbCTBa 1 Nony4YeHus B3ATOK;

¢ KoHTponupoBaTb  COTPYAHWKOB, MMEKLWMX OOCTYN K  BaXHbIM  (PUHAHCOBLIM WU
NHOPMALIMOHHBIM aKTUBaM;

¢ OTcnexvBaTb KOMMYHMKaLMW MO KMHOYEBBLIM cAenkam, ynpaBnsiTb KOH(IMKTaMU UHTEPECOB,
obecneynBaTb HENPEPLIBHOCTL KIOYeBbLIX BU3HEC-NPOLIECCOB;

¢ KoHTponupoBaTb BbINOSHEHWE YPABNEHYECKUX PELLEHUI, OTCNEXMBATDL Ppeakumn Ha Npukassbl
N pacrnopsbkeHus], BbISBNSATL hakTbl To66MpoBaHmMS;

¢« OrtcnexuBaTb KnMMaT B KOMMeKTMBE, OT3blBbl O  PYKOBOAMTENSAX,  BbISBNATb
pacnpocTpaHuTenemn CryxoB 1 NHCaNnOepos;

¢ OTcnexuBaTb CBSI3UN C KOH(PIMKTHO YBOMEHHbIMU, KPUMMHANIOM, KOHKypeHTamu, CMW;

¢ KoHTponupoBaTb COTPYAHUKOB U3 rpynn pucka Ansi CBOEBPEMEHHOIo NpeceyYeHnsi BO3MOXHOMO
yuwiep6a (QOMKHUKN, HApKOMaHbI, UTPOMaHbI, TPAHXWUPbI, paHee CyaMMble, CEKTaHTbl U T. 4.);

L OTtcnexnBaTtb COOTBETCTBUE pernameHTam, Kogekcam, CtaHgapTamMm 1 3aKOHam,

* BbiSBNSTb NpWM3HaKyM MNPOMBILNEHHOMO LWNMOHaXa W caboTaxa, TeppopuUCTUYECKUX U
3KCTPEMUCTCKUX EeNCTBUIN, BEPOOBOYHbIX pa3paboToK, COKPLITUS HapyLLEHUIA pexxuma OxXpaHbl;

» O6ecneunBatb cootBetcTBMe TpeboBaHnam 152-O3 «O nepcoHanbHbIX  OaHHbLIX»,
MoctaHoBneHus lMNpasutenbctea Ne 1119 «O6 yTBepxaeHun TpeboBaHui K 3awmuTe nepcoHanbHbIX
OaHHbIx», MpukaszoB PCTIK Poccum Ne 17 n Ne 21, a Takke cTaHOapTOB M pekomeHgaumi BaHka
Poccun.
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PucyHok 1. KoHuenTyanbHas cxema paboTbl Solar Dozor

Ecnu opraHmsaumsa cOCTOMT M3 HECKOMNbKUX JOYEPHUX 3aBMCUMMbIX OOLLECTB U TeppuTopmanbHO
pacnpeaeneHHbix ounmanos, nHctannsaumm Solar Dozor moryT paboTaTb Kak eanHoe uenoe (QyHKunn
moaynst MultiDozor). 3To gaeT BO3MOXHOCTb:

* B pexume pearnbHOro BpemeHu nony4aTb 1 o6pabaTtbiBaTh AaHHbIE NO BCEM OpraHM3aumnmn unm
OTAENbHbIM NoApa3aeNeHnsM;

o KoHTponupoBaTb AeATENbHOCTb BCeX nonb3osaTenen DLP-cuctemsl;
*  BbINoNHATH LEHTPANM30BaHHbIN MOHUTOPUHT rPYNn 0cob0ro KOHTPOns;
* [lpoBoOanTb CKBO3HbIE paccregoBaHnsa B Maclitabe opraHmsaumm;

¢ LleHTpann3oBaHHO ynpaBnATb CUCTEMOW W pPacnpocTpaHATb MNONUTUMKY ©Ges3onacHocTM B
domnuraneol.

lNMpepoTBpalleHue yTeuek MHopmaumm

Ons  3awmuTbl KOHMOEHUManbHOM MHGOpMaumMm oT yTedek Solar Dozor wucnonbayet
creumanunanpoBaHHble Mogynn — nepexsatynkn. OHM cobunpaloT U3 pasnuyHbIX KaHaNoB 1 NnepeaatoT
Ha aHanM3 KOMMYHWKaLUN COTPYAHMKOB, KOHTPONMPYIOT AENCTBUA NOMb30BaTeNen Ha NnepcoHarbHbIX
KOMMblOTEPaAx, a Takke WHBEHTaApU3MPYIOT U OTCNEXMBAIOT foKamnbHble M obnayHble dannosble
pecypchbl.

3awmwaemas tHpopmaumsi MoXeT ObITb NpeacTaBneHa B TEKCTOBOM, rpadynyeckoM Ui GUHapHOM
BMAaX: COOOLLEHNS B SMEKTPOHHOW MoYTe, MecceHmkepax, Beb-pecypcax M coumarnbHbIX CeTsX,
TexHuveckne udeptexu CAIP, gokymeHTbl Microsoft Office, oTckaHMpoBaHHbIE cyeTa, CTpaHWUUbI
NacrnopToB, rOSIOCOBbLIE COOBLLEHUS, BUAEOdalnbl, apXmBbl, N300paxeHus  T. 4.

B 3aBMCMMOCTM OT TEXHUYECKUX OCOBEHHOCTEN OIS KaXdoro KaHana nogbupaerca ontumanbHas
TOYKa nepexesaTa MHGOPMaUUM — Ha MOYTOBOM cCepBepe, CEeTEBOM LUMKO3e, MPOKCU-CepBepe Unm
paboyen cTaHumM. 3TO [AaeT BO3MOXHOCTb pPaBHOMEPHO pacnpefenuTb Harpysky Ha WT-
NMH(ppacTpyKTypy 1 o6ecneymTb HeENPepPbIBHOCTb BU3HEC-NPOLIECCOB OpraHn3aLmm.
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nepeXBa‘-IeHHble OaHHbl€ aHanMn3npyrTCcd B OCHOBHOM MoAyrIe Solar Dozor ¢ nomMoLLbo KOMNNekca
HacTpanBaeMblX TMpaBun, OTpaXakrWmnx akTtyalnbHble 3afadn ©GesonacHocTH opraHnsauunin. Mo
pe3ynbtataMm aHalnmM3a cornacHo 3TuM npasuiamMm npuHMMaeTca peleHne o 6]'IOKI/IpOBKe
HexenaTenbHOro AencTBuMs Unm yBe4JoOMIeHun Od)l/lLl,epOB GesonacHocTn o nop,o3p|/|Tean0|71
aKTUBHOCTW.

Solar Dozor moxeT ObITb YCTaHOBIEH B pexnme 6rnokmpoBku (B pa3pbiB Tpaduka). 3To no3sonsaeT
HageXHo GnokupoBaTb nepefady KoHuaeHumanbHOW MHOpMauMM B peanbHOM BpPEeMEHW, a He
NPOCTO KOHCTATMPOBaTb (PakT yTEUKM Yepe3d HECKOITbKO YaCcoB Mocne ee CoOBEPLUEHMS.

YHuKanbHaa (OYHKUMSA PEKOHCTPYKLUMN COOBLLEHMI SNEKTPOHHOM NoYThl no3sonset Solar Dozor
pacnos3HaTb oopmaT COObLEeHNSA 1 yaanuTb U3 coobLLeHnn YacTu, cogepxalume KoHduaeHumanbHyto
WHdopMaUmMo, Uunn oTnpaBuTb COOBLLUEHNS C M3MEHEHHOW TEKCTOBOW 4acTbl. PeKoHCTpyKums
BO3MOXHa KaK Npu aBTomMaTuyeckon obpaboTke cooOLleHui, NpuM COOTBETCTBYIOLWIEM MpaBune B
NnonmMTuKe, Tak N B PY4YHOM pexnme, korga coobLueHmne oTnpasnseTca U3 apxmea.

Takxke cuctema MoXeT C JOCTAaTOYHOW CTENEHb0 TOYHOCTM pacrno3HaBaTh B N300paXeHUsax Takne
rpaduyeckne o6beKTbl Kak:

*  [lacnopt P®: pa3BopoT 3-ei cTpaHuLbl, COaepXallen nepcoHanbHble AaHHbIE;
«  [le4yaTn opraHmsaumn (Kpyriyt u TpeyronbHyto);

*  JlnueByto 1 0BOPOTHYO CTOPOHbI MNATEXHOM KapThl;

*  KoHCTpyKTOpCKYl0 OOKYyMEHTaumto, ocbopmneHHyto no NOCT.

AHanu3 noBegeHus nonb3oBartenemn

AHanu3 OencTBuin COTPYOHWKOB WM KOHTPAreHTOB MOXET cTaTb Ansa odwmuepa 6e3onacHocTu
WCTOYHMKOM CBEAEHWU O 3apokgarowmxcs yrposax. llepen coeeplleHMeM npecTynieHus nobomn
3M10YMBbILLIIEHHWK NPOBOAUT NOArOTOBUTENbHbIE AEACTBUSA U HEOCO3HAHHO OCTaBNAeT crefbl, KoTopble
ABNATCA OTKNOHEHMEM OT HOpMbl — aHomanusamu. Solar Dozor npegocTtaenseT Bu3yarnbHble
WHCTPYMEHTbI Ans BbICTPOro BbiSIBNEHMS Takoro noseaeHns. CneumanbHble BUAXeTbl IpeJocTaBnsoT
ObICTPbIN AOCTYN K MHAOpMauMM Mo COTPYAHMKAM, BXOASAWMM B rpynnbl 0COBOro KOHTponsa (Ha
UCnbITaTeNIbHOM CPOKe, Ha YBOJIbHEHME W T. 4.), UMK Y KOTOPbIX ObIfo 3adpMKCMpOBaHO aHOMarbHOe
noesegeHue.

C moaynem UBA cuctema MOXeT aHanmanpoBaTb NOBEAEHNE NONb30BaTENEn aBTOMaTUYECKN, YTO
OTKpbIBaeT nepen oguuepamm 6€30nNacHOCTN HOBblEe BO3MOXHOCTU. B X uncno BxogaT cpaBHeHWe
aHoMarnumn B NOBEAEHUN HECKOMbKNX COTPYAHUKOB, BbIIBIIEHNE Kpyra obLieHns, B TOM yncrne pabounx
ceTel N HEU3BECTHbIX KOHTAKTOB, a Takke npodunmpoBaHne cOTpygHUMKOB B cooTeeTcTBun ¢ 20
yCTONYMBbBIMY NaTTepHaMu NOBEAEHUS.

370 nossonsieT paboTaTh C pUckaMu NPeBEeHTMBHO, BOBPEMS NPUHMMas COOTBETCTBYIOLLME Mepbl,
a Takke BbISBMATb 3MT0YMbILLNEHHUKOB, NOBEAEHME KOTOPbLIX GOMbLUY YacTb BPEMEHW CTAHAAPTHO.
Hanpumep, meHemkepa mno 3akynkam, MHOrga vcnosb3yolero addunmpoBaHHble KOMMaHun ans
yyacTusi B TeHaepax.

PeanusoBaHHble B moayrne UBA mMmeTogbl aHanu3a M mMaTtemMatumdeckas MoAenb MNoBedeHust
YHUKarbHbl 1 ABNAOTCS cobcTBEHHOM pa3paboTkon komnaHum «Conap». OHn 6a3npytoTca Ha Teopuax
BEPOSTHOCTW, Cry4YarHbIX MpoueccoB M rpados. Mcnonb3yemble anroputMbl OTHOCATCS K Knaccy
unsupervised machine learning (oby4yeHne 6e3 yuutens). Takue anroputMmbl He TpebyioT
npegBapuTenbHbIX paboT No HacTpoWke M aganTauuu nog HoBble YCROBUS 3KkcnnyaTauumu. Ons
nogknoyenns moayns UBA He Tpebyetca npoBoauTb kKakve-nubo paboTbl NO MHTErpaummn —
A0CTaTOYHO BbIAENUTb BbIYUCIIMTENbHbIE MOLLHOCTM M aKTUBUPOBATb NMLIEH3UIO.

Ona npegBapuTenbHOro aHanu3a [OCTaTOYMHO HAaKOMUTb MacCuMB AaHHbIX O KOMMYHWMKaLMAX
COTPYAHMKOB 3a 1 Mmecsu, Ansa To4Hou paboTbl — 3a 2—3 mecsua. Ecnu opraHmsauus yxxe ncnonb3syet
Solar Dozor, To aHan13 noBegeHUs nonb3oBaTenemn JOCTYMNeH cpasy.



SOLAR DOZOR 8.0 WHITE PAPER

NMpoBeaeHne paccrnegoBaHumn

Bca cobpaHHaa Solar Dozor nHopMaumst MOXET NOMELLaTbCA B apXxvMB M UCNONb30BaTbLCA ANs
AanbHenwen paboTbl cryx6bbl MHPOPMALMOHHON, BHYTPEHHEN N SKOHOMMYeckon 6esonacHocTu. MNpu
Heo6X0OMMOCTM BO3MOXHA nepedunbTpauns apxumBa [nsi PETPOCNEKTUBHOrO aHanuia paHee
HaKOMNJIEHHbIX AaHHbLIX MO BHOBb OTKPbIBLUMMCS 06CTOATENBCTBAM M HAXOXAEHUS paHee NPOoMyLLEHHbIX
WHUWAEHTOB.

TexHonorna OGbICTpOro nowucka, aHanorMyHasi nouckoBukam Angekc unu Google, nossonset
MIHOBEHHO HaxoAWTb HY>KHble COOOLLEeHNsI U MHUMOEHTbI 6e30MacHOCTM: MOUCK B apxuBe Ha 17 MIH
coobueHnin 3aHumaeT 1 cekyHay. Mpy 3TOM MOXHO He COCTaBMSATb CMOXHbIE MOMCKOBbLIE 3anNpPOChl —
npyv Havyane BBoAa MMeHW unun Yactn agpeca Solar Dozor cpa3y oTobpa)kaeT CnMCOK COTPYOHUKOB,
OaHHble KOTOPbIX coaepXaT BBOAMMbIE CUMBOIbI.

Bca nHdopmMaums o cCoTpyaHMKax 1 BHELIHNX KOHTaKTaxX KOHLEHTpUpyeTCs B cneumann3npoBaHHOM
pasgene nHtepdenca — «[locbe Ha nepcoHy». B HeM cocpenoTodeHbl BCe AaHHbIE MO aKTUBHOCTH
NepcoHbl N MHCTPYMEHTBLI Ans Gonee rnybokoro aHanmsa: rpady cssasen, Gubnuorteka CKPUHLLOTOB,
MHdopmMaumst 06 akTMBHOCTM Ha pabodem MecTe, MCMONb3yeMbIX MPUIOXEHUAX, Beb-pecypcax u
YCTPOWCTBax, a Takke faHHble 06 aHoManbHOM noBegdeHun. Ha ocHose mHopmauumn B «[ocke»
MOXXHO MFHOBEHHO CO34aTb CBOAHbLIA OTYET MO NepcoHe 3a Tpebyembin nepuog n otobpasntb ero B
Beb-nHTepdence unu Boirpyants B PDF-thbann un npn HeobxoamMmocTu pacnevartaTb.

Takke B «[locbe» peanu3oBaH yHuBepcasbHbl nneep 4D, KOTOpbI 0ObeAnHseT B TanMmnanH
MHOPMaLMIO N3 pasHbliX UCTOYHMKOB 3a CYTKM MO MepcoHe: coobLieHnd, cobbitua 6e3onacHocCTMy,
3anuecy unm cHUMKM akpaHa APM, ayanosanucu ¢ mukpodoHa paboyen ctaHumn. NpumeHeHne nneepa
4D npv npoBeAeHUU paccrnefoBaHN 3Ha4YUTENbHO NOBbIWIAET Ka4YecTBO paccnejoBaHun:

COKpallaeT BpeMs Ha yCTaHOBMNEeHWe 06CTOATENbCTB HapYLLEHNS — HEe HY)XXHO nepeknioyvaTbCs
MeXay pasHbIMU 30HaMKU MHTepdenca;

MUHUMU3MPYET BMMSIHUE YenoBeveckoro daktopa Ha MOMHOTY U OBGBbEKTUBHOCTb
paccrnenoBaHus;

CHMXKaeT Tpyao3aTpaTbl HAa NpoBedeHne paccrieqoBaHuii

EomHbin nHtepdenc Solar Dozor no3BonseT MrHOBEHHO NEPEXOAUTb K UHTEpecyoLemy coObITUIO
unn gokymeHty (koHuenuus drill-down — «yrnybneHve B paHHble»). OTO AaeT BO3MOXHOCTb
onepaTtMBHO aHanuanpoBaTb 06CTAHOBKY, NPOBOAUTL CIOXHbIE paccrnefoBaHUA U MUHUMN3MPOBATb
OLWNBKM, CBA3AHHbIE C YEerTIOBEYECKUM (PaKTOPOM.

Mpoueccbl NpoBeOeHWs BHYTPEHHWX paccrnefoBaHWin aBTOMaTu3MpoBaHbl B Mogyne Dozor
Detective C LLMPOKMM MHCTPYMEHTapMEM AN aBTOMaTM3aunmn NpoLeccoB paccriefoBaHns UHUMAEHTOB
MHAOPMAaLMOHHOW, 3KOHOMNYECKOW, BHYTPEHHEN Be30nacHoCTu.

YnpaBerneHne  KM3HEHHbIM  UMKIOM  MHUMOEHTa C  MOMEeHTa ero  permcrpauuu
00 3aKpbITUS.

MpoBegeHne paccnegoBaHui B DLP-cucteme — KITIOMEBOM  UHCTPYMEHTE  CIYXObl
6e30nacHOCTN N OCHOBHOM MCTOYHUKE AAHHbIX A8 HANOMHeHUs aena.

BbesonacHoe xpaHeHve maTepuanos fen B nepumetpe DLP ¢ pasrpaHnyeHvem goctyna wu
nornpoBaHMeEM onepaumn.

ABTOMaTU4YeCKOe COo30aHMUA OTHETOB C (PYHKUMEN pefaKTUPOBaHUS U BbIFPY3KU.

lMpoBeneHwe paccnegosaHU MO UHUMAEHTaM, NPOM3oLeALLNM Kak B LMAPOBOM rorne, Tak BHe
ero.

KauecTBo paccrnegoBaHuii B KOMMNaHWUSX, UMEIOLLIMX CeTb (pmnunanos, MOXeT BbiTb yry4LleHo 3a cHeT
NCMNOMNb30BaHWA BO3MOXHOCTEN paboTbl B hunmansHon cTpykType (mogynes MultiDozor). Bnarogaps
€QUHOMY [0Cbe BO3MOXHO OCYLUECTBNATb MOHWUTOPUHI TPynn OcoBoro KOHTPONA M NpOBOAUTbL
CKBO3HbIE paccregoBaHus No BCen cetTn punmanos.
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Bnarogaps mogynio MultiConnector Solar Dozor MOXeT MHTerpupoBaTtbCd C BHewHumMu WNT-
cuctemamn, Takmmm kak SIEM, SWG, HRM, MDM, IdM/IGA, Ans nonyyeHus KOHTEKCTHOW
MHbopMaumm 0 coTpyaHukax n nHumaeHTax. MultiConnector npeacrasnsaet cobon Habop KOHHEKTOPOB
ONA  yganeHHoro ynpasneHvust nonutukamu, cobbiTusMu u uHunaeHtamm DLP-cuctembl. Ero
BO3MOXXHOCTW NO3BONAT peanns3oBaTb MHOrMe 3agadv agMuHuctpaTtopa DLP-cuctemMbl B KOHCOMM
SIEM-, IRP-, SOAR-, XDR-cucrem.

PaGoTa B TeppuTOpManLHoO pacnpeneneHHOM pexume

Moaynb MultiDozor o6beanHseT paspo3HeHHble MHCTannaumMm Solar Dozor B eanHyo Norn4eckyro
CTPYKTYpY, NpeaocTtaBnss oduuepam 6€30nacHOCTM MHCTPYMEHTbI 1 BO3MOXHOCTU Anga obecneyeHuns
MH(POPMAaLIMOHHOM N 3KOHOMMUYeckon 6e3onacHocTn opraHusauuun. Hanpmumep, MultiDozor nossonsieT
B peXnme peasibHOro BpeMeHU LieHTpanmM30BaHHO KOHTPONMPOBaTb NPOLECCHI, NOyYaTb aHaNUTUKY U
MOHUTOPUTL FPYNNbl OCOBOro KOHTPOSIA B pa3pese BCen opraHmsauun. He meHee BakHas dyHKUUSA,
KOTOpYH HEe MOryT npefoctaBuTb apyrme DLP-cucTemMbl — CKBO3HbIE paccriefoBaHUst No BCEn ceTu
dunmanos.

[daHHble cobblTMA M WHUMAEHTOB XpaHATCs B 0asax AaHHblX, pa3BepHyTbiX B MOAKNacrtepax
OpraHn3aunoHHbIX eauHuy. Mpyu 3TOM COXpaHsieTCs BO3MOXHOCTb MX XpaHeHusi B B6ase AaHHbIX,
pa3BepHyTON Ha O0LKMX pecypcax rofIoBHON opraHu3aumn. Takon nogxod no3sosisieT rapaHTMpoBaTh
COXPaHHOCTb GAHKOBCKOW TaWHbl, BbINOMNHUTL TpeboBaHUA perynatopa u BHyTPEHHEN HOPMaTUBHON
AOKYyMeHTaumu.

COop AaHHbIX OCYLLECTBASIETCA NOKanbHO B domnmnanax ¢ noMoLLbo areHTOB Ha pabounx mecTtax
none3oBatenen (Dozor Endpoint Agent). MultiDozor no3sonseT nepegaBatb COOpaHHbIE AaHHbIE Ha
obLiekopnopaTnBHbIE pPecypcbl AMs LEeHTpanM30oBaHHOrO aHanmsa M XpaHeHusi. CHUMKWU 3KpaHoB,
KOTopble OenaeT areHT, MOryT XpaHUTbCS Ha JloKamnbHbIX pecypcax unuanoB M no 3anpocam
oTobpaxaTtbcsa B uHTepdence nosnb3oBaTenien DLP-cuctemMbl, YTO NO3BOMSAET 3HAYUTENBbHO CHU3UTL
Harpysky Ha KoprnopaTuBHY ceTb. CHMKEHME Harpyskm npu obpaboTke AaHHbLIX B pacrnpedesieHHbIX
nMHcTannauuax Solar Dozor npoucxoguT Takke 3a cyYeT HacTPoOWKM MHEOPMAaUMOHHBIX OOBEKTOB,
cneumunyHbIX ona unvanos.

Kpome atoro, MultiDozor no3sonsieT LeHTpanM3oBaHHO HAcTpanBaTb M PacnpoCTPaHAaTb NOSIUTUKK
©esonacHocTn B mnmanbl opraHM3aumm. JTO 3HAYUTENbHO ObnervyaeTt ynpasreHMe CUCTEMOMN U
3KOHOMMT LEHHOE BPEMS, KOTOPOE MOXHO MOTpaTUTb Ha pasbop MHUMOEHTOB W MpoBegeHue
paccnegoBaHun.

Cuctema nos3BonseT BECTU LEHTPaAnNM30BaHHbIA KOHTPOMb Mofib3oBatenen — oduuepoB
6esonacHocTn, paboTawmx B dunuanax — 3a CYEeT MCNOMb30BaHUSA XypHana perucrpauummn
JencTBun.

1.2. Pewaemble 3agaum
3apgaun, pelwaemble ¢ nomowbio Solar Dozor, MOXHO pa3gennTb Ha 5 OCHOBHbLIX Fpymm:
UHdopmaumoHHas 6e3onacHOCTb
¢ 3awmTa oT yTeuek nHgopmauuu.
*  KOHTponb nepegayn u xpaHeHusi MHpopmaumun.
¢ PaccnegoBaHve MHUMOEHTOB U BbIBIEHME NPUYUH HapYLLEHWUNA.
* [lpodmnaktuka nHumgeHTtos Ub.
OKOHOMMYeckasa 6e3onacHOCTb
* BbiiBNeHne npmM3HakoB KOPNopaTMBHOIO MOLLEHHMYECTBA.
¢ MOHMTOPMHI KOMMYHUKaLIMIA NO KMOYeBbIM CAENKaM.

¢ MOHUTOPUHTI HenpepbIBHOCTM KItoYeBbIX BM3HEC-MNPoLIeCCoB.
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MOHI/ITOpI/lHF KOMMyHVIKEILI,VIVI C KOHTpareHtamu.
BbisiBneHune u MOHUTOPWHI rpynn pucka (LI,OJ'I)KHI/IKI/I, NUrpoMaHbl, TPaHXUPbI U T. Ll,.).

lMpoBeaeHve paccrnenoBaHui u cOop aokasaTenbHoW 6asbl.

Bopbba ¢ koppynumen

YnpaBneHue KOHIMKTOM UHTEPECOB.
BbisiBneHne nprsHakoB adhUnMpoBaHHOCTM 1 NpoBeaeHNE paccneaoBaHui.
BbisiBneHne akToB BbIMOraTenbCTBa M Nosy4YeHns B3SITOK.

BbisiBneHune un MOHUTOPWHI rpynn pucka (,El,py3bF|, OXOTHUKWM, CTapocnyxatline n T. ,El,.).

BHYTpeHHMI KOHTPONb

BbisiBneHne KOHPNUKTOB MHTEPECOB.

KOHTpOrb ncnonHeHus ynpasrneHYeCcKUX peLleHni.
KoHTpornb peakummn Ha npukasbl U pacropsiKeHNs.
BobisiBneHne nob66nposanns ynpaBneH4eCcknx peLLeHni.
BbIsiBNeHne CoOKpbITUS HapyLUEHUN.

KoHTpornb knumarta B KONnmnekTuse.

KoHTponb paboyero BpeMeHu.

BrisiBneHne daktoB caboTaxa.

OueHKa cooTBETCTBUSA perfameHTam (Kogekcam, ctaHgapTam, 3akoHam).

BHyTpeHHsAA 6e30nacHOCTb

BbisiBneHMe KOMNPOMETUPYIOLNX CBSI3el (C  KOH(IIMKTHO YBOJMEHHBLIMW, KOHKYpEeHTamMu,

KpUMUHANoM un 1.4.).

1.3.

BrisiBneHne npnsHakoB BepOOBOYHbIX pa3paboTok (pa3seaka, WMoHax).
BbisiBneHne pacnpocTtpaHuTenen cnyxos n HcCanaepos.

BbisiBNeHWe COKpPbITUS HapyLLEHUI peXMMa OXpPaHbl.

[es3nHdopmauusa nonydaTtens MHpopmMauuu.

KomnpomeTtaums UICTOYHUKA U paHee NosTydeHHON MHGopMaLmn.

lMpodunnakTnka akcTpemmama u TeppopusmMa.

MpumMepbl NPUMMEHeHUs NO oTpacnsAMm

BaHkn n uHaHCbI

¢ [lpepoTtBpaweHne ytedek 6a3 gaHHbIX knuneHToB, PAN, nepcoHanbHbIX AaHHbIX U
BHYTPEHHUX pernameHToB 6e30nMacHOCTW, CTpaTermyeckmx W TaKTUYECKMX MNSaHOB,
WMHCangepCckon MHAOPMaLMN: CINAHUS, MOIMOLWEHNs, Ha3Ha4YeHUsl, OTKPbITUE HOBbLIX TOYEK U

T. O.

* BbisiBneHve Npu3HaKoB KPeaMTHOro MOLUEHHWYECTBA, KOppynuum B cdepe 3aKynok,
(hakTOB BbIMOraTeNbLCTBA U Aayn B3ATOK.

*  BbisiBNeHVe 1 MOHUTOPUHT FPYMN pUcka: CEKTaHTbI, UTPOMaHbl, OSMKHUKWN, TPAHXUPBI U
T. .
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» [poBepka KagpoOBOro pesepsa.
FocypapcTBeHHbIe opraHbl

¢ [lpepoTtBpaweHune yteyek cnyxebHon mHdopmauun (OCIT), nepcoHanbHbIX AaHHbIX
rpaxkgaH, HdopmMauum n3 rocyaapcTBeHHbIX MHPOPMALMOHHBIX CUCTEM.

* BbissBNneHne n MOHUTOPUHT rpynn puUcka (CeKTaHTbl, UrPOMaHbl, JOMMKHUKA, TPaHXUPbLI U
T. A4.).

e BbigBneHue NnpuaHakoB KOpPYNUMM Npu 3akynkax u NPUHATAN peLLeHUA.
* [lpepoTBpalieHne pasrnaweHms cnyxebHon nHpopmaumm Ha Beb-pecypcax.
o [lpegoTBpalleHne HenermTUMHOM nepegadn nHdopmaumm CMU.

L BrisiBrneHne CbaKTOB HapylweHna npasuil XpaHeHusa I/IHCbOpMaLl,I/II/I orpaHn4yeHHoro
Aoctyna Ha pa6oq|/|x CTaHUMAX COTPYAHUKOB.

» [peceyeHne pabGouyelrt nepenuckn yepes nyoGrnuyHblIE CEPBUCHI IMEKTPOHHOM MOYTHI,
MeCCeHKepbl, coumarnbHble CeTH.

* BbisBneHune cakToB caboTaxa 1 HeucrnosHeHnst crnyebHbix 06513aHHOCTEN.
+ [lpoBepka kagpoBOro pesepsa.
Hob6biBaloLasa NpomMbILLNEHHOCTb, Hed)TerazoBas oTpachb

* [lpepoTBpalieHne yteyek MHPOPMaLMN OrpaHUYEeHHOro AO0CTyna, CTpaTermyeckux u
TaKTUYECKUX MNNaHOB, WHCaAMOEpCKOM WHopmaumm (CrnsiHWs, NOrMOLWEHUs, Ha3Ha4YeHus u
T. A4.).

o [lpegoTtBpawleHne yteyek uHdopmauum B CMU (06 aBapusix, 3KONOrMyeckomn
obcTaHoBKe, YyTUNM3aumm 0TX040B).

* BbissBNneHne n MOHUTOPUHT rpynn pucka (CeKTaHTbl, UrPOMaHbl, AOMMKHUKA, TPAHXMPbI K
T. A4.).

* BbigBneHve npusHakoB koppynumu B cdepe 3akynok (3akynku CM, obopymoBaHus,
NHCTpYMeHTa), paboTbl ¢ adhPunNUpoBaHHbBIMM KOMNAHMAMMK, (PaKTOB BbIMOraTensCTBa 1 Aayn
B3ATOK.

* BbisiBNneHne pakToB COKpbITUS aBapuin N YpesBblHYaHbIX CUTYaLNIA.
e BbigBneHue gakTtoB caboTaxka U HEUCMOSTHEHMS CYXeOHbIX 06a3aHHOCTEN.
* [lpoBepka kagpoBOro pesepaa.

O6pabaTtbiBaloLas NPOMbILWNEHHOCTb

¢ [lpepoTBpalleHne yTeyek WHTennekTyanbHOW COOCTBEHHOCTU (YepTexu, NpPOoeKTHas
AOKYMEHTaUusi, Hoy-xay), CTpaTerm4eckmx n TakTM4ecKknx niaHoB, MHcangepckon nHpopmaumm
(cnuaHus, nornoweHns, HasHavyeHus, ncnonbdyemole ACY Tl wn 1. g.).

¢ [lpepoTtBpaweHune ytedyek nHpopmaumm B CMU (0 daktax aBapui, 3KONOrMYecKom
obGcTaHoBKE U T. 4.).

* BbisBnenue cakToB caboTaxa 1 HeMCrnosHeHNst Cny>XebHbIX 06513aHHOCTEN.
* BblsiBNeHne akToB COKPbITUS aBapuin 1 YpesBblHaNHbIX CUTYaLUIA.

*  BbiBNeHve 1 MOHUTOPWHT rpynmn pucka (CeKTaHTbl, UIrPOMaHbl, JOMMKHUKA, TPaHXMPbI U
T. 4.).

* BbisiBneHve npusHakoB Koppynuum B cdepe 3akynok, (hakToB BbIMOraTenscTea 1 aayu
B3SITOK, MOLLEHHNYECTBA C 4eOUTOPCKON 3a40/MKEHHOCTbLHO.
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L BrisiBrneHune dJaKTOB MOLUeHHMn4YeCTBa Ha npoun3soacTee (OT6paKOBKa npoaykuuu,
noAcTaBHbIE KOMIMaHNN, NCNOJIb30BaHNE PECYPCOB B JIMYHbLIX LI,eJ'IFlX).

» [poBepka kaapoBOro pesepea.
Mpeanpus TS 060POHHO-NPOMbLILLNIEHHOrO KOMMNNeKca
+ PasrnaweHune cBefeHnin 0 BbINOMHSEMOM rocyjapcTBEHHOM 0O60POHHOM 3aKase.

* BbisiBneHve KoHMMKTa MHTEPECOB NpU peanusauuy rocyaapCTBEHHOrO 0GOPOHHOMO
3akasa.

* BbisiBneHve npusHakoB Koppynuumn B cdepe 3akynok, (pakToB BbIMOratenscTea 1 aayu
B3ATOK, MOLLEHHNYECTBa C AeBUTOPCKOM 3a40/MKEHHOCTbIO.

o [lpepoTBpalleHune yTeuvek cnyxebHon nHgopmauum (OCIT), cekpeToB Npou3BoaCTBa,
MaTepmanoB KOHCTPYKTOPCKOM M 3KCNyaTauMOHHON JOKYMEHTaUMM Ha u3genus.

L BrisiBrneHne CbaKTOB HapylweHna npasuil XpaHeHusa I/IHCbOpMaLl,I/II/I orpaHn4yeHHoro
Aoctyna Ha pa6oq|/|x CTaHUMAX COTPYAHUKOB.

* BbisBnenne paboyen nepenuckn 4vepes nyorvyHble CEPBUCHI SMNEKTPOHHOW MOYThI,
MeCCeHaXepbl, coLnarnbHble ceTu.

* BblisBneHne n MOHUTOPUHT rpynn puUcka (CeKTaHTbl, UTPOMaHbl, OMMKHUKA, TPaHXUPbI U
T. A4.).

* BbisBneHne npusHakoB BepBOBOYHBLIX pa3paboToK, (hakTOB LINMOHaXa M caboTaxa,
NHTepeca K CeKPeTOHOCUTENSIM.

¢ BbisBneHne ¢aktoB HepernameHTMpPOBaHHOIO OOLWEeHUs M nepegayvrm HenyonnyHbIX
JaHHbix CMI.

* BbisiBneHve pakToB COKpbITUS aBapui N Ype3BblHaiHbIX CUTYaLNIA.
* [lpoBepka KagpoBOro pesepsa.
OHepreTnka

o [lpegoTBpalwleHne  yTeyek uHdopmauum  cnyxkebHom  mHdopmaumn  (ACH),
NepCcoHarnbHbIX OAHHbIX TPaXAaH, CTpaTerMyeckMx U TaKTUYECKUX MfaHOB, MHCANMOEPCKON
NHOPMaLMK (CNNSIHUS, NOTMOLLEHUS, HA3HAYEeHUs!, MOAEPHM3aUNst OOBEKTOB, UCMONb3yeMble
ACYTMNwuT. 0.

* BobisiBNneHne npuaHakos Koppynuum B cdrepe 3akynok, NpoasmXkeHns adounmpoBaHHbIX
NOCTaBLUMKOB, (paKTOB BbIMOraTenbCcTBa U Aayn B3ATOK.

¢ BbigBnNeHne npu3HaKkoB MOLLUEHHMYECTBA B cdepe npodax, npv  BbINOMHEHUM
PEMOHTHLIX paboT, hakToB BOpoBCTBa 000pPY40BaAHMS.

o [lpegoTtBpalleHune yTtevek uHgopmaumm B CMU (o daktax aBapui, 3KONOrMYECKOm
obGcTaHoBKE U T. 4.).

* BblsiBNeHne pakToB COKPbITUS aBapuin U Ype3BblHaNHbIX CUTYaLNA.

* BbigBneHve n MOHUTOPUHT rpynn pycka (CEKTaHTbl, UTPOMaHbl, JOMKHUKN, TPAHXUPbI U
T. 4.).

» [lpoBepka kagpoBoro pesepsa.

PuTtenn

* BbisBneHve npusHakoB koppynuuuM B cdepe 3akyrnok (Hanpumep, CroBop
3aKynuMkoB/MepYyaHgan3epoB ¢ MocTaBWMKaMy — UnvM  npous3BoauTensiMu),  caktoB
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BbIMOraTenbCTBa W [auu B3ATOK (Hanpumep, 3a MecCTO Ha MosKe), MOLLUEeHHWYecTBa C
[eBGUTOPCKON 3a40MKEHHOCTIO.

o [lpegoTBpalleHne yTedek cTpaTermdeckmx W TaKTUYeCKMX MNaHoB, WMHCanOepCcKon
MHopMaumm (CNNSHUSA, NOMMNOLLEHUS, HA3HAYEHNS, OTKPbITME HOBbIX TOYEK, YCroBuUs paboThbl
C NocTaBLMKaMn N T. 4.).

* BbissBNneHne n MOHUTOPUHT rpynn puUcka (CeKTaHTbl, UrPOMaHbl, JOMMKHUKA, TPaHXUPbI U
T. A4.).

* BbisiBneHne dakToB BOPOBCTBA CO CKnaaa.
e BbigBneHne akToB MaxuHaLmm ¢ KapTaMm NOANbLHOCTH.
* [lpoBepka kagpoBOro pesepsa.

dapmaueBTMKa U hapmancTpmoyuma

o [lpegoTBpalleHne yTedeKk [OOKYMEHTOB Ha NaTeHTOBaHWE UHTENNeKkTyanbHON
COBCTBEHHOCTM, MPOMEXYTOYHbIX PEe3yrbTaToB KMUHUYECKMX UCCRefoBaHUN, MPOTOKOMOB O
HaMepeHUsIX N JOroBOPOB C (hapManCTpnbbIOTOpaMn, CTpaTerMyecknx U TakTMYECKMUX NaHos,
NMHCangepckon nHpopmaLmm (CANsHUS, NOTMOLEHNS, HA3HAYeHNa U T. 4.).

* BblisBneHne n MOHUTOPUHT rpynn puUcka (CeKTaHTbl, UrPOMaHbl, OMMKHUKA, TPAHXUPbI U
T. A4.).

* BobisBneHune npusHakoB koppynuuu B cpepe 3akynok, pabotbl ¢ addunmpoBaHHbIMU
KOMMaHMAMU 1 (pakToB BbIMOraTernbCTBa.

* BbisBneHune cakToB BOopoBCTBa M ynoTpebneHns MeamumMHCKUX npenapaTos.
* [lpoBepka KagpoBOro pesepsa.
TpaHcnopT

o [lpegoTBpalleHne yTeyek nepcoHarnbHbIX OaHHbIX, cryxebHon mnHdopmauun (OCIM),
CTpaTerm4yecknx U TakTUYECKUX NIaHoB, MHCANAEPCKON MHOPMALMKN (CIIMSHUSA, NOTNOLLEHWS,
Ha3Ha4veHus, ncnonbsyemble ACY T u 1. 4.).

*  BbisiBNneHve 1 MOHUTOPUHT FPYNN pUcka — CeKTaHTbl, UFPOMaHbl, JOIHKHUKN, TPAHXUPbI
nT. 4.

¢ BbigBneHve npu3HaKoB MOLUEHHMYeCTBA C  OebUTOpPCKOM  3a40MKEHHOCTbLIO,
MaTtepuanamum (3akynka [CM, o6opyaoBaHusi, MIHCTpYMEHTA).

* BbisiBneHve daktoB caboTaxa 1 HeMCrnonHeHns cryxebHbix 06s3aHHOCTEN, COKPLITUSA
aBapvi, HapyLleHusi npasun 6e3onacHoOCTy.

* BobisiBneHne koppynumn B cdpepe 3akyrnok M (pakToB BbIMOraTesfibCTBa, NPU3HaKoB
MOLLUEHHNYEeCTBa NPW BbINOSTHEHUN PEMOHTHbIX paboT.

* [lpoBepka kagpoBOro pesepea.
TenekoMMyHUKauuun

* [lpepoTBpalleHne yTedek nepcoHanbHbIX AaHHbIX, criyxebHon nHdopmauun (OCIM),
CTpaTerm4yecknx U TakTUYECKUX NSIaHOB, MHCANAEPCKON NHOPMaLMKN (CIMSAHMSA, NOTTOLLEHUS,
Ha3Ha4YeHWsi, OTKPbITUE HOBbIX TOYEK U T. A.).

*  BbiBNeHve n MOHUTOPWHT rpynmn pucka (CeKTaHTbl, UIrPOMaHbI, JOMMKHUKA, TPaHXMPbI U
T. 4.).

* BbisBneHue cakToB BopoBCTBa 060pPYAOBaHNSA, COKPbITUS aBapui.
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* BbisiBneHve npu3aHakoB Koppynuuu B cdepe 3aKymnok, MOLLEHHMYeCTBa ¢ AebUTopCKoM
3a[]0/MKEHHOCTbIO U (haKTOB BbIMOraTesnbCTBa.

» [poBepka KagpoBOro pesepsa.

1.4. WHTepdeunc

B3aunmogeicteume ¢ Solar Dozor ocyLecTBNseTCs Yepes eAnHY0 KOHCOSb YNpaBneHusi, AOCTYNHYHO
n3 Beb-bpaysepa. Ee nHTepdeinc opraHnsoBaH No MPWHLMMNY CATYaLMOHHOTO LEeHTpa M no3BonsieT
cnyxbe Ge3onacHoCcTU onepaTMBHO OLEHUTb OBCTAHOBKY, BblAENWUTL MPUOPUTETHLIE HamnpasreHus
paboTbl U Ha4YaTb paccriefoBaHNe UHUMAEHTOB.

Onsa pa6otbl ¢ Solar Dozor He TpebyoTcs rnybokMe TEXHUYECKME 3HAHMS, NO3TOMY C CUCTEMOWN
MOryT paboTtaTb He Tonbko UT- n Mb-cneumnanuctel, HO 1 oduLepbl IKOHOMUYECKOW N BHYTPEHHEN
OesonacHoOCTK, a Takke npeacTaBuTenu Apyrnx oTaenoB. BosamoxHocTu ObicTporo noucka 6e3s
COCTaBJSIEHUS CIOXHbIX MOUCKOBbLIX 3arnpOCOB MO3BOSIAKOT MFHOBEHHO MPOBEPATb rUNOTeE3bl U
3KOHOMMUTb LleHHOE BpeMS.

NHTepderc agantnpoBaH Ana paboTbl Kak Ha NepcoHaribHbIX, TaK U Ha NNaHWeTHbIX KOMMboTepax.
MoppepxuBaetca paspewerHve BnoTb A0 4K. [oCTynHbl pPYyCCKUM WM @HIFIMUCKUIA  A3bIKN
nHTepdenca, Mexagy KOToOpbIMA MOXXHO MIHOBEHHO MEPEKNoYUTLCA B N0O0M MOMEHT. VIHTerpauus ¢
Microsoft Active Directory (a Takke FreelPA, ALD Pro) no3ssonsieT ocyLecTBnsaTb Bxo4 B Solar Dozor
6e3 BBOAA IOrMHA U nNapons — B 3TOM Criyvyae MCMonb3ylTCA AaHHble BXOAa B OMNepauyOHHYI0
cucTemy.

[nsa 3awuTbl OT HEeCaHKUMOHMPOBAHHOIO foctyna B cucteme Solar Dozor peanusoBaHa
BO3MOXHOCTb [ABYX(PakTOpHOM ayTeHTUdMKaumMm npu BXoAe B CUCTEMY W 3awmTta OT nepebopa
naponen.

[Onsa ypobctBa nonb3oBatenen B uHTepdence Solar Dozor ¢yHKUMOHMPYET MHTEepakTUBHas
cripaBka, KOTOPYHD MOXHO OTKpblITb B Jfitoboe Bpems. B Hen OObACHEHbl M C  MOMOLLBIO
COOTBETCTBYIOLLMX CKPUHLLOTOB HarnsagHo nokasaHbl Bce (OYHKUUN CUCTEMDI.

Tak kKak 3agauynm oduuepa 6GesonacHOCTM M UX PYKOBOOUTENs pasnuyatoTcs, B Solar Dozor
peanu3oBaHbl ABe Bepcun paboyero ctona: Ans aHanutuka u ans pykoBoauTensi.

Pabouunin cton aHanuTuka

Pabounin cton aHanuMTMka CAPOEKTMPOBAH C y4yeTom noTpebHocTen odumuepoB GesonacHOCTH,
3aHUMAaILLMNXCA HACTPOWKOW nonuTuk 6esonacHocTy, paboTon C MHUMAEHTaMW WU NpPoBeAeHUEM
paccnegoBaHun.

YaoobHble BUDKeTbl Ha paboyeM CTone oTpaXkaltT camble HyXXHble OaHHble ©6e3 HeobGxoanmocTn
CTPOUTb CrOXHbIE MOMCKOBbIE 3anpochkl, a npuHumn drill-down («yrnybneHve B gaHHble») No3BonseT
NONyYnTb PacLUMPEHHYO MHGOPMaUUo Mo CoBbITUSM, NepcoHaM, MHAPOPMAUMOHHBIM OBbeKkTaM U
NHUMOEHTaM.
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PucyHok 2. Pabouuni cton aHanuTuka

[ns onepaTtnBHOM oueHKM obcTaHoBKM Pabounn cton aHanuMTmka obpawaeT BHMMaHWe oduuepa
b Ha camble BaXXHble METPUKN:

o  Kputnyeckun BaxHas gns 6usHeca nHgpopmaums;
¢ [lepcoHbl 1 rpynnbl NEpPCOH Ha 0COBOM KOHTPONeE;
e HapyweHus (cobbitna n nHungeHTsl VIB).

Bnarogaps Takomy noaxogy oduuep 6e30nacHOCTN MOXeT BbICTPO OLEHUTL TEKYLLY0 06CTaHOBKY
n BblbpaTh NpMOpUTETHLIE 3agaun gnst nogpobHoro pasdopa. Mocne 3Toro oH MOXeT yrnyouTbes B
aetanu, coenae GykBanbHO Mapy KMKOB, — MPaKTUYECKM BCE 3NeMeHTbl MHTepdenca sSBnaTCa
WHTEPaKTUBHBbIMU  TUNEPCChINIKaMKW, a BO3MOXHOCTb MepcoHanu3auum nossonseTr cBoboaHO
nepemMeLLaTb U MacwTabuposaTb BUOKeTbl. Hanpumep, HaxxaB Ha CTPOKY C UMeHeM panrna, MOXHO
nepenTn B KapTO4Ky COObITMS, CBA3AHHOIO C OansyioM; HakaB Ha UMSI COTPYAHMKA, — MEPEenTn Ha
KapTO4YKYy MEePCOHBbI.

UTo6bl NONy4YnTb HYXXHYIO MHOPMaUNIO, HE CriedyeT Kaxabl pa3 nucaTb NMOUCKOBLIN 3anpoc — B
Solar Dozor yxe npefycTaHOBIEHbl rOTOBblE Cpe3bl Hanboree BOCTpeOOBaHHbLIX AAHHbBIX U OTYETOB.
PyHKUMA «XnebHble KPOLLKUY» MNO3BONsSeT npocMmaTpvBaTb MOCMNEAHVME MOCELLEHHble CTpaHuubl ©
ObICTPO NepexoanTb MO HUM, He Tepsas HUTb paccrnedoBaHuda. Cuctema otobpaxaet 10 nocneaHux
aKTUBHOCTEWN, K KOTOPbIM MOXXHO BEPHYTLCSA B OAMH KIUK U HE TPaTUTb BPEMS, NbiTasiCb BOCCTAHOBUTb
B NaMsTU npeablgyLime cobbITus.

Cuctema ynpaeneHuss vHumgeHTamm Solar Dozor obecneunBaeT yaobGHbIM M 3EKTUBHbLIN
npoLecc NpOBEAEHUS BHYTPEHHMX paccrnefoBaHWi. YNPaBnsis XM3HEHHBIM LMKIIOM WHUMOEHTA,
cMcTema Nno3BonsieT HadHavaTb OTBETCTBEHHOIO 3a NPOBEAEHME paccriefoBaHNst, KOHTPONMPOBATb €ro
XO4 W nonyyaTtb pes3ynbTaTtbl B KpaTyauwmne Cpoku, hopMUpoBaTh OTYETHOCTb M HAAEXHO XPaHUTb
mMaTtepuansl gena.

Cuctema co3gaHWs OTYETOB MO3BONSET OTNPaBMATb MO 3MEKTPOHHOM MOYTE  CBOAKM
PYKOBOOMTENAM M APYrUM 3aMHTEepecoBaHHbIM nuuam. OTYeTbl reHepupyrTCs Kak pasoBo, Tak 1 No
pacnucaHmio.
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PucyHok 3. Pabouunn cton pykoBoguTens

Pabouni cton pykoBoguTens npegHasHaveH ansi pykosogurtenen nogpasgenennsa Nb nnm 6usHec-
3akasunkoB DLP-cuctembl. C ero noMoLbio MOXHO OTCReXmBaTb OMHAMUKY M3MEHEHUIA OCHOBHbIX
nokasatenen yrpos, 3aPdeKTUBHO YynpaBnATb KOMaHOOW aHaIMTMKOB M OfepaTMBHO nosy4daTb
MHdOpMaLMIo ONA NPUHATUS PELLEHNI.

Mpadunyeckne BugkeTbl Paboyero ctona pykoeoautens otobpaxarT gaHHble, Heobxoammble Ans
ObICTPON OLLEHKM CUTYaLMM N KOPPEKTUPOBKM paboTbl aHaNMTUKOB, NPOBOAALLMX pa3bop MHUMAEHTOB:

¢ «[lpynnbl Ha 0COOOM KOHTpOME» — TOM-5 rpynn 0coboro KOHTPOIS;

¢ «MHdopmaunoHHble 06BEKTBI» — TOM-5 MHPOPMALMOHHBIX OOBLEKTOB, NepeaaBaeMblX
B KOMMNaHWUu;

¢ «Hapywwutenu» — TOn-5 NEpcoH Ha 0COBOM KOHTpOIE;

o «Ob6LwWwme nokasaTenm» — cTaTncTuka no cobbiTnam UMb 3a BeiOpaHHLIN Nnepuos;
o «Odwmuepbl Mb» — cTtatucTuka 06paboTkm cobbiTni ocdmuepamm UB;

* «[logpasgeneHua» — ton-5 rpynn « OpraHn3aunoHHON CTPYKTYPbI»;

* «[lMocnegHne nocTpoeHHble OTYETLI» — 3 NOCNEeAHMX NOCTPOEHHbIX OTYETAa;

¢ «Co06blTA MO KaHanam KOMMYyHVKaUuuM» — CTaTUCTMKa MO KONMYeCTBY COObITWUI 3a
nepvoz ¢ rpynnupoBKOM NO KaHanam KOMMYHUKaLUK;

¢ «CobbIT!A NO KPUTUYHOCTM» — CTATUCTUKA COOBITUI NO KPUTUYHOCTM Yrpos;

¢ «CobbITa no TMNy yrpo3» — camble KpUTU4eCKne cobbITUsS No TUNY yrpos;
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o «®annbl» — TON-5 (panos, nepegaBaeMblX B KOMMNAHUM;

L] CDI/IJ'Ipr no TeHaeHUunam — UaMeHeHune nokasartenen 3a 3a/J,aHHbIl7I nepmnoa BpemMeHu.
1.5. CooTBeTCcTBME TPEeOOBaHUAM pPerynsatopos

Solar Dozor paspabotaH B Poccun ¢ npyumeHeHnem cobCTBEHHbIX 3anaTeHTOBAHHbLIX TEXHOOIMN,
BHeceH B EauHbIn peectp oTedecTBeHHoro MO (Ne 25822), ceptudmumposaH ®CTIOK Poccumn kak
nporpaMMHOEe CpPeaCcTBO 3aluTbl OT HernpaBoMEpHOW nepedayn M3 UHPOPMALMOHHOMW CUCTEMBI
MHopMaLmMK, He coepKallen CBeQeHUs1, COCTaBnsoLLMe rocyaapCTBEHHYIO TalHy, 1 COOTBETCTBYET
TpeboBaHMAM pyKOBOAALLEro AOKyMeHTa «3awmuTa OT HEeCaHKLMOHMPOBAHHOrO AocTyna K
nHpopmaumm. Yactb 1. MNMporpammHoe obecneyeHne cpeacTB 3awmTbl MHPopmMauun. Knaccmdpukaumsa
Mo YPOBHIO KOHTPOMSA OTCYTCTBUS HedeKrapupoBaHHbIX BO3MOXHocTen» (foctexkomuccua Poccun,
1999) no 4-my YpOBHIO KOHTPOS U TEXHUYECKMX ycrnoBui (ceptudmkaT cooTBeTcTBUA Ne 4459).

[nsa rocypapcTBeHHbIX opraHusauun, POUB, POUB n npeanpuatun BIK
BHeapenune Solar Dozor o6ecneunTt cooTBETCTBME:

e oOTpacrneBbiM TpeboBaHMAM B KayeCcTBe KOMMeHcupylowen Mepbl Ana obecneveHus
6e3onacHOCT WHpoOpMauMM B 4YacTW KOHTPOSS MOTOKOB [AaHHbIX MO TpeboBaHMAM K 3awute
nepcoHanbHbIX AaHHbIX (152-®3 «O nepcoHanbHbIX AaHHbIX», [locTtaHoBneHue [lpaBuTenscTea
Ne 1119 «O6 yTBepxaeHun TpeboBaHui K 3almTe NepCcoHarbHbIX AaHHbIXY);

+ Mpukasam ®CTIK Poccum Ne 21 u Ne 17 (mepsi PCB.1, PCB.2, PCB.3, PCE.5, PCB.7, PCE.8,
OLN.5, OLYN.8, MHLL.2, UHLL.3).

[Ona opraHusaumm KpeauTHO-hMHaHCOBOM cepbl

MpumeHeHne Solar Dozor o6ecneunT COOTBETCTBME OTPACHEBbIM TPEOOBaAHUAM:
o CraHgapTta baHka Poccumn CTO BP VBBEC;

e [lonoxeHusa BaHka Poccum ot 09.06.2012 Ne 382-1;

o [OCTP57580.1-2017 «besonacHocTb uHaHCOBLIX (DaHKOBCKMX) onepauui. 3awuTa
MHdopMaumn PUHaAHCOBbLIX opraHnsauun. basosbln cCOCTaB OpraHN3aLMOHHbBIX U TEXHUYECKUX MEPY.

1.6. NMpeumywectBa

BbicTpbIN pe3ynbTaT U pa3BuTas BUsyanbHasa aHanuTuka

o EguHbIN yooGHbIN nHTEpdENC 3HaUMTENBHO YCKOpsSieT paboTy.

*  VIHCTpyMeHTbI BU3yanu3auum u cpesbl JaHHbIX 00reryatoT oLeHKy cutyaumm.
*  MOXHO MrHOBEHHO NEPEexXoamnTb K HYXXHbIM MaccuBam LaHHbIX.

¢ AHomManuu noBeAeHUs NOAKPENnnsTCs AaHHbIMU Mo paboyemMy BpEMEHU U NepemeLlaemMbiM
NHOPMALMOHHBIM OObEeKTaM.

L CBoaHble OTYEThLI NO3BOSIAOT 6bICTpO MNOHATb CUTYyaUMO C BHYTPEHHUMWU YyTrpO3aMu.

¢  BcCTpoeHHble MHCTPYMEHTbI aHanM3a AaHHbIX M36aBrsoT OT UCMONb30BaHNSA CTOPOHHMX CUCTEM
(Excel, BluT. a.).

¢ PeTpocnekTMBHOE CKaHMPOBaHWE apxmBa OSMNEKTPOHHOM MNOYTbl BbIABASET HapyleHus A0
BHegpeHus DLP.

AddekTnBHLIE NnepexBaT n 6NoKMpoBaHue

» [lepexBaT OCHOBHOMoO Tpauka Ha CETEBOM LLMIO3E CHMKAET Harpysky Ha pabouve ctaHuuu
COTPY/HMKOB.
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* Bo3MOXHOCTb yCTaHOBKM «B pa3pbiB» Tpaduka obecneunsaeT 6rokMpoBaHue yTeuek aaxe npu
GonbLUMX NOTOKax Tpagwka.

* Bo3moxHOCTb yBegoMneHust coTpyaHuka npwu cpabaTbiBaHun DLP copmupyeT KynbTypy
KnbepbesonacHoCTH.

L N3meHeHne n/unm yaanexHune cogepxmmoro COO6LL|,eHI/IIZ SJ'IeKTpOHHOIZ NoYThbl NpeagoTBpallaeT
YTEe4YKM 1 No3BONIAeT NpoBOAUTb ONnepaTuBHbIE KOM6I/IHaLI,I/II/1.

Y,qo6|-|b|e UHCTPYMEHTbI onsa paCCﬂeAOBaHMﬁ

e [ns paGoTbl He TpebyoTca 3HaHUA B obnactu UT 1 onbIT NOCTPOEHMS CMOXKHBIX MOUCKOBbLIX
3anpocos.

L MHCprMeHTbI Kenc-MeHemKMeHTa No3BoNsoT ynpaenaTb XXUM3HEHHLIM LUKIOM UHUMOEHTA Ha
BCEX 3Tanax paccriegoBaHnA.

. BepneHue nonHoro HependuMoHHOro apxmea KOMMyHMKaLlMVI COTPYOHUKOB W NpPOABUHYTbIE
NMOUCKOBbIE TEXHOJIOTUN.

e bBbicTpbin nouck B NOOOM OKHE WHTepderica Mo3BONSeT MIHOBEHHO HaxoauTb
NHAOPMALMOHHLIE OOBEKTBI Y MHUMOEHTDI.

e [lpogymaHHOEe B3aMMOLENCTBME MEXAY HECKOITbKMMUN aHanMTUKaMn, OTAENbHbIN pabounin cTon
pyKkoBOOMTENS.

*  MHumgeHTHaa mogenb peanusoBaHa B cootBeTctBuM ¢ TOCT P NCO/M3K TO 18044-2007
«MHdopmaumnoHHas TexHornorna. Metoabl n cpeactBa obecneyeHus 6esonacHocTu. MeHeoKMeHT
WHUWAEHTOB MHAOPMaLMOHHOM 6e30MacHOCTUY .

CHMXeHMe NoXHbIX cpabaTbiBaHUN

¢ MOHWUTOPUHI aHOManuMii B NOBEOEHWM COTPYOHWMKOB W KOHTPOSb ABWXKEHUS AaHHbIX
obecneymBaloT NPEBEHTMBHOE OOHapPYXeHNe yrpos.

* BHumaHue aHanutuka okycupyeTcs Ha Hamboree onacHbIX COTPYAHMKAX U NOTeHUManbHbIX
yrposax.

¢ Co6bITMA M UHUMAEHTbI NEerko UNbTPYOTCS U COPTUPYIOTCS O MakCUMarbHOrO CYXXEHUS
BbIGOpKN.

L [aHHble pasMedaloTca Teramm and 6bICTpOI'O noncka mno aHanormn C MnOUCKoBUKaMn "
counanbHbIMU CETAMU.

MpounsBoanTeNnbLHOCTb

* BbigepxuBaeT Harpy3kn B 300 000+ nonb3oBaTtenen (pesynbTaTtbl NOJTyYEHbl MPaKTUYECKUM
nyTeM Ha KPYMHbIX BHEAPEHUAX CUCTEMDI).

e BctpamBaetcs B nobyto nHdpacTpyktypy 6e3 koHdnmktoB ¢ gpyrum O unm nameHeHus
APXUTEKTYPbI N OPraHM3aLMOHHBIX NPOLECCOB.

* [lo3BonsieT peanu3oBaTtb OOy MNpPorpammy XpaHEHUss B COOTBETCTBMW C MMELLMMMUCS
MOLLHOCTSIMM U MiaHamu Nno MacLuTabrpoBaHuio.

o [logoepxvBaeT Moaenb 340poBbs Zabbix.

MMBGKoCTb U CTabUNBLHOCTL

* Ha nety nepexsaTbiBaeT 1 apxvmBuUpyeT AaHHbIE ANA aHanu3a.

* [loaTBepxaeHHasa Harpyska Ha yknagky B apxms — 3 Th B cyTku.

* PekopaHble cpokun xpaHeHUs apxmBa KOMMYHuUKaumin — cabliwwe 1000 T cpokom 10+ neT.
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o  KonunyecTtBo KOHTponNupyeMmsblx nons3osatenen — 300 000+.

e BbICTPbI/ NOUCK — MEHbLUE CEeKyHAbl B apxmBe Ha 17 MnH COOOLEHNI.
Bbicokasi akcnepTusa KomaHAbl

o 20+ neT pa3BUTUA NpoAayKTa C y4eTOM POCCUNCKON cneundunki.

o KpynHenwasa komanga no DLP B Poccnn — 120+ npomnbHbIX crneunanucTos.
¢ OrtpaboTaHHas meTogonornsa BHeapeHus n akcnnyatauun DLP-cuctemsl.

o 300+ BHeOpeHUn B KpYMHENLLMX KOMMEPYECKNX U rOCYAapCTBEHHbIX OpraHn3auusx.
MopxoauT ansa nmnopTo3ameLleHus

* Bce mogynun nogoepxmatoT paboty Ha OC Linux.

o [lonHodyHkumnoHanbHbIM areHT ang MK ¢ OC Linux.

*  YvactHuk EguHoro peectpa oteyecteHHoro MO (Ne 25822).

o Ceptucukat cooretctBnss PCTIK Poccunm Ne 4459 no 4-my ypoOBHIO KOHTPONSA OTCYTCTBUSA
HeOEeKNapMpOBaHHbIX BO3MOXHOCTEN N TEXHNUYECKUM YCITOBUSIM.

1.7. KnrouyeBble 3aKa3uynku
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2. [MpepoTBpaweHune yTeuyek nHpopmaumm

KntoueBasi yHkums Solar Dozor — aBToMaTUyeckoe 06HapyXeHWEe HENErMTUMHOIO NepemMeLLeHns
UK XpaHeHWs1 KoHpuaeHUMansHoW MHpopMaumn. [na 3Toro NpUMEHsItoOTCS KOMIIIEKCHbIE NpaBuna
XpaHeHusi, 06paboTkn 1 nepegayn MHpopMaumn, C NMOMOLLBIO KOTOPLIX MOXHO BbINOMHSTL Ntobble
cueHapuu ee o6HapyxeHust n 6rniokmpoaHusi. COBOKYMHOCTb 3TMX npaBun obpasyeT nonuTuky Ub.

2.1. Monwutuka nHcpopmaunmoHHON 6e30MNacHOCTH

lMepexBayeHHas MHOpMaUnUa nepeckbinaeTca B 0OCHOBHOM Moaynb Solar Dozor n nogsepraeTcs
KOHTEHTHOMY M KOHTEKCTHOMY aHanuay. Npu aToM aHanuay nogBepraeTcs He TONbKO TEKCT CO00LLeHNs
N ero BrOXEHHbIX YaCTeN, HO U TEKCT BOXEHHbIX (hannos (BKOYaa pacrno3HaBaHue rpadpuyeckmx
00beKkToB B U300paxeHusix), a Takke neyaTen, nnaTexHblX kapT m nacnoptoB P®. [Ons Bcex
BNOXEHHbIX YacTen cooblieHns NpoBOoAMTCA aHanuad ¢opmaToB M NO e€ro pesynbrtatam BedeTcd
JanbHenwas obpaboTka coobLleHNA B COOTBETCTBUM C NONUTUKON (DUnbTpaLmm.

K kaxzaomy coobLueHuo unbTp NPUMEHSIETCS CTOMbKO pa3, CKOMbKO ykasaHo agpecaToB, Tak Kak
NpUMeHsIEMble anropuTMbl 00paboTKM 3aBUCAT OT nonyyaTtens. Hanpumep, KoHduaeHunansHoe
BHYTPMKOPNOPaTUBHOE COOOLLEHME, OTNPaBMeHHOe OUPEKTOPY W NpeacTaBUTENO  CTOPOHHEN
opraHusaumu, AOMKHO ObITb AOCTaBMEHO NEPBOMY agpecaTy, HO 3abroKMpPOBaHO Ans BTOPOro.

MNepexsat PuneTpauuma AHanus
_I_
KoprnopaTtuneHas no4ra Hocbe Ha NepcoHbl

v rpynnbi

D DD

Beb-nouTa =5h —
= Mpaswna =0 Locbe Ha
MOANTUKI —ix VHGOPMaLVIO

AHanntuka
W OTYETHOCTb

Mevats

MecceHnxepsbl >

MNy6nukaunn B ceTh @ AHanna noeeaeHus
w2 none3oBatenen
O/—T‘ d

2>[3 CbemHble HoCcUTENK ® Ynpasneue
= COBBITUAMMK
W )\ Be6-3anpocs! OunbTpaumrs M MHLMOEHTamm
== . Apxuns
M= dannoeble pecypcobl KOMMYHWKaLMWA

PucyHok 4. NMpuHUuMn paboTbl

3apaHHble npasuna nonutukn B No3BonsitoT reHepupoBaTh M MHTEpnpeTMpoBaTb cobbitusa UB,
aBTOMATMYECKN COOTHOCH MX C akTyanbHbIM TUMOM Yrpo3 And KOHKPETHOM opraHu3daumn. 3Has Tun
yrposbl, oguuep 6e30nacHOCTM CMOXET OLEHUTb €€ KPUTUYHOCTb M noTeHuuanbHbin yuepb. Mo
ymonyanuio B Solar Dozor peanu3oBaHbl crieqytoLmne Tunbl yrpos:

* YTeuka KOHMMAEHUMAmNbHbIX [OAHHbIX: MepcoHanbHble [aHHble, KOMMeEep4yeckas TaunHa,
PUHAHCOBbIE CBEOEHWs, OpraHn3auMOHHble CBEAEHMS  MHTEennekTyanbHass COOCTBEHHOCTb,
pasrnawenune nHgpopmaumm ACMNun 1. O.;

¢ [lopgosputenbHasi akTUMBHOCTb: MOUCK paboTbl, aHOManbHOEe MNOoBeAeHue, WCMNOofb30BaHMe
Kpuntorpacpmum n 1. A.;

* HenpaBoMepHOe WCMONb30BaHME PECYPCOB. MOCTOPOHHSA  aKTUBHOCTb, HeleneBoe
ncnonb3oBaHue paboyero BpEMeHU 1 T. 4.;

¢ [lpoGrnemHble G3Hec-3agayun: pacnopsikeHe pykoBoACTBa, aBapusi, OTkas, U T. A.;
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¢ HamepeHHble HapyLLeHUs: yTeuka KOH(UAEHUMANbHON MHOPMaLMK, HENPAaBOMEPHbI 4OCTYN
K MHGbOpMaLMK, MOLLEHHNYECTBO, caboTax unm puandeckuii yiepob n 1. a.;

* CnyvaiHble HapylleHUsi: HEOCTOPOXHblEe AeicTBus, oTka3 MO unu aHomanbHOe noBedeHue
GU3HEC-NPUIOXEHUIA U T. AO.;

. Owmnbku: onepaunoHHble, B 3KCMnJ1yaTaunun annapatHbIX CpeactB U T. AO.

Solar Dozor no3BonsieT yeuaeTb B3aMMOCBSA3U 0O EKTOB M NPU HEOBXOAMMOCTM BbICTPO NepenTn K
CBSi3aHHbIM 0GBbEKTaM Mo MMEKLMMCS CCbinkaM. [pu 3TOM MOXKHO NEepenTN Kak K caMoMy 3N1eMEHTY
HaGopa npaBun (Npasuny, ycrnoeuto, WabnoHy A0KYMEHTOB, NPOUIo OTNPaBKK M T. M.), Tak U K TEM
aneMeHTam, Npu ONMcaHUn KOTOPbIX NCMONb3YEeTCsA TEKYLMIA HaGop NpaBus.

CpabaTbiBaHns BHYTPU COOBLLEHMA NOACBEYMBAOTCS, NMOMOras ObICTPO MOHSATb, FAe U nodemy
cpaboTarno To unu nHoe npasuno nonutukn Ub.

2.2. BO3MOXHOCTU GNOKMPOBAHUSA U USMEHEHUA COOOLEeHnNn

B 3aBucumMoCTK OT 3agad 3akasuuka, Solar Dozor moxeT paboTaTh Kak B peXXMMe MOHUTOPUHIa, Tak
N B pexmnme OMOKMPOBKM nepedaynm AaHHbiX. CUCTemMa He TONbKO OMKCUpYeT HapyLlleHusl, HO ”
npegoTBpaLLaeT Kpaxy M YTeYKy KOHuaeHumanbHbIX gaHHbIX. B crnyvyae 6noknpoBku cooblueHuns
Solar Dozor Takke MOXeT BblBOAWUTb MOMb30BaTENMN0 OKHO C MNpeaynpexgeHuemM O HapyLlieHUn
NonMTUKN BGEe30NACHOCTMW.

PucyHok 5. BoamoxHasa peakuusi Solar Dozor Ha noTeHUMaNbHYH yTeuKy

Kpome HenocpencTBEHHON OMNOKMPOBKM COOOLLEHMST 3NTEKTPOHHOW MOYTbl C KOHMOeHUmnansHon
nHdopmaumen Solar Dozor Takke MOXET BHOCUTb M3MEHEHMSI B NOoYTOBLIE 3aronioBkn n MIME-4yactu
coobuweHns (PyHKUMS «PEKOHCTPYKLUMSA COOBLLEHUNY») — MUCKMIYaTh UK 3aMeHATb Heobxoanmyio
MHpopMaumio. OTO NO3BONSAET NPOBOAUTL ONepaTUBHbIE KOMOMHaLMKW, KOrga 3MOyMbILLNIEHHUKA He
nogo3peBatoT, YTO MOSyYEHHbIN [OOKYMEHT COAEPXKMT HEBEpPHy WHpopmaumio, a cnyxba
6e30nNacHOCTN He TOMbKO 3HAET O MOMbITKE YTEYKU, HO W MOMy4aeT UHCTPYMEHTbI ANA AaNbHENLWNX
OENCTBMA — BbISBNEHNS BHELIHUX M BHYTPEHHUX 3M0YMbILUSIEHHUKOB, OMpeaerieHns 3aka34vnmKkoB
YyTEYKN, CBA3N 3N0yMbILLNEeHHNKoB co CMU n 1. a.

2.3. WHdopmaumnoHHble 06beKTbI

[nsa koHTpons pacnpocTpaHeHnsa KoHduaeHunansHon nHgpopmaumm B Solar Dozor ncnonbayetcs
CYLLHOCTb «MHOPMAaLMOHHbIN 06BbeKkT». OHa onucbIBaeT Knacc MHopMaLuumn, KOTopasi KparHe BaXkHa
ansa 6usHeca n TpebyeT 0coboro BHUMAHWSA CO CTOPOHbI Cry6bl 6e3onacHocTn. Hanpumep, k Hen
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OTHOCHATCA (PUHAHCOBLIE [JOKYMEHTbI, NepCOoHanbHble OaHHble, CTpaTernyeckne nnaHbl, NPOTOKONbI
coBellaHui 1 T. n. Takas MHbopMaLunsi MOXET NepeaaBaTbCs B BUAE MEKTPOHHBLIX JOKYMEHTOB UK
OTCKaHMPOBAHHbIX N306paXKeHWi, B TEKCTE COOBLLEHMS UNN BHYTPWU apxMBOB. 1o 3Tol npuynHe nmeet
CMbICI 3aaTb Kak MOXXHO 60rbLUe pasHbIX NPEACTaBNEeHUI TakUX AaHHbIX, CrPYNNMPOBaB MX MO O6LLMM
KpUTEPUSIM.

Hanpumep, 0ns MOHUTOPUHIa U KOHTPOIS ABUKEHUSI (PUHAHCOBbIX JOKYMEHTOB MOXHO 00 beANHNUTL
COOTBETCTBYHOLLUME MWHAPOPMALMOHHbIE OOBLEKTbI B  KaTeropuio «dPMHAHCOBbIE OOKYMEHTbI».
NHdopMaLUmnoHHble 0GbEeKTbl, coaepXaliue [OOKYMEHTbl, C KOTopbiMM paboTalT crneumnanucTbl
KagpoBoro otaena, obbeauHsAlTca B KaTeropum «Kapgposbii oTaen». K o6bektam M3 pasHbiX
KaTeropui MoXXHO NPUMEHUTL pa3Hble NpaBuna KOHTPOIS.

DIFI

Ona voeHTudmkaumm uHOpMaUMOHHbIX 06bekToB B Solar Dozor peannsoBaHbl TEXHOMOIMS
undposbix otnedaTkoB (DIFI, digital fingerprints), TexHonorms koHTpona naeHtudgpukaTopos (IDID, 1D
identification), rpadudecknin wabnoH, a Takke WabnoHbl AOKYMEHTOB, pa3bop KOHCTPYKTOPCKOWM
OOKYMEHTaLMN N NHCTPYMEHTbI KOHTPOSIS apXMBOB.

C nomoubto TexHonoruun DIFI ocywectBnseTcs cpaBHEHUE TEKCTOBbIX, rpaddnyeckux n TabnnyHbIX
AaHHbIX C 3TaNoOHHLIMU AOKYMEHTamMu. OTO NO3BOMSET HaxXxoAUTb Kak MOJSIHOCTbIO, Tak U YaCTUYHO
CKONMPOBaHHbIE [OOKYMEeHTbl. Hanpumep, B cryyae rpaduyeckoro usobpakeHWsi COOTBETCTBUE
3TanoHy MOXHO YCTaHOBWUTb MOCMe TpaHcgopMaumu, noBopoTa Ha mnobble yrbl U U3MEHEeHUs
yeTkocTn. OTneyaTkn ¢ TabnUYHbIX JOKYMEHTOB MOMOraloT BbISiBUTb KOMOUHALMIO CTPOK U3 Tabnuubl-
aTanoHa n gaxe eQUHCTBEHHYHO CTPOKY.

DIFI nossonsieT o6HapyxmBaTb:

*  TeKcToBble AOKYMEHTbI: MaHbl, yCTaBbl, NpMKasbl, TUNOBbLIE A0rOBOPbI, TEHAEPHbIE AOKYMEHTbI
UT. A.;

¢  TabnuyHble gaHHble: 6a3bl KNMEHTOB, NepCcoHarbHble AaHHbIE U T. A4.;

*  JloKyMeHTbI B rpapuyeckoM BUAE: CKaHbl, ooTorpadum, YepTexun, B TOM Yucne co wrtamnamm
MOCTwurT. o.;

o ®DOpMbl 1 aHKETHI;

o CraHgapTHble aneMmeHTbl FTOCT 1 4OKYMEHTOB BHYTPEHHEIO CTaHAAPTA;
o [levyaTtb-rpud: koHpMaeHumnaneHo, KT, OCMwn 7. 4.;

¢ OnemeHTbl PUPMEHHOIO CTUNS: WabNOHblI JOKYMEHTOB, JIOrOTUMbLI U T. A.;

o [lognucu n pakcumune.
IDID

TexHonornsa IDID pacnosHaeT B TekcTe coobLieHnn cneuuwanbHble wnaeHTudmkatopbl. Nmu
ABNATCA NocnegoBaTenbHOCTU undp unm 6yks, 04HO3HAYHO onpeaensiowme AaHHble, UHTEPECHbIe
B KOHTeKCcTe VB — KOHTpOns yTedek nHpopmaumm n paboTbl ¢ NepCoOHanbHbIMU AAHHBIMMU.

* |DID nossonsieT o6HapyxuBaThb:

* BbaHkoBckue peksusntbl (BUK, OKATO n 1. a.);
* WHH Hanoronnatenbwumka;

e ImeHa;

* Homepa nnacTukoBbIX KapT;

* [lacnopTHble OaHHbIE;
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« CHUNG;

¢« Email, URL, IP;

o Cnosa u (hpasbl onpegeneHHoON TeMaTUKK;

o [pyrve nageHtucukatopsbl.

Mpadunuecknin wabnoH

C noOMOLLbIO 3TOr0 MHCTPYMEHTA cucTeMa C 4OCTAaTOMHOW TOYHOCTbLIO Pacno3HaeT B M306pakeHusX:
¢ [lacnopt P®: pa3BopoT 3-e1 CTpaHuLbl, COAEPXKaLLEN NepcoHanbHble AaHHbIE;

o [leyaTn opraHusaumn (Kpyrnyr n TpeyronbHyo);

o Jlnuesyto M 0BGOPOTHYIO CTOPOHbI NAATEXHOW KapThl.

[na pacnosHaBaHust OO6BLEKTOB 3a4eNCTBOBaHa cneuuanbHas cuctema rnybokoro obyveHus Ha
ocHoBe HenpoHHbix ceTen Faster RCNN (region-based convolutional neural networks). O6bekThbl
pacno3HalTCAa C y4eTOM pasnuyHbiX gedopMaumi (pacTskeHus, NoBopoTa, HaNOXeEHUs Ha apyrue
00bekThbl), a Takke NPU NOSIHOM OTCYTCTBUM TEKCTOBOW COCTaBMSOLLEN.

Odmuep 6e3onacHOCTM MOXET HacTpamBaTtb rpacdpuyeckmii WabnoH noa BbINONHAEMbIE 3a4a4un U
3agaBaTb cregyloLme napameTpbl.

e Pexum noncka oObEKTOB:

» TOYHOCTb — obecneyvMBaeT MMHMMarbHOE KONMMYECTBO JIOXKHbLIX cpabaTbiBaHUN, HO
00beKTbI, KOTOPbIE PAcNO3HAKTCH HEYETKO, OBHapyKeHbl He ByayT.

~ TMOJIHOTA — MO3BONSAET HaWTM Oonblle OOLEKTOB, HO BEPOATHOCTb JIOXKHbIX
cpabaTbiBaHMi BygeT Bblle.

¢+ Heobxogumoe ansa cpabaTbiBaHUS YCNOBUA NOMUTUKN KONTMYECTBO OOBHEKTOB, KOTOPbIE HY>XHO
NckaTb B MpoOBepPsSieMbiX COOBLLEHNAX 1 dannax.

Mocne dopmupoBaHus rpaduyeckoro wabnoHa oduuep 6e3onacHOCTM MOXET 3agaTb NpaBuna,
Nno KOTOpbIM coOOLLEHNS C 3agaHHbIMK B WAbnoHe obbekTamu, OyayT nepexBaTbiBaTbCA CUCTEMOWN
aBToMatmyecku. o ymonuaHuio Ha Takue coobuieHust BygeT ycTaHOBIEHA MOMETKAa C MMEHEM
COOTBETCTBYIOLWWEro rpaduyeckoro wabnoHa. Kpome Toro, B camum coobueHns pobaButcs
MHdopMaumsi 0 ToM, rae (B Kakom dhanne) 1 cKonbko rpadonyecknx o6b-ekToB OBGHapYKeHO.

PucyHok 6. NepexBayeHHoe coobLueHne ¢ M3obpaxeHnemM 6aHKOBCKOWN KapThbl

O CONAP
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LLlabnoHblI AOKYyMEHTOB

lWabnoHbl gokymMeHTOB — Habop npaBun NPOBEPKM TEKCTa Ha HanMyine wunu OTCYTCTBUE
onpegeneHHblx 06pa3uoB. K HMM oOTHOCcATCA crnoBa unu pasbl, BBEAEHHble NONb30oBaTeNeM,
TeKCToBbIN hann ¢ obpasuamu, a Takke KndeBble pasbl UMK CroBa, U3BMEYEHHbIE N3 danna ¢
nomouybto IDID.

MpumeHeHne WwabnoHoB 4OKYMEHTOB NO3BONSAET 0OHapyXmBaTh B 60MbLIOM NOTOKE MHpOPMaLmm
TMNOBbIE [OOKYMEHTbI C KOPMOPaTUBHbIM CTUNEM, OOKYMEHTbl OyxranTepckoro yyeta B CTPOro
onpegeneHHoMm copmarte, Kak cnpaka o goxogax HO®I, n 1. n.

KOHCprKTOpCKaH AOKyMeHTauusA

Solar Dozor moxeT aBToMatMyeckn onpegendatb hannbl uHxeHepHbix naketoB CAD-cuctem u
n3BnekaTb M3 HUX TEKCTOBYI MH(POPMALMIO: OaHHbIE YepTexen, cxeMm, cneunukaumin, mogenen u
T. 4. NopaepxmBatoTca crneayowme dopmMathl KOHCTPYKTOpCKON gokymeHTaumn: DWG, STL, STEP,
ADEM CAD, M3D.

Tawke Solar Dozor Takke ymeeT pacrnosHaBaTb TakOM Kracc rpaduyeckon MHgpopmaumm Kak
TexHM4Yeckne vYeptexun, odbopmneHHsle cornacHo NOCT.

Mpn HacTporke COOTBETCTBYIOLWMX MNpaBui Mpu MoMnbiTke Mepegadv no cetum annos
KOHCTPYKTOPCKOW JOKyMeHTauun Solar Dozor npoBepdaeT Hannume B HUX KOHMAEHUManNbHbIX AaHHbIX
1 Npu Ux obHapyxeHun 3anpeLuaeT nepegady.

Odomuep GesonacHOCTM MOXET NpocMaTpmBaTb BCE TEKCTOBbIE AaHHbIE HXEHePHbIX dhanos 6e3
NCMNOMb30BaHMsA COOTBETCTBYIOLLMX MPOrpamMm.

ApXxuBblI

Solar Dozor moxeT onpenenaTb apxvBbl, B TOM YMCne 3alueHHble naponieM. NepexsavyeHHoe
coobLeHne ¢ apxMBOM OTHOCUTCS K onpeaeneHHon Kateropumn n brnokupyeTcs, nocne 4Yero cosgaeTcs
cobbitne UB. Ecnn coTpyaHUMKM B COOTBETCTBUM C BHYTPEHHMMW pernameHtTamm LWnudpyoT
nepecbinaeMyto MH(opMaLmnIo BblAaHHBIM UM KOPNOPaTUBHBLIM KIHOYOM, coAepiKallMecsd B apxuBe
dannel 6ygyT pacwumdpoBaHbl 1 NpoaHaNM3npoBaHbI.

[ns peanusaumm Takoro cueHapusi B Solar Dozor cosgaeTca cnpaBOYHMK KMOYEN, C MOMOLLBbHO
KOTOpbIX cuctema npobyeT OTKPbITb 3anapOrieHHbI apXMB U MpoaHanM3vpoBaTb €ro CoaepXumoe.
ApxuBbl, K KOTOpPbIM He nogolen HW OAWH KOPNOpaTMBHBIM KMY, MOryT OroKMpoBaTtbCHA, U UX
JanbHenwyo cyabby Oyget pewatb odumuep 6e3onacHoctn. OQHOBPEMEHHO BO3MOXEH MOWUCK
AybrvkaToB 3TUX apXMBOB, KOTOPbIE MOTYT 0BEPHYTLCA UHUMOEHTAMN.

MpakTnka nokasbiBaeT, YTO YaCTO Maposib K apXMBY BbICbINTAETCS Mony4YaTento BMECTe C apXnBOM
Wnu xe B bnmxkanumx coobLeHmnsax o unm nocne.
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CoobweHue

o T T (T
L 1 [ | [ |

2 KyAAWOos ApTem Ka3umuposuy 4032017 17:4
« I 226 M5 fue2
0 kudjashov1977@mailru

Pabouee

i

CTpyKTypa  Arhiv_TRAS6.rar

PucyHok 7. OToGpaxeHue CTPYKTYpbl apxmBa B KApToyKe cOOOLLeHUsA

Kak nokasbliBaeT npakTuka, npu wndgpoBaHnn apxuea nogasnsioLlee 60MnbLUMHCTBO COTPYAHMKOB
He nonb3ylTcHa onuuen «He nokasbiBaTb Ha3BaHMs ¢annoB». ITO 3HAYUT, 4To Solar Dozor moxeT
N3BneYb 1 NpoaHanM3npoBaTb CTPYKTYPY apxvBa U Ha3BaHUSA BXOASLLMX B HEro pannos. N3BneveHHas
CTpPYKTypa apxuBa cama no cebe npepocrasnset Nb-cneunanucty 4OCTaTOMHO MHOpMaumm O ero
COLEPXMMOM — CTAHOBMUTCS MOHATHO, €CTb NI CMbICI 3aHMMaTbCA rMyooKnuM paccneaoBaHveM Unu
MOXHO JONyCTUTb CoobLUeHne Kk oTnpaBke. Kpome Toro, nssneyeHHas CTpyKTypa 3awmdpoBaHHOIO
apxuBa npeacrtaBnseT cobon TeKCT, a 3HauuT, AOCTYNHa Ans rnoucka W NpUMEHEHUs MOSTUTUKN
dunbTpaumn. 3To NO3BOMSET NPOBOAUTL paccriefoBaHWs MPY HaNNMYMn COTeH 3alUULLIEHHBIX Naponem
apXvBOB.

B Solar Dozor MOXHO Ha ypOBHe pabouyen cTaHuMu 3abnokupoBaTb nepefady 3alMLEeHHbIX
naponiem Unmn NOBPEXAEHHbIX apXMBOB — AOCTATOMHO CO3[aTb NPaBUIIO NOMUTUKKN, B KOTOPOM 3adaTb
ycrnoBue ¢ atpnbytamm 3aliueHHbIN naponemM apxmB n/nnn NoBpexaeHHbIN apXuB.

lMpumeyaHue: noddepxusaromcs Hauboriee pacripocmpaHeHHble hopMmamel apxugos: ZIP (.zip),
RAR4, RARS5 (.rar), 7-zip (.7z), ARJ.

ronvTuKa / Ycnosue / ApXuBbI: 3anaposieHHble/NoBPexaeHHble

JloGaswTh ycaoaue

rNonutuka / Habop npasun / BAOKMPOBKA nNepeaaun apxmeos

[loGasuTn Npasino

O CONAP
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PlllcyHOK 8. Pazpgen «lMonutukar: npaBuino GHOKMpOBKM nepegavyun 3auwuleHHOro naporsnem
Unn noBpexaeHHoro apxmea

2.4. KoHTponupyemblie KaHarbl KOMMYHUKaLUn

2.4.1. OneKTPOHHasA no4ta

Wcnonbaysa Solar Dozor, oguuep 6e30nacHOCTY MOXET KOHTPONMpPOBaTb Nepenunucky CoTpyaHUKOB
KOMMaHum - coobLUeHnsi, nepeaaBaemMble C MOMOLLBbI KOPNOpaTUBHbLIX NOYTOBLIX cepBepoB (Microsoft
Exchange, IBM Lotus Notes, CommuniGate un 1. a.) n cepaucbl Be6-no4thbl (AHaekc.Mouta, AHgekc
360, Gmail, Mail.ru v T1. A.) wwnn cepBMCOB BeO-NOYTbI Ha KOPMNOPaATMBHbLIX YCTPOMCTBAX.
MognepxmeaeTcs 40+ cepBMCOB, UCNoNb3yOLWMX npoTokonel HTTPS, SMTP, IMAP n POP3. Kpome
TOro, MOXXHO KOHTPONMPOBAaTb CKaunMBaHWE COTPYAHUKAMU COXPAHEHHbIX B KOPNOPATUBHOM MOYTOBOM
Aumke GannoB Ha nM4Hble (HEKOPMNOpaTMBHbIE) YCTpOMCTBA. BO3MOXEH KakK NacCUBHBLIN PEXUM
paboThl (CHATME TpadmKa), Tak U aKTUBHbIM (YCTaHOBKA B «paspbiB» Tpadmka).

BoamoxxHocT Solar Dozor no3BonsT He TOMbKO KOHTPONMPOBaTb TeKyLuin Tpaduk, HO U
aHanuanposaTb apXxuB 3MNEKTPOHHOW NoYTbl A0 BHeapeHuss DLP-cuctembl. K cucteme MOXHO
noaknouYnTb Noborn obrayHbin U NyGnmMyHbIN noyToBbIN cepsep (Mail.ru, Gmail u T. g.) nnu cepsuc
3NEKTPOHHOM noYThbl ¢ nogaepxkor npotokona IMAP. B pesynbTaTe k apxvBy nepenucku 6yayT
NPUMEHeHbl MNONUTUKM M NpaBuna dunbTpauun, n oduuep 6Ge30nacHOCTU CMOXeT MNpoBOAUTH
peTPOCNEKTUBHbLIN aHanM3 Nepenuckn CoTpyaHNKOB.

AHanus apxmBa 3MNeKTPOHHOM NouThl 40 BHeapeHus Solar Dozor 3HauyMTenbHO COKpallaeT Bpems
nony4yeHus pesynbTaTtoB Ha NUNOTHbIX NpoekTax. OBbLIYHO yKe Nocre NeEPBOro CKaHMPOBaHNSA cryxba
B nonyyaeT UeHHyo MH(pOpMaUUIO MO COBEPLUEHHBIM HApPYLUEHUSIM U MOXET OLEHUTb apdeKT oT
BHegpeHua DLP-cuctemsl.

2.4.2. MecceHpXxepbl

Aupykun Apuctapx Makaposuy Kyasiwos Aptem Kasumuposuy

AHAYKUH ApUCTapx Makaposuy
thordidor

HOpa, kak pena ¢ 56 3aka3om? B NT 0TNPaBNATbL
Hago

ApTem K;
kudjashov1977

Makapbly, cerogHa paboTel kyya 6bina, He ycnen
aopenatb

AHAYKMH ApucTapx Makaposuy
thordidor

PaboTa He BOMK, 3 3aKa3bl Ha LOPOre He BaNATCA,
Tem Gonee Takue

ApTem K,
kudjashov1977
[NaBHbIV HEPBHUYAET, €C/IU NPOBEPKY YCTPOUT, TO

X3aHa BCEeM 33Ka3am
1736

Aptem K
kudjashov1977

a XanTypKy A Ha oM 3abepy 1 BeYepoM ofenak,
Tam OCTanocb BCEro HUuero

PVIC)IHOK 9. anIMep BOCCTaHOBJIEHHOro gmnarnora B mecceHaxepe

C nowmouubto kennorrepa Solar Dozor MoxeT nepexBaTtbiBaTb Ucxoasilume cooblueHnst n dannbl,
nepecbinaemMble Yepes NonynsipHble MeCCEHKEpPbI (Kak Ans AeCKTONoB, Tak U aAnst Be6-sepcun). Mpu

O CONAP
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3TOM COOOLLEeHNs aBTOMAaTUYECKM CKIEMBAKTCS, MOITOMY BpPEMEHHOE MepeknioyeHne Ha apyrue
nporpammbl U BKnagku Opaysepa He BnUsSieT Ha coxpaHsieMyk nepenucky. [lepexsaT dainos
BO3MOXEH C MOMOLLUbI0 CreunanbHOM onuuum B HacTpoikax nepexsata: «[1punoxeHus, KoTopble
CYMTalOTCA CpeacTBamMy Nnepeaayn aHHbIX».

Solar Dozor nogaoepXxwmuBaeT nepexsat crneayrwmx mecceHaxepoB, U 3TOT CMUCOK MOCTOAHHO
NONOJIHAETCA:

o Telegram;
o WhatsApp;
o Viber,;

. Mail.ru Agent;

. Skype;

o Skype for business (npexxHee Ha3BaHne — Microsoft Lync);
. express;

o TrueConf;

. Microsoft Teams;

. RocketChat;

o Element (Matrix);
® Zoom;
. VK Teams.

lpumeyaHue: usmeHeHue paspabomyukamu MecceHOXXepa rpomokosa obMmeHa daHHbIMU MOXXem
npusecmu K HepabomocrnocobHocmu repexeam4yuka Ha CMopoHe a2eHma.

B Dozor 8.0 peanusogaH mexaHu3m Orisi 6biIcmpoe2o 8birycka O0bHO8/eHUU Mpu U3MEHEHUSIX 8
Telegram u yrnpoweHHasi nocmaska e2o azeHmam be3 Heobxodumocmu 06HOBIEHUS a2eHMO8.

2.4.3. Beb6-Tpacmk u Be6-cepBUCHI

CneuuwanuampoBaHHbin Mogynb Dozor Traffic Analyzer coBmMecTHO € APYrMMW  pELLEHUSIMM,
CTOALLMMW Ha NEPUMETPE CETU, NOCTABNAIOWMMM eMy paclundpoBaHHbii HTTPS-Tpaduk (Hanpumep,
wno3om Beb-6e3onacHocTn Solar webProxy), MO3BoNnsieT KOHTPONMPOBaThb BEG-Tpadumk, B TOM YNCHE:

e [laHHble 1 OOKYMEHTbI, NepeaaBaeMble Ha BHeLWHWE cepBepbl No npotokony HTTP/HTTPS ¢
nomowbio  ©paysepoB Internet Explorer, Mozilla FireFox, Google Chrome, Opera,
Axpexc.bpaysep, Atom;

o CoobuweHns n nepenucky B coumanbHbix ceTdx OpHoknaccHuku, BKoHTakTe, Facebook,
LinkedIn, Mail.ru, Mon Kpyr n gp.

e 3arpy3ky bannoB Ha BMAEO- U POTOXOCTUHIK, (PanNNOOOMEHHUKM N OBnayHble XpaHunuwia:
Microsoft One Drive, Angekc.[nck, Google Drive, O6nako Mail.ru;

¢ [ly6nukaumm pestome n otrnpaska annos Ha HH.ru, Zarplata.ru, SuperJob, rabota.ru v gp.;
¢ Coobuwenuns Ha popymax phpBB, IP.board, Phorum, Drupal v gp.;

¢ [ly6nukaumm B 6norax LiveJournal, WordPress, Mamba, Diary.ru, Juick, Imageboard v gp.;
e T[lepepnauy dannos no HTTP, FTP, FTP over HTTP, WebDAV, MTP;

*  SMS/MMS-coobLieHuns, oTnpaBnaeMbix Yepes crneumnarnbHble cepsucbl — 500+ JOMEHOB;
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o POST-3anpocki;
o CoobuweHus Ha Beb-cepBucax.
2.4.4. USB-ycTtpouncrBa

Solar Dozor moxeT koHTponupoaTb USB-ycTponcTBa, MOAKIIOYEHHbIE K MNEepCOoHarbHbIM
KOMMblOTEPaM COTPYAHUKOB, Mpecekas yTeyku KoOHuAeHUManoHOW MHdopMaumm vepes rieLkm,
nopTaTuMBHbIE OUCKM, @ Takke MobunbHble ycTponcTtea no npotokony MTP (Media Transfer Protocol):
Bo3moxHa 6noknpoBka no YepHbiM 1 6enbiM cnuckam, Tuny yCTPONCTB, UX MAEHTUUKaTOpaMm.

HocTynHo BeaeHne 6a3bl akzemnnapoB USB-ycTponcTs, koTopas MOXET NOMOSTHATHLCS Kak BPYYHYHO,
Tak 1 aBTOMaTUYECKN — C UCNONb30BaHMEM NMepexBaYveHHbIX AaHHbIX 06 yCTponcTBax, KoTopble Obinu
NOAKIMHOYEHbI K Kakon-nnmbo paboyern cTaHumMm B KopnopaTMBHON ceTu. Takke oduuep 6esonacHocTu
MOXET UMMOPTMPOBAaTbL CNNCOK YCTPOUCTB U3 danna. MNMpu atom USB-ycTporcTBa rpynnnpytoTcs no
onpeaeneHHbIM KaTeropusiM, KOTOpble MWCMOMNb3YTCA AMNd HACTPOWKW 3anpeta  MNOAKMYEeHUS
KOHKPETHbIX YCTPOWCTB.

Ocpnuep 6esonacHoCTM MOXET 3agaBaTb (B TOM 4Yucne, N0 MOAENN UNU NPOU3BOAUTESIO), Kakme
ak3emnnspbl uunu kateropum USB-yCcTponCTB paspelueHo/3anpeLleHo noakmnoyaTb KOHKPETHOMY
COTPYOHWKY/rpynne nepcoH, nnbo K onpedeneHHbiM paboyunMm CTaHUMAM, BXOOAWMUM B KOHKPETHYHO
rpynny. NMoapobHasa nHdopmaumsa o Tom, kakne USB-ycTponcTBa MblTanacb NOAKMHOYNTL KOHKpETHas
nepcoHa HaxoauTCs B MOSHON KapToYKe 3TON NepcoHbl (pasaen YCTponcTsea).

PucyHok 10. lo6aBneHne gaHHbIX B 6a3y aksemnnapoB USB-ycTtponcTs
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PucyHok 11. NonHaa kapTo4ka NnepcoHbl, BKNagka «YcTponcTesa»

TIOAKMONEHWE ICEMNNRPOB YCTPOACTS @ Paspeweno @ 3anpeweno @ He KOHTPOMPOBITH

3anpewenseie Grewnn X

MNopxmoseHmne MOAEAed yCTPOACTS © Paspeweno @ 3anpeuieno @ He KONTPOAKPOBATH

Paspeenmse uogen X

NoaxmoueHre YCTPORCTS NponssoauTEnen © Paspeweno @ 3anpeweno @ He xonTponMposaTs

Pa3peLsensaie NPIHIEOLKTRN X

PucyHok 12. KoHTponb goctyna k USB-ycTporcTBamM No MOAENAM U NPOU3BOaUTENAM

2.4.5. dannoBble 1 0bNayYHble XpaHuUnNMwa

[nsa npegoTepalleHns yTedek KoHuaeHUManbHbIX AaHHbIX B KOPNOPATUBHBLIX CETAX Heo6Xxoanumo
KOHTPONMMPOBaTb He TONIbKO KaHamnbl nepegayn nHopmauun, HO U MecTa ee xpaHeHusa. Hepenko
MH(OpMaLMa OrpaHMYEeHHOro AOCTyna COAEPXWUTCA Ha pecypcax, He npefHasHayeHHbIX Ana ee
pasMeLLeHns: KOHTPONMpyeMbIX U HEKOHTponMpyemblix criebnanuctamu Vb dannosbix xpaHnnuuax,
XKECTKMX anckax paboumx CTaHUMn COTPYAHNKOB, CbE€MHbIX HOCUTENSX.

OTcnegnTb NpoUecc MCNonNb30BaHUSA BCEN 3aluuLLIaeMon MHpOpMaLMM 3a4acTyo HEBO3MOXHO —
MOSHbINA CMINCOK BCEX Y3I10B M PECYPCOB KOPNOPATUBHON CETU HEN3BECTEH, @ 0OBbEMbI HaKkanIMBaeMbIX
AaHHbIX N KONMYECTBO MECT MX XpaHeHUsa NOCTOAHHO pacTyT. Kpome Toro, B HacTtosiliee BpeMs Ans
XpaHeHns nHOpMauun CTann akTMBHO MCMONb30BaTbCA ObnayHble pecypcbl, Takve kak Microsoft
OneDrive, AHgekc.nck, Google Drive, Obnako Mail.ru. 3To co3gaeT ycnosus Ans CrnyYyamHbiX K
HaMepEHHbIX yTeYeK LLEHHbIX AaHHbIX 1 06neryaeT 3f10yMbILLNIEHHNKaM UX BbIBOA 3@ KOHTPONMPYEMbIV
nepumeTp.

O CONAP
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,D,OI'IOJ'IHI/ITeJ'IbHO Solar Dozor ocyuwiecTBndaeT pennmkaunio LeHTPpalbHOro XxpaHnnmua — OaHHble
XPaHATCA B HECKOJIbKUX KOMUAX N HE NponagatoT npu cbosix.

Solar Dozor MmoXeT npoBepsATb BCE Y3nbl KOPNOPATUBHOW CETU, BKMoYasa dpannosblie 1 obnayHbie
XpaHuUnMLa, 3NEKTPOHHYIO MOYTY M Apyrne pecypcbl Ansi OGHapyXeHUs 1 nNpeceyvyeHns HapyLueHUn
npasun XpaHeHus KoHuAeHUManbHOW WHbopMauun. 3TN YHKUUMKM peanmsyloTcss C NOMOLLBIO
otaenbHoro moaynsa — Dozor File Crawler.

NepexsaTumku / FILE CRAWL Kaprta cetu

daan
10.199.29.0/24

onedrive n 2010_SmartArt-Dzr.xlsx

@ csponmicrosoft com
NeTpos UeaH BUKTOpOBHY
isokolov@csp onmicrosoft

L 05 Desp 2018 16:18

M testData

< 05 Desp 2018 16:18
W 2010_Smart
B 2010_Smartar

% 2010_SmartAr

W 2010_SmartA

PucyHok 13. OcHoBHble cBegeHUs1 (hannoB, OGHaPYXeHHbIX NPU CKAHUPOBAHUAX XPaHUINLL

OcHoBHble Bo3amoxHocTu Dozor File Crawler:

o CKaHMpOBaHMEe WNCTOPUYECKN HAKOMMEHHbIX MNOYTOBLIX COOOWEeHUn [ns
pPEeTPOCNEKTUBHOINO MCCNeAoBaHUsA paHee HAKOMMEeHHOW B KOMMaHUM 3NEKTPOHHOW MOYTbI.
3agaya — oBOHapyXMTb HapyLUEHUS NONUTUKM 6e30NacHOCTU N YTEYKN LIEHHOW MHAopMaLnK,
a Takke BbIsIBUTb HEraTMBHbIE TEHAEHLMM B NMPOLUIIOM.

¢ [ocTpoeHue KapTbl KOpNoOpaTUBHOW cCeTU AONS MOMy4YeHUs MakCMMarbHO MOSTHON
nHdopmaumm 060 Bcex yanax, pecypcax, katanorax u dpannax, UMeoLmMXcs B JIOKarbHON ceTn
npegnpuaTtna. lNosBonsaeT nonyy4nTb NpeacTasreHne B LernoM 060 Bcen KopnopaTUBHOW CETU
N ee MecTax, Ya3BUMbIX A58 yTedek MHpopMaLummn, a Takke O HEKOHTPONMpyeMbIX pecypcax
nokanbHoOu ceTw.

* CkaHupoBaHue cpannoBbIXx XxpaHunuw,. [lpumeHseTcs MO  aHanorMm  Cco
CKaHMpoBaHMEM BCEN KOPNOPaTUBHOW CETU, HO BbIMOSTHAETCA TOSTbKO B OTHOLLEHUM dhanfnoBbIX
pecypcoB, T. K. pa3Mmellaemble B ceTU dhannbl NpeacTaBndalT nepBooyepesHon MHTEpPEC C
TOYKN 3peHus Mb. BaxHenwmnm otnnumem OT OOLIYHOrO CKaHMPOBAHUSA ABMSIETCA Hanuuune
pexuma akTMBHOIO NPOTUBOAENCTBUA: OBHapY>XeHHbIe darnbl NPOBEPSAIOTCHA HA COOTBETCTBME
nonutuke 6e30nacHOCTN, U B Cryvyae HapyleHUst K HUM MpUMEHSIeTCa psag 3alwuUTHbIX Mep.
PesynbTatbl ckaHuMpoBaHus QannoBbiX XpaHunuw, pobasnawTcs B 00wyl Kapty cetu
KOMMaHuK1, TemM caMblM oboraiias ee.

» CKaHMpOBaHMe WCTOPUYECKOro apxmBa MNOUYTOBbLIX COOOWEHUMAn u annoBbIxX
XpaHUULLY C UCMONb30BaHNEM AOCTyna agMuHucTpaTopa. [o3BonseT ckaHnpoBaTb NOYTOBbIE
ALLNKM 1 pannoBble Pecypehbl C OrpaHNYeHHbIM JOCTYNOM C UCMOMb30BaHNEM YYETHOM 3anmncu
CUCTEMHOrO agMMUHMUCTpaTopa. JTO 3HAYMTENbHO pacwupsaeT CoCTaB LOCTYMHOW Ang
obcnegoBaHus MHOpMaLMK B KOPNOPaTMBHOWM CETMU.

¢ CkaHuMpoBaHMe OONayYyHbIX XpaHWUNULW, ANs NPOBEPKM KOpPMNopaTMBHbIX OOMayHbIX
XpaHunvW, Ha npeamMeT Hannuus B HUX KOHMAeHUManbHblX AaHHbIX. PesynbTathl
CKaHMpPOBaHNA 06nayHbIX XpaHunuLy, oborawatoT obLLy0 KapTy CETU KOMMNaHUM.

L CKaHMPOBaHMe MaccunBoB VIHCbOpMaLWIVI Ha CBbEeMHbLIX BHELWHUX HOCUTensax
no3BosideT npu noaknio4YeHnn K pa6oq|/|M CTaHUUAM nosib3oBaTenemn npoBePATbL Ha Hann4yne
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KOHMAEHUMAanNbHbIX AaHHbIX WHOpMaumMio, KOTopon pabovasi cTaHumMsi obmeHuBaeTcs C
BHELLUHUMWN HOcuTeNnsiMU. PesynbTaTbl CKaHMPOBAHUS MHOPMaUMM HA CbEMHbLIX HOCUTENSAX
obGoraiuatoT obLLyt0 KapTy CeTM KOMMNaHuu.

. MUcnonb3oBaHue pe3ynbTaToOB MNpeabiayunx CKaHMpOBaHMIZ B Ka4yecTBe
cnpaBO4YHUKaA AnA nocrneayrowux. I'IonyquHble paHee cBeaeHnd 06 yCTpOI7ICTBe nokarnbHom
CeTn MOXHO MHnCnoJSib3oBaTtb B KayecCTBe ChnpaBOYHbIX [OaHHbIX MpW NOAroToBKE HOBbIX
CKaHI/IpOBaHI/lI7I. Tak, npun npoeegeHMnM HOBOIro CKaHMpOBaAHUA d)aIZJ'IOBbIX pecypcoB MOXHO
YKa3blBaTb B Ka4deCTBe LeNneBblX MeCT NMOUCKa HaWaOEeHHble paHee KaTtanorn u |P-y3J'IbI. I'Ipvl
oOHOBNEHUN KapTbl cetTn — HalOeHHble paHee y3nbl, nNpun 3anycke HOBOINo CKaHMpOBaHUA
obnayHoro XpaHunnmwa — HalOeHHble paHee KaTtarnoru obnaka.

* Wcnonb3oBaHue Dozor File Crawler ana yskoueneBbiX paccrnepnoBaHun. Bce
BblLLlenepeyncneHHble BO3MOXHOCTM nomoryT WbB-chneunanucty He TOMbKO B LIENoM
obcnenoBaTb COAEPKMMOE KOPNOPaTMBHOM CETU N 3aTEM aHanNM3npoBaTb €ro, HO U BbIMOMHATb
y3KOHanpaeneHHble NpoBepku. Liensammn nogobHbIX NPOBEPOK MOTYT ABNATHCS:

NOUCK B KOpI'IOpaTI/IBHOI7I CeTh MeCT C NOBbILLEHHBLIM PUCKOM;
NOUCK HEKOHTPOJNIMPYEMO XpPaHUMbIX B CETU LeHHbIX cBeaeHun;

npuuenbHoe uccnegoBaHMe Y3noB U PecypcoB CeTU AN Mnoucka HapyLlueHWn
©esonacHocTy;

nposepka paboymx CTaHUMIA COTPYLAHMKOB, HAXOOALMXCA Nog Nogo3peHMeEM, Ha
Hanuuue KoHdmaeHUmansHOM nHpopmauuuy;

BbISIBIEHME NYyTEN ABMKEHUS 3alUMLLAEMbIX JOKYMEHTOB BHYTPU KOMMNaHUM.
¢ [NononHutenbHo Dozor File Crawler o6ecneuunBaert:

rMOKY0 HacTpPOWKy M ynpaBieHWEe CKaHUPOBaHWUAMU Pa3fUYHbIX PECypcoB W
NOCTPOEHMEM KapTbl CETU.

ynpaBfieHne Harpyskol Ha pecypcbl 3a CYeT yka3aHusi xocTa ANs BbINOMHEHUS
3ajad, peryrnvMpoBKM OrpaHUYeHUn Npy BbINOMHEHUM 3a4a4 U HAaCTPOWMKMN BbINOSHEHMWS
3a/ay no pacnmcaHmio.

AOCTYN K pe3ynbTaTtam Kak Mo OKOHYaHWM NOCneaHEero NnofHoro CKaHMpoBaHMs, Tak
N B peXuMe npocmMoTpa M3MeEHEHUIA.

npocMmoTp obuen kapTbl ceTn, CPOPMUPOBAHHOMN MO pe3ysfibTaTaM BbINOSTHEHUS
pasnuyHbIX 3agay4 o6cneaoBaHNs CeTu.

2.5. BbisiBNeHue NpPoABUHYTbLIX HapyLwmTenemn

PacwudpobiBaHune HTTPS-Ttpadumka

Solar Dozor MOXeT MWHTerpupoBatbCA C NOObIMM NEPUMETPOBLIMKU CPeaCcTBaMM 3aLUUTbl C
nogaepxkon npotokona ICAP, Hanpumep, wno3om Beb-0e3onacHoctn Solar webProxy, 4rto
no3eonsiet 6opoTbca ¢ Takmm cnocobom obxoga DLP-cucTembl.

Takor nogxon nNO3BOSSIET KIWMEHTY WCMOMb30BaTb BCE NpPeMMyLlecTBa NPOKCU-CepBepoB Ge3
AOMNOMHUTESNbHBIX HACTPOEK NHTEPHET-COEAMHEHUS Ha NePCOHarbHbIX KOMMNblOTEpPax — B Bpaysepe u
npounx npunoxeHnsax. KomnbioTepbl COTPYOHWKOB NPOCTO MOAKMOYAKTCA K CeTU, u BCA UX Beb-
aKTMBHOCTb, BKNOYas 3allnMdpoBaHHbIA Tpaduk, okasbiBaeTCA Mo KOHTPOSIEM.

Cucmema makxe Moxem riepexeameieame mpaguk HerocpedcmeeHHO Ha paboyeli cmaHuuu
rnonb3o08ameris 0o wughposaHus, be3 nodMeHbl cepmuchukamos 8 bpay3sepe.
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O6xoa aHOHUMan3epoB

[na pasbopa Tpaduka Solar Dozor ucrnonb3yeT CUrHaTypHbIN aHanu3 gaHHbIX. OTa TeXHONorus
AaeT MNofHoe MOHMMaHWe CTPYKTYPbl M COOEPXMMOrO AaHHbIX, NepedaBaeMblx 4Yepe3 BeG-nouty,
coumanbHble CEeTU U Npo4Yne Be6-CepBHUChHI.

Haxe ecniu compyOHUK eocrionb3oearics aHoHumatisepom unu TOR, Solar Dozor coxpaHum u
npoaHanusupyem e20 akmueHOCMb U NMEPErUCKY.

BbisBneHune TPaAHCINTa N onevYaTok

B Solar Dozor peanu3oBaHbl MEXaHW3MbI, KOTOPbIE MO3BOMSAT pacno3HaBaTb B COOOLLEHUSIX U
nMeHax annoB TEKCT, HanucaHHbIN TPAHCNMTOM UMM C one4vaTkamu, U npeodbpasoBbiBaTb €ro K
npasunbHOMY Buay. Takum obpa3om, Tenepb MOXHO KOHTPONMPOBaTb Nepefady TeKCTa, KOTOpPbIN
HaMepPEeHHO MIN Cry4arnHO ObIN NCKaXeH.

O CONAP
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3. [llpoBepeHune paccrnenoBaHUmn

,D,J'Iﬂ TOro, 4YtoObl 3aMeTUTb B Macce KOMMYHUKaLUMOHHOIo Tpa(bl/IKa 3apoxgarwmeca npmu3Hakum
KopnopaTtTnBHOro MoLleHHU4eCTBa, DLP-cuctema porkHa O6J'IaD,aTb MOLUHbIM aHaNMMTU4YeCKMM
noTeHumnanom mn y}J,O6HbIMVI MHCTPYMEHTaMM paccnengoBaHna MHUMOEHTOB. PasrnageTs B COTpyOHUKe
HapywuTend C nepBOro B3rndna yaaetcda He Bcerga, noatomy y ocbl/lu,epa ©e3onacHocTU OOJTMKHa ObITb
BO3MOXHOCTb onpenendTb KOCBEHHbIE NMPU3HaKN Yrpo3 n BOBpeMA Ha HUX pearnpoBaThb.

I'Iepep, TeM KaK NMPpUCTynnTb K aKTUBHbIM DENCTBUAM, nobon Yenosek BeOeT noarotoBUTeribHyH
pa60Ty — A4 MOoLLeHHn4YeCTBa Bcerga eCtb npeanocCbiyiki U NPpUYnNHbI. Solar Dozor nomoraeTt CJ'Iy)K66
©e3onacHocTu o6pau.|,aTb BHAMaAHME Ha OTKINOHEHUNA OT Hopmaanon adKTUBHOCTUN COTPYAOAHUKOB,
BbICTpaunBaTb rmnoTe3bl N NPOBOAUTb UX NPOBEPKY.

Solar Dozor BegeTt paCLUMpeHHbIVI apxmB nepennckn CoTpyaHUKOB, HakanmnmBaeT Mchopmau,mo no
NX aKTUBHOCTAM Ha pa60‘-IVIX CTaHUUAX, npoq)mnmpyeT nony4yeHHble AaHHble U BbiABNAET HETUNMNYHbIE
CBS131 1 aHOManum B NoBeAeHnn. OTO NO3BOSISIET Ha paHHe|7| cTtagun onpeaennTb KOCBEHHbIE NPU3HAKN
BO3MOXHbIX Yrpo3 1 BOBpeMA Ha4aTb paccriegoBaHne B OTHOLLEHUN NOTEeHUMarlbHOro HapyLwnTen4.

[nsa opraHusauuin ¢ TepputopuanbHO pacrnpefenieHHOW CTPYKTYPOW AOMOMHUTENbHY NMOMOLLb B
paccnefoBaHUsaX MOXeT okasaTb moaynb MultiDozor. MNpu nogknoyveHnn mogyns dopmupyeTcs
eauHoe [lockbe, BKNovarowee MHPOpMaLMIo O BCEX COTPYAHMKax opraHusauun. brnarogapsa atomy
MOHUTOPUHI MEPCOH W Tpynn norb3oBaTenen Takke MOXET OCYLeCTBMAATLCA B paMKax BCeW
opraHusauuu, 4TO [genaet BO3MOXHbIM MPOBeAEHUEe CKBO3HbIX paccnegoBaHUn no  BCew
TeppuTopMarnbHO pacrnpeneneHHon ceTu.

Mpn aTom MHpopMaumsa 0 BCeX COTPYOHUKAX opraHvM3aumm SOCTynHa oduuepam 6e3onacHocTw,
HageneHHbIM cooTBeTCcTBYyOWMMK npaBamn. Odwmuepbl 6esonacHocTn, paboTtawowme ¢ AaHHLIMU
TOMbKO CBOMX (OUNNANOB, UMEKT OrPaHUYEHHbIN JOCTYN K AaHHBIM NePCOH 13 Apyrnx pmnnanos.

3.1. BeneHue apxuBa UnMpoBbLIX KOMMYHUKaLMNA

Bo Bpems paccnegoBaHus KOpnopaTUMBHOMO MOLUEHHUMYECTBA BaXHEWLY porib urpaet cbop
AoKasaTenbCTB. JTO CrOXHAasA U KponoTnmeas paboTta C apxMBOM KOMMYHUKaUMK, npeanonaratoLuas
BbISIBMIEHME CKPbITbIX 3aKOHOMEPHOCTEN B UX OENCTBUSAX U YCTaHOBMEHWE MPUYUHHO-CNEACTBEHHbIX
cBazen. YTobbl pacnytaTb CIOXHble CxeMbl, criyxbe ©GesonacHocTn npuxogutcsi obpabaTbiBaTb
OrpOMHbIE MacCCMBbl pPas3HOPOAHON MHopMaumn. [lONHbIN apxXuB KOMMYHUKaAUMA C  pyHKumen
ObicTporo noncka Solar Dozor genaeT 3TOT Npouecc MakcMmasnbHO KOMGOPTHBIM 1 3OEKTUBHBIM.

Mpu ncnonb3oBaHUM MOAyNs AONTOBPEMEHHOTO XxpaHeHus Solar Dozor aBTomaTuyeckn NnepeHocuT
BCE NepexBayvyeHHble KOMMYHUKALUN N MHpOpPMaUMIO MO COBbITUSIM U MHUMAEHTaM B 4OSITOCPOYHbIN
apXxuB, KOTOPbIN MOXET PacCLUMPATLCS NPaKTUYECkn Ge3rpaHMyHO (MOATBEPXKOEHHbBIA CPOK XpaHEHUS
OaHHbIX — 6onee 10 net, o6bem — Gonee 1000 TE). 3To 0COGEHHO MONE3HO NMPU NPOBEAEHUN
PETPOCNEKTUBHOIO aHanusa, 3aTparvMBalroLLEro CyLEeCTBEHHble nepuoabl — Mecsubl U rogbl.

BbICTPbIA NOUCK N0 APXMBY

OMNEPATUBHbIV APXVB

BIG DATA

(

PucyHok 14. NMpumeHeHue KoHuenuun Big Data
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ApxutekTypa apxua BkntovaeT CYB/[, B KOTOpOM XpaHUTCS NpOMHAEKCUpoBaHHas MHGopmaums
ONA onepaTMBHOIO OTOOpaXKeHusl, a Takke paclMpeHHoe (PanrioBOe XpaHUmuLie C MNOAAEPXKKON
TEeXHONorMn MrHoBeHHoro nomcka OpenSearch. Takon noaxon apekTUBHO pellaeT 3agady 6bICTpPoro
rnoucka no apxuBy, NO3BOMSAS U3BNeKaTb U3 ONTOCPOYHOIO XpaHEHUs BCe HEOOXoAMMble AaHHbIE.

3.2. NMonHOTEeKCTOBLIN TMMOKUA MOUCK NO apXUBY

Solar Dozor npegoctaBnsieT NPOCTON M YAOOHbIN NOUCK, aHanOrMYHbIA NOMCKOBUKAM AHOEKC nnu
Google. B HeM MOXHO HanTK HeOOXoAMMYIO MHGOPMALUMIO 3a cYMTaHble cekyHabl. Onumm «Nomuck ot
yenoseka», «MNOUCK OT MHAOPMaLMM», «MNOWUCK BOKPYr COOLITMAY, «MOUCK MOXOXWX» W OrpoMHas
OnMbnunoTteka roToBbIX MOUCKOBLIX 3aMpOCOB C HAcTpauMBaeMbiMM MNapameTpamMu 3HAYUTENbHO
obneryatoT paboTy ocmuepa 6e30nacHOCTL.

Korga odmuep 6esonacHocT HauvHaeT BBOAUTL UMSA UK YacTb agpeca, Solar Dozor cpasy
oTobpaxaeT CMMCOK COTPYAHWUKOB, OaHHble KOTOPbIX COAEpXaT BBOAMMbIE CUMBOMbLI. B ycnosusax
3anpoca paclUMpeHHOro NoMcka MOXHO YyKa3aTb KOHKPETHbIN ObICTPbIA 3anpoc novcka COOBLLEHMWNA.
OT0 NO3BONUT TOUHEE M BbICTPEE HAXOOMUTb HY>KHYIO MHPOPMAaLMIO.

Mpun ncnonb3oBaHun moaynsa MultiDozor nouck MoOXeT OCyLLEeCTBNATLCA NO BCel ceTu hmnmanos.
MprHagneXHoCTb coobLLeHnn oTobpaxaeTcs kak B UX KapTOYKax, Tak U B pe3ynbTaTtax MOUCKOBbIX
3anpocoB. B 3aBMcMMOCTM OT ypoBHSA AocTyna oduuepa 6e30nacHOCTU M3MEHSETCA CTaTUCTMKa U
oTobpaxeHne HangeHHbIX COOOLLEHNIA.

3.3. BepneHue gocbe no nepcoHam

[locbe NO3BOMSIET HaKannMBaTb BCK HYXHYK WHMOPMaUMO MO COTPYAHUKAM W BHELUHUM
kOHTakTaMm. «lepcoHa» — nexallasi B OCHOBe AoCkbe CYLIHOCTb — obecneynBaeT paboTy B cucteme
C KOHKPETHbIMW NoAbMW, @ HEe C UX uaeHTUdMKaTopamMn U agpecamu, KOTopble Janeko He Bcerga
OYeBMOHbI.
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PucyHok 15. KapTouka nepcoHbl

B kapTouke nepcoHbl B KOMMakTHOM ¢opmaTe cobpaHa BCA MHOpMauMs O COTPYOHUKE U ero
aKTUBHOCTSAX:

* JlnyHble, ceTeBble M KOHTAKTHbIE JaHHbIEe, YPOBEHb JOBEPUS K YENOBEKY;
¢ Cnuncok cobbITUin U UHUMOEHTOB, B KOTOPbLIX (OUryprpyeT NnepcoHa;

¢ [lony4yeHHble 1 OoTNpaBreHHble COObLLEHNS 1 dalnbl;
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e CBs3M N KOHTaKTbI;

o  CHumkmM pabouyero ctona;

¢ Ayavosanucu 3Byka ¢ MMKpodoHa paboyen ctaHumu;
* lcnonb3yemble YCTPOWCTBA;

o [loBegeH4eckne aHoManum;

+ Pabouee Bpewms.

MHmeepauyuss ¢ 8HewHuUMU cucmemamu roseonssem oboeawamb «Locbe» uHgopmayuel u3
CMOPOHHUX 6ba3 OaHHbIX U couuarnbHbIX cemel.

HeﬂpeprBHblﬁ MOHUTOPUHI NepCOH U3 rpynn pucka

B Solar Dozor ectb MHCTPYMEHTbI MOCTOAHHOIO KOHTPOJ14 akKTUBHOCTU NEepPCOH, noBeaeHne KOTOPbIX
BbI3blBaeT HeJoBepune — BUIKETbl 6bICTp0FO aoctyna K MHd)OpMaLlVIVI no COTPpyAHUKaM:

e Tpebyrowmm HabnaeHus,

e BXOOALMM B rpynny ocoboro KOHTpons (Ha ncnbiTaTeNbHOM CPOKe, Ha YBOSIbHEHWE U T. 4.),
* Yy KOTOpbIX cucTema 3achmkcmpoBana aHomanbHoe noBeaeHne (CHU3MNICS YPOBEHb LOBEPUS).
UpeHTndnkauma nonb3oBartenen

B cuctemMe npuMeHSsIOTCS yHUKanbHble MeXaHU3Mbl, KOTOpble CBA3bIBAKOT N0Aen C Ux agpecamu,
rnomorasi COoTHOCUTb HeMNoHATHbIe agpeca Tnna dfgff603@mail.com ¢ peansHbIMK Bnagensuamu.

Beceabl B KOMMYyHUKaLUAX

OTtobpaxxeHne cBA3HbIX Becen Npy noucke KOMMyHuKaumi B Solar Dozor no3BonsieT aHanuTuky
MOCTOSIHHO OCTaBaTbCA B KOHTEKCTE guanora nofb3oBaTenen, npocMaTpvBaTtb npegplaylive u
nocnegyrouwme coobuweHus. Co3gaB NOUCKOBLIM 3anpoc Ha nepenucky, odwuuep 6e3onacHoCTu
nonyvaer:

* T[lepeueHb becep c ykazaHMEM MeCCeHaXepa;

e Cnuncok cobecegHNKOB;

¢ [laHHble nHuumaTopa beceabl;

o OO6wee KonMYecTBo COOOLLEHUI U NepeaaHHbIX hansoB.
BbisiBNneHne aHoManbLHOM aKTUBHOCTHU

Solar Dozor HenpepbiBHO aHanu3vMpyeT OEWUCTBUSI COTPYOHMKOB M BHELUHMX MONb3oBaTenen,
BbISIBNAAET HETUMUYHbIE KOHTAKTbl M CTaTUCTUYECKME aHOManuuM B KOMMYyHuKauusix. [MokasaTtenb
«YpoBEHb [OBEPUS», PACCUATLIBAEMbIA MO KaXZOMY COTPYAHWUKY, MOMOraeT onpeaensitb SBHbIX W
CKPbITbIX HapyLLIUTENen U NPOBOAUTL NOBEAEHYECKUIA aHanNM3.

Mounck cKpbITbIX CBA3eN

NHcTpyMeHT «pad cBa3en» MO3BONSET BbISBMAATL U HArnsgHO npeacTaBnsiTb HedopmarbHble
CBSI3N MeXay COTPYAHWKAMW W BHELUHMMMW KOHTaKTaMMu, McCKaTb BbIXOAbl Ha HYXXHbIX MEPCOH M
o6HapyXMBaTb CKPbITble HEOYEBUAHbIE CBSA3MN.
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Solar Dozor
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PucyHok 16. N'pach cBAzen

CHUMKM 3KpaHa

Solar Dozor nos3BonseT C 3adaHHOW NEPUOAMYHOCTBbIO AenaTb CHUMKW 3KpaHa COTPYOHWKA,
nogkpennasa AaHHble No MHUMAeHTam gokasatenbctBamu. Co3gaHne CKPUHLLOTOB MOXHO HacTpouTb
no pacnucaHuio wWnu npuBsa3aTb K OEeNCTBMAM COTpyAHMKaA Ha KomnbloTepe. Hanpuwmep,
doTorpacupoBatb pabounin cTon nocne HaxaTtua knasuwm Enter unu Print Screen, wnn npwm
aKTMBaLUN NPUMOXEHUS.

|- O =
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PucyHok 17. Nanepes cHUMKOB pabou4ero ctona

ApxuB n306paxkeHUin NpeacTaBneH B BUAe ranepeun ¢ punbtpamu ans yaobHoro otobpaxkeHus u
BM3yanusaumm.

TpaHcnAUKMA 3KpaHa pabounx cTaHUUn

[N MOHMTOPWHra aKTMBHOCTU NEPCOH, HAXOASALWMXCS Ha KOHTpore y odmuepa GesonacHocTy,
MO>HO NMpPOCMaTPMBaTb TPAHCSALMM 3KpaHa U 3KpaHOB (ECNW Y COTPYAHMKA UX HECKOIBbKO) B pEXnUme
peanbHOro BpEMEeHM!.
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TpaHCJ'IFlLI,I/IFl OO0CTynHa n3 KpaTKOVI 1 NosnHom KapTO4eK NepCOHbI. Bugeo AOOCTYNMHO TOJIbKO O(*)VIU,epy
©e3onacHoCcTU ¢ COOTBEeTCTBYyOWMMU NpaBaMn O0CTyna. MoxkHo HaCTpoUTb O0OCTyn K TpaHcndauunn
3KpaHa KakK OoTAersbHbIX MEePCOH, TaK U rpynn COTPpyaHUKOB.

Odomuepbl 6Ge30macHOCTU MONyYarT BO3MOXHOCTb MNPUUENBHOMO KOHTPONS 3a OeCTBUSIMU
COTPYAHWUKOB B pearilbHOM BPEMEHMU, YTO MO3BONSIET NPOBEPSATL MMNOTE3bl, OTCNEXUBaTL HAPYLUEHUS
6e30MacHOCTM 1 NPOBOAUTL UX NPOGUNAKTUKY.

3anucb BUAEO 3KpaHa pabounx cTaHUumn

Ona pacwupeHnsa pgokasaTtenbHon 6asbl M NOMyyYeHUss LOMNOSMHUTENBbHOTO KOHTEKCTa npwu
npoBeaeHun paccnegoBanuii B Solar Dozor peanu3oBaHa yHKUMSA 3anucK BUAEO € 3KpaHa paboumx
CTaHUMIN COTPYAHMKOB. [1encTBMA NoNb3oBaTensi C 3KpaHOB MOHUTOPOB 3anucbiBalTCs B BUuaeodann
n nepepatoTcsa Ha cepsep Solar Dozor. Kpome Bugeosanucu, nepegaetcsa nHdopmMaums 0 3anyLLeHHbIX
Ha pabo4er cTaHUMM NpoLueccax, 3arofloBkax OTKPbITbIX OKOH, a Takke URL, ecnu nonb3oBatesnb Ha
MOMEHT 3anucu pabotan B Opaysepe. Ha ogHon cTaHuMn O4HOBPEMEHHO MOTYT 3anucbiBaTbes Ao 4
NOAKMHYEHHbIX MOHUTOPOB.

HacTtpoiika napameTpoB BuAe03anmcu OCyLLECTBIAETCA B KAPTOYKe NEepPCOHbI, BO BKIaAKe «3anucu
aKpaHa»:

Solar Dozor

Mpeasiywasn nepcoHa Moa nofo3pexuem O Tpaucnsuws 3kpana @ 3anuce 38yKa (OBLEAMHATE KAPTOUKM CBOAHBIA OTYET NO Nepcoxe

f' A AIH POHaNbA0BAY BHY'KMH ; ”" o ) pHed M1OMCK N0 AKTUBHOMY NP \/
o M

21 718 2021 270na 6 Mog vnuchkin solar local .
BbiGop pexwma v napaMeTpoB noucka 3anvceil. KHonka ans obHoBneHus

MoxHo uckaTs 3anucy No UMeHM akTUBHOTO cncka sanucen
npogcca Ha 3KpaHe, Mo 3anyLeHHbIM
npoueccam, no URL unu no 3aronoeky

vnuchiin sotar local aKTUBHOTO OKHa

BeiGop nepuoaa Ans otoGpaxerns cnucka
sanwceﬁ QKpaHa vnuchkin solar local
BHe 3aBucMMoCTH OT TOro, 3a KaKon nepvoa
NOCTPOEH CMUCOK, CHETHNK
Ha BKNagKe B MEHIO COAEPXUT YUCNo
3anuceit, caenamHHbIX 3a nocnegHue 24 yaca

OcHosHOe

(COBLITUA ¥ MHUMACHTBI

vnuchkin solar local 1020165188 o\yvnuchkin

Coobuenms

22 wons 2023 vnuchkin solar tocal 1020165188 o\yvnuchkin
ainl

vnuchkin solar locat 1020165188 o\yvnuchkin
Casian

1020165188 o\yvnuchkin

CHMIA 3KpaKa 2 Konka ans yaaneHus sanucv

Januck Ikpana 25 won 2023 vnuchkin solar local 0165 o\yvnuchkin

8B &k 3 ¥ ¢ B °© H © B B ®

3anuck c mllo(oHa 26 won 2023 vnuchkin solar local 1 o\y.vnuchkin

Cpea 3anucu akpaHa: NpoCMOTP CncKa 3anucei, [Ins Bocnpou3Be/eHA 3anuck HEoBXOAVMO HaxaTb
CAeNaHHbIX C 3KPAHOB PaBOoUNX CTaHLMI NEPCOH B N106OM MECTE CTPOKM C HYXKHOIA 3aN1ChI0

PucyHok 18. Bknagka 3anucu skpaHa B KApTOUKe MepCoOHbI

Odmuepbl MHpOpMaUMOHHOM 6e3o0nMacHOCTM MoMny4YalT BO3MOXHOCTb TOYEYHOIO KOHTPOIS
COTPYAHMKOB U/1nNun nogpasneneHnii, Haxogsawmxcs B rpynne ocoboro koHTpons (MpOK), a Takke aTOT
WHCTPYMEHT MOXET MCMONb30BaTbCA AN NPOBEeAEHNS PEBEPCUBHbBIX paccrnefoBaHum.

3anucb 3ByKa ¢ MUKpOpoHa

[nsa BbisBNeHMs HapyweHun un cbopa gokasatenbHon 6a3sbl akTyanbHa (OYHKUUSA 3anucy 3ByKa C
MUKpodoHa paboyen cTaHUumMN.

UT06bI 3BYK C MUKPOGOHa paboyen CTaHUMK HY>KHOW NEPCOHbI Ha4Yan 3anncbiBaTbCs, JOCTAaTOYHO
nepenTn B KapTOYKY 3TOM NEpPCOHbI (PYHKUMOHAN OOCTYNEH KaK B KPaTKOW, Tak U MOMHOMW KapTouke),
HaXkaTb KHOMKY 3anvcu 1 BblbpaTb COOTBETCTBYIOLLYIO pabouyto CTaHumio.

Jdoctyn k 3anucam 3Byka (M3 GOMbLUION M KPATKOW KapTOYKM MEepPCOHbl) HacTpamsBaeTcs. Takke
HacTpamBaloTCs U NapaMeTpbl XpaHEHUsl, poTaumu, MeTagaHHbIX U ONUTENbHOCTU ayavo3anvcen,
BKIMOYas ANUTENbHOCTb TULLMHbBI Ha 3anucu.
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MpocnywmBaHne 3anMcaHHOro BO3MOXHO MPaKTUYECKN B pexnmMe pearnbHoro BpemeHun. CeeaeHust
0 ceaHce 3anncy BO3MOXHO yaanuTb, a pain ayamosanmcu — ckadaTtb Unv TpaHCKpubrposaTs.

BbiOpanHbie
g ayanosanncy MOXHO
3 Bagunos MUropb Jlesosny y cKa4artb Wmnm YAanute

10 aer 2016 5 ner 3 mec 10 gex 2021, 15:25 10 pex. 2021, 1535 ImunaSc 10.201.28.134
10 gex. 2021,15:25 10 gex. 2021, 15:25 10.201.28.134

10 pex 2021,15:24 10 pex. 2021, 15:24 1020128134

CobLITHR 4 MeasigeHTE 10 pex. 2021, 15:23 10 pex. 2021, 15:23 1020128134

Coobuenns 10 aex 2021, 15:23 10 nex. 2021, 15:23 1020128134

10 gex 2021, 14:52 10 gex. 2021, 14:56 3 muH 16¢C 1020128134

CHumim Jxpana

BocnpousseseHne ayamosanmcu: Mokiin ot et i sroasia
MOXHO npocnyLwaTs ¢ niboro praadipe P
3anmon ¢ uukpodoKa - paboyei CTaHUuK, CaenaHHbie B
MOMEHTBI 3an1cH 3Byka

Ycrpoicrea

PucyHok 19. 3anucb 3Byka ¢ MuKkpocoHa Ha paboyen cTaHLUKn

Bo3moXHa CUMHXpOHM3aLMs 3anncu 3KpaHa C 3anucbio 3ByKa MUKpodhoHa pabouyen cTaHuumn —
pesynbTaTt OyaeT AOCTyNeH Ans NPoCMOTpa U BbIrpy3kn B YHUBepcansHOM nreepe 4D.

MepeBoA peun B TEKCT (TpaHCKpuobaums)

PyHKUNA M3BNEYEHUS TeKCTa M3 ayamo3anucen NIOrM4YHo AoMNosHseT OyHKUMIO 3anMcyn ¢ MUKpodhoHa
paboyen cTaHumu.

e HenpoceTb nepeBoanT peydb N3 ayanosanucu B TEKCT.

e [logoepxmBaloTCsl PYCCKUIN U aHINTMNCKUA A3bIKN.

e Cuctema nposepseT MOMyYEHHbIW TEKCT Ha 3afaHHble Tpurrepbl, NpuM HeobXxoauMOCTU
permcTpmpyeT cobbiTue.

e ECTb BO3MOXHOCTb BbIrpy3ku CTeHOrpammbl B doann ns npuobLieHns K maTepranam gena.

< npeawiayian nepcoa CAeAYIOWAn NepcoKa ) 2 KOHTpORe (2) D Tpancnsums skpana @ 3anuce 38yKa DGVeAMMITE KAPTONKH CaoAMMA OTYET N0 Nepcone.
A

11319 | @ MNepesectus Texcr Cravats v

18 map 2024, 10:00 18 map 2024, 10:01 54 MuH 18 ¢ 155.197.44.134

024, 10:00 18 M

PucyHok 20. Bo3aMoXHOCTU cepBuca TpaHCKpubauum

®yHKUMA NepeBoAa peym B TEKCT aBTOMATU3NPYeT npoueaypy obpaboTkn ayamo3anucen n TeM cambiv
cokpaLiaeT Bpems cneuynanmcta Cb Ha nx aHanua, NoBbILLAET CKOPOCTb M KA4YECTBO BbISIBIIEHNS YTPO3
Oe3onacHocTH.

KoHTponb nogkntovyeHuns K Wi-Fi-cetam

Odmuep 6e3onacHOCTM MOXET KOHTPONMPOBaTb MNOAKMYEHME Nonb3oBaTtenen Kk 6ecnpoBogHbIM
ceTaMm, 6nokMpysa HexenaTernbHble KaHarbl nepegadn AaHHblX. OrpaHnumMBaTh NOLKIIOYEHNE K CETAM
Wi-Fi moxHOo Ha ypoBHe ceTen (SSID) unu otgenbHbix Todek goctyna (BSSID), nonb3osaTtenen u

O CONAP
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rpynn. Paspewatb unu 3anpewaTb 6ecnpoBogHOE MOAKIOYEHNE MOXHO MOMHOCTBIO UMK C
NCMNONb30BaAHMEM «HYEPHBIX» U «BenbIX» CNMCKOB. HacTpoiika Bcex 3TMX paspeLleHunii ocyLLeCTBNSIeTCS
B NONUTUKE.

[laHHble 0 NoAKMYEHMsX Nonb3oBaTens A4OCTYNHbl Ha Bknaake Cetn Wi-Fi B kapToyke NEpPCOHbI.
Ha cTpaHuue oTpaxeHbl Bce NonbITkM noaknioveHns k cetam Wi-Fi.

Solar Dozor

Mipegspyian nepcoia. Cheyrouia nepooia e e Cron6ew Apantep conepxut
Ha3BaHue CETeBOro afantepa
iﬂ ) PPoRamOn - 1 GUID nntepdeiica Wi-Fi

21 58 2021
ED:6066:2825 A1 2607 Realtek RTLB1SSFTV Wire

E060:66:28:25°A1 2507 21 Realtek RTLS188FTV Wireless

E060:66:28:25:A1 > 021 Crpoka ¢ nHopmaLveit
o ViCA NONbITKE NoA|
(MOAKNIOHEHHE K CETH NN TouKe
AocTyna sanpeleHo)

EO60:6628.25°A1
EO60:66:28:25°A1
E060:662825A1 25072053 17. 25072023 173108 Realtek RTLS18SFTV Wireless L

o6 3anmcn sxpana E0:60:66:2825:A1 250 2842 Realtek RTLS188FTV Wireless.
BoiGop nepuoaa ans oTobpaxeHus cnucka
s 06056282541 25.01.2025 17245 2
NoNbITOK NoaknioYeHus k cetam Wi-Fi CTpOK_a ¢ uHcbopMaumei
BHe 3asucuMoCTH OT TOrO, 3a Kakoi 06 YCNewwHON NOMbITKE MOAKMIOYEHHS.
YcrpoAcrea NEpHOR NOCTPOSH CTHCOK, 06066282541 25072023 17242 OtobpaxaeTca BpeMs Hayana
nokasaTens Ha BKNaaKe B MeHio 1 OKOHYaHMA CeaHca NoAKNIo4eHU
COMAEPKUT KOMMYECTBO NOMBITOK 0606628254
3a nocnegHue 24 vaca

) 3anucw ¢ MuKkpodona
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Mosepes

E060:662825A1 25.01.2023 170512 Realtek RTLS18SFTV Wireless

PucyHok 21. Paspen locbe Solar Dozor: kapTouka nepcoHbl. Bknaaka Cetn Wi-Fi

KoHTponb paboyero BpemeHum

®yHKUMS KOHTpons paboyero BpeEMEHW COTPYAHMKOB MO3BONSET PYKOBOACTBY WU  cryxbe
6e3onacHocTM nonyyaTtb NoapobHble CBEAEHNSI O TOM, YEM 3aHMMAETCS COTPYAHMK Ha paboyem mecTe:
CKONMbKO BPEMEHU W Ha KaKyl LesiTeNbHOCTb OH TpaTUT U Kakue Beb-pecypcbl U MPUIIOXEHUS
ncrnonb3ayer.

Satar fiorar L . B O &
A e e Lo
{ Guaunnoana
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1 Mipronsed saccosed opgep 00091 pdf - Foxitreader
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PucyHok 22. KoHTponb pa6oyero BpemeHM
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Tenepb ocmuep 6e3onacHOCTU MOXET NpocMaTpuBaThb:

¢ CymmapHble 32 KOHKPETHbIV AeHb UMK NEePUOL CBEAEHNSI O TOM, CKOJIbKO BPEMEHU COTPYOHUK
TpaTUT Ha paboTy;

o Ton-5 kaTeropuit NpPUNOXEHUIN, KOTOPbIE MCMNOMb30BaNUCL COTPYAHUKOM Gornblue Bcero (3a
AeHb Unu nepuopa);

¢ [leTanbHyo CTaTUCTUKY NO NCMONb30BaHNIO NEPCOHOM paboyero BpeMeHn: NoapobHble AaHHbIe
O BpPEeMeHW, NPOBEAEHHOM COTPYAHUKOM Kak B MPUIOXEHUSX, Tak U B MHTEepHeTe (3a AeHb unu 3a
nepvoa).

[aHHble oTOOpaXkaloTca Kak B TEKCTOBOM BuAe, Tak U B BUAEe Auarpamm, rae nepuoabl paGoThbi
NepcoHbl B KOHKPETHOM TMPUIMOXEHUU TNpPeacTaBrneHbl Kak BpPEeMEHHble OTpPe3ku, BblAeneHHble
onpeaeneHHbIM LIBETOM.

DyHKUUS OpueHmMuUposaHa 8 repsyro oyepedb Ha pelueHue 3aday 6esonacHocmu. Hanpumep, ¢ ee
MOMOWbIO  MOXHO 8bISI8/IIMb  UCIMO/Ib308aHUE COMPYOHUKOM  HexXenamesibHbIX —MpUuioxeHud,
oueHusamp PUCK ymeuyKu UHghopMayuu rno akmueHocmu compyOHuKka 8 uHmepHeme u m. 1.

YHuBepcanbHbIn nneep 4D

YHuBepcanbHbli nneep 4D npumeHsieTcs ANA NpoBeAeHUs paccnefoBaHUin U NpodunakTU4ecknx
MeponpuatTuin. PyHkUma obbeamHaeT B TauMnanH MHPOPMaLMIO U3 pasHbIX UCTOYHMKOB 3a CyTKM MO
nepcoHe: coobLleHuns, cobbltua 6esonacHOCTW, 3anncu UM CHUMKKM akpaHa APM, ayauosanucu c
MUKpOodhoHa paboyen cTaHLmMK1, a Takke CUHXPOHU3NPOBAHHLIE 3anNNUCK C MUKPOGOHA 1 3KpaHa.

MpvmeHeHue nneepa 4D nNpu NpoBeAeHNN paccrnefoBaHNUii 3HaYMTENBHO COKpaLLaeT Tpyao3aTparhbl
ocmuepa Ge3onacHOCTU Ha YCTaHOBMEHWe OOCTOATEeNbCTB HapyLUeHUsi, a Takke MUHUMU3NpyeT
BMUSIHWE YenoBeYecKoro haktopa Ha MoSIHOTY M OBGBEKTMBHOCTL paccrneoBaHus.

B O &

53

4D / Bacunbesa AHacTacus 1aBnosHa c 156.169.20089

2 local zulip@yandex.u
23 cen 2024 111839
= localzulip@yandexsu
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1 localzulip@yandex.

local.zulip@yandex.ru
23 cen 2024 112039

2 localzulip@yandexru

L 23 cen 2024 11.2139

PucyHok 23. UHTepdenc yHuBepcanbHoro nreepa 4D

Bce maTepuanbl M3 YHuBepcanbHoro rnrieepa 4D MOXHO BbIrpy3uTb €uMHbIM apxXvMBOM, 3ajaB
HeobxoauMbI Nepuoa, 1, Hanpumep, NPUKPENUTbL K Matepuanam paccneaoBaHus.
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3.4. Busyanusauusa mapwpyTta QOKYMeEHTa

Solar Dozor npegocrtaBndeT nosib3oBaTersito aBTOMaTMSMpOBaHHbIIZ MHCTPYMEHT Ond
OTCINeXnBaHUA pacrnpocTpaHeHna AOKyMeHTa Nno pas3finyHbiM KaHaram KOMMyHMKaLl,VIVI - BM3yaﬂbeIIZ
OTHET O ABUXKXEeHUN NOKYMEHTA.

BusyanbHoe npeactaBneHWe CTPOUTCS Ha OCHOBaHUWM OAHHbIX aBTOMaTUYECKOro MOMCKOBOrO
3anpoca no MHTepecylolemMy dainy 1 nokasbiBaeT MapLUpyT ABMXEHUS 3Toro dpaina oT ogHOro
yyacTHUKa ero nepegadu k apyromy. NpocMoTpeTb ero MOXHO: U3 pe3ynbTaToB NoMCKa, U3 KapTOYKM
COOBLEHUNS, U3 KAPTOYKMN NEPCOHBI.

MapLwpyT OBMXEHUS OOKYMEHTa OT MCTOYHMKOB K HasHa4yeHusiM pasBopaqvBaeTcs BAOIb
BPEMEHHOM LLKanbl B COOTBETCTBUM C JaTaMK, B KOTOPbIE COCTOSNAck Nepeaaya AokymeHTa. MapLipyT
CTpOUTCA B BWAe [epeBa, MpeAcTaBnAs pacnpocTpaHeHWe danna oT KaXaoro WCTOYHMKA K
Ha3HaYeHNI0 UMM MHOXECTBY Ha3Ha4YeHWin, YTO MO3BONSET OTCMEXMBATL Kak OAWHOYHbIE Nepeaayn,
Tak ¥ MaccoBble PaCChISKN.

@ e o

PucyHok 24. Busyanusaumsa maplupyTta aBuxkeHus danna

Kaxxgas nepenada npefcraBneHa B BUAe COOTBETCTBYHOLLEro COOBLLEeHNS, NPUBA3AHHOIO K AaTe
N BpeEMEHMU, korga oHo 6bino 3apermctpmpoBaHo B Solar Dozor. NMNoag coobuleHnem BbIBOOATCS €ro
NCTOYHMKN N Ha3Ha4YeHUs: NepCoHbl, co3aaHHble B Solar Dozor, BHeLWHNe agpeca, CbeMHble HOCUTEeNu,
NPUHTEPbI, ceTeBble U MHTepHeT-pecypcbl. Cy3uTb BbIOOPKY NPEACTaBMNEHHbIX Ha 3KpaHe AaHHbIX
MOXHO C MOMOLbIO MnbTpa: NO KaHany KOMMYHUKaLMN (MOXXHO NMoKasaTb TONbKO BbiOpaHHLIN KaHan
KOMMYyHMKaumm), no nepuoay, no y4acTHMKaMm nepenayv AaHHbIX.

Mpn HaxaTum Ha cooOLleHME NN NEPCOHY OTKPbIBAKOTCA UX KapTOYKW. 3HA4YOK COOBLLEHUSI
COOTBETCTBYET WCMOSIb30BAHHOMY KaHany KOMMyHWKauuu. LiBeTa anemMeHTOB oT4yeTa MNO3BOMSIOT
ObICTPO onpeaenuTb TUN CybbekTa KOMMYHUKaUMM U CEPbE3HOCTb UHUMAEHTA: LBEeTa MCTOYHWUKOB Y
Ha3HayYeHWn COOTBETCTBYIOT TUMaM CyObLEKTOB KOMMYHMKALMW: NepcoHam, YCTPOWCTBaM, CETEeBbIM
pecypcam; LUBeT CTPEsnKM OT MCTOYHUKA K Ha3HA4YEHUIO COOTBETCTBYET YPOBHIO KPUTUYHOCTU COObITUS
6e3onacHocTn, 3apernctpmpoBaHHoro B Solar Dozor B npouecce 3Ton KOMMYHUKaLMK.

OTueT O pOBWXKeHWM anna MOXHO BbIFPY3UTb W UCMONb30BaTb MNpu  OPMUPOBAHMK
AokasaTenbHon 6a3bl HapyLleHn 6e30nacHOCTMW.
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Kaprouxa nepcoHb!
OTKDbISAETCS NPH HAXATHM
Ha CCbINKY C MMEHeM
NEPCOHBI-HCTONHIKA
W HasHaveHUs

Kaprosxa cooblueHns
OTKDLIBAETCA NPU HAKATHH
Ha cooinky coobuienmne

Ty HaXaTHi KHOMKKH
xenopTposarte otyer 8 PNG
OTET BLITpYXaeTCR
Ha xomnsoTep. UsoSpanerue
8 BLITpy)HeHHOM daitne
NoETopReT oToBpaere

cTyeTa B wHTepderice

Caeqenia O NOCTPORHHOM
oTyeTe: ums daitna, nepuos
NOHCXE AaHHLIX O 8D ASKMEEHWM,
KONU4ECTeO cooblueniil B oryete

DunbTPALYA NOIBONRET Cy3HTe
B8bI50pKy AaHHbIX ANA
NOCTROEHMS OTweTa

Ceenenis o oTaensHoM anusoae
nepegauu daitna: gara, BpemMs
W KaHan Nepenasi AanHbIX,
KONMHECTBO CBRIAKHSX C Helt
COBBITHR, HCTOMHUK M HASHAYEHIE
cooTBeTCTRYIWEro CooBeHNA

PucyHok 25. MapwpyT cdanna. CBegeHuss o6 oTaenbHbIX 3nu3ogax nepegaum danna:
MCTOYHUKN, Ha3Ha4YeHUA, KaHaNn KOMMYHUKauunu. PunbTpauusa u IKCNOpT oTyeTa

Omyem o dsuxeHuu OOKyMeHma ro3eosisem oguyepam 6e3zonacHocmu 6bicmpo Haxodumeb
UCMOYHUK, y4aCmHUKO8 U Mymu yme4yKu 8axHoU UHghopmayuu. Aemomamudeckoe omcrexusaHue
nymeu pacrnpocmpaHeHusi OaHHbIX PU yme4Ke rno380s19em ornepamueHoO aHanu3uposams cumyayuro
U C80EBPEMEHHO NPUHUMamb Mephbl 10 3aujume UHgopmMayuu.

3.5. Ad¢hekTMBHOE yNpaBneHne cobbITUSAMU U MHUMUOEHTaAMMU

Bnaropgapss meTogonorMM ynpaeneHusi pas3bopom  MPOUCLUECTBMA U MOMHOMO  KOHTPONs
paccrniegoBaHui Solar Dozor o6ecneuynBaeT NOMHbIA LMK paboTbl ¢ COObITUSAMU U MHUMOEHTaMMW.

MHuTennektyanbHasa cuctema Solar Dozor aBTomMaTUYECKN pPErnctpupyeTt u knaccmduumpyeTt no
YPOBHIO KpUTUYHOCTU cobbitna WMB. Odmuepbl 6e3o0nacHOCTM ynpaBrsioT XWU3HEHHbIM  LUKIIOM
WHUMOEHTOB NpW nomowy creunansHoro uHTepdpenca. B HEM MOXHO MOMAyYMTb HarnsgHyto
NMHPOPMaLMIO O HOBbIX COBLITUAX, CrPYNMMPOBAHHbLIX MO YPOBHIO KPUTUYHOCTWU, NPOCMOTPETL CMMNCOK
BCEX MHUMAEHTOB B paboTe, 3arpy3anTb NOAPOOHbIE CBEOEHUSA O KOHKPETHOM COBbITUM NN MHUMAEHTE.
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Sy CobbITus AHumaeHT OBpaboTaHHbIn Apxus
N Y n VHLMAEHT MHUMASHTOB
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DuneTpaLMa % =

Apxvs O6paboTanroe
KOMMYHUKaLLWA cobblThe

PucyHok 26. YnpaBneHue CObbITUSsIMU U MHLUMOEHTaMU

C nomoulblo CUCTEMBI KEMC-MEHEKMEHTA MOXHO B HECKOSNIbKO KITMKOB HasHaunTb 3afavy
onpengeneHHoMy COTPYAHWKY, nepedatb Aeno unm WHUWMOEHT Konnere, a TakkKe Ha3Ha4dnTb

O CONMAP
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OTBETCTBEHHOIO 3a pas6op MHUMOEHTAa U paccnegoBaHUe. Takum O6p830M yaoaeTcda peann3oBaTb
€ANHbIN 1 Hel'lpeprBHbII7I npouecc pa6OTbI BHYTpU CJ'Iy)K6bI ©esonacHoCTH, YCKOPUTb KOMMYHUKaUnnN 1
CBA3aTb FeOFpaCbW-IGCKI/I pacnpepeneHHblie nogpa3aeneHnd.

JleHTa KOMMEHTapueB B KapTOo4ke MHUMOEHTa paclunpAaeT BO3SMOXHOCTU COBMECTHOWN pa6OTbI Hag
NMHUMOEeHTaMMW. JTobon cneumnanncT ©e30nacHOCTM MOXET OCTaBMsATb KOMMEHTapun, KOTOpble Ha
NpakTnuKke npespawarnTcAa B MHTepaKTMBHbIVI 4YaT COTPyAHUKOB, BeaOywKuX paccrnenoBaHUe. 3Has
I/ILI,eHTI/ICbI/IKaTOp cobbITUS UnK MHUMOEHTAa, OCbI/ILI,ep Ge3onacHoOCTM MOXeT onepaTtnBHO HaNTN n
NOCMOTPETb BCE UHTEpPECYoLMe ero gaHHbIe.

3.6. NMpoBeaneHne paccnenoBaHUN

Moaynb Detective obnagaeT LIMPOKUM WMHCTPYMEHTapueM Ans aBToMaTu3auuu MNpoLeccoB
paccreaoBaHnNsa UHLMOEHTOB.

[Ons paccnegoBaHMst  MHUMAEHTOB  MHAOPMAUMOHHOW, 3KOHOMMYECKONW W BHYTPEHHEN
©e30nacHOCTN BaXXHO:

BbisiBUTb MakcumarnbHO MOMHLIN U [OOCTOBEPHLIA KOHTEKCT HapyleHus ana  cobniogeHuns
0OBLEKTUBHOCTU M NPUHATUA 3PPEKTUBHBIX MEP NPOTUBOAENCTBUSA NOAOOHLIM HapYyLUEHUAM;

He OonycTtnTb KOMnpomMmeTauun paccnenosaHna Unn otaesibHbiX MatepunanoB Nno aeny,;

Ob6ecneuntb ObICTpOEe pearMpoBaHue C LEenblo n3bexaTb MOBTOPHbIX MHLUMAEHTOB U npecedb
pacnpocTpaHeHne HeraTUBHbIX NOCNeaCTBUI, MO BO3MOXHOCTM BO3MECTUTL yLiepb.

DLP-cuctema 3a4actylo SIBMSieTCA OCHOBHbIM WMCTOYHMKOM WMHGOPMaLUK O HapywmnTensax u
KOHTeKCTe MHUMAeHTa ans cbopa gokasaTenbHon 6asbl Npu paccnegosaHusx. MNpu aTom B Moayne
Detective MoxHO npuobwaTtbe K Aeny AdaHHble U3 pasnuyHbix cuctem: CKY[, 3anmcu kamep
BMAEOHabNoAeHUs, BHyTpPeHHME cnuctembl — kagposble, OO n 1.4. Takke MOXHO co3gaBaTb gena C
Hyns, 6e3 cobbiTnst B DLP, 4ToObl NpoBOANTL paccnenoBaHus No MHUMAEHTaM, NPOM30OLLeWNM BHE
LMpOBOro nepumeTpa KOMMNaHum.
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PucyHok 27. KapTtoTeka gen
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119/25/25

Vispapent DLP KK USB

PucyHok 28. KapTtouka gena

CASE-2024-15

CooBusenme w3 DLP. Hewmpos
‘ompanwn Gasy aanrec

Sin Poreannaosn

10320131327
HAZDS Briyvrom

Henmpos oTpasnser Gazy namsa 17402024 1226 25208

Bacumei
Teneqonnssi pasrosop. Hewspos 00 10200 1o 1 2 R Hauunm 3armacs ¢ APM Hewnposa.
WarenTs. Prpscnons FloroeapueaTCs 0 nOnyenN AT 33

17.102024 1211 8565K6

OB 4 ieamaesT DLP CHCame s DL So ke et B N b s o q Kaweres, 3aecs coouiemme ¢ yrewol 17.102024 1207
Banmse ¢ 62307 e

A4 Posansoa Yaaxaewsle opuLEps, Ones Taoke
MALIEN CBON BCNOPTIHese Rareme 15

14102024 11:45 Spyano 17102024 1144

®aiin co cowTon Gason aarmoc Coean

[ — Basa navmon 16102024129 [o— i i Ol Vi

17.102024 1128

PucyHok 29. MaTtepuanb! gena

(CASE-2024-15-3

KE TATAPCTAN

JloGanuTs matepwan

PoOHanIOBHY

Coobuwerus DLP
By

Daiin c

: HIX panmbie
Mauwenxo

V306paxenus

aTa v BpeMA CO3/aHMA
Marepuana:

Aata nepema 17.10.2024 11:44

A PoHansA0BHY BHYUKAH

c06 foGasnex BpyuHyo
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PucyHok 30. KommeHTUpOBaHMe maTepuanos gena

Puck KOMnpomMeTauun paccrnegosaHna W ero OTAelibHbIX MaTtepuarioB HuUBenupyeTca
3alneHHbIM XpaHeHneM MatepuaroB aena B DLP-cucteme 1 rubkmum pasgeneHnem npaB AoCTyna K
aenam 1 gaHHbIM BHYTPU KOHKPETHOro Aena: Mmatepuarnbl, BepChun no geny un ap.

B cucteme npegycMoTpeH MeHemkep 3aaay, B KOTOPOM MOXHO Ha3HAYMTb OTBETCTBEHHOIO 3a
paccrnegoBaHue, MOKO pacnpedenuTb AOCTYMbl  WUCMOMNHUTENen, npuceBauBaTb CTaTyCbl AONs
OTCNEXUBaHMA Xo4a paccrnefoBaHusl, asBToMaTUYeckn (POPMUPOBaTL OTYET O pedynbTaTax, cobupaTb
CTaTUCTUKY ANs yy4eTa apPEKTUBHOCTM NPOBOAUMBIX paccrefoBaHUin MO CKOPOCTU 3aKpbiTUS dena,
06beMy NPUYMHEHHOTO 1 BO3MELLEHHOTIO ylepba.

NorupyloTca Bce OEWCTBUS CrieumanucToB 6e30nacHOCTM, y4acTBYOLIMX B paccrefoBaHUu.
310 obecneunmBaeT 06LEKTMBHOCTL paccrnenoBaHus, No3BonAeT 06HaAPYXUTb 3noynoTpebneHne unm
MOAOr.
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HOCTPOGHVIG OTYEeTOB NO COObLITUAM U MHUMNOEeHTaM

B Solar Dozor peanu3oBaHa MoulHasi cuctemMa MOCTPOEHUS OTYETOB A KayeCTBEHHOrO
npeacTaBneHus pesynbtatoB paboTbl cnyxObl Ge3onacHocTU. B HarnagHbIX oT4eTax COAEpPXKMTCA
ncyepnbiBaloLWasa CBOAHAs MHAOPMaUMA O MNPOMCLUECTBUSIX, HApPYLUMTENSX, NOTOKAaX AaHHbIX W
pesynbTatax NpoBeAEeHHbIX paccnenoBaHnin. C nx NOMOLLBbIO PYKOBOAUTENM CNYyxObl 6e3onacHoCTH
MOryT BUAETb OOLLYI0 KaPTUHY U TeKyLLee COCTosIHME 3alumaemon nHpopmaummn. bonee nogpobHble
OTYEeTbl MOMOTaloT BbISIBUTb HEA0YETHI B NONUTUKE OE30MacHOCTN KOMMaHUW.

3.7. ABTOMaTnyecKasi reHepalus OTYETOB

PyHKUMA perynsipHOn aBTOMATMYECKOW TreHepauuuM OT4Y4eTOB MO 3apaHee pa3paboTaHHbIM
wabnoHam m3baBnsieT oT HeO6XOAMMOCTM CPOYHOM MOArOTOBKM OTYETOB — OHW CO34alTcsa Mo
3aaHHOMYy pacnucaHuio u B yaobHom dopmate (MHTepdenc/XML/PDF/DOCX/CSV/HTML), nocne
Yyero paccbinarTcs BCeM 3aMHTEPEeCOBaHHbIM NLIAM.

P, MHumMpenTs!
%" CBOAHBIA OTYET NO HHUMAEHTAM
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PucyHok 31. NMpumepbl oTyeTOB

3.8. TennoBasa KapTa KOMMYHUKaLUN

B Solar Dozor peanusoBaHa yHukanbHad ansa DLP-cuctem dyHkuma — «Tennoeasa kapTta
KOMMYHUKaUWA», Ha KOTOPOW BMOHA WMHTEHCMBHOCTb KOMMYHMKAUWA COTPYAHWKOB UMW ABMXEHUS
nHdopmaumn. Kapta gaet odumuepy 6e30MacHOCTM BO3MOXHOCTb ObICTPO OLEHUTH OBCTaAHOBKY,
yBMAETb MOTEHUManbHble PUCKM W ropsiune Touku. KMcnonb3ys 3TOT WHCTPYMEHT, odumuep
6e30nNacHOCTN MOXET MOCTPOUTbL rpadruyeckyto KapTy N0 MHTepecyoweMy ero MHPOopMaunoHHOMY
0OBEKTY MMM NEepCoHe.

O CONAP
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PucyHok 32. TennoBas kapTa KOMMYyHUKaLuUin

3.9. CBOAHbLIN OTYET NO NepcoHe

Sokar fozar
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PucyHok 33. CBOAHbIN OTYET NO NepCOoHe

3avactyto cnyx6a B nonyyaeT oT pykoBoguTenen GusHec-nogpasgeneHnn 3agaHuve cobpaTtb
O0Cbe Ha KOro-To M3 COTPYAHMKOB, KOTOpasi hopMynupyeTcs Kak «4To y Hac ecTb Ha Bacto?».

Ha ocHoBe mHpopmMauun B «[Jocbe» MOXHO MrHOBEHHO CO34aTb CBOAHbLIA OTYET MO NEPCoHe 3a
Tpebyembii nepuog n otobpasnTtb ero B Beb-nHTepdence unu Boirpyante B PDF-cbanin gns nevatw.
OTyeT NO NepcoHe COAEPXKUT CBOAKY aKTMBHOCTWU COTPYAHMKA C KPATKOM KapTOYKOMW, COBbITUSMU Y
WHUMOEHTaMN, CBA3AMWU, KOMMYHMKaUMAMW W pannamu, n npu HeobxoauMMOCTU B HEro MOXHO
BKITOUNTb AeTanbHY0 MHPOPMAaLMNI0 — KOHKPETHbIE COOBLLEHMS, COObITUS N UHLUMOEHTHI.

Ans noHMMaHusa chOPMUMPOBAHHOIO OTYETA HE HYXXHO ObiTb TEXHWYECKMM CMEUManmcTom — ero
MOXHO MOKa3aTb PYKOBOAWUTEMIO, MPE3EeHTOBATb HA COBELLAHUN UMK NPUKPENUTb K JIMYHOMY Aeny B
KagpoBsown cryxbe.
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4. AHanu3 noBegeHuUs nNonb3oBaTeneu

B Solar Dozor peanusoBaH mMoaynb aHanusa nosegeHus nonb3osatenen UBA. OH B pearnibHOM
BPEMEHU aHanM3mpyeT UCTOPUID KOMMYHUKaLMIA KaXKOoro COTpyaHMKa U aBToMaTuyecku opmupyet
NNYHBIA NPOUNb €ro HopmanbHOro noesefeHns. Ha ocHoBe cobGpaHHOM MHOPMaLMK BbISBASIOTCA
aHomManuu B noBefeHun coTpyaHuka. Tawke moaynb UBA uvweT paboTHMKOB, nonagawowmx nog
3HauMmble ana 6e3onacHOCTM naTTepHbl NoBedeHus (rpynnbl MoBeAeHYecknx 0ocobeHHOoCTEN U
aHomarnun).

[nsa paboTbl hyHKLMI NOBEAEHYECKOro aHanms3a UCnonb3yTCcsa AaHHbIe B TPEX pa3pesax:
¢ OnekTpoHHas noyta (BHYTPEHHSs, UCXoasLwas, BXoasLwas);
e MecceHgxepsl;

L COBOKyI'IHO ONEKTPOHHAas noyta + MmecceHaXXepbl.

Solar Dozor
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PucyHok 34. Bbi6op kaHana KoMMyHUKauum B CNUCKe NaTTepHOB

Mpn aoTOM [OnNs MNOCTPOEHUA KOPPEKTHOW aHanmMTU4ecKOW KapTuMHbl [AO0CTAaTOYMHO [aHHbIX,
HakonneHHblx 3a 1 — 2 mecsaua. Ecnm B opraHm3aumm yxe mcnonb3yetcsa Solar Dozor u HakonneH
COOTBETCTBYIOLLMI apxmB COOBLLEHNI, pe3ynbTaTbl aHanu3a nosedeHus nosib3oBaTenen OOCTYMHbI
cpaasy.

Mudopmauusn, npepoctaBnsemaa wmoagynem UBA, nossonsieT oduuepy 6e3onacHocTu
aHanuanposarTb:

L 06u.|,y+o nosegeH4YeCcKylo JMHaMUKy 1 nNoKa3aTenu noBeaeHUA pas3nnyHbIX rpynn pucka;

o OO6wyto noBedeHYECKYD AMHAMMUKY W MoKa3aTenu pasnuyHbiX rpynn ocoboro KOHTponst u
CTPYKTYPHbIX NOAPA3AEeNEHUA KOMNAHWW;

e [lnHamunky nokasatenen noBegeHUs KOHKPETHOM NepCOHbI.

B pesynbTate obuiero aHannsa MOXXHO OLLEHUTb KOHKPETHbIE PUCKW, CBA3AHHbIE C AEATENbHOCTBIO
NepcoHbl, YyBUAETb HanpaeneHve Ons AanbHenwero aHanv3a noBedeHust NepCoHbl. YrnyOneHHbIn
aHann3 gMHaMUKU nokasaTenen noBedeHUs MOXET BbisIBUTb HEraTMBHble TEHAEHUUW B NMOBEOEHUN
NepCoHbl, YTO NO3BONAET oghumLepy 6e30NacHOCTN CBOEBPEMEHHO HENTPANN30BaTb PUCKK, CBA3AHHbIE
C yTeuykon KoHuaeHUManeHbIX AaHHbIX.
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B Solar Dozor noBegeHne 4denoBeka OMNUCLIBAETCS C MOMOLLLIO creuunanbHbIX MokasaTenen,
OCHOBHbIMU N3 KOTOPbIX ABNAKTCA:

L BHewHsaa u BHYTPEHHAA aKTUBHOCTb — OTpaXaeT MHTEeHCUMBHOCTb OTNpaBKA I'IepCOHOl7I
COOGLIJ,GHI/IIZ 3a npeneribl KOHTypa KOMMaHU1M 1 BHYTPU KOMNaHUM COOTBETCTBEHHO.

¢« O60bem oTnpaBneHHbIX/MOMYYeHHbIX UHGOPMAUNOHHLIX 06bekToB (MO) — oTpaxaet
WHTEHCMBHOCTbL OTNPAaBKK/MONy4YeHMs NEPCOHON pa3nmnyHbiX Bugos MO.

¢ Kpyr obweHus — oTpaxaeT UHTEHCUBHOCTb B3aMMOLENCTBUS NEPCOHbI C APYTMMN NepCoOHaMm
13 pasnuyHbIX rpynn (nogpasgeneHnin) KoMnaHuu.

L nonyanHOCTb — OTpaxXaeT WMHTEHCUBHOCTb MNOJy4YeHus HepCOHOVI COO6LL|,eHI/IIZ BHYTpU
KOMMNaHnn.

*  WHpekc yazBumocTun (UY) — asnaetca nokasarenem, o6obLuaowmm Bce BblLeNnpuUBEOEHHbIE
nokasartenu, n oTpaxaeT CTEeNeHb PUCKa COBEPLUEHNSA CryYanHbIX U/ HAMEPEHHbIX HapyLeHun Nb
CO CTOPOHbI MEPCOHBI.

4.1. MaTTepHbI NOBeAeHUs N TPyNNoBbie TeHOEHU UM

Ha ocHoBe 3KCnepTHOro aHanmsa 1 pes3ynbTaToB NMNOTHbIX NPOEKTOB B Moayrb UBA BkrtouyeHbl 20
nattepHoB (wabnoHoB) nosegeHns. C KX MOMOLLBbIO MOXHO ObICTPO HaWTU COTPYOHWKOB, B
OEATENbHOCTU KOTOPbIX MPUCYTCTBYIOT MNPU3HAKM KOHKPETHOro Ttuna nosedeHus. Kpome 3Toro,
naTtTepHbl MOBeAEeHMS MO3BOMSAT KOHTPONMPOBaTb W OTCMEeXuBaTb [PYNMNbl COTPYAHUKOB MO
onpegeneHHblIM KOMOMHaLMAM rnokasaTernen noBedeHUs W HaWAeHHbIM aHoManusaMm, a Takke
oBHapyXmBaTb CKpbITble YS3BUMOCTM MU PUCKOBbIE MAacCOBble TeHOeHUMM B rnoBefeHun. Nposepka
COTPYAHMKOB MO naTTepHaM Takke MoMoraeT OCYLLEeCTBMATb NPOMUNaKTUKY CriydYanHbIX yTeuek, a
Takxe BbISABMATbL YA3BUMOCTU B BU3Hec-npoLeccax.
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PucyHok 35. lNaTtTepHbl noBegeHUs

MaTTepHbl noBegeHna o6beauHEHbI B rpynnbl, Ha3biBaeMble rpynnamMu pucka:
* AHOManbHoOe noBeAeHwue:

o «Hanuume cepbe3sHbix aHoManuii» — NOUCK NEPCOH, Y KOTOPbIX 3a NocrneaHne 7 AHeN
o6HapyXeHbl cepbe3Hble aHOManuu NoBeAeHus.

O CONAP
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«Bcnneck BHELLUHEN aKTUBHOCTN» — MOWUCK NepcoH, y KOTOPbIX 3a nocnenHune 7 OHen
3a(b|/IKCI/IpOBaH BCMMECK BHELUHEN aKTUBHOCTH.

«Bcnneck otnpaBku MHoOpMaLmMn» — MOUCK NMEPCOH, Yy KOTOPbIX 3a nocrnegHue 7
AHen 3acbUKCMpOBaH BCNECK OTNPaBKN MHpopMaunu.

«Bcnneck nonyvyeHusa I/IHC*)OpMaLWIVI» — MOUCK NMEepCOH, Yy KOTOPbLIX 3a nocrnegHue 7
aHen 3a¢)I/1KCI/1pOBaH BCNJecK nony4vyeHuad I/IH(bOpMaLI,I/II/I.

L Y4YaCcTHUKN NHTEHCUBHbIX KOMMyHMKauMﬁ:

«CBepxaKkTnBHble» — TMOUCK MNEPCOH C BbLICOKOW BHELUHEN W/UNKU BHYTPEHHEWN
aKTUBHOCTBIO.
«CBepxnonynspHble» — MOUCK MNEPCOH, MNOoMyyawLwmx MHOMo coobleHun ot

©onbLIoro Yncna Konner.

«I'IpeoGnanaHme BHELLUHEN aKTUBHOCTU» — MOWUCK NepCoOH, Yy KOTOPbIX BHELUHAA
AKTUBHOCTb 3HAa4YUTENIbHO MNnpéeBbillaeT BHYTPEHHIOHO.

* Cneuudmnyueckoe/HeopanHapHoe noBegeHue:
«PaboTa HOYb» — MOUCK NEPCOH C aKTUBHOCTbLIO B HOYHbIE Yachl.
«PaboTa B BbIxOAHbIE AHWY» — MOWUCK NEPCOH C aKTUBHOCTLIO B BbIXOAHbIE AHMW.

«Bo3amoxHble MHcangepbl» — MOUCK NEPCOH C BbICOKOW BHELUHEN aKTUBHOCTbLIO U
LUMPOKUM KpyroMm OOLeHWss B KOMNaHWW, KOTopble Korga-nnbo oTtnpasnsnu/nonyyanu
MH(POPMaLIMOHHbIE OO BHEKTBI.

«PacnpocTtpaHutenn wuHdopmaumm» — MOUCK ajpecoB, C KOTOPbIX 4acTo
paccbinatnTcs CoobLLEHNS BHYTPU KOMMAHUM.

«Motpebutenn MO» — nouck NepcoH, nonyyawowmx 6onblioe KONMMYecTBO
NHOPMALIMOHHBIX 0GHLEKTOB.

«FeHepaTopbl MO» — nouck nepcoH, OTnpaBnslWMX 6onblioe KonM4ecTBo
NHOPMALIMOHHbIX 0GHLEKTOB.

«HoBble cOTpyaHMKM» — MNOUCK NEPCOH, Y KOTOPbIX aKTUBHOCTb MOSIBUNACH TOSbKO B
nocnegHue 1,5 mecsaua.

«Hanunune pUcKa» — NOUCK NepCoH C HeHyJeBbIM MHOEKCOM YA3BMMOCTH.

«lMpu3Hakn yBONbHEHUSA» — MOUCK NEPCOH, NOBEAEHME KOTOPbIX 4OCTATOYHO YETKO
(y>ke Ha paHHMX cTagusx) ykasbliBaeT Ha TO, YTO OHM CODOMPAIOTCA YBONBbHSATLCS.

L KoHTaKkTbl n o6WweHne ¢ Hen3BeCTHbIMU:

«Hannyne nprBaTHbIX 3ro-ceTel» — NOUCK NEPCOH, PEryISiPHO NepenunchiBaoLLMXCS
OOMH Ha OaMH NO agpecaM, KOTOPbIE HAKTO B KOMMaHUW He UCMOSb3yeT.

«KOHTaKTbl C HEN3BECTHLIMUY» — MOUCK NepcoH, nepenncbiBaoLNXCA Mo agpecam,
KOTOpPbl€ HUKTO B KOMNAaHNUN HE UCMOJIb3YyeT.

L OTcyTCTBVIe aAKTUBHOCTMK:
« MepTBbIe aywn» — NOUCK NEPCOH, Y KOTOPbIX HyNneBad akTUBHOCTb.

«OTCcyTCTBME» — MOUCK NEPCOH, Y KOTOPbIX 32 NocneaHune 2 mecaua 3amkcmpoBaHo
NCYE3HOBEHNE aKTMBHOCTWN Ha CPOK OT 7 40 21 aHs.

Cnucok COTPYAHUKOB, B [OeATEeNIbHOCTU KOTOPbLIX MNPUCYTCTBYOT MNPU3HAKM KOHKPETHOro Tuna
nosegeHna, MOXHO:
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¢  OTdunbTpoBaTh, 0TOOPA3NB AaHHbIE TONBKO COTPYAHMKOB, COOTBETCTBYHOLLMX ONPeaeneHHbIM
KpUTEPUSIM;

e OTcoptunpoBaTtb no BO3pacTaHuo/ybbiBaHMIO Kputepus COPTUPOBKMN. Kputepuu
nogpasaenstoTcs Ha obwue faHHble nepcoHbl (PUNO, JomkHocTb, MNoapasaenerne, Mpynna KOHTPoONs)
N nokasaTenu ee noBedeHns (BHELLHAA/BHYTPEHHSAS aKTUBHOCTb, MHAEKC YS3BUMOCTU, NOMYNSPHOCTb

n ap.).
4.2. AHanus noBegeHUA No BbIGOpPKE NepCcoH

MNpn HeobXxoouMOCTWM CpaBHUTbL MOKa3aTenu noBeAeHUs OnpeaeneHHbIX COTPYOHWKOB odmuep
6e3onacHOCTM MOXeT 0TobpasnTb TOMbKO MX AaHHble (puc 12). 3To no3BonsieT obHapyxuBaTb
HexapaKkTepHoe AN CoOTpyaHWKa 1 ero JOIMKHOCTU noBefeHne. C noMoLLbo rMBKoro omnbTpa MOXHO
OCYLLIECTBIIATb NOUCK MO MHOXECTBY KpUTEPUEB NOBEAEHWS.

IOpHGEOTA OTZen

HOPHIEOmA U1 ZEn
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PucyHok 36. CpaBHeHMe nokasaTernen noBeaeHNsA COTPyAHUKOB

4.3. MonpobHasa kKapToyka noBeAeHUA

B O

Copaan orvet o nepeve Crorposity ey Oupuiy om0k waye  Copertecapiony  Jaurs
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PucyHok 37. Bknagka «l[oBegeHue n aHomanuny: pasgen «Kpyr obweHus»

O CONAP
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|_|OJ'Iy‘-II/ITb AeTtalibHble cBeaeHnd O noBeaeHnn nepcoHbl MOXHO B €€ NnosiHom KapTo4ke Ha BKlagke
«[loBegeHne n aHomanuum». C ee MNOMOLLbI0 MOXHO |'|0/:|,p06H0 paccMaTpmnBaTtb 3HaA4YUTEJIbHbIE
OTKINIOHEHUA OT CTaHAAPTHOIo noseaeHnA COTpyaHMKa n nccrnenoBaTthb ero B3anMoaencreme ¢ apyrmmmn
oTaenamMmum, CBOUM Kpyrom O6LLI,€HVIF|, a TaKKe BbIABJIIATb MNPUBATHbIE KOHTAKTbl U O6LL|,€HI/Ie Cc
HEN3BECTHbIMN KOHTAKTaMW.

Bce gaHHble crpynnmpoBaHbl N0 COOTBETCTBYHOLWMM pa3aenam:

¢ [pocdhnnb NnepCcoHbl — 3HAYEHUS BaXXKHENLLMX NOKa3aTenen ee NoBeAeHNs1, pacCinTaHHbIe 3a
nocnegHue 30 gHen.

*  AHomanuu — guHamuKa nHaekca ysa3sBMMoCTM M BCe aHOManum noBegeHns nepcoHbl (YypoBeHb
KPUTUYHOCTW KaXXa0oW aHOManuu oTMedeH 3Ha4YKoOM COOTBETCTBYHIOLLErO LBeTa: BbICOKMN — KPaCHBbIN,
CpenHUN — XenTbln, HU3KNA — 3eneHbINn).

*  AKTMBHOCTb, MH(popMaLmnoOHHbIe 06BLeKThI, Kpyr o6uweHus, NMonynapHOCTL — guMHaMuka
N aHOManumn COOTBETCTBYHLLMX NOKa3aTesnien noBeaeHnsa NepCoHbl.

. Oco06ble KOHTaKTbl — CTaTUCTMKa NO agpecam SJ'IeKTDOHHOIZ NOoYThbl, NCMNOJ1b3yEeMbIM I'IepCOHOI7I
Ana nepennckn ¢ konneramm n BHELWHNMMKU ninuaMn:

* Pabou4as 3ro-ceTb — N3BECTHbIE B KOMMNAHUM agpeca, No KOTOPbIM NePCoHa perynsipHo BegeT
nepenucky O4uH Ha OAWH;

* [puBaTtHaa 3aro-cetb — HWKOMY HEe U3BECTHble B KOMMNaHWM agpeca, No KOTOpbiM MepcoHa
perynsipHo BegeT Nepenncky OAvH Ha OOWH;

¢ HeusBecTHble KOHTaKTbl — HWKOMY HE U3BECTHbIE B KOMNaHUWM agpeca, No KOTOpbIM BedeT
nepenucky TONMbKO NepcoHa (B [AaHHOM Crnyvae MnepcoHa MOXET He TOmnbko ObiTb
oTnpasuTenem/nonyvarenem, HO U CTOSATb B KONUN COOBLLIEHNS).

Mpn HeoBXxo4MMOCTM MOXHO MOSYyYnTb CBEAEHUS O NOBeAEeHUN NEPCOH B BUAE OoTYeTa AN neyaTu
nnn coxpaHeHus B chansn.

[ocTynHble AaHHble:

* O nosegeHun BbIGpaHHbIX NEPCOH MO onpeaeneHHoMy NaTTepHy noseaeHus. B otueT nonagaet
CBOAHasi MHopMauusi 0 naTTepHe, CNMCOK COOTBETCTBYHOLUMX MEPCOH M MokasaTenu noBeaeHUs
KaXXgoW MNepCcoHbl: 0COOble KOHTaKTbl, KOMMYECTBO COObITUIA, KONMUYECTBO aHOMasnuih, WHOEKC
ySI3BUMOCTM.

* O noBegeHUM KOHKPETHOM NepcoHbl 3a 45 gHen. B oTyeTe ykasbiBaloTCcA obLiMe cBeOeHUs n
KOHTaKTbl MEPCOHbI, MTHOPMAaLMSA O CTaXE U PYyKOBOAUTENE U UCTOPUSI NOBEAEHYECKMX 0COBEHHOCTEN:

ANHaMMKa NHOeKca ysa3BUMMOCTM U BCE aHOManmu;
OVHaMMKa BHYTPEHHEN/BHELIHEN aKTUBHOCTMU;

ANHaMMKa OTNPaBky U NONyYeHUS HPOPMaLIMOHHBIX OO HLEKTOB;

ANHaMMKa NONyNAPHOCTK;

CMMCOK 0COBbIX KOHTAKTOB: paboyas 1 NnpMBaTHAsA aro-CeTu, HEN3BECTHbIE KOHTaKTbI.

4.4, MuUHMMM3aAUMA pUCKa YTEeUYKUW [aHHbIX NpU  YBOJNIbHEHUM
COTPYAHUKOB

YBornbHAOWNECS COTPYAHWKM MOTYT BblHECTM 3a Mpefefibl KOMMNaHuM OrpoMHOE KOSMYECTBO
BakHOM Ansa 6usHeca nHgopmaummn. Ytobbl omuep 6e3onacHOCTM MOr BOBPEMSA NPUHSTbL Mepbl MO
npenoTBpalleHuto yTeuyku faHHbix, B moayne Dozor UBA nosBunacb BO3MOXHOCTb Ha paHHUX
CcTagusax BbISBMATbL COTPYOAHMKOB, NOBEJEHUE KOTOPbIX JOCTAaTOYHO YETKO yKasblBaeT Ha TO, YTO OHU
cobupatloTcsa yBONbHATLCS.
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[na nonyvyeHusa cnvcka TakMx COTPYOHWMKOB OOCTATOMHO B MHTepdpence cuctembl B pasgene
«Ananua nosegenns (UBA)» HaxaTb Ha BUOXeT «[1pn3Hakv yBONbHEHUS».

Solar Dozor

CNNCOK COTPYHUKOB, NOBeAEHE
KOTOPbIX YKa3blBaeT Ha TO, YTO OHY,
BO3MOXHO, COBMPAIOTCS YBOMbHATHCS

Cneumdmueckoe/HeOpAMHapHOE NoBEfleHNe

PaboTa HOYbIO f ) PaboTa B BbIXOAHDIE AHN
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PucyHok 38. Cnucok COTPYAHUKOB C XapaKTepHbIM

KonwsecTso nepcos: 6 Konwuec

Motpeburenu KO

KonwsecTso nepcor: 17 4 1 Konmsec

NpU3HaKkn yBONbHEHUA

Konuiectso nepcon: 11 a ¢

noseageHUeM

BrewTathmk

BrewTathmk

Beayumi merepxep no pabote c

Kasnavuen

Wioxenep no akcnnyaraumm

KoopauraTtop npeceiinosbix pabor

Koopawmsatop (n/0)

WrxeHep-npoexTMpoBumK

ARMUHUCTPATOP MHOPMAUMOHH

Kaccup

Mexepxep no paboTe ¢ KmeHTa.

Oraen noaaepwKm npoaax

OTaen NoAAepHKMA NPOAANK

pilot-users

pilot-users

pilot-users

Ovaen nopaepmwxm Npoaa

Otaen ynpasnesns npoexTamm

OTaen NPOEKTUPOBAHWA 33WMLLE.

Orpen ynpasnexns npoexTamu

pilot-users

pilot-users

AnA  YBOJIbHAOWUXCA MNepCoOH

KpuTepun, Ha OCHOBaHMU KOTOPbLIX CUCTEMA OTHOCUT COTPYAHMKOB K YBOMbHSOLIMMCS, Oblnu
chopMUpoBaHbl B pesynbTaTe MpakTUYECKUX WCCrefoBaHWn W HabnogeHus 3a noBedeHnem

YBOJbHAIOLWMNXCSA COTPYAHNKOB. K TaKUM KpUTEPUSIM OTHOCATCS:

* [locTeneHHoe NageHne akTUBHOCTM (BHELLHEW UMW BHYTPEHHEN);

e OnTumMmM3aumst Unn cokpalleHne CoTpyaAHMKOM COBCTBEHHOro paboyero rpaduka;

* MosBneHne HOBbIX YHUKaIbHbIX KOHTAKTOB B KOMMYHUKaUNAX;

* [lepenaya HexapakTepHbIX NSt COTPYAHMKA MHOPMALMOHHBIX aKTUBOB;

¢ Hanuume cobbiTnin 6e3onacHoCcTn ¢ TMNOM yrpo3bl «lonck paboTbi».

Takke AN BbISBNEHUST YBOMbHSIOLMXCA NEPCOH MCMONb3YTCA TakMe MNpu3Haku aHOManbHOro
NoBeAEHMS KaK NOsIBIeHNE HOBbIX HEM3BECTHbIX YHUKasbHbIX KOHTAKTOB M HOBbIX HEXapaKTepHbIX Ars
KOHKPETHOro COTpyAHMKA WH(OPMALMOHHLIX 0ObekToB. Hanpumep, 3T aHomanuu GyayT
3aMKCMpPOBaHbI B MOBEAEHUM COTPYAHMKA, KOTOPbIV BAPYF HAa4an cobupaTb He UMEIOLLME OTHOLLEHNS
K ero paboTe JOKYMEHTbI KOMNaHUM U NepechbiniaTb UX HA HEU3BECTHYO CUCTEME INIEKTPOHHYH MOYTY.

Opyroi npumep: coOTpyAHWK OMHAHCOBOro OTAena cryvYanWHO OTnpaBwurl Auv3adHepy OT4eT O
COCTOSIHUM CYETOB KOMMaHunm — Yy AumsanHepa 6OygeT  3adumkcMpoBaHO MNOSIBIIEHWE HOBOTO
MHOPMAaLMOHHOIO obbekKTa.

Takum obpasom, cnyxba 6e30MacHOCTUN CMOXET Ha pPaHHUX CTagusax BbISBIATb Kak pasfnunyHble
HapyLwweHusa B BuaHec-npoueccax, Tak U Criy4YanHyto Uinn yMbILLNEHHYH YTEeYKY AaHHbIX.

O CONAP
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Hauamwue otaena

Ocronmoe

CoOMTHR 1 MHUMACHTN

CoobGusermn

Dadms

Casom

Crmmcn Ixpara

YcrpoRcTsa

Mosenerme u anomanm

Pabouee apemn

PucyHok 39. KapTouka coTpyaHuMKa ¢ Nnpu3HakamMmum yBOJIbHeHUs

O CONAP
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5. KoHTponb pabo4yero BpemeHu

MaccoBbin nepesoa COTPyAHUKOB Ha yﬂ,a]’leHHbIIZ NN OUCTaHUMOHHbIN pPEXUMbI pa6OTbI BbIABUI1
OTCYyTCTBME B OpraHun3aunax MHCTPYMEHTOB 0T06pa)KeHI/19| pa6o'-|el7| AdKTUBHOCTUN COTPYAHMKOB B
pexmnme pearibHOro BpeMeHMN.

OTcyTCTBI/Ie HenocpeaCTBeHHOro  KOHTpONA BedeT K pPoOCTy pPUCKOB I/IH(bOpMaLI,VIOHHOIZ
©e30nacHoOCTK, Tak Kak COTPYOHUKKN, OKa3aBLUMCb B HOBbIX OJ1A cebs ycnoBuax, MOryT coBepllatb
nencrTeus, HanpAaAMyr yrpoxawuine ©es3onacHocTn OaHHbIX opraHn3auunn.

B pesynbTate opraHm3aunm ctann aktTuBHO MHBECTUPOBATL CpeacTBa B cneunann3mpoBaHHble no
ana nonyyeHuna AononHUTe NbHbIX MHCTPYMEHTOB MO ynpaBreHUIo pa6OLII/IMVI npoueccamu.

B Solar Dozor poctyneH yHKumoHan kKoHTponsa pabouero BpemeHn (KPB), nossonstoLumi
onepaTuBHO OLEHUTb MCMOMb30BaHWe paboyero BpemMsi COTpyAHMKaMU U 3PEKTMBHOCTL paboThl
KOoMnaHuu B Lenom. Hanpumep, Tenepb MOXHO OTCNeAnUTb MCNOMb3oBaHNe paboyero BpeMeHU unum
obopyaoBaHUA B NUYHBIX LENSX.

KoHTponb pabouvero BpemeHu paspaboTaH Ons MeHeLKepoB BbICLLUENO W CpefHero 3BeHa,
NMHERNHbIX pyKkoBOAUTENEN, cneumannctoB cnyxt 6esonacHoctn n HR-cneunanmcTos.

Pelwlaemsble 3apgaun:
Y4yeT 1 KOHTPOIb BpeMeHn paboTbl COTPYAHNKOB;
OueHka adhdheKTMBHOCTU paboThl OTAENbHLIX NOAPA3AENEeHNN/KOMNAHNN B LIESNIOM;
MonyyeHne ceegeHUI O NPUMOXEHMSIX, UCNOSb3YyEMbIX COTPYAHUKaMKN Ha paboumx mecTax;
KoHTponb noceLleHnsa canTos.

Mpn ncnonb3oBaHun Bo3moxkHocTen KPB pykoBogcTBO opraHusauum n odmuepbl 6e3onacHocTr
MOTyT:

OnepaTMBHO OLEHWUTb TEeHAeHUMW B paboTe COTPYAHMKOB KOMMaHUM B LENIOM: M3MEHeHUs B
NPOAOIPKUTENBHOCTN paboyero AHs, cobrnoaeHnn TPyaoBOro pacnopsaka;

MNpoaHanuavpoBaTb AENOBY0 aKTUBHOCTb OTAENbHO B3ATbIX MOAPA3AEeNeHuin U COTPYOHMKOB
KOMMNaHWu;

BbisBWTb 3rnoynotpebneHuns: ncnosnb3oBaHme Urp, He4enoBbIX NPOrpamMmm 1 NPOrpamm, HECYLLIMX PUCKU
ans 6esonacHOCTH (Hanpumep, NPUIoKEeHUN ANs NOLKIYEHNS K yaaneHHbIM paboynm ctonam).

nsa atoro B Solar Dozor co3gaHbi:
Pabounn cton «KoHTponb paboyero BpemeHn» (PCKps);
Bknagka «Pabo4yee Bpemsi» rpynnbl COTPYAHMUKOB.

5.1. Pabounn cton «KoHTponb pabouyero BpemMeHU»: npouecc
paboTbl U pewaemble 3aga4mn

Pabouun cton «KoHTponb paboyero BpemeHn» (PCKpB) paspaboTaH onsi pykoBoguTenemn BbiCLLEro
n cpegHero 3BeHa. Ha PCKpB npegcrtaBneHbl 0600w eHHbIE Moka3aTenu paboTbl AenapTaMeHTOB
(nogpasgeneHun, oTAenoB U T.N.) B pa3pese pabodven Hegenu. [py 3TOM MOXHO MOCMOTPETb He
TONbKO NoKa3aTenu BbIGpaHHOWM HEOENN, HO Y X UBMEHEHME MO OTHOLLEHWIO K NpeablayLLen Heaene.
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PucyHok 40. Pabouun cton «KoHTponb paboyero BpeMeHn»

[JeTanbHble faHHble 0 paboyem BpeMeHW rpynnbl COTPYAHUKOB MEHeKep MOXET NMoCMOTpeTb B
KapTO4Ke rpynnbl, HaXaB Ha ee Ha3BaHve Ha paboyem cTone.

5.2. Bknagka «Pabouyee Bpems»: npouecc paboTbl U pelwiaemble
3apgayun

Bknagka «Pabouee BpeMsi» paspaboTtaHa Onsi MMHENHbIX pykoBoguTenen. B Hen npencraBneHbl
AaHHble Mo nokasaTensM paboTbl Fpynnbl COTPYAHMKOB 3a HeAerto U M3MeHeHne 3TUX nokasaTternen no
OTHOLLEHWIO K NpeablayLllien Hegerne. 9Ta MHpopmMaums No3BONUT PyKOBOAUTENIO MOHATD:

e  3aHMmaloTcs N1 ero NogYnMHeHHble NocTaBneHHbIMU 3aaa4aMu;
* EcTb nu TeHgeHummn k HegopaboTkam, nepepaboTkam, Nporynam;

o Cobntogatot nu pabounin pacnopsgok gHS.

/ YOpanneHue GyxranTeporon
Paboriee epema

27 anpenn 2020 3 mar 2020 MCNOPTBCSV W

CPEAHEE BREMS HIARI K OKDHUIHUS Cpespiee paloriee Bpems CPEAHES AKTHEHOE BPEMS CPeAHE HESKTUEHOE BPEMR
paliouero gHn

{94( MuH 5410 muH *2 ic 243( MnH
09:56 - 16:58 e .

0 s fynna a FAND & OHDHURHHE & W CPEOHAR MTMBHOCTE & W 06

15 740
20:02 9415 M 3740 mm

Cr.Byxrantcp pacicTamk

541C ’
1902 54 10mm 15431 sm
Cr. Gyxrantep

18:00 A4 54 My 19435 Mun

Hasannx o1iena Gyxysera

4430 M 17458 mun
1631
byxrantep

2449 mwH 2449 mm

15:54
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PucyHok 41. Bknagka «Paboyee Bpems»
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OTcopTnpoBaB CNUCOK COTPYAHUKOB, MOXHO JIEFKO HaWTK OTCTalOLWMX, Hanpumep, Nno akTUBHOCTW.
Takke MOXHO 3agaTb OAMH WIM HECKONbKO (PUMLTPOB U ObICTPO HAMTM Tex, KTo, Hanpumep,
HegopabaTbiBaeT.

QN0 fpynna 13 240 Mt

.) Kaccup

g 33MeCTUTENb HAUANKHMKA OTAENA

, @
&V Cr.Gyxranvep

0 s

'% 0 M
B byxiantep pacserani 1-0i Kareropun

PucyHok 42. Bknapgka «Paboyee Bpemsi»: COPTUPOBKA MO aKTUBHOCTHU

Mcnonb3oBaHne komOuHauum (*)VIJ'IprOB OTKpbIBaeT HeorpaHn4eHHbleé BO3MOXHOCTU MNOUCKa
HapyLIJI/lTeJ'IeIZ TPyaoBOro pacnopgdaka. Hanpmmep, MOXHO caenaTtb BbI60pKy no COTpyAHUKaMm,
KOTOpble NO34HO HAa4YMHAaKOT K, Npn 3TOM, paHO 3akaH4YMBatOT pa6o‘-||/1|7| OEHb.

5.3. Pabounn cton «KoHTponb paboyero BpemMeHU»: CyMMapHble
noKasatenu AoeATesibHOCTU COTPYAHUKOB KOMNaHUU

Pabounn cton «KoHTponb pabGoyvero BpemeHu» (PCKpB) npegHasHayeH AN MOHWMTOPWHra
KMOYeBbIX MNoKasaTenen AesATeNnbHOCTU COTPYAHWKOB C BO3MOXHOCTBIO CpPaBHEHUS [AaHHbIX 3a

TEKyLY0 U npolweawyo Hegenu. MNpu 9TOM MOXHO NPOBOAUTL aHanu3 MO KOHKPETHbIM rpynnam
(nogpasgeneHuam, rpynnam ocoboro KOHTpons).

( /éwpan paBouuii cTon Koon‘pom.\ ) = }]auwe Ha pabouem cTone Kontpons pabovero Bpemenm 0To0paxainTcn 8 cooTEeTCTRMA C

paBovero spemenn (PCKps) yKa3aHHbIM NEPUoAOM (7 aHed) U NO BIOPaKHBIM rPyNNam NEPCoH (CTPYKTYPHBIM
NOAPA3AENEHMAM KOMNAHWK, Fpynnam ocoBoro KOKTPONA 1 T.n.)

10:50 - 14:04 6452 MuH 34 30 Muu 3421 MuuH

CPRIIEE JXTHANOE BPEWR N0 (PYTINaM KaTerOpmmn NpWAGENIR NO (PYTInas

B Ak ¥ o B ° B B P '®

PucyHok 43. Pabouun cton «KoHTponb pabouyero BpeMeHu»: o6Lnn BUA,

Pabounn cton «KoHTponb paboyero BpemMeHn» oTobpaxaerT:
* YcpedHeHHble AaHHbIE O TOM, KOrga COTPYAHUKM HaYMHANIM 1 3akaH4mMBanu pabory;
¢ CBegeHus 0 cpegHer No KOMMNaHUM NPOAOIHKUTENBHOCTM paboyero OHs Ha HeJene;

+ CpepHve nokasaTeny akTMBHOrO/HeaKTUBHOIO BpeMeHN paboThbl BCEX COTPYAHMKOB 3a HeAento.

Hayvano/okoH4aHue pabo4yeeo OHS — MOMeHm repgo2o/rnociedOHe20 8 cymkax rnepexsama Mooyrnem

Endpoint Agent akmusHocmu Ha paboyel cmaHuyuu (Harpumep, 3arlycka Kako20-1ubo
MPUITOXKEHUS).

AKmueHoe/HeakmugHoe 8peMsi — MPOMEXYMOK 8PEMEHU, 8 mevyeHue Komopoao & Solar Dozor

O CONAP
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rnocmynana/He rnocmynana UHgpopmauyus 06 akmueHbIX rpouyeccax Ha pabodel cmaHUyuU.
CompyOHUK c4Yumaemcsi HeaKmueHbIM [10C/Ie HeaKkmueHOCMU Krasuamypbl U MbIWU 8 MmedYeHue
HEeKomopoeo repuoda 8peMeHU (3Ha4yeHuUe o ymon4aHurw — 15 MuHym, e2o MOXHO Hacmpausameb
om 1 MuH 0o 24 yacos).

[pu y4eme 3a cymku MpoMeXXymKuU akmu8HO20/HeaKmueHO20 8pEMEHU CYMMUPYHMCS.

MOXHO Cpa3y 3aMeTUTb OTKNOHEHNS
B rpachuke, a Takke yBUAETb
M3MEHEHIR N0 CPaBHEHUIO C

npeabiayLien Heaenen

HeakTUBHOCTU COTPYAHUKOB.
MOXHO YBUAETL, CKOMBKO BPEMEHU

B CPEiHEM COTPYAHMKM NpoBenu
33 KOMMbIOTEPOM/HOYTOYKOM.
Tatoke 0TOOpaKaoTCA U3MEHEHUA
10 CPaBHEHWIO C NpeablayLUen

MOHMTOPUHT aKTUBHOCTH / \

1o KOMNaH!y ANKUTENBHOCTH paBoyero
[HA 33 HEAENI, BKIKYaA faHHble 3a
Kaxabli EHb N U3MEHEHWS MO
CPaBHEHWIO C NpeablayLLE Heaenen

MoHuTOpUHr paboyero rpaduka: MOHNTOPUHT ANUTeNLHOCTH
paboyero AHA: CBEAEHUA O CpeaHen

Cpepuxee H')(’-‘M“ HAUANA ¥ OKOHYAHMA PABONEro AHR C penxee p.”\(“l(-‘P apema Henenea'
4 IMoxkasamenu paccyumbI8aiomes Ha
10:50 - 14:04 6452 MuH 0cHO8€ aHHbIX 06 aKMUBHBIX

npoyeccax, 3anyuweHHbIX Ha pabouux
CMaHUUAX COMPYOHUKO8

Cpeapee aKTMBHOE Bpema Cpeanee HeaKTHBHOE BPemMA

3430 MuH ’ 1 3421 MuH

PucyHok 44. PC «KoHTponb pabo4yero BpemMeHU»: nokasatesnu AeATeNnbHOCTU COTPYAHUKOB

Kpome Toro, Ha PCKpB oTobpaxaeTcsa HegenbHasa ctaTuctuka B paspese BbiOpaHHbIX rpynn:

¢ [lo cpegHemy BpeMeHVM aKTUBHOCTW COTPYAHWKOB, BXOASILLMX B TFPynnbl, MOXHO ObICTPO
CpPaBHWUTb AaHHbIE MO aKTMBHOMY BpeMeHU paboTbl COTPYAHUKOB KOHKPETHOM Ipynnbl 32 TEeKYLLYH U
npeablayLLyo Hegenu.

¢ [lo NpunoxeHusimM, KOTOpble MCNONb30BaNMN COTPYAHMKN, BXOASLLME B IPYNMbl: MOXHO MONYyYNTb
obLiee npeacTaBrneHne 0 TOM, C KakuMu NPUINOXKEHUSIMU paboTatoT COTPYAHWKM TON U MHOW rpynnbl.

OnepaTHEHAs OLEHKA ¥ CPABHEHME:
CpepHee aKTBHOE BPEMH N0 TpynNam CpeaHue AaHHble (B paspese rpynn
NEPCOH) N0 8KTUBHOMY BpEMEHY paBoTs!
s 4 Hago, & Oworiaime & Cpeance kmioHoe npews 3 3a TekyLLylo ¥ NpeablAyLLYIo Heaenu.

4442
Lenkiys no Ha3eaHuIo 2pynnbi, MOXHO

NEPENMU & KAPMONKY epynnb! U NOMYNUMG
8 mim Gonee demantHyio UHGHOPMaLUI0

KaTeropus npunoxerui no rpynnam

Pabome npoueccst 01:47:04

TexcTosme PERAKTOPL M NPOCMOTP OKYMEHTOR 00:35:49

Monyyenne obwux ceegeHni o
OeNoBbIX U HeleNOBbIX aKTHBHOCTAX
COTPYAHWKOB: CPEHNE AaHHbIE (B 04:3732
paspese rpynn NepcoH) no
MCNONB30BaHWI0 NPUNOKEHNIA. 00:02:15

Uenrye no HASEaHUI 2pynnbl, MOXHO
nepedmu & KapmouKy 2pynnki U nonyNums
Bonee demanbHyio URBOPMALUD

Ynpasnenme daitnasu

Ipadhusieckise penaKTOph!

PucyHok 45. PC «KoHTponb pa6oyero BpemeHW»: HefernbHasa CTaTUCTUKa B pa3pese rpynn
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5.4, KapTouka rpynnbl: cBeAeHUss O [OeATeNIbHOCTU Trpynnbl
coTtpyaHukoB Ha APM
Bo Bknagke «Paboyee Bpems» MOXHO NMPOCMOTPETb AaHHble (3a Heaern) o ToM, Kak paboTatoT

COTPYOHVIKU TPYMMbl: CKONBbKO BPEMEHU TPATAT; Kakue MpUNOXEeHUS UCMONb3YIOT; Korga HauvHaT U
3aKkaH4MBaloT paboTy.

OBLwue nokasateny AERTENLHOCTH
PaBiouee Bpems rpynnbl COTPYQHUKOB

20 anpens 2020 26 anpens 2020 MCNOPTBECSV V-

Cpeanee Bpems HaNIa ¥ OKOHYAIHUA Cpeanee paboyce spems Cpeanee aKimBHoe Bpems Cpeanee neaKimsHoe Bpems
pabosero aus

5421 MmuH $21 08 2419 MuH 19 Mens 342 mMmuH

10:46 - 14:39

4 nm 8 st
Byxranrep

44 mnn 44 s
3aMECTUTENL HAUANKHIUKA OTAENA

44927 mm 17448 min
Hasanwsuk oTnena Gyxyuera

56 mmn 1452
Kaccup

45 2416 mn
CT HOPMUPOBU MK

PucyHok 46. KapTouka rpynnbl, BKnagka «Paboyee Bpems»: KOHTPOJIb pabo4yero BpeMeHu
rpynnbl COTPYAHUKOB

Kpome 6noka ¢ obwumym BpeMeHHbIMWM nokasaTensmu rpynnbl («CpegHee Bpems Hadana wu
OKOH4YaHus1 paboyero gHa», «CpegHee paboyee/akTMBHOE/HEAKTUBHOE BPEMSI»), HA BKINadKe nMeeTcs
6nok «lepcoHbl/IpunoxeHnsa» co CTaTUCTUKOW MO COTPYyAHMKaM/Mpunoxennsam. MNpocmMoTpeB aTu
AaHHbIE, MOXHO Y3HaTb CTaTUCTUKY NO:

*  KonuuectBy paboumnx 4acoB Mo Kaxgomy COTPYAHMKY;

*  Mcnonb3oBaHUIO MNPUMOXKEHUA W KONMMYECTBO MNPUMOXKEHUA, HE OTHOCALLUMXCA K OeroBOu
aKTUBHOCTMU, MO KaXXOOMY COTPYAHUKY;

¢ Havany v okoH4YaHuo paboyero OHsi Mo KaXaoMy COTPYOHUKY.

Bug MepcoHbl — CMMCOK COTPYAHUKOB FPynnbl C MOKa3aTeNsMuM MX aKTMBHOCTU 3a BblOpaHHY
Heaento. 3anncb 0 COTPYAHUKE MOXHO pa3BEPHYTb M MOCMOTPETb CMMCOK MPUITOXEHWI, B KOTOPbIX 3TOT
coTpyaHuK paboTan. C nOMOLLBb (OUNBTPOB MOXHO JENKO Cy»KaTb BbIOOPKY U HAXOAUTb COTPYAHMKOB,
KoTopble HegopabaTtbiBatoT/nepepabaTbiBaloT, HE NpUAEPXKMBaOTCA paboyero rpaduka u 1.0.

Bua MpunoxeHuss — CNMCOK MPUMOXEHUIA C MoKasaTensiMuM akTMBHOCTM paboTbl B HMX 3a
BblOpaHHyt0 Hegento. 3anucb O NPUIOXKEHUN MOXHO Pa3BEPHYTb Y MOCMOTPETb CMIUCOK COTPYAHUKOB,
KOTopble paboTanu ¢ 3TUM MPUIIOXKEHNEM.

O CONAP
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MpuUMep HCNONLI0BaHUA DUNLTPOE: |
ONPEAENNTL, KTO U3 COTPYAHMKOS
HayuHan paboTate nocne 12 yacos, a
3aKkakumsan ¢ 16 go 18

Cexperaps ynpanaeise xosobecnesems

IHANLHIK OTAENS [NABHOIO WoKenepa

PucyHok 48. KoHTponb pabo4yero BpemMeHu rpynnbi: NpMMep Ucnonb3oBaHus GpuUnbLTpoB

CeepneHusa o pabovem BpeMeHMu rpynnbl COTPYAHUKOB MOXHO 3KCMopTMpoBaThb B dann gopmarta
CSV. C noMoLLbIO 3TMX BbIFPY30K MOXHO CTPOUTb OTYETLI MNO:

¢ [MpunoxeHusam no gHsSM/CymMMapHO 3a nepuog;

e Pabounm gHsim 3a nepuoa: aHanor Tabensi.

5.5. KapTouyka coTpyaHuKa: cBeAeHUA O AeATEeNIbHOCTU COTPYAHMUKA
Ha paboyem mecTe

B kapTouke coTpyaHMKa MOXHO MPOCMOTPET:

¢ CymmapHble 3a KOHKPETHbIV AeHb U NepUoS CBEAEHUSI O TOM, CKOJIbKO BPEMEHW COTPYAHUK
TpaTUT Ha paboTy;

+ Ton-5 kaTteropuin NpUMNOXeHUN, KOTOPblE MCMONb30BaNNCb COTPyaHUKOM 6Gonblue Bcero (3a
AEeHb UNn nepvog);

¢ [leTanbHylo CTaTUCTUKY MO MCMONb30BaHUIO COTPYAHUKOM paboyero BpeMeHu: noApoGHble
[AaHHble 0 BPEMEHW, NPOBEAEHHOM KaK B NMPUIOXEHUSIX, Tak U B UHTEPHETE (3a AeHb UK 3a nepuon).
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,D,aHHbIe OTO6pa)Ka}OTCFI KaK B TEKCTOBOM Buae, Tak U B BUOEe OAunarpamMmm, rge nepmoabl paGOTbI
NEepCoHbl B KOHKPETHOM TMPUIIOXEHUN TMNpeactaB/ieHbl KaK BpeMeEHHblE OTpe3KU, BblAeJeHHble
onpegeneHHbIM LIBETOM.

MO3HO MONY4MTE CTATUCTUKY 38 SE€HE:!
- BPEMS, NPOBEAEHHOE NEPCOHON BO BCEX MPUMOKEHNAX;
- BPEMS, NPOBE/IEHHOE NEPCOHOIA B CETU VIHTEPHET

MoXHO nony4uTL AeTanbHbie
CBEEHNA 3a KOHKPETHBIN AEHE UNK
obLve naHHbIe 3a nepuon

MoixHo BbIGpaTh pabouyto CTaHLMI0.
(1) AKTMBHO TOITBKO NPH MCNONB30BAHUK NEPCOHOR
Hecxonbkux PC B geHb/3a nepuoa

Ommmbort g G Onpuis deecd e Cope opiony | Ras

(—

B Ak ¥ & B ° H © R P

HeakTeHOE BpeMa
2 (paboyas cTaHuma
BbIKNKYEH, HET
AaHHBIX OT areHTa
nT.a)

AKTWBHOE BPEMA - Nepros padoTs!
MEPCOHbI B KOHKPETHOM NPUNOKERUN
(B faHHOM cny4ae B Yandex browser)

PucyHok 49. CtatuctMka 3a AeHb: BpeMmsi, npoBeAeHHOe COTPYAHWUKOM B MPUIIOXKEHUAX
(BBepxy) U B UHTEepHeTe (BHU3Y)

5.6. KoHTponb paboyero BpeMeHU: OCODOEHHOCTUM opraHusauum
AocCcTyna K AaHHbIM

HacTtponkn KPB no3BonsaloT 3agaTb OOCTyN Mofib3oBaTenien K OaHHbIM O paboyem BpeMeHU
CcOTpyAHMKoB. MOXHO 3apaThb:

e  OrtcyTCcTBME OOCTYNA K AaHHBIM O pabo4em BpeEMEHU;

¢ [lonHbI gocTyn K AaHHbIM O pabo4eM BpeEMEHU COTPYOHWKOB BCEX rpynn (nogpasgeneHuin,
rpynn ocoboro KOHTPOns 1 T.M.);

¢ [JlocTyn kK AaHHbIM 0 paboyem BpeMeHu COTPYAHUKOB TOMbKO OnpeaeneHHbIX rpynnm.

Mpn aTOM MOXET ObITb 3a4aH NOSHbIV UITM OFPAHUYEHHBI OOCTYN K AaHHbIM [locbe. OrpaHnYeHHbIN
pocTtyn k [locbe npegnonaraet, YTo nonb3oBaTento OyayT BMAHbI TOMbKO KpaTkMe CBedeHust O
COTpyAHMKaX 13 rpynn opraHnsaumoHHo-wWTaTHon cTpykTypbl (OLWC). JocTyna k nepenucke, rpynnam
0cob0ro KOHTPOMsl, KOMMyHUKauMamM M cobbiTuAM, npaBuiam NONMTUKX ANSA rpynn, CBEOAEHUSM O
nosegeHun n gpyrmm obbvektam [Jocbe He Byaer.

Tak MOXHO opraHu3oBaTb OrpaHMYeHHbIV AOCTYMN K AaHHbIM, Hanpumep, ans cneunanuctoB HR-
cny>x6bl KOMMaHWK: TONbKO KpaTKMe CBEeAEHUsI O COTPYAHMUKax onpeaeneHHbix nogpasaenexHuin OLLC,
BKIOYas AaHHble 0 paboyeM BpeMeHMU STUX COTPYAHMKOB.

O CONAP




I SOLAR DOZOR 8.0 WHITE PAPER

Monb3oBaTenb MOXET NpocmMaTpuBaTh
TONBKO 06LLME AaHHbIE COTPYAHWKOB
ykasanHbix rpynn OLWC, Bkntoyan
CBEAEHUA 0 paboyem BpeMeHH.
[R— e [Mpw aTom gocTyn K rpynne oco6oro
KoHTpons Ha yBonkHeHue oTCyTCTBYET

Jloctyn k pasaeny @ Paspeweno @ Her gocrynal @ JloCTyn TOABLKO K FPYTNam OprcTpyxTyphl l

Mapons NoaTop naponsn

INEKTPOHHARA NOYTA

Jantbie No pabouesy BPEMEHN A0CTYNH TONLKO AAR TPyNn

Ha yaonbwenne X | focmmia x | Oraen noarotosxs gokymenTadins X | OTAGA TeXHIYECKOTO KOKTPORR X

'pynni| NepcoH, no
KOTOPBIM MOXHO
0706pa3nTb AaHHbIE Ha

paboyem crone KoHTpons

paboyero BpeMeHu.

(1) OtoBpaxeHs! yayT
/AaHHbIE TONBKO TeX rpynn,
K KOTOPLIM Y nonb3osaTens
€CTb A0CTYN

Doctyn k KPB +
OrPaHU4EHHbIA
gocTyn k flocke:
KpaTKu1e CBEAEHMA 0
NepeoHaXx, faHHble 0
pabouem BpeMeru

DocTynHbl
TOMBKO
PaBounit
cron KPB
v Jocke

OrpaHryeHHbIi 0CTYN K
Pocke: Toneko rpynnel OWC

PucyHok 51. OrpaHuyeHHbI AOCTyN K AaHHbIM cucTtembl ansa HR-cneumnanucra
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6. Pa6ota B TepputOopManbHO pacnpenerieHHOM
pexume

Odmuepam GesonacHocTi, paGoTaloWwmMM B TEPPUTOPUANbHO pacnpedeneHHbiX opraHm3auusix ¢
GonblUO (UNManbHOM CETbI 3a4acTyl CIOXHO YBUAETb MONHYK W aKTyarnbHYH KapTUHY
npoucxoasLLMX MPOLIeCCOB BO BCel opraHusauuun. Yacto umerolmecs AaHHble Mo dunvanam
dparMeHTMpoBaHbl, OTPaXXatoT COObLITUA PETPOCNEKTUBHO UMK C 3aePXKKOW MO BPEMEHU. TO MOXET
NPVBECTM K 3ano3aanoi peakuun Ha MHLUMAEHT UMy OLLIMGOYHbIM peLLeHraM No ero otpaboTtke. Bonee
TOro, WHUMOEHT MOXeT 3aTparvBaTb COTPYAHWMKOB HECKONbKMX (UNManoB, HO OOHapyXuTb WX
NOTEHUMNANbHO HE3aKOHHYHO CBSI3b C MOMOLLBIO NOKambHbIX MHCTaNNAUMin DLP-cucTeMbl — CnoXHas v
TpyaoeMkas 3agava.

Ona peweHna atux npobnem co3gaH moaynb MultiDozor. OH o6beguHsieT pas3poO3HEHHLbIE
nMHcTannauumn Solar Dozor B €AnHYI0 NTOrMYECKYH0 CTPYKTYPY, Npeaoctaenas oduvuepam 6e30nacHOCTM
NPUHUMNNANBHO HOBbIE WHCTPYMEHTbI M BO3MOXHOCTM And obecneyeHus MHGOpMaLMOHHON W
3KOHOMMYecKon BesonacHoCTM opraHn3daumun. Hanpumep, MultiDozor no3BonseT B pexume pearnbHOro
BPEMEHU LIEHTPann30BaHHO KOHTPOMMPOBATb MPOLIECCHl, MNofydYaTb aHanuTUKy W OCYLLEeCTBMATb
MOHUTOPUHI rpynn ocoboro KOHTPONS B paspes3e BCeW opraHus3auum. He meHee BaxkHasi pyHKUMS,
KOTOpYH HE MOryT npenoctaBuTb apyrme DLP-cucTembl — CKBO3HbIE paccriefoBaHUs No BCen ceTu
dunmanos.

6.1. ApXUTEKTYpHble cxeMbl paboTbl MultiDozor

®yHkunn MultiDozor moryT ObITb akTMBMPOBaHbI B pasnuyHblix UT-nHpacTpykTypax ¢ pasHbiMn
TpeboBaHusMn k 06paboTke, XpaHEHMIO N Nepedadve AaHHbIX.

MoaaepxuBatoTCcs crneayloLlme apxXUTeKTYpHbIE CXEMbI:

o CoobLeHns moryT obpabaTtbiBaTbCs U XpaHUTbLCA NokanbHO B omnmnanax. MNpu atom paboTta ¢
AaHHBbIMW OCYLLECTBIAETCS Kak C eANHbIM LienbiM;

o CoobLeHnss MOryT XxpaHuTbCa W obpabaTbiBaTbCs LEHTpanuM3oBaHHO. Hanpumep, npwu
NCnosnb30BaHUM O6LLLEN KOPNOPaTUBHON NOYThI;

¢ Yactb coobueHnit MoxeT ObiTb OBWMMK ONA opraHu3auuun, gpyras e WX 4YacTb MOXeT
obpabaTtbiBaTbCA B hmunmnanax u 3aTemMm nepegaBaTbCs B 06N LEHTP 06paboTKn OaHHbIX.
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PucyHok 52. OauH u3 BapmnaHToB KOHdurypaumm MultiDozor

6.2. Pabouue cTonbl pykoBoauTEenNs U aHanuMTUKa

Ha pabounx ctonax pykoBoguTensa n aHanutuka npu nogkntoyeHnn mogyns MultiDozor BO3MOXHO
npocMmaTpmBaTtb CTaTUCTMKY OUIIMAnoB, WHTepecylowmx oduuepa 6esonacHoctn. [Mpu BbIGOpe
dunuanos MHpopmaumsa Ha pabounx cTonax nepectpanBaeTcs B COOTBETCTBYIOLLMX pa3pesax.

PucyHok 53. OTobOpaxkeHue AaHHbIX HA pabo4yeM cTosie pykoBoauTtens npu Boibope domnuana
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PucyHok 54. BnusiHue Bbibopa cdunuanoB Ha oToOpaxeHue AaHHbIX Ha pabo4yem cTone
aHanuTuka

6.3. PasrpaHnyeHue npaB pgocTtyna odwuuepoB 6e30MacHOCTU K
cucteme

MpaBa goctyna K AaHHbIM pacnpedensioTcs Kak Ha obLleceTeBOM ypOBHE OpraHn3aumm, Tak U Ha
ypoBHe nokanbHon cetn dmnmnana. Odwmuep 6e3onacHoOCTM, B 3aBUCMMOCTU OT YPOBHS OOCTYMa,
MOXeT paboTaTb B CUCTEME:

o C paHHbIMK BCEW OpraHM3aumy;

o C AaHHBbIMN HECKOJSTbKMNX (*)I/IJ'IVIaJ'IOB;

~

o C paHHbIMM KOHKPETHOro dunuana.

O CONAP
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BuiGpats BCe

[CJCJCJJR]]

PucyHok 55. 9nemeHT BblGOpa chunuanos

6.4. Pabota ¢ coobweHnsasmMu, coobITMSAMU U MHUNOEHTAMN B CeTHU
¢unmnanos

e [ouck n paboTa ¢ COOBLLEHNAMUN, COBLITUAMUN N UHLIMAEHTAMM OCYLLIECTBNAETCA NO dunuanam
B 3aBMCMMOCTM OT NpaB JocTyna oguuepa 6esonacHocTy;

buicTpsii nonck

A vty DA< 1 C 1ekcrom

B nepenuncke Mexay
£ A6a6K08 Apocnas Haymosuy x

Mepuon Bpemern ) B nepenucke Mexay

£ AGatKoB Apocnas Haymosiy x

Nepuon Bpemexn T -

OpraH13aumoHHbie eauHLb Teepckoit unman x

OpPraHn3aLUMOoHHDIE EMHULIDI

PucyHok 56. Bbi6op hunuanoB npu BbINOMHEHUN GbICTPOro Nomucka

e [lpnHagnexHocTb coobLeHnin, cobbITUA U MHUMAEHTOB K hunnanam otobpaxaeTcs Kak B UX
KapTo4kax, Tak U B pe3ynbTaTax MOMCKOBbLIX 3anpoCoB.
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CooBuieHue
OpraHnzaunoHHble eguHnuel.  Mockea

e ] torsevs s | e s

BynaTOB BJ'Ia,D.MI\-’IIrIp Ne0HUA0B.. 17.01.2020 16:09
(@mzprogress.ru 17.01.2020 16:09
15 KB
@ ,D,yﬁMHKMH BceBonon BEHE,ELMKTOBM‘-I
vv.dubinkin SS.IU

YTOUHEHME 0 NOPALKE NPOBEAEHMA paBoT

TekcT coobujedus

AHaNW3KUpyR NepefaHHble MHe (Parnbl, MOry CKa3aTk, YTTO He BCE BbI10 NOHATHO, 3 HEKOTOPbIE MOMEHTbI Bbl3bIBanK ¥ MEHA N0B0AbHO BGONbLLIOE KONWYECTBO BONPOCOB. MpoLwy
MO3BOHWTL MHE MO BO3MOMHOCTH NOCKKY B COLCETAX ﬂGGDb\ﬂ LeHb! [lentock NoAe3HOR MHDOPMALMER N0 TIAM MEHEAMMEHTY. A GbiN HA OQHOLHEBHOM TPEHWHTE MO 3TOA TEME.
KpaTKWiA KOHCNEKT BbINOXEH Ha HallemM NopTane. Ana MeHa Qf)quHWE NpUrogunoce, NO3TOMY A 6y,1y Pag, ecni OHO OKAMETCA MNONE3ZHBIM KOMY-TO ELLE.

PucyHok 57. OtoOpaxeHue cBeAeHUM O MPUHAAJIEKHOCTU COoOOWeHun K dunuanam B
KapTo4yke cooOLeHuns

6.5. PopmMmmpoBaHue OTY4ETHOCTU

¢ [lpn co3pgaHun TakMx OTYETOB, KaK CTaTUCTMKa NO agpecam, OTYeT B BMAE CrMCKa, CBOAHbLIN
OTYET MO MHUMAEHTaM, TeNNoBas kapta KOMMyH/Kauuin, oduuepbl 6e3onacHOCTM MOryT BblbpaTb Te
dunmansl, N0 AaHHbIM KOTOPLIX cregyeT chopMmMpoBaTh TPEOYHOLNNCS OTYET;

e  WHdopmauuss O npuMHAANEXKHOCTM COOBLLEHUA, COObLITUA W WMHUMOEHTOB K dounvanam
oTobpaxaeTtcs B nHTepdence nevaTHbIX POpM OTYETOB.

0 MHMACHTIM

Haizasme oTHeTa

Tlepmon opemeim

OpPraHM3aUMOHHEE EANHULE

DopMar oTyeTa 2 ror

W BLINONHHTE 10 PACIHCIHNG

B Ompaoxa

B Veepomaesne

Cpox xpancrins

PucyHok 58. Bbi6op dhmnuana npy nocTpoeHMn CBOAHOIO oT4yeTa No MHUUAEeHTaM

6.6. PaboTa c rpynnamm oco60oro KOHTpons

¢ MOHUTOPWHT rpynn 0coboro KOHTPOSS OCYLLECTBISIETCS B KaXAOM dounuane oTaenbHo;

¢ BugumocTb rpynn ocoboro KOHTpons M npaBwuil NOnMTUKM Ge3onacHOCTM Ans 3TUX rpymnn
orpaHv4MBaeTCs B COOTBETCTBUU C NpaBamMu foctyna oduuepor 6e3onacHOCTy.

O CONAP
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PucyHok 59. PaboTta ¢ rpynnamm oco6oro KOHTpons B pa3pe3ax dunuvanos

6.7. Pa6boTa c jocbe U nepcoHamu B ceTu chunmanos

* B kaptouykax nepcoH oTobpaxaeTcsa MHdopMauusa O NPUHALSIEXXHOCTU K COOTBETCTBYHOLLMM
dmnuanam;

by6HoB Bsyecnas Camynnosuy

3amecTutens HauaNbHKUKa OTARN3
Oraen npogas

CankT-Netepbypr

R s

by6ros Bauecnas

Camynnosmu

MocTasuTs Ka KoHTpOML

10 Asr 2016 21053 Mes.

3amecTuTens HauanbHuKa oTaena

Canxr-NerepGypr

10 Aar 2016 3 ropa 7 mec

PucyHok 60. OToGpaxeHne Ha KapTo4kax MepcoH cBeAeHWUN O chunmanax, B KOTOPbIX OHU
YncnaTcA

* [Joctyn odumuepoB GesonacHocTu, paboTarowmx C OaHHbIMW TOMbKO CBOMX UNManoBs, K
AaHHbIM NEPCOH 13 APYrMx oMnmManos opraHn3aumm orpaHMYnBaeTCs obLMMN CBEAEHUSMM.

O CONAP
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PucyHok 61. [locTyn K AaHHbIM NEePCOH, YUcnswmnxcs B dpunmanax, oTiMYHbIX OT AOCTYMHbIX
COTPYAHUKY CIyXObl 6€30nacHOCTU

6.8. HacTtpouka NOSINTUKKN Ge3onacHocTH ] pabota ¢
MHOPMaLUOHHBLIMU OO bLEKTAMM:

Monutuka Ge3onacHOCTUM HacTpamBaeTCs LEeHTPanu3oBaHHO M pacrnpocTpaHsaeTcs no dunvanam
nocne ee NPUMEHeHUS.

Monutuka / Ycnosue / Yenosue ans Tsepckoro unvana

Coxpauuto [lo6asuTb ycnosue

Teepckoin comnuan

PucyHok 62. HacTpoiika ycnoBusi NONUTUKN 6e3onacHOCTU AN NpuMeHeHuUsa K ounuany

Mpy 3TOM MOXHO HacTpPouTb crneunduyeckne nNpasuna NONUTUKK ANs onpeaeneHHbIX hunmanos.
HactpanBaioTcs kak o6wime No opraHusaumn AeTekTMpyeMble WHOPMAaLMOHHbIE OBBbEKTbI, TakK U
NHOPMaLMOHHbIE 06BEKTLI, cneumduryHbIe AN onpeaeneHHbIX unmarnos.

MNPHBSIKS K ODFAMMIILIONNLIM CINHMLIM
© Npuweses nonumaey
Kanpet | HR

Tmunan xapTouka

WUndropMaumoHHBIH 06 BeKT
"lratHoe pacnucanue”
ACTEKTHPYETCA B TBEPCKOM
cunuane u B UeHTpe

Mpwsas 0 yTeepxaesmm_

Peome

I3epcand Quaman s ¥
AHTaTHOE pacnMCanme - _ |
Mipwaas © CTPYNTYPE  AMOANOCTHOM B

PucyHok 63. HacTpoika nH¢gpopmaLmoHHOro o6bekTa Ansa ncnonb3oBaHus B counuanax

6.9. YnpasneHue Dozor Endpoint Agent

Buanmoctb rpynn Dozor Endpoint Agent n gaHHbLIX areHTCKUX MpUMoXeHWn orpaHuyMBaeTcs B
COOTBETCTBMU C NpaBaMu A40oCTyna oduuepa 6€30nacHOCTU K AaHHbIM (hmnmanos.

O CONAP
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YnpaeneHue Dozor Endpoint Agent MOXeT BbINOMHATLCA Kak LEeHTPann3oBaHHO, TakK U foKanbHO —
YNOMHOMOYEHHbIMM crieunanuctamm cnyxbol 6esonacHoctn nnu UT-nogpasgeneHvss B KaxgoMm M3
dmnranoB opraHn3aumn.

Paspewm s asToaoGannenme Cramumi B
rpynny

Uewtp

Habop aucTpubytrace

YcraHosxa

10.201.2857

PaGoTaet Teepcxoit

10.201.29.234 =
PaGoraer

10.201.29.235 A
Pabotaer Tynbcxmin

PucyHok 64. HacTponka areHToB, pa3BopaiMBaeMbIX Ha TeppuTOpUanbHO pacnpeaeneHHbIX
TeXHU4YECKUX pecypcax opraHusaumm

6.10. MOHVITOpMHI' TeXHUNYEeCKOro CoOCtosiHnsA cMctembl

[ns npoBepeHns TexHUYecKoro obcnyxmBaHuss U BbiBNEHMS npobnem B paboTocnocobHOCTH
TEXHUYECKNX PECYPCOB TeppuTopuanbHO pacnpegeneHHon cuctembl Solar Dozor pobasneHa
BO3MOXHOCTb Bblbopa AN MOHUTOPUHra TOMbKO TEX TEXHUYECKUX pPecypcoB (bunmanos, KOTOpble
WHTEpeCyloT OTBETCTBEHHOIO creumanucTa.

Morropure

MoKHTOpHMr PaBoTocnocoBHOCTH yInos
CHCTEMBI, PASMELICHNBIX KaK Ha oBwnx
main x y Pecypeax, Tax W B NOAKNAcTEpax

v Dbwpwe pecypcs
ain
v Jarauewtp_Teeps
doc004
doc003
» Tynsckwit nogrnacrep

doc005

PucyHok 65. MOHUTOPUHI TeXHUYEeCKOro cocTosiHusa cuctembl Solar Dozor, pa6oTatowen B
TeppuTOpUarnbHO pacnpenerieHHOM pexume

O CONAP
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PucyHok 66. PacwumpeHHble HacTpouku Solar Dozor

MoBbiweHne 6e3onacHocT DLP-cuctemsbl

Tak kak y Ub-aHanuTukoB 1 agMuHucTpaTopoB DLP-cucTteM ecTb JOCTYN K KPUTUYECKUM AAHHBIM
nepenuckn COTPYAHWKOB OpraHu3aLmmn, NoTeHUManbHO OHU MOTYT MCMOMb30BaTh UX B NINYHbIX LENsX,
BHOCUTb M3MEHEHUS U BNUATb Ha XOf paccrnefoBaHuii. [Ins CHWxXeHus 3Tux puckoB B Solar Dozor
peann3oBaHbl WHCTPYMEHTbI MO MOHWUTOPUHIY [OEWCTBMIA nonb3oBaTene u rmubkas cucrtema
ynpaeneHusi, NO3BOSSIOLLAsA NErko co3aaBath U yaanaTb y4eTHbIe 3anucu.

MopopepxuBaeTca rpaHynMpoOBaHHOE YynpasneHue AOCTYMNoOM, pasrpaHuydMBalollee npaBa Ha
oTAenbHbIE pa3gernbl MHTepdenca, 00bekTbl N PYHKLUMM CUCTEMBI.

B koHdurypaumm Solar Dozor MOXHO HacTpouTb BXO4 B CUCTEMY B pexunme ABYXAAKTOPHOM
ayTeHTMdMKaumm ¢ MCnorb30BaHMEM BPEMEHHONO Naponsd, KOTOpbIM OEWCTBYET B TEeYEHMEe OOHOW
MUHYTbl U reHepupyeTca B MOBUMbHOM MpUMoXeHun. Ona nonyyYeHus BPEMEHHOrO Maposis HYyXHO
BOCMOMb30BaThCA  NOOLIM MOOUITbHBIM ~ MPUIOXEHNEM, NOAAEPXKMBAKOLWMM  anropuTm
ayteHTndmkaumm TOTP. lMpn nepsom Bxoge B Solar Dozor cuctema dopmmpyetr QR-koa, npu
CKaHMPOBaHUN KOTOPOIrO reHepupyeTCs OAHOPAa30BbIV Naposib AN 3alMLLEHHOro BXxoda B cuctemy. B
AanbHenwem ckaHvposaHve QR-koga He TpebyeTcs, nonb3oBaTternb OyaeT nonyyaTb OAHOPA30BbIV
KOA B NPUIOXEHUMN.

[na MynbTMOOMEHHbIX KOMMaHUW peanni3oBaHa ayTeHTUUKaums nonb3oBaTenien no NpoToKoNy
LDAP c BBOOOM JIOMMHa 1 Naporsis.

B cucteme peanusoBaHa 3awmta oT nepebopa naponen B npouecce aBTopu3aunm nonb3oBaTtens.
Y4yeTHasa 3anucb GnokupyeTca nocre Tpex HeyAauyHbiX MOMbITOK BBOAA Mapbl NOrMH-naponb. Bpems
OrOKMPOBKN YYEeTHOM 3anucuM W MNepuoAd, 3a KOTOPbI MOACHMTBLIBAIOTCS HeyAayHble MONbITKN
ayTeHTUMKaLMM MOXHO HacTpouTb B pasgene besonacHoCTb.
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Solar Dozor

53

Korspwnr ypausen

PACMDEN S 04E 1OCTIOMOL Koudmrypaums / Yaen

Besonackocts

HTA
MUHUMANLHAR AAMHA NAPONA

MaKCHMARbHaR JUIMHa Napons (2-512)

MUHAMANbHAS ONYCTHMAR CAOKHOCTD Napons (2-10)
B /1sofroe nNone Ans BBOAA Napons

0HOPA30BbIA NAPONb:
¥ /iByxdaKropHan ayTeHTHUKALMS

Bpems GROKAPOBIN YUETHOR 33MMCH NOCAE HCUEPNAHUR NONBITOK BXOAA, MMH

11EpHON BPSMEHM, B TEUEHHE KOTOPOTO NOACHMTHIEIIOTCR HEYNAUHBIE NOMBITKA 3y TEHTHOMKALAK, WHH

o
m
°
]
(o}
=
k-7
»
..}
2
24
a

B Jlomennan ayTenTduiams Yepes Kerberos

UnenTudmiatop Cryw6i Kerberos (SPN)

PucyHok 67. Peanusauua asyxcaktopHon ayTeHTUMKauum B Solar Dozor

Bnarogapss aTOMy MOXHO oOnepaTtMBHO  OMpeaennTb W YCTpaHUTb  Npobnembl  C
noctynneHnem/obpadotkon Tpadmka, YTO BaXHO AN KOHTPOSNS W NpenoTBpPaLLEHUsa  yTeuKu
NMHPOPMaLMM U3 BHELLUHEN CUCTEMBI.

AyauT gencTBmi nonb3oBaTenen cucTeMbl

JKypHan pgenctBui nonb3oBatenen Solar Dozor cogepXuMT MakcMmanbHO AeTann3anpoBaHHble
3anucu 0 ToM, KTO, Korga u 4to genan B cucteme. OTO NO3BOSSET pelwnTb Npobnemy «HabnogeHns
3a HabnogatensaMmy, Korga Hy>XHO KOHTPONMPOBaTb AENCTBUSA Kak KOHKpeTHbIX MIB-cneunanucTos, Tak
n Bcex nonb3osaternen Solar Dozor.

CucTtema nogaepkvBaeT OTNpaBky yBeAOMIIEeHWI, cpabaThiBatoLLyto NpW 3a4aHHbIX YCNOBUSIX, YTO
no3BonsieT onepaTtMBHO pearMpoBaTb Ha  HedonycTUMble  OEWCTBUS  Morfb3oBaTenen U
MUHUMW3MPOBATL HEraTMBHbIE NOCNEACTBUS.

UnTepdhenc ynpaBneHuns KoHdurypaumen

Solar Dozor obnagaeT WnpoKMMU BO3MOXXHOCTAMW UArHOCTUKU U aAMUHUCTPUPOBAHUS, HACTPOMKU
1 NpoekTnpoBaHns. bonbluas YacTb onepauun no o6CnyxmBaHMO CUCTEMbI U MOHUTOPWUHI COCTOSIHUSA
OCYLLECTBIISIETCA C NOMOLLLI0 BeG-UHTepdenca. HyXHbih napamMeTp HACTPOMKN MOXHO FEerko HanTu ¢
MOMOLLIbIO UHTYUTUBHOW rpynnUpOBKN 1 BbICTPOro CKBO3HOIO noucka.

MopaynbHas cTpykTypa Solar Dozor no3sonsieT HacTpanBaTb NPOM3BOAUTENBHOCTb, HAOEXHOCTb U
CKOPOCTb paboThbl B 3aBMCUMOCTU OT MMEIOLLMXCA 3agad, obopynoBaHusa 1 Tpadmka, a Takke nsberatb
edNHON TOYKM OTKasa. [ocTyrnHa TOHKas HacTpomMka — MOXHO W3MEHATb Takue TexHU4eckune
napamMeTpbl Kak Harpyska Ha ceTb, Ha CPU n GPU, pacnpegeneHne Harpysku Ha y3nbl U T. 4.

Ob6bepuHeHne cepBepoB B rpynnbl U oToOpaxeHue nHopmaumm o paboTe rpynn cepBepoB

B cucteme MoxHO co3gaBaTb M BbIOMpaTb rpynnbl CEPBEPOB, MO KOTOPbIM HYXXHO OTOGpasuTb
nHdopmaumio. Tak, Hanpumep, MOXXHO 0TOGPa3NTbL NokasaTenu rpynnbl CEPBEpPOB, KOTOPbIe SBMSIOTCS
unbTpamm ans o6paboTky NoYTOBOro Tpadvka, Uiy nokasaTenu rpynnbl areHTCKUX CEPBEPOB.

Takum 06pa3om, MOXHO OTCMEeXMBaTb Mokasatenu paboTbl rpynn CepBEepOB, KOTOPbIe peLuakT
OJVHaKoBble 3a4auu, U OLleHMBaTb Harpy3Ky MMEHHO N0 3TUM YKPYMHEHHbIM NoKasaTensm

HacTponka pencTteBum cuctemMsbl

O CONAP
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,D,J'IFI aaMNUHUCTPATOPOB AOO0CTYyMNHa HaCTpOVIKa OencTBun no ycnoBnaAM U nNokKasaTendm, 4TO
No3BOJIAET aBTOMATU3NPOBATb OENCTBUS CUCTEMbI, TaKkme Kak oTrnpaBka yBe,EI,OMJ'IeHVIf/'I Ha
ONEKTPOHHYHKO NOYTY B 3aBUCMMOCTU OT napamMmeTpoB UK No cobbITMSM.

CraTyc akTMBHOCTU U LenoctHocTn Dozor Endpoint Agent

Y kaxpgon paboyen cTaHUMM C yCTaHOBIEHHbIM areHToM B Solar Dozor ecTb CBOSI kapTouka, rae
OTpaXarTCcsa CBeAEHUA O cTaTyCe areHTa, akTyanbHOCTU HACTPOeK 1 NONUTUK, LLeNOCTHOCTM areHTa, a
TakKke TEXHUYECKME AaHHble 0 paboyen cTaHUmN.

®PyHKUMA KOHTpPONsi cTaTyca akTMBHOCTU areHTckoro moaynsi obecneymBaeT HeNpepbiBHOCTb
MOHUTOpPMHIra [OEWCTBUMI COTPYAHWKOB Ha paboumx ctaHumax. Odomuep 6e3onacHoCTM MOXeT
npakTn4eckn B Nobon cuTyauumn npoBepuTb CTabnbHOCTb CBA3WM areHTOB C LieHTPanbHbIM CEPBEPOM
— Hanpumep, Korga npocMaTtpuBaeT rpynnbl Nofib3oBaTenen unm oTaenbHble KapToYKM COTPYAHUKOB.
MHankaTop ctatyca nokasbiBaeT, 6bin N ycTaHOBNEH Ha paboyyto CTaHLUMIO areHT, ero akTMBHOCTb Ha
OaHHbI MOMEHT, @ Takke BpeMs OTKIOYEHNS Mpu NoTepe CBA3MN.

Mpu yrpo3e HECaHKLUMOHMPOBAHHOIO AOCTyMa K areHTy, HanpuMmep, AN ero OTKMYEHUA unu
yAaneHus, B cuUCTeMe CO3[aeTcsd COoObiTMe C BbICOKMM YpPOBHEM KpuTuU4HOCTW. CTaTyc areHTa
n3meHsieTcs Ha «loBpexaeH». Takke MOXHO HacTPOMTb 3aMnMCb SIOFOB O HaPYLUEHUN LeNOCTHOCTH
areHTa B XypHan syslog.

YnpasneHue Dozor Endpoint Agent

Bce onepaumu no pa3sepTbiBaHUIO areHTOB 1 YNPaBneHWUIO UMW BbINOSHATCA B €4MHOM ya06HOM
nHtepcdence. Oduuep 6e3onacHOCTN MOXET LieHTpannM3oBaHHO yCTaHaBNMBaTb areHToB Ha paboyve
CTaHuuK, HacTpauBaTtb MOSMIMTUKM U OTCNEXMBaTb MX COCTOSHWE, a Takke nepesarpyxatb pabouve
CTaHuMn Npu HeOBXOAMMOCTM HACTPOMKM KaHanoB nepexesaTta. HaumHas ¢ sepcum Solar Dozor 7.9
AOCTYNHO aBTOMaTuyecKkoe pasBepTbiBaHWE areHTa Ha HOBbIX CTaHUuAX, AobaBneHHbIX B rpynnbl AD
n ALD Pro ans arentoB nog OC Linux u FreelPA ana aredtoB nog OC Linux n Windows.

Mpwn Bo3HMKHOBEHUKN NpOob6nem BO Bpems ycTaHoBkM Dozor Endpoint Agent cuctema MoxeT BbISBUTb
1 NOACBETUTL CneayoLmne npodrnemsi:

e Hanu4dne Bepcum OC, KoTopas He nogaepxupaeTca ans ycraHoekm Dozor Endpoint Agent;
e OTCyTCTBME HeObXOO4MMbIX NSl pa3BepTbiBaHMs areHTa obHoneHun OC;

e obHapyxeHue MO, KoTopoe MOXET Bbi3biBaTb Npobnemsl B pabote Dozor Endpoint Agent unu

e  OTCYTCTBME AOCTyMNa k paboyen cTaHUuMmM BO Bpems yctaHoBku Dozor Endpoint Agent;
¢ owwubka nogknyeHus kK paboyer CTaHUUM n3-3a HEBEPHOTO MMEHM NONb30BaTENS UM NAPOJIS.
B cnyyae BbisSiBNeHnsi Npobnembl Nonb3oBaTenb NofyvyaeT COOTBETCTBYHOLLEE YBEAOMIIEHNE .

MoxHo cdopmupoBaTb UM ckayaTb OT4YeT 0O akTyanbHOM COCTOSIHUM CNWUCKa areHToB,
npeaBapuTenbHO OTUNLTPOBAB ero no TpebyemMbiM napameTpam.

Tarkke, Hanpumep, Npu NpoBeAeHNN NPodUNaKTUYECKNX paboT eCcTb BO3MOXHOCTL U3 MHTEpdelica
AeaKTUBMPOBaTb M aKTUBMPOBATb areHTbl. [pyM 3TOM BCe HACTPOWMKM COXPAHSOTCSH, U NepeHanagka
areHTa npu NOBTOPHOM akTMBaLmMn He TpebyeTcs.

PepakTop cxem npeobpa3oBaHusi

Ona ynpowenua wuHterpaummn no ICAP/HTTP B Solar Dozor paspaboTaH pegaktop cxewm
npeobpa3oBaHMa AaHHbIX, NO3BONSKOLWMNA co3haBaTh UX B BeG-uHTepdence cuctembl. C NOMOLLbIO
aTnx cxem Solar Dozor nony4aeT M3 BHELWHMX CUCTEM HEOOXOAMMYIO MH(OPMAUUIO B HY>KHOM
dopwmare.
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Mopnepxka cped BUpTyanusauum

B Solar Dozor nopgaepxuBaetca pabota ¢ BpeMEHHbIMW BUPTyanbHbIMY MalUMHAMW Ha OCHOBE
nonynsapHbIx cpeq suptyanusaumm (Citrix XenDesktop, XenServer; VMWare vSphere ESXi; Hyper-V;
KVM). Dozor Endpoint Agent MOXHO BKMOYMTb B «30Mo0Ton obpas» (Master Image) — rotosoe
COCTOsIHWE BUPTYyaribHOW CTaHuMu. OTO MO3BOMSET B KOPOTKME CPOKM pa3BopaynBatb U U3MEHATb
NHMPACTPYKTYPY, BKIOYaloLLyto nepexeaTtymk Solar Dozor ans paboynx ctaHumn.

CnpaBoOYHUK NPUNOXKEHUN

B Solar Dozor gocTtyneH chnpaBOYHUK MNPUITOXKEHUW, COAEPXALUMA 3arnucu O MNPUNOXKEHUSX,
npoueccax n Beb-pecypcax. bonbLioe kKonMYeCcTBO 3anMcer NO3BOMSET TOYHO HacTpamBaTb MNOSINTUKY
BbesonacHocTn. Bce npunoxeHus/kateropym OensaTtcsd Ha  CUCTEMHble  («M3  KOPOBKM») n
nonb3oBaTternbckne (cosgaBaemble nonb3oBaternemM). Takoe pJdeneHve Mo3BoNAeT WCKIYNUTb
KOH(NUKTBI MMNopTa U OBHOBNEHUS CrPaBOYHMKA, BO3HUKAKOLWME NPU U3MEHEHUN €ro CTPYKTYpbI.
CnpaBo4YHUK NPUSIOXKEHUI MOCTOSAHHO OOHOBMAETCS.

Moppepxka mogenu 3gopoBbA Zabbix

B Solar Dozor peannsoBaH HOBbIM UHTepdenc Ha Base yHuMBepcanbHOW CUCTEMbI MOHUTOPUHIA
Zabbix. IHbopmauusa B pasgene crpynnmpoBaHa — MOXHO MPOCMOTPETb CBEAEHUS MO KaXOoMYy y3ny
knactepa Solar Dozor, KOHKpPETHOMY CEPBUCY MW ONpeaeneHHOMY nokasaTento/rpynne nokasatenen.

B pesynbTate cMCTEMHbIN aaMUHUCTPATOP MOXET OnepaTUBHO NOMNYYNTb:
®  CBOJHYIO MHOpMaLUIO O COCTOSAHUN N Npobnemax B paboTte Solar Dozor;
*  CBeJeHus O 3HaAYEeHUsIX N AMHamKKe nokasatenen pabotbl Solar Dozor;

*  uMHGOpPMaUMIO O 3HAYEHMSAX NoKasaTenen onepaumoHHON CUCTEMbI.

CoCToAHME CUCTEMbI

Hanudive npo6nem Ha y3nax (CPERHHE W BbillEe)

(0] ¢

Fpynnuposka npoGnem no KpUTMHHOCTH

Ypessbuaitan BbiCOKAR M CPeHAR Huzkan

Cepauc - SMAP-DIFI - He 17.09.2019 13:16 Ha main ceo6ofHoro mecta  14.09.201917:26
3anyLieH Ha main metee 20% B upe
main BHuMaKue 32 nepuon 16 aveii
3a nepnon 13 Avedt
HacTpoeHo Mcnons3osakve  12.09.2019 18:33

BrMmanve 3a nepron 18 aneii

PucyHok 68. inarHocTuka npo6nem Solar Dozor
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OunbTpauna (cepeuc mailfilter)
Konw4ecTso cooGuenmit B cyne malifitter no Twnam

KONWYECTBO CODGULEHMIA, NOCTYNUBLLMX B CHCTEMY H3 (DWALTPALINO N0 THNAM

= amy.olarocal: (amy.colarlocalbender solar - enapoint/application

~ amyzalariocal: (smy solarlocalenderzolarlocal} - emad

KONWHECTBO APXMBHPOBIHHBIX COOBLUEHIA B MIHYTY

== amy.zolarlocat: {smy.solarlocal bender solarlocal} - endpoint /application

0200 0400

KOAWYECTBO COOBLLEHM, MPOMHAEKCMPOBAHHYLIX elasticsearch

= amy.solarlocal: {amy.colar.o

= bendersolariocal: {amy

04:00

PucyHok 70. CBegeHusi o nokasaTtensx pa6otbl OC
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8. KoHuenTyanbHas apxXuUTeKTypa

Solar Dozor cocTtouT 13 Tpex QyHKUMOHasnbHbIX 6110KOB:

* bBasoBbin moaynb cuctembl (Dozor Core), oTBe4aeT 3a peanu3aumio OCHOBHbIX (OYHKLMI
cuctembl. CocTouT M3 pedaktopa nonuMTUK 6e3onacHOCTM, MoACUCTEM OMNEPATUBHONO XpaHEeHUs
AaHHbIX, MOUCKa W ynpaBneHus cobbiTuamMM M nHumaeHTamm UMb, OTYETHOCTM, a Takke BKNo4YaeT
eaVHbIA MHTEpdenc ynpasneHus.

* Moaynu paclumpeHus npeocTaBnsaoT AONONHUTENbHBIE MHCTPYMEHTbI:
— Dozor Dossier (npogsuHyTas aHanuTuka nepcoH);
— Dozor UBA (BbisiBNEHUS aHOManui B NoBe4EHUN NEPCOHbI);
— Dozor Detective (npoBeaeHne BHYTPEHHUX paccrnefoBaHni);
— Dozor Long-term Archive (ynpasneHus JONroBpeMeHHbIMN apXxvBami);
— Dozor OCR (pacnosHaBaHus JOKYMEHTOB B rpaduyeckom Buae);
— MultiDozor (nogaepxka paboTtbl Solar Dozor B dounuarnbHbIX CTPYKTypax);
— MultiConnector (MHTerpaumen ¢ BHELULHUMM CUCTEMaMN).

* Moaynu-nepexBaTuMku obecneynmBaloT KOHTPOSb KOMMYHMKaAUWA COTPYAHUKOB MO BCEM
KMNoYeBbIM KaHanam: KopropaTMBHas no4rta, AOCTYyn B MHTEPHeT, ceTeBOW Tpadwuk, OEeNCTBUS Ha
paboymx cTaHUmMAX 1 garnbl B KOPNOPaTUBHOM CETMU.

— Dozor Mail Connector (KOHTPONb KOMMYHMKaLMIA B KOPNOPATUBHBLIX MOYTOBbLIX CUCTEMAX);
— Dozor Traffic Analyzer (MOHUTOPUHI ceTeBOro Tpaduka);

— Dozor Endpoint Agent (koHTpOSb ENCTBUIA NoNb3oBaTenen 3a paboyen ctaHumnen);

— Dozor File Crawler (MHcnektupoBaHmne pannoBbiX XpaHUIMLL,).

Bnarogapss moaynbHOM apxuTekType obecneumBaeTcsl rTMOKOCTb Kak B YCTAHOBKE, HacTpouke u
akcnnyaTaummM, Tak M B JUUEH3MOHHOW MonuMTuKe npuv npogaxe. bnokn u mogynu moryTt
KOMBUHMpOBaTLCA M MaclTabupoBaTbCA B COOTBETCTBUMM C pa3MepoM opraHusauum (0T KOMNaHWn
cpeaHero 6usHeca A0 KPYMHbIX XONAUHIOB M OpraHoOB rocyaapCTBEHHOW BRacTu C OBLUIMPHOM CeTblo
dunnanos). 'padnyecknin MHCTaNATOP yNpoLlaeT NPOLECCHl YCTAHOBKN, HACTPONKN 1 OOHOBNEHMS
cuctembl. [epen yctaHoBkonm wnu obHoBneHveMm Solar Dozor ¢ ero nomMoLbd MOXHO Takke
npoaHanuanpoBaTb MPOrpaMMHOE UM annapaTHOEe OKPYXXeHWe Ha COOTBeTCTBME TpeboBaHMsM

CUCTEMDbI.
o e

TRAFFIC ANALYZER MULTI-CONNECTOR Core 1
el M.?ilal; ga‘:g’;ﬁnggma NEpEXBaT H aHANK3 |+ {punman)
e g ceTesoro Tpadmka MHTerpaums ¢ SIEM, SOAR, XDR, IRP

YNpaBIeHHe CIMCKOM CIIOB: W NONHTMKAMMA
3meHeHne YDOBHA KPHTMYHOCTH, CTATYCa
CODBITHI M MHUMEHTOB

PasboKMPOEKA W OTNPaBKA Co0BLeH

FILE CRAWLER ENDPOINT AGENT
MOHUTOPMHT (DaANOBLD: XPaHUTHLLY KOHTpONb paboumnx cTaHUMA

Core 2
{tbunmnan)
CORE
MOfIYN PacLUNpEHus BRI Rl MULTIDOZOR

‘PUNLTPALMA AaHHBX
o KoHTpank cunuansHoi ceti
DOSSIER . X x
OCR CONTENT Al CEIELEGEL YnpaBneHue Npasamu AocTyna i

CBO[IHBIA OTUET N0 NEPCOHe pacnosHaBaHHe TekcTa . 1 CRBO3HLIE PACCNE08aHUA '(_'ore N
KOHTPON paiouero BpEMEHH B rpachmueckux opMaTax (cbunnan)
‘OtobpaxeHue AanHbx UBA
YpogeHk AoBEpUA
rpac canzedt LONG-TERM ARCHIVE
YHuBepcansHei nneep Person 4D JONroOCpoyHOE XpaHeHue

apXMBA aHHLX . Tesseract OCR

LieHTpanaosanHas HaCTPOMKa NONHTHK
‘Ynpasnetne coObITHAMI EauHoe no Beei KomnaHum [Jocse
W MHLNEeHTaNM
MHbopMaLMoHHEIe 06LeKTs

USER BEHAVIOR ANALYTICS v |e—— O
TOCTPOEHNE UHAHBMAYANLHOTO I_l
npogmna nosegeHua DETECTIVE L
BLIABNEHME 8HOMANHIA N0BEAEHNA aBTOMATW3aLMA NPpOLEccos

NPOBEMIEHHA BHYTPEHHI EOWHARA . A
TloEK COTpYAHAKOR A __EOWRA OGULIEP BE30MACHOCTU
no 20 naTTepHam NosefeHua pacCnSAaRRE BEB-KOHCONb

PucyHok 71. KoHuenTtyanbHas apxutektypa Solar Dozor
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(O SOLAR

Pexxum paboTbl HCTannsTopa

BriiepuTe neicTene

YCTaHoBKa
TaHoBKa Solar DozZor Ha H
OGHoaneHWe
O6HOE
[oGaeneHwe yanos

PucyHok 72. Ipacdmyeckunn nHcTannsaTop

8.1. Dozor Core

BasoBbli mogynb cuctembl. CocTOMT M3 MOACUCTEM XPaHEHUSA, Moucka W  ynpasrieHus
WHUMOEHTaMn, OTBeYalLlMX 3a peanu3aumio LEeHTpanbHOro KOMMOHEeHTa peleHnsa. MoxeT 6bITb
paclmpeH onuven JONroBpeMEHHOro XpaHeHus s yBenvyeHus nnedva n rnybmuHbel paccrnefoBaHum
MHUMAEHTOB. B cocTtaB yxxe BXoaMT cucteMa ontudeckoro pacnodHaBaHust Tekcta (OCR) Tesseract,
YTO MO3BOSSAET pacno3HaBaTb KOHpUOEHUMANbHY MHGOPMaLMIO B rpaduyecknx dannax.

Mpn HeobxoaMMOCTM MaKCMManbHO TOYHOrO pacro3HaBaHus gdaxe gedopMUPOBaHHbBIX
N300paxxeHMin MOXHO NOOKITHUNTDL NMUeH3npyeMbin mogynb Dozor OCR, ncnonb3yoLwmnin TEXHONOormm
pacno3HaBaHusi koMmnaHun Content Al.

CoctaB Dozor Core:

o [logcuctema punbTpauum BMECTE C pegakTopoM NONMTMK 6e30nacHOCTY;
* [logcuctema onepaTMBHOIO XpaHEHUS;

* [logcmcrtema noucka;

* [logcuctema ynpaBneHusi COObITUSMU U MHUUOEHTaMU;

* [loacuctema OTYETHOCTM (BKMOYAET, MOMUMO MPOYEro, CBOAHLIA OTYET MO MHUMAEHTaM U
TENMOBYIO KAPTY KOMMYHUKALMI);

*  EauHbIN HTepdenc ynpasneHus.
8.2. Dozor Long-term Archive

Moaynb gonroBpemeHHoro (0T 6 mecsiueB Ao 6onee 10 neTt) xpaHeHMs apxvBa KOMMYHUKaLMA.
Mo3BonsieT ynpaBnsTb HECKONbKUMU XpPaHWMMLLAMU, MNEPEHOCUTb [OaHHble Ha [A0NrOCPOYHOEe
XpaHeHve, OTKMoYaTb M MNOAKMoYaTb 06paTHO 4YacTu 6asbl AAaHHLIX COOOLUEHWA, B T.4Y. MOXHO
3anucaTtb MX Ha NEHTy, a No3xe — MOAKMoYMTL obpaTHO Ans paccrnepoBaHus. Dozor Long-term

O CONAP
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Archive OyaeT noneseH opraHu3aumsim, KOTOpbIM TPeOYHTCA MHCTaNNAUMK ¢ 6onbMM 06 LEMOM UK
CPOKOM XpaHEHMUs1 AaHHbIX, UMW Xe HYXXHO CHU3UTb Aerpagaumio NPOM3BOAMTENBHOCTM Ha BOmMbLUNX
obbemax JaHHbIX.

8.3. Dozor OCR

Mopaynb pacno3HaBaHus TekcTa Dozor OCR no3BonsieT 3almTnTb KoHuaeHUManbHbIe AaHHble OT
YyTEUKWN, [axe €eCnn OHM KOHBEPTUPOBaHbI B rpaduyeckuii cdopMaT — OTCKaHWPOBaHbI,
coTorpacdupoBaHsbl, coxpaHeHbl B PDF, pacneyaTtaHbl, CHATbI C 9KpaHa B BUAE CKPMHLLOTOB U T. 4.

K nepexpavyeHHbiMm 1 pacrno3HaHHbIM COO6LL|,eHI/I$lM C Fpad)I/IHeCKI/IMVI (*)aVIHaMM NPUMEHAITCA
nonuTuUkn 6e3onacHoOCTU K npasuia 06p860TKI/I OOKYMEHTOB! NMOSTHOTEKCTOBbLIN NMOUCK, KOHTEHTHbLIN U
KOHTEKCTHbIN aHanms.

B ocHoBe moayns Dozor OCR nexat TexHomnorum Beaywiero paspabotdnka OCR-peweHnn —
komnaHuu Content Al, 4to obecneunBaeT cnegyloLlme nokasaTenum padboThbl:

o [lponsBoanTenbHOCTb M CKOPOCTb pacnosHasaHna 0o 1 Tb B cytkmu — po 380% ObicTpee
aHamnoros;

e ToyHocTb 00 98% — Ha 12% Tou4Hee ansa TMnoBblX N Ha 35% AN CMOXHbIX N306paXeHni;

¢ PaclmpeHHble BO3MOXHOCTWM aHanu3a — YyJarneHue LyMOB, Mycopa, onpegeneHve u
KOPPEKTMPOBKa OpUEHTaLMM N300paxKeHns 1 T. M.

OcHoBHble PyHKLMU

lMoTo4HOe pacnosHaBaHue, n3BreyeHne 1 npeobpasoBaHne N306pakeHu B TEKCT U3 rpadpnyecknx
dannos cnegyowmx opmaTos:

* BMP (Bitmap Picture);

o JPEG (B Tom uncne JPEG2000);

e PNG (B Tom uncne ISO 15948 n RFC 2083);

e TIFF (B Tom uncne ISO 12639, ISO 12234-2);

+ PDF (8 Tom uncne IDO 32000, PDF/A, PDF/E, PDF/UA, PDF/VT, PDF/X)
*  QR-kogbl.

OTanbl paboTbl

1. Appo cuctembl Dozor Core obHapyxumBaeT gaHHble B dopmaTe nlobpakeHun (ckaH
OOKyMeHTa, dootorpaduio u T. 1.).

2. OOGHapyxeHHble n3obpaxeHnsa nepegaroTcsa Ha pacno3HaeaHne B Dozor OCR.

3. Dozor OCR pacnosHaetr wu3obpaxeHus W nepenaeT MW3BIIEYEHHYIO TEKCTOBYHO
nHdopmaumio (TEXT/PLAIN) obpatHo B Dozor Core.

4. Dozor Core npoBepsieT Nosly4eHHy TEKCTOBYHO MHAOPMaLMIO Ha HapyLLEeHWe NONNTUKN
©e30MacHOCTN opraHu3auun.

5. B cny4ae o6HapyxeHusi Dozor Core pmkcmpyeT HapyLLeHUsa KOPrnopaTUBHOMW NONINTUKM.

8.4. Dozor Dossier

Mopynb paclumpeHHoro 4ocbe A5s NPOABMHYTON aHanuTUKM MEPCOH M paccrneoBaHnsa UHLNMOEHTOB
NB. AHanutnyeckne MHCTPYMEHTbI 3TOTO MOAYIIA MO3BONAOT BbIABNATL CKPbITbIE CBA3WN COTPYAHUKOB,
CTPOUTL OTHYETHI MO NEPCOHE, UCCNeaoBaTh UHTEHCMBHOCTb KOMMYHUKALWIA U UCMOSb3yeMble Npu 3TOM
kaHanbl. Kpome atoro, B mopgyne Dozor Dossier akkymynupyetca uwHgopmMauua u3 mMoayns
aBTOMAaTU4YECKOro aHanmsa nosegeHus nonb3osaternen Dozor UBA.

OcHOBHble PyHKLMM
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* [locTpoeHne YypoBHS [OOBEpPUSI COTPYAHUKA, OToOpakeHwe rpadmka W3MEHEHWUs YPOBHS
[OBEPUSI NEPCOHBI, OTOOPaXKEHNE TEKYLLEro YPOBHS AOBEPUSI NEPCOHBLI HA BUMKeTax paboyero ctona
N B KAapTOYKax NepPCOHbI, COOBLLEHUI 1 COBBLITUN;

* [locTpoeHue rpada cBs3en NepcoHsbl;

¢ OrtobpaxeHne gaHHbix UBA B Buae BMAXETOB (CBEAEHUS O HeXapaKTepHbIX KOHTaKTax u
aHOManbHOM NoBeAeHUN COTPYOHUKOB);

*  OGHapyxeHue U3MeHeHUI B Npocune HapyLLeHUn CoTpyaHMKa U ero BHELLIHEro agpeca.

e CBOAHbIN OTYET MO NEPCOHE — KOHCONMMAauMs B BUAE CTAaTUCTUKM KOMMYHUKALIMIA, KOHTAKTOB,
OEeNCTBUIN, HapyLLUEeHUI NEPCOHLI 3a YKa3aHHbIN NepUoS BPEMEHN;

*  YHuBepcanbHbIi nneep, 06beanHALWMA B TanmnianH MHpopmaumio U3 pasHbiX UCTOYHUKOB
3a CYyTKM MO NMEPCOHE: COOBLLEHUs, 3anncu unm cHUMKM akpaHa APM, ayamosanmcn ¢ MukpodoHa
paboyen ctaHuum, cobbiTus 6e3onacHOCTH.

* KoHTponb pabo4yero BpeMeHW cCOTpyaHWKa AN OTCNexusaHus ero paboyein u Hepabouyein
aKTUBHOCTU B TeYeHne paboyero aHs.

8.5. Dozor Detective

Mogpaynb Dozor Detective — KOMMneKkcHoe peLleHne Ans asTomatusaumm npoueccos
BHYTPEHHUX paccnefoBaHnii. ATO HOBbIN NMOAXO K peLleHuto 3agad MHAPOPMaLUMOHHON, KaapoBOW U
3KOHOMMYecKkon 6e3onacHOCTH.

Pelwlaemble 3apgaum:

* YnpaBneHve XO0OOM paccrefioBaHusi OT OTKPbITUS Aena M Has3Ha4YeHUst OTBETCTBEHHOro U
CPOKOB UCMONHEHNs1 O (HOPMUPOBAHNS OTYETa C pedynbTaTaMun paccrefoBaHNs U 3akpbiTUS Aena;

¢ 3almuleHHoe XpaHeHue Aen ¢ rmbkum pasgeneHMem npas AOCTyNa K Aenam U AaHHbIM BHYTpU
KOHKpeTHOro Aena: MmaTepuanbl, BEpCMU No Aeny v Ap.;

e AyauT OencTBuiA COTPYAHMKOB M3 rpynrnbl NPoOBeaeHUs paccregoBaHust (NornpoeaHuMe Bcex
OEencTBun no geny);

*» BoamoxHocTb cosgaBaTb gena ¢ Hyns, 6e3 cobbitma mnu uHuugeHta B DLP, nossonser
NpoBOAUTL paccrnegoBaHnst MO MHUMAEHTaM, Mpou3oWedlM BHE UudpoBOro nepumeTtpa
opraHusauuu;

* ABTOMaTMuyeckoe chopMUpOBaHME OTYETa O pesynbTaTax paccrefoBaHUs C BO3MOXHOCTbHO
BbIrPY3K/ U peAaKkTUpPOBaHuS;

¢ OnepaTvBHOE MOJlyYeHME CTATUCTUKM MO paccrnefoBaHUsSIM U OTCIEXMBaHWe nporpecca no
3aBefeHHbIM Aenam.

MpuHunn pa6oTtbl Dozor Detective:

Mopynb Dozor  Detective npegocrtaBnseT  cneuyvanuctaMm M pyKoBOAMTENAM  Cryx6
©€e30MacHOCTN HOBbIV pasgen Beb-nHTEpPGENCca CUCTEMBI (pa3pen «PaccnepoBaHue»),
00BbEOANHSAIOLNIN MHCTPYMEHTbI ANS1 NPOBEAEHUSA BHYTPEHHMX paccrnefoBaHum:

¢ [unbBkas HacTpoWka gOoCcTyna CneumanucToB K Aeny Unn ero oTaeNbHbIM 3fIeMeHTaMm:
OcHoBHaga nHgopmaums no geny
MaTtepwnansl gena
CeeneHuns o hurypaHTax u ydacTHUKax gena

AHanuTuka: Bepcumn
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PesynbTathl paccrnenosanns

XKypHan gencrsui

YnpaBneHus genom, yaaneHve gena
BoamoxHoCTb pacnpegenats npasa gocTtyna

Takke BO3MOXHO NPUMEHEHWE Y)Ke HAaCTPOEHHOro A1 OAHOro cneumancTa Habopa npas K Apyrvm
(konupoBaTb NpaBa gocTyna).

YuTeHa cuTyaumd, Korga y4aCtHUK paccriegoBaHnA He OO0JKEeH npocMatpuBaTtb OEJ10 UMK KaKne-
nnbo ero MaTtepuarsbl, HO MOXeET [J,O6aBJ'IFITb ceBeneHusi s DLP. I'IpM 9TOM YYaCTHUKY paccriegoBaHus,
Ana KOoToporo AoOJmKHO ObITb HeOOoCTynHO p[eno, AOCTaTO4YHO 3HaTb VI,EI,eHTVICbI/IKaTop agena Aand
nobaBneHust B Hero mMaTtepuaros. B HaCTDOIZKaX ponu, Ha3Ha4YeHHOM y4aCTHUKY paccnenoBaHus,
OOMKHO ObITb 3agaHo npaBo Ha npukpenmneHne AOaHHbIX U3 DLP, a K kKaknm UMeHHO — 3agaeTcs B
HaCTpOIZKaX OO0CTyna B KapTO4YKaxX COOTBETCTBYHOLUMNX AOerl.

Takasi opraHvsauusi OOCTyna nO3BOMsSieT COTPYyAHWKaM paccrefoBatb Aefla ¢ cobniogeHuem
pexuma KoHUOAEHUNanbHOCTU, TEM CaMblM YMEHbLLASA BEPOSITHOCTb YTEYKM MHOpMaLuM O camoMm
¢hakTe paccrnenoBaHus U 0 ero getansix.

* KapToTeka fgen — CNUCOK [Aen, [OOCTYMHbIX KOHKPETHOMY MNonb3oBaTemnio CUCTeMbl B
3aBUCUMOCTU OT €ro npas A0CTYNa;

o Kaptouka pgena— paboyee nNPOCTPAHCTBO C OrpaHUYEHHbIM [OCTYNOM Afs HaKonfeHus
pasHopoaHOM WHopMauMn B KayecTBe [OoKasaTenbHoW 6Gasbl MO KOHKpeTHoMmy aeny. Bkniouvaet
BO3MOXHOCTb JOKYMEHTUPOBaHUSA BEPCUA, BO3HUKAKOLLMX B XOA4E paccrnefoBaHvs, U dukcaumo ero
pe3ynbTaTos.

CopepxaHue KapTodkm gena:
OcHoBHas MHopMaLMA — HOMEHKNATYPHbIE U ApYyrne CBeaeHUs AN OTKPbITUS aena;

MaTepuanbl gena — cobupaemas B npoLecce paccrnenoBaHus AokasatenbHasi 6asa. B
KapTO4Ky BO3MOXHO MNPUKPENnnATb 3apernctpupoBaHHble B Solar Dozor coobuieHus,
COObITUS U UHUMAOEHTbI, ayamo- 1 Buaeodannbl, N306paxeHus, a Takke MHopMaLUuio 13
BHELLIHWUX UCTOYHUKOB.

dUrypaHTbl U Y4aCTHUKM — CBEAEHMS O (DM3NYECKUX U IOPUANYECKMX NULIAX, MPUYACTHBIX
K Aeny, B TOM Yucrne o Nogo3peBaeMbIxX B HapyLLeHun 6e3onacHocTu;

AHanutuka / Bepcum — npeanonoxeHusi 0 Nofgo3peBaeMbiX M MOTMBaxX COBEpLUEHUS
HapyLUeHus1.

PesynbTaT paccnegoBaHus / BeiBog — UTOrM paccreaoBaHus.

¢ WHCTpyMeHTbI HaCTPOMNKM Ans poneBoro pasgeneHus poctyna Kak K
pasgeny «PaccnenoBaHue», Tak U K MatepranamM KOHKPETHOro paccrnenoBaHus;

¢ MeHeaxkep 3agay ons yrnpasfeHUst XOOOM paccriejoBaHUsl, B KOTOPOM MOXHO Ha3HaudaTb
OTBETCTBEHHbIX Y KOHTPONMPOBATb CPOKM BbINOSTHEHMS;

e JKypHan gencTtBui Ong ayauta USMEHeHU B Aere, B KOTOPOM aBTOMaTUYEeCKN OUKCUMPYIOTCA
BCe [eWCTBMSA CrneumannctoB B CUCTEME B Mpouecce paccrnefoBaHus gena. XXypHanupoBaHue
NnoBbILWaeT 06BEKTUBHOCTb M MPO3PavyHOCTb NPOLECCOB NpY NMPOBEAEHMM pacCnefoBaHUN, CHUXaeT
PUCK NOANOra AaHHbIX.

*  O@unbTpaumsa n akcnopT B davn CSV cBegeHun o genax (BCeX uUnum oTunbTPOBaHHbIX MO
KpuTepuam) aAns hopMUMpOBaHNS CTaTUCTUYECKOIo OTYeTa:

JaHHble no KOJMMYeCTBY 3aKpbITbIX N HE 3aKPbITbIX AE€J1 B OpraHn3aunn
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[laHHble NO KONMYECTBY NOATBEPKAEHHBLIX U HEMOATBEPXKAEHHbLIX HAPYLLEHMWIA
Cratnctmka no Tunam HapyLlieHnn n yuiepba, pasmepy ywepba

CBefeHuns 0 3arpy>keHHOCTM COTPYAHMKOB B paccrieoBaHMsAX B HACTOSILLMIA MOMEHT
SkenopT

L] Pa3J'II/I‘-IHbIe CcnpaBOYHUKN C BOSMOXHOCTbIO ,EI,OGaBJ'IeHI/IFI N peaaktnpoBaHnda Nx 3Haquvu7|.
8.6. Dozor UBA

Dozor UBA — moaynb NpoaBUHYTOW aHaNMUTUKK, NPeAHa3HaYeHHbI AN MOHUTOPUHIa OAUHAMUKK
NnoBeJeHUsA MNEepPCOH, BbIABNEHUSA aHOMarbHbIX MOBEAEHYECKMX OTKIMOHEHWUI OT HOPMbI, Moucka
0COGEHHOCTE MOBEAEHUS, UHTEPECHBbIX C TOYKA 3peHuss Ge30onacHOCTM, CPaBHEHWs W aHanvsa
0CcOGEeHHOCTE MoBefeHNss MNepcoH, (OPMUPOBAHUA aHanUTUYecKoro HamnonHeHus [ocke W
paccrnefoBaHMs MHUMAEHTOB WH(OPMALMOHHOW W 3KOHOMMYEcKol Ges3onacHOCTU U CcryyaeB
BHYTPEHHEro MoLLeHHn4YecTBa. Hanpumep, obHapyxeHne OeACTBUIA MeHemXepa no 3akynkam, nHoraa
ncnonb3aytowero adunMpoBaHHbIe KOMNaHWK AN y4acTus B TeHaepax. nu nHcarngepa, HezaMeTHO
BPEMS OT BPEMEHM YCTPaNBAIOLLErO YTEYKN.

AHanutuyeckaa mogens mogyna UBA Gasupyetca Ha Teopun BEPOSTHOCTU, TEOPUM CRyYamHbIX
npoueccoB n Teopumn rpacos. Npn aToM He TpebyeTca npeaBapuTenbHasg HacTporka U agantaums
MOAYNSA Mo YCNoBus aKcniyaTaumm — OH NOMHOCTLIO MHTerpuposaH B Solar Dozor u roTtos k paboTe.

[nsa npegBapuTenbHOro aHanu3a AOCTaTOMHO HaKONMUTb MAacCCUMB AaHHbIX O KOMMYHMKaLMAX
COTpyAHMKOB 3a 1 mecsl, Ang To4Hon paboTbl — 3a 2—-3 Mecaua. Ecnun opraHnsaumsa yxe ncnonb3syet
Solar Dozor, To aHanu3 noeedeHUs Nonb3oBaTenen AoCTyneH cpasy. [NokasaTenu paccynTbiBalOTCS
€XXEeCYTOYHO.

Pelwlaemblie 3apgaum

* [locTpoeHne nugmeuayansHOro Npoduns NoBeaeHus.

e ABTOMaTU4YeCKOe BbiiBNEHUE aHOMarnuin noseaeHus.

¢ ABTOMaTUYECKUA MOUCK COTPYAHMKOB No 20-TK naTtTepHam noBeaeHuns.
* BbiiBNeHMe onacHbIX MaccoBblX TEHOAEHUMI MO naTTepHam noBeaeHns.
o CoBMecTHOe paccmoTpeHue cobbitun b 1 aHoManuin NnoBeaeHus.

¢ CpaBHeHue NoBedeHNs HECKONbKUX BblOPaHHbIX MEPCOH.

* BbigBneHune TecHbIx pabounx 1 NPUBaTHbLIX KOHTAKTOB (3ro-ceTen).

¢ ABTOMaTM4eckoe onpenerieHne HeM3BECTHbIX KOHTAKTOB, B T. Y. JINYHbLIX NOYTOBbIX SLUMKOB.
¢  [1BKMn nonck No ocobeHHOCTAM NoBeaeHUs.

MpuHUMN paboTbl

Moaynb ucnonb3yeT u obpabaTbiBaeT [aHHble, MNepexBayYeHHble MO CrieayllyM KaHanam
KOMMYHMKaUMW: 3rIeKTPOHHAs noyTa (BHYTPEHHSIsl, WUCXOAsWas, Bxoaswasl), MeCCEHKepb,
koMGUHaUMs o6omx BUAOB kaHanoB. Ha ocHoBe 3T1X AaHHbIX DOPMUPYOTCS NOBEAEeHYECKNE NPOUnm
MEPCOH 1 BbISIBNSATCA aHOManuu noseaeHus. MNpu 3Tom Ans NOCTPOEHUS KOPPEKTHOM aHANMUTUYECKON
KapTUHbI JOCTAaTOYHO AaHHbIX, HAKOMMEHHbIX 3a 1-2 Mecsua.

lMoBeneHve YyenoBeka ONNCbLIBAETCSA B CUCTEME C NMOMOLLIbIO CneumanbHbIX Nokasatenen. 3HavyeHune
KOHKpPEeTHOro nokasartend B npodune nepcoHbl Bcerga 0THOCUTENbHO — MoKa3aTesiv paHXupyoTca no
ypoBHsM oT 0 oo 5 ¢ warom 0,5 oTHOCUTENBHO BCEX NEPCOH B KOMMNAHWUN:
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WHpexc yassumoct 33% Ocobble KOHTAKTI VCToiyMBLIE NOKA3ATENH

16

PucyHok 72. Nokasatenu B moayne UBA

Habop nokasartenen, xapakTepuayoLmin KOHKpETHOE NoBeaeHNe, Ha3biBaeTCa TUMOM NOBEAEHMS.
Hanpumep, ons cotpyaHukoB, pabotatowmx ¢ 23:00 go 06:00, MOXHO BblgeNUTb TUM MOBEAEHMS
«Pabota Houbto». OaMH 1 TOT Xe TN NoBeaeHUss MoXeT OblTb Kak y OAHOro, Tak M Yy HECKOSbKMX
coTpyaHukoB. C ApyroW CTOPOHbI, y COTPyAHMKA MOryT HabnwogatbCsi NpuM3HakM pasHbiX TUMOB
noseaeHus.

Ocob6eHHOCTU paboThbl B TeppUTOPMANbLHO pacnpeneneHHOM peXxume

Ochnuep GesonacHOCTU MOXET BblOUpaTb WMHTEPECYIOLLYI0 €ro OpraHU3auuoHHYH eanHuLY,
npocMaTpmBaTtb MNaTTEPHbl C MOMNABLUMMW B HUX MNEpPCOHaMW W3 BbIOpaHHOW Opr. eauHuLbl W
TeHOEHUMAMN 3a Hefento, a Takke Aenatb BbIGOpKy No 3agaHHOMY NaTTEPHY NOBEAEHUS.

BuiGOp OPraH3aLWOHHON EAMHNLBI

© B B

[}
Q
=

PucyHok 73. Bbl6op opraHn3auuoOHHOW e AUHULbI

Bnarogapsi BcnnbiBatoLeMy OKHY € TEMaMu COOBLLEHNIA U y4acTHMKaMKU Nepennckn Npu nepexone
B MCxoasilne unu Bxoasiume coobLleHnst ¢ 0cobbiMM KOHTaAKTaMM NEPCOHbI He TEPSIETCS KOHTEKCT.
NHdopMaumsi o nepcoHax M3 ocobbix KOHTAKTOB AOMNOSIHEHA CBEAEHMSIMU O [OMMKHOCTM.

O CONAP
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04.12.1815:12 RE:MMnax no 187-03 ludmila.titova@rtru eue 4
05.12.1814:15  RE: Mnax no 187-03 Mpubosa MpwuHa Cepreee... ewe 4
06.1218 14:06  RE:[naud no 187-03 a.omelyanenko@rt.ru ewed

18.121814:33  RE: [InaH MeponpuaTHUIA N0 peanua Maenyuxkuis Anekcen HuK... ewe 8

18.121815:07 Ayaut Wb msmolnikov(@ussc.ru ewe3

18.12.18 15:47 Ayaut U tatyana.zaytseva@tplus... ewe3
18.1218 15:51  RE: Ayaut Ub BaprowuH AnexkcaHgp Cepreesuny

19.12.18 17:06

igorkrakhatskiy@rt.ru

PucyHok 74. Ocobble KOHTaKTbl. BcnnbiBalowee OKHO € COOOLLEeHNAMMU

Mpyn nocTpoeHun npochunst NOBEAEHUA COTPYyAHMKA YYMTbIBAETCS YacOBOW MOSIC pernoHa, rae
paboTaeT KOHKPETHbIN coTpyaHMK. K npumepy, YacoBble Nosica y4nTbIBatOTCA NpU onpeaeneHnn TMnos
nosegeHnsa «PaboTta Houblo», «PaboTa B BbixoAHble AHWY» U «[1pu3HaKM YBOMbHEHUSA», a TaKke B
CTaTUCTUKE CYTOYHOWN aKTUBHOCTU COTPYAHMKOB.

8.7. Dozor Mail Connector

Mopaynb KOHTPONs KOMMYHMKALMIA, MPOXOASALNX Yepesd KOpnopaTUBHbIE NOYTOBLIE CUCTEMBI.
OCHOBHbIe (pyHKLMM

e MoHuTOpUHI coobLleHnin nouToBbIX cepBepoB: Microsoft Exchange Server, CommuniGate Pro,
Zimbra n gpyrnx nonynspHbix SMTP-cepBepHbIx nnatdopm;

¢ MOHWUTOPUHI M BNOKMPOBaHWE OTMPABKM MOYTOBOrO COOOLLEHWS, HapyLUaLWero MnonmMTUKK
6e3onacHocTn, Ge3ycrnoBHO UNU OO0 MNOMyYeHWs NOATBEPXKAEHUS OTNPaBKM OT agMuHUCTpaTopa
©e30nacHOCTK unu nonb3oBaTens (KapaHTUH);

¢ BO3MOXHOCTb yOaneHuss Hapylawwmx MNONUTUKY 4YacTel COoOoOLEeHUs M PEeKOHCTPYKLMK
MOYTOBbIX COOOLLEHUA, B TOM 4YMCIEe 4acTuM COOEPXKMMOrO BIOXEHHbIX apXMBOB, Unu gobaBneHue
TekcTa B Teno cooblieHus.

OTanbl paboTbl

1.Mpuem konum COOBLLUEHNA KOPMOPATUBHOM MNOYTblI OT MOYTOBOrO CcepBepa C
NPUMEHEHMEM NPaBU XXypHanMpoBaHusa unu npu nomowm fetchmail.

2.brnoknpoBka (nomelleHve B KapaHTUH) COOOLWEHUN, HapyLlalWmMX HACTPOEHHbIEe
NonNuTMKN 6e30NacHOCTMW.

3.MapwpyTmsauna mcxogsdiien noyvToBon nepenucku depes cepsep Solar Dozor npwu
YyCTaHOBKE CUCTEMbI B pa3pbiB CETW.

4.lpoBefeHne CKBO3HbIX paccrefoBaHWin Ha pacnpenenieHHoOM Mo BCEeW opraHu3aumm
apxvmBe OaHHbIX;

Ha kopriopamusgHyto rmoumy rnpuxodumcs 6onee 50% ecex ymeuyek OaHHbIX U MOWEHHUYECKUX
cXeM, MoamomMy ee PeKoMeHOyemcsi KOHmMposuposame 8 MofIHOM obbeme. Pexum KoHmporsns
(MoHumopuHe unu 6rokupoeka) 3agucum om 3aday 6e30MacHOCMU U YPOBHS KPUMUYHOCMU ymeyKu
UHGbopMayuu 8 opeaHu3ayuu.

O CONAP
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8.8. Dozor Traffic Analyzer

Mogaynb nepexsaTta u pacrno3HaBaHusi ceTeBoro Tpaduka (cHuddep) pasdbupaeT, aHanMsnpyeT u
BOCCTaHaBNMBaeT COOOLLEHUs, NepefaBaeMble MO NPOTOKONaM MPUKNaAHOro YPOBHS, U3BMEKaeT 13
COOOLLEHNI KOHTEHT M oTnpasnseT ux B Dozor Core ans aHanMsa v XxpaHeHus.

OcHoBHbIe PyHKLMK

lMepexBaT AaHHbIX:

e Beb-noythbl;

¢ CoumanbHbix ceten, hopymos, 6roros;
* CepsucoB nepegayun annos;

* CepBMCOB MIHOBEHHbLIX COOBLLEHWI;

¢ [loyTOBbLIX MPOTOKOSIOB;

o CepBucoB noucka paboThbl.

OTanbl paboThbl

1. BaxeaT Bxogswero u ucxogawero Tpaduka (3epkanuposaHne co SPAN-nopta mwnm ICAP ¢
npoKcu-cepeepa), nepecbopka NakeTos.

2. O6paboTtaHHbI Tpaduk aHannanpyetcs cpeactesamm Dozor Traffic Analyzer.

3. B pesynbtate aHanmsa cdopmmpoBaHHoe coobuleHne otnpaensetcas B Dozor Core Ha
vnbTpaumio COrnacHo HaCTPOEHHbIM NpaBsuam NoNMTUKN.

Modynb Dozor Traffic Analyzer, HeobxoOumbil Onsi aHanu3a SPAN-mpadbuka, obsi3ameribHoe
cesasyrowee 38eHO rnpu UHmezpayuu npokcu-cepsepa u Solar Dozor.

8.9. Dozor Endpoint Agent

Mogynb KOHTpoONnsa pabounx CTaHUuUKM NO4 ynpaBreHneM onepaunoHHblix cuctem Windows, macOS
n cemenctea OC Linux. MNepexBaTbiBaeT U aHanu3upyeT daHHble, B TOM 4YMCNe NepedaBaemble B
rpadunyeckom cpopmate, ONokMpyeT onpeaeneHHble 4ENCTBUSE U AOCTYN K OTAENbHBIM NPUNOXKEHUSIM
N YyCTPOWCTBaM, KOHTPONMPYsi NOBEAEHUE MONb3oBaTenen Ha paboyem mecTe.

Dozor Endpoint Agent ocyLllecTBnSieT MOHUTOPUMHI aKTUMBHOCTW MONb3oBaTeNnen M OTAeNbHbIX
NPUIOXEHW Ha paboyen CTaHUMKM, KOHTPONMpPYeT neyaTb Ha NpuHTepe, 6ydep obmMeHa, CbeMHble
HocuTenn, obuweHne B mecceHmxkepax (WhatsApp, Skype, Telegram n gp.), A&EMOHCTpaUUIO SKpaHa
npu BKC, HaxaTue knaeuwl, 3anncb Ha USB-Hakonutenu un nepegady B hannoeble XxpaHunuua.

Mogynb MOXHO HAcTpOMTb Ha paboTy B peXMMe aKTMBHOIO MPOTMBOAEWCTBUSA, T. €. Npwu
HeoOX0AMMOCTI B 3aBUCUMOCTM OT KOHTEHTA 3anpeLlaTtb KonmpoBaHue dannos, bnoknposaTb Gydep
obmeHa, oTnpaBKy Yepe3 Gpay3epbl — 0€3yCrnoOBHO UM A0 NOATBEPXKOEHUS NONb30BATENS.

Dozor Endpoint Agent moxeT genaTb CHUMKM paboyero crona Monb3oBaTens Mo HaxaTuio
onpederneHHbiX KnaBuwl, Hanpumep Enter mnm Print Screen, unn 4epes3 onpegeneHHble Nepuoabl
BpemeHun. Takke oduuep 6e30MacHOCTM MOXET 3anucaTtb 3BYK C MUKPOOHa paboyvero komnbroTepa
COTpyAHuKa. 3T OaHHble 0TOobpasaTca Ha TanmnamHe B YHuBepcanbHOM nneepe 4D B pasgene
«[Jocbey», Hapsagy ¢ coobLweHNaMN NepcoHbl 1 cobblITnAMN 6e3onacHoCTu.
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Mepexsatbl Dozor Endpoint Agent

PaspelueHne n 6nokupoBka nogkntoveHmss USB-ycTpoicTB no
KaTeropusiM 1 ak3emnnsipam

KoHTponb konvpoBaHus dainos Ha USB-ycTpoicTBa 1 ceTeBble AUCKU

Mepexsat ceTeBoro Tpadguka no npotokony HTTP(S), Bkntoyasi Be6-
noyTy 1 obnayHble XxpaHunuiia

KoHTponb noutoBow nepenvcku no npotokonam SMTP, POP3, IMAP,
EWS B TOoM uncne c wudposaHmem SSL/TLS

KoHTponb 1 6noknpoBka neyaTtn
CHsITUe CHUMKOB C 3KpaHa pabo4yel cTaHumun

I'IepeXBaT HaXaTtunsa KnasuLl Keﬁnorep

KoHTponb nepefayun aaHHblx Yepes 6ydep obMeHa (TekcT, n3obpaxeHus,
aiinbl)

KoHTponb paboyero BpemeHu nonb3oBaTteneii: Ha3BaHne caiToB U
NPUNOXeHWN, Bpemsi paboTbl C HUMK, aHanUTUKa No COTPYAHUKY U OTAeny

3anwucb 3Byka ¢ MUKpodoHa pabodeit cTaHumMn

KoHTponb noakntoueHust k Wi-Fi

TpaHcnaums Buaeo akpaHa paboyeit ctaHumMn B paspabGoTke
3anucb BMAeo akpaHa paboyen ctaHumMm B paspabGoTke
m?rngponb nepeaayn AaHHblX Ha MOBUIbHbIE YCTPOWCTBA MO NPOTOKOMY B paspaBoTke B paspaboTke
KoHTponb 3anucu daiinos Ha CD/DVD B paspabGoTke B paspabGoTke
Axvpekc Tenekom,

TrueConf, MTC JNuHk

KoHTponb AemoHcTpauum akpaHa (BKC n mecceHpxepsbil) (Webinar.ru), SerJazz B paspaboTke B paspaboTke
eXpress

Telegram, WhatsApp,

KoHTponb nepepayn coobLueHnin 1 aitnoB B MecceHaxepax Viber, Skype, Zoom, Telegram, WhatsApp, Telegram, WhatsApp,

MS Teams Skype

Tabrnuya 1. CpasHeHue so3moxHocmel Dozor Endpoint Agent dn1s1 pa3Hbix ornepayuoHHbIX cucmem

C nomowbto Dozor Endpoint Agent MOXHO KOHTPONMpPOBaTb COAEPKUMOE BHELUHUX YCTPOMWCTB
(dneww-HakonuTenen, kapT NaMSATU U BHELLUHUX XECTKUX OUCKOB), MOOKMYEHHbIX Yepe3 USB-nopT k
paboyMm CTaHUMAM COTPYAHMKOB KOMMAaHUKM, a Takke cMapTdOHOB, hoToannapaToB M MpoY. Mo
npoTtokony MTP. OTo No3BONSiET CBOEBPEMEHHO BbISIBMISATL HAPYLUEHUS, CBA3AHHbIE C OnepaumsMu,
BbINOMHAEMbIMU C OAHHLIMW, XPaHALWMMUCS Ha CbeMHbIX HocuTensx. Dozor Endpoint Agent Takke
MO>HO MCNONb30BaTh AN KOHTPONA paboThbl NoNb3oBaTenen Ha TepMUHarnbHbIX CepBepax.

MpuHUMN paboThbl

YcraHoBka u pabota mogyns Dozor Endpoint Agent nponcxogosaTt Ha ypoBHE sapa onepaumMoOHHON
CUCTEMbI U HE3aMETHbI ANs COTpyAHUKa, OBHOBNEHUs He TpebytoT nepesarpysku paboyen ctaHumm.

Dozor Endpoint Agent ncnonbayeTtcsl 4nsi aKTMBHOMO NPOTUMBOLEWCTBUS yTedykaM, B TOM 4uCre C
NpUMEHeHMeM aHanmsa CoOepXUMOro, a Takke cbopa Tpaduka ¢ NPOTOKOSOB, KOTOPbIE TEXHUYECKN
Herb3sa nepexsaTnTb Ha LUNK3e.

Lns obecriedyeHusi 8bicoko20 yposHsi MIb pekomeHdyem ycmaHoeume Dozor Endpoint Agent Ha
paboyue cmaHyuu ecex nonb3osamersed.

8.10. Dozor File Crawler

Mogynb no3BONseT NPOBOAUTb WHBEHTApPM3aLMI0O  COOEPXKMMOrO  (harrioBbIX  XPaHWUNMLL,
(0bwenocTynHbIX hannoBbiXx OBMEHHNKOB U NOKarbHbIX XECTKMX AUCKOB pabounx CTaHUmMI), BbISBAS
HapyLLeHUsa npaBun XpaHeHUsa KoHuaeHUnanbHon NHopMaLmu.

BaxHbiM oTnnunem Dozor File Crawler gsnseTtcs ucrnonb3oBaHWe npuHUmMna LeHTpann3oBaHHOM
o6paboTkn. B otnmumne ot discovery-pelueHnn, peannsoBaHHbIX Ha KIMEHTCKUX areHtax, Dozor File
Crawler cpasy akkymynupyeT pesynbTaTbl cBoen paboTbl B OQHOM MecTe M npefocTtaBnsieT
NonNb30BaTENO LIENOCTHYO KapTUHY BCEX CETMEHTOB KOPNOPaTUBHOW CETMW.
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Cxanmposanue @ \\ MNocTpoenue

WCTOPUYECKOM NOYTBI KapTbl ceTH
CraHupoBaHue
(hannosbix XpaHunuwy
AKTVBHbII PEXUM

(KaHMpOBBHH!‘ Wcnonb3oBanne
C npasamu aocTyna . PE3YNLTATOB CKAHWPOBAHUA
AAMUHUCTPAaTOpa Kak CNPaBoYHnKa
File Crawler

CranupoBaHue \ Wcnonb3osanune
06NAUHbIX XPAHUANLL ANA paccnegosaHnin

MbKan HacTpoONKa
W ynpasneHue 3agavamu

CkaHupoBaxne wHdopmaumu
BHELWHUX HOCUTENEN

YnpaBsneHue HarpysKow,
HACTPOAKA PACNUCAHUA

Aoctyn K pesynstatam:
NONHBIA, B PEXUME U3MEHEHNI

MPOCMOTP KapTLI CeTU NO Pe3ynbraram
BbINOHEHUA 3243y 06CNeN0BaHNA CeTH

PucyHok 75. OcHoBHble Bo3mMoxHocTu Dozor File Crawler

OcHoOBHbIe PyHKLMU
¢ KoHTponb coaepXvMMoro ceTeBblX PeCypcoB 1 KOMMNbIOTEPOB MONb3oBaTeNen.

* BbisBNeHMe  HapyleHUn  KOopnopaTMBHbLIX  MOSIMTUK  XPaHEHWs  KOHpmaeHumanbHOn
nHdopmaumn.

« [lonck wn knaccugukaumsa KOpNopaTuMBHBIX OaHHbIX C  MOMOLLBIO  aBTOMaTU4eCKoro
CKaHMpOBaHUA 06LLEeNOCTYMNHBIX (hannoBbIX PECYPCOB.

e KoHTponb pacnpocTpaHeHus UHOpMaLMKM B paMKax KOMMaHUW, Mexay oTAenamm u rpynnamm
nofb3oBaTenen.

¢ CkaHupoBaHue ceTu ANnsi MOCTPOEeHUs! AepeBa CeT U obHapyXeHWst HeaBTOPWU3OBAHHbIX
3anyLeHHbIX CEPBUCOB.

OTanbl paboTbl

1. [na BbIABNEHUS PUCKOB XpaHeHus KoHduaeHumanbHbiX pgaHHbix Dozor File Crawler
COCTaBnseT HarnsgHyo KapTy CeTU U XpaHeHNsa MHpopMaumm B opraHm3auum.

2. Kapta otobpaxkaeT Bce JOCTYMNHbIE pecypchl (hannoBblie XpaHUULA, CepBePbl MPUNOXEHWUNA,
ceTeBble YCTPOWCTBA BbIBOAA, MOYTOBbIE CEPBEPbl, 3aKpbiTble AUPEKTOpuM K paboune cTaHumm
COTPYAHMKOB) U XpaHMMbIe AOKYMEHTbl — Kak 0bLeoCTyrnHble, Tak U CKPbITble, U CUCTEMHbIE.

3. [mnbkne cpeacTea nnaHMpoOBaHNA 3agad u pacnmcanna nposepok Dozor File Crawler noseonsioT
HenpepbIBHO KOHTPONMPOBaTb 6e30nacHOe XpaHeHNe AaHHbIX B NONTHOCTbLI aBTOMATUYECKOM peXnMe.

4. Tlpn oOGHapyXeHUW HapyLleHUn nonMTuK 6e30nacHOro XpaHeHus KOoHMAEHUManbHbIX
AOKYMEHTOB cMCTEMa OTpasnuT 310 cobbiTue Ha «Paboyem cTone pykoBoauTens».

5. Bce paHHble, coObITMA ¥ uMHUMAEHTbl 6e30nacHOCTU NpPMBA3LIBAOTCA K KOHKPETHOMY
COTPYAHMKY M KaTeropusam sawmuiaemMon nHgpopmaumm. B gocbe Ha cOTpyaHUKa NOSBASIETCA KOMMS
OOKYMEHTa U BCS MH(OpMauMs O HeM: Kakue npasuna nonutukn 6e30nacHOCTU HapyLleHbl, KTO
Bnageney danna, rage oOH pasmeLleH.
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Tabrnuya 2. @yHKUUOHabHbIe xapakmepucmuku Dozor File Crawler

MapameTp XapakTepucTtuku

CpepfHsisi ckopoCTb MaeHTUduKauum
1 XOCTOB/CEK.
XOCTOB CETU 000 xocTos/ce

CpepnHsisi ckopocTb aHanuaa uHdopmauun | 188 Kb/cek, 37,54 darinos/cek

Be6-cepBuchl I1S, Apache HTTP Server, NGINX

Cepsuckl DFS, FTP, NFS, SMB

EMC, NetApp, Microsoft Windows Server 2008-2016

Microsoft SQL Server 2012-2017, Oracle SQL, PostgreSQL, MySQL, DB2,
Informix, Interbase, Sybase, IMHTEP

XpaHunuiwa paboymx ctaHuuii n HoyToykoB Ha nobor n3 OC: Microsoft
Windows, macOS, Linux

Citrix XenApp, Citrix XenDesktop, Microsoft Windows Terminal Server,
VMware vSphere ESXi, X Window System u gp.

AHanus un KOHTponb (hannoBbix cepBepoB

cybf

AHanm3 n KOHTPosb paboumx cTaHLuiA

BupTyanbHble 1 TepMUHarnbHbIE CEPBUCHI

CepBepbl NpUNoXeHUn GlassFish, JBoss, Tomcat, IBM Lotus Notes, WebSphere, WebLogic v gp.

Microsoft Exchange Server 2007-2016, Angekc 360, IBM Lotus Notes,
CommuniGate, UserGate, Zimbra, Kerio Connect n ap.

Mo4yToBLIE CEpBEPLI

CeTeBoe obopyanoBaHue MpuHTepbl, MOY, ckaHepbl, MOAEMbI, pOyTEpPbI

KoHTtponb Cisco Webex Teams

C nomoLubto BoamoxxHocTen Dozor File Crawler MOXXHO HaCTpOUTb CUCTEMY Tak, YTO BCe COOOLLeHNs
n hannbl, oTNpaBfeHHbIe COTPYAHUKAaMKN B NNYHbIX Mnu obwmx yatax Cisco Webex Teams, 6yayT
noctynatb B Solar Dozor 1 npoxoAnTb NPOBEPKY MO YCOBUAM NONUTUKN 6e30nacHOCTU opraHm3aunn.

MOXHO NONYy4YNTb NCTOPUIO COOBLLIEHMI, OTMPABMEHHbIX COTPYAHUKaMU opraHn3auum gaxe oo Toro,
Kak B Hen Obln yctaHoBneH Solar Dozor. MNpu 3TOM yunTbiBaOTCA OrpaHUYeHUst Meccenmpkepa: no
ymonyaHuio Cisco Webex xpaHuT nctopuio coobuieHnn 3a 90 gHen, HO npu Hannuum naketa Webex
Control Hub coxpaHsieTcs BCs UCTOpUS C MOMEHTa YCTaHOBKM MecceHmkepa. CoOOTBETCTBEHHO, MOXHO
nony4nTb NGO UCTOPMIO 3a KOHKPETHbIM nepuog (Makcumym 90 gOHewn), nmbo BCHO UCTOPUIO
COOOLLIEHUN.

OcobeHHOCTH paboTbl B TeppUTOpUarNnbHO pacnpeneneHHOM pexume

Ons noebiweHns ypobctBa wucnonb3oBaHuss Dozor File Crawler B TeppuTopuanbHO
pacnpegeneHHoOM pexume, MOXHO pasrpaHMymBaTb OOCTyn odumuepoB 6e30macHOCTU K 3ajadam
CKaHMPOBAHWSI M TMOCTPOEHHOW KapTe CeTu B COOTBETCTBMM C [AOCTYMHbIMW MONb30BaTENO
OpraHn3aunMoHHbIM eANHULLAMMN.

Mpun cosgaHnm Kaxkgas 3agada CKaHMPOBaHUA CBA3bIBAETCHA C OpraHnsaunoHHoON egmHnuen. danee
BCE HACTPOMKM 3a[4a4u BbIMOSHSIIOTCA C UCMOSIb30BAHNEM PECYPCOB 3TOW €ANHULBbI — CKaHUPYHOLLMIA
XOCT BblOMpaeTCH U3 Cnmcka OTHOCSILLMXCS K OpraHM3aLUMOHHOW eONHNLE, 3NTEMEHTbI KapThl CETU Takke
OOCTYNHbI ANs Bbldopa M3 OTHOCALLMXCS TOJbKO K 9TOW eguHULE.

8.11. MultiDozor

Moaynb MultiDozor npegHa3sHayeH 4nsa opraHMsaunin, nmerwmx cetb omnmanos. OH o6beanHseT
pa3po3HeHHble HcTannauum Solar Dozor B LenbHy0 CMCTEMY, YTO NO3BONSAET KOMMIIEKCHO NOBbLICUTL
©e30nacHOCTb opraHM3aumm.

Pelwlaemblie 3apgaum:

* [lonyyeHue B pexume peanbHOM BpEMEHN MHGOPMALIMM O BHYTPEHHUX NpoLeccax Kak Nno Bcemn
opraHM3auuu B LIENOM, Tak U B OTAENbHbIX hununanax;

e MOHUTOPWHI NEepCcoH W rpynn nosib3oBaTernen Kak no BcewW opraHvsauuu B LIEeNOoM, Tak U B
oTAenbHbIX dunuanax;
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L KOHTpOJ'Ib OeATEeNIbHOCTb COTPYAHUKOB ©e3onacHoCTU B ceTH cbmnmanos;
. I'IpOBe/J,eHme CKBO3HbIX paccne,u,oeaHMVl Ha pacnpenenieHHoM apxmee rno BCEM opraHm3aunu;

¢ LleHTpanunsoBaHHOE yrnpaBrieHne CUCTEMOM M pacnpocTpaHeHue NonuTukn 6e3onacHocTu B
dunmansl.

MpuHUMN paboTbl

Mepexon B TeppuTopuarnbHO pacnpeneneHHbl pexnm OoCyLLecTBNsSeTCs vepes eanHbin BeO-
nHTepdenc Solar Dozor. MultiDozor obecneunBaeT cBsA3b MHcTannAuuni Solar Dozor B dounuanax ¢
ofMHakoBbIM HabopoMm moaynen. OT0 HeobxoouMOo ANs MOMYYEeHWs MOSIHOrO cpes3a AaHHbIX O
npoLeccax B OpraHusauun n, nNpu HeoOXOAMMOCTMW, MOAKMOYEHUSs1 K paccrnenoBaHuMi0 MHUMOEHTa
cneumnanucToB M3 pasHbiX unuanoB cetu. lNpu 3TOM NokanbHylo MHCTannauuio Solar Dozor ¢
YCTaHOBMEHHbIM MoAyrneM MultiDozor no-npexxHeMy MOXHO WCMONb30BaTh A8 peLleHus 3agad
KOHKpeTHoro cdounuana.

8.12. MultiConnector

WHTerpaumoHHbii mogynb Solar Dozor, koTopblin BKItoYaeT B cebst HECKOMNbKO KOHHEKTOPOB A5
WHTEerpauumn c onpegeneHHbliM knaccom cuctem (SIEM, SOAR, XDR, IRP). Kaxgblh KOHHeEKTop
cogepxmt Habop HTTP/HTTPS API, obecneuvBatowmin Heobxoammyro (PYHKUMOHANbHOCTL W
cueHapun. Ha TekyLwmin MOMEHT peann3oBaHo 2 KOHHEKTopa:

KoHHekTOp Ne1 — pgnda yganeHHoro ynpasnenus nonutukamm 6esonacHoctu Solar Dozor:
cosfaHuve, pefakTMpoBaHve, yaaneHue CruckoB CoB, a Takke npuMeHeHne 0OHOBNEHHOW NOSIUTUKM
dunbTpaLmmn, NPOCMOTP COCTOSTHUSA NMNULEH3UM U CepBUCa UHTErpaLnn.

KoHHekTOp N2 — pgns yganeHHoOro W3MeHeHust aTpubyTtoB COObITUM M MHUMOEHTOB
6esonacHOCTU (YpOBEHb KPUTUYMHOCTW, CTaTyC, COCTOSHME), pPa3bnoKMPOBKM W  OTNPaBKK
3abnoknpoBaHHbIX NUCEM, Mepedayn KpynHbIX aTtpmbyToB cCOObLITMA U WMHUMOEHTOB (BCe agpeca
nony4vaTtenemn, Bce Teno coobLLeHns co BceMu cpabaTbiBaHUAMM U T. 1.).

[ns yoo6cTea co3ganns yoaneHHbIX 3anpocoB K Solar Dozor peanuaoBaH rpadmyeckin
cnpaBoYHbIN MHTEpdenc. B HeM NpmBeaeHsbl OnMcaHus, napamMmeTpbl U Bo3BpallaeMble 3HaydeHus API.
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9. CwuctemMHble TpeboBaHUA

MuHumanbHas yctaHoBKa

[ns MMHMManbHOW YCTaHOBKU OCTaTOYHO OAHOMO Y3Mna co crneaytowen KoHurypaumen:
 Konuyectso aaep — 16;

¢ TakrtoBasg yactota — o1 2,1 [Tu;

» OG6BbeM onepaTtmBHON NnamsTh — oT 32 I'b;

¢ OObbeM xecTkoro amcka — ot 200 I'b.

B OononHeHue K YykaszaHHOMY pa3Mepy CUCTEMbl XpPaHEHUs PEKOMEHAYETCS WCMNOoSib30BaTb
aunckosble nonku unn CXO ansa xpaHeHnsa 6a3 gaHHbIX U AONTOBPEMEHHOro hannoBoro XxpaHunuiua.

TpeboBaHUA K UHpacTpyKType

Onsa nopoepxaHuss  HopmanbHoW  pabotocnocobHoctn  Solar Dozor, wuHdpacTpykTypa
KoprnopaTUBHOW CeTU AO0SMKHaA COOTBETCTBOBATL CrieAyowmMm TpeboBaHUAM:

* Hanuune DNS-cepBepa n NTP-cepBepa;

o CeTb gomkHa nponyckaTb Tpaduk mMexagy komnoHeHTamwm Solar Dozor B cooTBeTCcTBUM C
MaTpuuen gocTyna;

e [IponyckHas cnocoBHOCTb CeTEBLIX MHTEPGENCOB CEPBEPOB cUCTEMbI HE MeHee 100 MbuT/c.

lpu Heobxodumocmu KoHmMposns 60nbwWo20 Kosuyecmea U30bpaxeHul pekoMmeHOyemcsi
ucrionb3ogamb  cepsep €  epacudeckumu  npoueccopamu  (GPU), 4ymobbl  nosbicumb
rnpou3sodumesIbHOCMb cepauca pacro3HagaHusi 2paghuyeckux 06 beKMOo8 U cepguca pacro3HagaHusi
peyu 8 ayduosarnucsx ¢ MUkpoghoHa pabouyeli cmaHUuU.

Ina yctaHoBku Solar Dozor Heob6xoaumo Hanu4yue cneayrowero MO:
e OnepauMnoHHbIE CUCTEMBI:
Debian 12.10 «Bookworm»;
PE[ OC 8.0 «Mypomy;
o SberLinux 9.5;
o Astra Linux 1.7.7 Special Edition (pexunmbl « CMoneHck», « BopoHex»);
o Astra Linux 1.7.7 Common Edition (pexxum «Openy»);

o Astra Linux 1.8.1 Special Edition (pexumbl «CmoneHck», «BopoHex»), Common
Edition (pexum «Open»).

e CYB/[ Ha BbIGOp:

o PostgreSQL 11, 12, 15, Jatoba wnun Oracle Database Enterprise Edition 11, 12, 19 —
NCMNONb3YylTCs OIS apXvBa COOBLLEHNN;

o ClickHouse 20.8.18.32 ncnonb3yetcs ana UBA (aHanu3 noBefeHns nonb3oBartenen)
n KPB (koHTponb paboyero BpemeHm).

e CpenctBo MOHMTOpKHra Zabbix 6.0;
»  SSH-KNWeHT;

¢ [Ouctpubytme Solar Dozor;

e  JlnueHsus Ha Solar Dozor.

* bBpaysepbl nocneaHnx akTyarnbHbIX BEPCUN:

O CONAP
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O
@

Axpekc.bpaysep
Atom

Mozilla Firefox
Google Chrome

Microsoft Edge

TpeboBaHuUsA K KOH(PUrypaUumn KOHTPONMpPYEMbIX Paboumnx cTaHLUN

Ona ycrtaHoBkn n adpdpekTnBHOM paboTel Dozor Endpoint Agent pekomeHayeTcss cnegytoulas
KOHGUrypauusa paboyen ctaHumm:

 KonunuectBo aaep — oT 2;

e OnepatuBHasg namate — oT 4 I'b (Windows, Linux, macOS);

» O6Bbem xectkoro gucka — ot 50 I'b (Microsoft Windows, Linux, macQOS).

[ns KoppekTHOro oyHKLUNOHUPOBAHMS areHTOB COOTBETCTBYHOLWMX nraTtdopm Ha APM gomkHa 6biTb
YyCTaHOBIEHA O4HA M3 CneayLWmnx onepaunoHHbIX CUCTEM:

XapakTtepucTtuka

PekomeHayemMmoe 3HayeHue

EAL

Bepcun OC (c
YCTaHOBMEHHbIMU
KPUTUYHBIMU
obHOBNEHUAMN,
peKoMeH0BaHHbIMN
BeHgopom OC)

Windows 7 SP1 32/64
bit

Windows 8.1 32/64 bit
Windows 10 32/64 bit
Windows 11 32/64 bit

Windows Server 2008
R2 64 bit

Windows Server 2012
R2 32/64 bit

Windows Server 2016
Windows Server 2019
Windows Server 2022

AlterOS 7.5 B KoHGUrypauum «Paboyas ctaHuus»

Astra Linux Special Edition 1.6, onepatmsHoe
obHoBneHne 6e3onacHoctn BONJIETEHDL
Ne20221220SE16, ypoBeHb 3aLUMLLEHHOCTU
«CmoneHck» (rpadpmyeckoe okpyxenue Fly)

Astra Linux Special Edition 1.7.4 n 1.8.1, ypoBeHb
3awumileHHocTn «BopoHex» / «Opény» /
«CmoneHck» (rpadpmyeckoe okpyxenue Fly)

Astra Linux Special Edition 1.7, ypoBeHb
3awmileHHocTn «BopoHex» / «Opény /
«CMOnEeHCK» ¢ (PYHKLMOHMPYIOLMM MaHAaTHBIM
ynpaeneHvem goctynom (MPL)

Astra Linux Special Edition 1.8.1, ypoBeHb
3allunLeHHocT « CMOoneHcK» ¢
PYHKLMOHUPYIOLLMM MaHAATHBIM YNpaBrieHnem
pocrtynom (MPL)

Astra Linux Common Edition 1.8.1, ypoBeHb
3awmieHHoctn «Opény (rpadmyeckoe
okpyxeHue Fly)

Debian 11 Desktop

Ubuntu 20.04 LTS Desktop (okpyxeHne Gnome)
Ubuntu 22.04 (okpyxeHune Wayland)

AnbT 10.1 Paboyas ctaHums

AnbT 10.2/K 10.2 Pabo4as ctaHums

AnbT 10.3/K 10,3/10,4/K 10.4

PE[ OC 7.3.2 «Mypom» B koHdurypauum
«Paboyas ctaHuusa»

macOS 11.x Big Sur
macOS 12.x Monterey
macOS 13.x Ventura
macOS 14.x Sonoma

macOS 15.x Sequoia

O CONAP




SOLAR DOZOR 8.0 WHITE PAPER

10. NHTerpauuna co CTOPOHHNMU peLueHUAMM

Solar Dozor o6nagaeT pasBUMTOM CUCTEMOW WHTErpauumn, 4to no3sonsieT 3deKkTUBHO
B3aMMOOENCTBOBAaTb C BHELUHUMW CUCTEMaMM U peLlleHUsIMU pas3nnyHbiX BeHOOpoB. bnarogaps
noaaepkke CTaHAapTHbIX MNPOTOKONOB W MHTepdencos, Solar Dozor obecneymBaeT GesonacHbIn,
mMacwTabupyembli 1 rmMbkuin obBMeH AaHHbIMKW, a TaKKe KOOpAWHAUMIO AEWCTBUA C ApYruMun
KOMMOHEeHTaMn MHPaCTPYKTYpbl MH(OPMALIMOHHON 6e30nacHOCTHU.

10.1. UHTerpauma c BHEWWHUMUN CUCTEMaMM

Solar Dozor npegocTtaBnsieT LUMPOKME BO3MOXHOCTU AN UHTErpaumm ¢ BHELLHUMM CUCTEMAMN, YTO
Nno3BONSET pacwupaTb  yHKUMOHAN peleHns U nosblwaTth 3 EEKTUBHOCTbL  MPOLIECCOB
nHdopmaumMoHHon OGesonacHocTn. [logaep)kka CTaHAAPTHLIX MPOTOKONOB WU UHTEPdEencoB
obecneumBaeT 6e3onacHbI U MacwTabnpyembln 0O6MEH JaHHBIMKU, a TakkKe KOOpAUHALUMIO OENCTBUN
mexay Solar Dozor n gpyrmmm KOMnoHeHTaMu MHAPACTPYKTYPbI.

Solar Dozor uHTerpupyeTcsi € KnoveBbIMU peLleHnsaMm B 0611actn MHhopMaumMoHHOM 6e3onacHoCTH
n kopnopatusHon U T-MHpacTpyKTypbl, BKIHOYas:

e SIEM, SOAR, XDR, IRP — pansg ueHTpanuM3oBaHHOrO YMpaBreHus WHUMOEHTaMn W
aBTOMaTM3aUMn pearMpoBaHus;

¢ CerteBble wWno3bl 6esonacHoctn SWG (Hanpumep, Solar webProxy) Ans aHanvsa n KOHTpons
ceTeBoro Tpadwmka, peweHunsa knacca DCAP (Hanpumep, Solar DCAP) — Ans KOHTPONSA U 3aluThl
HECTPYKTYPUPOBaHHBIX AaHHbIX;

* [loyToBble U hannoBble cepBepbl — OS5 MOHUTOPUHra M aHanusa JNeKTPOHHOM MNOYTbl U
hannoBbIX XpaHUNuLL;

* KopnopaTtuBHble MecceHmpKepbl — Anst KOHTPONSt KOMMYHMKALWN;
*  Cnyx6bl kKaTanoros — Ans ayTeHTMdMKaLMM U aBTOpM3aLmMmM Nonb3oBaTenen;

¢ CuncTtemMbl MOHUTOPWHIA U apxuMBaTopbl — [Af1si PacCLUMPEHUsi BO3MOXHOCTEN KOHTpOns U
XPaHEHWUs1 AaHHbIX.

MpoToKkonbl U HTepcencbl MHTErpauumn
Solar Dozor nogaepXuBaeT MHTErpaumio No cneayowmm NpoToKonam n nHTepdencam:
e HTTPS/HTTP AP| — 3awwmeHHoe nporpaMmMHOe B3auMoaencTene n obmMeH gaHHbIMU;

e ICAP — nHTerpauusi c cepBepom KopnopaTtmBHOroO MecceHmxkepa, ob6rayHbIMU XpaHUuLLamu,
a Tarke C NPOKCU-cepBepaMn N MexceTeBbIMU 3KpaHaMu N4 nepexsaTta U aHannsa Tpaduka;

»  SPAN — 3epKanupoBaHue ceTeBOro Tpaduka ong aHanmsa n MOHUTOPUHIa;
* SYSLOG — nepegaya cobbiTui 1 XXypHanos 6e3onacHocTy;

* LDAP — ayTeHTU(MKauna n aBTopusaLms nosib3oBaTenemn.

MHCTpYMeHTbI MHTerpauum
[nsa ynobcetea uHterpaumm B Solar Dozor npeaycMoTpeHbl crneayowme UHCTPYMEHTbI:

* Pepaktop cxem npeobpasoBaHus AaHHbIX — MO3BOSISIET CO34aBaTb M HacTpamBaTb CXEMbl
npeobpa3oBaHMa AaHHbIX, nonyyYeHHbix no ICAP/HTTP 3 BHeLWHen cucTtembl, HENOCPEACTBEHHO B
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Beb-uHTepdence Solar Dozor. 3To obecneumBaeT nonyvyeHne MHOpMaUmMmM N3 BHELUHUX CUCTEM B
Tpebyemom chopmaTe 1 NoBbIWAET IMOKOCTb MHTErPALMOHHbBIX NPOLIECCOB.

* Moaynb MultiConnector —  MHTerpauMOHHbIN cepBuc, BKMOYaKOLLNI Habop
cneumnanuanpoBaHHbIX KOHHEKTOPOB 41151 pa3fiMyHbIX KnaccoB cuctem (Hanpumep, SOAR/XDR, IDM,
Bl n ap.). Kaxgbim KoHHeEKTOp coaepXut Habop npasun u uHcTpykumn (HTTP/HTTPS API),
onpegenalowmx B3anmogencrame mexay Solar Dozor n KOHKPeTHOW CUCTEMOWN.

mm/ Kondurypauma / Yaen

O6patoTKa COOBUIEHMt

Dozor email

Dozor messenger

Dozor file

Dozor message

TrueCont

Mima cxemol npeobpasosanma

NpruMeHs Ty Cxemy

ViR ONOPHONO 3aronoexa jer X-Dozor-Mapping-Schema

SHaYeHWe ONOPHOID 3aroNoeKa k he r-V TrueCont

Npasuna npeobpazosanna

Express

PucyHok 76. PegakTop cxem npeobpa3oBaHuA
Mpumepbl MHTErpauum

o WHrterpaums c SIEM-cuctemammn (Hanpumep, Solar SIEM) nossonsieT aBTOMaTU4eCKU
nepegaBaTb COObITMS 6e30MacHOCTM U MHUMOEHTbl AN LUEeHTPanM30BaHHOrO aHanmmsa u
pearmpoBaHusi, yCKOPSisi NPOLECC BbISIBNEHUSI U YCTPAHEHNS Yrpo3.

o Bsaumogenctene ¢ SOAR n XDR-pelieHusimmn obecnevmBaeT aBTOMaTM3aUmMio pearmpoBaHns
Ha MHUMOEHTbI M paclunpsieT BO3MOXHOCTU paccrnefoBaHus.

10.2. UHTerpauuma ¢ pelieHuaMu Apyrux BeHA0poB

Solar Dozor nogaepxuBaeT WHTErpauuio C peLeHUMN pasfnyHbiX BEHOOPOB, YTO MO3BONdAeT
pacwmpuTb YHKUMOHAlbHbIE BO3MOXHOCTU CUCTEMblI M MOBLICUTE A(PPEKTUBHOCTL YNpaBreHns
MHOPMaLMOHHOK 6e30MacHOCTLIO.
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MecceHaxepsbl

MouToBbIE CEPBEPDI

Cuctembl MOHUTOPUHTa
Cnyx06bl KaTanoros
SIEM-cuctembl

PabGoTa ¢ gokymeHTamu

VK Teams, Express, TrueConf, Cisco Webex
Teams

MonOdgmc Mailion, Yandex 360, MonOdwuc
MoyTta, Microsoft Exchange, Exim

Zabbix
Active Directory, ALD PRO, FreelPA
SIEM KUMA

MonOdumc — [okymeHTbl OHnamH

WHTerpaums Solar Dozor ¢ pelueHMamMn CTOPOHHUX BEHOOPOB MNO3BONSAET aPPEeKTUBHO ynpaBnaTb
MH(POPMaLUMOHHON 6e30MacHOCTLI0 M B3aMMOAEWCTBOBATb C  PasfMyHbiMM - cuctemamu. 3ITO
obecneymBaeT rMBKOCTb U MacLTabnpyemMocTb CUCTEMBI, NO3BOSIAA a4anTUpPOBaTh €€ No KOHKPETHbIE

noTpebHOCTM opraHusauuu.
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11. Solar webProxy

Solar Dozor MoXeT TeCHO B3avMOAENCTBOBaTL C Apyron pa3paboTkon komnaHun «Conap» — Solar
webProxy.

11.1. HasHayeHue

Solar webProxy — wnto3 Be6-6e3onacHoctn (Secure Web Gateway, SWG) ansa koHTponst goctyna
COTPYAOHMKOB W MNpUNoXeHun K Beb-pecypcam, 3awmuTbl OT BeO-yrpo3, TakMxX Kak 3anpelleHHble,
3apaXeHHble WNn UWNHIoBbIE CalTbl, a Takke ONoKMPOBaHWUS YyTedek KOoHMAEHUManbHom
nHpopmaumm yepes Beb-kaHan.

[ns 3awuTbl opraHmnsaumm B Solar webProxy npuMmeHsaloTca cnegyowme MexaHnambl:

AyTeHTUdMKaLWA 1 aBTopM3aLma — AMA KOHTPONsA A0CTyna COTPYAHMKOB K KOHKPETHbIM BE6-
pecypcawm;

Pacwudposka HTTPS-Tpadmka — ons nposepku 3aimdpoBaHHOro Tpaduka u ero
nepegayvn gpyrum cpeacteam 3awmtbl no npoTtokony ICAP;

KaTeropusatop Beb-pecypcoB — And ynpasneHnsa 4OCTYNOM K KOHKPETHbIM KaTeropmsim Be6-
pecypcoB (MHTEpHET-MarasuHbl, NOPHOCaNTLI, Obpa3oBaTenbHble Pecypchbl U T. 4.);

BcTpoeHHbIN aHTuBMpYC — ANns 3awwmTtbl OT BpegoHocHoro N0 1 Be® unHra;

BrnokupoBLUMK peknambl — ANs 3aWmThl OT BPE4OHOCHbLIX CKPUNTOB B PEKNaMHbIX 6aHHepax u
nporpamm ansi céopa gaHHbIX COTPYOHUKOB (KyK);

PeBepc-npokcn — A1 KOHTPONsA A0CTyna yaaneHHbIX COTPYOHUKOB K BHYTPEHHUM
KoprnopaTtunBHbiM Beb-pecypcam, Hanpumep Outlook Web Access;

[locbe Ha nepcoHy — Ans NPUMEHEHWUSI NePCOHANM3NPOBaHHBLIX MONUTUK GEe30MacHOCTU U
NHAMBMAYANbHOIO KOHTPOS TpaduKa;

KOHTEHTHbIN aHann3 — Anda npefoTBpaLLeHns yTevek kKoHmaeHumansHon nHgopmaumm;

AreHTbl Ha paboumx CTaHUMSIX — OIS NepeHanpaBneHns Bcero Tpagumka ¢ paboumx cTaHumm
Ha NpPOKCMK.
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Mecto SWG B apxuTekType 3aluThl CETU

o0
O O YaanexHule
r _] COTPYAHMKH
CoTpyaHiENn |:|j MocTyn Kk BHYTPEHHNM
W MPUNOKEHUA BeB-pecypcam
— Pesepc-npokcu
Hoctyn T
Arentcroe M0 B MHTEpHET =
[ N
WuTerpayua no ICAP Beb-npokcu KouTeHT-aHannz
U = D)
o
BcrpoenHeiii CroponHuil HTTPS JapakeHHele,
8HTUBHMpYC MEXCEeTEBOI 3KpaH QUWHHroBLIE,
HEMenaTenbHsle
N L Beb-pecypesl
O i i [Oocee Kateropuaaton NernTumHLIi
’ I:I o Beb-pecypcon AocTyn
AHTMBAPYCE DLP Mecoyxuusl NeruTumHeE

BHEWHWe
Beb-pecypcsl

L]

Kopnopatuexsie
eeb-pecypcel

PucyHok 76. Solar webProxy B ceteBoi uHppacTpykType

OTtnununtenbHble  ocobeHHocTM  Solar webProxy — BbicOkas NpPOW3BOAUTENBHOCTL U
OTKa30yCTOMYMBOCTb, BCTPOEHHbIE HACTpaMBaemble OTYETbl C BO3MOXHOCTbIO AeTanu3auuu Ao
«CbIpbIX» OAHHbIX, 4OCbE Ha COTPYAHWKA, yOOOHbLIN BeO-MHTEepdenc, a Takke TeCcHas UHTerpaums ¢
DLP-cuctemon Solar Dozor gna npepoTBpalleHus yTedek KoHdumaeHumanbHoW uHdopmauun B
aBTOMaTM4YeCKOM pexnme.

MomumMo ocHoBHOM byHKUMM — obecnedeHns Beb-6e3onacHocT — Solar webProxy nossonser
CHU3UTb noTpebneHne uWHTepHeT-TpaduKa, OAHOBPEMEHHO YBENMYMB CKOPOCTb AocCTyna K
Beb-pecypcam. 3T0 gocTuraeTcs 3a CHeT BO3MOXHOCTEN K3LWMPOBaHUSA 4acTo 3anpallnBaeMblX
CTpaHuy, OnokupoBaHUSA pasBrekaTesflbHbIX PecypcoB, HaBA3YMBOM  peknambl, a Takke
NUMNTUPOBaHKSA Tpaduka Ans nonb3oBaTenen.

Solar webProxy BHeceH B EguHbIn peectp oTeyectBeHHoro MO (Ne 7765), n ycnewHo 3ameHsieT
nngupytowme 3apybexHole SWG, Takme kak McAfee SWG, Symantec ProxySG, Forcepoint SWG, B
KPYMHENLLUNX POCCUNCKMX KOpnopaumax.

11.2. O6nactu npumMmeHeHus

Solar webProxy moxer:

¢ OrtcnexunBaTb MCNOMb30BaHNE BE6-pecypCcoB NOMb30BaATENAMU U NPUNOXKEHNAMN;

¢ PasrpaHnunBatb AOCTYN COTPYOHUKOB N MPUNOXEHNI K BHELLHUM Be6-pecypcam;

¢  KoHTponupoBaTb AOCTYN yAaneHHbIX COTPYAHMKOB K BHYTPEHHUM pecypcamM OpraHnsaumu;
o [lpepoTBpalLaTth yTeYKM KOHDUAEHLUMANBHON MHOPMaLINK;

¢ KoHTponupoBaTb CkauMBaeMble 1 OTNpaBnsieMble B MHTEPHET AaHHbIE;

¢ KoHTponuposaTb AOCTYN COTPYAHUKOB K Be6-cantam nnm kateropmsm Beb-pecypcos;

¢  OrpaHuymBaTb 06BbEM BeO-TpadmKka ANA CHUKEHUSA Harpy3kn Ha KaHan CBA3MW;

* [lopoepxuBaTtb BbICOKYHO CKOPOCTb U HaAEXHbIN JOCTYN K BeG-pecypcam;

* BbnokupoBaTb BpeaoHocHoe O 1 JoCTyn K 3apa)keHHbIM pecypcam;
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BrnokvpoBaTtb peknamHble GaHHepbI;

PerJ'IFIpHO CbOpMVIpOBaTb CTaTUCTu4eCkme oT4eTbl O pa60Te COTPYOAHMKOB KOMMaHUN B

WHTEpHeTe;

BbinonHaTb Tpe6OBaHVIFI n pekoMeHOdaunmn perynAatopoB B HaCTu orpaHn4eHnd goctyna K Beb-

pecypcam.

11.3. MpuHUKMN paboTbl

Solar webProxy ycTaHaBnumBaeTca «B paspbiB» Tpaduka W KOHTPONMpyeT BCe [OaHHble,
nepefaBaemMble Mexay COTPyaHUKaMU U MHTEPHET-pecypcamu.

1. MMpu obpaweHun k pecypcy (BHYTPEHHEMY WNN BHELLUHEMY) MPWUSIOXKEHME MPOXOAUT
ayTeHTubmkaumio B Solar webProxy. Bo3moxHa HacTpoika poctyna 6e3 3anpoca
ayTeHTudmkaumm onsa OTAeNbHbIX PECYPCOB M MPUNOXKEHUN.

2. Solar webProxy B COOTBETCTBUMN C HAacCTpPOWMKaMu OTNpaBNAeT AaHHbIe Ha NPOBEPKY BO
BCTPOEHHbI aHTMBUPYCHbIA MOAYMb W/UNKU CTOPOHHIOK cucteMy no npotokony ICAP. [Mpu
NONOXWUTENbHOM OTBETE OT MNPUHMMAlOLLEN CUCTEMbl COEAMHEHWE npepbiBaeTcs, a
nonb3oBaTenb Nony4YyaeT 3apaHee HAaCTPOEHHYO CTPaHULY C yKazaHMeM NpUYnHbl GITIOKMPOBKMY.

3. Solar webProxy npMmeHseT COOTBETCTBYIOLLYIO MOANTUKY ©6e30macHOCTU Ucxoasd u3
Mony4YeHHbIX Ha aTane ayTeHTMdMKaUMMU OaHHbIX O MONb3oBaTene, cepBepe HasHaveHus, a
TaKkKe TEXHNYECKNX NapaMeTpoB 3anpoca.

4. Ecnu nepegaya AaHHbIX paspeLlleHa no nonuTuke, 3anpoc OT NPUNoXeHUst nepeaaeTcs
Ha cepBep Ha3HayYeHus.

5. TlonyyeHHbIn OTBET OT CepBepa Ha3HaA4YeHUs TakkKe MNPoBepseTCA aHTUBUPYCHLIM
Moaynem, a 3aTeM — Ha COOTBETCTBME HACTpPOeHHoW nonutuke 6esonacHoctun. [lpu
NONoOXNTENbHOM pe3ynbTaTte nepefaeTcs NPUNOXEHNI0 — UCTOYHUKY 3anpoca.

6. Ecnwn 3anpoc unn oTBeT He COOTBETCTBYIOT NONUTUKE 6e30MacHOCTU, TO BMECTO HUX
nonb3oBaTternb NnosnyyaeT NOArOTOBMIEHHYK CTPaHWLY C OnMcaHveM 3anpeTa, a NPUNOoXeHUIo
oTKasblBaeTcs B goctyne. [pu obHapyXeHUn HapyLLIeHUs NPOUCXOAUT yBeaoMITeHne oduuepa
B6esonacHocTw.

O6LWur NpnHUMN paboThl

ol k R ©@ L@

O6paboTka

Monbsosarenu AyTeHTnrkaums WHTepHeT
wn NONUTUKKA
PUNOXKEHUS
s SOLAR WEBPROXY ~
ayTeHTU(MKaLMA ¥ aBTOPWU3aLIUA COTPYAHUKOB 3anpeT 10cTyna K 3apaseHHbIM 1 (PULIMHIOBLIM canTam
pasrpaHu4eHie npae JocTyna no kateropuam sed-pecypcos 3alli1Ta oT CKPUNTOB, cOBUpatoLLMX MHhOpMaLKIO 0 NoNb3oBaTensx (cookies)
SSL-urcnekuus (TLS 1.2, 1.3) npoBepka BCTPOEHHbIM aHTuBupycom (Dr.Web)
npoBepka CepTUUKaTOB No pasnuyHbLIM aTpubyTam ©a30BLIN MeXceTeBow aKpaH u NAT
paclMpeHHan NpoBepKa COTPYAHWKOB, NoNaBLIKX GnoknpoBKa hainoe no xeLl-cymMmam
B DLP B rpynny pucka (npu uHterpaunu ¢ Solar Dozor) ornpaska gannos Ha nposepky B DLP, JononHuTenbHbIA aHTuBupyc, Sandbox
. J

PucyHok 77. NMpuHumn pa6oTtbl Solar webProxy
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12. O rpynne komnaHun «Conap»

Mpynna komnaHuii «Comnap» — apXUTEKTOp KOMMIEeKCHon kubepbesonacHocT. Knoyesble
HanpaBneHns OesTenbHOCT — ayTcopcuHr B, paspaboTka cOGCTBEHHbLIX NPOAYKTOB, MHTErpauus
KOMMNMEKCHbIX  pelueHuin, obydyeHne  WbB-cneumanucToB, aHanuTMka W UCcredoBaHue
KMOGEPUHLMOEHTOB.

C 2015 roga npepoctaBnsieT Vb-pelueHnsa opraHnsaumsiMm OT Manoro GusHeca A0 KPYMHEWMLWnX
npeanpuaTuiA Kntovesblx oTpacnen. MNog 3awuton «Conapa» — 6onee 1000 kpynHENLWNX KOMMNAHWIA
Poccun. KomnaHus pabotaeTt B HanpaBneHnsix 6e3onacHon pa3paboTky NporpaMmMHOro obecneyeHus,
ynpaBrneHns SOCTYNOM, 3aLnTbl KOPNOPaTMBHBLIX AaHHbIX, AETEKTUPOBAHNSA XaKepCKUX aTak u yrpos,
YTO NO3BONSIET 3aKPbiBaTb MAaKCUMyM NOTPEOHOCTEN 3aKa3uMKOB.

"pynna koMmnaHum npegnaraeT cepBUCkl NepBoro 1 kpynHenwero B Poccun kommepyeckoro SOC —
Solar JSOC, akocuctemy ynpasnsembix cepsucoB MIb — Solar MSS. Mo gaHHbIM He3aBUCUMbIX
aHanuTtnkoB, «Conap» BXOQMT B Ton-5 eBponenckux n Ton-15 MUpOBLIX CepBUC-NPOBanaepoB Mo
ob6bemy BusHeca.

Pabota LleHTpa wuccneposaHuns knbepyrpo3 Solar 4RAYS HaueneHa Ha uW3yyeHMe TaKTUK
knbepnpecTtynHukoB. [lonyyeHHble aHanuTuyeckne pfaHHble oborawaoT paspaboTtkn LleHTpa
TEeXHosorun knbepbesonacHoOCTI.

JTnHenka cobcTBeHHbIX NpoaykToB BKNtovaeT DLP-peweHne Solar Dozor, wnto3 Be6-6e3onacHocTn
Solar webProxy, mexceTeBon akpaH HoBoro nokonerus Solar NGFW, IdM-cuctemy Solar inRights,
PAM-cuctemy Solar Safelnspect, aHanmsaTop koga Solar appScreener u gpyrue. Takke 'K «Conap»
pasBuBaeT nnatdopmy ANA NpakTU4ecKonm OoTpaboTkM HaBbIKOB 3awmTbl OT kmbepyrpo3 «Conap
Knbepmup».

Npynna komnanuin «Conap» nHBecTUpyeT B pa3BuTuMe oTpacnu knbepbesonacHocT M nomoraet
pewaTb npobnemy kagposoro AeduumTa. Ona nogaepXkm MOMOAbIX TEXHOMOMMYHbIX MPOEKTOB U
HaCbILWEHNS pblHKAa TEXHOMOrMsMW Cco34aHbl BeHYYpHbIM ¢oHa Solar Ventures u nporpamma
CyberStage. CoBmectHO ¢ MuHumdpbl Poccun B pamkax HaumoHanbHOro npoekta «Lundposas
akoHomuka Poccuinckon depgepauumy peanuayeT BCEPOCCUICKYD nporpammy KnbeprurmeHsi,
HanpasfieHHY Ha NoBbleHne LMdPOBON rPaMOTHOCTU HaCeSEeHNS.

Mog 3awmTton «Conapa» HaxoaATCs KpynHenwmne rocygapCcrBeHHble MHPOPMAaLMOHHBIE CUCTEMBI,
a TakKe OSKOHOMUMYeckme W oblecTBeHHo-nonutnyeckne cobblta B Poccun, B TOM uyucne
MEeXOYHapOA4HOro YPOBHS.

Wrar komnaHun — 6Gonee 2000 cneumanuctoB. [oagpasgenenus «Conapa» pacrnonoXeHbl B
Mockee, CaHkT-leTepbypre, HmxHem Hoeropoge, Camape, PoctoBe-Ha-[JoHy, Tomcke, XabapoBcke
n Wxescke. TexHONMOrMM KOMMAHUMU W Hanuune pacnpefeneHHblX MO BCeW CTpaHe LeHTPOB
KOMMEeTEHUUMI NO3BONSAOT en paboTaTb B pexume 24/7.


https://rt-solar.ru/
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13.

KoHTakTHasa nHcpopmaums

TenedOHbI:

+7 (499) 755-07-70 — npogaxu 1 obLime Bonpochl

+7 (499) 755-02-20 — TexHuyeckas nogaepxka

E-mail:

solar@rt-solar.ru — nApoAa)xwu n BONPOCkI MO CEPBUCY

support@rt-solar.ru — TexHu4yeckas nogaepxka

Appeca:

®
®

[ ]

O CONAP

Mockea, Hukntckum nep., 7, ctp. 1

Mocksa, Batckas yn., 35/4, BL| «BsaTtka», 1-in nogbesq
HwxHuin Hoeropopa, KasaHckoe wwocce, 25, kopnyc 2
Camapa, Monogoreapgenckas yn., 204
PocTtoB-Ha-[loHy, [JonomaHoBckui nep., 70

Xabaposck, yn. Cepbiwesa, 56

100
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