C6op 1 xpaHeHWe paHHbIX O BbiBIEHNS CITOXHbIX aTak
N paccnegoBaHUsi UHUMAOEHTOB C PELUEHUEM Knacca
Network traffic analysis (NTA)
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OnucaHue cepBuca

KopnopatueHas MHGpacTpyKTypa CEroaHs BKIOYaET He TOMbKO OGUCHbIE KOMMbIOTEPLI U CEPBEPSI, HO U NNYHbIE
YCTPOWCTBa COTPYOHMUKOB, a paboyuve faHHble XPaHATCs Kak JIoKasnbHO, Tak U Y NMOCTaBLUMKOB yCnyr. [ CoXHOW
NMHGPACTPYKTYPbl HEAOCTATOYHO NEPUMETPOBbLIX CPEACTB 3aLLMTbI UM PELLEHNI MO KOHTPOSIO Paboumx MECT U LUITIO30B.

BaxHo otcnexmBatb BPEOOHOCHYIO aKTUBHOCTb BHYTPW KOpI'IOpaTI/IBHOI;I CEeTN N onepaTtnBHO BbIABNATb 3apaXeHHble 06bEKTHI.

B aToM nomoxeT cepBuc aHanuida ceteBoro Tpaduka ot Solar JSSOC — kpynHenwero B Poccum kommepyeckoro LeHTpa
MOHUTOPUHIa N pearMpoBaHus Ha kKnbepuHunaeHTbl'. CepBuC npegnonaraeT TwaTtenbHyo NPOBEPKY NEPUMETPOBOIO

N BHYTPEHHEro CeTeBOro Tpaduka, a Takxke XxpaHeHne nHbopmMalmm ons paccnegoBaHuii U PETPOCNEKTUBHOIO aHannsaa.
Mmy6okas akcneptmaa Solar JSSOC n cobcTBEHHas 6a3a 3HaHUNM TakTUK, TEXHUK U NPOLEAyp aTakyloLmx, a Takke METOOOB

pearvpoBaHuns Ha HOBEWLLNE BEKTOPbI aTak rapaHTUPYIOT BbICOKYIO 3pPEKTUBHOCTL CepBuca.

Pewaembie 3apgaun
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Paclwmpenve lNpoBepka runotes MomoLup B paccnepoBaHum O6HapyXeHue yTeyek AaHHbIX
BO3MOXHOCTEN Mo Threat Hunting n aTak 1 BOCCTaHOBNEHUM W HapyLUEeHUs NOMUTUK
BbISBIEHMIO CIOXHbIX aTaK BbISIBIEHME CKPbITbIX YrpO3 NX XPOHOMOTr NN 6e30MnacHoOCTM

CepBuYC NOAXoaMT OpraHn3auunsaMm, KoTopble noanmcanbl Ha ycnyru Solar JSOC no MOHUTOPUHIY 1 pearnpoBaHNO
Ha MHUWNOEHTbI |/|5, CTPEMATCA YCTPaHUTb «CJienble 30HbI» B 3alunTe N OXBaTUTb KOMMJ/IEKCHbIM MOHUTOPUHIOM

BCIO MHOPACTPYKTYPY 415 BbiIBNEHUS NPOPECCUOHANbHBIX KN6EPFPYNNUPOBOK BbICOKOrO YPOBHS KBanudukaLmu.

BoamoXxHOCTM cepBuca

[ npoBepka, C6op 1 XpaHEHWE BCEro CeTEBOro Tpaduka ] [ ajanTaums K HoBbIM yrpo3am 1 MeTodam aTak ]

MOWCK CKPbITbIX KaHANOB B3aMOAENCTBUS C KOHTPOMb COBMIOAEHNS NONTUKN BbISBIEHVE
yNpaBAsioWnMM CEpPBEPaMU 3M0YMbILLNEHHUKOB 6€30MacHOCTU COTPYAHVKaMU aHoMmanun

[Moyemy Solar JSOC?

= [lpumeHeHue onbiTa kpynHenwero SOC B Poccumn B NpoTMBOAENCTBMN NEPEQOBLIM KNOEPYrpo3am

— PaspaboTka n perynspHoe nononHeHne 6a3bl CLLEHapPUEB BbISIBIEHNS HOBbIX aTak
OT LEHTpa TEXHNYECKOrO paccneaoBaHmsa nHumaeHtos Solar JSOC CERT

- I'IpMBnequme OKCMNepTOoB MNo pearnpoBaHuio onga peweHna HETUNOBbIX NHUNOEHTOB
n oneparnsHoe npenocrtasiieHne peKomer,au,Vu?l no 6J'IOKI/IpOBaHI/IIO aTtaku

— KpyrnocyTo4HbIi MOHUTOPWHF 6narogaps 5 dununanam B pasHbiX YaCOBbIX MOSACaX,
roe B io6oe BpeMsi CyTOK AOCTYNeH 61U3Hec-aHannTuK s peLleHns CloXHbIX BONPOCOB

— Bce Heobxogumble nuueHsun n ceptudukatbl (PCTIK Poccun, PCI DSS, ®CB Poccun)

'Anti-Malware. CpaBHeHue ycnyr kommepyecknx SOC (Security Operations Center). Yactb 1. 2019



[MpenmywiecTtBa

OdpekTUBHOE BbISIBIEHNE aTak
- OnepaTnBHOE BbisiBNEHME Yrpos, He aetekTupyembix C3U yposHs OC
- OnpegeneHvne MoandULMPOBaHHOIO nnu 6becdannoBoro BpegoHocHoro MO

- BoisiBneHue yrpos B 3awimdpoBaHHOM Tpabuke

MomoLlub B aHanun3e n paccnenoBaHny
- 3HauuTeNnbHOE pacLuMpeHne Bo3MoxHocTern Threat Hunting

N PETPOCMNEKTUBHOIO aHanM3a o MHAMKaTopam KOMApOoMeTaLmm
- BOBMOXHOCTb HaTK aTaKy B MPOLLIOM

- BOBMOXHOCTb MOHATb KOHTEKCT aTaku

OKoHOMUMYecKas Bbiroga 1 yao6cTBo

- CHU/XEHMEe pacxopoB Ha 3aKynKy JIMLEH3UA 1 060pyOoBaHus,
ynpaBfeHne nnathpopmMon 1 ee HacTPOMKY

- MNonyyeHne yBegoMneHui Tonbko BEPUOULMPOBAHHBIX YFPO3 C NCMOMb30BaHEM
KOM6MHaLMM PYYHbIX 1 aBTOMATU3MPOBaHHbIX METOOOB OBHaPYXEHWS Yrpo3

- BecwoBHas nHTerpauus ¢ SIEM-cuctemon n gpyrumm C3U

Cxema paboTbl
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Rostelecom

3axBaT ceTeBoro Tpaduka NpPOUCXOAUT Ha NEPUMETPE U B MHOPACTPYKTYPE, YTO NMO3BOMSET BbISBASATD aKTUBHOCTb

3J/I0YMbILWJTIEHHUKA KaK Mpu MornbITKax NPOHNKHOBEHUA B CETb, TaK U MNMPU PasBUTUN aTakKn BHYTPU HEE, HanpuMep

BO BPEMS rOPU30HTaNbHOro nepemellenns nnm lateral movement. O6paboTka gaHHbIX NPOXOAUT B HECKOMbKO 3TaroB:

npoBepka Tpaduka No 3adaHHbIM NpaBuiaMm (CBbile 5 TbiCaY), aHann3 1 pyyHas Bepudurkaums cunamm aHanutnkos Solar JSOC.

YnpaBneHne cepBMcoM, O6MEH COOBLLEHNAMU MO UHLIMAEHTaM, MOAEPHM3aLMsA U OBOoralleHe KOHTEHTa, MPOoBeaeHe

paccnegoBaHUA N NPEAOCTaBEHNE PEKOMEHAALMI MO pearnpoBaHnio OCyLLEeCTBNsAIOTCS akcnepTtamm Solar JSOC.

Y3HaTb Nogpo6Hee Unu 3aKkasaTb CEPBUC: presale@rt-solar.ru




BapI/IaHTbI noakKo4YeHuns

Mpwn BbIGOPE CXEMbI MOOKIIIOYEHNS MOXET ObITb MCNOMb30BaHO Kak MMEIoLLEecs 060pynoBaHNE U NULEH3UN

NTA knueHTa, Tak 1 NONHOE UAN YacTUYHOE npenocTtasnieHne HEOBX0OUMbIX OMLUMA NN MOLLLHOCTEN.

MNpepocTtaBneHve MpepocTaBneHve PacnonoxeHue Skcnnyartauus
no MOLLHOCTEN A5l CEHcopa saapa cCUCTeMb cepsuca
Het* = B nHdpacTpykType KnneHTa +
rmépuaHas
cxema
Ja - B nHdppacTpykType knveHTa +
[a —_ B o6nake MNAO «Poctenekom» + ob6nayHo-
rnépugHas
Ha + B o6nake MAO «PocTenekom» + EEE
*Ncnonbayetcs MO knueHTa
Cepsuchbl knéepbesonacHocTn «Poctenekoma»
Solar MSS Solar JSOC
yrnpaBnsieMble CEPBUCHI KNbepbe3onacHOCTH 3KCMNEepTHbIE CEPBUCHI KNb6epbe3onacHOCTH
DkocucTema ynpasrsieMblx CEPBMCOB kKnbepbesonacHoCTH MepBbin 1 KpynHenwnn B POCcumn KOMMeEpYeCKnUmn LEHTP
LNS KOMMIEKCHOW 3aLUMTbl OT MacCcoBbIX knbepyrpos (MSS) MOHUTOPUHIra 1 pearmpoBaHns Ha kKnbepuHumaeHTbl (SOC)
I ]
- Pernctpauns n aHanna coboitum U6 (ERA) + MOHUTOPWHF, pearnpoBaHe n aHan3 nHumaeHTos Vb
- 3alunTa OT CeTeBbIX Yrpo3. ... (UTM) - KOMMNEKCHBI KOHTPOb 3aLLMLLEHHOCTH:
- 3almTa SNEeKTPOHHOM MOYThI. .. ... (SEG) neHTecTbl, Red Teaming, aHan3 3aLUMLLEHHOCTU, COLIMOTEX
* 3awunTa OT NPOABNMHYTbLIX Yrpos. . .. (Sandbox) - TexHnyeckoe paccnenoBaHune nHumaeHTos UB
- 3awnTa BE6-NPUNOXEHUA. (WAF)
- 9kcnnyatauusi cuctem Vb n pearvpoBaHue Ha aTaku
- 3awuta ot DDoS-atak . (Anti-DDoS)
- MoctpoeHne SOC u ero YacTHbIX NpoLeccoB™*
- 3alwmieHHas yoaneHHas paboTa. ... ... (SRW)
« MoHuTopuHr ACY TI1 n bekToB KM T
- LLinppoBaHme kaHanoB CBA3N. . (TOCT VPN) oHnTOP Ccy G/OEERID (SOC OT)
5 A
yl‘lpaBﬂeHI/Ie HaBblKaMu ME ———————————— (S ) **B TOM yucne LLeHTpOB rOCCOnKA
- KoHTponb yasBuMoCTEN. ..o (VM)
- KoHTeHTHast dunbTpauma ... (CF)

O komnaHun «Poctenekom-Conap»

«Poctenekom-Conap», komnanHus rpynnbl MAO «PocTenekoMy», — HauMoHasbHbIN NPOBaAep CePBUCOB Y TEXHONOT U
ANS 3aWnTbl UHGOPMALMOHHbIX aKTUBOB, LLEIEBOTO MOHUTOPWHIA U YNPaBieHns MHPOPMaLIMOHHON 6€30MacHOCTbIO.
B ocHOBe Hallnx TEXHOMOMUA NEXUT NOHUMaHKE, YTO HacToswas HGOopPMaLMOHHas 6€30MacHOCTb BO3MOXHA TOMbKO

yepes Hel'lpeprBHbll;I MOHUTOPUHI N y,EI,O6Hoe ynpasneHne cnctemamm MB.

N21 800+ 70+ 24/7 400+ 86+ mnpa

Ha pblHKEe CEPBUCOB 9KCMepTOB knmeHToB 13 Ton-100 obecneyeHune KOMMMIEKCHbBIX U CEPBUCHbBIX aHanuanpyembix
KknbepbeszonacHOCTN  knbepbe3onacHOCTM  POCCUNCKOro busHeca  Knbepbe3omnacHOCTU NPOEKTOB B rof, cobbiTui VB B cyTkn

Poctenexkom presale@rt-solarru  rtru  rt-solarru +7 (499) 755-07-70 010.BLNTA.O1



