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Certificate Revocation List — cnncok oTo3BaHHbIX cepTudnkaTos
Domain controller — koHTponnep gomMmeHa

Destination Network Address Translation — ckpbiTue IP-agpeca HasHa-
YeHus 3anpoca nonb3oBartensa nytem npeobpasoBaHns agpeca Ha3Ha-
yeHus B |P-3aronoBke naketa

Frequently asked questions — «4acTo 3agaBaemblie BONPOCHI», CripaBka
C nonesHoun nHhpopmaumnen

Graphical User Interface — rpacuyeckunin nHtepdenc nonb3oBatens

Fully Qualified Domain Name — nonHoe nms gomeHa (MM AoMeHa, He
nMetoLee HeogHO3HAYHOCTEN B onpeaeneHnn)

Multipurpose Internet Mail Extension — MHoroueneBoe pacluMpeHue
NHTEPHET-NOYThI

Man-In-The-Middle — araka «4enoBek nocepeguHe», NPU KOTOPOU
3MI0YMBILUMIEHHMK TaWHO PETPaHCNPYET 1 Npu HeobxoauMOCTU Moau-
duumnpyeT gaHHble Mexay ABYMSI CTOPOHaMM

Network Address Translation — npeobpa3soBaHue ceTeBbIX aapecoB

Outlook Web Access — BebG-nHTepderic noutoBoro cepsuca Microsoft
Exchange

Request for Comments — cneundukaunm n ctaHgapTbl, TPUMEHSIEMbIE
B MHTEPHETE

Simple Mail Transfer Protocol — npocton npoTokon nepegayum noyTsl

Source Network Address Translation — TexHonorus TpaHcnsumMm ceTe-
BbIX adpecoB, KOTopas 3akni4vaeTcss B 06beguHEHUN KOMMNbIOTEPOB B
MErKMe roKasibHble CEeTU, KaXOoW M3 KOTOPbIX NPUCBOEH eauHbIn IP-
agpec




VRRP Virtual Router Redundancy Protocol — ceTeBow NpoToKon, NpegHasHa-
YEeHHbIN ANS yBeNUYeHUs 4OCTYNHOCTN MapLIpyTU3aToOpOB, BbIMOSHS0-
LLUMX POrib LLUMK03a NO YMOYaHNUIO

ZIP dopmaT apxmBauun pannos 1 cxaTus AaHHbIX 6e3 notepb
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B nokymeHTe copepxutcs nogpobHas nHopmMaumsa no NCnorb30BaHMIO NPOrPamMMHOrO KOM-
nnekca Solar webProxy.

MporpammHbIn KOMMneke Solar webProxy npeacrasnseT cobor cuctemy ans aHanuaa Tpaduka,
nepegasaemoro no npotokonam HTTP, HTTPS n SOCKSS5, ana naeHtudpukaumm cobbiTuii,
KOTOpble MOryT CBMAETENbCTBOBATbL O HApPYLLUEHUN npaBun MHpopMaumoHHoro obmeHa. [ns
3TOro BeCb TpaduK AOMKEH NpoxoanTb Yepes Solar webProxy.

O6nacTbto npumeHeHus Solar webProxy aBnsieTcst 3awmuTa nokasnbHbIX BbIMUCIUTENBHBIX CETEN
OT PUCKOB, CBSA3@HHbIX C UCMNOMb30BaHNEM BEG-peCcypCcoB.

[lokyMeHT npegHa3HayeH ans coTpyaHuKoB cnyx6 6esonacHocTy 1 apyrux IT-cneunanucTos,
KOTOpble 3anHTepecoBaHbl B 06ecneyeHnn 6e30nacHOCTU KOPNopaTUBHbBIX AAHHbIX.
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MporpamMmMHbIn kKomnneke Solar webProxy npeaHasHayeH Ans 3aLuTbl KOPNopaTMBHbLIX SIoKarnb-
HbIX BbIYUCITUTENbHBLIX CETEN OT PUCKOB, CBSI3AHHbIX C UCMONb30BaHNEM Be6-pecypcoB. 3awmTa
obecneuynBaeTcst KOMIMIIEKCOM Mep, BKNOYast ounsTpaumo coaepXMmMoro MHopmaLoHHOro
obmeHa, ocyulectensgemoro no npotokonam HTTP, HTTPS n FTP over HTTP, aBTopusaumto
nosib3oBaTenen N NPOTOKONMpPoOBaHNE UX OENCTBUN.

Solar webProxy ocyLecTBRAsieT KOHTPONb NPOXoasLero Be6-Tpaduka ang npeaoTBpaLleHns
A0CTyna K 3anpeLleHHbIM pecypcam 1 yTedkn BaxkHon nHdopmauun. Solar webProxy obecne-
yuBaeT crneayowme PyHKUMOHaNbHbIE BO3MOXHOCTH:

AHanua Beb-Tpadmka no pasnuyHbiM Kputepmsim. O6bLEKTOM aHanmsa aBnsieTcs MHgopma-
uus, nepegasaemas B 3anpocax u oreetrax npotokonioB HTTP, HTTPS u FTP over HTTP.

BbinonHeHme 3apaHee onpeaeneHHbIX 4ENCTBUIA Haa NnepegaBaemMon HdhopmMaLumen, CooT-
BETCTBYHOLLEN 3aaHHbIM KpuTepuaMm. MNMpumepamu gencteun MoryT ObiTb GNoKnpoBka Ao-
CTyna, ABHOe paspelleHne AocTyna v paspeLleHne 4oCTyna nocre noaTBepXaeHus norb-
3oBaTenem.

ABTOMaTN3MPOBAHHOE NOMELLEHME B apXM1B AaHHbIX O NepeaaBaemoit UHopMaLMm, oTee-
YalolLiel 3aaHHbIM KpUTEPUAM.

dopmupoBaHMe cTaTUCTUYECKMX MNpodomnen nonb3oBaTernen (OTYETOB) MO Pa3NUYHbLIM
KpUTEPUSAM, TaKUM Kak agpec canTta, Bpemsa 4OCTaBKU MHCpopMaumm, 06bem [OCTaBNSIEMOM
WHdopMaLmK 1 T.40.

MpepocTasnexHve agMmmHUcTpaTopamM 6e3onacHoCTy, NpoLueaLWwnM npoLeaypy ayTeHTudm-
Kauuu, BO3MOXHOCTY:

npocMoTpa MHopMaunmn, cobpaHHOM B NPOLECCE MOHUTOPUHIA;

HaCTPOMKN PyHKLMIN BGe30MacHOCTML.

Ans dyHKkumMoHnpoBaHus Solar webProxy APM nonb3oBatens AOmKHO GbiTb 06opyaoBaHo
nepcoHarnbHbIM KOMMbIOTEPOM C noAkntoveHnem kK cetn MHTepHeT. K annapatHomy obecneve-
HUIO NpeabaABnATCA cneayowmne MMHUManbHble TpeboBaHus:

npoueccop — ot Intel Pentium 4 ¢ TaktoBon YactoTon 2 [T 1 BbiLwE;
onepaTtnBHasi namsiTb — He MeHee 4 I'b nocne 3arpy3ku Gpaysepa;
MecCTO Ha XecTkoM ancke — 20 INb;

CEeTeBOM NHTEPdENC CO CKOPOCTLIO Nepeaayn aaHHbix 1 [6UT/C 1 Bbilwe;
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paspeLueHune akpaHa npu padote ¢ GUI — ot 1600 x 900.

[aHHaga Bepcusa Solar webProxy dyHkunoHupyet nog ynpasneHnem OC Astra Linux Special
Edition Bepcun 1.7.4 «CmoneHck».

MpumeyaHue

HacmosimenbHo He pekomeHAyemcsi cmasumb rnakem obHoerneHul 6esonacHocmu nod yripaerneHuem
OC Astra Linux 6onee Hoebix eepcull (Hanpumep, 1.7.5 u ebiwe), m.K. 3Mo Moxem Hapywumb
wmamHyto pabomy cnyx6 Solar webProxy u npusecmu K HapyuweHuto pabomocrnocobHocmu.

B coctaB nporpammHoro obecneveHumsa gns APM agmuHucTpatopa Solar webProxy gormkHa
BXOAWTb Mporpamma-KnuMeHT, NpegocTaBnsaioLwas nonb3oBaTernto BO3MOXHOCTb HaBuraumm v
npocmoTpa Beb-pecypcoB (Be6-Opaysep). [ns koppekTHon paboTbl nHtepderica (GUI):

ucnonb3ynte 6paysepbl Google Chrome mnnn Mozilla Firefox akTyansHon Bepcun (ecnu
Bepcus Gpaysepa ycTtapena unm oH He NogaepKMBaeTCs, Ha akpaH OyaeT BbIBEAEHO COOT-
BETCTBYylOLLEE coobLueHme);

B HacTpovikax 6paysepa paspeLumTe BbinonHeHne JavaScript n coxpaHeHune cannos cookies;
OTKIHOYMTE CTOPOHHME paclumpeHus bpay3epa;
paspeLunTe BCMbiBaOLME OKHA.

Pabota c ynpaensowmm nHtepdgencom Solar webProxy BoamoxHa B gpyrux 6paysepax, HO
B TAKOM Crlyvae nosiHoueHHas pabotocnocobHocTb Solar webProxy He rapaHTupyeTcs.

[nsa koppekTHOM paboTkbl Solar webProxy HacTponTe 6pay3ep cneayrowmnm obpasom:
paspeLunTe BbinonHeHne JavaScript n coxpaHeHne cookies (HacTponka no ymonyaHumio);

ycTaHoBuTe kognposky bpaysepa UTF-8 (KOHMKoA) Anst KOPPEKTHOro 0ToOpaXKeHns CUMBOSOB
TOW UMM NHOW KOOUPOBKK (€CIN HEe HAacTpOeHa aBTOMaTUYECKN).

O6opy,u,oaaHV|e C YyCTaHOBJ1€HHbIM Solar webProxy OOJTXHO pacnonaratbCA B OXpaHAEMOM
nomMmeweHnn ¢ orpaHM4YeHHbIM JOCTYNOM NOCTOPOHHUX L.

Keanudumkauuns agMmHncTpatopoB 6esonacHocTy Solar webProxy gomkHa ObiTb 4OCTAaTOYHOM
Ans hopMmnpoBaHMs NONNTUKKM 6€30MacHOCTM, HA OCHOBaHMM KOTOPOW OyaeT OCyLecTBNATLCA
ynpaBneHue 4OCTYNOM nonb3oBaTenen Kk BHeLHUM Beb-pecypcam.

3agaven agmuHucTpaTopa 6esonacHocTn Solar webProxy siBnsieTca cosgaHue u akTyanusauus
nonuTukK 6e30nacHOCTU, a TaKkke aHanus3 4eNCcTBuUin Nofb3oBaTtenen cetn IHTepHeT.

B cBoen pabote agmuHuctpatop 6esonacHocTn Solar webProxy gosmkeH onupatbes Ha no-
CTaBnsieMylo C NPOAYKTOM 3KCMnyaTauMoHHYIO AOKYMeHTauuio (cM. pasgen 2.3.4), obnagatb
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3HaHusMuK no npotokonam TCP/IP n noHMmaTb ocHOBbLI 06ecneyeHnsi 6e3onacHoOCTM onepauu-
OHHOW cucTemsbl Linux.

2.3.4. NepeyeHb IKcnyaTaLlMOHHON AOKYMEHTaLuu AnA O3HaKOMIIeHUs

Monb3oBatento Solar webProxy pekomeHayeTcs 03HAaKOMUTLCS CO CnegyLwwmMMmn 3KcnnyaTa-
LUMOHHBLIMW JOKYMEHTaMM:

o Pykosodcmeo adOMuHucmpamopa 6e3onacHocmu (HaCTOALLMN JOKYMEHT);

e Pykoeodcmeo o ycrmaHoeke U Hacmpouke.
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Solar webProxy obecneumBaeT KOHTPOIb U ynpasneHve TpadgmKoM Nonb3oBaTernein He ToNbKO
B NPsIMOM, HO 1 B o6paTHoM pexume (Reverse proxy).

Cxema paboTbl B NPSIMOM PEXUME:

Mpn BbINONHEHWMM 3anpoca nofb3oBaTerb aBTOPU3YeTCA B MOACUCTEME hunbTpauum u
ayTeHTudukaumn.

Mo MMeHu nonb3oBaTtens NnoacMcTeMbI punsTpaunm 1 ayTeHTudrKaumm onpeaensiot Habop
rpynn (MoXeT ObiTb NYCTbIM), B KOTOPbIE BXOAMT NOMb30BaTelNb, U MPUMEHSEMYHO NONMUTUKY
©e3onacHoCTW.

B cooTBeTCTBUM C NONUTUKOM 6€30MacHOCTU BLINOMNHAETCS NpOBepKa 3anpoca.

Ecnn 3anpoc He COOTBETCTBYET MNMOJINTUKE ©e3onacHOCTN, BMECTO HEro norb3oBaTenb MNo-
nydyaeT noaroToBNeHHY CTpaHuUuUy € onncaHnem 3arnperTa.

3anpoc, BbINonHeHe KOTOPOro paspeLleHo, obpallaeTcs K cepBepy B ceTU MIHTepHeT.

OTBeT, NOnMy4YeHHbIN K3leM OT cepBepa, obpabaTbiBaeTcsd B COOTBETCTBUN C MPUHSATOMN
nonuTukon 6e3onacHoCTMU.

Ecnu nepenava AaHHbIX paspelueHa, Nonb3oBaTesnto NocTynaeT oTBET Ha 3anpoc. Ecnu
OTBET He COOTBETCTBYET MONMTMKE GE30MacHOCTU, BMECTO HErO Nonb3oBaTenb Nony4yaer
MOArOTOBMEHHYIO CTPaHULLY C ON1caHWeM 3anperta.

Pabota B 06paTHOM pexunme no3sonseT nybrnmkoBaTb BHYTPEHHNE PeCcypChbl OpraHn3aummn Ha
BHELLHWe NCTOYHUKN. Hanpumep, ¢ noMoLlbio 06paTHOro NPOKCK opraHu3auns MoXeT npeao-
CTaBUTb JOCTYM K KOPNOpPaTMBHOM MOYTE CBOMM COTPYAHMKAM, HaxoaAWmMMes 3a npeagenamm
opraHusaumu. lNMpu atom Solar webProxy nposepsieT n 6riokupyet cannbl C KOHpUAEHUNanbHoOm
MHopMaLmern Npu NOMNbITKE UX BbIrPy3nTb.

Cxema paboTbl B 06paTHOM pexumme:

Mpwn BbINONHEHWMM 3anpoca nornb3oBaTerlb aBTOPU3YETCA B MOACUCTEME hunsTpauumn n
ayTeHTuduKauun.

Mo nmeHn nonb3oBaTensi NoAcUCTEMbI UNBTPALMKN U ayTeHTUdMKaLMK onpeaenstoT Habop
rpynn (MOXeT ObITb NYCTbIM), B KOTOPbIE BXOAMT NOMb30BATENb, M MPUMEHSIEMYHO MONUTUKY
©e3onacHocTu.

MpumeyaHue

Pexxum obpamHoeo npokcu noddepxxusaem mosbko Basic u NTLM aymeHmucgbukayuro.

B cooTtBeTCcTBUM C NONUTUKOM 6E30NACHOCTU BbIMOSHAETCS npoBepKa 3arnpoca. Ecnn 3anpoc:

HEe COOTBETCTBYET MNOJINTUKE ©e3onacHoCTM, BMECTO HEro Norb3oBaTtenb norny4yaert noa-
rOTOBMMEHHYO CTPAaHULY C ONMMCaHneM NpuUYnHbI 3anpeTa;
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COOTBETCTBYET NOnNuTHKe 6e30MacHOCTM, NOMb30BaTeNb NONyYaeT 4OCTYN K BHYTPEHHEMY
pecypcy (Hanpumep, KoprnopaT1BHOW NoYTe).

Bce gaHHble 0 3anpocax 1 otBeTax MOXXHO NonyyYnTb B pasgene Crtatuctuka (CM. pasgen Z)

MpumeyaHue

lMonumuka KOHmMeHmMHoU ¢hunbmpayuu 051 NPSIMo20 U 0bpamHo20 PeXXUMOos sensemcsi obwel U He
mpebyem AornosTHUMeribHbIX HaCMpPOEK.

Mpn dumneTpaumm gaHHbix B Solar webProxy NpuMeHs0TCA METOAMKM, KOTOPbIE NMO3BOMSOT
BbIMOSTHATL NOAPOOHLIN aHanNM3 nepegasaemon MHdopmaLmm, onpegenaTe dopmathl nepeia-
BaeMbIX OaHHbIX, KOAUPOBKY U A3blK ANA TEKCTOBbIX AAHHbIX, HE OCHOBbLIBASACb TOMbKO Ha
cnyxebHon nHdopMaumm, nepegaHHON cepBepPOM B ceTh VIHTEPHET, Tak kak B 3aBUCUMOCTU
OT ero HaCTPOEeK OHa MOXET ObITb HEKOPPEKTHOMN.

Hanpumep, Beb6-cepBep MOXET nepegaBaTb ayguodansnbl ¢ pacwmpeHmem txt kak dannbl ¢
TMNoMm gaHHbix text/plain, ogHako B nonuTrke ¢ onpeaeneHmeM TMNoB gaHHbIX Solar webProxy
OyoeT caMoCToATENbHO ONpedensiTb TUM AaHHbIX Angd atoro dawmna (Hanpumep, dannbl ¢
paclumpeHnem csv onpegensaiTcs Kak text/plain).

MonuTunka 6esonacHocTM gocTyna K Beb-pecypcam npeacraensiet cobon ceog npasun punb-
Tpauun BeG-Tpaduka, KOTopble perynmpyroT ynpasneHue, 3awuTy u pacnpeaeneHne nHgop-
Mauun, nepegasaemMon no cetn MHTepHeT.

MonuTtnka 6e3onacHOCTM HanpaBneHa Ha OOCTMKEHNE Takux Lenen, Kak:
obecneyeHne rmbKoro KOHTPOIS NCNOMNb30BaHNA MHTEPHET-PECYPCOB;
npenoTBpaLleHne yTedkn KoOHpuaeHUnansHOM n KoMMep4eCckon NHpopmauunu;
yMeHbLUeHne HeaernoBoro Beb-Tpaduka;
CHWXXEHWe 3arpy3kn MHTEPHET-KaHarnoB.;
yBenuMyeHne CKOpoCTW AOCTyna K BebG-pecypcam 3a CYET oTKasa OT HeAenoBoro Tpaduka.

K kaxxgou rpynne nonb3oBaTtenen, onpegeneHHon B Solar webProxy, MOXHO NPUMEHUTL OAHY
13 CyLLIeCTBYHOLLMX NONUTUK 6e30nacHOCTU. AnemMeHTaMu NONUTUKM ABMSIOTCA Habopbl Npasun
duneTpaumm (cnow npasun nonuTukm). MNMpaeuno BkNoyaeT B cebsi ycnosms u Habop AencTenn,
KoTopble ByayT OCyLLECTBNATLCA MPU BbINONHEHWW YCIOBUIA. YCNOBUS (DOPMUPYIOTCS U3 Habo-
pOB (PMNLTPOB, MNO3BOMSIOLLMX NPOBOAUTL OTOOP BEB-pecypCcoB MO pasnMyHbIM KpUTEpPUSAM,
HanpumMep, No KNYEBLIM CNOBaM, TUNam AaHHbIX U T.4. (CM. pa3gen 6).

Ha Puc.3.1 npuBeneH npumep npoeepkun Solar webProxy gaHHbIx nHdopmaumnoHHoro obmeHa
Ha COOTBETCTBME YCTAHOBNEHHOM NONUTMKE 6e30NacHoOCTH.
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MNONb30BATENM WHTEPHET
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.5:_.2, NPOBEPKA BPEMEHMW .5,:.2, MPOBEPKA MCTOUHMKOB _5,:_’__2, MPOBEPKA MMMUTOB TPADMKA :
.5:_.3. NPOBEPKA OTOE/bHBIX PECYPCOB 23 NPOBEPKA PA3MEPOB ®AMNOB %3 NPOBEPKA OPMATOB H
%3 X :
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%5 NMPOBEPKA K/TOUEBbIX CIIOB %3 MPOBEPKA 3ArOMOBKOB %8 MPOBEPKA KATEFOPWAY
5,::‘.2, NPOBEPKA BHELHWMMK
CHMCTEMAMWM MNO ICAP

Puc. 3.1. NMpumep npoBepkn AaHHbIX MHPOPMaLMOHHOro oomeHa ¢ nomowbo Solar webProxy

MpumeyvaHue

HecmoyHukom mMoxem 6bimb nepcoHa, 2pyrna nepcoH, HeaymeHmuguUupoeaHHbIU 1ob308amerib,
a makxe IP-adpec.

3.3. MpuHuunbl paboTbl B MHTepdence Solar webProxy

3.3.1. Hauvano pa6otbl. Bxog B cucrtemy

YnpaeneHue Solar webProxy BbINOMHAETCA C NOMOLLLIO rpadynyeckoro Beb-nHrepdelrica, ko-
TOPLIN NO YMOMYaHUIO OOCTYNeH Ha nopTy 8443, no npotokony HTTPS.

MpumeyaHue

Ecnu npu nepeoli 3azpyske seb-uHmepghelica 8 bpaysepe 8o3HUKaem Owubka e cepmughukame
6e3onacHocmu amozo eeb-y3na, dnss docmyna Kk uHmepgpelicy Solar webProxy nepelidume o
ccbinike lNMpodomkume omkpbimue amoao eeb-y3a (He pekomeHOyemcsi).

Ecnu npu nepeoli 3azpyske seb-uHmepgetica 8 bpaysepe Mozilla Firefox eo3Hukna Owubka npu
ycmaHoesieHuUU 3auuueHHo20 coeduHeHus, 05 docmyna K Solar webProxy:

1. Mepelidume o ccblike Unu xe ebl MoxXeme do6asumb UCKIIHOYEHUE....
2. Ha nosisuswedicsi naHenu Haxxmume KHorky JJobasumb UCKITIOYEHUe.

3. B omkpbiswemcs okHe fJobasumsb ucknrodeHue 6e3onacHocmu Haxmume lMonyyums cepmu-
¢ukam.

4. Haxmume lModmeepdumsb uckrodeHue 6e3onacHocmu.

[na pocTyna Kk cucreme:
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1. B agpecHoun cTpoke Beb-6pay3sepa BeBeaute agpec cepsepa: https://<IP-agpec cepBepa
Solar webProxy>:8443.

2. Ha otobpasuBLueincst cTpaHvLue B COOTBETCTBYIOLLMX MOMSX YKaXUTe UMSA Nonb3oBaTens
(norvH) n napornb Ana Bxoda B cUCTEMY U HaxxmuTe BonTu (no ymonyaHuio norvH admin,
napornb admin) (Puc.3.2).

W,
g
. Solar
webProxy

JloruH

MNaponb

Boittin

Puc. 3.2. ABTOpu3auus

Mpn nepBom BXxoge B CUCTEMY YCTAHOBUTE HOBbIVM Naposib TpebyemMoro ypoBHSA Ha4EeXHOCTH
N aBTOPU3YNTECH C HUM.

Mocne nepBoHavanbHOM CMEHbI MApPOonsi B BEPXHEN YacTu 3KpaHa NosiBUTCS yBedgoMeHne oo
oTtcyTcTBUM nuueHsun (Puc.3.3). [insa 3arpy3km nuueHsnm Haxkmute CMoTpeTb nuueHs3uto. B
OTKpbIBLLUEMCS OKHE JInueH3na Haxmute 3arpy3uTb JIULIEH3UIO.

OTCyTCTBYET (hail NULLEH3UM

WUpeHTndukartop nHcrannaumn: w+zZy5clVoSRth9gSjwvgw—

b JINLLE

Puc. 3.3. YBegomneHue 06 OTCyTCTBUU NULEH3UN

B oTKpbIBLLUEMCS OKHE NPOBOAHMKA YKaXUTE NYTb K hanny ¢ nuueHsmen n Haxmmte OTKpbITb
(Open). Joxantech 3arpy3ku NMUEH3MM — OHa aBTOMAaTUYECKM COXPaHNTCA B (barne c UMeHeM
license.xml.
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[na npocmoTtpa ceegeHu o nuueHsum Solar webProxy B rmaBHOM MeHI0 BblbepuTe NyHKT
NMuuensuna. MNMpu nuueHsnposaHum Solar webProxy kak oTaensHOro npogykra OKHO NULEH3NK
COOEPXMUT TeKyLLiee KOrM4ecTBO Mnorb3oBaTernen, Ucnonbaywmx cetb NHTepHeT.

J eHams
33359 08.02.2023 ( )
WneHTuduUKaTop MHCTanAsLMKM: RIRNY /02n18xP2Wgu7AQhw=—
000 "Conap CeKbtopuTH®
TecToBas nuueH3us webProxy 4

TecToBad nMUeH3mMA

Solar webProxy

100

05.02.2024 00:00 no 04.05.2024 00:00

KateropusaTtop Be6-pecypcos webCat
05.02.2024 10 04.05.2024
AHTWBMpYCHaA 3allMTa
05.02.2024 110 04.05.2024
0BpaTHbIA NPoKCK
05.02.2024 110 04.05.2024
TexHu4ecKas nofepxKa u nonyyeqre o6HOBNEHNA
05.02.2024 110 04.05.2024

3arpysuTb IMLEH3NID

Puc. 3.4. OKHO nuueH3umn

[na npocmoTpa cBefeHnin o NMUeH3MOHHOM aorosope Solar webProxy B rmaBHOM MEHH0 Bbl-
G6epute NyHKT JIMLEH3UOHHBbIN AoroBop. YTobbl pacnedaratb NULEH3NOHHBIN AOrOBOP, Ha-

XMute .

MNMocne ycnewHon naeHtTugrkauum B cucteMme agMmHucTpaTop 6e3onacHoCTy nony4aeTt AocTyn
K nHTEpdency. Ha akpaHe otobpasutca Pabouun cton (Puc.3.6) — eanHas nHdopmaunoHHast
naHenb, NpegHasHavyeHHas Ans OLEHKUM CEeTEBOW aKTMBHOCTW Mnonb3oBaTtenen (COTPYAHVKOB

KOMMaHUW) Ha y3nax uUnsTPaLuM B pexxmme pearnbHOro BpemeHu (nogpobHee cM. B pasaerne
4).
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JInueHams

NMUEH3NOHHLIA O0r0BOP

C KOHEYHBM NONbL30BATENEM

Solar webProxy ®

BAKHO! Mpo4uTainTe BHUMATENEHO HUKEW3NOKWEHHOE, MNpPEXAe YeM BOCNPOMIBOAWTE,
KONWPOBATb MKW MHbLM cnocobGom

MCMNoNL20BaTe NporpaMmHoe ofecnevesue Solar webProxy (panee — «M0»).

HacToAwui NIULEH3WOHHBIH poroeop ¢ KoHeyHeM nons3oeateneM (panee —
«[loroeop») perynWpyeT OTHOWEHWA, BO3HMKawwwe mexpny Komnanuen u Bamum —
PU3NYECKMM WKW WPUOUYECKMM NTMLOM, W ONpefenseT NOpaAoK W YCNOBWMA
ucnone3oeaHua Bamu NMO. [lorosop 3aknw4aeTca B YNPOWEHHOM NOPAKEe W
ABNAETCA NOrO0BOPOM NPWCOEOUMHEHWA, YCNOBMA KOTOPOro WM3MOKEHL B
3NEeKTPOHHOM Buae u foBefexs Ao Bawero csepexwns.

[orosop BCTyNaeT B CHNY C MOMEHTA, Korga Bel HauyiHaeTe Wcnonb3osate MO,
nubo, ecnw 3T0 NPeayCcMOTPEHO $YHKUMOHANLHLMKM BO3MOXHOCTAMM MO, C
MoMeHTa, korpa Bu npuHuMmaete ycnosua [lorosopa, OTMETHMBE & npouecce
yctaHosku N0 Ha csoeM YCTPOACTEE NyHKT «f cornaced C ycnoeBuaMn
NMUEeH3MOHHOr 0 NOrosopa» WMAKW «A NPUHUMaK yCNOBMA

NMUeH3MOHHOr 0 OOr0BOPa*» WMNAW MHLM, NPENnoXeHHbM obpa3oM BhipakaeTe CcBOE
cornacue Ha 3kpaHe Bawero ycTpoiicTBa C

nomolb WHTeppenca yctadoeku M0. [orosop, W3INOXEHHbIA B 3NEKTPOHHOM BHUAE,
npu BaweMm akuente, Kak yka3ado Bsle,

CHUTAETCA 2AKNWHEHHBM B NUCEMEHHOW GOpME B COOTBETCTBMWA € N. 3 CT. 434
n. 3 cT. 438 [paspaHcKoro Kopekca PoccuicKoW Depnepauuu.

B nwbom cnysae, Ha4ano wcnonb3osaxua N0 o3HawaeT Bawe nonHoe W
DezoroeopoyHoe cornacve c ycnoeuamu floroscpa. Bel

nogTeepxgaete, 4to forosop Gbn BamMu npounTaH, ycnosua ero BaMm MOHATHLI W
Bl € HMMW MONHOCTBK COrnacHel. Ecnu Bel He cornacHsl € ycnoewamu [orosopa,
He ucnonk3yiTte MO.

NpepocTaBneHWe Npae Ha WCNoNb3oBaHWe [0 MOKET CONPOBOKOATLCA OTAENbHbIM
COrnaweHneM, 2aAKNNYEHHLIM Mexay

KoMnaHuen unu NapTHepoM Komnawiu w Bamu. B cnydae pacxoxnenuﬁ B
COOepXaHun Meway TekcToM [Joroeopa B

3NEKTPOHHOM BWAE M TEKCTOM COOTBETCTEYWWEro OTAENsHOr0 COrNawWeHWs,

Puc. 3.5. OKHO NULEH3NOHHOro JoroBopa
[Npun BBOOE HEBEPHBIX AAHHbIX:
@ BXOA4 B CUCTEMY HE 6yneT BbIMNOJTHEH;

® Ha 3KpaHe 0T06pa3VITCF| cooblleHne HeBeprIVI naposnb Unn nmda nonb3oBaTerns. B 3a-
BUCUMOCTU OT HAaCTpOEK 6pay3epa MOXET 0T06pa)KaTbC9| OOonoJIHNTEeNnbHoOe OKHO 6pay3epa
C 3arpocom JiorMHa 1 napors4d, 4To TakXke o3Ha4vaeT OLIJI/I6Ky BXO4a B CUCTEMY.

MpumeyaHue

Ymobnk! nony4umes OaHHbIe Orisi 8xoda 8 cucmemy, obpamumeck K cucmeMHOMY adMuHUCmpamopy
Solar webProxy.
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Solar webProxy

Y3nbi v Mepvop 3a 15 MUHYT =]

KOM4ECTBO YHUKAbHbIX IEPCOH Ha Y3ax (UNETPALUM B MAHYTY

e

T @ B 2

&
@

i

o s 3 3 o S
o & o o & o & o o

in" 061Uas CTaTUCTHKa (33 NIEPUON) M0 NepCoHam unbTpaumy ‘sam 1’

1P-ape Ka 4 Nepcok: 4 Konac

10199111115 Xafulioea Heetug ERTD Bepsicosa Anu6unia

2
CesTocnaBosHa CesTocnaBosHa

10.199.111.96 10.199.111.138 Denbnenueiis Mapk

2
Bacunvesta Aspamosuy

10.199.111.95 banuna Monuna Envceesna 2 1019911139 Betpos Tuxon Mnatorosmy 3

Puc. 3.6. Pa6ounn cton
3.3.2. OnncaHne OCHOBHbIX 3NIEMEHTOB UHTepdenca

Kaxpgas ctpaHuua Be6-uHTepdenca Solar webProxy cogepxut Heobxoaumbiin 5151 BbIMONHEHWS
KOHKPETHbIX 3aa4 Habop CTaHAapTHbIX 3NIEMEHTOB YNpaBeHUsl 1 0OTOOpaXKeHUS: MEHIO, NaHerNb
HaBuraumm, KHorka, onumsi, none BBoda AaHHbIX, NepeknYaTenb, BUDKET, CIMCOK OOHEKTOB,
Tabnuua, Bknagka v T.4.

MpumeyaHue

lMpueedeHHble 8 Pykogodcmee U306paxeHusl aieMeHmos uHmepghbelica HOCSIM UCKIIOHYUMEsIbHO
03HaKOMUMesIbHbIU Xapakmep U Moaym omyiudambCsi Om pearsibHbIX.

Mpwn HaBegeHUM Kypcopa MbILM Ha 06nacTb MeHI0 oTobpaxaeTcs rMmaBHOE MEHIO, MYHKTbI KO-
Toporo obecneynBatoT AOCTYN K OCHOBHbIM pasgenam GUI (Puc.3.7):

e Pabouunn cTton — no3BonseT BbIMNOMHATbE MOHUTOPUHT @KTUBHOCTW COTPYAHUKOB KOMMaHWM
(cm. paspen 4).

e [ocbe — obecnevnBaeT gOCTYN KO BCEN UMELLENCS NINYHOW, KOHTAKTHOW N CETEBOWN UH-
dopmaumm o nepcoHax (COTpyaHMKax KomnaHum). Bel MoxxeTe oTcnexmBaTtb AeATENbHOCTb
NepCoOH 1 rpynn NepcoH Ha NpegMeT NO403PUTENBHOIO NOBEAEHMS (CM. pasgen 5).

e MMonutnka — obGecneumBaeT AOCTYN K CPEACTBAM HACTPOMKN PYyHKUMIM Ge3onacHocTH, a
TaKke K pegakTnpoBaHuio Habopos rpynn nonb3oeartenen u MK (cm. pasgen 6).

e Crartuctuka — obecnevmBaeT JOCTYN K OTYETAM CUCTEMbI, NPEAOCTABMAOLLUM MHOpMa-
LMo 0 3anpocax nonb3oBartenen B cetn MHTepHeT (cMm. pasgen 7).

o [lonb3oBaTenu — npegHasHavYeH AN ynpaBneHus npaBamu JoCTyna nonb3oBaTenen K
pasnuyHbiM 06bekTam cucTeMsbl (CM. pasgen 8).

e CeTb — npegHasHayeH A5 ynpaBeHusl ctaTuyeckon mapLupytmsaumein. OnucaHve pas-
[ena npuBedeHo B JOKYMeHTe PykogoOcmeo o ycmaHoseKe U HacmpolkKe.
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e Cucrtema — obecneymBaeT JOCTYN K HACTPONKaM KOHpUrypauum CUCTEMbI U CIYXWUT NS
HaCTPOMKM pasnUYHbIX NapamMeTpoB paboTbl, X NPoCMOTPa 1 peaakTupoBaHus. OnucaHve
pasfena npueeaeHo B AOKyMeHTe Pykogodcmeo no ycmaHo8Ke U HacmpoukKe.

BHumaHue!

B Solar webProxy ebl Moxeme pasepaHudueame Aocmyribl K pa3desiam uHmepgelica u CUCMEMHbIM
yHKyusm. Nonb3oeamernb MoOXxem rpocMampueams MOJIbKO me pa3desibl U 8bIMNOHIMb MOJIbKO
me yHKUUU, K KOMOPbIM y He20 ecmb docmy.

BoibpaHHbIi . Solar webProxy
pazgen

PaBouwii cTon

Ilocke

R

Monutuka

5

O6bnactb
MEeHI0

CTatucTuka

©)

lNonb3oBaTenn

(=
i

Cetb

Cucrema

Puc. 3.7. TmaBHoe meHto Solar webProxy

YToO0hI 3ad)I/1KCI/1pOBaTb MeEHI, OTKpbliBaKOLWEeeCA Nnpn HaBeaeHnn Ha Hero Kypcopa Mblilln, B

JIeBOM HWXXHEM YTy MEHK0 HaXXMUTEe 3Ha4YOK E

B npaBom BepxHeM yrny pacnonoxeHo none Mouck nepcoHbl, npegHasHaYeHHoe ans onepa-
TMBHOrO MONy4YeHnst UHopMaumm o nepcoHax 13 flocbe (nogpobHee cm. pasgen 5.6). Mownck
NMEePCOH MOryT BbINOMHATL NONb30BATENN, KOTOPbIM HA3HAYEHbI PONK:

e cyrniepadMuHUCmMpamop;
e admuHucmpamop besonacHocmu,
e aydumop.

MpumeyaHue

Lns nonb3oeamerisi ¢ poribio cUucmMeMHO20 adMuHUCmpamopa rosie rnoucka omobpaxambcsi He bydem.
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Mpn HaXxxaTun KHOMKK E pacnonoXeHHOW B NMPaBOM BEpPXHEM Yrny, oTobpaxaeTcsa MeHto
nonb3osatensa <Umsa nonb3oBatensa> (Puc.3.8), koTopoe No3BonseT:

® CMEeHUTb Naporib Ha BxoA B cucteMmy (CMeHUTb naporsib) (Npy 3TOM HY>XHO BBECTU TEKYLLNIA
1 HOBbLIV Naponu);

® NPOCMOTPETb MHopMaumio o nuueH3un (JinueHsusa) (npu HeoBXoANMMOCTU Bbl MOXETE
3arpysuTb HOBbIV (harn NUUEH3UN);

e 3aBepwmnTb ceaHc paboTkl ¢ cuctemon (Bbixon).

MeHio
nonb3oBaTens

JoruH
nonb3oBaTens

CMEHWTb Naponb

NuueH3uAa

ﬂMHEHEHDHHhWHAOFOBﬂp

Bbixon

Puc. 3.8. MeHI0 nonb3oBarTens

PabGouyee npocTpaHCTBO MHTEpdeca, Kak NpaBuno, AENUTCS Ha ABe YacTy.

Hanpumep, B pasgenax [locbe u NMonuTtuka B NEBOW YaCTy 3KpaHa 0TOOpaXKaeTcsl cneumanbHas
naHernb HaBWUraumm, KOTopas COOEPXMWT CyLLeCTBYylLMNE 0bbekTbl (MM Habopbl OOBLEKTOB)
CUCTEMbI NS YNpaBneHns NMun:

e pasgen flocbe — CN1COK NEePCOH W rpynn NEPCOH (COTPYAHMKOB KOMMaHWK, 5);

e pasgen MNonuTuka — nepeveHb CyLLECTBYIOLNX SrIEMEHTOB NOMUTUKK (M Habopb! ane-
MeHTOB, 6).

Hanpumep, nocne Bbibopa pasgena NMonutuka > CnpaBo4Hukn > KntoveBkle cnoBa oTo6-
pasaTca rpynmbl UCNOMb3yEMbIX B MONIMTUKE KITHOYEBbLIX CIOB, 06 beANHEHHbIX NO onpeaeneH-
HOMY KpPUTEPUIO.

MpumeyaHue

BbibpaHHbIU pa3den naHenu Hagueayuu ebidesisemcsi Ugemom.
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Solar webProxy =

.
8
[A Hactpoiiku Vmnopr 3kcnopr MoAuTvKa / CNPaBouHmkY / Knioyesble cnosa @ TIpAMeRMTS nonMTIKy

KOHCTPYKTOp ycnoBwii loGasums oueBHIX C1oB

IP-pnanasoHb!

keywords
230420241230
NumuTl TadmKa

Pacnucasms
Ycnosus Ha 3aronosKku

Monb3osateny Basic 1 SOCKSS

9] CnPABOYHMKM
Apeca 3eKTPOHHOM NouTI
KnioueBble cnosa
Pecypch

Mapkepsi npasin KO

ainbl

Puc. 3.9. Bbi6bop pasgena «Monutuka > CnpaBo4Huku > KnroyeBblie crnoBa»
PGSD,eJ'IbI HaBI/IFaLl,I/IOHHOI7I naHenn nogpas3genarnTcd Ha CUCTEMHbIE U MNMOJ1Ib30BaTElIbCKNE!

o CucmemHbie pa3desibl co3gatoTcs Npu yctaHoBke Solar webProxy n HegocTynHbl ans pe-
AaKTUPOBaHUS.

o [lonb3oeameribckue pa3deribl CO30arTCsl NoSb30BaTeNsIMM BPYYHYH. Hanpumep, cucTeMHbIM
pasfenomM naHenu Haeurauum sensietcs pasaen focbe > Ha oco6om KoHTporne.

CTpyKTypa pasgenos naHenm HaBuraumMm MHOTOYpPOBHEBbIN, T.€. pasaen CoaepXuT nogpasaensi.

UT06bl packpbiTb UMK CKPbITb COAEPXXMMOE pasferna, cripaBa OT ero HasBaHWUs HaXMuUTe E
unv B

Ha naHenn HaBuraumu c pasgenamum unm o6beKTaMu CUCTEMbI MOXHO BbINOMHATL Takue
OencTBus, Kak cosgaHune, KonuposaHue, yaaneHue, UaMeHeHne Ha3BaHusa U T.4. B meHto gen-
CTBUW C pasaenomMm unn obbekToMm cuctembl Bbibepute HyxHoe (Puc.3.10). Pasamep cnucka
OEVCTBMI B MEHIO 3aBUCUT OT KOHKPETHOrO pasgena unm obbekta CUCTEMBbI.

[1nsa BbI30Ba MEHIO AENCTBUINA:

1. Ha naHenu HaBuraummn HaBeauTe Kypcop MbilLM Ha pa3aen U 0GbekT CUCTeMbI.

2. N .
HaxmunTe oToGpasmBLLytOCSt KHOMKY Bbl30Ba MEHI0 AeNCTBUM !

[1na BbINOMHEHWST KOHKPETHBLIX JENCTBUN HAXMWUTE KHOMKY BbI30Ba MEHIO AEACTBUN N B OTOD-
pasvBLLEMCS MEHI0 BblIGepUTE MYHKT MEHIO C AEACTBUEM.

B ocHOBHOM OKHe, B MpaBoOW 4YacTu Bknagku, oTobpaxaerca nHpopmaums o BblOpaHHOM
obbekTe. C HAM MOXHO BbIMOMNHATL pa3nuyHblie aencTteus. Hanpumep, npu Bbibope rpynnbl
kntoveBbix cnoe (Monutuka > CnpaBoYyHMKM > KnoyeBble cnoBa), Bbl MOXeTe 000aBuTb
KOHKPETHbIE KIoYeBble CnoBa B rpynny unv yaanuTb UX U3 Hee.
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Solar webProxy

KHonKa BbI30Ba MEHIO

v i El
Hacrpoiikn +Paspen + [pynny +l¢ OencTBUA KCNopT

Ha oco6om KoHTpone

WcnbiTaTensHbil CPoK

CKpbiTUE HTTF

Ha yBonbHeHne Z PefakTpoBaTth

o

Vaanute @ @) Nepenanpasnenve no ICRP
Mop nojo3peHrem >

OUAbLTpaLWsA 3anpocos
PacxopioBatue marepuannigfix cpefc..

Pexwm Genoro cnucka

MeHto gefcTBui ¢ rpynnoi
MEPCOH (B KOHKPETHOM Criyyae
WUcnbiTatensHeli cpok)

Ounbrpauns oTe [RCALERUL LS

£ lepenmeHoBaTb

MeHto peiicTeuii co cnoem
npasun NonMTUKK (B
KOHKPETHOM CIy4ae croi
Pexum benoro cnucka)

@ Konuposatb

O Yoanutb

Puc. 3.10. NMpumepbl MeHIO AeUCTBUN

BHumaHue!

lpu odHospemeHHOU pabome d8yx u bosiee aOMuHUCMPamopos8 ¢ 00HOU U mou Xxe ekrnadkoU u3mMe-
HeHusl, 8HOCUMbIe O0HUM adMuHuUcmpamopoM, HedocmyriHbl ocmarbHbIM adMuHuUcmpamopam 00
mex rop, rnoka oHU He 06Ho8sIM amy eK1adKy.
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4. Pabo4nun cTon: MOHUTOPUHI aKTUBHOCTMU NoJSib3oBaTerieu

Paznen Pabouui cton (Puc.4.1) npeacraenset cobon LieHTp MOHUTOPUHIa Harpy3ku Ha y3nibl
dunsTpaumm Solar webProxy, KOTOpbIN NO3BOSISIET OLEHUTL B pEXUME pearibHOro BpeMeHu
CETEBYIO aKTMBHOCTb Nonb3oBaTenen (COTPYaHUKOB KOMNaHUKU) Ha y3nax unestpaunn. Ysen
unbmpayuu npeacTaBnseT cobor npokcu-cepeep ¢ ponbto dunstpa HTTP-Tpaduka.

Solar webProxy

yan v [pepmon sarsumer e

KONVECTBO YHMKANHbIX NEPCOH Ha y3nax GNbTPALIM B MARYTY

&

® o

B

&
@

i

o >
K K

ayane GuibTpaum ‘main
4 OGvem Tpachuka (A

10199111115 m——e 1019911188
Canmocnasosa Casmocnasosnia

10.199.111.96 EERED Denbnenwedin Mapk
Bacunvesra ABpamosuy

10.199.111.95 banuna Nonuwa Envceesna 2 1019911139 Berpos Tuxow Mnaroriosny

Puc. 4.1. Paspen «Pabouun cton»

CTaTI/ICTVIKy Nno CeTeBOoW akTUBHOCTW 3a nocnegHue 15 MUWHYT MO>XHO NPOCMOTPETL B BUXKETE
n Ta6J'|I/ILl,e Ha Pabouyem cTone. PerJ'IFIpHOCTb 0obOHOBIEHMS AOaHHbIX MOXHO HaCTpOUTb Ha
Pa6ouem cTone B npaBoOM BEPXHEM YII1y B paCKpbiBakOLWEMCA MEHIO.

Puc. 4.2. Bbibop neprmoaa o6HOBMNEHUs1 AaHHbIX HAa pabo4yem cTorne

Ha rpaqwn(e Buaxketa Konnuyecteo YHUKanNbHbIX N€PCOH Ha y3nax (bl/lﬂpraLIMM B MUHYTY
npencrtaejieHa cBoAHaA I/lHd)OpMaLI,I/IFI Nno KOJNMMYeCTBY YHUKaJIbHbIX nosnib3oBartenen, aBTOpPU-
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30BaHHbIX Ha KaxaoMm yare unsTpauun, ¢ KoTopbiMy B3anmogencteyeT Solar webProxy 3a
ornpenerneHHsIn Nepnoa BpeMeHu.

MHCbOpMaLI,I/II'O O Konn4yectBe YHUKallbHbIX nonb3oBaTtenen Ha KaXaom y3ne d)VIJ'IpraLl,I/II/I
MOXHO yBMUOETL CrnpaBa OT rpad)vn(a.

MpumeyaHue

100 yHuKarnbHbIM fofb308amernem nodpasymes8aemcs nepcoHa, ¢ Komopol cesi3aH Mosibko 0OUH
YHUKasnbHbIl IP-adpec. Nonb3oeamernb cuumaemcsi HeaymeHmuguuupo8aHHbIM, eCrlu e20 3arpoc
paspeuweH npasusnom crioss Jocmyn 6e3 aymeHmudpukayuu (nodpobHee cm. pasden 6.5.1.3.2).

Mo ymonuaHwutio Ha rpaduke oTobpaxkatoTcsl cBegeHust 000 Bcex yarnax unsrpaumm ¢ ponsmm
PunbTp KOHTEHTHOTO Tpacduka n/unm O6paTHbIN NPOKcU-cepBep. [ npocMoTpa MHGOop-
MauMn MO KOHKPETHbIM Yy3raM BOCMONb3ynTecb UbTpoM Y3nbl Hag rpaduvkoM. YToObl
oTobpa3nTb Ha rpaduke cBeAeHWsI 3a KOHKPETHbIA Nepuog BPEMEHW, YKaXKUTe ero B rnone
Mepuopg (no ymonyanuio 15 MuHyT). HaBeast kypcop Mbiwn Ha rpadomk, MOXHO NPOCMOTPETb
KONMMYeCcTBO MOnb3oBaTenen Ha ysnax unsTpauun B ONpedeneHHbli Nepuon BpeMeHU
(Puc.4.3).

Puc. 4.3. Pazgen «Pabounn cTton»: NpocMoTp KonuyecTBa Nnosfib3oBaTesien Ha y3nax comnsrpaumum

Takke Bbl MOXETE Cy3UTb NN pacLUMpUTbL BPEMEHHOM AnanasoH, 3a KOTOpbI cobpaHa cTaTu-
ctuka. Mpu pacwumpeHnn nnmn cyxeHmm ananasoHa AaHHble B Tabnuuax AMHaMUYeCcKn MeHs-
toTCS.

Hns cyxeHus BpeMeHHo20 duarna3oHa KypCopoM MbILLN Ha rpaduke BblAennTe oTpesok Bpe-
MEeHMW, KOTOpbIN HeobxoamMo AeTanunsuposats (Puc.4.4).

Hanpumep, agmnHucTpatopy 6e3onacHoOCT HeO6X0AMMO MPOCMOTPETL KONMYECTBO NtoAen,
NONb3YIOLLUMXCA KOHKPETHBLIM Y3MoM (hunbTpaumMmn 3a onpeaeneHHbI nepuog BpemeHn. ns
3TOro cneayer Ha rpacduke Bumpketa KonnyecTBo yHMKanbHbIX NepPCOH Ha y3nax dunbrpa-
LMW B MUHYTY BblOENUTbL UHTEPECYHOLWNIA Nepuos BpemMeHu. Mpadpmk Byaet nepecTpoeH co-
rMacHo BbIGpaHHOMY BPEMEHHOMY AManasoHy.
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Puc. 4.4. Pazpgen «Pabouuni cTon»: cy>keHne BpeMeHHOro gMana3soHa

Lnsa pacwupeHusi spemeHHo20 duara3oHa fBa pasa HaXXMUTE NEBOI KHOMKOW MbIlK Ha rpadomk
(Puc.4.5).

Hanpumep, agmuHucTpatopy 6e3onacHocTM HEO6X0AMMO NPOCMOTPETL OOLLYIO KapTUHY noce-
LLIeHWs1 Nonb30oBaTenemM pecypcoB. [Ins aToro crnedyeT ABa pasa HaxaTb Ha rpaduk Buaxeta

Konu4yecTBO yHUKanbHbIX NePCOH Ha y3nax unbrpauum B MUHYTY. padmk Gyaet nepe-
CTPOEH COorfnacHo BbiIGpaHHOMY BpEMEHHOMY AMana3oHy.

\
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Puc. 4.5. Pazpgen «Pabouuni ctony»: pacwmpeHne BPpeMeHHOro agManasoHa

Tabnuua Obwana ctaTucTuka (3a nepmoa) No nepcoHam Ha ysne ¢punbrpaumm <HasBaHue
y3na> no3BosisieT NPOCMOTPETb CTAaTUCTUKY MO pa3peLLEeHHbIM 3anpocam KaXaoro yHUKanbHoro
nonb3oBaTens, aBTOPM30BAHHOINO Ha KOHKPETHOM MpOKCU-cepBepe (y3ne dunbrpauun) Ha

JaHHbIA MOMEHT:
e |IP-agpec UCTOYHMKE;

o O®WO nonb3oBaTtens;
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MpumeyvaHume

UYmobhk! nepelimu K Kpamkol riepcoHanbHOU Kapmo4ke nosb3osameris 8 [JJocbe, Haxmume e2o
®@UO (ecnu nonb3oeamerb ecmb 8 cucmeme) (5.4.2).

KONMN4eCTBO pa3peLlleHHbIX 3anpoCcoB, BbIMOJIHEHHbLIX MOJib30BaATENEM,

06beM BXOOALLETO U UCXoasiLLero Tpadumka (06bem annos, NoNy4YEeHHbIX NN NepeaaHHbIX
nonb3oBaTernem).

[aHHble no kaxgomy yany dunerpaummn otobpaxatoTca B oTAenbHOM Tabnumue.

CTtaTUCTUKy NO paspeLLeHHbIM 3arnpocaM Kaxaoro YHMKanbsHOro norb3osBartens MoOXHO 3KCnop-
TMpoBaTtb B dpann ¢opmarta CSV. [1na aToro HaxXmMmMTe Ha 3arofioBok Tabnuvubl 1 BblbepuTe
AkcnopTt B CSV. N3 Tabnuupbl KonnyecTBo YHMKanNbHbIX NEPCOH Ha y3nax ¢punsrpaumum
B MUHYTY ByaeT cocTaBneH gann co BceMu BblIbpaHHbIMK y3namu, u3 Tabnuubl Obwasn cra-
TUCTUKa (3a nepuoa) no nepcoHam Ha ysne hunsTpaumm <HasBaHue y3na> B channe byget
CTaTUCTMKa TOMNbKO BbIBpaHHOrO y3na.

MpumeyaHue

Umobb! daHHbie omyYema omobpaxanuck KoppekmHo 8 Excel, ekno4yume ucrionb3oeaHue Excel-
Quanekma.

B Tabnuue MoXHO OTCneanTb 3anpochkl Nonb30BaTenen, BbIMONHEHHbIE Kak B MPSIMOM peXxume,
Tak 1 B o6paTHOM. 3anpochl, BbINOMHEHHbIE B PEXMME 0GpPaTHOrO NPOKCU, OTMEYEHbI 3HAYKOM

AamuHucTpaTtop 6e3o0nacHOCTM MOXET OTCOPTUPOBATL CBeAeHMs B Tabnuue no niobomy napa-
MeTpy (KonoHke Tabnuubl). [na aToro HaxxmuTe Ha3BaHWe BbiGpaHHOW KONMOHKW. Hanpumep,
B KornoHke O6bem Tpaduka (MB) no ymonyaHuio cBegeHns ynopsaodeHbl No BO3pacTaHuio.
Ecnn Haxatb Ha3BaHuWe cTonbua, 3HayeHus B Hem ByayT OTCOPTUPOBaHbI MO YOblBaHMIO.

KonnyecTtso Tabnuy, ¢ nogpobHon nHdopmMaumen no Kaxxgomy ysny dunsrpaumm B pasgene
Paboumin cTton 3aBMCUT OT KONMUYECTBA MPOKCU-CEPBEPOB, C KOTOPbIMU B3aUMOOENCTBYET
Solar webProxy.

29



5. [locbe: nony4yeHue MHopmaLumu O NoNb3oBaTeNsAX

5.1. Obwue cBeaeHus

B pasgene fQocbe (Puc.5.1) MOXXHO NPOCMOTPETb BCIO UMEIOLLYIOCS FIUYHYIO N KOHTaKTHYHO
WMHOpMaLMIO O NepcoHax (COTpyaHUKaxX KoMnaHum). MHdopMauns o COTpygHUKaX KOMMNaHum
rpynnupyeTcs B COOTBETCTBMM C OPraHn3aLUMOHHO-LLITAaTHOW CTPYKTYPOM 3TOM KOMMNaHUW. Takke
MOXHO BpY4YHY0 06aBNSATb COTPYAHUKOB B rpynrbl, OTHOCALLMXCS K ONpeaeneHHON KaTeropuu.

CotpygHukos, TpebytoLmx 0coboro BHUMaHNSA agMnHUcTpaTopa 6e30nacHOCTH (YBOMEHHbIX,
YBOMbHSIIOLUMXCS, HA UCMbITAaTENbHOM CPOKE U T.M.), MOXXHO A06aBWTb B onpedeneHHble rpynnbi
kaTeropuv Ha oco6om koHTporne. BHELWHNX COTPYOHNKOB MOXHO 06beaANHUTL B rpynnbl Ka-
Teropuy BHelwHue nepcoHbl. [MepcoHbl, oTHocAwMecs K kateropum OpraHu3sauvoHHas
CTPYKTypa, co3gatTtcs cpeactBammu Solar webProxy. [lJaHHble 0 nepcoHax nocTynatT 13
Active Directory unu gpyrux LDAP-cuctem.

MpumeyaHue

B onucaHuu UcCriosib3yromcs cneOnyLuue TOHAMUA:

e [lepcoHa— nuuyo, cybbekm KoOMMyHUKayuu (Harnpumep, compyOHUK KOMNaHuu), 06beKkm 8HUMaHUSI
U KOHmMporis cryx6bl 6e3onacHocmu.

e Adpec — ar1ekKmpoHHbIl adpec nuya, Komopoe He yoasnock udeHmughuyuposams, sensowWulicss
06bEKMOM 8HUMaHUSI U KOHMPOJIS Crlyx6bbl 6e3onacHocmu.

e [pynna ocob6020 KOHMpPOJsT — 2pyrina nepcoH, 0essmenbHOCMb Komopbix mpebyem ocobozo
8HUMaHUSI CO CMOPOHbI COMpPYOHUKOB Crlyxbbl 6esonacHocmu.

Kronku pobaeneHus
TMepexop 8 HacTpOMKN COOTBETCTBYOLUX AGHHBIX
paspena pasAena, rpynMel NEPCOH, NEPCOHI

Kronka Ans fobasnenvs 5
Mouck pasaernos TPYNNY MEPCOHbI, AaHHbIe
Hacrpoi +P: Iy + flocbe / UcnbiTate cpok B
s acTpodin asnen pynny lepcony | [locbe / VicnbITaTeNbHbI CPOK R DO IO
(8 AanHoM criysae rpynn
NepcoH)

RERTIREETLT: T Q Nepcows  Cratucruka 3anpocos

Ha 0co6om KotTporne [EE—
= ViCnBITaTesbHbii Cpok

Boi6parHbii pasaen

nakenn vasurawmn o Ha ysonsHenve ‘ » ‘ Bacunetko l0pw MeTposiy

oA nopo3petuem e Cnvcok nepcoH
',. E ) V6parumos Veak MeTposuy
5.

PacXoi0BaHMe MaTepHaNbHbIX CPEACTB

Gz TPynN NepcoK, m WBanos MBaH MBaHoBAY
OTHOCALLIMXCA K OpraHW3aLMOHHas CTPYKTYPa

kateropun Ha ocobom

KOHTpone
BHELLIHE NepCOHBI . Komapos Merp Muxainosus
<

HeoBXopMO pacnipefieneHue o rpynnam 2
Cu1opoB Eareriuii Arexceesiy

« S 2 CvHMULIH EBreHmii ANekcaHaposuy
1 i .f

Puc. 5.1. Pazgen «[Jocbe»
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5.2. YnpaBrneHMe UCTOYHUKAMM OaHHbIX U CUHXPOHU3auua [locke

Bkl moxeTe ynpaenAaATb HaCTp0I7IKaMVI KOH(bMpraLlMVI CUCTEMDbI, aKTyalnbHbIMW ONA D,OCbe, HEe
noknaada pasgern. Bbl MmoxeTe HaCTpoOUTb:

e OGHOBNEHME M aBTOMAaTU4ECKY0 CUHXpOoHM3aumto [ocbe Solar webProxy ¢ Jocbe Solar
Dozor unu Solar webProxy, yctaHOBReHHbIX Ha Apyrux cepeepax;

® [OCTYN K UCTOYHUKaM OaHHbIX U T.4.

MapameTpbl HACTPOVKN OEHTUYHBI MapameTpam B pasgene Cucrema > OCHOBHbIe HACTPOMNKU
> [Nocbe.

[lns BHeCeHWs nsmeHeHnn B NapaMeTpbl HACTPOMKM:
1. B pasgene Alocbe Haxmnte HacTpomnkm.
2. B OTKpbIBLLENCA BKNAAKE YKKUTE/M3MEHUTE NapaMeTpbl HACTPONKM U HaXxXMUTE COXpaHUTb.

3. Ons npuMmeHeHust UsMeHeHUn HaxkmuTe NMPUMeHUTb 1 3aKponTe BKIaAKY.
HacTrpoiku
I:oxpaHuTb !_lpHMEHL‘ITb

ineHuA Jlocbe

ABTOMaTUUecKan CUHXpPOHU3ALMA UCTOYHUKOB Jocbe

MepuoaNYHOCTb CUHXPOHM3ALMK (4)

NepuoAnYHOCTb 3aMyCKa CUHXPOHWU3ALIMK (M) 0
He pexomeHayeTcA 3aasaTh Nep1op, Mexbiue 20 MHH

(aM DaHHBIX 3 CMHXpOHW3WPOBATh [o6aBHTh

> LDAP Source

Puc. 5.2. Pasgen «Jocbe»: Bknagka «HacTtponku»

MpumeyaHue

lMocne kaxxdoeo uameHeHuUss ampubymoe repcoHbl HEO6XO0OUMO CUHXPOHU3UPO8amMb OaHHbIE 8PYYHYIO.

ABTOMaTMYeECKass CUHXPOHM3aLUMsA NO3BOMSET UCMNONb30BaTh eanHoe [locbe ¢ coXxpaHeHUeM
Bcex umetomxcs B Solar Dozor n Solar webProxy gaHHbIX MEpPCOH.

[Mocrne HacTponku cuHxpoHu3aums [locbe BbiNONHAETCH Kaxable 4 yaca. Hactponka cuHxpo-
Hu3auum [locbe onucaHa B Pykosodcmee o ycmaHoeke u Hacmpolike B pasgene CUHXpOHU-
3ayusi co cmopoHHUM JJocke.
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Mocne cuHxpoHnsaumm flocbe Solar Dozor n Solar webProxy (Puc.5.3):
e B Solar webProxy 6yayT nmnoptTupoBaHbl HOBbIE NEPCOHbI;

® MHopMaLUSA O CyLLEeCTBYHOLLMX NEpcoHax ByaeT AonosiHeHa UK 3aMeHeHa.

- =h P
[ SOLAR Web Proxy

A
Jl0ChE OnepalvoHHbIK OTAEN

MNepcosn

Ha 0coBom koHTpone

OpraHM3aLUHOHHAA CTPYKTYpa
Basunos Urops Jlesosuy
Employees v

a
-
P SOUAR Web Proxy

pilot-groups

30nHH EBreHHA ApTEMHEBMY fn}
OnepaumoHHsl |~ ~Pagen =gy | ~Mepoomy

Ha 0coboM KoHTpOne

OpraHIAMOHHAR ETRYXTYPa

Basunos Wrops Nesosir
Employees

pilot-groups
30NHH EBIEHAR APTEMMEBI
onepaumoniLn
i Il
7

MuiCnResa Hima KapnosHa

_; TananwHa flapsn GoMesHa

i —

Puc. 5.3. CuHxpoHusauusa [locbe
5.3. CTpyKkTyprpOoBaHue nepcoH/rpynn nepcoH

5.3.1. O6bwme cBegeHus

B pasgene Jocbe MoXHO 006aBnsATh, nepenMMmeHoBbIBaTb, NepemMellaTb Unn yoanatb NepCoHbl,
rpynnbl Ne€pCOH NN KaTeropumum rpynn nepcoH.

Ho6aBuTb/nepenmeHoBaTb/yaanuTe NEPCOHY UK rPynny NEPCOH B OpraHn3aLMOHHO-LUTaTHOW
CTpyKType (B pasgene OpraHu3auMoHHasa CTPyKTypa) cpeactesamu Solar webProxy HeBoO3-
MOXHO, T.K. Aa@HHble O MepCcoHax MOCTYMakT M3 CTOPOHHEN cuctembl (Hanpumep, Active
Directory).

MpumeyaHue

Bpems kawupoeaHusi daHHbIX pa3desia fJocbe cocmaensem 5 muHym. [loamomy 0bHO8MeHHas UH-
gopmayus Moxem omobpaxxambCsi He cpa3y rocsie CUHXPOHU3auuU.
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5.3.2. [leucTBUSA C rpynnamm nepcoH

B cTpykType pasgena Jocbe MOXHO [0OaBUTb HOBbIV pasgen (Kateroputo rpynn nepcoH) unm
rpynny nepcoH. [na atoro Haxmute + Pasgen vnn + Mpynny (Puc.5.4). Npu gobasneHum
pasgena ykaxuTe ero HassaHue, npu obasneHun rpynnbl — pasgen u HassaHue rpynnbl.

| Hacrpoiiku _ *Pasjen ' | +[pymny | | +Mepcony |

HayHWTe BEOWTL TEKCT

Ha ocobom KoHTpone

Puc. 5.4. KHonku gna no6aBneHnsa pasgena, rpynnbl UK NEPCOHbI
[nsa nepeumeHogaHus rpynnbl NEPCOH:
1. B MeHIo OeNCTBUIA C COOTBETCTBYOLWMM 06bEeKTOM Bblibepute NyHKT PegakTtupoBaTh.

2. B oTkpbiBLIEMCA OKHE PepgakTupoBaTth rpynny B riorie lpynna otpefaktupymte HanmeHo-
BaHWe rpynnol.

3. Haxmute CoxpaHuUTb.

[na nepemeuwieHus rpynnbl NEPCOH B APYron pasaen:

1. B MeHI0 encTBUi C COOTBETCTBYIOLLMM 06BEKTOM BbiGepuTe NyHKT PepakTtupoBaTh.

2. B oTkpbiBLIEMCS OKHE PegakTupoBaTtb rpynny B cnivcke Pasgen BbibepuTe HYXXHbIV pasgen.
3. Haxxmnte CoxpaHuTb.

[nsa ydaneHus BbIGpaHHOM rpynmnbl NEPCOH:

1. B MeHIo encTBUiA C COOTBETCTBYIOLLMM O6BEKTOM BblbepuTe NyHKT YAanuThb.

2.B OTKpbIBLLEMCA ANASTOTOBOM OKHE HaXMuUTe Oa.
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HacTpoixum + Paspen + pynny +[epcony

Ha oco6om KoHTpone

WUcnbiTaTenbHbli CPoK

0 VYoanute
Mop nogo3peHvem

Puc. 5.5. MeHI0 oencTBUM € rpynnomn nepcoH
5.3.3. lo6aBneHue n yaaneHne nepcoHbl

YTobbl f06aBUTL NEPCOHY B rpynny, Haxmute + MepcoHy (TakMum o6pa3oM MOXHO BBECTU
[laHHble HOBOW nepcoHbl). Mpu fobaBneHnn nepcoHbl ykaxute ee rpynny, @O n oguH 13 ee
CETEBbIX afpECOB.

MpumeyaHue

B kameezoputo (pa3dern 8epxHe20 yposHs) MOxHO 0obaensmb morsbko epyrnnsl. COomeemcmeeHHO,
0na dobasrieHuUs1 NePCoHbl 8 KOHKPEMHbIU pa3den (Harnpumep, BHewHue nepcoHbl) HE0O6X00UMO
cHadasia dobasume epynry 8 amom pa3oer.

[na yoaneHnsa nepcoHbl 3 BbIGPaHHOW rpynnbl;

1. HaBegute Kypcop MbILIN Ha CTPOKY C A@HHBLIMWU HY>XHOW NepcoHbl (Puc.5.6).

2. Haxmnte 3Ha4yok E.
3. B OTKpbIBLUEMCS] ANANOroBOM OKHE NMOATBEpANTE yaarneHue.

MpumeyaHue

Yoansemasi nepcoHa nepemewiaemcsi 8 cucmemHyro epynny HeudeHmuguyupoeaHHbIe NepCcoHbI
(Heo6xodumo pacnpedesnieHue no epynnam > HeudeHmuguyupoeaHHbIe NepCcoHbl).
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5.4.

Solar webProxy

Hacpoiiku +Pasnen +[pynny +Nepcony Jlocbe / UcnbiTaTenbHblA CPOK

YHUTE BBO/UTH TEKC Q
WERLIBET D IEE o Mepconbi  CraTvcTvka 3anpocos

Ha 0co6om KoHTpone [ —

McnbiTatenbHbii CpoK

‘ - ‘ Bacunenko tOpwii NeTposuy
>

Ha yBonsHenve

Mop nojo3pexnem
4
';, = ’ W6parumos UsaH MeTposuy
5"

PaCXOfi0BaHVIE MaTepUaIbHLIX CPEJCTB

.\

Puc. 5.6. YaaneHune nepcoHbl U3 rpynnbl

MomcK nepcors

VOanwTh Nepeoy u3 rpynnsi?

I'IonyquMe Mchopmau,vm O AeATEeJyIbHOCTU NepCoOH N rpymnmn nepcoH

5.4.1. NMony4eHue HcpopMaLnm o AeATENbHOCTU rPynMbl NePCOH

[nsa nonyyeHnst MHpopMaLumm 0 KOHKPETHOW rpynne NepcoH B pasaerne flocbe Bbibepute co-
OTBETCTBYIOLLMI pa3gen HaBuraumoHHOW naHernu, a 3aatem — ogHy 13 Bknagok (Puc.5.7):

o [MepCcoHbI — CMMCOK COTPYAHMKOB, KOTOPbIE BXOAAT B COOTBETCTBYOLW YO rpynny (Puc.5.7).
Mpu 3TOM eCTb BO3MOXXHOCTb NPOCMOTPAa Kak OCHOBHbIX CBEAEHUIA 060 BCEX COTPYAHMKAX,
Tak 1 NOAPOOHbIX JAHHbBIX O KaXXOOM COTPYAHUKE (B KapTO4Ke NepCOHbI, CM. pasgen 5.4.2).

Solar webProxy
+Paspen + [pynny +IMepcony Nocbe / Employees

a4HUTE BBOJUTH TeKe flepconn

Ha 0co60M KoHTpone
WcnbiatenbHbii Cpok

Ha yBonsHeHune {

b

Mop nopo3peHnem

PacX0/l0BaHHE MaTepHaNbHBIX C...

- o

Opranu3aUMoRHas CTpYKTypa
Employees

pilot-groups

AIMUHUCTPATHBHOE Y.

ficeHesa Anuca lepmaHoBHa

AHAYKWUH ApucTapx Makaposuy
J  Hauanbhuk otaen

{ggp HM}HHa Bna‘un‘eua M‘ECDOIJM‘EBl:i.a

‘@ SIKYTUH [leHnc (emeHoBIY
. CTUTENb HAYaNbHUKA OT/IEN:

Puc. 5.7. Paspen «ocbe». lNony4yeHne nicpopmaumum o rpynrne nepcoH

e CTraTucTUKa 3anpocoB — CTaTUCTMKA MO NocellaeMbiM NepCOHaMMU, BXOASALLMMK B rPpynny,
pecypcam/kaTeropmsiMm pecypcoB 1 06bemy NCNONb30BaHHOIO MHTEPHET-Tpadmka (Puc.5.8).
B rpadukax otobpaxalTcs cBefeHUA O paspelUeHHbIX U 3abnoKMpoBaHHbIX 3anpocax,
ob6beMe BXOOsLLEro 1 Ncxoaawero MHTepHeT-Tpadmka. B Tabnmuax npmBoasTcs BblGOPKU
no Hambonee noceLlaeMbIM pecypcam, KaTeropusiMm pecypcoB, a Takke CaMmblX CKauMBaeMbIiM
TMnNam gaHHbIX. Kpome Toro, 4aHHble MOXHO OT(hmnsTpoBaTh, UCNONb3ys ounsTpsl: Mepuoa,

TOI, CopTtupoBaTth no, 3anpockl, UCKknounTb pecypcehbil.
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MpumeyvaHume

3adamb 3HaueHus 05151 husIbMPO8 MOXKXHO C MOMOWbIO PACKPbIBAIOUWUXCS CITUCKO8 USIU CHEMYUKOS.

OnucaHue 3Ha4yeHuUl ¢bunbmpos cMm. 8 pasdene [lpunoxeHue E, [lepevyeHb chunbmpoe Ons
dopmupoeaHusi omyemos.

Solar webProxy
Bknagka CtatucTuka

. 3anpocos (akTvsHas|
Hacrpoiiku +Paspen +Tpynny +Tepcony [ocbe / pilot-users P! ( )

[TH TeKe Q
(IR N Mepcombl | CraTuCTUka 3anpocos QunsTpbl

Mepuoa, Ton CopTMpOBaTh Mo 3anpocs VICKTI04MTb pecypeh

B 2

ap

empty-ou

90 aHei (=] 25 Konuyecrsy 3anpocos v Bce (6€3 TexHM4eCKoro Tpagmka)
= Bravok CBepHYTL
pilot-group

pilot-users

B

raketa BTOpO# OTACH
Konuuectso 3anpocos no rpynne pilot-users 06bem Tpaduka o rpynne pilot-users

80000

® &

PervioHanbHble oTaenbl

60000

Dozor
40000
pilot-users
20000
raketa
ny test OU 0
o110 0 6 1612 o110
(Cexpetapuat
3a6noKupoBaHHLIe 3anpoC 6598 28493 20249 263242 BXOASUIMA TPAQHK
. - a3peluienHbie 3anpo ¢ T65 30343 39445 c ATp:
Microsoft Exchange Security Groups PaspetiesHbie 3anpock! 42765 3034 94455 RAUMA TPAUK

Ton 25 JOMeHOB 2ro ypoBHs N0 rpynne pilot Ton 25 KaTeropwii no rpynne pilot-users Ton 25 TUNOB CKauaHHbIX AAHHbIX 110 Fpynne pilot-users
KpacHbiM LBeTOM BblaeneHs!

3abnokupoBaHHbie 06beKTbl Ans
nonb30BaTEnNe, BXOASLLUX B
rpynny (B AaHoM cnyyae pecypc
mail.ru)

MpectynHas 775 2550 8105 26547
M__mailru P 5200 M_Heu3secTHbiii daiin 54611

CTaTieTUKa Mo KOHKPETHOV rpyrine NepcoH. [ins kaxaoi

rpynnbl i HaBop c

TaBruLaMu 1 rpadhuKamm, KOTOPbIA MOXHO CBEPHYTb UK
PasBepHyTb, HaXaB Ha COOTBETCTBYHOLLMI SHAHOK

Puc. 5.8. Pasgen «Jocbe». NMony4yeHune nuopmauum o rpynne nepcoH. Bknagka «Ctartuctuka
3anpocoBy»

[na Gonee getanbHOro aHanmsa gaHHble Mo Kaxgomy rpadumky nnmn Tabnmue MoXxXHO 3KCnop-
TMpoBaTtb B hann chopmata CSV (Puc.5.9).

Employees

KonvyecTso 3anpocos no rpynne Employees

20 000 [= 3Jxcnopt e CSV

15 000
10 000

5 000
Jkcnopt 8 CSV

0110 16.10

Excel pnanekt

JKCNOPTHUPOBaTh OTMEHUTb

3abMoKMpPOBaHHbIE 3aMPot

PEBPEMEHHIJIE 3anpocbl

Puc. 5.9. NonyyeHune nHcpopmaumm o rpynne nepcoH. Bknagka «CtatucTuka 3anpocoB»: 3KCNOpT
OaHHbIX B CSV
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5.4.2. NMonyyeHue nHopmaLum o AeATENLHOCTU KOHKPETHOM NEePCOHbI (KapToyka
NepCOHbLI)

KpaTkyto MHpopmaumio 0 COTpyaHWKE MOXHO MOMYy4YnTb, OTKPbIB €ro KapToyky. [ins atoro B
cnucke nepcoH (B pasgene flocbe) BbibepuTe CTPOKY C AAaHHBLIMW HY>XHOIO COTPYAHMKA, HaXaB
B obnactu ero N0 (Puc.5.10).

Solar webProxy

Hactpoiikn +Pazgien +Ipynny +epcoy Jocbe / pilot-users
= MepcoHbl CraTMcTHKa 3anpocos

@oHgoBbIA OTAEN
JloGasus nepcory

IKCNNYaTaLMOHHBIN OT/lEN

MepcoHansHble AaHHble o cotpyaHmke: YO,
hoTorpachusi, AOMKHOCTb, NOAPasAeneHue
Komnanim, Tenechon, GUO pykosoanTens BepsicoBa Anbbuta CBATOC/IaBOBHA RX>

b

Bepsicosa Anb6y)

raketa BTOpOIt OTAEN
MeHempxep o p!

ES

PervoHanbHbie OTienbl
Berposa TaTbsiHa Me6oBHa MeHe/Kep o paoTe ¢ KveHTamm
Ochuuep MHHOpMaUMC 0CTl e pilot-users

Dozor ; oy wTens [lasbifos Mupocnas Epodeesiy

©)

N
[1st4]

BeTpos TuxoH MnatoHo|

pilot-users
HauanbHuk oTgena

[lanHble o cTaryce (NpUHAT/ yBONeH)
W rpyninax NepeoH, B KOTOPble BXOAUT
raketa COTPYAHUK

my test OU BuHoKkyp CepreR Aneican MpuHAT 10 aBr. 2016 (CTax 7 nieT 4 mecaua 10 aHei)
e

HauansHyk otena
Cekpetapuat

Microsoft Exchange Security Groups BopoHoB P. Cetesble AaHHble
coTpyAHika asverjasova@akbprogressru

0uU1234
BopoHL0B BukTop MNaHkpatresny
VikeHep-NporpaMmuc

0U12345 7

REKttt [ﬁ BoTsikoBa Crena JleoHnfiosHa

Puc. 5.10. Pasgen «[locke», cnucok nepcoH. KpaTtkas kapTo4yka nepcoHbIl
MoapobHyto MHOPMALMIO O COTPYAHMKE MOXHO MOMYYUTb, OTKPbIB €ro MOSTHYK KapTOuKy
(Puc.5.11). [ind 3TOro B KpaTKOM KapTOYKe HAXXMUTE 3HAYOK .

B nonHon kapTo4yke NepPCOHbl MOXXHO NPOCMOTPETL BCHO UMEIOLLYHOCS NIUYHYK U KOHTAKTHYHO
MHdopMaLmio 0 nepcoHe (Bknagka OcHoBHoe, Puc.5.11).

[na 6onee ynobHOro NnpocMoTpa KapTo4Ky NePCOHbI MOXHO OTKPbITb B HOBOW BKIagke bpay-

3epa, HaXXaB 3Ha40K .

Kronku nepexoga KHonka nepexoaa k
MEXAY KapTodKaMit 8bI6OpY KapTouek Ans
MEPCOH, OTHOCALLUXCH 0BbeAMHEHNS AaHHbIX
K O[OV rpynne By 1 Bonee nepcon

KHorika KonupoBaHsi
CCbIMKM Ha KApTOUKY B
Bydbep obMeHa

Kronku ynpagneHus Kronika sakpermust
MPOCMOTPOM KapTouku KapTouKu

Mipensiyuas nepcona Crenyiousas nepcosa CKONMPOBATH CCBirKy OTKpBITS B HOBOR BKAAIKE CBepHyT KapTOHKY 3aKpLITe

Nerpos Metp MeTposis 3KcnopT nepcoksi

Hauanshuk ovaena VicnbimaTenbHbiii cpok

Tipussit 1 wiots 2021
Crax 2 ropa 1 mecsiy 16 aneit

petr234@companyru
Octostoe

Tpadpuk 1921051722

TUNbI JaHHbIX

HypHan

Puc. 5.11. NonHasa kapToyka nepcoHbl (Bknagka « OCHOBHOEY)

Ha Bknagke Tpacuk (Puc.5.12) otobpaxaetca ctatuctvka no noceLiaembiM NepCoHON pe-
cypcam/kaTeropusim pecypcoB n 06bemMy MCMNOMb30BaHHOIO MHTEPHET-Tpadmka. B rpadmkax
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oTobpaxatoTcsa cBeAeHWS O pas3peLleHHbIX 1 3abroKMPOBaHHbIX 3anpocax, 06beme BXoAsLLero
N ncxogsLLero nHTepHeT-Tpaduka. B Tabnuuax npusoasatcs Bblbopkun no 25 Hanbonee noce-
LLlaeMbIM MEPCOHOW pecypcam v KaTeropmsim pecypcos.

Ha aton e Bknagke aaAMUHUCTPATop ©e3onacHOCTN MOXeT NPOCMOTPETL CTAaTUCTUKY NO
Cpa6OTaBLLII/IM paspeLlarwmnm 1 3anpewarinm npasunam nosiINnTUKn n o61:emy Tpad)I/IKa anda
Kaxgoro n3 Hux.

Solar webProxy Mouck nepeoHs
Mpeabiaywas nepco... (Cnenyiowas nepcosa (CoenmHnTh KapTouKKM (CKONMPOBATB CCHIKY (OTKPbITH B HOBO# BKAAAKE CBepPHYTb KapTOUKY

Nepuon CopTvipoBaTh No 3anpocsl

Q) \EEIEEUTILm e
) \ =
‘ % 180meii B 25 Konuyecrsy 3anpocos v Bce (6€3 TexHn4eckoro Tpaimka)
v

y KonuuecTso 3anpocos 06bem Tpaduka
3aBeAywwi ceKpeTapuaTom
200 MB
150 MB
10 Asr 2016 471013 5 Mec el
50 MB

0 omB
0108 0109 0110 o111 01.12 0101 01.08 0109 0110 o111 01.12 01.01
OcHoBHoe i -
51 42 331 Bxopswwi Tpagmk 19 MB 182 MB 144 MB 168
HHbI bl 7 69 55 - Wcxonswmi Toadmk 0MB 1MB omB 4MB
S Tpacuk
Pecypchbi 1 KaTeropun pecypeos
T Ton 25 pecypcos 210 yposks Ton 25 KaTeropuit

MypHan
maiLru 42.28 MB

mailru 37.11MB Monosoe BocnuTakme
mirtesen.ru 36.95 MB

Vpopmaums
livejournal.com 31.43 MB

redd it 34.40 MB. ASapTHble WIPbI, OHIAMH-Ka3MHO

yaplakalcom 2483 MB

Cpa6oTaBiume NpaBuna NONMTUKA

Cpa6oTasluve paspewaioue Npasna noaMTHKN CpaGoTaBuve 3anpeusaioLLVe NPaBUNa NOTMTUKA

5 [OcHoawas nonwTvka] /Bnokvposka
Icap Request/apply next CONTINUE 7 DENY 191
3anpelieHHbIX PECYPCOB B 3aNpocax

5 [OcHoBHas nonMTHKa]/BNoKMPOBKa

Decryption/BckpbiTe SSL MITM DENY 147
6PaHHBIX HeLIeH3ypHbIX 3aNPOCOB

[OcHoBHaR noAMTUKa]/Onpenenetme KaTeropuit

pecypcos

DETECT_CATEGORY 7

Decryption/BckpbiTne SSL CONTINUE

Puc. 5.12. NonHasa kapToyka nepcoHb! (Bknaaka «Tpaduk»)

Ha Bknagke Tunbl gaHHbIX (Puc.5.13) otobpaxaercsi cTaTMCTUKa NO KONNYECTBY 3anpocos.,
o6beMy MHTepHeT-Tpaduka U TUNam AaHHbIX, OTNPaBAEHHbIM UMW NOMYYEHHbIM NEePCOHOMN.
padmkn oToBpaxalT cBeAeHUss O pa3peLleHHbIX U 3abrnoKMpoBaHHbIX 3anpocax, obbeme
BXOASLLEro 1 UCXOQALEero MHTepHeT-Tpadmka AN nepcoHsl. B Tabnuuax npusoasTcst BbIGopkn
no 25 Tunam AaHHbIX, Hanbonee YacTo nonyyYyaeMblM 1 NepefaBaeMbIM NEPCOHOMN.

MpumeyaHue

KpacHbiv ysemom e mabriuyax ebldensiemcsi 3abrokupoeaHHbIU mur OaHHbIX.
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Solar webProxy

Npenbiywasnepco. Cneayiowas nepcona COBNMHNTS KaPTOUKY CKOMUPOBATL CCHIAKY  OTKDBITH B HOBOF BKNajKe  CBEPHYTL KApTOuKY

\  boratesa flonua Cemeriosa Nepuog 3anpocs!
. % 1Bopmen B 25 3 TEXHUIECKOTO TPaKa)
4

. Konu4ecTso 3anpocos 0Grem Tpagmka
3aBeflyLUMIt CeKpETapUaToM

10 ABr 2016 4rona 5 mec

0110 0111 2 8 0109 0110 0111 0112 0101

OcHosHoe
6 2 8 K 19MB  182MB  144MB  1GB

omB 1MB oms 4MB
Tpacpuk

TUnbl AaHHbIX A &
HaHHBIX [JaHHBIX HbIX JaHHBIX

MypHan

HeW3BeCTHA KaTeropus / HewsBecTHbi (aiin Hel38eCTHaR KaTeropus / HenssecTsui (haiin

HeuagecTHa kateropus / Hew3gecTbii aiin Heu3secTHas kateropus / Hewssectsbii haiin

MynbTumenva / Biaeo 8 hopmate MPEG, MPEG-4, MynbTumenva / Buieo B popmate MPEG, MPEG-4, MPEG-
MPEG-TS TS

MarthOnMALMOHHKE TEXHOROMM /Karuanuaa Tl Anuia

Puc. 5.13. NonHasa kapToyka nepcoHbl (BKNaaka « Tunbl AaHHbIX»)

Ha knagke XypHan (Puc.5.14) otobpaxaeTcsi ctTaTucTuka no nocellaembiM NePCOHON pe-
cypcam/KaTeropusam pecypcoB, paspeLleHHbIM 1 3a0roKMpOBaHHbIM 3anpocam. B 3aBucrMmoctun
OT BblOpaHHLIX 3Ha4YeHW B Tabnmue MoryT 6biTb NpuBeaeHbl cBeaeHnsa o npotokorne HTTP,
koge HT TP-oTBeTa, 3aronoskax 3anpoca, IP-agpece ncrodnunka, URL 3anpoce, URL napameTt-
pax, URL nyTn, gaHHbix User agent, rpynnax nepcoH, npasunax u Criosix NofNTUKK, pesyrsraTax
NpoBEpKU, cTaTycax unsTpaumm.

C nomouubto punstpa KOnoHKu MOXHO n3amMeHuTb Habop oTobparkaeMblix B Tabnmue KONOHOK.
[nsi 3TOro B packpbIBaloLLEMCS CMUCKE BbIOEpUTE HAa3BaHUSA HYXXHbIX KONTOHOK.

CoEnHUTE KapTOUI CKDMPOBATH CCLKY | | OTKPHITH B HOBORBKNAAKE | | CHEpHYT: KapTOWy | | 3aKpeiTh

Nepuon KosioHKu Pecypcol 3anpocs! HTTP-kop,

B Koporaepa Mapra THMyposHa
‘ Thwed B URL nyTs x v || Bee Bee v | Bee

&
Kareropiw JaMAT

. o

10 ABT 2016 3roa 7mec HypHan (nepavie 100 CTPoK)

MHMeHep No JKcnAyaTaum

11.03.2020 13:24:50 login.skype.com /upload//iblock/T59/759e118a88094aec5dc154fb4568df69.png

e f129 2 SZXMVCZVIZWS C: Nl cHlzaGsve
OcHoBHOE 11.03.2020 13:20:14 googlecom /229waGVy0iBvem9zaw 5mb251d3MucnUVYXI0aWNSZXMc2VEZW5vdmUaC1wb3 RyewFzbGEtcHLzaGSve
SINcnVkeXUtdS1iYXNzZXluYSImb3RVLTEONDM30DI=/

S Tpadmx 11.03.2020 13:06:49 instagram com /album/omsk,/sculpt/indexhtm

11.03.2020 13:06:40 webskype com ftogliatti/37 files/aist_provider gif

THITLd R HHER 11.03.2020 12:42.03 www cybersportru /a/afanasxew_r_s/text_0230shtml

11032020 123446 instagram com /togliatti/37 files/alst_providergif
MypHan

11032020 12:29:40 login skype.com Jtxt/1861 htm

11032020 12:26:45 okru /tvarhtm

11032020 122412 www ns-counter.u /a/afanasxew_r_s/text_0230 shtml

11.03.2020 12:13:08 okru /ajatanasxew_r_s/text_0230.shtml

11.03.2020 12:12:34 yaplakal.com /prel1/socialjpeg

11.03.2020 12:05:46 lenta.ru /0et/1861.htm

Puc. 5.14. NonHana kapTo4yka nepcoHbl (Bknagka «XKypHany)

Ceepgenuns Ha Bknagkax Tpadumk, Tunbl aaHHbIX 1 XypHan otobGpaeHbl 3a nocnegHve 7
AHen. OTN AaHHblE MOXXHO OTCOPTMPOBATL MO 3HAYEHUSIM, BbIGPaHHBIM C MOMOLLbIO (PMNETPOB
Punc.5.15.
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Mepwon CopTHPOBaTL NO 3anpocsl

Konwuecrey 3anpocos v Bce (623 TEXHHYECKOro TpagmKa)

Mepwon, TOoNn 3anpocsi

25 Bce (623 TEXHHWYECKOro TpaHKa)

MNepuog, Pecypcbl 3anpocs! HTTP-xo

T aHeR B Bce

e Numut

100

Puc. 5.15. NMonHan kapTo4ka nepcoHbl (BkNagku «Tpaduk», » Tunbl gaHHbIX» U »XKypHany»)
5.5. Onepaunm ¢ AaHHbLIMU NEePCOH
5.5.1. NepeyeHb onepauun ¢ AaHHbLIMU NEPCOH
Monb3oBaTtenb MOXET BbINOMHUTL CneayloLlme onepaunm ¢ AaHHbIMU NEPCOH:
o [o6aBnTb NpMMeYaHus, KOMMeHTapumn n annel (cMm. pasgen 5.5.2).
o OTpenakTnpoBaTb OCHOBHbIE CBEAEHMSI O NepcoHe (CM. pasagen 5.5.3).

e OObeaMHUTb OaHHble OAHOW MEPCOHbI, XPaHSLWMECS B pasHbiX kapTodkax (00beanHuTb
KapTOYKM NEpPCOH, CM. pasgen 5.5.4).

e JkcnopTuposaTb CBeAeHUs 0 nepcoHe B oopmat vCard (anekTpoHHas BU3UTHAs KapTodka).
[lns aToro B NOMHOM KapTo4Yke NEePCOHbI HAXMNTE DKCMOPT MNEPCOHbLI.

e YpanuTb NepcoHy, co3gaHHyto cpeactsamu Solar webProxy (T.e. He Bxogswyto B rpynny
OpraHu3aunoHHas cTpykTypa). [Ins 3Toro B NorHoW KapTodke NepCoOHbI HAXMUTE YaanuTb
nepcoHy n garee B oTobpasmBlUEMCS AMANOroBOM OKHe nogTBepauTe yaaneHue (Cwm.
pasgen 5.3.3).

5.5.2. [lo6baBneHne npumMmevyaHMn, KOMMeHTapueB u ¢pannos

B nonHown kapTo4ke NepcoHbl agMUHUCTpaTop 6e30nacHOCTM MOXET [06aBNATE NpMMeYaHus.
Tak MOXXHO yKasblBaTb, HaNnpMMep, pekoMeHaaumm nNo AanbHenwemy HabnogeHno 3a NEPCOHOWN,
HaNOMWHaHWUA, 3aMeYaHus 1 T.n.

Mone BBOJa TeKCTa
NpPUMeYaHna

Knonka po6aeneHus
thaiina

OBnacTb npuMeyaHns:
aBTop, AaTa U Bpems
nobasneHus,
KOMMEHTapUI WK daiin

Kxonka gobasneHus

? B nprMeYaHus

24 anp. 2024, 12:35

24 anp. 2024, 12:35 Kronka ynanerus
npUMeYaHna

Puc. 5.16. NonHasa kapToyka nepcoHbl: Aob6aBneHue, NpocMoTp U yaaneHne npuMmevyaHun

[nsa goGaeneHns npumedaHuns:
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1. B 6rnoke gns paboTbl C NpYMeYaHusIMM B COOTBETCTBYIOLLIEM NOSe BBEANTE HEOOXOANMbIN
TEKCT.

2.
Haxmute .

[na nobaeneHus danna:

' B 6noke ans paboTbl C NPUMEYaHVsSIMU NPUKpenuTe daiin, Haxas KHOMKY .

2. I'IpM HeO6XO,D,I/IMOCTVI B COOTBETCTBYHOLLEM NOone BBeONUTE TEKCT.

3.
Haxmute .

,D,J'ISI yoaneHuna npuMedaHna:

*- o
HaI'IpOTVIB npuMeYaHuna HaxXmMunTe .

2. B otoGpasuBLieMca AnanoroBom okHe Yaanutb npumMedaHme? HaxmuTte OK.
5.5.3. PepaktnpoBaHue gaHHbIX NEePCOHbI

AoMuHucTpaTop 6€30MacHOCTM MOXET U3MEHSTb OCHOBHYIO MHGpOopMaLMIo 0 nepcoHe. K aTon
NMH(OpPMaLMM OTHOCATCSA CBeAeHUs1, oTobpakatoLmecst B MOSTHON KapTOYKe NEePCOHbI.

[nsa nepexoaa B pexvM pefakTMpoBaHNUS AaHHbIX MEPCOHbI B NOSIHOM KapTOYKe NePCOHbl Ha-
Xmute Pexxum pepaktupoBaHus. [ocne aToro 6roku AaHHbIX, KOTOPble MOXHO OTpeaaKkTu-
poBaTb, OyayT BblgeneHbl NyHKTUpom (Puc.5.17). [lns Hayana namMeHeHust 4aHHbIX HaXKMUTE
B nobom mecTe brioka, cogepkallero AaHHble NepCoHbl, KOTOPbIE HYXXHO OTpeAakTUpoBaTh.

TIpeasAYIIAR Mepeosa Cneyioutan nepcona 0BLENMHATS KAPTOuKA CHOMMPOBATS CCLUTKY OTpLITS B HOBOM BKIAKE CBepHY TS KapTOuKY. JaKpLITh

BuIfTH 13 PEXIMA PENAKTHPOBAHHS Yans nepcory SKENOpT NEpCokbt

Y

HauansHuk oTena u i VicnbiTaTensHbid cpok

NputsT 1 wokis 2021
Cran 2 rona 1 mecsi 16 aHeit

OcHoBHOE

Tpacmk

TWNbI aHHBIX

KypHan

Puc. 5.17. NMonHaa kapTo4Ka NnepcoHbl. PeXum peaakTMpoBaHUA OaHHbIX

O SOLAR 41



PepfaKTMpoBaTh X
OKHO ONA M3MeHeHMs
[OaHHbIX 6noka ®oTo

OKHO 47151 M3MEHEHMS
OaHHbIX Bnoka
KonTakTHble gaHHbIe

®H0

MNeTpos MeTp NeTpol PGHBKTMDOBBTI:

LOMKHOCTD

HauanbHuk oTaena Tz 89151234567 [<]

OKHO NS M3MeHeHWs
OaHHbIX Bnoka

Monpasaenexve Homep oducHoro Tened. 122 [x] MepcoHanLHLIe AaHHLIE

Homep KOMHaTbl PefakTuposars

[etb pomaeHna ‘ 27.11.1942 ‘ (<]

Puc. 5.18. Pexxum pegakTupoBaHusi AaHHbIX: NPUMeEPbI OKOH AN peAaKTUpPOBaHUA cBeAeHUn o
nepcoHe

MpumeyaHue

TpebosaHusi kK popmamy 8800UMBbIX OaHHbIX MPUEEOEHb! HUXE.

e [loyma — adpec anekKmpoHHOU no4Ymbl O0/IKEH 8KIHOHamMb JI0KaribHOE UMS, cuMeos @ u ums 0o-
meHa. Cocrmoum u3 namuHckux byke. Moxem codepxampb yugpsbi (0-9) u nobodl u3 credyroujux
cumeonos: ! #$ % & +-. =2 {1~ He npesbiwuaem 6onee 50 cumeonos. lMpumep: ivanov@rt-
solar.ru.

o Skype — HukHelmM nonb3ogamerns 8 Skype. Cocmoum u3 namuHcKkux byke. Moxem codepxxamb
yugpsi (0-9) u mobod u3 cnedyrouwux cumeosnos: . - . HayuHaemcs ¢ cumeona @. He npesbiwaem
bonee 32 cumeosnos. lNpumep: @ivanov.

o ICQ UIN — yHukanbHbIlU HoMep rionb3osamerns ICQ, cocmoswud u3 yugp (0-9). HadyuHaemcs ¢
cumeoria @. He npessiwaem bonee 9 cumeorsnos.

e Login — ums nonb3o8amerisi 8 cemu, cocmoum u3 gamuHckux byke u/unu yugp (0-9). He npessi-
waem 62 cumeona. lNpumep: Ivanov.

e SID — uéeHmucbukamop be3onacHocmu, KomopbIl fpuceaugaemcsi rnosb308amersisiM, 2pyrnnam,
KoMrbromepam unu opyaum obbekmam 6esonacHocmu npu ux coddaHuu e Windows unu Active
Directory. ®opmam udeHmucgpukamopa be3zonacHocmu: S-R-IA-SA-SA-RID. lMpumep: S-1-5-21-
1507001333-1204550764-1011284298-1003.

e URL — cucmema adpecoe afieKmpoHHbIX pecypcos. Moxem codepxxamb CUME0JIbI TamUHCKO20
U Kupusnnu4eckoeo anghasuma, yugpsi (0-9) u/unu nobol us cnedyrouwux cumeonos: -, ? = & #.
He npesbiwaem 2083 cumeona. ®opmam: <cxema>://<nonHoe ums xocma>/<nyms>. [lpumep:
https://rt-solar.ru.

e Windows-login — y4emHas 3anuce Microsoft. Cocmoum u3 namuHckux 6yke. Moxem codepxxamb
uuabpsbi (0-9) u nobou us credyroujux cumeoros: . - _. He npesbiwwaem 128 cumeorios.

e |P-adpec — npedcmaesnsitom cobol Habop u3 yemsipex yuces, Harpumep, 192.158.1.38. IP-adpec
He dormkeH rpesbiwams 15 cumeonos.
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Ums xocma — amo ums npuceausaemcs ycmpouicmey, MoOKTHHYEHHOMY K KOMITbOMEPHOU cemu,
u ucrionb3dyemcs 0n1s udeHmucgpukayuu ycmpolcmea. He npeebiwuaem 134 cumeona. lNpumep:
ivanov.solar.local.

UPN — umsi 05151 exo0a rosib308amerisi 8 thopMmame 371eKmpoHHO20 adpeca, Harpumep, ivanov@rt-
solar.ru. He npesbiwwaem 113 cumeornos.

[lnsa Bbixoaa M3 pexuma pefakTMpoBaHWUs AaHHbIX B KAPTOYKe NepcoHbl HaXMuUTe BbInTu us
pexuma pefakTMpoBaHUA.

MHorga gaHHble O4HOIo U TOro XKe YeroBeka XpaHATCS B pa3HbIX KapTodkax. Hanpumep, ecnu
OfjHa KapTo4ka NnepcoHbl Bbina nonydeHa n3 BHELLHeN cucteMbl (Hanpumep, ns Active Directory),
a apyrag — cosgaHa cpegcteamum Solar webProxy. [1ng Takmx cnyyaes B CUCTEME €CTb BO3-
MOXHOCTb OObEeANHATE HECKOIBbKO KapTOYEK B OOHY.

BHumaHume!

MoxxHO 06BeOUHSIMB!

Heckonbko kapmoyek, co30aHHbIx cpedcmeamu Solar webProxy. [Npu amom Heobxo0umo yKasame,
8 KaKyto U3 KapmoyeK O0mKHbI bbimb CKOMUpo8aHbl OaHHbIE (OCHOBHYIO Kapmoyky). OcmarbHble
Kapmouyku 6ydym asmomamu4ecku yOaseHsl.

Kapmouku, co30aHHbie cpedcmeamu Solar webProxy, ¢ 00HOU Kapmo4KoU, 8 KomopoU XpaHsmcsi

O0aHHble, MosyYeHHble U3 eHewHel cucmembi (Harpumep, u3 Active Directory). lNpu amom 8 kade-
cmee 0CHO8HOU Moxxem bbimb yKa3aHa mosibKO Kapmoyka ¢ 0aHHbIMU U3 8HEWHeUl CUCMeMbI.

[ins o6beanHeHns KapToyek:
B nonHow kapTouke NepcoHbl HaxmMnTe O6bLEAUHUTL KAapPTOUKM.

B otobpasmBLueMcs okHe O6beanHeHue KapTovek (Puc.5.19) B nouckosom none Bbibe-
puTe nepcoHy BBeauTe gaHHble (PO unu agpec) Tpebyemon NepcoHbl 1 B 0TOOpa3us-
LLIEMCS CMUCKE BbIOEpPUTE HYXKHYIO MEPCOHY.

I'IpM HeobxoanumMocTun noBTOpUTE n. 2, T.K. cMcTeMa NO3BONSAET coeauHAaTb ABe u Gonee
KapTo4ek.

CpaenaiiTe OCHOBHOM KapTouky, B KOTOPOW OyayT coXpaHeHbl AaHHble U3 APYruX, BKIOYMB
COOTBETCTBYHOLLYIO ONLMUIO.

HaxmnTte CoxpaHuUTb.
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OGbeamHEHHE KapTOMEK

OBLeauHeHHe KapTo4eK, Co3AaHHBIX
cpegcTBamu cucTembl. [pu yerosuu, uTe
B O/JHOW KApTOUKE XPaHATCA AaHHbIS,
MONY4SHHBIE 13 BHELUHSI CHCTEMBI
(Hanpumep, us Active Directory)

B 3ToM cnyyae ocHOBHON KapTouKol
MOXeT BbITb yKasaHa TONbKO KapToska ¢
[aHHBIMW U3 BHELUHE CUCTEMbI

Bubepure
ocHoBNy0 KapTy

@10
06be/MHEHHE KaPTOYeK

BOAKHOCTE
Nogpasgenenme
NpHHAT

Bubepure

Nouta U CHOBHYIO KapTY

Skype

— e o0

7 S—
Os'bepMHeHVle KapTo4eK, co3aaHHbIX npuwst

CpeaCTBaMH CUCTEMBI.
MoxHo ykazaTh OCHOBHYHO KapTOMKY, o
YCTAHOBUB COOTBETCTBYHOLLMUIA
nepeknkoyaTenb B NONOXeHUe on/ Skype

Puc. 5.19. O6beanHeHne KapToyeK NepcoH

5.6. None «lMonck nepcoHbI»: onepaTUBHbLIA AOCTYN K AaHHbIM O
nepcoHe/agpece

[nsi onepaTnBHOro JOCTyNa K AaHHbIM O MEPCOHE B KaXO0M pasgene nHtepdgerica nMmeercs
none NMounck nepcoHbl. C ero NOMOLLbIO MOXHO MCKaTb NEPCOHY MO criegyowmm atpnbyTam:

PNO;

OOIMKHOCTb;

agpec 3MEeKTPOHHON NOYThI;

Skype (ums y4eTHOM 3anucun nonb3oBaTtens Ans asTopmsaummn B Skype);

ICQ UIN (ngeHTncbmkaTop y4eTHOM 3anucuy nonb3oBaTens Ans astopmsaumm B ICQ);

Login (Mms y4eTHOW 3anmcu, No4 KOTOPOW MOSb30BaTENb BOLLEN Ha NOKANbHY MallUuHY.
Hanpumep, ivanov.ivan);

SID (ngeHTudurkaTop 6e3onacHOCTM y4ETHOWN 3anucuy nonb3oBaTens KomnbloTepa);

Windows-login (MMsi y4eTHOW 3anucu, Nof KOTOPOW MOrib30oBaTtesb BOLLEN Ha JIoKarnbHY
MaLluHy, B BUae <gomeH\uMs nonb3osatens>. Hanpumep, domain\ivanov.ivan);

IP-agpec (IP-agpec nokanbHOM MallnHbl NoNb3oBaTens);

MMS XOCTa (MMS NoKanbHOW MalLUHbI NONb30BaTENs).
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BHumaHue!

lMouck 3anyckaemcs npu egode He MeHee 3-X CUMBOJIOB U 8edemcs NO BCeM BbllleyKa3aHHbIM
atpubyTam. [Tpu amom ULUymcs MoJIbKO me MepPCoHbl, 8 OaHHbIX KOMOPbIX UMeemcsi cognadeHue
HavanbHbIX CUMB0/I08 C 88€0€HHLIMU (Hanpumep, 8 hamunuu, UMeHU u/umu OO/HKHOCMU, CM.

Puc.5.20).

Xabubosa Kcenuna CeaTocnaBoBHa

[24] a

Mepconst (5 13 5)
3 ﬂy‘MnmﬂTa(MR fepmaHoBHa -
PR-mee TED F
ngloyeespilot-users
inpen PogroHoBuY
) TyaTaymm

QL

Employeespilot-use
Bens3esynosa JopaHa AmaTonsesHa mrs,TosterT

SMTH

@ IC:?HTMI(DE.E.IBIEHVM Bn‘uecnamswu MN)KETOHOMTMH
¥ T ot-users pilot-users
8

Emr

M'IMK WHDOPMELHOHHORA BE30NacHOCTH
pilot-users

CanTbikoB EBreHwin Bayecnasoeny

enun (BATOCNABOBHA -

Puc. 5.20. Oco6eHHOCTM NOUCKa NepCoOH: NOUCK BeAeTCA OQHOBPEMEHHO Mo HECKOSIbKUM
aTpubyTam nepcoHbI

Taknum o6paaoM, ana onepatnBHONO NoryvYeHuaA cBefeHnn o nepcoHe:

1. Beegute B none MNouck nepcoHbl He MeHee Tpex TpebyeMbix cMMBONOB. HaunHas ¢ Tpe-
Tbero cMMBona, No Mepe BBoda cucrema Byaer otobpaxaTb COOTBETCTBYIOLUMI CMNCOK
nepcoH/agpecoB, B aHHbIX KOTOPbIX €CTb COBMNaAeHne HavarbHbIX CUMBOIIOB C BBEAEHHbIMU
(Puc.5.21).

2. B cnucke nepcoH/agpecoB BbibepurTe CTPOKY C HYy>XHbIMKU AaHHbIMKU. OTOBpa3nTcs KapToyka
STOW NEepPCOHbLI/3TOro agpeca.

O SOLAR 45



Mepcons (4 1z 4)

@ Esgoxum McTHCNaBuy PoRzMar
Empl

{ Ezgokny JasHenosny 3eneHcenn NonxHoCTe 3aBeyiowmin (HasanbHK) OTAENOM Hay4HO-
- ! -
=" I ) TEXHHUYECHOA HHIPOPMALIMA

pilot-users
3 r
=]
-1 3

3onuvH EBAOKUM AHLPOHOBUY

o

e

E

MpanaT 10 Asr 2016 (Ctax 4 roga 7 MecAles

ea.zolin@akbprogress.ru

Puc. 5.21. OnepaTMBHOe€ nosy4yeHue AaHHbIX O COTPYAHUKE
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Solar webProxy o6ecneunBaet KOHTPONb NPOXoAsLLero Be6-Tpadrka ¢ NOMOLLbI CO3AaHHbIX
odumuepom b6esonacHOCTM NpaBui aHanmaa, Mx 06paboTkM KU UCKMOYEeHU 13 HUX. Takne npa-
BWIa BKIOYaLOT B cebs ycnoBumsi npoBepkun Tpadumka n Habopbl AericTBuin. COBOKYNHOCTb 3TUX
npasun obpasyeT NONMTUKY MHPOpMaLMOHHOM 6e30MacHOCTM.

O6paboTtka Tpadumka, NOCTynaoLLEro B CUCTEMY, BbINOMHAETCS C NOMOLLbIO (ounsTpa — cne-
unanbHON NporpaMmMbl, aBTOMaTU4ECKN reHepMpyeMon Nno 3agaHHbIM YCNOBUSIM 1 MpaBuiam
duneTpaumun. Ona HacTponku npaBun unbTpaumm oduuep 6e3onacHOCTU MUCNOnb3yeT
onpeaeneHHbli HAbop NHCTPYMEHTOB U 371EMEHMO8 MOUMUKU.

OcHoBHble anemMeHTbl nonutukn Vb npuBeaeHsl B Tabnuue ganee.

Taon. 6.1. OcHoBHbIe anemMeHTbl nonuTukn Ub

HasBaHue OnucaHue

Cnou npasun nonutukn |Habop npasun n/mnu UCKMOYEHUI MONUTUKKN, KOTOPLIA NpegHa3HayvyeH Ansd peleHns
KOHKPETHOW 3afa4vn nonutukm (nogpobHee cm. pasgen 6.4).

Mpasuno OnemMeHT NonuTuKKn, coaepxalumi Habop yCrnoBuIn, KOTOpbIe NPOBEPSET cuctema, u
Habop AEeNCTBUIN, KOTOpblE BLINOMHATCA B Cryyae YCNEeLHOW MPOBEPKWN YCIOBUN.
MpaBuna rpynnupytoTca B Habopbl NpaBun MNONUTUKX (CIOW NPaBwi MOMUTUKK, CM.
pasgen 6.5.1), 4TO NO3BONSIET MCMNOMNB30BaTh CIOXHbIE aNropUTMbl NPOBEPOK.

WckntoveHne OBBbEKT MONUTUKN, cogepxawymmn Ha6op yCJ'IOBVIIZ, KOTOpPbI€ NPOBEPAET CUCTEMA C LieJblo
NCKIKOYEeHna nccnegyemoro o6bekTa n3 NPOBEPKU B TEKYLLIEM CI10€. Mpn dbopmupoBaHnn
NCKINKOYEHNA MOXKHO YKa3aTb TOJIbKO yCIoBUA.

Ycnosue Jlornyeckoe BbipaxeHue, NpMMeHsieMoe K 06BbEKTY CUCTeMbI 1 Bo3BpaLlatoLlee nnbo
3Ha4eHwne "ncTuHa" (ecnu oObLEKT YAOBMNETBOPSIET JAHHOMY YCIOBUIO), MM60 "noxb" (B
WHOM cryyae). YcrnoBusi MOryT 6biTb MPOCTBIMU U CIIOXHBIMMU.

[Hevicteue Hencrteue (onepauusi), KOTOpoe HEOOXOAMMO NPUMEHUTb K OOBEKTY MO pe3ynsratam
NpoBepKn ycnosui. Hanpumep, nepefada 3anpocoB M OTBETOB, NepeHanpaBneHune
Tpacduka. [1efcTBMA ABMAIOTCA CUCTEMHBLIMM 3NEMEHTaMu MONUTUKM U 3a4aloTcs B
npasunax. CUCTEMHbIE 3NeMEHTbI NONUTUKN NONb30BaTeNb HE MOXET co3aaBaThb, pe-
AaKTMpoBaTb UNN yaansTb.

OenctBua Moryt OblTb OCHOBHbIMU W OOMOIHUMESbHbIMU, YC08HBbIMU W 6€3yCrI08HbIMU.
OcHoBHble genctans ByayT NnpUMeHeHbl K 0OObEKTY Npu BbINOMHEHUS NpaBunia B NEPBYO O4e-
peab. MNocne Bbibopa OCHOBHOrO AENCTBUS MOXHO BblOpaTb OAHO UM HECKOSbKO OOMOMHM-
TenbHbIX 4ENCTBUN. HO 3TO BO3MOXHO TONbLKO Npu doopMuUpoBaHMM Npasun ans ounerpaumm
3anpocoB MM OTBETOB.

Mpwn BbIGOPE HEKOTOPLIX OCHOBHLIX M AOMONTHUTENbHBIX AENCTBUIN 0TOOpa3nTCA OQHO MUin He-
CKOJbKO JOMOSTHUTENbHBIX MOSIEN, B KOTOPOM HEOBXOOUMO YKa3aTb COOTBETCTBYHOLLEE 3HAYEHUE.
Hanpumep, npu Boibope gencteus CeBaA3aTb C NepPCOHOM BPYUHYH, 0TOOpasuTcs none, B
KOTOPOM HeOOXOAMMO yKasaTb NepcoHy. B ogHOM npaBuie MOXHO 3agaBaTb HECKONbKO O0-
NONHUTENBHbLIX AENCTBUIN, HO NMPU 3TOM MaKCUMarbHOE KOSIMYECTBO LOMOSTHUTENbHbBIX 4ENCTBUI
He JOImKHO ObITb OosbLue 7.
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MpumeyvaHue

YcnosHble delicmeusi He nMpueodsim K ebixo0y U3 Yukna obpabomku noumuku, m.e. He Hapyuiarom
ecmecmeeHHOU HUCXo0siLel npo8epKuU rnpasusl (ceepxy-8HU3) U Mo2ym 8bIMOoSIHIMbCS rnocriedosa-

meJibHO.

lpu ebinonHeHuUU 6e3ycrnosHbix delicmeauli obpabomka nonumuku rnpexkpawaemcs. K 6e3ycroeHbiM
delicmeusiM OMHOCSIMCS 8ce 0CHO8HbIe Oelicmeusi, kpome: Hu4e2o He Aestamb u Paspewums 3anpoc
(docmyriHO MosbKO 8 crioe ¢hunibmpayuu 3anpocos).

B Tabnuue npaeun omnsTpaumnm 3anpocoB 1 OTBETOB B KONOHKe [lencTBUA OyneT otobpaxkeH
COOTBETCTBYHOLUMIA 3HAYOK BMECTO Ha3BaHUS AelcTBUsl. KonnyecTBo BbIOPaHHbIX AOMOMHM-

TenbHbIX AeNCTBMI ByaeT yKkasaHo Haj 3Ha4ykom (Hanpumep, .). OnucaHune Bcex 3Ha4KoB
npveegeHo B Tabn.6.2.

Tabn. 6.2. 3Hauykmn Ansa 0603Ha4YeHUsA OCHOBHbIX JeNCTBUM Npu POpPMUPOBaAHMU NMpaBun
¢hunbTpauum 3anpocoB U OTBETOB

Hencrteue 3Hauok

Hwyero He genatb

O

3abnoknpoBatb

(>

3anpocutb nogTBEPXKAEHNE

[MepenanpaBuTb

PaspewmTe 1 He npoBepsTb ()
panblue

PaspelunTb 3anpoc (> )

lMpoBepuTb cepTudmkat

MogpobHee o0 paboTe C OCHOBHbIMM 3fIEMEHTaMM NMONUTUKK CM. B pa3gene 6.4.2.

B Tabnuue nanee npuBeneHbl UHCMPYMeHMbI NOAUMUKU onst dopMmnpoBaHmsa nonutukn Ub.

Tabn. 6.3. Kpatkui 0630p nHcTpymeHToB nonutuku Ub

HasBaHue ‘

BHelwHne nopkntove-
HUA

OnucaHue

MHCTpYMEHTbI NONUTKKK, B KOTOPbIX YKa3aHbl NapaMeTpbl HACTPOVKM ANs nepeHanpasneHns
nornb3oBaTenbCKoro Tpaduka (nogpobHee cm. pasgen 6.5.3).

OB6beKTbI NONUTUKN

VHCTpYMEHTbI MONUTUKKM, NpeAHa3Ha4YeHHbIe AN (POPMUPOBaHUS NPaBum U/UNK UCKIoYe-
HWUIA NnonuTukK (NnogpobHee cM. pasgen 6.5.4).

CnpaBo4YHMKHM Habopbl (cnucku) anemeHToB, CrpynnMpoBaHHbIX MO onpeaeneHHoMy npuaHaky. Kaxabiv
13 3rIeMEHTOB COAEPXKUT KpaTKne cBeeHMs1 0 KOHKPETHOM 06bekTe. CnpaBoYHble AaHHbIE
MOFYT UCMONb30BaTbCS B APYrMX 0ObEKTax CUCTEMbI, YTO NO3BONSIET M30exaTb MHOroKpar-
HOro BBOAA OOHOW 1 ToM Xe MHdopmauun (noapobHee cm. pasgen 6.5.5).

LlabnoHbl Habopbl npaBun NpoBepKN TEKCTOBOM MHAOPMALIMK Ha Hannyne n/unm oTcyTcTeme onpe-

[OErneHHbIX 3NIEMEHTOB TeKcTa. Takke LabnoHbl MOryT npeacTaBnsaTb cOOOW CTpaHULbl
Ons yBegomneHust nonb3oBatenen (mogpobHee cMm. pasgen 6.5.6).

O SOLAR
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MpumeyvaHue

AnemMeHmbI U UHCMPYMEeHMbI NMOIUMUKU Mo2ym co30asambCs Kak caMoll cucmemol, mak u adMUHU-
cmpamopom besonacHocmu.

YnpaBrneHve anemMeHTaMmm U UHCTPYMEHTaMu NONUTUKK BbINONHAETCA B pa3gene Monutuka
(Puc.6.1), nogpobHasa nHdopmauusa npuseneHa B pasgene 6.5.

Kronku ans Khonka ans cospaHs Kronka ans
3KeropTa/uMnopTa npaBina W UCKNIoYeHUS (S ) e (D npUMeHeHns

NONUTUKI
aancuiorcnos) cnyyae Mo HassaHMio npasina uni Honcne nonuTkA
omcK nep e

VCKIIO4EHUS KOHKPETHOTO Criost)

TpaHCRAUMA npecos OMCK N0 HazBakHio, e Q a oHoK
57 KOHTEHTHAS OW/ILTPALINSA

£ Rocryn 6e3 ayrexTndukaumn e asavenwe  Nporokoni

admi
1122023 13:41
(3¢ BexpbiTue HTTPS

_ 11220231353
@ Nepenanpasnenve no ICAP

£ ®unbTpauws 3anpocos
£> ®unbTpauws oTeeToR

O6uas nonuTHia Tabnuua c npasunamu u
VCKITIOHEHNUSIMIA KOHKPETHOTO CrIost MaHens HaBurauum. YtoBel Havats paboty ¢
(8 AaHHOM crydae HYXHO BbIBpaTb €ro Ha naHenu
Cebinka ANs nepexoaa k Habop Npasun 1 UCKMIoYEHMI Crios
3neMeHTy nonutuku. B 06was nonuTuka (oTBETHI))
[AaHHOM Cry4ae MOXHO Wcknouerus scerpa
nepeltTv K CrMcKy pecypcos pacrionoxeHe! Ha Mpasunami
block ya.ru

E5 TPOBEPKA 110 NONIMTUKE

4 BHEIWHVIE NOJKIIOYEHMA

ICAP-cepaeps!

Tpokcu-cepeeps!

BbiBpaHHbiit
crov npasun
NONUTUKI

Puc. 6.1. Pasgen «[Monutuka»

MpumeyvaHue

lNonumuka unbmpavuu cHumeigaemcs u3 gadna policy.xml, komopebit no ymon4ya+Huro co3daemcsi
8 npouecce ycmaHosku Solar webProxy.

Takke Bbl MOXeTe NpMoBpecT NULEH3NI0 C NOAMUCKOW Ha pacrnpoCcTpaHaeMyto NonuTuky. B
3TOM Criyyae npwu 3arpy3ke NULEH3NM BbIMOMHAETCS 3arpy3ka U aBToMaTM4eckoe NpuMeHeHue
pacnpocTpaHsieMo NoNUTKKM Ha master-y3sen, ¢ kKoToporo Aanblue oHa ByaeT pacnpocTpaHeHa
Ha yanbl unsTpaumm. MpoBepka 0GHOBNEHMI Takon NONUTUKA U UX 3arpy3ka BbIMNOMHAETCS
B aBTOMaTMYECKOM peXMMe.

AamuHucTpaTtopy 6e3onacHoOCTV pacnpocTpaHaeMas NnonmMTnka A0CTynHa TONbKO 4115 NPOCMOT-
pa (Puc.6.2). NMpu aTOM OH MOXET hopMMpOBaTL CBOM Npasuna u/mnu ncknioyvenns. MNMpasuna
N UCKITIOYEHUSA pacnpoCTpaHAEMON NOMUTUKN BbINOMHATCA NOCHe NPUMEHEHNs1 BCEX MOMb30-
BaTENbCKNX NPaBUIT U UCKITIOYEHWIA.
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Monntuka / 3anpeLeHHbIE p JChi MpumesnTd NORKTIKY
'::fj] Mepenanpasnexue no ICAR Co3paTh NPaEwno oMK . Q HaCTPORKa KOROHOK

¢35 DHNLTPALMA 33NPOCOR Komssecteo 5 HonWdecTso

£ OwnsTpayws oTeETOR Hazganie Refcrana Mcrowsme Npotokane Gopuar daitnoa Pazmeps drafinoa

VckmoueHiA i
& TipocuoTp »
#  Monb308aTentCkvA ChoR du..
BHAKYERO
BPEMEHHBIA CIACOK 10 O6HOANEHHRA
Ha3game OHRARAH-TOTOANA

BENBIA CIMCoK

HoumerTapun 336A0KMPORATS [OCTYN NOLI0BATENS & CTRAKUUAM [SCYICOB, TPEACCTABARDLK YCIY T OHRARAH-TORIC:

3anpeleHHsie pecypee!
NeiicTens

1 3anpewennye cnosa
DevosHoe

Cnoit pacnpocTpaHsiemoli
NOTIUTHKN

Venosua

WeTosmik

Ha3taueHie

SHBLIOK [MMCOK PRCHDCOE, SaTETOMIE T NOMMCE MIE XOCT3 (SX10Y3A TORGAVEHE
pacnpocTpaHAEMOoi MonUTUKK PP AR e

Puc. 6.2. Pasgen «lMonuTtukay: pacnpocrtpaHaemasl nonuTmuka
6.2. MpuHUUNbI paboTbI

B npouecce 06paboTku NONUTUKN Kaxabli Cro npaBun NONUTUKX NpoBeEpsieTCs NocneaoBa-
TENbHO: cBepXy-BHU3. [TpaBuna u/unm UCKYeHms NpoBepsoTC aHanorMyHbIM o6pasom —
CHayara npoBepPSIOTCS UCKIHYEHUS, @ MOTOM Yy)XXe npaBuna:

o EcnuucknioueHune cpabotaet B cnoe BekpbiTne HTTPS nnn NMepeHanpaeneHue no ICAP,
Ha4yHeTCsi NpoBepKa CreayLLero Crnosi.

o Ecnu cpaboTaet uckntoyeHme B crnosix ounstpauum 3anpocos/oTBETOB, NpoBeEpKa Npoaon-
XKMTCSI CO CINeayHLLEro Cosi 3TOro Xe Tuna.

o Ecnu cpaboTtaet npaBuno B crnosx unsTpaummn 3anpocoB/oTBeTOB, 00paboTka NONMUTUKK
3aBepLumnTcs. [Npu BbINONHEHUN NpaBuna B OCTanbHbIX CNOSX, 00paboTka NONUTUKN NPOAON-
XKUTCs.

Y1066l ynopsagounTb Npasmia no npuoputeTam, Npu co3gaHnn/peqaktmpoBaHm COOTBETCTBY-
toLLIero NpaBumna B norie ycTaHaBuTe ero NpUopUTET C MOMOLLbHO LMAPOBOro 3HAYEHUs!, HaYNHas
c1.
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Co3patb NpaBuno X

BKntoueHo

HassaHue [ }

HassaHue npasuna obs3aTensHo

KommenTapuin

Hanpasnewe Tpaduxa Bxopgauwmit ypHanuposaTtb
NlefcTBUE € 3anpetuts
CocTofHWe CoeAMHEHHA

Bxopswmin nHrepgeic

McTouHmK

IP. awanasoH exaa IP-1P, macka nonceTw IP/xx unn MAC-agpec XX XX XXXXXXXX

HazHaueHue

CoxXpaHuTb OTMEHUTD

Mpy NOHMKEHUWU/NOBLILLEHUM MPUOpUTETa MPaBUIIO NEPEeMELLAETCS Ha COOTBETCTBYIOLLYHO
nosvuuto. To NpaBuo, KOTOPOE A0 3TOro 3aHMMano yKa3aHHbIN NPUOPUTET, aBTOMATUYECKM
nepenBuraeTcsl Ha CTPOYKY Bhille (Hanpumep, B NpasBune ¢ NPUopUTETOM 2 Npu U3MEHEHUN
3HaveHus Ha 17, npaBuIo, HaxoAMBLLEEeCs 40 3Toro Ha 17 cTpoke, nogHMMeTcs Ha 16, a npa-
BUIIO C npuopuTeToM 3, Ha 2). 3HaYeHMs1 NpuopuTeTa y CMELLEHHbIX NPaBum B 3TOM cryyae
MEHSIIOTCS aBTOMaTUYECKM.

Mpun ycTtaHoBneHun 3HaveHuns 0, NpaBMno aBTOMaTUYECKN NepemMeLLaeTcs Ha BEPXHIOK No3u-
umto. NMocne coxpaHeHus npasuna, 3HadeHme ¢ 0 nomeHsieTcsa Ha 1.

Mpu chopmMUpoBaHMM NONUTUKN HEOBXOAMMO YUUTBLIBATL CrieaytoLlee:

e B npouecce HacTpownku NONUTUKM agMuHUcTpaTop 6esonacHocTn paboTaeT ¢ uenodYkamu
B3aMMOCBS3aHHbIX 06BbEKTOB (areMmeHToB nonutukn UB). Ans nameHeHus unu yaaneHus
onpeneneHHoro anemMeHTa (Hanpumep, npasuna), HeobxoauMo Y4OCTOBEPUTLCS, YTO 3TO
He HapywmnT BbINONHeHUs nonutnkn Ub.

o [Mpy opMUPOBaHNM HEKOTOPBIX MPABUIT U/UINW UCKINOYEHWIA HEOBX0AMMO 3apaHee co3aaTb
COOTBETCTBYHOLLME 3MEMEHTbI MOMUTUKN (BHELUHWE MNOAKMYEHUS, 0OBEKTLI MNOMUTUKA U

T.4.).

Hanpumep, npy HacTporike Habopa NpaBun U UCKINOYEHWI NONUTUKM NS NepeHanpaBneHns
Tpaduka no ICAP crieqyet 3agath cootBeTcTBytoWwMe ICAP-cepBepbl B pasgerne MNonutuka
> BHewHune noakntoyeHus > ICAP-cepBepbl (cM. pa3gen 6.5.3.1).

[nsi npocMoTpa HacTpoeK 1 nepexoaa K peAakTUPOBaHUIO Kakoro-nmbo anemeHTa nonmTukmn
B (B TOM 4ncne n Habopa ycrnosuin) Heobxoammo BbIGpaTb COOTBETCTBYIOLLMI pa3aern Ha
naHenu HaBurauum.

e HekoTopble anemeHTbl NONUTUKN JOCTAaTOYHO PecypPCOEMKH, YTO 3aTpyaHSeT paboTy nonu-
TUKW 1 cUCTeMbI B LierioM. Hanprmep, krntoveBble CroBa SIBNSTCH CaMbIMU PECYPCOEMKUMU,
YTO 3HAYMTESNIbHO CHIDKAET NPOU3BOAUTENIBHOCTL CUCTEMbI. B JaHHOM criydyae Ha npoun3Bo-
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OUTENBbHOCTL BNUSIET pasmep Bydhepa 4ns onpeaeneHnst KoaMpPoBKU TEKCTA: YeM OH BonbLue,
Tem meaneHHee paboTaet cucrema. OgHako, ecnuv ykaszaTb COBCEM Marnoe 3HavyeHue pas-
mMepa Oydepa, kogmpoBka onpeaendaTbcs He OyaeT.

Mpy BO3HUKHOBEHMM BHELUTATHOM CUTyaLuMu, CBSA3aHHOW C owwmbkamu HacTporku Solar
webProxy, NpUMeHsI0TCA NocneaHne KOPPEKTHbIE HACTPOKH.

6.3. O6wWwmi nopsagoK HACTPOMKU NonNUTUkn Ub

Onsa dopmmposaHunsa nonutmkm Ub:

1.

3.

Cosgante unu oTpenakTUpymuTe anemMeHThbl nonutukn b, Heobxogmmble Onsi HACTPOWKK
npaBun U/ UCKIIOYEHUIN NONUTUKN (LIABNOHbI, CNPaBOYHUKA U T.4., CM. pa3gen 6.5).

. CospganTe unu oTpeakTupynTe COOTBETCTBYOLWMIA HABOPp NpaBuin U/UIM UCKNIOYEHWUIA NS

Kaxkgoro crosi (cM. pasgen 6.5.1). [1ns Hayana paboTbl ¢ onpeaeneHHbIM cnoem Boblbepute
€ro Ha NaHenu Hasurauum.

I'IpmmeHMTe NONUTUKY ©e30nacHOCTU, HaXxaB anMeHI/ITb NOJIUTUKY.

Mocne HaxaTtus kHonkn MpUMeHUTbL NONUTUKY OTKpoeTcHa OkHO (Puc.6.3), B koTopom 6yayT
oToBpaxeHbl AaHHble NO NOCNeAHUM BHECEHHbIM B MOMUTUKY U3MEHEeHUsIM (Bpems, AaTa u
aBTOp U3MeHeHus). Takke B OkHe ByayT npmBegeHbl KOMMEHTapum No HAaCTPOMKaM NOMUTUKN.

NPUMEHNTD NONHTHKY x

Puc. 6.3. OkHO «[MpMeHUTb NONUTUKY »

Mpun dopmupoaHun nonutukn b agmmnHmncTpaTop 6€30nacHOCTN MOXET ObICTPO NEPENTU K
HacTpovike NnapaMeTpoB KOHMrypauum, ncnonb3dyemblx B pabore:

ykasaTb napameTpbl unbTpaumMmn 1 aHanusa Tpadguka norb3oBaTenen (pexvm u metoq
ayTeHTUdMKauumn, GrNoKMpPoBKY peknambl U T.4.);

HacTpoUTb AOCTYN agMUHUCTPATOPA;

YKa3aTb JIMLIEH3NOHHBLIN KoY AN akTMeaumm aHTuBupyca.

lMepeyeHb NnapaMeTpoB HACTPOMKM MAEHTUYEH NepeyHto B pasgene Cuctema > OCHOBHbIE
HacTpouku > Pabora cuctembl.
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Hactpoitkm

Coxpanutb MpUMEHMTD

MPUNbTPAUMA M aHaNW3 TpadurKa Nnonb3oBaTenen

lMopT cepBepa AnA COEAUHEHNA

Mpo3pauHblii pex1m paboThl N33

Wcnonb3oBaTh cepsuc Cassandra Ana pacnpegenéHHoro .

MpuHypuTensHoe ucnonb3osaHue HTTPS

BJIOKMpOBaTh pexnamy

PexuM ayTeHTU(UKaLIMK Proxy-Auth

AHTUBUPYC

> Juuensus O Kniouesoi chain ® CepuiHblin HOMEp N

3UC KOHTPONA NpMnoxeHunia (nDPI)

BHYTpeHHWI CETEBOI MHTepDeic ens168

BHelHWiA ceTeBol WHTepdenc ens192

Puc. 6.4. OkHo «HacTpownka» B pasgene «Monutuka»
[na BHeceHnsa nsMeHeHun B napameTpbl (punsTpaunm:
1. B pasgene Nonutuka Haxmmnte HacTpomrkm.
2. B oTKkpbIBLUENCS BKNAOKE YKaXMTE/M3MEHMTE NapaMeTpbl HACTPONKM U HAXXMUTE COXpaHUTb.
3. ANnga npyMMeHeHna n3ameHeHnn Haxxmute NMPUMEeHUTb 1 3aKponTe BKNaaKy.

[ns obneryeHnsa HACTPOVKM NPaBWI1 U UCKITOYEHWI UNLTPaLMM OTKPONTE CNpaBKy C NOSIe3HON

nHcopmaumenn ¢ nomolbio 3Hadka . B cnpaBke MOXHO NPOCMOTPETb OMMCaHME Kaxaoro
crosi, Aetann u npumepbl OPMUPOBAHUS NPABWUM U UCKIIOMEHUN, a TakkKe NepenTu Ha
BHELLUHME Pecypchbl MO CChiSKe.
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Solar webProxy Cnpaska

Hactpoiiki Wmnopt 3xcnopt

Jloctyn 6e3 ayTeHTudmKaumm
OCHOBHas 33343 CIOA — AaTh BOIMOXHOCTH NPOVITH 3NPOCaM NOML30BATENS NPY HEBO3MOXKHOCTH WX
ayTeHTUVKALIM HACTPOEHHLIM METOJIOM, K. HEKOTOPbIE NPUIOMKEHUS U NONL30BATEN MOTYT He
nopepxuBaTh NTLM u/uni Kerberos-ayTeHTUdMKaLMIo, HACTPORHHYIO B CUCTEME.

Co3pams npaswno

1p¥ CO3aHM TIDABAT HalLIe BCerO YKa3LIBAIOTCS CTEAyIOUM YCTOBMS:

i ) . + VACTouHMK — IP-aipec (OAUH WM AWaNa3ok)

KO LR + HasHaueHme — pecypc HasHaueHNs (oMeH)

e — « Mpunoxenme Knuenta — User-Agent (HTTP-3ar0/1080K)
* wapyrve

Map coepuHeHuit 1151 NPU COBNBZiCHUM YCOBYI

b 3BTOMATHNECKN
Bekpbitve HTTPS )
« CBA3aTb C NEPCOHO BPYHHYIO
* Huuero He fenatb
Tep nekue o ICAP
CBA3aTL ABTOMATHYECKN

OunbTpaums 0COB
P 1P-3ApeC ACTOUHYKA MOXHO HaliTH B

« Ilocwe (AD wm 8pyuyio)

+ Kouwe HTTP-cpunSTpa YCEWHbIX ayTeHTUAUKALMI (1P, MPHBA3aHHBII K EPCOHE)

« ECW IP-aipec nepcoHbi He HalijieH, 01 PUPABHUBAETCH K HEAYTEHTUGUUMPOBAHHOMY NONL30BATENID
CBA3aTH C NEPCOHOT BpYuHYIO

1P-aAPeC CTOMHWKA MPUBSI3IBAETCA K BbIGPAHHOM B PABINE NEPCOHE.

Puc. 6.5. CnpaBka B cnoe "[Joctyn 6e3 ayTeHTUcmkaummn"
6.4. YnpaBrneHue MHCTPyMEeHTaMu NMOSIUTUKN

6.4.1. MpuHUMNBLI paboTbI CO CrOAMU NPaBUIT NONTUTUKMK

OCHOBHble AENCTBUSA, KOTOPblE MOXHO BbIMOMHUTL C KOHKPETHbLIM Crioem, oTobpaxaroTcs
MeHI0 AencTBui ¢ HUM ( Puc.6.6).
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Solar webProxy

B>

HacTpoiku WmnopT JKcnopT

EX% MEXCETEBOW 9KPAH

@

KOHTEHTHAA ®UJILTPALIA

H

JNloctyn 6e3 ayTeHTM(MKALMA

Bckpbitne HTTPS

S
@

@ lNepenanpasnenne no ICAP

OUALTPaLUVsA 3anpocoB

3anpoc -J

Ounbrpauys o1e Y Beikniounts Cnoii

£ [llepermeHoBaTb
3anpochl

0 HKonuposaTb

MPOBEPKA NO MNONAT RaiER TS

Puc. 6.6. MeHI0 oencTBUM CO crioem

B Ta6n.6.4 npmeeneH 0630p AENCTBUIN, KOTOPbIE MOXHO BbIMOSTHUTL CO CIOSIMM NPaBuM Nonu-
TUKW, @ TaKkKe OrpaHNYeHNsa U KOMMEHTaPWK K BbINOMHEHUIO KaXa0ro AenNCTBUS.

BHumaHue!

lNocne ebinonHeHuUs1 kaxdo20 delcmeusi Haxmume [puMeHUMb MOIUMUKY Ofii COXPaHEeHUs U
MPUMEHEHUS] HECEHHbIX U3MEHEHULU.

Tabn. 6.4. 0630p AeNCTBUN, BbINOJIHSAEMbIX CO CIIOSIMU

Ne HaunmeHoBaHue OnucaHue

1. Cos3paHue MoXHO co3gaTb HOBbIM CrOW TOMbKO B pasgenax ®dunbrpauysa 3anpocoB U
dunsTpauma oTBeToB. Ha3BaHWe Cnosi JOMKHO ObITb YHUKamNbHbIM.

[ns aToro:

1. B pasgene Nonutuka > KoHTeHTHasa dhunbTpaumsa B CTpoke cnoes ®unb-

Tpauus 3anpocoB/Punsrpaumns OTBETOB HAXMUTE .

2. B OTKpbIBLUEMCS OKHE YKaXuTe HasBaHWe cnosi, Haxmute CoxpaHuTb ”
cchopMUPYITE CNIMCOK NPABWI U UCKITHOYEHUIA. [pn HE0BX0AMMOCTM HacTporTe
COCTaB KOMOHOK Tabnubl, B KOTOPOWN 0TOBpaXkaloTCs MpaBuna U UCKIIOYEHUS.
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Ne

HaumeHoBaHue

MepeunmeHoBaHve

OnucaHue

lMepenmeHoBaTb MOXHO TOMBKO Crion chmnsTpaumm 3anpocoB v oTBeToB. Ha-

3BaHWe Crosi JOMKHO ObITb YHUKANbHO. [lns n3MeHeHus Ha3BaHus Cros B pasgene
Monutuka B MEHIO ENCTBUI C KOHKPETHBIM CNoem BbibepuTe nyHKT Mepenme-
HOBAaTb M B OTKPbIBLUEMCSH OKHE M3MeHUTe Ha3BaHue. HaxmnTe CoxpaHUTb.

MepemelleHne

B pasgene NMonuTturka Ha naHeny HaBMraLmMm MOXHO U3MEHATL MONOXEHNE CNoeB
OOHOro TNa OTHOCUTENBLHO APYr Apyra TONbKO BHYTPM CNosi. A UMEHHO, MOXHO
nepemMeLLaTb TONbKO Croun unsTpauum 3anpocoB U OTBETOB (BHYTPY pasgena).

[na nepemelleHns cnos BHYTPU rpynnbl B pasgene MonuTtuka HanpoTue HY>XXHOro

CNnoA HaXmMute . n nepemMecTtuTe ero Bbille UK HUXe, He OTnycKasa Kypcop
MbIlwn. [locne NpUMEHEHUS NONMUTUKN MPOBEpPKa 6y,u,eT BbIMNOJIHEHA COrfnacHo
HOBOMY pPacnofioXXeHu cnoes.

KonuposaHue

[ns konupoBaHus crnosi B pasaene Monutuka B MeHI0 AENCTBUIA C KOHKPETHLIM
cnoem BbiGepuTe NyHKT CKkonupoBaTb. CKONMMPOBaHHGLIW CIoN 0TOGpasuTcs B
KOHLIe Cr1cka CIIoeB O4HOTro TUna.

(OWUNLTPALIMA 3aMpoCcoB

Kateropuu (Categories)

06112A NONMTHKA (3aNPOChi)

061138 NONMTHKA (3aNpochl)-_

CBwaa nonvTHEa (3anpocs)-konwa-1

Puc. 6.7. CkonupoBaHHbIA cnow

Konuns otobpaxkaeTca nog ucxogHelM cnoem. Bce gaHHbIe HOBOro crnosi, Kpome
Ha3BaHWs, MAEHTUYHbI AaHHBIM OpUrnHana.

HasBaHue ckonmpoBaHHOIro oGbekTa PoPMIUPYETCS CredyHoLLMM 06pasom:
OCMOSIHHAsS Yacmb — <Ha3BaHWE UCXOAHOIO Cros> + <Konus>;
UsMeHsiemasi Yacmb — <MopsiOKOBbIA HOMep>.

lMopsiOkoebIli HoMep — HaTyparbHOE Yncro, obosHavarLee HoMep Konmu, Co-
30aBaeMon B cucteme. MopsakoBbii HOMEP KOMUU KaXaoro Criosi yHUKaneH.

B Tabn.6.5 npuBegeHbl npuMepbl (POPMUPOBAHUS Ha3BaHWUIA CKOMMPOBAHHbLIX
CnoeB.

MpocMoTp 1 penakTMpoBa-
HWe cogepxumoro (npa-
BWI U UCKITKOYEHUI, coaep-
Xalumxcs B crioe)

[ns npocMoTpa codepXuMoro crosi (Habopa npaBui W/WNKU UCKIOYEHNIA) B
pasgene MonuTuka Ha NaHeny HaBUraLuuy BbIGEpUTE HYXXHbI CIION.

CnpaBa otobpa3utcs Tabnuua ¢ npaBuMnaMu WU/Mnm UCKMIYEHUSMU, KOTopble
npy HeoBXOAMMOCTU MOXHO OTPeaaKTMPOBaTh.

Moppo6Hee 06 ynpaBneHnn npaBunamv U UCKIMKYEHNAMU CM. pasaen 6.4.2.

BkntoyeHne/oTknoyeHne

BKNoUNTb UK OTKITFOYUTE MOXXHO TOSbKO Crov ounbTpauumn 3anpocoB Uiy OTBe-
ToB. [Mocne oTkMoYeHMsA CNon MeHseT CBow LBeT. Ecnn 3anyctutb npyMeHeHne
NONMMUTUKM NOCHE OTKIKOYEHNSI CNOS, MPOBEpPKa NPaBuUIT U UCKITIOYEHWI, COAepXa-
LMXCca B 3TOM cnoe, He Oyaer BbinonHeHa, U Oyaer NpUMEHEHO AencTBue
«paspeLunTb BCEY.
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Ne HaumeHoBaHue

[nsa BknoYeHns/oTkoYeHnsa cnosi B pasgene Monutuka B MEHIO OENCTBUN C

OnucaHue

KOHKpETHbIM crioem BbibepuTe NyHKT BbikntounTtb cnon/Bknountb cnon. OT-
KITFOYEHHbIN CIOW M3MEHUT CBOW LIBET.

(OWUNLTPALINA 3aMpoCcoBs

Categories

JanpeT Ha CKAYMBIAHUE EXE

(DUNBTPALVA OTBETOB

Puc. 6.8. BknrouyeHue/oTknoyeHue crnos

7. Ynanenue

YAaanuTte MOXHO TOMNbKO Criov ounsTpaLmm 3anpocoB unu oteeTos. Ecnv yaanuts
BCe CIioun Ct)I/IJ'IpraLI,I/II/I 3anpocoB 1Unn oTBeToB, No yMoJ14aHuo 6y,qu npuMmeHeHo
OencTBME «paspeLunTb BCey.

Ons yaaneHua cnod B pasgene Monutuka B MEHI0 OENCTBUA C KOHKPETHbLIM
cnoem Bbl6epVITe NYHKT Yaanutb 1 B OTKPbIBLLEMCS OKHE HaXXMUTE KHOMKY [a.

Cnon HeBO3MOXHO yAanuTb B MOMEHT ero nposepku. OTobpasunTcs COOTBETCTBY-
towee coodbLieHne o6 oLmnodke.

Tabn. 6.5. Mpumepbl Ha3BaHMW CKOMUPOBaHHbLIX CIOEB

HaseaHue npaBuna HasBaHue konuu

Paspelwiaem Mail.ru

Paspelwaem Mail.ru-konus-1

obbekma)

Paspelaem Mail.ru (moemopHoe konuposaHue |Pa3pewwaem Mail.ru-konus-2

Paspelwaem Mail.ru-konus-1

Paspewaem Mail.ru-konusa-3

Paspelwaem Mail.ru-konuns-2

Paspelwwaem Mail.ru-konuns-4
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6.4.2. MpuHUKMNBbI paboTbl C NpaBUNaMn U NCKNKOYEHUAMU

KHonka cosaaHus npasuna
Y YCKTTONEH Konuectso npasn u
p VCKTO4HMI B TOM Crioe. Mo [ ——— Kronka
o Solar webProxy CCbINKAM MOXHO NepeiTH K i oTKnIodeHvA npasunal g Konuposanva |3
nepaoMy npasuny Wk UCKnIoNeHIN (8 AaHHOM npasunal

\ UCKTIoNeHMO 8 CvicKe . cnyvae nckTioveHIe VCKTIONEHUS
HacTpoiikn nanopr xcnopr INonutnka / KontentHas dui e 0TBeTOB / 061asn nc aKTveHo) 4

£, Nloctyn 6es ayTentudmkatim Co3pars npaswno Tlovck 1o Ha3saHwio, ne... Hacrpoiika k| orox

(2 Bcxkpoitve HTTPS Konuectso 2 Konnuecrso 2

@) l1eperanpannenmerio ICAP Hasgauve [leicTeusi VCTOUHMK Hastaue MpoTokon (opmarbi Pasmepbi KorjautKewm usmeneno [lon

admin

3.
He... 11122023 13:41

4> Ounstpauwn 3anpocos
admin

n i
TioGoit  Nlioboe 11122023 13:53

&> Ownerpauys otsetos

Beero 2 Crpokn
i 06uas nonmTvka

porfloia o NONUTUKE '

3HasoK, noKasbiBaioLA

HandHE 1 KOMM4ECTBO
~RONONHITENEHBIX YCTOBMIA

Kronka
yaaneHus
npaswnal
CkioNeHIA

BuiGpaHHbif croi
npaswn nomHmAKA
L OnEIrvIE TONMO IOYEHMS]

ICAP-cepBepbi

Puc. 6.9. Pazgen «lMonutuka»: CNMCOK NpaBuJl U UCKIMOYEHUMN

Habopbl npaBunn 1 CKMOYEHWI KaXKaoro cnosi npuBeaeHbl B BUAE CNCKOB B Tabnvue cnpasa
OT naHenu Haeuraumm (Puc.6.9).

YT06bI packpbITb UM CKPbITb COAEPXKUMOE CTPOKM C KOHKPETHBIM NPaBUITOM UM UCKITIOYEHNEM,
Ha)XMUTE CCbIIKY pa3BepHYTb/cBepHYTb (Puc.6.10).

Mpasuaa

KOM(MAEHLMANEHAA 1. ADXMBBI M OKAT_  admin

Aynmo 21.01.201917:32
Baskl AaHHBIX
Be6-CTpaHHLLB!

Backdoor Win32 Driv. Buneo

HeayTesmuguuuposa Backdoor Win32 Shiz NanHsie AoKym

BackdoorWin32Xtoo. M306pamenn

Trojan-Clicker Win32 HcnonHaemse

Trojan-Downloader W, HcnonHseMse

Trojan-Downloader. W. HCXOaMSEe Koas

Trojan-PSW.Win32 Far_ 06pa3nl Hakon
Trojan-Spy OLE2 Cncremmbie da
Virus Win32 Lamer CHpMNTH
Worm.win32Fipp CNpasouHMKK

LWIpHETE
INEXTPOHHAA N.

Puc. 6.10. Ctpoka c npaBusiom

AomMuHucTpaTop 6e30MacHOCTU MOXET HACTPOUTL CocTae mabriuubl, B KOTOPOW OTODpaXkatoTcst
npasuna u/unu ucknyeHus. [ns atoro:

1. B BbibpaHHOM crnoe pasaena NMonuTtuka Haxkmute KHoMKy HacTponka KONoHOK.
2. B oTKpbIBLLEMCS OKHE PSAOM C Ha3BaHWEM KOFOHKM YCTaHOBUTE (onaXkkn, KOTopble cneayet
oT06pa3nTb. HekoTopble dhnaxku yCTaHOBMEHbI MO YMONMYaHUIO U HEAOCTYMHbI ANS peaak-

TUPOBaHUS.

3. Haxmute CoxpaHuUTb.
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MPUMEHNTb NONWUTHKY

Co3aTb NPaBUnNo Q HacTpoiiKka KoNoHOK

Konuyectso Konnyecrso

Ha3BaHue Hadsiaus

1 CocraB KONOHOK T36ﬂVIL|,hI

MoxHo f06GaBuTb elle 6 NapameTpoB

MpoToKonbl MeTogb
MopTsl 3aronoBKm opmaTbl thainos
Pasmepbl chaiinos Knto4esble cnosa Pacnucanue

NumnTel Tpadmka Korga n kem n2meneHo

CoxpaHuTb OTmMeHnTb

Puc. 6.11. Pasgen «lMonutuka»: HacTponKa oTobpakeHMA KOJIOHOK Tabnuubl

Bbl MoXXeTe 0o6aB1Tb Unm yopaTb KONOHKM Tabnuubl. Kaxkabin crion MeeT CBon COBCTBEHHbIN
Habop KOMOHOK:

® KOITOHKM, KOTopble 0TobOpaxarTcs B Tabnuue no yMon4yaHuio;
e CcTON6UbI, OTOBpaXKEeHNEe KOTOPbLIX MOXHO HACTPOUTD.
Takke Co CNMUCKOM NPaBUIT/UCKITIOYEHNI MOXHO BbIMOMHUTL Cneaylowme AencTBuUs:

e CkonupoBaTb aTpubyT npaBuna/vcknodeHns (Hanpumep, pecypcsl, IP-agpec v 1.4.). Ang
3TOr0 KYypCcoOpOM MbILLUN BbIAENUTE 3HaYEeHUe U CKONUPYHTEe ero (C NOMOLLBI COYeTaHus
KNnaBuLL UMM KOHTEKCTHOTO MEHH0);

o OTKpbITb KaPTO4Ky OOBLEKTA UMM CMMCOK OOBEKTOB cUCTEMBI. [1ns 3TOro nepenguTe no co-
OTBETCTBYHOLLEN ccbinike. Ccbinika npeactaBnseTr cobor atpubyT npaBura/MCcKNioveHus,
BbIAENEHHbIN CUHUM LiBETOM.

[lna 6onee onepaTtnBHoM paboThbl C NpaBMnamMmn U UCKNoYeHnaMK B pasgene NMonutuka npe-
AYCMOTPEH NOUCK No aTpubyTam NpaBui U UCKITFOYEHUIA: MO HAa3BaHWIO NPaBUIa/UCKNIOYEHNS,
3HaYeHNSIM UCTOYHUKA/Ha3Ha4YeHns n KOMMeHTapusam. MNonck He ABNAETCA CKBO3HbIM, a BbIMOS-
HAETCSA BHYTPU BbIGPaAHHOro Crios.

MonuTuka / @unbTpauua 3anpocos / Request laye TIPUMEHNTD NONMTHKY
Cozpaatb NpaBuio [«] HacTpoika KonoHoK

Konnuectso 0 Konwuecteo

HazeaHue NeAcTeMA  WMCTOYHMK HazHaueHue

MNpasuna

ZTfee spemn TNoGoi NioGoe

Puc. 6.12. Nonck no aTpnbyTam npaBum N UCKNIOYEHUN
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HanTn MHCTpYMEHTbl U 06beKTbl (CNPaBOYHUKM, BHELLHWE MOAKIIOYEHUA U T.4.) B pasgenax
MOMUTUKN MOXHO TOSMbKO MO UX Ha3BaHWIo.

[lna noucka cnegyeT BBECTM Ha3BaHWe B MOUCKOBYH CTPOKY, PacnonoXeHHY0 Hag CrIMCKOM.
Mo Mepe BBoAa TEKCTa HMKe OyAeT 0ToGpaxaTbCsi CMUCOK Pe3ynbTaToB, YOOBNETBOPSIOLLMX
ycnoBusiM nowvcka. MNpu aToM coBnagatoLwme cMmMBOrbl ByayT NOACBEYEHbI KENTbIM LIBETOM.

B Ta6n.6.6 npuBeneH 0630p AENCTBUIA, KOTOPbIE MOXXHO BbIMOMTHUTL C NPaBMUIaMm 1 UCKIoYe-
HUAMU, a TakkKe orpaHNYeHUss U1 KOMMEHTapPUN K BbINOMHEHNIO KaXaoro 4eNcTBuIS.

Tabn. 6.6. 0630p AeNCTBUN, BbINOJHAEMbIX C NPaBUlaMN U UCKINKOYEHUAMU

Ne

1. dopmnpoBaHue [nsa dopmupoBaHusa npaBuna U/mnm NCKNoYEHNs:

HanmeHoBaHue ‘ OnucaHue

B paspene Monutuka BbIGepUTE HYXXHbLIN CIOW HA MAHENW HaBUraLum 1 HaXXMUTe
Cos3patb npaBuno.

3apaiTe napameTpbl NPOBEPKU U HaxXMUTe COXpaHUTb.

Haxmute MNpUMeHUTb NONUTUKY.
HasBaHwe HoBOro npaBwuna W/vnm UCKIMYEHUs LOMKHO GbiTb YHUKANBHO.
B cnoe [locTtyn 6e3 ayTeHTUdMKaLMU MOXHO CO34aTb TONbKO NpaBuna.

Mpn cosgaHun HoBoOro npaswna W/MNN UCKMIOYEHNST JOMMKHBI ObITb 3anofiHEHbI
obszaTenbHble nons. MHaye cucrema He No3BoNUT COXpPaHUTb NpaBuIo n/vnn nc-
KInro4yeHue.

2. PepaktnposaHue [ns pegakTMpoBaHus NpasBuna U/unm NCKINYeHNs:
B pasgene MonuTtuka B HYXXHOM CNoe HaXXMUTe Ha NPaBUIO I UCKIIOYEHME.

BHecute HeoOXoaMMble M3MEHEHMS: OTPenaKTUpyMTe HasBaHue, U3MEHUTe
ycrioBue unv genucTeve 1 T.4.

Haxmute CoxpaHuTb 1 NpUMEHUTb NONMUTUKY.

BHecTu nsmeHeHusi B MpaBuo U/Mnm UCKIYeHne, NpoBEPSIEMOE B TEKYLLMIA MO-
MEHT, HEBO3MOHO.

BblﬁpaHHble B NpaBuniax 4eNCTBMSA No YMON4aHUKO COXPaHAKTCA B CUCteme — npun
npeo6pasoBaH|/|v| npasuia B UCKIKOYEHNE n 06paTHO, 3agaHHOEe paHee gencTeue
OTO6pa3I/ITCF| aBTOMaTU4ECKN.

3. KonuposaHue [nsa konMpoBaHus npasuna W/ UCKINOYEHUS B CTpOKe C I'IpaBVIJ'IOM/VICKJ'IPO‘-IeHVIeM
HaXMUTE KHOMKY CKOﬂMpOBaTb. Konus I'IpaBVIﬂa/VICKJ'IIOHeHVIFl 0T06p83MTCF| B
KOHLIe cnucka. 3aTtem Haxmute MpumeHnTb NOJIUTUKY.

Konuns 0To6pa>KaeTc;1 B KOHLE Cnucka C npasunamMmu Unn UCKNYeHUaAMU. Bce
[OaHHble CKONMMpoBaHHOIo npasuna W/ NCKMOYEHUS, KpomMe Ha3BaHunA, MAEHTUYHbI
OaHHbIM OpuUrnHana.

HasBaHue ckonmpoBaHHOIro 0GbekTa (hopMUPYETCS CredyHoLLMM 06pasom:

10CMOsIHHas Yacmb — <Ha3BaHWE KOMMPYEMOro npaBuna u/mnm NCKYeHns>
+ <Kkonusa>;

usMeHsemasi Yacme — <NopPSAKOBbIN HOMEP>.

lNopsiOko8bIl HoOMep — HaTyparnbHOe YMcno, 0603HavaroLLee Homep Konuu, co3aa-
BaeMoW B cucteme. [NopsaKoBbI HOMEP KOMMK KaXaoro npasunia Wnmnm NCKIio4YeH1s
YHUKaneH.

Mpumepbl opmMmnpoBaHMs HasBaHU NpuBeaeHsbl B Tabn.6.7.
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HaumeHoBaHue ‘

BkntoyeHne/OTkntove-
Hne

OnucaHue

YUTobbl OTKMOYMTL MPOBEPKY MpaBuna W/MnM MUCKIMHOYEHUS Ha Kakoe-TO BPEMS,

caenamnTe ero HeakTMBHBIM C MOMOLLBHO nepekn4yartensd, Kak B pasgene, Tak U B
OKHe C npasuiom n/MNn NCKMKYEHNEM.

OTKNIOUYNTb nposepdaemMoe npasuno W/MnNn NCKNoYeHNe HEBO3MOXHO.

MNepemelueHne

MoxxHO nepemeLLaTb NpasKna ToNbKO B Npeaenax ogHoro KOHKPETHOro cros. Mc-
KIn4yeHna nepemMellatb HEBO3MOXXHO.

[nsa nepemelleHns npaBuna BHYTPU CNOS HAXKMUTE KHOMKY B CTPOKE KOHKPETHOro
npaeuna 1 nepemMecTuTe ero BbllLIE UMW HUXE, He OTMycKasi Kypcop Mbiwn. Ons
NPUMEHEHUSA BHECEHHbIX U3MeHeHW HaxxmuTe NMpuMeHnTb nonuTUKy. NpoBepka
Habopa npaBun 1 UCKMOYEeHW OyaeT BbINOMHEHA COrMacHO HOBOMY PacrnonoXeHWI0
npasun B Tabnuue.

Ynanenue

[na yoaneHusa npasuna w/vnu ucknouveHust B pasgerne lNMonutuka B CTpoke C
npaBUoM UM UCKIOHYEHNEM HaXXMUTe YaanuTb. B OTKpbIBLUEMCS OKHE HaXXMUTe
Oa v [IpuMeHUTb NONUTUKY.

I'Ipanu'lo n/Mnun NcknoyYeHne B MOMEHT ero NPOBEPKN yAannUTb HENb34A.

Solar webProxy

&=

Co3partb NpaBuno

Hacrpoiiim Vmnopr

N Bi/I0NEHO
MEXCETEBOV 3KPAH
HassaHue
UNLTP TPAHIUTHOTO TPachK

KommeHTapuit

®unLTp BXOASLLEro TpadHK

Nproputet
OunbTp McxopsLLero Tpadu|

TpumenuTs noAuTIKY.

Hacrpoiika KonoHoK

MepcoHa Ha UCMbITaTeNbHOM CPOKe
BK

Monb30BaTeNb Ha UCTbITaTENbHOM CPOKe

TpRHCIALMS 2Pecos

KOHTEHTHAS ®U/IbTPALIUA

Joctyn 6e3 ayTeHTUMKALL

Bckpbitne HTTPS

Mepetanpasnetivie no ICAP

OuibTpauus 3anpocos

test

DuNbTPaUys OTBETOB

He ayTeHTdMUMPOBaTb 1

Mepcota

Tpynibl niepcotsl

WNcTouHnk

Ha3sHauenne

CBSI3aTh C NEPCOHOM BPY4HYIO
& AdpaHacuit JyKeSIHOBIY MBaHOB
Employees  addVisor

Veichopmauvonibii oTaen 1 | adv_group-3

@ www.rutru

OTmernTs

VirhopMaLMOHHble TexHOMOTUM

Puc. 6.13. PopmupoBaHue npasusna

Bbl MOXXeTe ckonmpoBaTh 3Ha4eHus1 aTpubyToB McTouHMK 1 HasHaueHue. [1ns 3Toro Haxmmnte
crneuunanbHbIN 3Ha4YOK, KOTOPbIN NOSIBUTCA NPW HaBeAeHUM Kypcopa Mblln Ha 3HaveHune. CKo-
nMpoBaHHOE 3HaveHne ByaeT coxpaHeHo B bydep obmeHa.
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Konupoeats B 6ydep o6meHa

VYcnoeua

MCTOYHMK ¢ 1111 x

YenosuAa

cTouHmK Konuposats B 6ydep o6MeHa

HasHa4yeHwe 3 CouManbHbIe CETH X

Puc. 6.14. KonupoBaHue 3Ha4eHUn

Tabn. 6.7. Mpumepbl 06pa3oBaHUA Ha3BaHMW CKONMUPOBaHHbIX NpaBun

HasBaHue npaBuna Ha3BaHue konum

MpaBuno-1 MpaBuno-1-konusa-1

MpaBuno-1 (moemopHoe KonupogaHue obbekma) MpaBuno-1-konua-2

Mpasuno-1-konus-1 Mpasuno-1-konus-3

[NpaBuno-1-konua-2 [NpaBuno-1-konusa-4

NonuTuka / KOHTEHTHas MUNLTPaLNUA / GUNLTPALWA 3 ropun @ TlpumeRvTS nonuTiky

Co3path npasuno OMCK MO HAa3BaHMIO, e \ Hacrpoiixa konoxox
Konuuecrso 0 Konuuecteo

Hazganue Neicteua  UCTOYHUK HazHayenue Mporokons! ®opmarbi (aitnol Paamepbl hainoe Koraa v kem nameHeHo  [on. Brn.

admin
Npaewn._ Moboi [
p d GoogleDri_ 25.07.2023 13:58 ao

Beero 1 Crpoka PelakTWPORaThL NPaeuno Npaeuno 1 X 20 / cp. v

@ MNpasuno Hekniodenne

BiniodeHD

Hasganue Npasino 1

Kommenrapwit

MpuoputeT 1

Denctena

OCHOBHOE € 3a6nokuposars Brokuposka: HapyLueHue nonuTKY Ge30MacHocT
[loBasuTs ONONHMTENBHOE AeficTaNE

Ycnosua

cToummk

Hauavenue @ GoogleDrive

Puc. 6.15. BknioyeHune/oTKno4YeHue npaBuna Ui UCKIOYeHUA
6.4.3. MpuHUKMNBbI PaboTbl C UHCTPYMEHTaMU NOSIUTUKN

OnemMeHTbl NOMUTUKM MNPEACcTaBnAlT COBOM MHCTPYMEHTbI AN POopMUPOBaHUS NONUTUKN
dunsTpaumm Tpaguka.
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Bce MHCTpYMEHTbI MOMUTUKM pacnonoXeHbl B BUAE CMUCKOB (KaXadbli B CBOEM pasaene) B
COOTBETCTBYIOLEM nogpasgene pasgena Monutuka. MHdopmauusa no kaxgomy arnemeHTy
cnucka npeacraBneHa B Buae Tabnuubl C COOTBETCTBYHOLLMM HaOOPOM KOFTOHOK.

HekoTopble MHCTPYMEHTbI MOTyT BbITb 00beANHEHI B Irpynnbl (CNCKK). YApasneHue rpynnamm
aHarnornMyHo yrnpaBneHuo ux OTAeNbHbIMN SrIEMEHTaMU.

Tabn. 6.8. NepeyeHb MHCTPYMEHTOB MOJSIUTUKU

HaunmeHoBaHue OnucaHue

MexceTeBon akpaH

NHCTpYMEeHTbI, B KOTOPbIX YKa3aHbl napaMeTpbl HACTPOMKIX NpaBun punsTpa-
Lum ceTeBoro Tpaduka, pacrnonoxeHHble B pasgene MonuTtuka > MexceTe-
BOW 3KpaH.

MpaBuna goctyna SOCKS5

NHCTpyMeHTbI hunsTpaumm, npeaHasHavyeHHbIe ANs yNpaBneHns AocTynamm
ans npotokona SOCKS5.

KoHTeHTHas cdunstpaumns

MHCTpyMeHTbl dunsTpauun, npegHasHavyeHHble ANS KOHTpons [ocTyna
nonb3oBatenen k IHTepHeT-pecypcam v 3aLLnTbl yTEYKM KOHraeHunanbsHom
UHdOpMauun, pacnonoxeHHole B pasgene [lMonutuka > KoHTeHTHas
dunsTpaums.

Mposepka no nonutuke

Mouck pecypca no MOMUTUKAM W/WAW WUCKMHOYEHUSIM, PACMONOXEHHOMO B
pasgene Monutuka > MpoBepka No NONNTUKeE.

BHewHme nogkntoveHns

MHCprMeHTbI, B KOTOPbIX YKa3aHbl napamMeTpbl HaCTPOWKN 4151 NepeHanpas-
NeHns NoNb3oBaTeNbCKOro Tpadurka, pacnonoxeHHble B pasgene MNonutuka
> BHeluHMe NOAKIIOYEeHUS.

O6beKTbl MONMUTUKN

NHCcTpyMeHTbI omnbTpaumm, npegHasHaveHHble Ans opMUpoBaHns npasun
W/VNU UCKIMKYEHUI NMOMUTUKKU, pacrorfioxeHHble B pasgene Monutuka >
O6beKTbl NOSIUTUKMU.

CnpaBo4YHMKHM

Cnunckn anemMeHTOoB, CrpynnMPOBaHHbBIX MO OnpeaerneHHoMy NpusHaky. Kaxabin
13 3reMEHTOB COAEPXKMUT KpaTKne CBeAeHMS O KOHKPeTHOM obbekTe. Pabota
CO CNpaBOYHMKaMU 1 X COAEPXMMbIM OCyLLIeCTBNseTCs B pasaerne Nonutuka
> CnpaBOYHMUKM U BbIMOMHAETCH MO 0OLLMM NpMHLMNAM, ON1CaHHbIM Aanee.

LLIabnoHbI

UHcTpyMeHThl Ana moandukaumm 3aronoskos HTTP-3anpocos, a Takke aB-
TOMaTn4ecKom reHepauumn Be6-cTpaHuL Ans yBeaoMreHus nonb3oBaTenen:

WabnoHbl Ans MoandUKaLum 3arofioBKoB (4o6aBreHne, U3MEHEHWE UMK
yOaneHve 3arofioBKOB);

LwabnoHbl Ansg opMUpoBaHns Beb-cTpaHuL.

LLlabrioHbl 01t MOOUGhUKaLUU 3a20/108K08 UCTIONb3YHOT AN Co3AaHus NpaBur
NONMUTUKM OUNBTPaLMM 3aNpPOCOB U OTBETOB. VX crieayeT ykasaTb Npy BbiGope
JOMONHUTENbHBIX AEVWCTBUN, TaKUX KaK JobaBrneHne, UsMeHeH e U yaaneHve
3arofioBKOB.

LllabrnoHbl cmpaHuy NpeaHa3HavYeHbl AN aBTOMATUYECKOM reHepaLuumn yBe-
OOMUTENbHBIX CTPAHUL, C MCNOMb30BaHNEM NpeaonpeaeneHHoro Tekcta. B
Takue WabnoHbl MOXHO BCTABUTb Ty UMW MHYO0 MHCDOPMaLMO O NepedaHHbIX
Nno CETV AaHHbIX, KOTOPbIE MOCIY>XUMNM MPUYNHON OTOBPaXKEHWS yBEAOMIEHUSI.

YnpasneHue wabnoHamm OCyLLeCTBNAEeTCA B pasaene Monutuka > LWa6no-
Hbl.

Basa kareropusauuu

Basa gocTyna coTpyaHMKOB KOMMaHUM K OnpeaeneHHbIM KaTeropusiM pecyp-
COB, pacrornoxeHHble B pasgene MonuTtuka > Basa kateropusauum.

[nsi BbINONHEHUS KAKNX-NTMOO OENCTBUIA C MHCTPYMEHTaMM NONUTUKN NpeaHasHayYeHbl onpe-
AeneHHble KHOMKW/3Haukn (cm. Tabn.6.9).
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Tabn. 6.9. O630p KHOMOK U AEeNCTBUN, BbIMOJMIHAEMbIX C UHCTPYMeHTamu nonutukn Ub

KHonka/3Ha4yok OnucaHue

m PackpbITb/CBEPHYTE CTPOKM C MHDOPMaLmen 06 NHCTPYMEHTE.
3Haukm ,

CeefieHus, NpeacTaBneHHble B Tabnvue anemMeHTa cnpaBoYHMKa, MOXHO OTCOPTH-
poBatb no nbomMy 13 napaMeTpoB (KOMOHKe Tabnuupl).

[nsa copTUPOBKM HAXXMUTE Ha3BaHWE BbIOPAHHOM KOMOHKN.

Hanpumep, ecnu B Tabnuue ogHoro 13 arieMeHToB CcnpaBOYHUKa Pecypcbl HaXaTb
Ha Ha3BaHWe konoHku LLlabnoH nMeHu, 3Ha4YeHus1 B 3TOM cTonbue 6y,EI,yT OoTCOopTU-
POBaHbI N0 BO3paCTaHUIO.

Mpv NOBTOPHOM HaXKaTuK Ha 3arofloBOK COPTUPOBKa OyAET BbINOMHEHa MO YObIBaHMIO.

L—] KonupoBaTb CMMCOK MHCTPYMEHTOB UMW UHCTPYMEHT.
KHonka

Konus 0T06pa>|<aeTc;| B KOHLe cnucka. Bce gaHHble HoBOro MHCTPYMEHTa, Kpome
Ha3BaHUA, WOEHTUYHbI AaHHbIM OpUrnHana.

HasBaHue ckonMpoBaHHOIo MHCTPYMEHTa POPMUPYETCS CriedyoLLmMM obpa3om:
® [10CMOsIHHasi Yyacmb — <Ha3BaHWE KOMMPYEMOTO MHCTPYMEHTa> + <KOMUs>;
e U3MeHsieMas Yacmb — <MopsiAKOBbIA HOMEp>.

[MopsidkoebIli HoMep — 4uncno, ob6o3HavatoLee HoMep Konun, co3aaBaemMon B CU-
cTeme. MNopAaKoBbIi HOMEP KOMUW KaXXOoro MHCTPYMEHTA YHUKareH.

B Ta6n.6.10 npvBeaeHbl npumepbl hOPMUPOBaHNS Ha3BaHWN.

m YaanuTb NHCTPYMEHT.
KHonka

Ons yoaneHus UHCTpyMeHTa (rpynmbl MHCTPYMEHTOB) MOSIMTUKN HEOBX0AMMO:
1. B 3aBUCUMOCTM OT TOTO, ABMSAETCA /TN 3TO OTAESbHBIM MHCTPYMEHTOB UIW FPYMMO:

°
Haxatb KHOMKY E B CTPOKe COOTBeTCTBleLLI,eVI rpynnbl;

o
PackpbITb CTPOKY C AaHHBIMW KOHKPETHOW rpynnbl U HaxaTb KHOMKY ﬂ B

CTPOKe COOTBETCTBYIOLLENO MHCTPYMEHTA.
2. B OTKpbIBLLEMCS OKHE NOATBEPXKAEHNSA HaXaTb KHOMKY Oa.

3. Ecnu 6bin yganeH anemeHT rpynnbl, HaxaTb KHOMKY COXpaHUTb 4151 COXpaHEeHUs
BHECEHHbIX U3MEHEHUMN.

MHCTpYMEHT HEBO3MOXHO yAanuTb NPW Hanu4mMm y Hero CBS3u ¢ npasunamm n/mnm
nckntoveHnsMmu nonutukn. OTobpasnTcs cooTBETCTBYOLLEE co0bLLEeHNEe 06 oLumbke.
[nsa ynaneHns UHCTpyMeHTa cnegyeT 3aMeHUTb ero B NpaBunie U/unm UCKNioYeHum
Ha apyron

KHonka «Jobasums + Ha3ea- | [106aBUTb HOBbIA MHCTPYMEHT.

HUe UHcmpymeHma»
Ero Ha3BaHWe JOMKHO ObITb YHUKANbHO B CBOEM pasaene.

HobaeneHune kaxgoro Tuna WHCTPYMEHTOB I'IO,CI,p06H0 ONMCaHoO B COOTBETCTBYHOLLINX

pasgenax
CoxpaHuTb BHECEHHbIE U3MEHEHUS
RN | Coxpanie
K HaxunmaTtb 4ns coxpaHeHus U NpUMeHEeHUs: BHECEHHbIX UBMEHEHWI B MONUTUKY
Horka
Kronka @ Cnpaska.

KpaTkne cBegeHus o pasgene
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Tabn. 6.10. NMpumepbl o6pa3oBaHMA Ha3BaHM CKONUPOBaHHbLIX UHCTPYMEHTOB MOSIUTUKMN

HasBaHue UHCTPYMEHTa HasBaHue konuu

UHCcTpymeHT WHCTpyMeHT-konms-1

WHCTpyMeHT (moemopHoe konuposaHue obbekma) |HCTpyMeHT-konusa-2

MHCTpyMeHT-konms-1 UHcTpymMeHT-konus-3

Ons peOaKmupoeaHUFl CnncKa MHCTPYMEHTOB MOJTUTUKN UM ero anemMeHTa Heobxoanmo:

1. PaCKprTb CTPOKY C I/IHCbOpMaLl,I/IeIZ O CNUCKEe NHCTPYMEHTOB UIN €ro arnemMmeHTe n BHECTU
N3MEHEHUA.

2. HaxaTb kHonKy CoxXpaHuUTb, KOTOpasi CTaHET JOCTYMHOW TOMNbKO NOCIe BHECEHWUSI KaKkoro-
MO0 U3MEHEHUS.

MpumeyaHue

B pabome co cripago4yHukamu, crnedyem ydecmsb, 4mo e20 bydem HeB803MOXHO OMKPbIMb U3-3a
bonbwozao obrema. Ha akpaHe omobpasumcs mekcm, codepxauwuli UHCMpyKuuu O peweHust
npobnemsi:

«Cnucok crnuwkom 6onbwod. [ns npocmompa u pedakmuposaHusi, coxpaHume ee2o 8 ¢halin u om-
Kpolime 8 nntobom pedakmope.

Lns peGakmuposaHusi 3moeo cripagoyHUKa He0bXodUMO IKCopMuUpo8ams €20 U3 cuCmeMbl, BHecmu
U3MEHEHUSs U UMIopmupo8ams €20 06pamHOo».

OCHOBHbIE M3MEHEHMS, BHECEHHbIE B OOBLEKT MONMUTUKK (OaTta co3gaHuns/pedakTMpoBaHnS U
NHMLMATOp 3TUX OENCTBUI), NOCNE COXPAHEHUS aBTOMATUYECKM 3aNOMMHAOTCA CUCTEMOW U
oToGpaxatoTcsi B CTpOKe € AaHHbIMK 3Toro obbekta. Hanpumep:

admin admin
26.11.2018 1435 26.11.2018 1435

icap-server 1 icap://tt48 solarlocal: 134

admin admin
271.11.201817.09 29.11.2018 10:37

[nsa yono6Hon paboTbl B pasgene NMonutuka Ha KaXxaon BKNagke NpeaycMOTPEH MHCTPYMEHT
lMouck no Ha3eaHuUo, MepPCcoHe, UCMOYHUKY, Ha3Ha4eHUro U KoMMmeHmapuito. [1ns noncka Hy>HO
BBECTU HAMMEHOBaHME MHCTPYMEHTa (1orvH nonb3oBaTens B pasgene Monb3oBatenu (Basic
Auth), wabnoH nmeHun pecypca B pasgerne Pecypcbl) B MOMCKOBYK CTPOKY, pacnonoXeHHYH
HaZ CrCKOM.

Mo mepe BBOAA TekcTa ByaeT oTobpaxaTbCsl CMMCOK Pe3ynsTaToB, YAOBNETBOPSIOLLMX YCrOo-
BMSIM noucka. Npu 3ToM coBnagatoLime cuMBOnbl ByayT NoACBEYeHb! XenTbiM LuseToMm. Mpu
oTpuuaTensHOM pesyrnsTaTte novcka nosiensieTcst coobuleHne CnMcok nyct

6.4.4. AKCNOPT U UMMNOPT NOSIMTUKU U €€ OTAESNIbHbIX MHCTPYMEHTOB
6.4.4.1. OOLwWwme cBegeHun

Solar webProxy NO3BONIAET 3KCNOPTUPOBATEL U UMNOPTUPOBATb KakK BCH MOJIUTUKY LIEJTMKOM,
TakK 1 ee oTAelbHble NHCTPYMEHTbI:
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® Cnowv npaBun NOMUTMKN CO BCEMM 3NIEMEHTAMMN U MHCTPYMEHTaMM, KOTOPbIE NCMNOMb3YHTCH
B HUX;

® Ipynnbl MIHCTPYMEHTOB MOMIUTMKU OOHOMO TUNA;
® OTAENbHbIN UHCTPYMEHT NONUTUKK (Hanpumep, IP-gmanasoH, wabnoH cTpaHuubl U T.4.).

Mpw aTom gaHHble akcnopTupytotcs B JSON- nnun CSV-gharin, KoTopbIn COXpaHAETCA Ha AUCKE.
MecTo coxpaHeHus harina 3aBUCUT OT HACTpoek Bpay3sepa.

MpumeyaHue

Heobxodumo yyecmsb criedyroujee:

e Jlumumsl mpacgbuka u riosrib3ogamernel rnpu Basic-aymeHmucgbukayuu MOXHO 8bl2py3umb/3a2py3ums
MOJIbKO NpuU 3Kcriopme/umrnopme ecell MouMmuKU.

e Ecnu ¢patin umeem dpyeaoli ghopmam, rpu rornbimke e2o umropma omobpasumcsi yeedomrneHue
06 owubke. 3azpyska nonumuku He 6ydem 8bIroNHEHa.

o Ecnu nonumuka colepxum kakue-nubo owubku, oHa ece pagHo bydem umrnopmuposaHa 8 cucme-
my. Bce cywecmesyrouwjue owubku 6ydym rnepedyucrieHb! 8 coobujeHuu ob owubke, komopoe
omobpa3sumcs 8 eeb-bpaysepe.

e Ecnu e npouyecce 3Kkcriopma rnosaumuKu Unu ee UHCmpymeHmoes riepelimu e 0py2oli pa3oeri, 3Kkcropm
bydem omMeHeH.

6.4.4.2. QKCNopT U UMMNOPT NONUTUKN

[na akcnopTa BCex AaHHbIX MonuTUKM B pasgene Monutuka HaXxmute KHONKY JKCMnopT
(Puc.6.16). danee cdopmuposaHHbin JSON-cann (Hanpumep, policy.json), cogepxalimm
COOTBETCTBYIOLME AaHHbIE O NONUTUKE, ByaeT COXpaHeH B KaTarnor, yKa3aHHbI B HACTPONKax
Opaysepa. ima danna ¢ nonutukon umeet dopmart: <policy><parta akcnoprta><Bpems
aKcnopTa>.json

HacTpoiiku Wmnopr

EXY MEXCETEBOWM 3KPAH

KOHTEHTHAA ®@MNbTPALLIMA

Puc. 6.16. KHonku ans akcrnopta U MMNopTa NONIUTUKU
Mpy MmnopTe NoNUTUKKN JaHHble 13 BHewHero JSON-danna 3arpyxatotcs B B[ cuctemsl.
[ns nmnopTa NonnTUKNn:

1. B pasgene MNonutuka Haxmute Umnopt (Puc.6.16).
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2. Bblbepute cann <umsa damnna>.json (Hanpumep, policy.json), cogepxalwun gaHHble no-
NNTUKN.

3. HaxmuTte OTKpbITb.

MpumeyaHue

Heobxodumo yyecmsb criedyrowjue ocobeHHocmu uMrnopma fnoaumuKu:
e Bce anneMeHmMbI U UHCMPYMeHmMbI cmapol NoaumuKuU yoansiromcs.

e B npasunax u/unu UCKITIOYEHUSIX UMIopmMupyemModl nonumuku mMo2ym 6bimb yKasaHbl MEPCOHbI,
komopble omcymcmeytom 8 [Jocke Solar webProxy. B amom criy4ae npousotidem crnedyroujee;

€ecsiu rnepcoHa ykasaHa 6 rpasusax crosi Jocmyn 6e3 aymesmudgbukayuu, 3a0aHHoe delicmeue
Ces13amb ¢ NepcoHoU 8pyYHYr0 udMeHUmcsi Ha Cesizamb ¢ MepcoHOU aemoMamu4ecKu;

ecnu nepcoHa ykalaHa 8 rnpasusiax Opyaux crioes, omobpasumcsi coomeemcmeyruiee yee-
domrieHue. YeedomneHue bydem codepxkamb repeyeHb UdeHmMuUgbuKamopos 8cex omecymemey-
roujux nepcoH. B amom criyqyae nepeltidume 8 KOHKpemHoe rpasusio Usu UCKIYEeHUe U 8Hecume
U3MEHEHUS.

Takke B Solar webProxy Bbl MOXeTe MMNOPTUPOBaTb NYCTY NONUTUKY. [ns aToro:
1. B pasgene NMNonutuka Haxmute Umnopt (Puc.6.16).

2. Bbibepute HyxHbIM hann n HaxmmTe OTKPbITb.

3. Y6eauTtech, 4to B pa3gene Monutuka oTcyTCTBYIOT NpaBunia B KaXaoMm U3 CNoes.

4. MpoBepbTe, YTO NpU CO3A4aHUKM NMPaBu B CNOSX usTpaunmn 3anpocoB U OTBETOB NPUCYT-
CTBYIOT Ae(PONTHbIE LIABMOHBbI.

5. Haxkmute NMpUMEHUTb NOSIUTUKY.
6.4.4.3. AKCNOPT MHCTPYMEHTOB MOSIUTUKMN

Solar webProxy npegoctaBnsieT BO3MOXHOCTb 9KCMNOPTMPOBAThL rPynnbl UHCTPYMEHTOB NOSK-
TUKM ogHoro Tuna. 3T1o kacaetcsa cnncka ICAP- n npokcn-cepeepos.

[na akcnopta rpynnbl MHCTPYMEHTOB MONUTUKK B pasaerne NMonutuka > BHewHue noaknio-
YyeHus (Puc.6.17) BbibeprTe COOTBETCTBYIOLLMI pa3gern u HaxxMmTe AKCNOPT.

MonuTuKa / BHElHWE noakniouyeHus / ICAP-cepeephl TIPUMEHHTD NONTHTHKY
Jo6aeuts ICAP-cepeep Mmnopr JHCNopT Mowck no epa

WmnA cepeepa URL HommeHTapuii Co3pan MameHeH

a Local regmod icap://localhost-1344/reqmod 14.032022 14:56

a Local respmod icap://localhosi-1344/respmod 14.03 2022 14:56

Puc. 6.17. 3kcnopT rpynnbl UHCTPYMEHTOB NMOJIMTUKKU
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B ykasaHHOM kaTanore Gygetr coxpaHeH chann ¢ pacwumpeHnem CSV, KOTOpPbIN COQEPXUT
cnegyoLyo nHpopmaumio:

Ha3BaHWs CTONOLIOB B Nopsiake X criegoBaHusa B BeO-MHTepdence, cneea-Hanpaeo, pas-
AeneHHble CUMBOSTOM Tabynauum;

3Ha4YeHnd napameTpos, onpegefnieHHbiX Ha3BaHNAMU CTOJ'I6LI,OB no NopAAKy UxX crnegoBaHus,
pa3geneHHble CMMBOJSTOM Ta6yns=|u,vw|.

MpumeyaHue

Ums akcriopmupyemoeo ¢hatina umeem chopmam: <Ha3eaHue 2pynrbi UHCMpyMeHmoa rnoJsiu-
muku><dama 3Kcriopma><epeMsi 3KCropma>.csv

Tarkxke B Solar webProxy MoHO 9KCMOPTUPOBAaTb OTAENbHbIE UHCTPYMEHTbI MONUTUKK. [laHHas
PyHKUMS OOCTYMHA BO BCEX UHCTPYMEHTaX, KpoMe:

ICAP-cepBepoOB;
NPOKCK-CEPBEPOB;
NUMNTOB Tpaduka;
nonb3oBartenen (Basic Auth);
wabrnoHoB cTpaHuL,
[lna skcnopTta oTAenbHOro MHCTPYMEHTa NonuTuku B pasgene MonuTuka:

BbibepyTe COOTBETCTBYIOLMIA UHCTPYMEHT U PackponTe CTPOKY C €ro AaHHbIMU, Haxas
3Havok B.

HaxmuTe kHonky dkcnopt (Puc.6.18).

CoxpaHuTL OTMeHa Jl0GABHTE LWAGN0H MoWCK no

Ha3BaHWe be3 ayTEHTHPHKIALIMK

Twn w E Co3pa M3MeHeEH HTapui

Mm#a xocTa W o LT BeequTe KOMMEHTAPUA
- Y 16032022 16:25 B L e o T

Puc. 6.18. AkcnopT oTAENbLHOr0o MHCTPYMEHTA NOSIUTUKU

B ykaszaHHOM kaTtanore Oyager coxpaHeH dpann ¢ pacwumpeHnem CSV, KOTopbIA COoepXuT
crnegyoLLyo MHGopMaLnio:

CTPOKY version 1;

3HaYeHUs1 MapaMeTpOoB, OnpeaerneHHbIX Ha3BaHMUSIMU CTONOLOB MO NOPSIAKY MX CrieqoBaHus,
pasgeneHHble CUMBONOM Tabynsumm.
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MpumeyvaHue

Wms akcriopmupyemoeo ¢hadinia umeem gpopmam: <Ha3eaHuUe UHCMpyMeHma nosumuku><dama
3Kcrnopma><epemMsi IKkcropma=>.csv

6.4.4.4. AUMNOpPT NMHCTPYMEHTOB NOJIUTUKU

Solar webProxy npegocTtaBnsieT BO3MOXHOCTb MMMOPTMPOBATb M3 BHELLUHErO hanna NHCTPY-
MEHTbI NONNTUKN UK TPYNMbl UHCTPYMEHTOB.

MOXHO MMMNOPTMPOBATL AaHHbIE KOHKPETHOTO MHCTPYMEHTA MONIMTUKM B MOMEHT ero Aobaene-
HUS B CUCTEMY BPYYHY!IO.

Onsa Toro, 4To6bl MMMNOPTMPOBATL CMUCOK MHCTPYMEHTOB MOMUTUKK, CHadvana HeobxoguMmo
NoAroTOBUTb TEKCTOBLIN dhain co cnuckomM. Pain gormkeH MMeTb pacumpeHmne CSV, a cogep-
awmncs B HEM TEKCT JOSMKEH MMeTb koguposky utf-8. dann gomkeH nMeTb nocnegoBaTenbHO
cnegytouiee cogepXxXnumoe:

CTPOKy version 1;

Ha3BaHuWs CTONOLIOB B Nopsiake MX cnefoBaHusi B BeO-MHTepdheiice, crneea Hanpaeo, pas-
OerneHHble TOYKON C 3ansTou;

BHumaHue!

Ha3zeaHusi cmonbuyoe O0mKkHbI bbimb 8 MOYHOCMU MmaKuMu Xe, Kak U 8 3KCropmuposaHHOM
criucke.

3HaYeHNs1 NapameTPOB, ONpedeneHHbIX Ha3BaHUAMM CTONBLOB MO NOPSIAKY UX CregoBaHus,
pasgerneHHble TOYKOWM C 3ansiTomn.

I'Ipm 3TOM cnefyet y4ecCTb creaywulee:

ecnn napameTp UMeeT normdeckun Tun (bnaxok B MHTepdence), TO yCTaHOBNEHHOMY
donaxkky COOTBETCTBYET 3Ha4veHune 1, a cHaTomy — O;

€CNnn NapameTp He OOmKeH ObiTb 3a4aH (HanpuMep, NyCToM Naposb), TO 3HAYEeHUs Npegbl-
AYLLEro 1 crnegyroLLero napameTpoB AO0MKHbI ObiTb pasgeneHbl ABYMst CUMBOfiaMu Tabyns-
umn.

MMnopT oTaenbHbIX MHCTPYMEHTOB MOMUTUKM AOCTYMNEH BO BCEX MHCTPYMEHTaX, KpOME:
ICAP-cepBepb;
NpPOKCU-CEepBEpDI;
nMMUTLI Tpadumka;
nonb3oBartenu (Basic Auth);

WabnoHbl CTpaHuL,
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MpumeyvaHue

Ecnu HaseaHue UHCmMpyMeHma nosumuKku He 3adaHo, rpu UumMropme oHo bydem asmomamuyecKku
cghopmupoeaHo U3 UMeHU ¢halna u 0ambi-8PEMEHU.

HaseaHue uHcmpymeHma umeem cnedyrowuii gpopmam: <filename><timestamp>.csv
Hanpumep:

ums ¢atna: NewList, dama umnopma: 2018.11.30, epemsi umnopma:18:27:57. B umoee, umsi ¢ghatina,
cgopmuposaHHoe asmomamudyecku, 6ydem cnedyrowum: NewList_20181130_18-27-57.

CogepxMMmbiM nMmnopTupyemoro dgarnna MoxHo nmbo AONOAHUTE UMEOLLMIACA CIUCOK, Nnbo
3aMEeHUTb ero NOSIHOCTbI0 C NOMOLLLIO KHOMOK [l06aBUTbL AaHHble u3 hanna u 3aMeHUTb
OaHHble u3 chamna.

[na umnopTta MHCTPYMEHTOB NOMAUTUMKN UMW TPYNMbl MIHCTPYMEHTOB MONMTUKM HEOBXOAMMO B
pasgene NMonutuka:

1. BbibpaTb COOTBETCTBYHOLLMIA UHCTPYMEHT UM FPYNMY UHCTPYMEHTOB.

2. Mpn HeOBXOAMMOCTU PaACKPbITb CTPOKY C AAHHBIMM 3TOr0 MHCTPYMEHTA (rpynbl UHCTPYMEH-
TOB), HaxaB Ha 3Ha4ok K.

3. Haxatb kHonky UMmnopT (Puc.6.19).

4. B oTKpbIBLLEMCS OKHE 3arpy3uTb AaHHble U3 ¢amnna BbIGpaTh cnocod 3arpy3ky AaHHbIX,
Ha)kaB COOTBETCTBYHOLL YO KHOMKY (Puc.6.20).

5. B oTKpbIBLIEMCHA CTaHAAPTHOM OKHe BblbpaTh hann u HaxaTb KHONKY OTKPbITb.

MonuTHKa / BHelHWe nogxniouyeHns / ICAP-cepeephl TPUMEHATS NONNTHKY
No6aents ICAP-cepeep Mmnopr IKCnopT Mown epa

WmA cepeepa URL HoMMeHTapMi Co3pan W3ameHeH

a Local reqmod icap://localhosi-1344/reqgmod 14.03.2022 14:56

a Local respmod icap://localhost-1344/respmod 14032022 14:56

Puc. 6.19. UMnopT MHCTPYMEHTOB MOSIUTUKN
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3arpy3uvTb AaHHble U3 dhanna

JaMeHWTb OaHHEIMK W3 (aina JIO63BHTL faHHLIE W2 paiina

Mann: He ebidpaH

JaKpeiTe

Puc. 6.20. OkHO «3arpy3uTb gaHHble U3 cpanna»

MpumeyvaHue

Ecnu npu umnopme criucka pecypcos rnpou3ouwia owubka, 8 okHe bpay3epa omobpa3umcs yeedom-
JieHue ¢ demarsibHbIM OMUCAaHUEM rpuUYUHbI c60s.

6.5. UHCTpPYMEHTbI NONUTUKMK

6.5.1. Cnou npaBun NoNUTUKN

Kaxxabivi criov npaBus NOMUTUKU COOEPXUT B cebe Habop npaBui 1 UCKITIOMEHUI OQHOIOo TMNa,
KOTOpble NpegHasHavYeHbl ANs peleHnss KOHKPETHOW 3agayun nonutukn (nogpobHoe onucaHune

Kaxkgoro cnosi npusegeHo B Ta6n.6.11).

MpumeyaHue

Konuyecmeo npasur u uckrnodeHul 8 crioe He 0o/mkHO 6bimb 6onee 100.

Tabn. 6.11. O630p AeNCTBMIA CO CNOSIMU NPaBUIT NOJIUTUKN

HanmeHoBaHue cnos HpumeanMe ‘ Ccblinka Ha no.qpoGHoe onuncaHue

MexceTeBon akpaH

PunbTp TpaH3UTHOro Tpadunka |CucTemHbIn crioi, ero HeBo3MoXHo: |Pasgen 6.5.1.1.1

PunbTp BXOAALWEro Tpaduka o nepenmMeHoBarth: Paspen 6.5.1.1.2

®duneTp Mcxogsiuero Tpaduka Pasgen 6.5.1.1.3
¢ TiepeMecTiT:; Paspen 6.5.1.1.4

TpaHcnauus agpecos
® KOonupoBsaThb;

° yoanuTb

MpaBuna poctyna SOCKS5

Hoctyn 6e3 ayTeHTUUKaLun CucTeMHbIN crioi, ero HeBo3MoXxHo: |Pasgen 6.5.1.2.1
® nepevMeHOoBaTb;

® nepemMecTUTb;

® KOonupoBsaThb;
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HaumeHoBaHue cnos MpumeyaHue Ccbinka Ha noapo6Hoe onucaHue

yoanuTb

dunbTpauma coeanHeHni CucTeMHbIN crioi, ero HeBo3MoXHo: |Pasgen 6.5.1.2.2
nepeMMeHoBaThb;
NepeMecTuUTb;
KOMMpoBaTh;
yaanuTb.

OpHako Solar webProxy nossonser
cchopmmpoBaTb HOBbIE CMOW 3TOrO
Ke Tuna n BbIMOJIHUTbL C HUMU p,e17|-
CTBUA, YKa3aHHble Bblllle

KoHTeHTHas counsrpauns

Hoctyn 6e3 ayTeHTUUKaLun CucTeMHbIN crioi, ero HeBo3mMoXHo: |Pasgen 6.5.1.3.2

MapLpyTnsauusa coeguHeHun nepevMeHoBaTs; Paspen 6.5.1.3.3
BckpbiTne HTTPS Paspnen 6.5.1.3.4
nepemMecTuThb;

MepeHanpasneHune no ICAP P Pazgen 6.5.1.3.5
KOMMpoBaTh;

yaanuTb
duneTpaumsi 3anpocos CucTeMHbIN crioi, ero HeBo3MoXHo: |Pasgen 6.5.1.3.6
dunbTpaums oTBETOB NepenMeHoBaTS; Paspen 6.5.1.3.7
NepeMecTuTb;
KOMMpOoBaTh;
yOoanuThb.

OpHako Solar webProxy nossonsiet
chopMMpOBaTL HOBbIE CIOW 3TOrO
Ke Tuna u BbIMOJIHUTbL C HUMU ne|7|-
CTBUA, YKa3aHHble Bblillle

6.5.1.1. MexxceTeBOM 3KpaH

MexxceTeBoe skpaHMpoBaHue ABnsieTcs 6a3oBbIM PyHKLMOHaNoOM ansi obecneyeHuns 6esonac-
HOCTM B MH(PPaCTPYKType opraHu3aumn. Tekylas peanusauuns No3BonseT ynpasnsiTb NPOXo-
xXoeHuem Tpaduka Ha bornee HM3Kom ceTeBoM ypoBHe (L3), a He TONbKO Ha MpUKNagHOM
ypoBHe (L7).

C nomoLublo HacTPOMKM NpaBun U UckNoYeHnn cnosi MexxceTeBoM 3KpaH MOXHO PeLUNTb
crnegyroLime 3agadu:

Brnokuposatb nogknoveHus K IP-agpecy,
paspeLuaTb Tpaduk B 06xoq NpoKcu-cepeepa,
orpaHvymMBaThb 4OCTYN NONb30BaTENeN K y3nam Knacrepa,

naeHTMUUMpOBaTh Nonb3oBaTens Ha ceTeBom yposHe no MAC-agpecy,
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® CKpblBaTb NCTOYHUKN N HA3HA4YeHNA 3anpocoB nonb3oBaTteneun,

® oOrpaHnymBaTb CKOpPOCTb cCOeaNHEHNA,

L O6H8py>KVIBaTb HapyLwleHund 6e30MacHOCTM M aBTOMAaTUYECKM npeanpunHMMmaTb aencTens

Hag HUMW.

B 3aBucumocTn oT BbIOpaHHOW 3agayn copMupyrTe NPaBuIO MNOMUTUKA B HOBOM Crloe
MexceTeBom 3KpaH, yka3aB B HeM |IP-agpec nnu gnanasoH IP-agpecos, nopTbl M NPOTOKOSbI,
Mo KOTOPbIM NpeanonaraeTca paspeLwaTb unm 6noknposaTtb Tpaduk.

6.5.1.1.1. ®PunbTp TpaH3UTHOro Tpachmka

Cnon ®unbTp TpaH3uTHOro Tpaduka npegHasHaveH 4ns ynpaeneHus punstpaumnen Tpaduka
Ha OCHOBE TPaH3UTHOrO HanpaeneHunsa (Tpaduk, KOTOPLIN NPOXOANT CKBO3b Solar webProxy,
T.e. 0bpabaTbiBaeTCA MM Kak MPOMEXYTOYHbBIM Y3rioM), NpoTokonos L3, L4, npunoxeHun, nc-
nornb3yemblX NOPTOB, agpPecoB UCTOYHUKA/Ha3HaAYeHNs, ceTeBbIX MHTEPdENCOB N COCTOSHUS

coeuHeHuNn.

MonuTuka / MexceTeBoi akpaH / ®UNbLTP TpaH3uTHOTO Tpadvka @ TpAMERNTL NONUTUKY

Co3patb npasuno

Ha3gaHue [levicteue MWcTour Mopr mcr.

.

Bcero 3 CTpoku

n.

Haznat [opt Ha3H.

Mowck no Ha3BaHuio, Ne... Q HacTpoiika KONOHOK

Mpotokonbl  Korpa u kem uamexel Jlon. Brn.

admin i

10.11.2023 13:01

aa

admin Gl g

11.12.2023 19:39

admin Gl q

11.12.2023 19:39

20 /c1p. v

Puc. 6.21. Crnion npaBun NoNUTUKU «DUNLTP TPaH3UTHOro Tpadmkar

B Tabnuue ganee nepeuncneHbl atpubyThl 4Ns hOPMUPOBaHMSA NPaBu NOMUTUKN 3TOTO CIOS.

Tabn. 6.12. OnucaHue aTpubyTOB cros «PunbTP TPaH3UTHOro Tpaduka»

HasBaHue aTtpubyTta

OnucaHue

3HauyeHue

OcHoBHble

HassaHue

HasaHue npasuna

BBogumbin Bpy4yHylo TekcT. MakcumanbHbI pasmep
BBEJEHHOro TeKCTa He AorKeH npesbiwaTtb 200 cumBo-
noB n 30 6awnT (1 naTuHckuii cumBon paseH 1 6anTy, a
1 KMpunnuyeckuii cumeon — 2 Gantam).

KommeHTapumn

[JononHuTenbHble CBeAeHUs O

npasune

BBoanmbIn Bpy4yHy0 TekCT. MakcumanbHbI pasmep
BBEJEHHOIo TEKCTa He AoMmKkeH npesbiwatb 500 cumBo-
nos.

Mpwoputet

Mopsipok ob6paboTkm Npasuna

B npouecce 06paboTku MONUTUKK Kaxabli CIov NpaBuin
NONMUTUKM MPOBEPSETCA MNOCnenoBaTerNbHO: CBEpXy-
BHM3. MpaBuna n/unun ncknyeHns NpoBepsaTCa aHa-
NOrMyHbIM 06pa3oM — CHayana nNPoBEPSOTCA UCKITHO-
YeHus, a NOTOM yxxe npaBuna. Ytobbl ynopsaountb
npasuna no npuopuTeTam, nNpy co3gaHun/penakTmpo-
BaHUM COOTBETCTBYIOLLErO NpaBuna B nose ycraHaBuTe
€ro NpUopuTET C MOMOLLBIO LIMPPOBOro 3HAYEHUS], Ha-
ynHas c 1.
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HasBaHue aTpubyTta

XKypHanuposaTtb

OnucaHue

®nakok no3sonseT otobpaxartb

WH(OPMaLMI0 O HACTPOEHHOM
npasurne B )KypHan 3anpocos
B pasgene Cratuctmka >
XypHan 3anpocoB

3Ha4yeHue

Ddnaxok.

Lencrteune

[Henicteue, kotopoe Byaet npu-
MEHEHO K 06BbEKTY Mo pesyrnbra-
Tam NpOBEpPKW YCNOBUIA NpaBu-
na

3HaveHWe MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNUCKE:
3anpetuTb;
PaspelwumnTs;
OrpaHn4nTb CKOPOCTb;

C6poc owmnboyHbix TCP nakeTtos.

®PparmMeHTUPOBAHHbLIN
Tpaduk

drnaxxok AOCTYNEH TOMbKO Mpu
BblIGOpE TPaH3UTHOTO Hanpaese-
HWSA Tpadmka 1 NO3BONAET pas-
AennTtb OavH ceTeBOU NMakeT Ha
HECKONbKO. PekomeHayeTcs
Mcnonb3oBaTh NpPU MakcnumManb-
HOM pa3mepe nonesHoro brioka
[aHHbIX OAHOro naketa Gonee
1500 6ant

Ddnaxok.

CocTosiHne coeguHeHus

Cratyc coeauHeHNs Npu Npoxo-
XOeHumn naketoB Yyepe3 MO

3HayeHne MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNCKE:

ESTABLISHED — cocTosiHMe o3Ha4aeT, YTo nakeTbl
ycnewHo obpaboTaHbl 1 coeguHEHNE YCTaHOBIEHO,

INVALID — cocTtosiH/e nokasblBaeT, YTO NakeT He
MOXeT ObITb MAeHTUMLMPOBaH (CoaepPXnT ownb-
Kn),

NEW — cocTtosiHne o3Ha4vaeT, YTo NakeT sABnsieTcs
nepBbIM ANs 4aHHOTO COeANHEHUS,

RELATED - coeguHeHue nony4aer 3ToT CTaTyc,
Korga OHO MHULIMMPOBAHO YXXe YCTaHOBMNEHHbIM CO-
eanHeHuem c coctoaHnem ESTABLISHED.

Ecnwn 3HayeHne He Bbl6paH0, NpPOBEPATLCA 6y,u,yT nake-
Tbl BCEX COEANHEHWIA, HE3ABUCUMO OT UX COCTOSIHUS.

Bxogswuin nitepdgeic

CeTeBon nHTepdenc

3HayeHne MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHo Tonbko Npy BeiGope BXOQALLEro Unm TpaH3uT-
HOro HanpasneHus Tpadwka.

Mexopswmin nitepdgeinc

CeTeBon nHTepdenc

3HayeHne MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[oCTynHO TONbKO Npu BbIOOPE NCXOASLLErO UNKN TpaH-
3UTHOrO HanpaeneHust Tpaduka.

NcTouHUK

Appec oTnpaBuTENS NaKkeToB

3Ha4yeHne MOXHO BBECTU BPYYHYHO UNn Bbl6paTb B
pacKpbiBakOLLEMCA CrNUCKe:

oavHOouYHbIM IP-agpec;
amanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;
MAC-agpec;

«JTrobow» (3HayeHue o ymMonyaHuro).
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HasBaHue aTpubyTta

HasnayeHune

OnucaHue

Agpec nony4aTtensi NakeToB

3Ha4yeHue

3HayeHne MOXHO BBECTU BPYYHyH unu BblbpaTb B

pacKpbIBAOLLLEMCS CIIUCKE:

® OAuHOuYHbIN IP-agpec;

e [avanasoH IP-agpecos;

e Macka nogcetu IP-agpecos;

o «Jltoboe» (3HayeHuUe Mo yMon4aHuro)

[MpoTtokonbl

[poTokonbl nepegayn AaHHbIX

3Ha4yeHne MOXXHO BBECTHU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLWLeMCA CNUckKe:

e TCP;

o UDP;

o |ICMP;
o |IGMP;
* GRE;
o AH;

e ESP.

Ecnu 3HayeHne He BbIGpaHo, NpoBePATLCA OyaeT Nio-
601 TpaduK, HE3aBNCUMO OT MPOTOKONA.

MopTbl

Homep (omana3oH HomepoB)
noptoB TCP n UDP

Mepen BBOAOM MOPTOB HEOOXOAMMO BbIOpaATL 3HaYe-
Hue: HasHavyeHusa unm UcTouyHuka.

Yuncno (MeHblie 65536), cnnMcok unu ananasoH HaTy-
panbHbIx Yncen. MoxHo BeibpaTh He 6onee 50. MNepsoe
3Ha4eHue ananasoHa JOMKHO ObITb MEHbLLE, YEM BTO-
poe.

MpumeyvaHue

lpu ycmaHoeke ¢hnaxkoe XypHanupoeamsb, PpacMeHMuUPO8aHHbIU mpaghuk, a makxke yKkazaHuu
COCMOsIHUSI COeOUHEHUS, MPOMOKoJia u/usu rnopma 8 criucke rpaesusi 8 cmornbue [JonosHumesbHbie

1
ycnoeus om06pa>Kaemc;1 3Ha4Yo0K . C KOJTU4ECMBOM BKITHOHEHHbIX Oryudll.

Mpumepbl pelleHna 3agad ¢ NOMOLLBIO NpaBuST U UCKITKOYEHUI Ccnost PUNLTP TPaH3UTHOro
Tpadomka npuseneHsl B pasgene 6.6:

e Bnoknposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

e OnoknpoBKa Nonb3oBaTerns ¢ NOMOLLbIO ero naeHTudmrkaumm Ha ceteBom yposHe: no MAC-
agpecy (cm. pasgen 6.6.1.2);

e unbTpaumnsa Tpaduka Ha OCHOBE NPUHAANEXHOCTU K TOMY MMM MHOMY TPaHCMOPTHOMY
npotokony (cM. pasgen 6.6.1.5).
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6.5.1.1.2. dunbTp BXxoasAwero Tpadgpuka

Cnon ®unbTp BXxoasLero Tpaduka npegHasHadeH s ynpasneHus ounstpauuen Tpadmka
Ha OCHOBe BXoAsLLero HanpasneHus (noboun Tpaduk, KOHEYHbIM MoryYaTenemM KOToporo sB-
nsaetca Solar webProxy, T.e. B agpece Ha3HayeHWs nakeTa ykasaH OOWH M3 ero agpecos),
npoTokornos L3, L4, ncnonb3dyemsix NopToB, aApecoB UCTOYHUKA/HA3HaYEeHUS, CETEBbIX UHTEP-
dencoB 1 COCTOAHNSA COEANHEHWI.

Monutuka / MexceTeBoii akpaH / ®unbip BxoasAwlero Tpaduka @ TpMMEHNTE NONKTIKY
Co3patk npasuno Mowmck no Q HacTpoiika KonoHok
REELELIE JleiicTene WcTouHmnk MNopT uct. HazHauexne MopT HazH. MpoTtokonbl Koraa v kem uameHeHo  [lon Bian

admin
Rule 1 Toboe
1111 1912.2023 2038 El—l ﬁ

admin ® EI—I a

19122023 2038

Bcero 2 CTpoku 20/ cip. v

Puc. 6.22. Cnown npaBun nonutukn «Punestp Bxogslero Tpacgpukar

MpumeyaHue

Qunbmpauyus mpaghuka, rMpoKCUPYyeMO20 8 I8HOM PEXUME, OCYU,eCmerigemcss moJsibKo rnpasuniamu,
Oeticmeyrouumu 0515 8x005U4e20 HarpasneHus mpacghuka (Mpu Uucronb308aHUU MEXHOI02UU MPOKCU-
posaHus 8 Kadecmee 3HadeHus adpeca Ha3Ha4YeHUsl rnakema ycmaHaernusaemcsi adpec MpoKCcu-
cepsepa, noamomy Solar webProxy audum makol mpaguk 8x008WuUM, a He MpPaH3UMHbIM).

B tabnuue ganee nepeYvuncreHbl anI/I6yTbI and CbOpMVIpOBaHVIFI npasui1 NOJINTUKN 3TOIO CINoA.

Tabn. 6.13. OnucaHue aTpubyTOB crnoa «dPunbTp BxoasaLllero Tpadukar

HasBaHue aTpubyTa OnucaHune 3HavyeHue

OcHoBHble

HaseaHue HaseaHue npasuna BBooumbin Bpy4yHylo TekcT. MakcumanbHbI pasmep
BBELEHHOIO TEKCTa He JoMmkeH npesbiwatb 200 cumBo-
nos n 30 6anT (1 naTtuHckuii cumBon paseH 1 6anTy, a
1 KMpunnuyeckui cumeon — 2 Gantam).

KommeHTapui [ononHuTenbHble cBedeHus O |BBogumbln BpyyHyl TekcT. MakcumarnbHbIi pa3mep
npasune BBEAEHHOro TeKCTa He AoMmKkeH npesbiwatb 500 cumso-

noB.
Mpuoputet Mopsinok obpaboTkm npasuna |B npouecce 06paboTkm NONUTUKN Kax bl CIION NpaBurn

NONMUTUKM NPOBEPSETCA MOocCrnenoBaTerbHO: CBEpXy-
BHM3. MpaBuna n/unun ncknyeHns NpoBepsaTCa aHa-
NOrnyHblM 06pa3oM — cHavyana nNPoBEPSOTCA UCKITHO-
YeHus, a NOTOM yxxe MnpaBuna. Ytobbl ynopsaountb
npasuna no npuopuTeTam, nNpy cosgaHun/penakTmpo-
BaHUM COOTBETCTBYIOLLIErO NpaBuna B none ycraHaBuTe
€ro NpUopuTET C MOMOLLbIO LIMPPOBOro 3HAYEHUS], Ha-
ymHas ¢ 1.

XypHanuposaTtb dnaxkok No3BonseT oTobpaxarb | Priaxok.
MHOPMaLMI0 O HACTPOEHHOM
npasune B XXypHan 3anpocoB
B pasgene CraTtuctmka >
XKypHan 3anpocoB

[eiictBune [evicTBre, kKoTopoe ByaeT npu- | 3Ha4YeHe MOXHO BbIOPaTh B pacKpbIBalOLLEMCS CMIUCKE:
MEHEHO K 06BEKTY No pesyrbTa-
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HasBaHue aTpubyTta

OnucaHue

na

Tam NPOBEPKW YCNOBUIA NpaBu-

3Ha4yeHue

3anpetuTs;

PaspelumnTs.

CocTosiHne coegmHeHus

Cratyc coeauHeHNs Npu Npoxo-
XOeHuun naketoB Yyepe3 MO

3HayeHWe MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNCKE:

ESTABLISHED — cocTosiHMe o3Ha4aeT, YTo nakeTbl
ycnewHo obpaboTaHbl 1 coegnHEHNE YCTaHOBIEHO,

INVALID — cocTtosiH/e nokasblBaeT, YTO NakeT He
MOXeT ObITb MAeHTUMLMPOBaH (COaepPXnT oLwnb-
Kn),

NEW — cocTtosiHue o3Ha4vaeT, YTo NakeT sABnsieTcs
nepBbIM ANs 4aHHOTO COeANHEHUS,

RELATED - coeguHeHue nony4aer 3ToT CTaTyc,
Korga OHO MHULIMMPOBAHO YXXe YCTaHOBMNEHHbIM CO-
eanHeHuem c coctoaHnem ESTABLISHED.

Ecnwn 3Ha4eHne He Bbl6paH0, NpoOBEPATLCA 6y,u,yT nake-
Tbl BCEX COEANHEHWIA, HE3ABUCUMO OT MX COCTOSIHUS.

Bxogswuin nitepgenc

CeTeBon nHTepdenc

3HayeHne MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHo TonbKo Npy Beibope BXOQALLEro UM TpaH3uT-
HOro HanpasneHus Tpaduka.

NcTouHuK

Appec oTnpaBuTens NakeToB

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKpbIBalOLLEMCS CNncKe:

ofvHouHbIM IP-agpec;
Ouana3soH |P-agpecos;
Macka nogcetu |IP-agpecos;
MAC-agpec;

«JTrobon» (3HayeHUe Mo yMonyaHuro).

HasHayeHne

Anpec nony4yarensa naketoBs

3Ha4yeHne MOXHO BBECTU BPY4YHYHO Unn Bbl6paTb B
pacKpbiBakoLLEMCA CrNUCKe:

oavHOuYHbBIM IP-agpec;
amanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;

«JTioboex» (3HayeHue o yMonyaHur)

MpoTtokonebl

MpoTokonbl Nepegayn AaHHbIX

3HayeHne MOXHO BBECTU BPYYHYyH unu BblbpaTb B
pacKpbIBalOLLEMCH CNncKe:

TCP;
UDP;
ICMP;
IGMP;
GRE;

AH;
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HasBaHue aTpubyTta OnucaHue 3HayeHue
o ESP.

Ecnu 3HayeHne He BbiGpaHo, NpoBepATLCSA ByaeT nio-
601 TpaduK, HE3aBNCUMMO OT MPOTOKOSA.

MopTbl Homep (ovanasoH Homepos)|lepen BBogoM nopToB Heobxoanmo BbibpaTh 3Have-
noptoB TCP n UDP Hue: HasHayeHus nnn UctouyHumka.

Yucno (meHblue 65536), cnncok nnu ananasoH HaTty-
panbHbIx Ynucen. MoxHo BbiGpaTh He 6onee 50. MNepBoe
3HayeHWe amanasoHa JOMKHO OblTb MEHbLLE, YeM BTO-
poe.

MpumeyaHue

lMpu ycmaHoeke ¢hriaxkoe XypHanupoeams, ®pacmeHmupoeaHHbIl mpaghuk, a makxe yKkazaHuU
COCMOSIHUSI COEOUHEHUS, POIMOoKosIa U/urnu rnopma e criucke npaeus 8 cmonbue JononHumensHbie

ycnoeus omobpaxkaemcsi 3Ha4oK . C KO/IU4ECMBOM 8KITHOHYEHHbIX Onuyud.

lNpumepbl pelueHnsa 3agad ¢ NMOMOLLLIO NpaBuST U UCKIIOYEHN crnoda PUNLTP BXoasiwero
Tpadomka npusegeHsl B pasgene 6.6:

e OGnokmpoBka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

o BrokMpoBKa NOnb3oBaTeNns ¢ NOMOLLbIO €ro naeHTudmkaumm Ha cetesom yposHe: no MAC-
agpecy (cm. pasgen 6.6.1.2);

o dunerpauma Tpaduka Ha OCHOBE MPUHALJIEXHOCTU K TOMY UMM MHOMY TPaHCMOPTHOMY
npoTokony (cm. pasgen 6.6.1.5).

6.5.1.1.3. PunbTp Ucxopswero Tpacuka

Cnon ®unbTp ucxoaswero Tpacuka npegHasHavueH anga ynpasnenns ovnsrpaumnen Tpadguka
Ha OCHOBE ucxoasLLero HanpasneHus (Nbow Tpaduk, M3HaYanNbHbLIM OTNPaBUTENEM KOTOPOro
sensietca Solar webProxy, T.e. B agpece MCTOMHMKA NakeTa ykasaH OAMH M3 ero agpecos),
npotokornoB. L3, L4, ncnonb3yembix MOPTOB, agpeCcoB UCTOYHUKA/HA3HAYEHUS1, CETEBbLIX UHTEP-
dencoB 1 COCTOAHNSA COEANHEHUI.

Monutuka / MexceTeBoii 3kpaH / ®unbTp ucxofswero Tpauka @ TpumenuTs noamTKy
CospaTb npasuno Mo 3BaHMIO, Ne.. Q HacTpoiika konotok

Hazeanue Deiicteue  McTouHmMK MopT uct. Haznauenne MopT Hazu. Mporokons! Korga v kem uamereso  Jon. Bra.

admin
Allow » TioGon
1141 19122023 20:43 El—l ﬁ-

Disallow Ziluf ao

19122023 20:44

Bcero 2 Crpoku 20 /crp. v

Puc. 6.23. Cnon npaBun nonutnkn «PunsTp ucxogsiuero npasuna»

B Tabnuue panee nepeyncneHbl aTpubyTbl Anst (hOpMUPOBaHMS MPaBUI MONIUTUKM 3TOTO CIOS.
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Tabn. 6.14. OnucaHue aTpubyToB crosa «dunbsTp Ucxopsilero Tpaduka»

HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

OcHoOBHbIe

HassaHue

HassaHue npasuna

BBognmbIi BpyYHyto TekcT. MakcumanbHbIn pasmep
BBEEHHOIo TEKCTa He AormkeH npesbiwatb 200 cumeo-
noB n 30 6anT (1 naTMHcKM cumBon paBeH 1 GanTy, a
1 kupunnuyeckuin cumeon — 2 6antam).

KommeHTapumn

[ononHuTenbHble CBEAEHUSI O
npasune

BBooumbin Bpy4yHyto TekcT. MakcumanbHbIn pasmep
BBEEHHOIO TEKCTa He [oMmkeH npeBbiwatb 500 cumBo-
nos.

Mpuoputet

Mopsigok 06paboTkm npaBuna

B npouecce 06paboTky NONMUTUKN KaxKabl CIOM NpaBui
MONMUTMKM NPOBEPSETCA MNOCMeaoBaTenbHO: CBEPXY-
BHU3. [paBumna n/unm UcKkYeHNs NPoBEPSAIOTCS aHa-
nornyHeiM 06pa3oM — cHayana NpoBEPSAIOTCS UCKMIO-
YeHusi, a MOTOM Yyxe npaBuna. YTobbl ynopsgouvTb
npasuna no npuoputetam, nNpu cosgaHun/peaakTmpo-
BaHWM COOTBETCTBYIOLLErO NpaBuna B Mose yctaHaBute
€ro NpUopUTET C NMOMOLLbIO LIMpPOBOro 3HaYEHUS, Ha-
ynHas c 1.

XKypHanuposaTtb

dnaxok No3BonseT 0To6paxarb
WH(OPMaLMI0 O HACTPOEHHOM
npasurne B KypHan 3anpocos
B pasgene Cratuctmka >
XypHan 3anpocoB

dnaxok.

Lencrteune

[Henicteue, kotopoe Byaet npu-
MEHEHO K 06bEKTY Mo pesynbra-
Tam NpOBEpPKW YCNOBUIA NpaBu-
na

3HaveHWe MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNUCKE:
3anpetuTb;

PaspewwmTb.

CocTosiHne coeguHeHus

Cratyc coeaMHeHUs NPy NPoxo-
XOeHumn naketoB Yyepe3 MO

3HayeHve MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNUCKE:

ESTABLISHED — cocTosiHMe o3Ha4aeT, YTo nakeTbl
ycneLHo obpaboTaHbl U coeanHEHNE YCTaHOBIEHO,

INVALID — cocTosiHMne nokasblBaeT, YTO nakeT He
MOXeET ObITb MAeHTUMLMPOBaH (CoaepPXnT ownb-
Kn),

NEW — cocTosiHue o3Ha4vaeT, YTo NakeT sABnsieTcs
nepBbIM ANs AaHHOrO CoeanHeHUs,

RELATED - coeguHeHue nony4aer 3ToT cTaTyc,
Korga OHO MHULIMMPOBAHO YXXe YCTAHOBMEHHbLIM CO-
eanHeHuem c coctoaHnem ESTABLISHED.

Ecnwn 3Ha4eHne He Bbl6paH0, NPOBEPATLCA 6y}J,yT nake-
Tbl BCEX COEANHEHWIA, HE3ABUCUMO OT UX COCTOSIHUS.

Mcxogawmn nHtepdenc

CeTeBol nHTEpPhenc

3HayeHMe MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHO TONbKO Npu BbIOOPE MCXOASLLEro Unn TpaH-
3MTHOrO HanpaeneHns Tpaduka.

NcTouHuk

Agpec oTnpaBuTens NakeToB

3HayeHne MOXHO BBECTU BPYYHyH unu BblbpaTb B
pacKpbIBaKOLLEMCH CNUCKE:

o4vHOuHbIN IP-agpec;
OuanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;

«JTtoboi» (3HayeHue Mo ymMonyaHuio).
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HasBaHue aTpubyTta

HasnayeHune

OnucaHue

Agpec nony4aTtensi NakeToB

3HayeHne MOXHO BBECTU BPYYHyH unu BblbpaTb B

3Ha4yeHue

pacKpbIBAOLLLEMCS CIIUCKE:

® OAuHOuYHbIN IP-agpec;

e [avanasoH IP-agpecos;

e Macka nogcetu IP-agpecos;

o «Jltoboe» (3HayeHuUe Mo yMon4aHuro)

[MpoTtokonbl

[poTokonbl nepegayn AaHHbIX

3Ha4yeHne MOXXHO BBECTHU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLWLeMCA CNUckKe:

e TCP;

o UDP;

o |ICMP;
o |IGMP;
* GRE;
o AH;

e ESP.

Ecnu 3HayeHne He BbIGpaHo, NpoBePATLCA OyaeT Nio-
601 TpaduK, HE3aBNCUMO OT MPOTOKONA.

MopTbl

Homep (omana3oH HomepoB)
noptoB TCP n UDP

Mepen BBOAOM MOPTOB HEOOXOAMMO BbIOpaATL 3HaYe-
Hue: HasHavyeHusa unm UcTouyHuka.

Yuncno (MeHblie 65536), cnnMcok unu ananasoH HaTy-
panbHbIx Yncen. MoxHo BeibpaTh He 6onee 50. MNepsoe
3Ha4eHue ananasoHa JOMKHO ObITb MEHbLLE, YEM BTO-
poe.

MpumeyvaHue

lpu ycmaHoeke ¢hnaxkoe XypHanupoeamsb, PpacMeHMuUPO8aHHbIU mpaghuk, a makxke yKkazaHuu
COCMOsIHUSI COeOUHEHUS, MPOMOKoJia u/usu rnopma 8 criucke rpaesusi 8 cmornbue [JonosHumesbHbie

ycnoeus om06pa>Kaemc;1 3Ha4Yo0K

1

C KOJTU4ECMBOM BKITHOHEHHbIX Oryudll.

Mpumepbl pelleHnsa 3agady ¢ NOMOLLBIO NpaBuST U UCKIKOYEHU crnos PUNBLTP Ucxoasiero
Tpadomka npuseneHsl B pasgene 6.6:

e Bnoknposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

o duneTpauma Tpaduka Ha OCHOBE MPUHALJIEXHOCTU K TOMY UM MHOMY TPaHCMOPTHOMY
npotokony (cm. pasgen 6.6.1.5).

O SOLAR
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6.5.1.1.4. TpaHcnAuuMAa agpecoB

Network Adress Translation TexHONOrna TpaHCNALUK CETEBbLIX aIPECOB, KOTOPas 3aKnto4aeTcs
B 0ObeANHEHMN KOMMNBLIOTEPOB B MENKUE JOKalbHbIE CETU, KaXOoW M3 KOTOPbIX MPUCBOEH
eavHbin IP-agpec.

Cnon NAT npenocTtaBnsieT BO3MOXHOCTb CKPbIThb:
® UCTOYHMK 3anpoca no TexHonorum Source NAT (SNAT),

e HasHadeHue 3anpoca no texHonornn Destination NAT (DNAT).

Monutuka / MexceTeBor 3kpaH / TpaHcnauua agpecos @ TIpUMEHNTE NOMUTUKY
Cozpats npasuno oucK o, ne..  Q Hacrpoiixa konoHok

HazeaHue JleAcTene WCTOUHMK Hasnauenue WHTepdelic Mapametp Mopte! MparmeHT Korna v Kem u3MeHeHo B

To-destination admin
web DNAT NioGo# NioGoe 123 g
111.1:443 UDP 04092023 2031

Bcero 1 Crpoka 20/Cp. v

Puc. 6.24. Crnion npasun nonutuku «TpaHcnauua agpecoBy»

Bnarogaps texHonornn SNAT Bce nakeTbl, KOTOPbIE NOCTYNAOT U3 NOKaNbHOM CeTU B VIHTEPHET,
MOXHO 06beanHUTbL nog ogHum IP-agpecom, ykasas ero BpyyHyto (gencteue SNAT) nnu as-
Tomatumyecku (genctene MASQUERADE).

DNAT nosBonsieT npeobpasoBaTb agpec MecTta HasHavyeHus B |P-3aronoske naketa. Ecnu
nakeT nonagaeT nog Kputepui npasuna, seinonHsowero DNAT, To 3TOT nakeT u Bce nocne-
AytoLme U3 3Toro e notoka, 6yayT noaBeprHyThl Npeobpa3oBaHUio agpeca Ha3Ha4YeHus u
nepenaHbl Ha Tpebyemoe yCTPONCTBO, XOCT Unn ceTb. [laHHOe AENCTBME MOXET, K NpUMepy,
yCMNeLWHO MCMNOonb30oBaThbCa ANS NPeaocTaBneHnst 4OCTyna Kk Beb-cepBepy, Haxoasawemycs B
noKarnbHoOW ceTu, U He nmetowemy nybnmnyHoro IP-agpeca.

[na sToro ccpopmupyinTe NpaBuno, KOTopoe nepexesaTbiBaeT nakeTsbl, uaywme Ha HTTP-nopt
Gpangmayapa, U nepeganTe Ux Ha NokanbHbIM agpec web-cepBepa, BbinonHAs DNAT.

B Tabnuue panee nepeuncneHbl aTpubyTbl Anst (hOpMUPOBaAHMS NPaBUI NOMUTUKM 3TOTO COS.

MpumeyaHue

Habop ampubymos ripasuria 3agucum om 8bibpaHHO20 delicmeus.

Tabn. 6.15. OnucaHue aTpubyToB crnos «TpaHCNAUMA agpecoB»

HasBaHue aTpubyTa OnucaHune 3HavyeHue
OcHOBHblE
HaseaHue HasBaHue npasuna BBogumbin Bpy4yHylo TekcT. MakcumanbHbI pasmep
BBEEHHOIO TEKCTa He [oMmkeH npesbiwatb 200 cumBo-
nos.
KommeHTapumn [ononHuTenbHble cBedeHUs O |BBoauMbIn Bpy4YHYK0 TekcT. MakcumanbHbIi pasmep
npasune BBEEHHOro TEKCTa He AoMmKkeH npesbiwatb 500 cumBo-
nos.
Hevictere [Hevicteue, kotopoe ByaeT npu- | 3Ha4yeHne MOXHO BbIOPaTh B pacKpbiBakoLLEMCH CNMCKE:
MEHEHO K 0ObEeKTY No pesyrbra-
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HasBaHue aTpubyTta

OnucaHue

Tam NPOBEPKW YCNOBUIA NpaBu-

na

3Ha4yeHue
o Astomatuyeckuit NAT (MASQUERADE);

o PyuHoit NAT (SNAT);

o DNAT.
XKypHanuposatb ®naxok No3BonseT oTobpaxaTh | Praxok.
WHJOPMaLMIO O HAaCTPOEHHOM
npaswune B XXypHan 3anpocos
B pasgene Cratuctuka >
XypHan 3anpocos
UHTepdenc CeteBon  uHTepdhenc  Ans|3HaveHne MOXHO BBECTU BpyYHyto. Hanpumep: ethO
CKpbITUSA
McTouHmk Appec otnpasutens naketoB |IP-agpec ncrovHuka 3anpoca.
HasHayeHve Afpec Ha3HayeHus 3anpoca  |3HayeHne MOXHO BBECTU BpY4YHyl Wnu BblbpaTb B
packpbiBaloLLEMCS CMNUCKeE:
e O0puHo4HbIN IP-agpec;
e [OwnanasoH IP-agpecos;
e Macka nogcetv IP-agpecos;
o «JToboe» (3Ha4YeHne No ymon4aHuio)
Mpotokon [MpoTokonbl nepefayYn AaHHbIX [3HaYeHne MOXHO BBECTU BPYYHYHO unu BblbpaTb B

pacKpbIBaloLLEMCS CMUCKE:
e TCP;

e UDP;

e GRE;

o |ICMP;

o AH.

Ecnu 3HayeHne He BbiGpaHo, NpoBepATbCs byaeT nto-
6on Tpaduk, He3aBUCMMO OT NPOTOKONA.

lMpumepbl HacTponkn Npasus cnost TpaHcnauua agpecoB npueeaeHbl B pasgene 6.6:

o SNAT:

o6beanHeHe NCTOYHMKOB 3anpoca nog ogHuM IP-nHtepdencom BpyyHyto — SNAT (cm.
pasgen 6.6.1.4);

aBTOMaTMyeckoe obbeanHEeHMEe NCTOYHMKOB 3anpoca nog ogHum IP-nHtepdencom —
MASQUERADE (cm. pasgen 6.6.1.5).

e DNAT — ckpbiTue |IP-agpeca Ha3HauyeHus 3anpoca nosnb3oarens (cMm. pasgen 6.6.1.6).

6.5.1.2. NMpaBuna goctyna SOCKS5

B pasgene MNpaBuna goctyna SOCKS5 MoxHO ynpaenaTe npaBuniamm goctyna gnsi npoTo-

kona SOCKSS5.
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6.5.1.2.1. JocTyn 6e3 ayTeHTU(MKauum

Crnon Ooctyn 6e3 ayTeHTUdpMKaumm npencrasnser cobon Habop npaBuin UCKIOYEHUS
ayTeHTMdUKaLMn, KOTopble 3a4at0Tca Ana NPUNOXeHW 1 Norb3oBaTenen, He NoOAAEPXKMBatO-
LLMX NaponbHyto n/unu Kerberos-ayTeHTndpmkaumnio, HaCTPOEHHYIO B cUCTEME. DTOT Cron He-
06xoamMm, 4TobbI paspeLuaTb 4OCTYN B UHTEPHET A4S HeayTEHTUMMLIMPOBAHHbIX NONb3oBaTenemn
W/Unn NPUNOXeHUA.

Solar webProxy

B MEXCETEBOV 3KPAH o3nats npaswo TlomCK 110 Ha3BaHMIo, ... ¢

Ha3sane VicTounmK Ha3nauetme He ayTeHTUpUUMPOBaTL 1 Mepcona Kora v Kem uameneno
(£ nPABUNA IOCTYIIA SOCKSS
Roctyn 1 1022028 Tioboe CBR3aTh aBTOMaTMYEC. admin ao
1022029 13.03.2024 13:17
1022030

. admin
Rocryn2 060 1060 Hiuero He fenatb

2 a
& OwbTpaums coepvHenni 13032024 13:18 ao

| o o 20/cp. v

<2 KOHTEHTHASI OWIBTPALMS

(& NPOBEPKA 110 NOAUTUKE

55 BHEWHVE NOAKIIONEHUS

& OBbEKTbI NOMATHKM

{9 cnPABOYHMKM

=7 WABTIOHbI
Puc. 6.25. Cnoun npaBun nonutukn «floctyn 6e3 ayteHTUcbmkaunm»

B Ta6n.6.16 nepeuncneHol atpnbyTbl AN OPMUPOBAHNSA NPaBWI MNOSIUTUKN.

Tabn. 6.16. OnucaHue atpudbyToB cnos «[doctyn 6e3 ayTeHTU(pUKaLun»

Has3BaHue aTpubyTta OnucaHue 3HayeHue
OcHoBHbIE
HassaHue HassaHuve npasuna BBoguMbIi BpyYHYHO TeKCT. MakcumanbHbI pasmep
BBEJEHHOro TeKCTa He AormkeH npesbiwartb 200 cumBo-
nos
KommeHTapumn [ononHutensHble cBefeHus |BBoaumbil BpydHy0 TekCT. MakcumanbHbin pa3mep
0 npasune BBELIEHHOTO TEKCTa He JomkeH npeBblwats 500 cumBo-
nos
Mpuoputet MpuopuTeT BbINoNHeHNs Npa- | MakcMManbHbIn pasmep BBEAEHHOMO 3HAYEHWS He npe-
BMna BbILLIAET KOMMMYECTBO NPaBuI

He ayteHTnduumpoBarts |[encTteue, kotopoe OyaeT|3HadyeHne MOXHO BbIOpaTh B paCcKpbIBaOLLEMCSH CMMCKE:
n NMPUMEHEHO K OOBbEKTY No pe-
3ynsratam NPOBEPKM YCNoBUiA | © Huyero He penatb (3HayeHue M0 yMOMYaHur) —
npaBuna Solar webProxy no3Bonut HacTpouTb JOCTYN K BEG-
pecypcy 6e3 ayTeHTUdUKkaumm 4ns UICTOMHUKA 3anpo-
ca.

e CBfA3aTb C NepcoHoOM aBTomaTuyecku — Solar
webProxy BbINOAHUT criegytolime 4encTBuS:

onpegenut |IP-agpec nctovHuka 3anpoca;

BbIMOMHWT Nouck aaHHoro |IP-agpeca, cpaBHMBas
C AaHHbIMM NepcoH 13 flocke. ECnn NCTOYHUK He
GyaeT HalaeH, cucTeMa COXpPaHUT ero Kak Heas-
TOPW30BaHHOIO MOMNb30BATENS, a Takke NpeaocTa-
BUT gocTyn 6e3 ayTeHTUdMKaumm;
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Has3BaHue aTpubyTta OnucaHue 3HayeHue

e CpBsA3aTb C NepcoHon BpYyU4Hyr — Solar webProxy
COonocTaBuUT AaHHble NCTOYHWKA C AaHHbIMU NMEePCOHblI,
yKa3aHHON B NpaBure BPYYHYK agMUHMCTPAToOpOM
6e3onacHocTu. Npu 3anpoce AOCTyna OT UCTOYHMKA
cucTemMa CBSKET JaHHble C nepcoHon n3 [locke, a
TaKKe NpeaocTaBuT emy AocTyn 6e3 ayTeHTudukaumm

[NepcoHa MepcoHa n3 focbke, ¢ koTo-|lMepcoHa, Buibupaemas 13 flocbe. B npouecce BBOAa
poui ByneT cBA3aHa ayTeHTU- [ TekcTa oTobpa)kaeTcs CMCoK NePCOH, COBMaAaroLLMX Mo
dukaums. ATpubyT CTaHOBUT- |BBEAEHHOM Habopy CUMBOMOB

€S BUOUMbBIM, ECIN B NpaBurne
yKa3aHo, 4TO Heobxoaumo
BPYYHYIO CBS3aTb AaHHble O
nonb3oBartene C MepCOHOW,
CYLLECTBYIOLLEN B CUCTEME.
Mpw BLIGOPE NEPCOHBI aBTOMa-
THU4ecKkn otobpasnTtcs rpynna
NMepCoH, B KOTOPOW OHa COCTO-
uTt

McTouHMK Agpec oTnpaButens nakeToB |IP-agpec/amanasoH IP-agpecoB MCTOYHUKA 3anpoca nnm
Macka noaceTu

O6Lwme npuHUUNbl paboTbl C NpaBuIaMmn 3Toro cros (KonMpoBaHue, pegakTupoBaHme n T.4.)
onncaHbl B pasgene 6.4.2.

6.5.1.2.2. dunsTpaumusa coeguHeHNN

Crnion ®uneTpauma coeauMHeHun npeacrasnsdet cobon Habop NpaBun M UCKMAOYMEHU ONd
ynpasneHusa goctynamu no npotokony SOCKSS5. dunstpauns MOXeT BbINONHATLCSA NO cogep-
XUMOMY 3anpocoB (Hanpumep, UCTOYHKKY, HasHadeHuto, metogy SOCKS5 n 1.4.).

Solar webProxy =

Hacrpofiu Vimnopt 3cnopr Monutuka / Npaeuna goctyna SOCKS5 / Guastpaums coeuenni /1 @ NipimesiTs nonTky

£ MEXCETEBOVI 9KPAH Coagams npasuno .M. Q| Hacrpoiiva Kononox
#[]> ®unbrp TpansuTHoro TpadMKa Konuuecreo 0 Konuyecrso 2

Hasnavenme KOra v Kem U3MeHeHo

I ®unstp Bxomswero Tpagia Ha3satme ReiicTaun VcToutmK

admin

Rule-S0CKS > Tiobo# Nioboe
1203.2024 20:47

£f]: ®unbTp ucxopswero Tpacuka
admin

Rule-S0CKS2 Tio6oR Toboe
1203.2024 20:47

> Tpancnsiuus apecos
Beero 2 Crpon

E,‘ MPABWIIA IOCTYNA SOCKSS
£, Docryn 6e3 ayTentucpuaumn
& ounbTpaums coepuHeuin
1
%2 KOHTEHTHAS OUNbTPALINA

B Hocryn 6es ayTentucpukaum

£[l: Mapwpymusauvs coepurennii
Puc. 6.26. Cnon npaBun NonUTUKu «PunsTpayus coeguHeHUm»

B Tabn.6.17 nepevncneHbl atpnbyTbl ANt GOPMUPOBAHUS NPABUI N UCKITHOYEHNIA.

Tabn. 6.17. OnucaHue aTpubyTOB NpaBUIT U UCKITHOYEHUN crnoa «PunbTpauus coeguHeHnn»

HasBaHue aTpubyTa OnucaHune 3HavyeHue

OcHoBHble aTpubyThl
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HasBaHue aTpubyTta

Hassanue

OnucaHue

HasBaHue npaBuna w/vnu uc-

KInoveHnqa

3Ha4yeHue

BBognmbIi Bpy4Hyto TekCT. MakcumanbHbIn pasmep
BBEAEHHOIo TEKCTa He AomkeH npesbiwatb 200 cumeo-
noe

KommeHTapui

,D,OﬂOﬂHVITeJ'IbeIe ceBefeHua o
npasune W/Mnn NCKNoYEeHUN

BBognmbIi BpyYHyto TekcT. MakcumanbHbIn pasmep
BBEEHHOIo TEKCTa He AormkeH npesbiwatb 500 cumso-
nos

Mpnoputet

Mp1opUTET BLIMNOINHEHWS MPaBU-
na

MakcumanbHbIn pasmep BBELEHHOIO 3HAYEHMA He
npesBbIlaeT KoOJIN4eCTBO NpaBui

DencTt

BUA

OcHoBHoe

OcHOBHOEe fencTteue, KoTopoe
OyOoetr npuMMeHeHO K OObekTy
nocne cpabaTbiBaHuNs NpaBuna

3HayeHVe MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNNCKE:
PaspelumnTb 3anpoc (3HauyeHue rno yMon4aHuro);

3abnokunpoBsatb

[ononHutenbHbIe

[ononHutenbHble  OENCTBUS,
KoTopble OyayT NpUMMEHEHbI K
06bekTy nocne cpabatbiBaHWs
npasuna

3HayeHne MOXHO BbIGpaTh B packpblBatoLLEMCS CnvcKe
(no ymonuaHuio He 3afaHo):

He xypHanupoBartb;

YBegoMutb

Ycnosusi

MNcTouHuK

Agpec oTnpaBUTENs NakeToB U
NepcoHbI/rpynnbl MEPCOH U3
Hocbe. [N nctovHmka, ykasas-
HOro B UCKIOYEHMM, bunbTpa-
LSl 3arpoCOoB BbIMNOMHATLCS HE
oynet

3Ha4yeHne MOXXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLWLEeMCA CNnUckKe:

MepcoHa n3 flocke;

pynna nepcoH 13 [locke;
HeayTeHTMdULMPOBaHHbLIV NONb30BaTENb;
OpamnHouHbIn IP-agpec;

[Owana3soH IP-agpecos;

Macka nogcetu IP-agpecos;

«JTtobo» (3HadeHue Mo ymonyaHur)

HasHna4veHne

Afpec HasHayeHus 3anpoca

3HayeHne MOXHO BBECTU BPYYHYIO UMK BbiOpaThb
pacKpbIBaloLLEMCS CTUCKE:

OpanHouHbIn IP-agpec;
IP-gnanasoHbl;

Macka nogcetu IP-agpecos;
[owmeH;

Cnuncok pecypcos;
KaTeropuu pecypcos;

«JTiob6oex» (3HayeHue o yMonyaHur)

PacLumpeHHble HacTporku

Metoabl SOCKS5

MeTon nepefayv naketoB Mo
npotokony SOCKS5

3HaveHne MOXHO Bbl6paTb B pacKpbliBaloLLEeMCaA Cnncke:

He 3apaHo (3HayeHue no yMonyaHur);
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HasBaHue aTpubyTta OnucaHue 3HayeHue
o CONNECT - HoBOE coeanHEHNEe C yKa3aHHbIM aa-
PECOM Ha3Ha4eHus:;

o BIND - co3gaHue HOBOroO CEpPBEPHOro coketa u
nepeaava ero nonb30BaTento;

o UDP_ASSOCIATE — co3gaHne HOBOro CEpBEPHOro
coketa UDP.

Ecnun 3Ha4eHune He Bbl6paHO, npu npuMmeHeHnn NoNNTn-
KN 6y/J,yT npoBepeHbl BCeE MeToAbl.

MopTbl Homep (omanas3oH HomepoB)|Yucno (MeHble 65536), cnncok nnu ananas3oH HaTty-
noptoB TCP, BkmtoYeHHbIX B |panbHbix Ymicen. MoxHo Bbibpath He 6onee 50. NepBoe
URL-agpeca 3anpocos 3HaYeHne AnanasoHa AOMMKHO ObITb MEHbLLE, YeM BTO-
poe
Pacnuncanus Pacnuncanue BeinonHeHns npa- [ 3HayeHve MOXHO BbIOPaTh B pacKpbiBatoLLLEMCH CNCKE,
BMna KOTOPbIM COOEPXUT NepeveHb CO3AaHHbIX B cucteme
o6bekToB nonutukn Pacnucanus. MoxHo BbiGpaTth He
6onee 20.

MoppobGHee o pacnucaHusix cMm. B pasaene 6.5.4.4

Jinmutbl ucxopsuiero | Paspeluaembii 06bem nepena- | 3HayeHne MoxHO BbIOpaTh B paCKpbIBaOLLEMCS CIUCKE,
Tpaduka Baemoro Tpaduka KOTOPbIA COOEPXKUT NEepeYeHb CO3AaHHbIX B cUCTeMe
06bekToB Monutukn JiIumutbl Tpacmka. MOXHO Bbl-
OpaTb TONbKO OOHO 3HaYeHMe.

JIumunTel BXOAALLErO Tpa-

duka

MogpobHee o numnTax Tpaduka cm. B pasgene 6.5.4.3

lMepeyeHb OencTBuin, KOTOPbIe MOXHO MCMOSb30BaTh NPY (hOpPMUPOBaHUK NpaBuia UM UCKIo-
YeHus, npmBeneHbl B Tabn.6.21.

Tabn. 6.18. OnucaHne gencTeBumn

HasBaHue pencrTBus OnucaHue

OcHoBHble

Pa3pelunTb 3anpoc Solar webProxy paspeLumT coeaMHeHe NCTOYHKKA C 3anpaluvMBaeMbiM BEG-pECYpPCOM.
[Ons atoro gencteus ykaxute URL cTpaHuubl Be6-pecypca.

3abnokvpoBaTtb Solar webProxy 3aGnokvpyeT JocTyn K 3anpalumMBaeMoMy pecypcy. [ns atoro aen-
CTBVsI BblbepWTE LWaGnoH GNOKMPOBKY 13 CyLLIECTBYIOLLIErO CvcKa.

MpumeyaHune

U3-3a ocobeHHOocmel cepauca wabrioH 6710KUPOBKU 8 HEKOMOPbIX CrTyYasix
MoxXem He omobpaxamhbCsi.

Mpu nepegaye AaHHbIX NO LWNEGPOBAHHOMY KaHary, Hanpumep, Npyu UCNoNb30BaHWUK
npotokona HTTPS, wabnoH 6rokMpoBKU CTpaHUL, HE NCMOSb3YETCS.

[JononHutenbHble

He >xxypHanupoBatb [aHHble 3anpoca, yooBNeTBOPSIHOLLEro YCNOBMAM NpaBuna, He OyayT 3aperncTpmpo-
BaHbl B XKypHane 3anpocoB Solar webProxy.

YBegomnTtb Solar webProxy otnpaBut email (coobLieHMe 3NEKTPOHHOM MOYTbI) O KakoM-nnbo
AencTBMK, NPoM30oLLEALLIEM B cCUCTEME. DTO yBedOMIIEHNE NofyyaT agMUHUCTPaTopsl
6e3onacHoCcTH, YbM agpeca SNEeKTPOHHOW NOYThl yKkasaHbl B npaswune. Ans aToro
Aencteums BblbepuTe WabnoH CTpaHuLbl YyBEAOMIIEHNS U3 CYLLECTBYIOLWEro Cnmcka
W1 co3ganTe CBON.
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MpumeyvaHue

Criou pazdena @unbmpauusi coeQuHeHull obpabambigaromcsi C8epPXy-8HU3. BHayarne npoeepsiromcsi
UCKITIoYeHUs ¢r1osl, a nomom rpasusia. Ecnu 3anpoc nonadaem rnod UCK/IHOYEHUs Crl0sl, Ha4Hemcst
nposepka UcKtoYeHuUl crnedyrou,e2o Ccrosl.

OO6wue npuHUMnbl paboTbl C NpaBunamMu U/ UCKMKYEHNSMU 3TOro crnost (KonMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgerne 6.4.2.

6.5.1.3. KoHTeHTHaa domnbTpaumsa

KoHTeHTHas cpunbTpaunsa npegHasHadeHa aAns KOHTpons AoCTyna nonb3oBaTenen K Beb-pe-
cypcam 1 3alLnTbl OT YTEYKN KOHUAEHUNaNsHON NHopMaLUunn.

C noMOLLbIO HAacTPOVKM NpaBui U UCKoYeHWI pasgena KoHTeHTHaa dhmnbsTpaumsa MOoXHO
peLwwnTb creayoLwime 3agayn:

paspellatb goctyn 6e3 ayteHTUdUKaLUn K onpeaeneHHbIM pecypcam;
HacTpaumBaTb OUNLTPaLMIO UCXoOsLEero Tpaguka,
BCKpbIBaTb HTTPS-Tpaduk ons ganeHenwero aHanunsa;
nepeHanpaenaTb Tpaduk no npotokony ICAP ons npoBepku aHTUBUPYCOM,;
HacTpavBaTtb (hunsTpauuio 3anpocoB/OTBETOB MO COAEPKUMOMY 3anpocoB;
OrnokupoBatb 3arpy3ky dansos.
6.5.1.3.1. O6paboTKa WKncpoBaHHbIX U He3aWNPOBaHHbIX COEOUHEHUN
6.5.1.3.1.1. O6paboTka ctaHaapTHbIX HTTP-coo6LeHumn

Solar webProxy moxeT obpabatbiBatb HT TP-coobLueHusi, koTopble ncnoneytot HTTP-meToabl,
npegHasHadeHHble Ana oomeHa HTTP-coobLweHnsaMm mexay KIMeHToM 1 BeG-cepBepom, Ha
KoTopom XxpaHuTtcsi Beb-pecypc. Cxema obpabotkm HTTP-coobwennn B Solar webProxy
oTobpaxeHa Ha pucyHke Puc.6.27.
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Puc. 6.27. Cxema o6pabotkm ctaHgapTHbix HTTP-coo6LeHunn
Hymepaums Ha pucyHKe COOTBETCTBYET crieayowmm atanam odpabotku HTTP-coobweHun:
MNMonb3oBatenb 3anpawmBaeT AOCTYN K pecypcy, 3anpoc nepefaercsa Ha NpoKCU-cepsep.

Solar webProxy nposepsieT BeG-pecypc No KpuTepusam npaBui U UCKIOYEHUI pasgena
KoHTeHTHas cdunbTpauums.

3anpoc npoeepsieTca npasunamu/mcknodeHnamm cros MNMepenanpaesnenue no ICAP Ha
Hanuuue yrpo3s. lNocne aToro Nnpoeepka 3anpoca BbINOMHAETCS NpaBunamMu/UCcKnioYeHnsIMm
cnosi dunsTpaums 3anpocos.

Ecnu B cnoe ®unbsTpaumsa 3anpocoB 415 3anpoca BbINONHAETCA NpaBuio ¢ 4ENCTBUEM:
3abnoknpoBaTtb — Nonb3oBaTento oTobparkaeTcs cTpaHMua GrnokMpoBkM Bed-pecypca;
MepeHanpaBuTb — Norb3oBaTtenb byaeT nepeHanpaeneH Ha 3agaHHbii URL-agpec.

Ecnun B cnoe ®dunbstpauus 3anpocoB 14 3anpoca BbIMNOMHAETCA NpaBumno ¢ 4eNCTBUEM
Pa3pewunTb, TO 3anpoc nonb3oBaTens nepegaercs Ha Beb-cepsep.

Mony4yeHHbIN OTBET OT BEO-cepBepa npoBepseTcd npasunamu/uckrodeHnsamm cnoes MNepe-
HanpaBneHune no ICAP (oTBeThl) 1 PunbTpauma oTBeToB. [1py OTCYTCTBMM YIpo3 U 3a-
npeLLeHHbIX OTBETOB MNPOKCU-CepBeEp nepedaeT OTBET OT Beb-cepBepa Ha KoOMMbOTEP
nonb3oBaTtens.

Tpaduk nepenaetcs B HezalumdposaHHoM Buae. C Takoro Tpadmka 3royMbILLNEHHUK MOXET
nepexeaTuUTb AaHHbIE MPW NOMbITKE HECaHKLMOHNMPOBAHHOMO AOCTyNa.

6.5.1.3.1.2. O6paboTrka CONNECT-3anpocoB

Mpun nonbITke NONy4YNTb AOCTYN K BED-pecypcy no npotokony HTTPS komnboTep nonb3oBaTens
otnpaensaeT Ha Solar webProxy CONNECT-3anpoc Ha coeanHeHne ¢ Beb-cepeepom. [ocne
obmeHa napameTpamu WndpoBaHns 1 cepTudmkatamm 6€3onacHOCTU MEXAY KOMMbIOTEPOM
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nonb3oBartens n Be6-cepBepoM yCTaHaBNMBAETCA TYHHENMPOBAHHOE 3aLLULLEHHOE COeanHEHME
no npotokony TLS. BHyTpu 3TOro TyHHenNs KnMeHT u Beb-cepeep obmeHmBatotcd HTTP-coo6-
LLIEHNSIMK C MCNonb3oBaHMeM cTaHgapTHbIX HTTP-meToaos.

O6paboTka WwndpoBaHHbIX coeanHeHur B Solar webProxy npeacraeneHa Ha pucyHke Puc.6.28.
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Puc. 6.28. Cxema wndpoBaHHbIX COeAUHEHUN

Hymepaumsa Ha pucyHke COOTBETCTBYET crieaytolmm atanam ob6paboTkm wmngpoBaHHbIX CO-
eOVHEeHUN:

1. Komnbtotep nonb3osatenst npu nomowm CONNECT-3anpoca 3anpawumBaeT y MNpPOKCU-
cepBepa opraHusaumio 3amdpoBaHHOMO KaHarna cBa3n ¢ BeO-CepBEPOM.

2. Solar webProxy nposepsieT BeG-pecypc No KpuTepusam NpaBuil U UCKIOYEHUIN pasgena
KoHTeHTHas comunsTpaums.

3. 3anpoc nposepsieTca npasunamu/mcknodeHnamm cnosi NepenanpaeneHue no ICAP Ha
Hanu4yme yrpo3. lNocne aToro npoBepka 3anpoca BbINOMHSAETCS NpaBuiamMu/MCKNOYeHNSIMU
cnosi dunbTpaumsa 3anpocoB.

4. Ecnu B crnoe ®unbkTpauus 3anpocoB Arls 3anpoca BbINOMHAETCS NpaBuio ¢ AeACTBUEM:
e 3abnokupoBaTb — Mnonb3oBaTento oTobpaxaeTcsa cTpaHuua 6nokMpoBkM BeG-pecypca;

o [lepeHanpaBuTb — coeguHeHne o06pbiBaeTcs. [Nonb3oBaTtens He ByaeT nepeHanpasneH
Ha 3agaHHbIn URL-agpec.
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Ecnun B cnoe ®unbTpauusa 3anpocoB A 3anpoca BbINOMHAETCA NpaBuio ¢ 4eNCTBUEM
PaspewuTb, TO0 Solar webProxy nepegaer CONNECT-3anpoc ans dopMmmpoBaHus atumndg-
POBaHHOIO KaHana CBA3MW.

Mpu ycnewHou npoeepke CONNECT-3anpoca no kputepusm npasuni 1 UCKIoYeHW pasgena
KoHTeHTHas c¢mnbrpaumsa Solar webProxy dopmupyet 3aimdpoBaHHbIA KaHan cBA3n
MeXay KOMMbITEPOM Mofb3oBaTens u Beb-cepeepom.

BHyTpw® 3aumgpoBaHHOro KaHana cBa3n KOMMNbTEP Nonb3oBaTtenst obMeHmBaeTcs ¢ Beb-
cepsepoM HTTP-coobuweHnsimu. MNpu atom Solar webProxy He MOXeT nony4ntb 4OCTynN K
3TMM COOBLLEHNAM N OCYLLECTBUTb KOHTEHTHbIV aHanma.

OtBeT BeG-cepBepa nepenaetcs no 3almndpoBaHHOMY KaHary Ha KOMMbOTEP Nonb3oBaTens
6e3 NpoBepkM MpaBuUil KOHTEHTHOW cunbTpauun. 3TO MOBbILLAET PUCK MOCTYNMEHUs Ha
KOMMbOTEP Monb3oBaTens Tpaduka ¢ yrpo3amu.

MpumeyaHue

B 3awugposaHHOM KaHarne npu nepedede mpaghuka 6e3 npoeepKu rnpasusi KOHMEHMHOU gusib-
mpayuu 8 crosix @unbmpayus 3anpocos U Punbmpayusi omeemoas 8 rpasusiax/UcKito4eHUsIX
He 6ydym yyumbigambcsi napamempsi Tun ¢hatinoe, Pasmep ¢hatinoe, 3azonoeok, Memod u
Knrodesnie criosa. Takxe He 6yOym ompabambleambcs nipasgursia Oris nepeHarpaerneHus 3arnpocos
u omeemos Ha ICAP-cepsep.

BHyTpK¥ 3awimdpoBaHHOrO KaHana 3rnoyMbILLNIEHHUK HE MOXET NepexBaTuTb AaHHbIE Mpu
NOnNbITKE HECAHKLMOHMPOBAHHOIO AOCTyna.

Solar webProxy MoxeT obpabatbiBaTb Tpaduk 3almnpoBaHHOIO KaHasna npu HacTponke
npasun cnosa Bckpbitne HTTPS (ons pacwudpposkn TLS/SSL-coegmHenuin). ObpaboTka
LWNPPOBaHHbIX COEANHEHNIA HACTPOeHHbIX Npasun Bekpbitne HTTPS npeacrasneHa Ha pu-
CyHKe Puc.6.29.
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Puc. 6.29. Cxema wndpoBaHHbIX coeauHeHun ¢ npasunavm Bekpbitne HTTPS

Hymepaumsa Ha pucyHke COOTBETCTBYET crieaytoLlmm atanam obpaboTkm wmngpoBaHHbIX Co-
eauHeHun npu Hanuyuumn npasun Bekpbitue HTTPS:

1.

Komnbtotep nonb3osatens, npy nomowm CONNECT-3anpoca, 3anpawwmsaetr y Solar
webProxy cosgaHve wngpoBaHHOro kaHana cBa3u ¢ Beb-cepBepom.

. Solar webProxy npoBepsieT 3anpoc no KpUtepusim npaBui U UCKNtodeHn pasgena KoHTeHT-

Hasa punbTpaums.

. 3anpoc npoeepsieTcs npasunamu/mckniodeHnsmmn crnos MNepeHanpaeneHmne no ICAP Ha

Hanuyue yrpo3s. lNocne aToro Nposepka 3anpoca BbINOMHAETCA NpaBUnaMn/cKnioYeHnsSMm
cnost dunsTpaums 3anpocos.

. Ecnu B cnoe ®unsTrpauus 3anpocoB Arls 3anpoca BbINOMHSAETCA NpaBuio ¢ AeiCTBUEM:

o 3abnokupoBaTb — Nonb3oBaTemNto oTobparkaeTcsa cTpaHuLa BnokupoBku Beb-pecypca;

o [llepeHanpaBuUTb — coeguHeHne o6pbiBaeTcs. [Nonb3oBaTtens He ByaeT nepeHanpasneH
Ha 3agaHHbIn URL-agpec.

. Ecnn B cnoe ®dunbtpaumsa 3anpocoB 514 3anpoca BbIMOSHAETCA NpaBuno ¢ 4ENCTBUEM

Pa3pewunTsb, To Solar webProxy nepegaetr CONNECT-3anpoc Be6-cepBepy ans hopmmnpo-
BaHMs1 3alIMPPOBAHHbLIX KAHANOB CBSA3N.

. Mpwn ycnewHon npoeepke CONNECT-3anpoca no kputepusim NnpasBuIt U UCKITKOYEHUI pa3aena

KoHTeHTHaa dunbrpauma Solar webProxy dopmupyeT WndpoBaHHLIN KaHan CBA3U
Mexay KOMMbOTEPOM MONb3oBaTeNst U NPOKCU-CEPBEPOM, N LUMPPOBAHHBIN KaHar CBSA3M
Mexay Npokcu-cepsepoM 1 Beb-cepBepomM.
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7. BHYTpUY WndpoBaHHOIO KaHanoB CBA3M KOMMblOTep nornb3oBaTens obmeHnBaeTcs ¢ Beb-
cepsepom HTTP-coobeHnamn. Solar webProxy nony4aer 4oCTyn KO BCeM nepeaaBaemMbiM
AaHHBIM U MOXET NPUMEHATb KOHTEHTHbIN aHanms.

BHumaHue!

3anpockl u omeemsi Mexdy Solar webProxy u eHewHum ICAP-cepgepom nepedaromcsi 8 OMKpPbLIMOM
sude.

8. Solar webProxy nposepsieT BeG-pecypc No KpuTepusam NpaBuil U UCKIOYEHUI pasgena
KoHTeHTHas counsTpaums.

9. 3anpoc obpabatbiBaeTcs npasunamu/mcknodeHmamm cnogd NepenanpaenexHue no ICAP
Ha oTcyTcTBuMe yrpo3. [locne aToro NpoBepka 3anpoca BbINOMHAETCA NpaBunaMm/ucknoye-
HUsIMK cnost PunbTpaLma 3anpocoB.

10 Ecnu B cnoe ®dunbsTpaums 3anpocoB A4 3anpoca BbIMOSHAETCA NpaBunio ¢ 4ENCTBUEM:
o 3abnokupoBaTb — Mornb30oBaTento otobpaxaercs cTpaHunua 6rnoknposku Beb-pecypca;
o [lepeHanpaBuTb — nonb3oBaTenb byaeT nepeHanpasneH Ha 3agaHHbii URL-agpec.

1. Ecnun B cnoe ®unbTpauusa 3anpocoB /14 3arnpoca BbIMOSHAETCA NpaBuo ¢ 4ENCTBUEM
Pa3pewunTb, TO 3anpoc nonb3oBaTens nepegaercs Ha Beb-cepsep.

12 Mony4eHHbIN OTBET OT BED-CepBEpa NpoBeEpPSETCS NpaBunaMmm/ncknioveHmamm crioes Mepe-
HanpaBneHune no ICAP (oTBeThl) n PunbTpauma oTBeToB. [1py OTCYTCTBMM YIpo3 U 3a-
npeLeHHbIX OTBETOB MPOKCU-CepBep nepepaer OTBET OT Beb-cepBepa Ha KOMMbOTEP
nonb3oBaTtens.

13 BHyTpI/I LIJI/ICprBaHHOFO KaHanoB 3MOYyMbILWNEHHUK HE MOXET nepexBatuTb AaHHble npu
nonbiTKE HECaHKUMOHNPOBAHHOIO AO0CTYyNa.

6.5.1.3.2. NocTyn 6e3 ayTeHTUdMKaLmm

Cnon [octyn 6e3 ayteHTudukauum npeacraenser cobor Habop npaBui MCKIOYEHWUS
ayTeHTUduKaLmmn, KoTopble 3a4atoTca ANg NPUIOXeHWU 1 Nonb3oBaTenen, He NogaepXmBato-
wmx NTLM n/vnun Kerberos-ayTeHTumKaumo, HACTPOEHHYO B cucteme. OTOT Cnow Heobxoaum,
4yTOObI paspeLlatb 4OCTYN B UHTEPHET ANSA HeayTeHTUMULMPOBaHHbIX NOfb3oBaTeNemn u/mnm
NPUNOXEHUIA.

HacTpoiiku Wmnopt JwcnopT MonuTvka / KoHTeHTHas dwistpaumsn / Joctyn 6e3 ayteHmdmkaumn @ TIpAMERITE NOATHRY
@ MBHKCETEBOW 3KPAH Co3path npasuio TMomnck Huio, Ne_ Q HacTpofiKa KoNoHoK

KOHTEHTHARA OUABTPALMA Hazganne WcTouHmuK HazHaueHne He ayTeHTMpHUMpoBaTs 1 Mepcosa  fdon. B

0OGHOBNEH_ 1022028 TNioGoe CeA3aTb aBTOMATHUECKH = (] E[—| o
1032026

) Nloctyn 63 ayTeHTHdMKaLMn
& Hoey e 103.2033

E,E BekpoiTve HTTPS TioGoi Huuera He penath @ Jo

@ lNepenanpaenexne no ICAP

Puc. 6.30. Cnoun npaBun nonutukn «ocrtyn 6e3 ayteHTUdUKaLum»

B Tabn.6.16 nepevncneHbl atpnbyTbl Anst OPMUPOBAHUSA NPaBUI NOMUTUKN.
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Tabn. 6.19. OnucaHue aTpubyToB crosa «[Joctyn 6e3 ayTeHTU(UKaLMN»

HasBaHue atpubyTa OnucaHue 3HayeHue
OcHoBHbIE
HassaHue HassaHuve npasuna BBoauMbIi BpYyYHYHO TeKCT. MakcumarnbHbI pasmep
BBEJEHHOro TeKcTa He AormkeH npesbiwatb 200 cumBo-
nos
KommeHTapumn [ononHutensHble cBefeHus |BBoaumbl BpydHYy0 TekcT. MakcumanbHbln pa3mep
0 npaBune BBELIEHHOTO TEKCTa He oMmkeH npesbiwaTs 500 cumBo-
nos
Mpuoputet MpuopuTeT BbINoNHeHNs nNpa- | MakcMManbHbIN pasmep BBEAEHHOINO 3HAYeHWs He npe-

BUna

BblILLAET KOJIMYECTBO NnpaBui

He ayteHTnduumposatb
n

HenctBne, kotopoe Oyget
NPYMEHEHO K 0OBLEKTY Mo pe-
3ynsTatam NpoBepKX YCIOBUIA
npasuna

3HayeHne MOXHO BblOpaTh B pacKpbIBaOLLEMCS CNCKE:

Hu4ero He genatb — Solar webProxy no3sonuT Ha-
CTPOUTb AOCTYN K BEG-pecypcy 6e3 ayTeHTudmkaumm
0N UCTOYHMKA 3anpoca.

CBA3aTb C MEepPCOHOM aBToOMaTuM4yecku — Solar
webProxy BbINONHWT cnegytoLine 4encTeus:

onpenenut IP-agpec UCToYMHUKa 3anpoca;

BbINOMHMT NOUCK AaHHoro IP-agpeca, cpaBHMBas
C LaHHbIMM NepcoH 13 [locbe. Ecrnv NCTOYHMK He
Oyoet HanmgeH, cuctema COXpaHuUT ero Kak Heas-
TOPM30BAHHOIO NONb30BATENS, a TakkKe NpeaocTa-
BUT goctyn 6e3 ayTeHTndnkaumu;

CBsisaTb C NEPCOHOW BPYYHY (3HayeHue [0
ymondaHuro) — Solar webProxy conoctaBut gaHHble
WCTOYHMKA C AaHHBIMW NEPCOHbI, YKa3aHHOW B NpaBu-
ne Bpy4Hy0 agMuHucTpaTopom 6e3onacHocTy. Mpu
3anpoce JOCTyna OT WUCTOMHMKA cucTema CBSHKeT
[AaHHble ¢ nepcoHol 13 [locke, a Takke NpefocTaBuT
emy goctyn 6e3 ayTeHTudmKauum

MepcoHa

MepcoHa n3 focbe, ¢ KOTO-
pown ByaeT cBsi3aHa ayTeHTU-
dukaums. ATpnbyT cTaHOBUT-
C4 BUAUMbIM, eCnn B Npasune
yka3aHo, 4to HeobxoaMmo
BPY4YHYIO CBSA3aTb [aHHble O
nonb3oBartene C MepCOHOW,
CyLLleCTByIOLLEN B CUCTEME.
[Mpw BLIGOPE NEPCOHbI aBTOMa-
TUYECKM OTODpasnTcs rpynna
NepCoH, B KOTOPOM OHa COCTO-
nUT

MepcoHa, BbIObMpaemas n3 flocbe. B npouecce BBoga
TeKcTa oTobpaxaeTcsi CMMCOK NePCOH, COBMaAatoLLmX No
BBEAEHHOM Habopy CMMBOOB

NcTouHUK

Appec oTnpaBuTENS NaKkeToB

IP-agpec uctovHmka 3anpoca.

HasHnauveHne

Afpec HasHayeHus 3anpoca

3Ha4eHne MOXHO BBECTU BPYYHYIO UIn Bbl6paTb B pac-
KpbiBakoLLEMCA CMUCKe:

OpuHouHbIn IP-agpec;
IP-ananasonsl;
Macka nogcetu IP-agpecos;

Cnucok pecypcos;
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Ta AaHHbIX

HasBaHue atpubyTa OnucaHue 3HayeHue
e Karteropumn pecypcoB (HaxmuTte MNMokasaTb AepeBo,
4yTOObI NPOCMOTPETL MOMHBLIV MEPEYEeHb KaTeropumn
pecypcos);
e Ycnosus Ans Ha3Ha4YeHus;
o «Jlloboe» (3HayeHue Mo yMon4aHuro)
JononHutensHble
MpoTtokon [MpoTtokon nepegayn gaHHbIX [ 3HaYeHMe MOXHO BBECTU BPYYHYHO Unu BbibpaTh B pac-
KpbIBaOLLLEMCS CMUCKE:
o HTTP;
o HTTPS;
o FTP.
Ecnun 3HaueHwne He BbIGpaHO, Mpy MPYMEHEHUN NOMUTHKN
OyoyT NpoBepeHbI BCe NPOTOKONbI
MeTtoapl MeTtogpl npotokonos HTTP u |3HayeHne MOXHO BBECTU BPY4YHYIO Unu BbIOpaTh B pac-
FTP OVER HTTP KpblBaloLLLEMCS CMUCKe:
o CONNECT;
o COPY;
o DELETE;
e GET;
e LOCK;
e MKCOL;
e MOVE;
o OPTIONS;
o PATCH;
e POST;
o PROPFIND;
o PUT;
e UNLOCK.
Ecnu 3HayeHwne He BbIGpaHo, Npy NPYUMEHEHUM NOMUTUKN
OyayT npoBepeHbl Bce meToabl. MNogpobHee o meTogax
cm. B pasgene MNpunoxexue D, Memods: HTTP-npomo-
Kosna
MopTbl Howmep (amanasoH HomepoB)|Yuncno (MeHbLe 65536), cnncok unm ananasoH HaTypanb-
noptoB TCP, BkntoYeHHbIX B |HbIX Yncen. MoxHo BbiGpaTh He 6onee 50 wtyk. MNepBoe
URL-agpeca 3anpocoB 3HayeHve Anana3oHa SOMKHO 6bITb MeHbLLE, YeM BTOpOe
3aronosku CnyxebHble 3aronoBku nake- | 3Ha4eHne MOXHO BbIGpaTh B pacKpblBaOLLLEMCS CNCKE.

B aTOM cniicke oToGpakeHbl BCe YCIOBUS Ha 3arofioBKU,
cthopmmpoBaHHble B cucTeMe. MoxHo BbiGpaTh He Gonee
50.

MogpobHee o 3aronoskax cM. B pasgene 6.5.4.5
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Mpumep pelleHns 3agayn ¢ nomoLllblo cnos floctyn 6e3 ayTeHTUdbUKaumm npvsedeHsl B
pasgene 6.6.2.

O6Lwme npuHUUNbl paboThl C NpaBuIaMm aToro crnos (KoNMpoBaHue, pegakTupoBaHne n T.40.)
onucaHbl B pasgene 6.4.2.

Cxema paboTbl npaBun 1 ucknoydeHun cnos floctyn 6e3 ayteHTudMKaLmm nokasaHa Ha pu-
CYHKe 27272.

‘ Havano

OBpaboTka npaeun
cnoa «foctyn Bea
ayTeHTUDMEALMM

AyTeHTrdmkauma
OBpabotka yl'lﬂ.l'lb:] Dfa're#ﬂ
Mpogom«erue  €——— WCHMHOUSHUIA CroA ECTE M NPEEMNO Ha NONb30EaTENA? HACTDOSHHLIM
«Borpeme HTTPS» ;
METOL0M

Fy

Puc. 6.31. Cxema pabotbl cnos «octyn 6e3 ayTeHTUDMKaLum»
6.5.1.3.3. MapwpyTusaums coeamHeHUn

Crnoi MapwpyTusaumsa coeguHeHUn npencraensetr cobon Habop NpaBun U UCKHYEHUN
ANsi HACTPONKM NAapaMeTPOB UCXOOALLENO COEANHEHNS.

Hacrpoitku Wmnopr JKenopr Monutuka / KoHTeHTHas uibTpaumsa / Maplupytusaums coeiuHeHui TpUMeHUTL NOAUTUKY
}> TpaHCHALMS a|pecoB C031aTh NPaBuIo0 MOUCK N0 Ha3BaHMIO, Ne... Q HaCTpo#iKa KONIOHOK

<> KOHTEHTHAS OUJILTPALIUS Konuiecrso Y EEED

) JlocTyn 6e3 ayTeHTUMKaLMN HasBanue WUcTouHMK HasHauenue Korpa v kem uameneHo  poToKonbl NopTbl

admin
test
) _ Heaytent..  Jlioboe 18102023 17:50 HTTPS
{H MapuupyTusaums CoeiuHenui

admin

Rule 0
Heaytent..  Jlioboe 18102023 17:51

b“ BckpbiTue HTTPS

Bcero 2 CTpokiu
O MNepenanpasnenue no ICAP

& OunsTpaums 3anpocos

&> dunstpaums oteeTos

Puc. 6.32. Cnon npasun nonutuku «MapLipyTusaumsa coeauHeHUn»

B cnoe MapupyTusaumsa coeaMHEHUI MOXHO HAaCTPOUTL NpaBuna Ansa KOHTPONSA UCXOASALLEro
Tpaduka 1 yCTaHOBKM METOK Ansa obecneyeHnst JanbHenNLWero NpuopnuTeTHOro o6cnyxmeBaHms
Beb-Tpaduka.

B Ta6n.6.20 nepeuncneHbl atpnbyThl 4Nst POPMUPOBAHNS NPABU U UCKITHOYEHWIA.
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Tabn. 6.20. OnucaHue aTpubyTOB NpaBuUM U UCKIoYeHUn crnoa «MaplpyTusauus coeguHeHUN»

HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

HassaHue HassaHve npaBuna w/vnu uc-(Beogumbin BpyyHylo TekcT. MakcumarnbHbIi pa3mep
KItodeHns BBEAEHHOIo TEKCTa He AormkeH npesbiwatb 200 cumeo-
noB.
KommeHTapui [ononHuTensHble cBefeHns o|Beoanmbln BpyyHylo TekcT. MakcumanbHbIi pa3mep
npasune Wunm UCKNoYeHNM | BBEAEHHOTO TEKCTa He A0SMKeH npeBbiwaTse 500 cumBo-
nos.
Mpuoputet MpuopuTET BLINOMHEHNSA NpaBu- | MakcMManbHbIl pasMep BBEOEHHOMO 3HAaYeHUs! He
na npeBbILLAET KONMYECTBO NPaBUI
OcHoBHoe [evictBre, koTopoe OyaeT Bbl- | 3Ha4YeHME MOXHO BbIOPaTh B pacKpbIBaKOLLEMCH CNCKE:
NONHATLCSA NMPaBUIIOM
YCTaHOBUTL UCXOAALWNA agpec (3HadeHue Mo
YMOMYaHUHK);
OTnpaBuTb Ha NPOKCK-CEPBEP;
YctaHoBuTb MeTky DSCP (QoS).
MpumeyaHue
MosxxHo dobasumb Heckosrbko deticmeud (He
rnosmopsirouuxcsi) 8 npasusio. [ns amoeo
Haxmume KHoriky [Jo6asumb OoOMoJIHU-
menbHoe delicmeue.
McToyHmk Monb3oBarenb, rpynna nonb3o- | 3Ha4YeHne MOXHO BBECTU BPYYHYH unu BblOpaTb B
Batenen, |IP-agpec, OnanasoH [pacKpbiBatoLLEMCS CMIUCKE:
unu nogcetb |IP-agpecos, € ko-
TOPbIX ObIO  MHULUMPOBAHO MepcoHa u3s focke;
coegvHeHve. [N WCTOYHWKA,
YKa3aHHOTO B UCKITIOYEHUMU, Ipynna nepcox u3 flocke;
Tpadmk obpabaTtbiBaTbCa He o .
HeayTeHTUdMLMPOBaHHbLI NONb3oBaTerb;
Oynet
OpauHouHbIn IP-agpec;
[unana3soH |IP-agpecos;
Macka nogcetu IP-agpecos;
«JToboW» (3HayYeHue o ymMonyaHuro).
HasnaueHune Adpec HasHayeHus 3anpoca,|3HayYeHne MOXHO BBECTW BpYYHYK wunv BblbpaTb B
OTMPaBMNEHHOrO UCTOYHMKOM | pacKpbIBaOLLEMCS CIIUCKE:
OpaunHouHbIn IP-agpec;
[wana3soH IP-agpecos;
Cnnckn pecypcos;
Kateropus pecypcos;
[omeH pecypca;
Macka nogcetu IP-agpecos;
«JTroboe» (3HayeHue o ymMonyaHuro).
[ononHutenbHble
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HasBaHue aTpubyTta OnucaHue 3HayeHue

MpoTokon MpoTokon nepenayn AaHHbIX  [3HaYeHWe MOXHO BBECTW BPY4YHYH MNM BblbpaTb B
pacKpbIBalOLLEMCS CMNUCKE:

o HTTP;
o HTTPS;
o FTP.

Ecnu 3Ha4eHune He BbibpaHo, Npy NpUMEHEHUW NONUTY-
kn ByayT NnpoBepeHbl BCE NPOTOKOSbI.

MopTbl Homep (amanasoH HomepoB)|Yncno (MeHee 65536), cnncok unm ananasoH HaTypanb-
noptoB TCP, BKkmoYeHHbIX B[HbIX Yncen. MoxHo BblibpaTb He Gonee 50. lMNepsoe
URL-agpeca 3anpocos 3Ha4yeHue ananasoHa AoMKHO OblTb MeHbLUE, YEM BTO-
poe.
Y3en cdunstpauum HavmeHoBaHMWe y3na B knacte- |3Ha4yeHMe MOXHO BBECTM BPYYHYHO WM BbiGpaTb B
pe packpbIBaoLLEMCS CTUCKE.
MpumeyaHune

lpasuno ¢ deticmsuem 6ydem 8bIMOIHAMbLCS
MO/IbKO Ha yKa3aHHOM y3/ie, HO C pPOJ/ibio
Qunbmp KOHMeHMHo20 mpaguka u/unu
O6pamHbIl NpoKcu-cepeaep.

lpasurno He 6ydem 8bINoOAHAMbLCS, ecnu ¢ pa-
Hee QobaesrneHHo20 y3na ydaneHa porsib
Qdunbmp KOHMEeHMHo20 mpadpuka u/unu
O6pamHbIl NpoKcu-cepeep.

[NepeyeHb 4enCcTBUIN, KOTOPbIE MOXHO UCMONBL30BaTh NPU (hopMUPOBaHUK NpaBuia UM UCKIo-
YeHwus, npuBeneHsl B Tabn.6.21.

Tabn. 6.21. OnucaHue gencTBun

HasBaHue gencrBus OnucaHue

YcTaHoBUTb ncxoaswmi aa- | Solar webProxy nsmeHnsier ucxogswmim agpec naketa Ha agpec nHTepderica, ykasaH-
pec HOro B MpaBure, U NakeT OTNpaBnAeTcs C MHTepdelnica, KOTOPOMY MPUHAANEXUT
agpec. B none mMoxHO ykasaTb Bpy4Hy0 oguH IP-agpec nnm ogHy Macky noaceTy.
Mpn BBOOE HEKOPPEKTHOrO 3HA4YeHWst oTobpakaeTcsa noackaska [onycTuMbIn
c¢dopmar: IP (x.x.x.x) nnu CIDR (IP/xx)

MpumeyaHue

PekomeHOyemcs ucrnonb308ams ycriosue Y3en ¢punbmpayuu, ecriu UH-
mepabelicsl y3r08 hunbmpayuu Haxo0ssmesi He 8 00HOU Macke nodcemu.

Ecnu ucxodawux uHmepgelicog HECKOMbKO, O KOpPEKMHOU Mapupymu-
3ayuu Heobxodumo Hacmpoums rpasuna. [lns amoao 88birnosHuUme cre-
dyroujue KoMaHObI:

1. Omkpolime crnucok co3daHHbIX Npasusl, ¢ ykazaHuem mabrnuuy, 8 Komo-
PbIX OHU coOepxxamcs:

#ip rule
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HasBaHue gencrBus OnucaHue

YOanume HeakmyaribHble mabnuubl ¢ npagunamu:
#ip rule delete table <udeHmughukamop mabnuybr>
B mabnuyax ykaxume wirnirs;

#ip ro add default via <GW1> table <uGenmughukamop mabnu-
ubr>

#ip ro add default via <GW2> <table <udeHmudghukamop ma-
6nuybr>

20e <GW1> u <GW2> — |P-adpec w308

Lobasebme npasuna:

#ip rule add from <IP1> table <udeHmudgukamop mabnuybr>
#ip rule add from <IP2> table <udeHmudgukamop mabnuybr>

20e <IP1> u <IP2> — |P-adpec uHmepgelica

OTtnpaBuTb Ha Npokcu-cep-|Solar webProxy nepeHanpaBnsieT 3anpoc Monb3oBaTens 4Yepe3 BbILECTOSLNNA
Bep NpOKCU-CepBep, YKasaHHbIV B NpaBuie. Boibepute Nnpokcu-cepeep U3 CyLLECTBYOLLETO
cnvcka (Heobxogumo co3paTth 3apaHee B noppasgene BHewHue nogknroveHus >
Mpokcu-cepBepsbl).

NMpumeyaHue
Lnsa koppekmuot pabomsi MITM (eckpbimue HTTPS-mpacbuka Ha 8bilie-

CmosiweM rnpokcu-cepsepe) Heobxodumo dobasume cepmugbukam ebillie-
CmMosiue20 NMpoKcu-cepsepa 8 dosepeHHbIie cepmuchbukamsi Solar webProxy.

YctaHoButb MeTky DSCP|Solar webProxy no3sonsieT no 3agaHHbIM Kputepusm obpabatbiBaTb Tpaduk u
(QoS) ycTaHaenueaTtb MeTky DSCP ans obecneyenuns npuoputunsaumm obcnyxmsaHus Beb-
Tpacuka. Metky DSCP MoxHO BbibpaTb M3 packpbiBatoLlerocsi cnucka. NogpobHee
cM. B pasgerne 6.5.1.3.3.1

3anpoc byaet o6paboTaH nepsbiM NpaBuioM crost MapLupyT1sauus coeAMHEHUN, YCIOBUAM
KOTOPOrO OH YAOBINETBOPSIET, U HE OyAeT NPoBepATLCA OCTanbHbIMK NpaBuaMm Crios.

B pasgene CtaTtuctuka > XXypHan 3anpocoB MOXHO MOCTPOUTb OTHETbI O AENCTBUSX NPaBu
cnost MapLipyTusauma coeguHeHUM rno nepcoHam, no |IP nctoyHmka nnm no yanam unsrpa-
unn. B oTyeTe MOXHO NMOCMOTPETb, kKakoe npasuio cnos MaplpyTusauma coeguHeHumn
npMMeHunock K 3anpocy. [Anga atoro B punstpe KonoHku Bbibepute [lencTBme cnos mapLu-
pyTU3aumm coeguHeHUN.

O6Lwme npuHUMNbI paboTbl C NpaBuIaMmn 3Toro cros (KonMpoBaHue, pegakTupoBaHMe u T.40.)
onncaHbl B pa3gene 6.4.2.

Mpumep peLleHns 3agaym ¢ NOMOLLLIO NpaBusl 1 UCKITtoYeHu cnost MapipyTtusauuma coegm-
HEeHUW npuBeaeHbl B pasgene 6.6.6.
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Cxema paboTbl npaBun 1 UcknodeHun cnos MapwpyTusaumsa coegMHEHUM NokasaHa Ha
pucyHke Puc.6.33.

Mpogon:xexne

v

ObpaSoTka
MCKIFOYEHMI CrosA
«MapwpyTrzaums

COEMHEHMIT:

!

QgpaSoTka npasun
croA
eMapwpyThiauma
COEOMHEHWIAS

a CBpabotka
MCkMiHeHui cnos  ——»  Mpogonsetne
«Bekpoimue HTTPS:

F

Het
ION3a3eT NW 23NPoC NOL WCKNHOUEHNA

Het

Monager nu 3anpoc nog,

"WCTAHOBMTE MCXOZALMA agpec”
AN
"¥eTaHoBMTE MeTky DSCP (QoS)"

"OTNpaEWTs Ha NpoKCK-cepeep™

Kakoe gefcTene
B Npaeune?

Puc. 6.33. Cxema paboTtbl cnos «MapwpyTusauus coeguHeHnn»
6.5.1.3.3.1. LLla6noHbl DSCP

OpaHown n3 cekumen IP-naketa siBnsietca "Tun obenyxumeanna” (Type of Service field, TOS).
Npea 6anta TOS 3akniovaeTcsl B BO3MOXHOCTM yKa3aTb NPUOPUTET U 3anpoCUTb MapLupyT
ans obecnevyeHnst BbICOKOW MPOMYCKHOM CMOCOBHOCTU, HU3KON 3a€PXKKON 1 BLICOKOW HaOeX-
HOCTbIO 0OCIY>XMBaHUS.

CoBpeMeHHble ceTeBble YCTPONCTBA UCMONb3YHOT rapaHTUpyeMyto NepechInky naketos (Assured
Forwarding), koTopasi aenntce Ha 4 knacca. 4 knacc MMEET CaMblil BbICOKUM MPUOPUTET.

lMepeyeHb knaccoB NnpuopuTeToB npueeaeH B Tabn.6.22.

Tabn. 6.22. NMepevyeHb KNaccoB NPUOPUTETOB

Knacc 1 Knacc 2 Knacc 3 Knacc 4
Huskuii npuoputet AF11 (001010) AF21 (010010) AF31 (011010) AF41 (1000010)
CpeaHwuit npropuTeT AF12 (001100) AF22 (010100) AF32 (011100) AF42 (100100)
BbICOKMIt MpropUTET AF13 (001110) AF23 (010110) AF33 (011110) AF43 (100110)

HexkoTopble cTapble ceTeBble YCTporCTBa nogaepxusanu IP-npnoputet (nepebie 3 buta TOS,
YyeM BblLle 3Ha4YeHne, TeM BaxkHee IP-nakeT). [Ina npoBepkn COBMECTUMOCTI C COBPEMEHHbBIMMU
CeTeBbIMU YCTPOMCTaMM MPUMEHSAIOTCA KOAOBble TOYKM Bblibopa knacca (class-selector
codepoints). CS7 nmeet cambli BbICOKUIA NPUOPUTET.

lMepeyeHb ToYek BbibOpa knacca npueeneH B Ta6n.6.23.
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Tabn. 6.23. NepevyeHb TOYeK BbIOOpa Knacca

Touka BbiOboOpa knacca DSCP IP-npuoputer
Default/CS0 000000 000
CS1 001000 001
CS2 010000 010
CS3 011000 011
Cs4 100000 100
CS5 101000 101
CS6 110000 110
CSs7 111000 111

[na ycKopeHHOW NepechINkn NakeToB HEKOTOPLIE CETEBbIE YCTPOMUCTBA UCNONb3YIOT NPUOPU-
TeTHyl0 odepenb (priority queue). 3HavyeHne DSCP - EF (101110).

6.5.1.3.4. BckpbiTne HTTPS

Cnioni BekpbiTne HTTPS npegctaenset cobom Habop npaBuil U UCKITKOYEHUA ans paclumd-
poBkn HTTPS-Tpaduka ¢ uenbio ganbHenwen nposepku. Ecnn aToT cnon He chopmMmnpoBaH,
OyayT cpabaTtbiBaTb TOMbKO Te NpaBuna v 3afaHHble B HUX YCNOBUS, A4S KOTOPbIX He Tpeby-
etcs BckpbiTve HTTPS.

Solar webProxy JCOHb Q =

Hacrpoiikw Vimnopr ncnopr MonuTuka / KoHTenTHas unbTpaums / Bekpbitne HTTPS @ TipuenyTs nonTky

EY MEKCETEBOV IKPAH Coanath npasuno (CK 110 Ha3BaHWIO, N1e..  Q HacTpoiika konokok
(|> ®unuTp TpansuTHoro TPadUI@ Konuuecrso 3 Konweciso 15

J: ®wnetp Bropsuero Tpagmka Ha3sanve VicTouHmK Hasnauenve 3aronosku Korzia v Kem u3meHeHo
admin
111220231737

rule Mioboi Jioboe
£[} ®unsTp cxopsero Tpagmka
admin

TioGo#
vk 10607 www.vkru YPSTEERED)

> TpaHCHSIAR 3Ipecos
admin

outube Tliobon
- www.youtube com 19122023 2131

<2 KOHTEHTHASI OUNILTPALMS

£ Roctyn 6e3 ayrenmimkaunm

(¢ Bekpoitve HTTPS

@ nNepenanpasnenve no ICAP

£ OwibTpaums 3anpocos
3anpoc

3anpoc

Puc. 6.34. Cnoun npaBun nonutnkn «Bckpbitue HTTPS»

[na BCex WUCTOYHUKOB, YKa3aHHbIX B MpaBurniax aTtoro cnosd, byaer npumeHeHo aencreue
BckpbiTe HTTPS-Tpaduk. 310 03Ha4aerT, 4To npu ucnosnb3oBaHmMu nons3osatenem HTTPS-
npotokona Solar webProxy pacwudpyetr Becb nepegaBaemMbii Tpaduk Ans AanbHeENLwen
NpOBEPKM M aHanm3a. [ns MCTOYHMKOB, YKa3aHHbIX B UCKIMOYEHNSIX 3TOr0 CNo4, paclumdpoBka
Tpadumka BbINONHATLCA He Byaer.

[1na 6onee nogpobHOro aHanuaa KoOHTeHTa nepeg hopMMpoOBaHNEM 3TOrO Crosd Heobxoanmo
MCNonb30BaTb COOTBETCTBYHOLLMA CepPTUdUKAT, UCNOSMb3YEMbIN AN BXOOALWMX COeANHEHUN
(mogpobHee cMm. B ookyMmeHTe Pyko8odcmeo o yCmaHO8Ke U HacmpouKe).
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MpumeyvaHue

lpu ¢bopmuposaHuu rpasusl u/unu UCKTKYEHUU 3MO020 CJI0s1 PacliUpPEeHHbIe HacmpoUKu He rpedy-

CMOMPEHI.

B Ta6n.6.24 nepeuncneHbl atpnbyTbl 4Nst POPMUPOBAHNS NPABU U UCKITHOYEHWNA.

Tabn. 6.24. OnucaHue aTpubyTOB NpPaBuN U UCKN4YeHun cnos «BckpbiTne HTTPS»

HasBaHue aTpubyTa

OnucaHue

3HauyeHue

HaseaHue HasBaHve npaBuna w/vwnu uc-|Beogumbln BpyyHyto TekcT. MakcumarnbHbIi pasmep
KINoYeHns BBEEHHOIO TEKCTa He [oMmkeH npesbiwatb 200 cumBso-
nos
KommeHTapui [ononHuTenbHble cBedeHWs O|BBoaumbl BpyyHyl TekcT. MakcumarnbHbIi pa3mep
npaBure Wunm UCKNYEeHNM | BBEAEHHOTO TEKCTa He A0ImKeH npesbiwaTb 500 cumBo-
nos
Mpuoputet MpuopuTeT BbINONHEHWSA NpaBu- [ MakcMManbHbIn  pasmep BBEOEHHOrO0 3HayeHus He
na npeBbILLaeT KONMYECTBO NPaBUN/UCKITHOYEHWUIA.
McTouHUuK Agpec oTtnpaBuTens nakeTos.|IP-agpec uctovHmka sanpoca.
[ns UCToYHWKa, yKasaHHOro B
WCKIMYEHN, Tpadurk pacumnd-
poBbIBaTbCs He ByneT
HasHaueHune Afpec HasHayeHus 3anpoca,|3HayeHne MOXHO BBECTW BpyYHyl wnv BbibpaTb B
OTNPaBMEHHOIO UCTOMHUKOM | pacKpbIBatOLLEMCS CMUCKE:
OpauvHouHbIn IP-agpec;
|P-ananasoHsbl;
Macka nogcetu IP-agpecos;
Cnncok pecypcos;
Kateropuu pecypcos;
YcnoBus anst HasHavyeHwus;
«Jltoboex» (3HadeHue Mo ymonyaHur)
3aronosku CnyxebHble 3aronoBku nakeTa |3HayeHne MOXHO BblIOpaTh B PACKpPbIBAKOLLEMCS CMUCKE.
OaHHbIX B atom cnncke oTobpakeHbl BCE YCIOBUS HAa 3aroroBkMy,
chopMmMpoBaHHblie B cucteme. MoxHo BelibpaTb He 60-
nee 50.
Moppo6GHee o 3aronoBkax cM. B pasgene 6.5.4.5
Ycnosus Banuaaumu |MapameTpsl, Mo KOTOpbIM byaeT Mpu yctaHoBneHHom dnaxke lpoBepsATb UMA
cepTtucmkaToB NpOBOANTLCS NPOBEPKA CEPTU- y3ana Solar webProxy npoBepsieT none

dumkaToB

commonName Ha COOTBETCTBME UMEHM pecypca;

MpoBepsaTb ceptudmkar — Solar webProxy npose-
psieT BanuMAHOCTb LIENOYKU cepTUUKaToB U CPOK
OencTBma KOpHEBOro cepTtudumkara (3HadeHue no
YMOMn4aHmio);

UrHopupoBaTtb cpok geMcTBus — Solar webProxy
npoBepsieT BaNUAHOCTb LENOYKN CepTUCUKATOB;

OTknounTb NpoBepKy ceptudmkara — Solar
webProxy He npoBepsieT BanWAHOCTb LIEMOYKu
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HasBaHue aTpubyTta OnucaHue 3HayeHue

cepTmmrKaToB 1 CPOK AENCTBUS KOPHEBOIO CEPTU-
dukara.

MpumeyaHue

lpu ebibope 3Ha4YeHUs1 He pekoMmeHOyemcsi
OMKJ/I04amb NPOBEPKY UMEHU y3ria (ghriaxxok
lIpoeepsimb umMsi y3na), m.K. 3mo Moxxem
npueecmu K HapyweHuro besonacHocmu u
yepo3e KOHQudeHyuanbHoCmu UHopMa-
uuu.

Mpumepsb! pelleHns 3agay ¢ NOMOLLBIO NpaBun 1 uckrtodeHnin cnos Bekpbitnue HTTPS npu-
BedeHbl B pasgene 6.6:

e unckniodeHne BekpblTua HT TPS-Tpadumka nonb3oatenein 6.6.3;

e OGnokuposka 3arpy3ku ZIP-cannos no npotokony HTTPS 6.6.4.

O6Lwme npuHUMNbl paboTbl C NpaBuIaMm 3Toro cros (KoNnMpoBaHue, pegakTupoBaHme u T.4.)
onncaHbl B pasgene 6.4.2.

Ha pucyHke Puc.6.35 nokasaHa cxema paboTbl npaBui 1 ucknioveHun cnost Bekpboitue HTTPS.

MpopomkeHme

v

ObpaboTka
WCEMHMEHHI oA
«Bexpemue HTTPS»

‘L QfpaboTka cnoes
"OunsTpaupA sanpocos”

Cnoit 1

Oa
[Tonanaer N 2anpoc Noj MCKIHHEHHR Wckniodera
Mpaeuna )
—b{ Mpogomxesue ‘

w Cnon N

O6pabotrka npaeun | Her
cnoA «Bekpsmie
HTTPS»

!

Cnoit N

Het
Monaget mv 2anpoc noa npaewna Wckniouerma
cnoa?
Mpaeuna

Da OcywectenreTch obpaboTra
Tpadmka Ge3 KOHTEHTHOTD
aHanuza

ObpaboTka ucknioueHA
cnoA «flepeHanpaeneqme no—»  [Mpogomsenue
ICAP» (zanpocs)

Puc. 6.35. Cxema pab6otbi cnosi «Bckpbitne HTTPS»
6.5.1.3.5. NepenanpaBnexune no ICAP

Cnoii NMepeHanpaBneHue no ICAP npeacraensaet coborn Habop NpaBui v UCKIKOYEHWIA, KOTO-
pbivi NpegHa3HavYeH ansa nepeHanpasneHns Tpaduvka (3anpocoB 1 OTBETOB) BHELLHEMY UCTOY-
HUKY. BHELIHNA NCTOYHUK MOXET OblTb aHTUBUPYCOM, CTOPOHHEN CUCTEMOWN nepexearta Beb-
Tpadmka u T.4. [lna nepeHanpaBneHus Tpaduka B gpyrne CUCTeMbl cnegyeT yuuTbiBaTb UX
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cneundurky n BeibMpaTb cooTBeTCTBYIOWEE AencTeue: NMepepaBaTtb 3anpockl, NepenaBatb
otBeThbl, [lepegaBaTb 3anpochbl U OTBETLI.

HacTpotikun Vmnopr 3ucnopT Nonutuka / KoHTenTHas dunbTpauus / NMepedanpasneque no ICAP @ TIPMMEHATS NOAKTHKY
E MEKCETEBOA 3KPAH Cozgam npasunio 3BaHMI0, ne.  Q HacTpofiia KonoHoK
? KOHTEHTHAS @WNILTPALIMA Konnuecteo He 0 Konnuectaso

.EL JlocTyn 6e3 ayTEHTUMUKALIMM Hazeanue JDeiicTeuA  ICAP-cepeep WcTounuk HazHaueHue
Npasuna

I‘II BckpbiTue HTTPS

IcAP % Local respmod TioGoii

@ lNepeHanpasneHu1e no ICAP

Puc. 6.36. Cnon npasun nonutuku «fMepeHanpaeneHue no ICAP»

MepeHanpaeneHue Tpaduka Heobxoanmo B cryvae, ecnu Beb-cTpaHuLa unu ee cogepxmmoe
BbI3bIBAlOT NoAo3peHue. [pyrumm cnosamm, ecnv cTpaHuLa MOXeT coaepxaTtb B cebe Bpeno-
HOCHble CKpuNTbI, hannel 1 T.4. lNepeHanpaBneHne Tpaguka BINONHAETCHA CTPOro no npoTo-
kony ICAP (Internet Content Adaptation Protocol).

Hanpumep, Beb-6pay3ep nepegaet agpec Beb-CTpaHUUbl U 3anpallnBaeT paspelleHne Ha
pocTtyn. Solar webProxy ¢ nomowsto npotokona ICAP nepeHanpaBnsieT 3anpoc aHTUBUPYCY
ANs NpOBEPKM, HE ABNSETCA Nn 3TOT Beb-aapec BpeaoHoCcHbIM. Ecnn BeG-agpec onaceH, Ha
3KpaHe nornb3oBaTtens otobpasuTca cTpaHuua 6rnoknposkn (nogpobHee cMm. pasgen 6.5.6 ).

[nsa ysegomneHns agMmHucTpartopa o cpabaTtbiBaHUM NPOBEPKM aHTMBUPYCa cneayeT ycTa-
HOBUTbL bflaXXoK YBeAOMWUTb, yKasaTb afpec 3SIEKTPOHHOW MOYTbl UM CMUCOK agpecoB
nonb3oBaTtenen, Kotopble OyayT OMOBELLEHbl, MU COOTBETCTBYIOLWMIA LWABNOH CTpaHuLbI.
BHewHwnn Bna wabnoHa MoXHO chOpMmMpoBaTb aHANorMyYHo Apyrum wabnoHam B pasgerne
Monutuka > Wa6noHbl > LLabnoHbl cTpanuy. Npu cpabaTtbiBaHMM nNpasuna cuctema oT-
npaensaeT agMUHUCTPATOPY YBEAOMIIEHWNE MO 3NEKTPOHHON MNoyTe.

B Tabn.6.25 nepe4vncneHbl atpnbyTbl 415t GOPMUPOBAHUS NPABUIT N UCKITHOYEHNIA.

Tabn. 6.25. OnucaHue aTpubyTOB NpaBuI U UckoyeHun crnos «MepeHanpaBneHne no ICAP»

HasBaHue aTpubyTa OnucaHue 3Ha4yeHue
OcHoBHble
HaseaHue HasBaHve npaBuna u/wnu uc-|Beogumbln BpyyHyto TekcT. MakcumarnbHbIi pa3mep
KIno4eHnst BBELEHHOIO TEKCTa He JoMmkeH npeBbiwatb 200 cumBo-
nos
KommeHTapumn [ononHutensHble cBefeHus o|BBoanmbi BpyyHyto TekcT. MakcumanbHbIi pasmep
npasBure Wunm UCKNYEHNM | BBEAEHHOTO TEKCTa He A0ImKeH npeBbiwaTb 500 cumeo-
nos
Mpuoputet MpuopuTeT BbINONHEHNS NpaBu- [ MakcMManbHbin pasmep BBEOEHHOro 3HayeHus He
na npeBbILLaeT KONMYeCTBO NpaBuI
Hewnctue [erictBure, koTOpoe onpeaenset | SHa4yeHe MOXXHO BblIbpaTh B pacKpbIBaKOLLIEMCS CMIUCKE:
Kakon MMEeHHO Tpaduk cuctema
[OIXHa nepefasarb o [lepenaBatb 3anpockl — Solar webProxy nepeHanpa-
BWT MOCTYNatOLLMI 3aNpoc Ha yKa3aHHbIV B paBunie
ICAP-cepBep ons npoBepku n aHanusa. ICAP-cep-
Bep Heobxogumo BbIOpaTb U3 CyLLECTBYHOLLENO
Crnucka;
o [lepepaBsartb oTBeTHI — Solar webProxy nepeHanpa-
BWT MOCTYNarLLMiA OTBET HA YKa3aHHbIV B NpaBune
ICAP-cepBep ans nposepku 1 aHanusa. ICAP-cep-
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

BEep HeoGXxoauMo BbIOpPATb M3 CyLIECTBYHOLLENO

CMnCKa;

MepenaBatb 3anpocbl M OTBETbI (3HaYeHuUe 10
ymon4daHur) — Solar webProxy nepeHanpasut no-
cTynarwLiMe 3anpocbl Y OTBETbI HA YKa3aHHbIN B
npasune ICAP-cepBep ansa npoBepkn 1 aHanusa.
ICAP-cepBep HeobxoamMMo BeibpaTh U3 CyLLEeCTBY-
owero cnucka. [eicteme crnegyet ncnonb3oBaTb
TONbKO 4S8 NnepeHanpasneHms Tpadmka Solar Dozor

Mwmsa cepsepa

Cepsep, Ha KoTopbIv ByaeT ne-
peHanpasneH Tpaduk (3anpocsl
n/vnn oTBETHI) AN NPOBEPKU U
aHanusa

3HayeHne MOXHO BbIGpaTh B pacKpbIBalOLLEMCS CMCKe
(no ymonuaHuto He 3a0aHo).

Ho ecnu B pasnen BHewHue noaknioueHus 6bin go-
GaBneH ToNbKO OAMH CepBep, OH ByaeT 3Ha4YeHUeM Mo
YMOYaHuio

Bpems oxnaaHuns oteeta

Bpemsi oxupaHua oTBeTa oT
ICAP-cepBepa

MosiBnsieTca npu BbiGope 3HaveHusi aTpubyta Ums
cepBepa. Mo ymonuyaHutio yctaHoerneHo 30 cekyHg,
3HaYeHne MOXHO 3aaaTthb B npegenax ot 1 go 1000 ce-
KyHA

Mpv oBHapyxeHnn Bpeao-
HOCHOrO Koga

[evictBne npu oBHapyxeHuu
BPeAOHOCHOrOo Koaa

3HayeHVe MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNUCKE:

BrnokupoBaTtb — 06paboTka darina npUoCcTaHOBUT-
cs;

Pa3pewunTtb — 06paboTka danna npogornKmTcs

Mpw NpeBbILLEHUN BpeEMe-
HU OXnOaHWs OTBeTa

Bpewmsi oxupaHua oTBeTa oT
ICAP-cepBepa

3HauyeHnem aTpubyTa SABnsieTCa BpeMsi 00paboTku
danna ICAP-cepBepoM.

3HadeHne MOXHO Bbl6paTb B pacKpbliBaloLLEeMCaA CnncKe:

BrnokupoBaTtb — 06paboTka daina npUocTaHoOBUT-
€ 1 0TOBPA3nTCA OKHO BITOKMPOBKMY;

Pa3pewunTtb — 0bpaboTka danna npogorkmuTcst

Mpu nonyyeHn oLwnMGKM

[enictBre, KOTOPOE BbIMOMHAT-
ca npy nony4yeHun owmnbkn ot
ICAP cepBepa, nnbo B cnyyae
€ro HeloCTYMHOCTH

[enictBne, KOTOpOE BbLINOMHAETCS MpPU MOMyYeHUU
owwn6bku ot ICAP-cepBepa nnm npu ero HeJoCTYNHOCTY.
ATpubyT goctyneH, ecnu B none MNMpu obHapyxeHun
BpPeOoHOCHOro koAaa BbibpaHo AencTtBue Bnokupo-
BaThb.

3HayeHne MOXHO Bbl6paTb B pacKpbliBakoLLIEMCA CMUCKE:

BrnokupoBaTtb — 06paboTka danna npuocTaHoBUT-
CA;

PaspewunTtb — 06paboTka charina npogomknTcs
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HasBaHue aTpubyTta

HTTP-3aronoBok

OnucaHue

Bbibop HTTP-3aronoeka npwu

npoBepKe aHTUBMPYCOM

3Ha4yeHue

Bynet nobaeneH k 3anpocy nocne NpoBepK/ aHTUBUPY-

com. B none MoxHoO ykasaTb coO3aaHHble paHee wabno-
Hbl 4O6aBneHnsi/M3amMeHeHns/yaaneHns 3aronoBka.

MpumeyaHue

BHe 3asucuMocmu om moeo, 3apaxeH fu 3a-
npoc, ecnu e nosne felicmeue npu o6Hapyxe-
HUU 8pedOHOCHO20 K0Oa 8bIbpaH napamemp:

Pa3pewums — 3anpoc 6ydem ripornyuweH. B
3MoM criyyae K paspeweHHoMy 3anpocy by-
0em dobaeneH HTTP-3a20/1060K.

Brnokupoeams — 3arpoc 6ydem 3abrioKupo-
8aH u bydem rokasaH wabsioH bIIOKUPOBKU.

Takxe ampubym HTTP-3a20/1080k 8 ripagusnax
pabomaem c ycnosusmu lpu npeebiweHuu
epemMeHu oxxudaHust omeema u lpu nosyye-
HUU owWUubKuU, eCrlU 8 HUX yCMaHOBITIEHO 3HaYe-
Hue Paspewums.

LLIabnoH 6rnoknpoBku

LLlaGrnoH cTpaHuubl yBeaomIie-
HUSA UNW BNOKUPOBKU

3HayeHne MOXHO Bbl6paTb B pacKpbiBakwLLEeMCA Crnmcke

YBegomuntb [encTteme, KOTOpoe NO3BOMSET | Priakok
HaCTPOWTL OTNPaBKy yBeooOMIle-
HWUS Nonb3oBaTento o cpabaTtbl-
BaHWM npaswuna cnos MNepeHa-
npaeneHue no ICAP
McTOuHMK Monb3oBartenb, npunoxeHue, |3HayeHe MOXHO BBECTU BPYYHY WnM BbiOpaTb B
BeO-6paysep unn MHOM MUCTOY- |pacKpbIBaOLLEMCS CNINCKE:
HUK, KOTOPbIA MHULIMMPOBAT CO-
eovHeHve. [Ons  UCTOuYHMKA, MepcoHa us flocbe;
YKa3aHHOro B UCKMNIOYEHUM, ne-
peHanpasneHne Tpacuka (sa-|® Pynna nepcoH us flocke;
NpOCOB U/Unn OTBETOB) BbIMNOIT- o
HeayTeHTUdMLMPOBaHHbI NONb3oBaTenb;
HATBCA He Byaet
OpaunHouHbIn IP-agpec;
[unana3soH |IP-agpecos;
Macka nogcetu IP-agpecos;
«JTrobow» (3HayeHue o yMonyaHuro)
HasHaueHune Afpec HasHayeHus 3anpoca  |3HayeHne MOXHO BBECTW BpYyYHYK wnu BblbpaTb B

pacKpbIBaOLLLEMCS CMIUCKE:
OpuHouHbIn IP-agpec;
|P-ananasoHsl;
Macka nogcetu |IP-agpecos;
Cn1cok pecypcos;
Kateropuu pecypcos;

Ycnosus ons HasHa4YeHus;
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¢annos

HasBaHue aTpubyTta OnucaHue 3HayeHue
«JTtoboe» (3HadeHue Mo ymonyaHur)
JlononHutensHble
MpoTtokon MpoTtokon nepegayn gaHHbIX [3HaYeHMe MOXHO BBECTU BPYYHYH unu BblibpaTb B
pacKpbIBaKOLLEMCH CNUCKE:
HTTP;
HTTPS;
FTP.
Ecnun 3Ha4eHne He BbIGpaHo, Npy NPUMEHEHUN MONUTH-
kv ByayT NpoBepeHbl BCe NPOTOKONbI
MeTtoapl MeTtogbl npotokonos HTTP u|3HayeHne MOXHO BBECTU BPYYHyHO unu BblbpaTb B
FTP OVER HTTP pacKpbIBalOLLLEMCS CMUCKE:
CONNECT;
COPY;
DELETE;
GET;
LOCK;
MKCOL;
MOVE;
OPTIONS;
PATCH;
POST;
PROPFIND;
PUT;
UNLOCK.
Ecnu 3HaveHue He BbIGpaHo, Npy NpUMEHEHNUN NONUTH-
kv ByayT npoBepeHbl Bce MeToabl. MogpobHee o meTo-
nax cm. B pasgene Mpunoxenue D, Memodsl HTTP-
npomokona
MopTbl Homep (amanasoH HomepoB)|Yucno (MeHee 65536), cnMcok unm ananasoH HaTypanb-
noptoB TCP, BKkntoYeHHbIX B|HbIX Yncen. MoxHo BblbpaTb He Gonee 50. lMepsoe
URL-agpeca 3anpocoB 3HayeHWe amanasoHa AOMKHO OblTb MEHbLLE, YeM BTO-
poe
Tun chavinos Moppepxuaemble  copmathl | 3Ha4eHNe MOXHO BbIOpaTh B pacKpbiBaOLLIEMCS CIUCKE

(no ymonuaHuio He 3agaHo)

Pa3wmepbl chainos

[vana3oH 4onycTUMbIX pa3me-
poB palnoB «OT» U «Oo»
(BKMOYMTENBHO)

3HaveHne OT n O MOXHO BBECTU BPYYHYIO, a TaKke
BbIOpaTh TMN hannoB B pacKpbIiBaOLLEMCS CMUCKE:

B — 6aliThbl,
KB — kunob6anTsbl,
MB — mera6anThl,

'b — rurabanTsl,
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HasBaHue aTpubyTta OnucaHue 3HayeHue

o TbB — tepabaiTbl.

EOvHMLA n3aMepeHusi No yMosyaHuio 3agaeTcs B Mera-
barnTax

Mpumep pelLeHns 3agayqn ¢ NOMOLLbIO NpaBun U UcknioYeHun crnos NMepeHanpaBneHue no
ICAP npueegeHbl B pasgerne 6.6.5.

O6wue npuHUMnbl paboTbl C NpaBunamMn U/ UCKMKYEHNSIMU 3TOTO Crost (KonMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgerne 6.4.2.

Cxema paboTbl npasun u ucknioveHun cnos NMepeHanpasneHue no ICAP nokasaHa Ha pycyHke
Pnc.6.37.

MpogomxeHue ‘

)

ObpaboTka McknKueHUA

L

cnof «llepeHanpaensHue no OGpaboTra cnoee
ICAP» (sanpocei) "OUNETpaUwWA 3anpocos”

Cnoit 1

| WcknkoueHua |
¥
OBpaboTra npasun Her [a | Mpaenna |
cnon «lNepexanpasnexme no TlonanaeT Nk 3anpoc NojA MCKITYEHNE
ICAP» (3anpocsi) W Crou 1N

l Croii N
| WcknkueHua |
fa | Mpaewna |

Mpowuen nu 3anpoc npoeepky y ICAP- >

(3anpoc He zapameH)

cepeepa?

(3anpoc zapaseH)

/ . p
/i f"
/OocTyn zanpeweH

/ (HTTPS)

/ /

e

Monk30EATENE NONYUAT
wabnoH broxpoeky

KoreLy

Puc. 6.37. Cxema pa6otbl cnos «lMepeHanpaBneHue no ICAP»
6.5.1.3.6. dunsTpaumusa sanpocos

6.5.1.3.6.1. O6wiue cBegeHus

Cnon ®unbsTpauus 3anpocoB npeacraBnsetr cobon Habop NpaBun U UCKNIOYEHUA AN pas-
pelleHns nnu 3anpeTta onpeaerneHHbIX TUMOB 3anpocoB. GunsTpauua MOXET BbINOMHATLCS
Nno coaepXXnMMomy 3anpocoB (Hanpumep, UCTOYHUKY, HT TP-3aronoekam, paclumpeHuto hannos
nTa.).
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HacTpoikn Humnopt

Ef Bekphitie HTTPS

@ Nepexanpaenexne no ICAP

@UNETPALMA 3aNPOCoB

i Categories

> GUNLTPaLWA OTBETOB

Puc. 6.38

JkcnopT

\Coapatk npasnno

Konwueciso nioye 0

HazsaHue JeicTBuA  McTor

Mpaeuna

3anpeT pazpaboT_

PaspaGorunia

MonuThKa / PUnETpauns 2anpocoe / Categorie

TIDVAMEHNTE NONMTHKY.

3aHuio, ne_. Q HacTpofiKa KonoHoK

Konuuectso 11

UHHK HazHaueHHe

Ankoronk, KypeHue

Bef-nouta

BpepoxocHoe M0, BUpYCHl
3anpeilenHbie CaiiThl
HpUMHHAN, MOLIEHHNYECTBO
ToucK paGoThl, Kaphepa
TIONOBOE BOCTIMTAHHE
NopHorpatun

CaiiThl 3HAKOMCTR, GipauHbie ar_
CoupanbHsle ceT

LinuoHCKoe M0, cnam

3POTHKA, HY/IU3M, HHTUMHAF Off_

Jio6oe

. Cnon npasun nonuTuku «PuUnsTpaymsa 3anpocoB»

B Tabn.6.26 nepevncreHbl atpnbyThl ANt OPMUPOBAHUS NPABUI N UCKITHOYEHNIA.

Tabn. 6.26. OnucaHue aTpubYTOB NpaBUIl U UCKITHOYEHUN crnoa «PunbTpauus 3anpocoB»

HasBaHue aTpnbyTa

OnucaHue

3HauyeHue

OcHoBHble aTpubyThI

KoTopble OyaoyT NpUMMEHEeHbl K
06bekTy nocne cpabatbiBaHWSA
npasuna

HassaHue HasBaHve npaBuna w/vnu uc-|Beogumbin BpyyHylo TekcT. MakcumarnbHbIi pasmep
KInoYeHnst BBELEHHOIO TEKCTa He [oMmkeH npesbiwatb 200 cumBo-
nos
KommeHTapui [ononHuTenbHble cBedeHWs O|BBogumbl BpyyHyl TekcT. MakcumarnbHbIi pa3mep
npasure Wunm UCKNYEHNM | BBEAEHHOTO TeKCTa He AomKeH npesbiwaTb 500 cumeo-
nos
Mpuoputet MpuopuTeT BbINONHEHNSA NpaBu- [ MakcMManbHbIn  pasmep BBEOEHHOro 3HayeHus He
na npeBbILLaeT KONMYEeCTBO NpaBun
DencTtBus
OcHoBHbIE OCHOBHbIE OENCTBUSA, KOTOPbIE | S3HaYEeHNe MOXHO BblIOpaTh B PACKpPbIBAKOLLEMCS CMIUCKE:
OyOyT NpYMeHeHbl K OOBbEeKTy
nocne cpabatbiBaHus npasuna | ® Huuyero He penatb (3Ha4deHue Mo yMon4yaHur);
o 3abnokupoBaThb;
e 3anpocuTb NnoaTBepPXAeHUe;
o [epeHanpaBuThb;
o Paspewntb 1 He NpoBepATb AanbLue;
e PaspewwuTb 3anpoc;
o [poBeputb cepTudmnkar
[lononHutenbHble [ononHutenbHble  AeUCTBUSA, | SHaUEHNEe MOXHO BbibpaTh B pacKpbiBatOLLIEMCS CMINCKE

(Mo ymonuyaHuo He 3a4aHo):
o ApxuBupoOBaThb;

o [lo6aBUTb 3aroyiloBKU 3anpoca;
e W3meHUTL 3arofioBKM 3anpoca;

o He xypHanupoBaThb;

e OnpepenaTb TUN AaHHbIX;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

YBegomuTh;
YaanuTb 3aronoBKu 3anpoca;
Jo6aBuTb MapKep B XXypHart;

[Ho6aButb yBegomneHue gna WS/WSS

Ycnosusi

MNcTouHUK

Agpec oTnpaBuTENS MNaKETOB.
[ns uctovHuka, YKa3aHHOro B
MCKMoYeHNN, domnsTpaumsa 3a-
NMPOCOB BbIMNOJIHATLCA HE 6y/:|,eT

3Ha4yeHne MOXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakOLLEMCA CrNncKe:

MepcoHa n3 flocbe;

[pynna nepcoH 13 [locke;
HeayTeHTMdUUMPOBaHHbIV NONb30BaTENb;
OpaunHouHbIn IP-agpec;

[wnana3soH IP-agpecos;

Macka nogcetu IP-agpecos;

«JTtoboi» (3Ha4eHue Mo ymonyaHur)

HasHnauveHne

Afpec HasHayeHus 3anpoca

3Ha4yeHne MOXXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLWeMCA CNncke:

OpauHouHbIn IP-agpec;
|P-ananasoHsl;

Macka nogcetu IP-agpecos;
[HowmeH;

Cnmncok pecypcos;
Karteropuu pecypcos;
YcnoBusi AN Ha3Ha4YeHUs;

«JTroboe» (3HaveHue Mo yMonyaHuo)

[lononHuteneHble anI/I6yTbI

MpoTtokon

[poTokon nepeaayn gaHHbIX

3Ha4yeHne MOXXHO BBECTU BPY4YHYHO Unn Bbl6paTb B
pacKpbiBakoLLEeMCA CNncke:

HTTP;

HTTPS;

FTP;

WebSocket;
WebSocketSecure.

Ecnun 3HaveHune He Bbl6paHO, npu npuMmeHeHnn NnonnTn-
KKn 6y}:l,yT npoBepeHbl BCE NPOTOKOJ1bI

MeToabl

Metoabl npotokonos HTTP wu
FTP OVER HTTP

3HayeHne MOXHO BBECTU BPYYHYIO WUNW BbiOpaTh B
packKpbIBaloLLIEMCS CTIUCKE:
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue
CONNECT;

COPY;
DELETE;
GET;
LOCK;
MKCOL;
MOVE;
OPTIONS;
PATCH,;
POST;
PROPFIND;
PUT;
UNLOCK.

Ecnu 3Ha4yeHune He BbIGpaHo, Npy NPUMEHEHUN MONNTK-
kv ByayT npoBepeHbl Bce MmeToabl. [MogpobHee o meTo-
nax cMm. B pasgene MNpunoxeHune D, Memods! HTTP-
npomokosia

MopThbl

Homep (omana3oH HomepoB)
noptoB TCP, BKIM4YEHHbIX B
URL-agpeca 3anpocos

Yucno (meHblie 65536), cnncok nnv ananas3oH HaTty-
panbHbIx Yncen. MoxHo BeibpaTh He 6onee 50. MNepBoe
3HayeHue ananasoHa A0IMKHO ObITb MeHbLLE, YEM BTO-
poe

3aronosku

CnyxebHble 3arornoBku naketa
OaHHbIX

3HayeHVe MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNCKE.
B aTom cnncke oToGpakeHbl BCe YCNOBUS HA 3arorioBKu,
cchopmupoBaHHbIe B cucteme. MoxHo BbiopaTh He 60-
nee 50.

Moppo6GHee o 3aronoBkax cM. B pasgene 6.5.4.5

Twun dannos

MNopnepxuBaemble  opmarthl
¢annos

3HayeHne MOXHO BbIGpaTh B packpbiBatoLLEMCS Cnvcke
(mo ymonuaHuio He 3agaHo).

Pa3wmepbl channos

[vnana3oH gonycTUMbIX pa3me-
POB halnoB «oT» (BKIOYUTENb-
HO)

3HayeHne OT MOXHO BBECTU BPYYHYHO, @ TaKke Bbl-
OpaTtb TMN hainoB B pacKpbiBalOLLEMCH CMMCKE:

B — 6aliThbl,

KB — kunobanTsl,
MB — mera6anThl,
' — rurabanTsl,
TB — TepabanThl.

EgnHuua namepennst no ymonyaxuio 3agaeTcs B Mera-
banTax

KntoyeBble crioBa

YcnoBusi NpoBEPKM KIHYEBbIX
cnos

3HaveHne MOXHO BbIOpaTh B pacKkpbiBatoLLLEMCH CNUCKE,
KOTOPbIN COAEPXUT NEpedeHb 3Ha4YEHUN N3 CNPaBoOYHU-
ka KnroueBble cnosa.

MoppobHee o knoYeBbIX crioBax cM. B pa3gene 6.5.5.2
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HasBaHue aTpubyTta

C noporom

CyMMapHbIli BEC BCEX HANOeH-

OnucaHue

HbIX KITHOYEBbIX CIOB (M OQHO-
ro, €Cnu yCcTaHoBIMEH (OraXKoK
UrHopuposatb MOBTOPbI
c¢pas), Mo JOCTDKEHMIO KOTOPO-
ro K 06bekTy yaer npuMmeHeHo
OelncTBMe, yka3aHHOe B NMpaBu-
ne. ATpubyT cTaHOBUTCH BUAN-
MbIM TOMbKO MOCIE YyKa3aHWs
3HayeHus atpubyTta KnrovyeBoe
CroBoO

3Ha4yeHue

3HaueHVe MOXHO BBECTM BPYYHYIO: Lierioe Yncro

UrHopupoBaTb noBTOpbI
dpas

Onpepenser HeobGXoAMMOCTb
yyeTa Kaxgoro crnosa TONbKO
OfMH pa3 (He3aBMCKMMO OT YacTo-
Tbl €ro MosIBNEHWs1 B TEKCTe).
ATpnbyT CTAHOBUTCH BUAUMBIM
TOSMbKO MOCIe YKa3aHWs 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

®Pnaxok (ycTaHOBMNEH/CHAT)

Mcnonb3oBaTb BHeELUHWE
pacnakoBLUKN

OnpepensieT HeobGX0AMMOCTb
ncnonb3oBaHusa Tika-cepsepa
ONs pacnakoBKM  AaHHbIX.
ATpnByT CTAHOBUTCS BUOUMBIM
TOSbKO MOCIe YKa3aHWs 3Haye-
Hus atpubyTa KnitoyeBoe cno-
BO

®naxok (ycTaHOBMNEH/CHST)

VckaTb BMECTE C anemeH-
Tamn HTML-pasmeTkn

Onpepensier HeobGXOAMMOCTb
nomcka Knr4YeBbIX COB BMECTe
c anemeHTamn HTML-pa3meTku.
ATpnbyT CTAHOBUTCS BUONMbIM
TOSbKO MOCIe yKa3aHus 3Haye-
Hus atpmbyTa KnroyeBoe cno-
BO

®naxok (ycTaHOBMNEH/CHSAT)

lMpoBepka ¢ noOMOLLbIO
perynsapHbiX BbIPaXXeHWN

Onpepenser HeobGXOAMMOCTb
NMPOBEPKM PErYNsiPHbIX Bblpaxe-
HWIA B KINOYEBbIX CrioBax. ATpu-
OyT CTaHOBMTCA  BMOWMbIM
TOMbKO MOCIe yKa3aHWs 3Haye-
Hus aTpmbyTta KnroueBoe cno-
BO

dnaxok (yCTaHOBMNEH/CHAT)

MpumeyaHue

BknroyeHue ampubyma enusiem Ha rpou3eodu-
mernbHocmb Solar webProxy.

Pacnucanunga

PacnucaHue BbInonHeHus npa-
BunNa

3HayeHve MOXHO BbIOPaTh B pacKpbIBalOLLEMCH CNUCKE,
KOTOPbIA COOEPXKUT MepeveHb CO3AaHHbIX B cucteme
o6bekToB nonutrkn Pacnucanus. MoxHo BeIGpaTth He
6onee 20.

MoppobHee o pacnucaHusix cMm. B pasaene 6.5.4.4

JInmutel Tpaduka

Paspeluaembii 06bem nepeaa-
Baemoro Tpaduka

3HaueHVe MOXHO BbIOpaTh B pacKpbIBaOLLEMCSH CNUCKE,
KOTOpPbIA COOEPXKUT NepeveHb CO34aHHbIX B cucteme
06bekToB MonuTUkn JIumutbl Tpadmka. MOXHO Bbl-
OpaTtb He Gonee 4.

MogpobHee o numuTax Tpaduka cm. B pasgene 6.5.4.3

MepeyeHb OencTBUiN, KOTOPbIE MOXHO UCMOSb30BaTh NPY (hOpMUPOBaHUK NpaBuia UM UCKIo-
YeHus, npuBeneHsbl B Tabn.6.21.
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Tabn. 6.27. OnucaHue gencTBUNn

HasBaHue gencrBus OnucaHue

OcHoBHble
Hwyero He genaTb Solar webProxy He npeanpvHUMaeT HUKakux AenCTBUN.
3abnokuposarb Solar webProxy 3abnokvupyet gocTyn K 3anpaluMBaemMomy pecypcy, danny 1 T. 4.

[na atoro gencrensa Bbl6epI/ITe LWwabnoH 6J'IOKVIpOBKVI M3 CyLleCTBYyHLLEero cnnucka.

MpumeyaHue

U3-3a ocobeHHocmell cepsuca wabroH 6!70KUpOGKU 8 HEKOMOPbIX CrTydasx
MoXXem He omo6pa)KambCH.

Bo3MOXHbI cneaywouime cnyyvyaun 6]'IOKI/1pOBKI/11

e Mpyv Nepexone Nnonb3oBaTens no BpeAoHOCHON CCbinke B 6paysep GyaeT otobpa-
XeHa cTpaHuLa GroKUpoBKY;

® Mpu NONbITKE CKayaTb BPEAOHOCHbLIN dhann 3arpyska 6y,c|,eT NPUOCTaHOBI1EHA;

e Mpyv oBpaLLeHNM NPUIIOXKEHUS 3a JOCTYNOM k pecypcam Solar webProxy 3abnoku-
pyeT emy JOCTYn.

Mpu nepegave AaHHbIX NO LWNPOBAHHOMY KaHary, HanpuMmep, Npu UCNoNb30BaHWUK
npotokona HTTPS, wabnoH 6rokMpoBKU CTpaHUL, HE NCMOSb3YETCs.

3aI'IpOCI/ITb noaTeepxaeHve |B 6payaepe nonb3oBaTend 0T06pa3I/ITC$I Be6-CTpaHVILI,a Mnn OKHO C 3anpocoM Ha
noarTeBepXxaeHne gocrtyna:

e [OnA cornacus nonb3osarenb HaxumaeT kHonky [a u nepexoaut Ha Be6-pecypc;

¢ [Ond OTKada nonb3oBaTteslb HaXMMaeT KHOMKY Her. Be6-6paysep BO3BpallaeTca
K npep,bl,qyu.l,eﬁ cTpaHuue. Ecnn ato Obina nepBasa OTKpbITad CTpaHuua unun
BKnagka, cnenyert ee 3aKpbiTb.

[na atoro aencteus BoibepuTe WabnoH Ans NoATBEPXXAEHUS 4OCTYyNa M3 CyLLEeCTBY-
IOLLIero crnmcka.

[NepeHanpaBuTb Solar webProxy nepeHanpasut 3anpoc Ha URL, koTopbii yka3aH B none Beeaure
URL.

Mpun co3pgaHumn NpaBuna cnegyeT y4ecTb:
e [lpotokon n3 URL B 3anpoce oT UICTOYHUKA HE BNUSET Ha AENCTBME NpaBuna.

Hanpwumep, npaBuno nepeHanpasneHns Ha https://www.domaini.ru cpaboTtaer
ans http://www.domain2.ru n nepeHanpaeut ero Ha http://www.domain1.ru.

e [lepeHanpaBneHune He npoucxoauT, ecnn URL B 3anpoce oT UCTOYHMKA HaYMHa-
etca ¢ URL HasHavyeHus unu paBeH emy.

Hanpumep, npaBuno nepeHanpaenenuns Ha https://www.domain.ru/path1/path2
He cpabotaeT Ha https://www.domain.ru/path1/path2/path3 v cpabortaet Ha
https://www.domain.ru/path1.

e B npaBune MOXeT NPOU30NTK LIMKITMYECKOE NepeHanpasneHne.

Hanpumep, B npaBune nepeHanpaeneHus Ha https://domain.ru npousonger
LMKIMYecKkoe nepeHanpasneHune, ecnv cam pecypc no agpecy https://domain.ru
nepeHanpaensiet Ha agpec https://www.domain.ru.

PaspelunTb U He NpoBepsiTh | Solar webProxy paspeLumnTt coegnHeHne UCTOYHMKA C 3anpallMBaeMbiM BeG-pecypcomM.
Janblue MpoBepka Tpadmka NONUTUKON GyaeT OCTaHOBMEHA.
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HasBaHue gencrBus OnucaHue

PaspeLumnTb 3anpoc

Solar webProxy paspeLumT coeamMHeHre NCTOYHKKA C 3anpaluvMBaeMbiM BEG-peCcypCcoMm.
[Ons atoro gencrens ykaxute URL cTtpaHuubl Be6-pecypca.

MposepuTb cepTndukar

Solar webProxy npoBepuT Hanuume ycTaHOBMNEHHOIO cepTudmkata Ansi BCKPbITUS
HTTPS-Tpadumka (nogpobHee cm. B pasgene 6.5.1.3.6.2)

[ononHuteneHble

ApxusnpoBaTtb

Solar webProxy cchopmupyet email (coobLieHne aneKTPOHHOW MOYThl) U MOMECTUT
B Hero 3anpoc. [lanee cuctema otnpaenseT 310 coobieHne B Solar Dozor gns
XPaHEeHMs.

[o6aBuTb 3aronoBku 3anpo-
ca

Mpun o6pabotke HTTP-Tpadmka Solar webProxy no6aeut 3aronosku 3anpocos. [Ang
3TOro AencTBus BblbepuTe WabnoH Ana AobaBneHns 3aronoBka U3 Crnmcka WwabrnoHoB,
HaCTPOEHHbLIX paHee.

3MeHWTb 3aronoBkum 3anpo-
ca

Mpun o6pabotke HTTP-Tpacuka Solar webProxy nameHuTt 3aronosku 3anpocos. [ing
3TOro AencTBUS Bbibepute WabnoH Ans u3MeHeHns 3aroroBka 13 cnmcka LwabnoHoB,
HACTPOEHHbIX paHee.

He >ypHanvpoBsaTb

[aHHble 3anpoca, yaoBNeTBOPSAIOLLEro YCIoBUsiM Npasuna, He ByayT 3aperncTpupo-
BaHbl B XKypHane 3anpocoB Solar webProxy.

Onpeuenmb TN AaHHbIX

Solar webProxy onpegenut MIME-Tun gaHHbix 3anpoca. Tvun gaHHbix OyaeT 3anucaH
B XKypHan 3anpocoB. 310 AencTeue He ByaeT nogaepxnBaTbCs Npyu NCMoNb30BaHUN
npotokona HTTPS.

MpumeyaHune

®alinoobmeHHble cepsuckl Onisi nepedaqu ¢halna rnodzomasnueaom
Multipart-ctbopmy, kKomopas ekrro4aem cocmaensrowue KOMIOHEHMbI.
Hanpumep, ecniu nepedadya 0aHHbIX o murly 0aHHbIX .txt 3abriokuposaHa,
npu nepedade mobbix daHHbIX ¢ nomowbto Multipart-gpopm 6ydem npouc-
xodumsb 6r10Kkuposka, m.K. cama Multipart-ctbopma codepxum e cebe mek-
cmoeble OaHHbIe.

YBegomuntb

Solar webProxy otnpaBut email (coobLieHne 3NEKTPOHHOM MOYTbI) O KAaKOM-NM6o
AencTBUK, NPOM3OoLLIEALLIEM B CUCTEME. DTO yBeAOMIIEHNE NofyYaT agMUHUCTPaTopsl
6e3onacHoCTH, YbM agpeca SNEeKTPOHHOW NOYThl yKkasaHbl B npaswune. Ans aToro
Aencteums BblibepuTe WabnoH CTpaHuLbl YyBEAOMIIEHNS U3 CYLLECTBYIOLWEro Cnmcka
W1 co3ganTe CBON.

YaanuTtb 3aronoBku 3anpoca

Mpu obpaboTtke HTTP-Tpadmka Solar webProxy nameHuT 3aronoBku 3anpocos. [ns
3TOro AencTBuA Boibepute WabnoH AN yaaneHus 3arofnoBka U3 crnvcka LwabnoHos,
HaCTPOEHHbIX paHee.

[o6aBnTb Mapkep B XXypHar

Mpu cpabaTtbiBaHWM NpaBuna aencteve fobaBnseT ykasaHHbIi Mapkep B XXypHan
3anpocos.

[Job6aButb  yBegomneHue
ans WS/WSS

Mpu cpabaTtbiBaHUM NpaBuna B 6pay3epe byoer nokasaHo yBEAOMIMEHNE O HEYAAYHOW
noneiTke nogkntodeHus no npotokonam WebSocket unn WebSocket Secure.

Ecnun coBMeCTHO € [OMONMHUTENbHBIM AENCTBUEM Obinv BbiGpaHbl OCHOBHbIE AENCTBUSA
Huuero He genatb, PaspewnTb u He NpoBepATL Aanbue, PaspewnTsb 3anpoc,
3anpocutb nogrBepxaeHue nunu NMpoeeputb cepTudukar, npu WS/WSS-coeau-
HeHun yBegoMneHve ByaeT nokasaHo, TONMbKO eCN eCTb HEUCNpaBHOCTM B paboTe
npotokonoB WebSocket unn WebSocket Secure co ctopoHbl pecypca.

MpumeyaHue
Paboma ocHoeHbIx Oelicmeuli 3abnokupoeamb u [lepeHanpasumb

cosmecmHo ¢ OornorHUmersbHbIM Oeticmeuem [Jobasumb yeedomsieHUe
ons WS/WSS Heso3MOoxHa.
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Mprmepsbl peLleHns 3agay ¢ NOMOLLLIO NPaBUIl N UCKNIOYEHWI cnos dunbTpaums 3anpocoB
npueegeHol B pasgene 6.6:

ynpasneHve dunsTpaumern 3anpocoB nornb3osartenen (cMm. pasgen 6.6.7);

GnokMpoBKa 3arpy3ku cogepxmnmoro YepHosmkoB B OWA B pexrme 06paTHOro npokcu (Cm.
pasgen 6.6.9);

OGnokMpoBKa 3arpysku nucem ¢ 3anpeweHHbiMu hannamm B OWA B pexmme obpatHoro
npokcu (cMm. pasgen 6.6.10).

O6wme npuHUUNBI paboTbl C NpaBuMnaMn U/MnNM UCKIMIOYEHNAMM 3TOrO Criosi (KONMPOBaHME,
pegakTupoBaHue 1 T.4.) onucaHbl B pasgerne 6.4.2.

Ha pucyHke Puc.6.39 nokasaHa cxema paboThbl NpaBui U UCKNKOYEHWI criost Punbrpayms
3anpocos.

Mposomehue

!

OBpatorka cnoss
"OUNLTPALMS SaNPeCoE”

Cnoit 1

nonksosatens. B cnyuae mo den:
ownBor sckpaTva HTTPS | momumurs mpe
nonbaosarens Gyger cepmugburama

Ia oTnpasnen ka cTpaRMLy ©
uHCTpyRLMeH

mes owubku TLS-
v

7 Tiposeputs capTuduar

3anpoc noar
AeiicTaus y nonsaoearens
AN MCXOAALIErD TpAchUKa

6."3anpociTs nogTeepFASHME"

Zanpoc san0s0 NpoXoANT ace
cooTEETETEVOWME Criok
KOHTEHTHO UALTPALMM, TaK kK]
cumTaETeR HoEbI

MonssosaTent nonyukT
waBnew Bnokupoeks

1 "Hute ro He AenaTk”

3 TeperanpasnTs”

Aocryn

Aocryn sanpewen /. 2."3a8nokupoears’

b Kasoe neiicTaue & npaeune?
(HTTPS) 4. "PaspewnTs (HTTPS)

/ He npoBepaTh
Bansuwe” !

Crou 1.N

Kokew, Koney

Croii N
Vcknruennn Ia CTs 7 cnRzyoWYs TPONYCKAMTER KCKTKUERNS M NPaska
enci? “Mepewanpasnenme no ICAP" (OTeeTs), &
Tipasnna TamKE Cnow "DunsTpauua oTEeTos"
5 "PaspewmTs
peu Orser Het
sanpoc (HTTPS)

Puc. 6.39. Cxema pabotbl cnosi « ®unsrpauunsa 3anpocoB»

6.5.1.3.6.2. NNpoBepka Hann4ua ceptucpmnkara

MpoBepka Ha Hanu4dme cepTudpmkarta ans BekpblTns HT TPS-Tpadumka npomexoguT npy akTMBHOM
dencteuu MpoBepuTtb cepTudukaT npasun cnos PunsTpaumsa 3anpocoBs.

,D,J'IFI aoctyna K Be6-pecypcy npun OTCyTCTBUMN YCTAHOBIIEHHOIO CepTVICbI/IKaTa nonb3oBaTersto
6y,1:|,eT npeanoXxeHa MHCTPYKUnA no ero yCtaHoBKe.

CTpaHuuy C MHCTPYKLME MOXHO BblGpaTh U3 ABYX BapUaHTOB:
No YMOMYaHuIo;

CTpaHuLa No yMOn4aHuo COAEPXXUT MHCTPYKLIMM NO YyCTaHOBKe cepTudmnkaTa Ans pasnmnyHbiX
onepaumoHHbIX cucteM. MNpu HaXxxaTuK Ha 3HAYOK HY>KHOW onepaLnoHHON cMcTeMbl 0OTOGpa-
3MTCS COOTBETCTBYHOLLAA MHCTPYKLUUS.
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® BHeLHU pecypc (Heobxoammo ykasatb URL cTpaHuubl).

MpumeyaHue

Lna koppekmHoUl pabombl cmpaHuyy 8HeWwHea0 pecypca Heobxodumo dobasume 8 UCKITIOHEHUS
crosi Bekpbimue

Mpwn obpalueHnn k Be6-pecypcy ¢ npedumkcom HTTPS B URL B 6paysepe otobpasuntcs coob-
LLleHne o Hebe3onacHoM coeanHeHun. B aTom cny4dae, 4Tobbl NepenTh Ha CTPaHULYY C UHCTPYK-
LMen nNo ycTaHoBKe cepTudnkaTa Heobxoammo cornacuTbes ¢ yrpo3on 6e3onacHoOCTu.

BHumaHue!

Lnsa 6onee HadexHoU pabombl MexaHU3Ma riepeHarnpaesieHus rnosib3og8amersisi Ha cmpaHuuy € UH-
cmpykuuel rno ycmaHo8ke cepmucgbukama, HacmosimesbHO pekomeHOyemcsi dobasume 8 none Ha-
3Ha4eHue rpasuria rMposepKU cepmuchbukama criucok pecypcos, cooepxauiuti criedyrouiee peayrsipHoe
8blpaXeHue:

(.*/8]. *htmI\??2].*/[™.]*$]. *search. *)

6.5.1.3.7. PunbTpaumns oTBeTOB

Crnioi ®unbTpauma oTBeTOB NpeacTaBnsieT cobor Habop NpaBu N UCKNIOYEHWIA ANd pa3pe-
LWEHNs1 UK 3anpeTa onpeaeneHHbIX TUNOB OTBETOB. OunbTpaLms MOXET BbINOMHATLCA MO
COOEPKMMOMY OTBETOB (Hanpumep, Ha3Ha4YeHUto, KIMYEBLIM COBaM, NMMMUTaMn Tpadmka u
T.4.).

HacTpoiikn Wmnopr JkcnopT MonuTua / @unsTpaums oTeeTos / lumuTel YouTube @ TIPMMEHNTE NOAHTHKY
EY MEKCETEBOM 3KPAH Coapath npasuno 0 Ha o.ne. Q | Hacrpofia konokiok
|= KOHTEHTHAA @UNLTPALIVA KonuuecTso 0 Konuuecteo

;.Q... [ocTyn 63 ayTeHTUMKaLIK Hazzanue LeiicTeuA  MCTOUHMK HazHaueHne Korga v kem m3meHero  fon.
Mpaenna

1

"i:"f Bckpoimue HTTPS o : admin
7 My3biKa U BUE0 15032022 1629

NianTit YouTube TNioboi

@ MepeHanpasnexne no ICAP
WNLTPaLKA 3aNPOCcoB

&> OUILTPaLWs OTBETOB

= Jinmumsl YouTube

Puc. 6.40. Cnoun npaBun nonuTukn «®unbrpaumsa oTBeToB»

B Tabn.6.28 nepeuvncneHbl atpnbyTbl 415t GOPMUPOBAHUS NPABUIT N UCKITHOYEHNIA.

Tabn. 6.28. OnucaHue aTpubyTOB NpaBUIT U UCKITKOYEHUN cros « PunbTpauus oTBETOBY

HasBaHue aTpubyTa OnucaHue 3HauyeHue
OcHoBHble aTpubyThI
HasBaHue HasBaHve npaBuna u/wnu uc-|Beogumbln BpyYHyto TekcT. MakcumarnbHbIi pa3mep
KInoYeHnst BBEEHHOIO TEKCTa He AoMmkeH npeBbiwatb 200 cumBo-
nos
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

KommeHTapui [ononHuTenbHble cBeAeHWs O|BBoanmbl BpyyHyl TekcT. MakcumarnbHbId pa3mep
npasune U/unm UCKINYeHNM | BBEAEHHOIO TeKCTa He AOSMKeH npeBbiwatb 500 cumBeo-
nos
Mpuoputet MpuopuTeT BbINONHEHNSA NpaBu- [ MakcMManbHbIn  pasmep BBEOEHHOro 3HayeHus He
na npeBbILLaEeT KONMYeCTBO NpaBuri
DencTtBus
OcHoBHbIE OCHOBHbIE OENCTBMSA, KOTOPbIE | S3HaYEeHNe MOXHO BblIOpaTh B PACKpPbIBAKOLLEMCS CMIUCKE:
OyOyT NpYMeHeHbl K OOBbEeKTy
nocne cpabaTtbiBaHNS npaesuna Huuyero He penatb (3HadeHue Mo yMon4yaHur);
3abnokupoBarb;
MepeHanpaBuTh;
Pa3pewmnTb u He NpoBepAThL Aanblue
JononHutenbHble [ononHuTenbHble  AeNCTBUS, | BHaYeHNe MOXXHO BbIOpaTh B pacKpbIBaOLLEMCS CMMCKE
KoTopble OyayT npuMMEeHeHbl K|(No ymMon4aHuio He 3a4aHo):
06bekTy nocne cpabatbiBaHus
npasuna [Job6aBuTb 3aronoBKM OTBETA;
M3meHUTb 3aronoBKKU OTBETa;
He xypHanupoBaTtb;
OnpeagenATb TUN AAHHbIX;
YBegomuThb;
YaanuTb 3aronoBkKu OTBeTa;
Jo6aBuTb Mapkep B XXypHart;
[Ho6aButb yBegomneHue gna WS/WSS
Ycnosus
McTouHmk Afpec oTnpaBuTeENs NakeToB.|3HayeHMe MOXHO BBECTW BpYyYHYyK wnv BblibpaTb B
[ns UCTOYHMKA, YKa3aHHOTO B |pacKpbiBatOLLEMCS CMIUCKE:
UCKMYeHnM, unbTpaunst 3a-
NpPOCOB BbIMOMNHATLCS He Oyaert MepcoHa 13 [locke;
pynna nepcoH 13 [locke;
HeayTeHTMdMLUMPOBaHHbIA Nonb3oBaTenb;
OanHouHbIn IP-agpec;
[wnana3soH IP-agpecos;
Macka nogcetn IP-agpecos;
«JTtoboi» (3HadeHue Mo ymMonyaHur)
HasHaueHune Afpec Ha3HayeHusl oTBeTa 3HayeHMe MOXHO BBECTU BPYYHYH unu BbliOpaTb B

pacKpbIBaOLLLEMCS CMIUCKE:
OpauHouHbIn IP-agpec;
IP-ananasoHsbl;
Macka nogcetu IP-agpecos;

[owmeH;
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OaHHbIX

HasBaHue aTpubyTta OnucaHue 3HayeHue
o Cnuncok pecypcos;
e Kareropuu pecypcos;
o Ycnosusa Anst Ha3Ha4YeHus;
o «JToboex (3HayeHue Mo ymonyaHuro)
[ononHutensHble aTpnbyThl
MpoTtokon MpoTtokon nepegayn faHHbIX [3HaYeHMe MOXHO BBECTU BPYYHYH unu BblibpaTb B
pacKpbIBaKOLLEMCS CNINCKE:
o HTTP;
e HTTPS;
o FTP;
o WebSocket;
o WebSocketSecure.
Ecnu 3HaueHne He BbIGpaHo, Npy NPUMEHEHWW NONUTH-
kv ByayT NpoBepEHbI BCE NPOTOKONbI
Metoabl MeTtogpl npotokonoB HTTP u|3HayeHne MOXHO BBECTU BPYYHyH Unu BbiOpaTb B
FTP OVER HTTP packpbIBalOLLEMCSH CMUCKE:
o CONNECT;
e COPY;
o DELETE;
e GET;
e LOCK;
e MKCOL;
o MOVE;
o OPTIONS;
e PATCH;
e POST;
o PROPFIND;
o PUT;
o UNLOCK.
Ecnu 3Ha4eHne He BbIGpaHo, Npy NPUMEHEHWN MONUTH-
kv ByoyT npoBepeHbl Bce MeToabl. [ogpobHee o meTo-
nax cMm. B pasgene MNpunoxeHue D, Memodsl HTTP-
rnpomokosia
MopTbl Homep (@manasoH HomepoB)|Yncno (MeHble 65536), CNMCOK Ny guana3oH HaTy-
noptoB TCP, BKmOYeHHbIX B |panbHbix Yucen. MoxHo Beibpath He 6onee 50. Mepsoe
URL-agpeca 3anpocos 3Ha4YeHne ananasoHa JOMKHO ObITb MEHbLLIE, YEM BTO-
poe
3aronosku CnyxebHble 3aronoBku nakeTa |3HayeHne MOXHO BbIGpaTh B PACKPbIBaOLLEMCS CMIUCKE.

B aTom cniucke OTO6pa)KeHbI BCe YCIioBUA Ha 3arorioBku,
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

chopMmpoBaHHble B cucteme. MoxHo BeibpaTb He 60-

nee 50.

Moppo6GHee o 3aronoBkax cM. B pasgene 6.5.4.5

Tun chavinos MoppepxuBaemble  copmathl | 3Ha4eHNe MOXHO BbIOpaTh B paCcKpbIBaOLLIEMCS CIUCKE
harnos (no ymonuaHmio He 3agaHo)
Pannsbl Ycnoswe npoBepku dannos 3HayeHVe MOXHO BbIOPaTh B pacKpbIBaOLLEMCH CNNCKE,

KOTOPbIN COAEPXKUT NepedeHb 3Ha4YEHNN N3 CNPaBOYHU-
ka Pannebl.

MoppobHee 06 aTpubyTtax dhaninoB cm. B pasgene
6.5.5.4

Pa3mepsbl pannos

[vana3oH gonycTnmMbIix pasve-
poB hannoB «OT»

3HauyeHne OT MOXHO BBECTM BPYYHYIO, a Takke Bbl-
6paTb TMM (halnoB B pacKpbIBaOLLEMCS CMUCKE:

b — 6aliThbl,

KB — kunobainTsbl,
MB — merabanThil,
' — rurabanThbl,
TB — TepabanTsbl.

EovHyLa nsmepeHusi no ymonyaHuio 3agaetcs B Mera-
barnTax

KntoyeBble crioBa

YcnoBns NpoBepKU KMHYEBbIX
crnos

3HayeHve MOXHO BbIOPaTh B pacKpbiBalOLLEMCH CNCKE,
KOTOPbIN COAEPXKUT NepedeHb 3Ha4YEHNN N3 CNPaBOYHU-
ka KntoueBble cnosa.

Moppo6GHee o kntoYeBbIX CrioBax cM. B pasgene 6.5.5.2

C noporom

CymMMmapHbI BEC BCEX HaMOEH-
HbIX KIO4EBbIX CMOB (MM OJHO-
ro, eCnn YCTaHOBMEH (praxoK
Uriopuposatb NoBTOPbI
cbpas), o AOCTUKEHUIO KOTOPO-
ro kK 006bekTy 6yaeT NpMMEHEHO
AencTBue, yKasaHHoe B NpaBu-
ne. ATpubyT cTaHOBUTCH BMAN-
MbIM TOMbKO MOCIE YyKasaHus
3HayeHwus aTpubyTa Knrouesoe
cnoBo

3HaveHue BBOAMTCSA BPY4YHYHO: Lienoe 4ncno

MrHopupoBaTb noBTOpbI
dpas

Onpepenser HeobGXOAMMOCTb
yyeTa Kakgoro crnosa TONbKO
OAVH pa3 (He3aBMCKMO OT YacTo-
Tbl €ro MosiBNEHNS B TEKCTE).
ATpnbyT CTAHOBMTCH BUOUMbIM
TOMbKO MOCIe YKa3aHWs 3Haye-
Hus aTpmbyTta KnroueBoe cno-
BO

dnaxok (yCTaHOBMNEH/CHAT)

Mcnonb3oBaTb BHELUHME
pacnakoBLUUKM

Onpepenser HeobGXoAMMOCTb
ucnonb3oBaHua Tika-cepBepa
ANs  pacnakoBKM  AaHHbIX.
ATpnbyT CTAHOBMTCH BUOUMBIM
TOMbKO MOCIe yKa3aHus 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

®Pnaxok (ycTaHOBMNEH/CHAT)

VckaTb BMECTE C anemeH-
Tamn HTML-pasmeTkn

OnpepensieT HeobGX0AMMOCTb
MoucKa KIo4EBbIX CIIOB BMECTe

®naxok (ycTaHOBMNEH/CHST)
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HasBaHue aTpubyTta

¢ anemeHTamu HTML-pa3meTku.

OnucaHue

ATpnbyT CTAHOBMTCH BUOUMbIM
TOMbKO MOCIE YKa3aHns 3Hade-
Husa atpmbyTa KntoyeBoe cno-
BO

3Ha4yeHue

lMpoBepka ¢ nomoLlbio
perynspHbiX BbIPaXXeHWI

Onpepenser HeobGXo0AMMOCTb
NPOBEPKM PEryNAPHbLIX Bblpaxe-
HWI B KNoYeBbIX CrioBax. ATpu-
OyT cTaHOBWTCA  BWAMMbIM
TOSMbKO MOCIe YKa3aHWs 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

®Pnaxok (ycTaHOBMNEH/CHAT)

MpumeyaHune

BknroyeHue ampubyma enusiem Ha rnpou3eodu-
mernbHocmb Solar webProxy.

Pacnucaxusa

PacnucaHue BbINOnHeHus npa-
BUna

3HaveHre MOXHO BbIOPaTh B pacKkpbiBakoLLEMCH CNUCKE,
KOTOPbLIN COOAEPXKUT NepedeHb CO3AaHHbIX B cucteme
o6bekToB nonutukn Pacnucanus. MoxHo BeiGpaTth He
6onee 20.

MoppobHee o pacnucaHusix cM. B pasgene 6.5.4.4

JIumutel Tpadmka

Paspelaembii o6bem nepena-
Baemoro Tpaduka

3HayeHve MOXHO BbIOPaTh B pacKpbIBalOLLEMCH CNCKE,
KOTOPbIA COOEPXKUT NepeveHb CO3AaHHbIX B cucteme
06bekToB nonutukn Jiumutbl Tpadmka. MOXHO Bbl-
OpaTtb He Gonee 4.

MoppobGHee o numunTax Tpaduka cMm. B pasgene 6.5.4.3

lMepeyeHb OecTBUIA, KOTOPbIE MOXKHO UCMONbL30BaTh NPY OPMUPOBaAHUK NpaBuia UM UCKIo-
yeHus, npuBeaeHsbl B Tabn.6.29.

Tab6n. 6.29. OnucaHne gencTBumn

HasBaHue pencrtBus OnucaHue

OcHoBHble

Hwuero He genaTtb

Solar webProxy He npeanpvHMMaeT HUKaknx 4encTBui

3abnoknpoBatb

pyeT emy [OCTY.

Solar webProxy 3abnokupyeT goctyn K 3anpawvBaemomy BebG-pecypcy, danny u
T.4. Inga aToro oencTeusa Heobxoanmo BbiGpaTh LWABMIOH BNTOKMPOBKU M3 CYLLIECTBYHO-
Lero cnmncka. BoamoxHbl cnegytowme criydan 6noKMpoBKU:

npu nepexoge nonb3oBaTens no BpeO4oHOCHON Cebinke B Gpaysep Gyaet otobpa-
XeHa cTpaHuLa GrnoK1poBKY;

npw NonbITKE CkavyaTb BPEOOHOCHLIN thann 3arpyska byaeT npuocTaHOBMEHa;
npv obpaLLeHnm NpUNoXeHns 3a AOCTYNoM k pecypcam Solar webProxy 3abnoku-

Mpu nepenaye AaHHbIX NO WNHOPOBAHHOMY KaHary, Hanpumep, NpU UCNoNb30BaHWUK
npotokona HTTPS, wabnoH 6rnoKMpoBKM CTPaHUL, HE NCMONb3YyeTCst

MeperanpaButb

URL.

Mpwn cospgaHnn npasuna cneg,

Solar webProxy nepeHanpasut 3anpoc Ha URL, koTopbii yka3aH B none Beeaure

Mpotokon n3 URL B 3anpoce OT NCTOYHUKA HE BMUSIET HA AEWCTBUE npaBuna.

Hanpwumep, npaBuno nepeHanpaeneHns Ha https://www.domaini.ru cpaboTtaet
ans http://www.domain2.ru n nepeHanpaeut ero Ha http://www.domaini.ru.

MepeHanpaBneHne He npoucxoouT, ecnyu URL B 3anpoce OT UCTOYHMKA HaYnHa-
erca ¢ URL HasHaveHns nnm paBeH emy.

YET YYeCTb:

O SOLAR
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https://www.domain1.ru/
http://www.domain2.ru/
http://www.domain1.ru/

HasBaHue gencrBus OnucaHue

Hanpuwmep, npaBunno nepeHanpasneHns Ha https://www.domain.ru/path1/path2
He cpabotaeT Ha https://www.domain.ru/path1/path2/path3 v cpaboraet Ha
https://www.domain.ru/path1.

B npaBune MoxeT NpoM3onTN LMKIIMYECKOE NepeHanpasneHune.

Hanpumep, B npasBune nepeHanpasneHnsa Ha https://domain.ru npounsonger
LMKNMYecKoe NnepeHanpaeneHne, ecnm cam pecypc no agpecy nepeHanpasnsieT
Ha agpec https://domain.ru Ha https://www.domain.ru

PaspelunTb U He NPOBEPSTh
Janblue

Solar webProxy pa3peLumT coeaMHeHe NCTOYHKKA C 3anpaluvMBaeMbiM BEG-peCcypCcoM.
MpoBepka Tpaduka nonuTrkomn byaeT ocTaHOBMEHa

[ononHutenbHble

[loGaBunTb 3aronoBkun oTBETA

Mpun obpabotke HTTP-Tpacuka Solar webProxy no6asut 3aronosku otBeToB. [Ang
3TOro AgencTevs HeobxoamMmo BbiOpaTh WabnoH Ana fobaBneHwWst 3arofnoBka K3
cnucka WabnoHoB, HaCTPOEHHbIX paHee

M3meHWTb 3aronoBku oTBeTa

Mpn obpabotke HTTP-Tpacuka Solar webProxy nameHut 3aronoBku oTeeToB. [Ans
3TOro AencTBus HeobxoamMMo BbibpaTh WabnoH Ans N3MeHeHNs 3arofnoBka U3 cnncka
LWabnoHOB, HACTPOEHHbIX paHee

He >xypHanvpoBaTb

[aHHble 3anpoca, yAoBNeTBOPAIOLLEro YCoBUSIM Npasuna, He ByayT 3aperncTpupo-
BaHbl B XKypHane 3anpocoB Solar webProxy

Onpe,qenmb TUN AAHHbIX

Solar webProxy onpegenut MIME-T1n gaHHbix oTBeTa. Tun AaHHbIX OyaeT 3anvcaH
B XKypHan 3anpocoB. 370 AencTere He OyaeT NoAAEPKNBATLCS NPU UCNOMb30BaHUK
npotokorna HTTPS

MpumeyaHue

®alinoobmeHHble cepsguckl Onsi nepedaqu ¢halna nodzomasnuearom
Multipart-ctbopmy, Komopasi eksiro4aem COCmOGIsoUUE KOMIOHEHMEI.
Harnipumep, ecnu nepedaya daHHbIX Mo murny OaHHbIX .txt 3abrokuposaHa,
npu nepedaye mobbix daHHbIX ¢ nomowbto Multipart-gpopm 6ydem npouc-
xodumeb 6r1iokuposka, m.K. cama Multipart-ctbopma codepxum 6 cebe mek-
cmoseble OaHHhbIe.

YBegoMnTb

Solar webProxy otnpaBut email (coobLLeHMe 3NEKTPOHHOM MOYTbI) O KakoM-nnbo
[eViCTBMN, MPOU3OLLEALLEM B CUCTeMe. DTO YBEAOMIEHME NoMyYaT afAMUHUCTPATOPSI
6e30macHOCTH, YbM agpeca SMeKTPOHHON MOYTbl yKasaHbl B npasune. Ans atoro
[elcTBUA HEOBXOAMMO BbIOPATH LLIABNOH CTPaHULIbl yBEAOMIIEHWS U3 CYLLECTBYIOLLETO
crnvcka unv cosaatb CBoW

YpanuTb 3aronoBkn oTBeETa

Mpun obpabotke HTTP-Tpaduka Solar webProxy nameHuT 3aronoeku otBeToB. [Ana
3TOro AencTBusa Heobxoaumo BbibpaTh WAabnoH AN yaaneHns 3aronoska 13 crnncka
LabnoHoOB, HACTPOEHHbIX paHee

[o6aBuTb Mapkep B XXypHan

Mpu cpabaTtbiBaHWK NpaBuna gencteme fobaBnseT ykadaHHbIn Mapkep B XKypHan
3anpocoB.

[o6aBuTb  yBegoMreHune
ona WS/WSS

Mpwu cpabaTtbiBaHUM NpaBuna B 6pay3epe OyaeT nokasaHo yBeOOMIEHNE O HeYAa4YHON
nonbiTke nogknoveHns no npotokonam WebSocket nnn WebSocket Secure.

Ecnun coBMecTHO € fononHUTENbHbIM AeNCTBUEM Obinv BbibpaHbl OCHOBHbIE AENCTBUS
Hu4ero He penatb, Pa3spewnTtb 1 He NpoBepsATb Aanblie, PaspewnTb 3anpoc,
3anpocutb noarBepxaeHue nnu NpoeepuTtb ceptudmkat, npy WS/WSS-coeau-
HeHun yBegoMneHne ByaeT nokasaHo, TONMbKO eCn eCTb HEUCNpaBHOCTM B paboTte
npotokonoB WebSocket nnn WebSocket Secure co cTtopoHbl pecypca.
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https://www.domain.ru/path1/path2
https://www.domain.ru/path1/path2/path3
https://www.domain.ru/path1
https://domain.ru/
https://domain.ru/
https://www.domain.ru/

HasBaHue gencrBus OnucaHue

MpumeyaHune

Paboma ocHosHbIx Oelicmseuli 3abnokuposamb u [lepeHanpasumb
cosMecmHo ¢ 0ononHUmMesibHbIM deticmeuem [Jobasumb yeedomsieHUe
ons WS/WSS Hego3MOXxXHa.

Mpumeps! pelleHns 3aaay ¢ NOMOLLIbIO NPAaBUM U UCKMOYEHUI criost dUnbTpauusi OTBETOB
npueeneHsl B pasaene 6.6:

e ynpaeneHue unsTpaumnen oTBeTOB Nonb3osatenei (cMm. pasgen 6.6.8);

e OBnokunpoBKa 3arpysku cogepxunmoro YepHosrkos B OWA B pexnme o6paTHOro npokcu (CMm.
pasgen 6.6.9);

e OrokMpoBKa 3arpyskuM nNMcem c 3anpeleHHbiMu dainamm B OWA B pexnme obpatHoro
npokcu (cm. pasgen 6.6.10).

O6Lwme npuHUMNbl paboTbl C NpaBMnaMn U/MnM UCKMOYEHNAMM 3TOrO Criosi (KONMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgene 6.4.2.

Ha pucyHke Puc.6.41 nokasaHa cxema paboTbl npaBun 1 UCKNIOYEHUI cnos PunbsTpauums
OTBETOB.

MpogomxeHue

0OB6pafboTka cnose
"PHNLETPALMA 0TBETOR"

Cnoi 1

Wekniouenna

Monagaer N oT2eT nog
MokNEHrE?

OTBET 3aHOBO NPOXOAMT BLE
COOTEETCTEYIOWHE CNOK
KOHTEHTHON hUNETPALMK, TaK Kak]
CYMTAETCA HOBLIM

Her 3.'MepenanpaenTs” _

Kotey

f

/OocTyn 1/, 2."3a8nosupozats’] JocTyn paspewen
/ »
(HTTPS) 4 "PaspelunTs 1 (HTTPS)
4 HE NpOBEEPATH
l Aanewe”

MonbseBaTENE NONYYUT
wabnox GnoknpoBkK

1. "Hu4ero He fenats"

Kakpe nedcTene B npasane?

) Cron 1.N
Korey ‘
Cnod N

Mckniuesua na CTL N4 CnEgyroLM
cnoif?
MNpaeuna

Puc. 6.41. Cxema pabotbl crosi «®unsrpaumsa oTBeToB»
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6.5.1.3.8. Mapkepbl NpaBuUI1 KOHTEHTHOM (hunbTpauun

Mapkepbl npaBun KOHTEHTHOM ounbTpauumn obrnerdaroT npouecc noncka n unbsTpaumm codbbITUin
B pasgene Ctatuctuka > XypHan 3anpocoB ¥ genatot ero 6onee rubkum. lononHuTensHas
MapKMpoBKa NO3BOMSET rpynnMpoBaTh COBLITUS KOHTEHTHOW hUNBTPaLUK No obLLEeMy NPU3HaKy
BHE 3aBMCUMOCTU OT APYrnX YCNOBWUIA B NpaBunax.

MpumeyaHue

lpu co3daHuu mapkepa rnpasusi KOHMeHMHoU hunbmpayuu HazeaHue Mapkepa Oo/mKHO bbimb yHU-
KallbHbIM.

Mapkepbl NpaBunst KOHTEHTHOW PUNBTPALUM MOXHO CO34aThb:

e B pasgene NMonutuka > CnpaBoyHuku > Mapkepbl npaBun K® ¢ nomoulbto kHorku [o-
6aBuTb Mapkep.

MonuTuka / CNpaBoYHMKM / Mapkepbl npaeun KO @ TpymerTs nonvmKy

JobasuTb mapkep OWCK 3BaHMIO Q

[JEELERTY KommeHTapwii Co3paH W3meHeHr
admin
> req_mark1 1
220320231935
admin

> resp_mark2 2
22032023 1936

Puc. 6.42. CnpaBoyHuk «Mapkepbl npaBun K®»

e [lpun cospgaHmn npaeun B pasgenax ®unbsrpauua 3anpocoB 1N unbTpaumus oTBETOB.
[nsa aToro:

1. Haxxmnte Co3gaTtb npaBuno.

2. B none [obaBuTb gononHuTenbHoe AencTtBue BbibepuTe [JoO6aBUTL Mapkep B
XypHan. B Bbinagatowem cnvcke otobpaxaloTcs yxe CyLeCTBYHLMe B CNPaBOYHUKE
Mapkepbl. YTobbl 3aa4aTb HOBOE 3Ha4YeHUEe MapKepa, yKaKuTe ero B nore BHU3Yy CnMcKa.
Mocne coxpaHeHusa npaBuna HOBbIN Mapkep aBTomaTtuyecku byget fobasneH B cnpa-
BoYHMK Mapkepbl npaBusn K®.
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Co3aath NPaBuUno X

BKNOYEHO L) (®) Mpaeuno Wckniouerre

Mpuopurer

[NeiictByA

OCHOBHOE © Pazpewnrs 3anpoc

[lONONKUTENBHO [l0BaBnTbL MapKep B ypHan

Ycnosus

McToYHMK

HasHayeHne

CoxpaHuTs OTMEeHuTh

[lns kaXxaoro npasua KOHTEHTHON PUNETPaLMM MOXHO Ha3HAYUTb HECKONbKO MapKepoB.

MpumeyaHne

lpu cosdaHuu Yepe3 KOHCMPYKMOP rpasusi Mapkep cosdaemcs ¢ nycmsbim rioriemM KommeHma-
pull, KoOmopoe MOXHO 3arofHUMe rno3dHee 8 cripagoyHuke Mapkepbi npasun K®. Omo none
HeobsizamersibHO, HO OHO TOMO2aem PacKPbIMb CMbIC UMU HasHaYeHue MapKepa.

Mocne cpabatbiBaHusA NpaBuna Mapkepbl OyayT otobpaxarbcs B 3anucax XKypHana 3anpocos.

MpumeyvaHue

Lonyckaemcsi noemopHoe ucnonb308aHue 00HO20 MapKepa 8 pamkax 00Ho20 fpasuna. [pu smom
deticmeus Jo6aeums MapKep & XKypHas ¢ 00UHaKO8bIMU Ha38aHUSIMU MapKepoe rocre rnepesazpy3Ku

criucka npasusn 6ydym obbeduHeHbI 8 00HO, a 8 XKypHan 3anpocoe bydem 0obaeneHo mosibKo 0OHO
3Ha4yeHue.

Mpwn 06paboTke 3anpoca HECKONbKUMYM NpaBuiamMy ¢ MapKUPOBKON B OQHOM UIN HECKONbKMX

CINOSIX KOHTEHTHOW (hUnbTpauuM Bce Mapkepbl NpasBun GyayT nocnegoBaTtenbHO A06aBneHbI
B 3anvcu XKypHana 3anpocoB.

MpumeyaHue

Mapkepsbi, ucronb3yembie 8 KakoM-ubo cywecmsyrouwemM npasurne, He Moaym bbimb ydarneHsl.

Ums mapkepa ucrionb3yemcs rpu rnomemke cobbimusi 8 XypHasie 3anpocos. VaveHeHue umeHU
Mapkepa rpusedem K riosienieHuto 3anuceli 8 XXypHarse 3anpocoe ¢ HoO8bIM yKa3aHHbIM UMEHEM, HO
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He r10380/1Um 8bIrNoJIHAMb d)unbmpauwo 10 cmapbIM 3ariucsm. I'Ipu Heobxodumocmu peKomeHOyemCFI
co30asamb HO8bIl Mapkep, a He USMeHAMb cyuu—:-cmeyfouwa.

Ecnu mapkep 6onbuie He Uucrnosib3yemcsi HU 8 00HOM ripasusie rofaumuku, oH Moxem bbimb ydarieH.
OO0Hako amo cOeraem HEBO3MOXHbLIM ¢huslbmpayuUio paHee 3apesucmpupo8aHHbIX cObbimud, nome-
YeHHbIX amum Mapkepom & XKypHasne 3anpocoe.

B cTon6ue KommeHTapuit pecypca MOXHO NPOCMOTPETb AOMNOMHUTENBHYH UHOPMALIMIO O
pecypcax, K KOTOpbIM Mofib30BaTeNb Nonyyan Unm neitancs nonyYynTb AocTyn (ecnv MHGop-
maums 6bina gobaeneHa paHee B pasgene Monutuka > CnpaBo4HuKK > Pecypcbl 4ns KOH-
KPETHbIX LWaBnoHOB MMeHU pecypcoB B none KommeHTapui).

Takke Mapkepbl NpaBu NoMmoratroT 6onee rmbko BbINONMHATL unbTpaumio B XKypHane 3anpo-
COB anga otbopa NoMeYeHHbIX cobbITMI Npu hopMMpoBaHUK OTYETOB. [Inga aToro B pasgene
Cratuctuka > XXypHan 3anpocoB > 1o yanam dunbTpaumm Haxmmte kHonky Ewe n Bbibe-
pute ®UNLTP NO MapKepam.

MpumeyaHue

B mekywel peanusayuu ¢unsmpauyusi 8 KypHarne 3anpocoe docmyrnHa morsbKo 058 omyema lMo
y3nam ¢punbmpayuu.

e

=

JKypHan 3anpocos /1o yanam unLTRaLMN
<Or4er He coxparien>

2

Copamims v C 10cex v

Meprop Vans! unsTpaLMN Konokiiu Pecypch 3anpocs!

2uaca B VBl 'P-2npec vcrouuka x| ewe3 v Bee

Tpachmku 3anpocos IP-apeca uCTONHYKOB

)
i

HTTP-xoa

ypHan 3anpocos
v nposepky
JKypHan (nepabie 500 CTPOK)
JTvmut

IS

PexuM Npokck

@

Bckpuisats, 1P-agpec cepsepa HasHaseHus
BC8, Allow
play.google.com 10201208255 CONNECTfor A QWNLTP 110 MapKepam

BCKpbiBaTL.
o TAN punsTpaLn
ace

BCKpbiBaTh
Be&, Allow

play.google.com 10201208255 CONNECT for  METHOD(CONNECT) -
BCKpBLIBaTH
BCe

21042023  HeayTeHTUgUUMPOBaHHbIA
142325  noms3osarens

i

21042023 HeayTeHTUUUMPOBaHHLI
142325  nons3osarens

BCKpbiBaTh.
BeE, Mepexon
K croio Icap
Request,
Nepexon k
cnoio
cxdfsdf,

Puc. 6.43. ®unbrpaumsa no mapkepam

Ncnonb3oBaHne mapkepoB Npu unsTpaLmumn Nno3BonsaeT UTHOPMPOBaTb Pa3NNYNS B 3HaYEHUSAX
APYrMX NPU3HAKOB CODbITUS, paHee ABNSBLUMXCS rPYNNMpYoLLMMK aniemeHTamu. MNpu co3gaHnm
npaBu KOHTEHTHON (PUNBTPALMKN C MOMOLLbI MapKepOB MOXHO NOMMYECKU CrpynnupoBaThb
cobbITUSA, HE UMetoLne APYrMX OBLMX NPU3HAKOB.

B packpbiBatowemcsi cnvcke npu HaxkaTtum kHonku Ewe B XKypHane 3anpocoB [OCTYMHO
TaKkke BKIoYeHne ycnoeus dounstpaumm Tun ounsrpaumu. lNMone cogepkut packpbiBatoLLmincs
CMMCOK C TUMamu UNLTPALUM U MPUMEHSIETCS TONbKO BMECTE C norieM ®UnsTp No Mapkepam.

Mo YMOI4aHuto 3Ha4veHune B norne Tun (*)VIanpaI.WIVI YCTaHOBJIEHO B 3Ha4YeHue MMbknn
(*Wlanp. OTO 3HAUMT, YTO 3anncb )KypHana 3anpocosB 6yp,eT NPUCYTCTBOBATb B OTHETE, €CIN
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B Hen nNpucyTcByeT XOTa 6bl OAMH U3 BBEAEHHbIX MapkepoB. Takown punsTp noneseH, ecnu
[0CTOBEPHO HEN3BECTHO, Kakmne npasuna Mornu cpaboTtath B xoge 06paboTku 3anpocos/oTBe-
TOB U Kakne mMmapkepsbl 6biniv 3anvcaHbl B )KypHan 3anpocos.

3Ha4veHne B none Tun c¢mnbTpaumm Moxet ObiTb M3MeHEHO Ha CTporoe coBnageHue. B
3aToM cny4vae 3anuch XXypHana 3anpocoB 6yaeT npuMcyTCTBOBaTb B OTYETE, TONBKO €CNU B
HeW NPUCYTCTBYIOT yKasaHHble MapKepbl M OTCYTCBYIOT T€, KOTOPbIE HE YKa3aHbl B norne dunesrp
no Mapkepam. 3TO NO3BOSISIET BbINOMHUTL OTOOP COBLITUIN, COOTBETCTBYHOLLUX CpabaTbiBaHUIO
CTpOro onpegeneHHoro npasuna unn Habopa npasun BHE 3aBUCMMOCTU OT APYrMX YCrOBUMN.

Mpwu BKMOYeHUN ycnosna OUALTP MO MapKepamM B CTPOKe (punbTpauun nodsnseTcs none
CO 3HaveHneM no ymonyaHuio Bee. Takon puneTp He HakNagblBaeT HUKAKNX OrpaHUYeHUn Ha
BbIGOPKY cOoObITMIA. [Tone HegoOCTYNHO AN pefakTMpPOoBaHKS, OAHAKO NO3BONSET BbIbpaTh MH-
TepecyLine 3HaYeHNa MapKepoB U3 CyLLEeCTBYIOLLMX B crnipaBoyHuke Mapkepbl npaBun KO.

B pasgene Monutuka > NpoBepka No NONMUTUKE MOXHO NPOBEPUTL, B KaKMX NpaBunax/mc-
KINOYEHNSIX KOHTEHTHOM PUNbTPaLMmM UCMONb3yeTCa Pecypc, a Takke NepemnTu K ero Kateropun
N CNWCKY, r4e OH NPUCYTCTBYET.

[na atoro B none Pecypc ykaxute nonHoe gomeHHoe ums pecypca (FQDN) n HaxmuTe
KHonky MpoBepuThb.

MpumeyaHue

B none Pecypc He Oonyckaemcsi ucrionib3ogaHue ¢hopmamos https:.//www.example.ru,
www.example.ru/proxy/ unu https.//www.example.ru/proxy/, peayrnsipHO20 8bIpa)KeHusi unu obozo
MPOU380/IbHO20 3HAYEHUSs], He UMerouw,e2o omHoweHusi K FQDN pecypca.

MakcumaneHas OnuHa 3Ha4eHusi 8 rone Pecypc OomkHa cocmaensime He 6onee 512 cumeonos.

"on

MoxHo ucronb3oeame 6yK8b! KUPUIAUUbLI U TamuHuybl, yugpsl (0-9), sHak "-" u mouky. He donycka-
emcs ucrnonb308aHue npoberna.

3xcnopt Monutuka / NMpoeepka no nonutuke @ TIpUMEHNTB NOATHKY

'
TpoBepuTs pecypc Mowck pecypca
&> OunbTpauvs oTteeToB
)¢ an

E]@ MPOBEPKA M0 MO/IMTUKE

TiposepuTs

Kareropus Npasuna VickioueHus

gg BHELIHWE NOAKNHYEHUSA

BbEKTbI NONTUTUKA

KoHCTPYKTOp yCnoBuiA

IP-guanasoHbl

Puc. 6.44. Pasgen «lMonutuka > NMpoBepka no nonuTuke»

Pesynkrat npoBepkn byget otobpaxeH B ctonbuax Cnucok pecypcoB, Kateropus, Npaeuna
n UcknroyeHus.
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MpumeyvaHue

Pesynbmam 6ydem nokazaH mosibKo i mex CrUCKOo8 U Kamezopull pecypcos, a makxe npasus u
UCKITIo4eHUU, 8 Komopbix bbl ucnonb3o8aH umeHHO FQDN pecypca.

Monutuka / MNposepka no nonutuke @ TIPMMEHHTE NOAKTUKY

TpoBEPUTL pecypc

NpoBepHTL

Cnncok pecypco Kateropus Mpaeuna Wckniouerns

He onpepenena Cnon Cnon
BckpbiTwe HTTPS lNepenanpasnexdue no ICAP
Mpasuna Wckniouenun

Puc. 6.45. PeaynbtaT npoBepku

MNepeyeHb HanOeHHbIX CMUCKOB, rae NPUCYTCTBYET pecypc, MOXHO NPOCMOTPETL B cTonbue
Cnucok pecypcoB. Haxmnte umsa pecypca, 4tobbl OTKpbITb €ro B pasgene MNMonutuka >
CnpaBoyHuKK > Pecypchl.

[lna ynoGcTBa HaBMraumm Ans Kaxaoro npasuna/MckinioveHns otobpaaroTcs Crov 1 nogcnoi
(ans pasgenos ®PunsTpaumsa 3anpocoB 1 PunbTpauus OTBETOB), B KOTOPbLIX OHO ObiNo
co3faHo. YTobbl NPOCMOTPETL NPaBUIIO, HAXXMUTE Ero Ha3BaHUE — OTKPOETCS OKHO peaaKkTu-
poBaHus. Mo ymonyaHmio nokasbiatotcs 10 npaBUN/MCKNOYEHNIA, YTOObI OTKPLITL OCTarbHbIE,
Ha)xmuTe KHonky [lo3arpy3uTb AaHHble. Takxke, B cTonbue Kareropusa otoGpaxatoTcs kaTe-
ropus 1 nogkaTeropusi, B KOTOpbIX UCMOMNb3yeTcs pecypc.

YUT06bI OTKPbITb pesynsraT NPOBEPKM B HOBOW BKaKe, HAXMUTE 3HAYOK -

6.5.3.1. ICAP-cepBepbl BCTPOEHHOro aHTUBUpYyca

Mpu domneTpaumm nHdopmMaLmnmn MoXeT NPOBOAMTLCS NPOBEPKA Ha HanMyYue BUPYCOB B Nepe-
hasaembix ¢annax. [nga BbiNonNHeHUs Takon npoepkn Solar webProxy nepeHanpasngaet
TpadmK BHELIHEMY MCTOMHUKY (Hanpumep, cepBepy C YCTaHOBIEHHbIM aHTUBUPYCHbIM MO
UNn BHELLIHEWN cucTeme nepexearta Beb-Tpadmka, Takon kak, Hanpumep, Dozor Traffic Analyzer).
Mpu 3TOM B3auMoaencTBNE C BHELLHUM MCTOYHUKOM MPOUCXOAMUT TONbKO no npotokosny ICAP.

HaHHasa Bepcusa Solar webProxy nmeetr cBon coBGCTBEHHbIM MOAYNb aHTUBMpPYCA, KOTOPbIV
obecneunBaeT 3aWnUTy NHTEPHET-Tpaduka no npotokonam HTTP/FTP/HTTPS, nouck n obes-
BpexmBaHue yrpo3. Hactpovikn ICAP-cepBepoB aHTUBMpYca B pa3gene Monutuka OCTynHbI
TONbKO Ans YTeHus. MNogpobHasa nHdopmaunsa o HaCTporKax aHTUBMpPYCa NpuBeaeHa B JOKY-
MeHTe Pykogodcmeo no ycmaHo8Ke U HacmpoukKe.

Tarke nogaepxupaetcs aHTuBupycHoe 10 Symantec Scan Engine 5.1 v Bbiwe, DriWeb Bepcun
4.44 v Bbiwe, Kaspersky Antivirus Bepcum 5.5 1 Bbiwe 1 ClamAv Bepcun 0.93 n Bbille.
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Ynpaenenune ICAP-cepsepamm BbINONHAETCA B pasaerne Nonutuka > BHewwHMe noaknoyYeHus
> ICAP-cepBepbl (Puc.6.46). Bce BHelHME NOAKMOYEHUS pacronoXeHbl B BUOE CMUCKOB
(kaxxabl B cBOEM pasgene). VIHpopMaumsa no KaxaoMy anemMeHTy cnucka npeacrasrneHa B
Bnge Tabnuupbl C COOTBETCTBYIOLLMM HAabopoM CTONGLOB.

O6wue npuHumnel paboTel ¢ ICAP-cepBepamu npuseaeHsl B pasgene 6.4.3.

Solar webProxy TMowck no pasaeny (8 AaHHOM
cnyyae no umery ICAP-cepeepa)
Hactpoiikn Wmnopt 3xkcnopt Monutuka / BHewhve noawnoyequs / ICAP-cepsepol @

EY MEXCETEBOV 3KPAH JloGasuTs ICAP-cepeep Vmnopr 3xcnopr 1 cepsepa Q

2 KOHTEHTHASI OVNIGTPALMSE Vms cepsepa URL KommeHTapuii Co3fian

Local reqmod icap://localhost:1344/reqmod 20122023 14:10

55 MPOBEPKA 10 NOMUTUKE
Local respmod icap://localhost:1344/respmod 20122023 14:10

BHELWHUE NOAKMIOYEHUA
ICAP-cepBepb!

TMpokcu-cepsepbl
R Hacrpoiik ICAP-cepaep

o
aHTUBMpYCa JJ0CTYMHbI TOMBKO AN NPOCMOTPa

@ OBbEKTbI MONMTUKMA

KOHCTPYKTOP yCnoBwit

IP-AManasoxbl

JinmuTbl Tpadmka

Pacnucaxns

Puc. 6.46. Pasgen «Monutuka > BHewHue noakntoyeHus > ICAP-cepBepbI»
[Ona npo6aeneHus ICAP-cepBepa Heobxoamnmo:
1. Haxatb kHonky [lo6aBuTtb ICAP-cepBep.

2. YkasaTb Heobxoanmble 3HavyeHns (cMm. Tabn.6.30).

Tabn. 6.30. NepeyeHb aTpnbyTOoB ANna no6asneHus ICAP-cepBepa

HasBaHue ‘ OnucaHue 3HayeHue

Mmsa cepsepa HassaHnue ICAP-cepBepa BeBogummbin  Bpy4dHytO TeKkCT. MakcumanbHbIn
pa3vep BBEAEHHOIO TEKCTa He AOIMKEH NPEBbILLATH
200 cumBonoB

ICAP URL URL-agpec ICAP-cepsepa URL yKasblBaeTcs B dopmaTe
icap://<host>:<port>/<mod>, rge:

e <host>—appec cepBepa, Ha KOTOPOM YCTaHOB-
neHo aHTuBMpYycHoe MMO;

e <port>— nopT coeguHEHNS;

e <mod> — nyTb cnyx0bl MogudukaLumn

KommeHTapumn HononHutenbHble cBeaeHns 06 ICAP- [BBoanmbin BpyUHyto TekcT. MakcMmanbHbIn pas-
cepeepe Mep BBEOEHHOro TeKCTa He AOMKEeH MpeBbiwaTh
200 cumBonoB

3. Haxatb kHonky CoxpaHuTb 1 IPUMEHUTL NOSTIUTUKY.
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MpumervTs oKy

Monutuka / BHelwHue nogknoyeHns / ICAP-cepsepbl @

[oGasuTs ICAP-cepsep Vmnopr 3xcnopr ToucK no Mmenu cepsepa Q
KoMMeHTapuit Co3nan U
admin admin
doc007 icap://doc007 solarlocal:2344/ic..  Full processing
15.02.2024 12:18 15.022024 12:26

1w cepepa URL

Local reqmod icap://localhost:1344/regmod 19.02.2024 18:10

v CoxpanuTs Ormena Mposeputs

WUms cepeepa NEW ICAP
ICAP URL icap://10.201.69.208:1343

KommeHTapuin BeeuTe KOMMeHTap

Puc. 6.47. Jo6aBneHue ICAP-cepBepa
Y1066l NnpoBEepUTL coegmHenne ¢ gobaeneHHsiM ICAP-cepepom:
1. Packpoute napametpbl ICAP-cepBepa 1 HaxmuTe kHorky MpoBepuTs.
2. BblibepuTe y3en dunsrpauumn.

MpumeyaHue

Lonyckaemcsi 8b160p MobKO Mex 35108, 01151 KOmMOopPbIX yCMaHo8/eHb! Poriu @usibmp KOHMeHm-
Ho2o mpadbuka u/unu ObpamHbIl NPOKcU-cepaep.

3. B none ICAP URL gy6nupyetca BBegeHHOE paHee 3Ha4YeHne, ero MOXXHO OTpeaakTUupoBaThb.

MpumeyaHue

Honycmumbili popmam icap://<host>:<port>/<mod>.

4. Haxxmnte kHonky NMpoBepuTtb.

MpumeyvaHume

ICAP-cepgepbl 8cmpoeHH020 aHmuegupyca HedocmyriHbi 07151 pedakmuposaHUsi U MPO8epPKU roOKII0-
YeHUST K HUM.

Mpu npoBepke AaHHbIX € Ucnonb3oBaHnem Symantec Scan Engine:

e B 3anpoce ucnonbdyerca opmat URL aHTuBupyca: ICAP://<host>:<port>/avscanreq.
e B oTBeTe ucnonbayerca popmat URL aHTuBupyca: ICAP://[<host>:<port>/avscanresp.
Mpn npoBepke AaHHbIX C Ucrnonb3oBaHMem Kaspersky Antivirus:

e B 3anpoce ucnonbayetca chopmat URL aHTuBmMpyca: ICAP://I<host>:<port>/av/ireqmod.
e B oTBeTe ucnonbayerca popmat URL aHTuBupyca: ICAP://[<host>:<port>/av/respmod.

B pesynbraTte npoBepkn MoryT ObITb NOKa3aHbI cnegywoune I/IH(*)OpMaLMOHHbIe COO6LU,€HI/IFIZ
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o MNopknroyeHue npoBepeHo. ICAP-cepBep aoctyneH. [loCTynHbI cneayrowme MeToabl
— ICAP-cepBep [ocTyneH (3anpockl NpoxogaT), AaHHble, BBeaeHHble B none ICAP URL,
BEPHbI.

o MNopknroyeHue nposepeHo. ICAP-cepBep BepHyn koa ownbku: 404 — |CAP-cepsep
OOCTyneH, HO MeTop, YkasaHHbIn B none ICAP URL, HeBepeH.

o MNopknroyeHue otcytcTByeT. ICAP-cepBep HepgocTyneH. NpuynHa: B coeanHeHuum oT-
ka3aHo (Connection refused) — ICAP-cepBep 0OCTyneH, HO NOPT, yKka3aHHbIN B none ICAP
URL, HeBepeH. Takxke, owmnbka MOXeT roBoputb 0 ToM, 4To Ha ICAP-cepBepe BbIKIHOYEH
Solar webProxy.

o MMoakntouyeHue otcytcTByeT. ICAP-cepBep He oTBeyvaeT. TanmayT AnNA oXuaaHusA oOT-
BeTa - 30 c. — ICAP-cepBep HeOQoCTyneH Ans y3na, Tak Kak HaxoauTCs B ApYron NoaceTw,
N Ha poyTepe, Kyaa NnocTynaeT 3anpoc, HeT JocTyna K ceTn, rae Haxoautca ICAP-cepaep.
Ha 3anpoc npuxoguT NycTon OTBET, AaHHble, BBeAeHHble B norne ICAP URL, BepHbI.

o MNopknroyeHue otcyrtcTtByeT. ICAP-cepBep HepoctyneH. [puumHa: port out of
range:65536 — ICAP-cepBep gocTyneH, nopt, BBeaeHHbIn B none ICAP URL, HeBanngHbIn.

o MNopknroyeHue orcytcTByeT. ICAP-cepBep HepgocTtyneH. NMpuyunHa: hostname can't be
null — ICAP-cepBep goctyneH, Ho agpec, BeeaeHHbir B none ICAP URL, HeBanngHbIn.

o MNopknroyeHue orcyTtcTByeT. ICAP-cepBep HepocTyneH. lNMpnunHa: CeTb HeaoOCTYNHaA
(connect failed) — ICAP-cepBep HegoCTyneH Ans yana, Tak Kak HaxoauTcsa B Apyron nog-
ceTn. Ha y3ne HeT HaCTpPOEHHOro MapLupyTa Anis 3anpocoB B CETb, rae HacTpoeH ICAP.
[aHHble, BBeaeHHble B none ICAP URL, BepHbI.

o MNopknroyeHue otcytcTByeT. ICAP-cepBep HepocTyneH. NMpuynHa: Het mapupyTta go
y3na (Host unreachable) — ICAP-cepBep BbIKITHOYEH BPYYHYIO.

6.5.3.2. NMpokcu-cepBepbl
6.5.3.2.1. YnpaBneHue npokcu-cepeepamm

Mpokcu-cepBepbl MCNOMb3YOTCA B HACTPOMKE Habopa npaBwn NONMUMTUKK Anst ounsTpauum
Tpadumka (3anpocoB n/mnu oreeToB). [pn HeOBGXOOMMOCTUN Yepe3 NPOKCU-CEPBEPbLI MOXHO
npeaocTaBnTb NOMNb30BATENIO, NMPUMOXEHMIO U T.4. OCTYN K 3anpalunsaemMomy Beb-pecypcy.

YnpaBneHue npokcu-cepeepamu BbINonHAeTca B pasgene Monutuka > BHewHue nopknio-
yeHus > lNpokcu-cepBepbl (Puc.6.48). O6wme npuHUMnbl paboTbl C NPOKCU-CepBeEpamMm
npuseaeHbl B pasgene 6.4.3.

TMouck no pasgeny (e AaHHOM cnyyae no

Solar webProxy
MMeHM npokcy-cepeepa)

A Y

&

Hacrpoiiku Wmnopt 3xcnopr Monutuka / BHewHue noaknioyeHus / Npokcu-cepsepbl @

JloGasuTs npokcu-cepaep Vnnopr 3kenopr

=
i

55 BHELHWE NOAKMIOYEHNA
VM3 cepsepa 1P-anpec Noru KoMMeHTapuii Vamenen

g

ICAP-cepBepb!
s a MNpsmoe coeuHerne

bl

Npokcu-cepeepbl

P's]

@ OBbEKTbI NONMTUKMA

®

KoHCTpyKTOp yCnoBuin

i

IP-n1anasokbl

Puc. 6.48. Pazpgen «lMonutuka > BHelwHne noagkntovyeHus > lNpokcu-cepeepbi»
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MpumeyvaHue

lpu ycmaHoske Solar webProxy rno ymon4a+Huro ¢hopMupyemcsi PoKcU-cepeep, KOmophbIl HaCMpPOoeH
0nisi npsiMo2o coeduHeHuUsl. E2o Hego3MOXHO ompedakmuposampb unu ydanumbe. 3mom cepsep
omobpaxkaemcs 8 pazdene lMonumuka > BHewHue nodknrodeHusi > [Ipokcu-cepeepbl Nod Ha3ea-
Huem lMpsimoe coeduHeHue.

[nsa nobaeneHnsa Npokcu-cepeepa He0bxoanMo:

1. Haxatb kHonky [lo6aBuUTb NpoKcu-cepBep.

2. Yka3aTb Heobxogumble 3HaveHuns (cm. Tabn.6.31).

MpumeyaHue

Ecnu nonsi 6ydym 3anonHeHbl HerpasusibHO, nod HUMU omobpa3ssmcs ygedomsieHusi 06 owubkax:

® [Ipu yKasaHUU HEKOppeKmHoezo IP-adpeca npokcu-cepeepa — «HegepHbIl chopmam IP»;

e rpu HecoenadeHUU yKa3aHHbIX naposel — «[laponu He cosnadaromy.

HaxaTb kHonky CoxpaHuTb 1 MpUMeHUTb NONUTHUKY.

Tabn. 6.31. NMepeveHb aTpnbyTOB ANA A06GaBNEeHMA NPOKCU-cepBepa

HasBaHue
Wmsa cepsepa

OnucaHue

HasaHue npokcu-cepeepa

3HavyeHue

Beogumbii  Bpy4yHyto TekcT. MakcumanbHbIn

pa3mep BBEOEHHOro TEeKCTa He JOMKEH NPeBbI-
waTb 200 cnmBonos

IP-agpec cepBepa

IP-agpec npokcu-cepBepa, Ha KOTOpbIv

ByneT nepeHanpasneH Tpaguk

3HaveHue MoXHO BBeCTU BpYUHY0. OANHOYHbIN
IP-agpec

MopT

Homep nopTta, Ha KOTOPOM NPOKCK-CepBEP

oXuaaet coegnHeHne

Yucno (MeHbLue 65536) MOXHO BBECTU BPY4HYHO

JlorvH 1 naponb

Nms 1 naponb y4eTHOI 3anucu nonb3osa-
Tens, KOTopoMy ByaeT A0CTYMNHO CoeaunHe-

HVE C MPOKCU-CEPBEPOM

BBoanmbIi  Bpy4YHyt0 TekcT. MakcumanbHbIn
pasmMep BBEOEHHOrO TeKCTa He JOSMKEH NpPeBbl-
watb 200 cumeonos. Maponb cnegyetr BBeCTU
OBaxabl

KommeHTapui

[ononHutenbHble cBeAEHMSA O cepBepe

Beogumbii  Bpy4yHyto TekcT. MakcumanbHbIn
pa3mep BBEOEHHOro TEeKCTa He AOMKEH NPEBbI-
watb 200 cumsonos

O SOLAR

130




MoNMTUKA / BHELlIHWE NOAKNIOYEHMA / TIPOKCH-CePBEpbI TPAMEHWTH NONWTIKY

[lo6aBKTh NpOKCH-CEPEED Wmnopt IKCnopT [MOMCK No UMEHW CEPBEpPA

WmA cepeepa IP-appec TNormH KommeHTapui Cozpan Wamenen

Mpamoe coegn_

CoxpaHnTh

Wma cepeepa PaBoumii

IP-agpec cepeepa 10.10.10.10

Mopt 3128

JlorvH U Napons admin sssssses sssssnse

KommeHTapwii Wcnonb3oBaTh B paBoymMx LEnsx

Puc. 6.49. [lobaBneHne npokcu-cepeepa
6.5.3.2.2. BapnaHTbl 3agaHuUA BbILWECTOSALLEro NpoKkcu-cepeepa

B Solar webProxy ykasaTb BbILLECTOALLMI NPOKCU-CepBEP (parent-proxy) MOXXHO Kak C MOMOLLbIO
npaswna NonmMTUKK, Tak U B HACTPOMKaxX KOHUrypaumm.

MpumeyaHue

[ns ucnonb3oeaHusi 8biluecmMosiuje20 MpoKcu-cepeepa (parent-proxy) OOMKHO GbimMb OMKIIHOHYEHO
8ckpbimue mpacpuka (MITM).

B nonutuke
Mpwn co3gaHns npaBuna Heob6xo4MMO ykasaTb cregyoume yCrnoBus:
o [encrtBue — Paspeluntb Yepes NPOKCU-CEPBEP;

o [pokcu-cepBep — BbibpaTb NpokcK-cepBep U3 CMcKa, KOTOPbIN NpeaBapuUTENbHO crieayeT
cosgaTb B pasgene 6.5.3.2.

B koHdurypauumn

B cekuuun BbliwecToAawmm npokcnu-cepeep (parent-proxy) B pasgene Cucrema > dunwsrpa-
LMA 1 K3WmpoBaHue Tpaduka > dunbTpaumus n aHanus Tpacmka nonb3oBaTenemn paclum-
PEHHbIX HAacTpPOeK KOHUrypaumm ykasaTb napametpbl: IP-agpec npokcu-cepsepa u Homep
nopta. Takke MOXHO BBECTW NOMMH M Naponb Ans 6a3oBon ayTeHTUdUKaLumn.
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BHumaHume!

Ecnu 6binu 3adaHbl pasHbie parent-proxy 0OHOBPEMEHHO U 8 MOoJIUmuKe, U 8 KOHguaypauuu, mo
yqyumbigaemcsi cnedyrowud npuopumem: 8bILUECMOSULUM MPOKCU-CEepP8EPOM cHUMaemcs mom, Ko-
mopblIl yKka3aH 8 MoUMuUKe, Mo ecmb MepeKkpbIsatomces napamempb! KOHuaypayuu.

YT06bI yCKOPUTBL NPOLIECC OTMPAaBKM 3anpoca Ha BbILLIECTOSALLMIA Y3€er NPU HEAOCTYNHOCTU (UMK
otcytcTBun) DNS-cepBepa y HUXeCTodALLero yana, 3ajgante MakCUmarbHY OAUTENbHOCTb
oxunaaHna ogHoro DNS-3anpoca. [1ns atoro B pasgene Cucrema > OCHOBHblIe HACTPOWUKU
> Pabota cuctembl > PunbsTpaumsa n aHanus Tpadmka nonb3oBaTenien 3aganTe 3HadeHne
ansa napametpa TanmayTt DNS 3anpocoB. 3HauyeHue ykasbiBaeTcs B MunnmcekyHgax. MoxxHo
3agatb 3HadeHue ot 300 go 30000, no ymonyaHuio — 10000.

MpumeyaHue

Kak npasurio, epemsi Ha nosydYeHue omeemoes Kak MUHUMYM Ha mpu 3arnpoca cocmassisiem rnpumepHo
0se ceKyHObI. [Nloamomy drnsi ampubyma Talimep DNS 3anpocoe pekomeHdyemcsi 3a0agamb 3Ha4eHUe
om 600 mc.

Umob6b! cokpamumb epeMsi oxudaHusi, e gatine /etc/resolv.conf ykaxume ece DNS-cepsepsi.

6.5.3.2.3. YcTpaHeHue npobnem ¢ kogupoBkon (knpunnuua) npu paéore ¢ FTP-yanamum

Mpn hopMMpPOBaHUN MOMUTUKU PEKOMEHOYETCA UCKIOYNTE UCMNOSMb30BaHME BblLLECTOSLNX
NpoKcuK-cepBepoB Ang aoctyna k FTP-yanam, nockornbKy FTP-KNneHT, BCTPOEHHbIN B pa3nnyHble
npokcu-cepeepbl (Bktovasa skvt-cache), MoxxeT HEKOPPEKTHO paboTaTh C KUPUNNULEN.

[nsa KoppekTHOro oTobpaxeHusa Kupunnuupsl 4nsa Hekotopblx FTP-cepBepoB TpebyeTca HacTpo-
ntb napametpbl CeteBon agpec FTP-cepBepa 1 KogupoBka FTP-cepBepa cekuun Koau-
poBka FTP-cepBepoB pasgena Cucrtema > ®dunbrpauus v KawumpoBaHue Tpaduka >
dunbTpaumnsa n aHanus Tpaduka nonb3oBarenen (Puc.6.50).

v Koguposkw FTP-cepeepoe  ftp-charsets

Cetesoui apgpec FTP-cepsepa  pattern zebrajob.*

KopupoBka FTP-cepeepa  charset

Puc. 6.50. HacTtpowka napametpoB npu pabote ¢ FTP-nporokonamu
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YUTtoObl ykasaTb napameTpbl HOBOro wabnoHa ana FTP-yana Heobxoanmmo HaxaTb KHOTMKY
[o6aBuTtb, koTOpasa oTobpasnTcsa cnpasa oT umeHun cekumm Kogupoeku FTP-cepBepoB npu
HaBegeHun kypcopa (Puc.6.50) n HaxaTb KHOoMKy CoXpaHUTb.

Bo Bcex cnydasax, Kkorga agMMHUCTpaTop ©e3onacHocTu NPUHNMaET pelleHne o paspeLlleHnmn
aoctyna K FTP-xocTtam, npu co3gaHunn npasuia cnenyetT ykasatb cregylouie yCrnoBua:

o [encrBue — Pa3pelinTb Yepes NpoKcu-cepeep;
o Mpokcu-cepBep — Npssmoe coegmnHeEHNE.

MpumeyaHue

Helicmeue Paspewumb 4Yyepe3 npokcu-cepeep criedyem rnpumMeHUms Ori 8cex CoeOUHeHUU o
npomokosty FTP.

6.5.4. O6beKTbl NONMUTUKU
6.5.4.1. KoHCTpyKTOp YyCnoBumn

Solar webProxy nossonsiet cosgaBaTtb npaBuia CO CNOXHbIMW YCIOBUSIMU ANS1 KOHTPONS
JEencTBMI nonb3oBaTens.

Solar webProxy MoVCK NepcoHb! a &

A}

D2

Hactpoiiku Wmnopt IKcnopt MonuTuka / 06bEeKTbI NOAUTUKKM / KOHCTPYKTOp ycnosuin @ TpUMEHNT NONUTUKY

3
il

YCnoBus IS UCTOYHNKA Ycnosus 4is HasHaueHus

QQ BHELIHWE NOAK/IOYEHUA

@b

[o6asuTb ycnosue Mownck no Ha3BaHuio
ICAP-cepBepbl &

bH|

HasBanue ycnosus Cospan U3meneH
admin
16.10.2023 12:33

Mpokcu-cepsepbl
1

P

OBbEKTbI NOJIUTUKN 2 admin
16.10.2023 12:33

€)

KoHcTpykTop ycnosuii admin
3
16.10.2023 12:34

i

IP-gnana3oHbl

JumuTbl Tpacmka

Pacnucanmns

Ycnosus Ha 3aroioBku
Puc. 6.51. Pasgen «lMonutuka > O6bekTbl NONUTUKKN > KOHCTPYKTOP YCIOBUA»

YnpaBneHue ycrnosmsMu BeinosnHsaeTcd B pasgene MNonutuka > O6bekTbl NoNUTUKN > KOH-
CTpYyKTOp ycnoBun (?2?7?). O6bwue npuHUmMnbl paboTbl C MHCTPYMEHTaMMU NOMIMTUKN OMNUCaHbI
B pasgene 6.4.3. B KOHCTPYKTOpe yCnoBui MOXHO CO3aaBaTh NpaBusia co CIIOXHbIMU YCIOBU-
AMM ANS UCTOYHUKA N Ha3HaYeHus.

[Ona gobaeneHus ycnosusa Ans UCToYHMKA B pasgene Monutuka > OGBbEKTbl NONUTUKK >
KoHcTpyKkTOp YyCcnoBun:

1. NepenanTte Ha BKNagky YcnoBus Ans UCTOYHMUKA.

2. Haxmute kHornky [lo6aBuUTb ycnoBsue.
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3. Ykaxunte HeobxogmMble AaHHble (CM. 227).

Tabn. 6.32. NepeyeHb aTpnbyTOB ANA AOOABNEHMA YCNOBUIA AN UCTOYHMKA

HasBaHue

HasaHue ycnoBus

OnucaHue

HaseaHue ycnosuA

3HauyeHue

BBogumbin BpydHyto TekcT. MakcumarnbHbI pasmep
BBEJEHHOro TekcTa He gorkeH npesblwaTs 200 cum-
BOIOB

[y aTpubyToM 1 3Ha4YeHueM

ATpnbyT ATpnbyT BbIGOpa KpUTEPUS AN |3HAa4YEeHNE MOXHO BbIOpaThb B pacKpbIiBatoLLEMCS CMNC-
BbIMOSTHEHNSI YCIOBUSA Ke:
o T[lepcoHa — BbIGOP KOHKPETHOrO Nonb3oBaTens 13
[ocbe,
e [pynna gpocbe — BbIGOP rpynnbl Nonb3oBaTeneu,
o |IP-agpec — BbIGOp ykaszaHHoro |IP-agpeca,
e IP-gnana3soH — Bbi6op IP-guanasoHa,
e Macka noacetu — BbIGOp Macku mogceTy Buaa
IP/xx
Onepatop HacTpauBaeTcs ansi cBs3u Mex- | 3HayeHne MOoXHO BbibpaTb B packpbiBalOLLEMCS CrUC-

Ke:
e YpoBnetBopseT (M0 YMOMYaHWUIO),

o He yooBneTBopseT

3HayeHune aTpubyTa

lMpncBanBaeTcs 3Ha4YeHMe aTpu-

oyTa

3HayeHne BBOAMUTCS BpyYHYt. Tvn 3HaueHuid aTpmoy-
TOB!

o [MepcoHa — PNO KoHKpeTHOW NepcoHbl 13 [locke
(monyckaeTcst TONbKO 0fHa NepcoHa).

e [pynna gocbke — Ha3BaHuWe rpynnbl NEPCoH u3 [lo-
cbe (JonyckaeTcs TornbKo ofHa rpynna [locke).

o IP-agppec - IP-agpec wucToyHuka (Hanpumep,
192.168.205.0).

MpumeyaHue

B rione IP-adpec makxe MOXHO yKazamb
IP-duarna3oH.

e IP-gnanasoH — Ha3BaHue cnucka |P-ananasoHoB
(paspen Monutuka > O6BLEKTbI NONUTUKK> IP-
AnanasoHbl).

o Macka nogceTtun — macka nogcetu Buaa IP/xx (go-
nyckaeTcs TONMbKO ogHa macka nogceTw). MNpumep:
192.168.1.0/24

4. Ansa no6aBneHns B TEKYLLMIA CIMCOK HOBOIO KPUTEPUS B YCITOBUE HAaXMUTE KHOMKY [lo6aBUTL
HOBbIN Habop KpuTepueB. MakcnmanbHOe KONM4ecTBO KpuTepues B Habope — 3.

Mpun pobasneHnn Bonee ABYX KpUTEPUEB MOXHO BblbpaTh, Kakon onepaTop ByaeTt ncrnonb-
30BaTbCS NPU BbINOMHEHUN YCIOBUSA:

o N- ycnosue 6y,1:|,eT BbINMOJTHEHO MNMPU yOOBNETBOPEHUN KaXXO0ro U3 KpUtepues,
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WK — ycnoswue GygeT BbINOMHEHO NPpY YOOBNETBOPEHUN XOTH Bbl OOHOTO U3 KPUTEPUEB.

MpumeyaHue

Lna oduHakosbix ampubymoe ucrionb3o8aHue ornepamopa "MN" He803MOXHO.

Mpn gobasneHumn Tpex KpuTepmes nosaensercs cTpoka KombnHauua kputepumes, KoTopas
NoO3BONSAET BbIOpaTh rOTOBbLIN CLEHAPWUIA BbINOMHEHNSI KOUTEPUEB B YCIOBUU:

1 UNN 2 UINN 3 — ycnosure ByaeT BbIMNOMHEHO MpU yOOBNETBOPEHUN XOTS Bbl OAHOIO U3
KpuTepmes,

(1 UNA 2) UNN 3 — ycrosue ByaeT BbINOMHEHO MPU YAOBNETBOPEHUM XOTS Obl OAHOIO
N3 KpuTEpPMUEB,

1 UINU (2 NN 3) — ycnosue GyaeT BbINOMHEHO NpU YAOBNETBOPEHUN XOTS Obl OQHOIO
N3 KpuTEpPUEB,

1 U 2 U 3 — ycnosue GyaeT BbINOMHEHO NPW YAOBETBOPEHMM KAXKO0MO U3 KPUTEPUEB,
(1 1 2) N 3 — ycnoene 6ydeT BbINOSIHEHO NPY YAOBNETBOPEHNN KaXXO0ro 13 KPUTEPUEB,
1 U (2 N 3) — ycriosue OygeT BbIMNOMHEHO NPU YOOBNETBOPEHMM KAXA0M0 U3 KPUTEPUEB,

1 WU 2 N 3 — ycnoswue ByaeT BbINOMHEHO NMPU YAOBNETBOPEHUM KpuTepus 1 unm npu
YOOBNETBOPEHUMN KpUTEPUEB 2 U 3,

(1 UIKN 2) N 3 — ycnosure ByaeT BbINOMHEHO NpW yOoOBNETBOPeHUn kputepus 1 nnn 2 n
npv YOOBNETBOPEHUN KpUTepus 3,

1 UNA (2 U 3) — ycnosue ByaeT BbINOMHEHO NPV YOOBMNETBOPEHUU KpuTepus 1 nnv npu
YyOOBMNETBOPEHUN KpUTEepues 2 n 3,

11 2 UINWN 3 — ycnosue ByaeT BbIMNOMTHEHO MpU YOOBNETBOPEHUN KpUTEPUEB 1 1 2 UMK
npv YOOBNETBOPEHUN KpuTepus 3,

(1 U 2) NN 3 — ycnosme GyaeT BbINOMTHEHO NPW YOOBNETBOPEHUN KpUTEPMEB 1 1 2 Nnn
npu yOoBNETBOPEHUM KpuTepus 3,

1 U (2 NN 3) — ycrnosme OygeT BbIMNOMHEHO NPU YOOBNETBOPEHUM Kputepmsa 1 1 npu
YAOBMNETBOPEHNN KpUTEPMEB 2 Unn 3.
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‘CoxpaHWTb Jl06aBUTHL HOBLI HAGOP KPUTEPHER

Hassanue yanosus

3HaveHue atp

Onepatop

IP-apgpec Ynosnersopsaer

Macka nogcetu Ynosnetsopser

® 192.168.1.0/24 x

Wi 3 IP-ananasoH Ynosnetsopaer

Hom6uHaums KpuTepues O 1unmzunmn3 . (1A 2) U 3 ' 1 WK (2 UNA 3)

Puc. 6.52. [lobaBneHne HOBOIro KpUTepuA B ycroeue

HaxmuTe kHonkn CoxpaHutb 1 NMpumeHnts MonuTtuky.

Ans nobasneHns ycnosusi Ans HasHadeHus B pasgene MonuTtuka > O6beKkTbl NONUTUKK >
KoHcTpykTOp YyCnoBwuii:

Mepenante Ha BKNaaky YCnoBuA Ans Ha3Ha4YeHwus.
HaxmuTe kHonky [lo6aBuTbL ycrnoswme.

YkaxuTte Heobxogumble AaHHble (CM. 227).

Tabn. 6.33. NepeyeHb aTpnbyTOB ANA AO0OABNEHNA YCNIOBMI ANA Ha3HA4YeHUA

HasBaHue

HaseaHue ycnoBus

OnucaHue

HaseaHue ycnosuA

3HauyeHue

Beogumbin BpydHyto TekcT. MakcumarnbHbI pasmep
BBEJEHHOro TekcTa He gorkeH npesblwaTs 200 cum-
BOIOB

ATpnbyT

ATpnbyT BbIOOpPa KpUTEPUS ANS
BbIMOMHEHNS YCMOBUSI

3HayeHne MOXHO BbIOpaTh B pacKpbIBaOLLEM CNUCKE:
IP-guana3soH - Bbi6op IP-ananasoHna;
IP-appec - BbIGoOp yka3aHHoro |IP-agpeca;
Cnucok pecypcoB - BbIGop pecypca;
KaTeropus - BbiOop kateropwuu;

MonHoe MmA xocTa - BbIGOP JOMEHHOMO UMEHMU
(FQDN);

Macka noaceTtw - Bbibop Macku nogcetu Buaa IP/xx

Onepatop

HacTpaviBaertcs ansi cBA3v Mex-
Ay aTpubyToM U 3HaYEHNEM

3Ha4yeHne MOXHO Bbl6paTb B pacKpbiBawoLlemMca crnuc-
Ke:

YnoBneTBopseT (N0 yMOMNYaHuIo);

He ynosnetsopsieT

3HauveHue atpubyTta

lMpucBanBaeTcsa 3HayYeHWe aTpu-
oyTta

3HayeHne BBOAUTCH BPYYHYt0. Tun 3Ha4YeHuin atpmoy-
TOB:

IP-appec - IP-agpec HasHauyeHus (Hanpumep,
192.168.205.0);
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HasBaHue OnucaHue

3Ha4yeHue

MpumeyaHne

B 3Hav4eHuu ampubyma IP-adpec, makxe
MOXHO yKka3amb |P-Ouarna3oH.

IP-guana3oH - Ha3BaHue cnucka IP-gnanasoHoB
(paspen Monutuka > O6BbLEKTLI NnoNUTUKK > IP-
[NanasoHbil);

Cnuncok pecypcoB - Ha3BaHue cnucka IP-gnanaso-
HoB (pa3gen MonuTtuka > CnpaBo4yHukM > Pecyp-
Chbl);

KaTeropus - Ha3BaHue kateropuu;

MNonHoe uMmsa XxocTa - NofnHoe [AOMEHHOe WMS
(FQDN);

Macka nogceTtm - macka noacetu suga IP/xx (go-
nyckaeTcs TONMbKO ogHa macka nogceTw). MNpumep:
255.255.255.0/1

Haxmute kHonkn CoxpaHutb 1 NMpumeHnTb MonuTtuky.

CosnaHHble ycnosua ana NCTOYHUKA U Ha3Ha4YeHUA MoryT ObITb Bbl6paHbI B I'IpaBI/IJ'IaX/I/ICKJ'II'O-

YyeHusx KoHTeHTHoM hunkTpauuum.

MpumeyaHue

lpu umnopme [ocwke ¢ 00HO20 y3na Ha dpyeou usmeHsiemcsi UUID niepcoHbl u epyrn nepcoH, Komopbie
6binu co30aHbl 8pyyHyr0. Takue ampubymsi 6ydym co 3HayeHuem Hem OaHHbIx 8 [Jocwke. Umobbi
ycrio8ue 8bIrorHSAI0Ch 07151 UMNOPMUPO8aHHbIX OaHHbIX, HE0O6X0OUMO 8 y3riax Uucrosib308ame 00UH

ucmoyHuk focke.

MonuTHKa / O6bEKTBI NONUTHKY / KOHCTPYKTOp ycnoBuid @

'YCnoBuA ANA UCTOUHWKA YCnoBWA ANA Ha3HauyeHuA

Jo6aenTs ycnoeue

Hasganue ycnoBus

3 Coxpannts Otmena No6aBuTh HOBbIN HAGOp KpUTEPUEB

HassaHue ycnosus Ycnosuwe ana foctyna s MHTepHeT

Onepatop

MNepcoHa YpoBneTBOpAET

[pynna focbe YposneTsopser

W 3 |IP-guanasoH YposneTsopset

Kom6uHaums kputepues @ 1 WM 2 WK 3 . (11N 2) LN 3 . 1 UMK (2 UNA 3)

MpyMeHUTL NoamMTUKY

Co3pax U3meHeH

3HayeHne aTpubyT.

d
& 085207... (HET JaHHBIX B .. X
4 e3a6e4.. (HeT pjaHHbIX B ... X f"
B OfficeNet x

5}

Puc. 6.53. Ycnoeus 0519 ucmo4yHuka
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6.5.4.2. lnana3oHbl IP-agpecoB

Solar webProxy nossonsiet 3agaBatb cnucku IP-ananasoHoB ans ux gansHenwero Ucnonb3o-

BaHUA NMpun co3gaHnn NornNTUKNA.

Solar webProxy
Mouck no paspeny (s aanHoM criyyae no
vMeHy IP-guanasona)

HacTpoiiku Wmnopr Ixcnopt MonuTuka / 06bLEKTbI NONUTUKKM / IP-ANaNa3oHbl

[lo6asuTs cncok IP-nuanazorion

;; MEXCETEBOVI SKPAH

Ha3Bakue cnucka

® B

S5 KOHTEHTHAS OU/IBTPALIS
admin

ip 1114
22122023 16:23

bR

(% MPOBEPKA M0 NOJUTUKE

admin

ip1 1112
22122023 16:23

P

BHELUHVE MOAKIIOYEHNA admin
> ip2 1113
221220231624

@) OBbEKTBI NONUTUKN
KOHCTpYKTOP yCroBMi
IP-AnanasoHbl
Jinmutol TpadmKa
Pacnncanns
VCII0BMS Ha 3ar0N0BKY

Nonb3oBarenu (Basic Auth)

Puc. 6.54. Pa3spgen «Monutuka > O6bekTbl nonutuku > IP-guanasoHbi»

IP qManason Coapan U3meren

aQ &£
TipumenyTs nonuTKy

Q

YnpaeneHue IP-gnanasoHamu BeinonHsietTcd B pasaene NMonutuka > O6beKTbl MONUTUKK >
IP-guana3soHbl (Puc.6.54). O6wme npuHumnnbl paboTbl C UHCTPYMEHTaMU NOSIMTUKMA ONUCaHbI
B pasgene 6.4.3. [1na ygobHon pabotkl ¢ IP-agpecamu oHM 06beguHeHbl B rpynnbl (CANCKN),

N NpedycMoTpeH Nomck no cnmcky IP-guanasoHoB (Puc.6.55).

MonuTnKa / OBLEKTBI NONUTUKK / IP-guanasolsl @

[063BMTD CIMCOK [P-IManazoHos lMNouck no napameTpam

HazBaHue cnucka IP panazoH Co3gaH V3MeHeH

\% Coxpanuib OmmeHa Jo6asuts IP-afpec/nuanazon Mownck no r Wmnopt

HassaHnue cnucxa

Netflix Inc. - Netflix Streaming Services Inc

admin

37771840-37.77191.255 15.03.2022 1739

admin admin

3.246.0.0 - 73.246.63.255
ZZIE00NES 26 63255 15032022 13:32 15.03.2022 17:39

Puc. 6.55. Nouck no napameTtpam
Mpwu ncnonesosaHuun unstpa no IP-ananasoHam cregyeT yyecTb, YTO:
e B 3anpoce nposepsietcs IP-agpec NCTOYHUKA;

e B oTBeTe nposepsdeTca IP-agpec HasHayeHus.

TIPHMEHHTb NONHTHKY

IKcnopT ﬁ
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MpumeyvaHue

Qunbmpauyus no IP-adpecy HasHa4eHUsl He BbIMNOIHAEMCS MpPU UCMOb308aHUU 8bILIECMOSIU,E20

MpoKcu-cepeepa.

[Ons pobaenenunsa |IP-agpeca/gmnanasoHa IP-agpecoB Heobxoanmo B pasgene Monutuka >

O61BLeKkTbl nonNUTUKK > IP-guanasoHsbl:

1. Haxatb kHonky [lo6aBuTb cnucok IP-guana3oHoB.

2. YkasaTb Heobxoanmble gaHHble (cm. Tabn.6.34).

Tabn. 6.34. NepeyeHb aTpnbyTOB ANA no6aBneHus IP-agpeca/ananasoHa IP-agpecoB

HasBaHue

HasBaHue cnncka

OnucaHue

HaseaHwue cnucka IP-guanasoHoB

BBoguMbIi BpyYHy0 TekCT. MakcumanbHbIi pasmep

3HavyeHue

BBEAEHHOrO TeKCTa He JormkeH npesbiwaTs 200 cnm-
BONOB

IP-appec/gnanasoH

IP-anpeca/gnanasonsl IP-agpe-
COB, KOTOpble ByayT MCMonb30-
BaTbCA MPW HaCTPOWKe MnpaBun

dunsTpauum

3HaveHne MOXHO BBECTU BPYUHYIO:
o OpuHouHbIN IP-agpec;

e [umanasoH IP-agpecoB
IP-omana3soHbl MOXHO yKa3blBaTb B cnegyoLmx op-
MaTtax:

o yepes «-». [Mpumep: 192.168.205.0-192.168.205.24;

e yepes «/» — B hbopmaTte 6eckraccoBom MeXa0MeH-
HoM MapLupyTusauum (Classless Inter-
DomainRouting , CIDR). A wmenHo, 0.0.0.0/16.
Mpumep: 192.168.205.0/24

KommeHTapumn

[ononHutenbHble cBeaeHust oo

IP-agpece/gmana3soHe

Beogumbii BpydHyto TekcT. MakcumarnbHbI pasmep
BBELEHHOro TEKCTa He AormkeH npeBbiwartb 200 cum-
BOI1OB

3. Olns pobaBneHus B TEKYLLUI CMUCOK HOBOIO agpeca Unu gnanasoHa HaxaTb kHonky [Joba-
BuTb IP-agpec/ananasoH.

4. Haxatb kHonky CoxpaHuTb 1 MpumeHnTb MonuTtuky.

O SOLAR
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NonuTuka / O6beKTbl NonuTUKK / IP-guanasonsl @

Jlo6asuTh cnucok IP-guana3oHoB

HazBaHwe cnucka IP granasoH Co3paH W3meHeH

admin admin
Apple Inc 1141 a
et 15032022 1332 15032022 17-46 ua

admin admin
Netflix Inc. - Netflix Streaming Services .. 23.246.0.0 - 23.246.63.255 ﬁ| ﬁ
15.03.2022 17:29 15.03.2022 1739

OFFICE 365 COXpaHHTL. [Tlo6aents IP-afpec/amanazoH TMoKCK NO NapameTpam g - ; L WMmnopt 3Kcnopr

OpenDNS, LLC Ha3BaHWe cnucKa Soundcloud

Twitter Inc W3meHeH

35.160.100.86

Beero 1 Crpoka

Puc. 6.56. CospaHue rpynnbl IP-agpecoB/gnanasoHoB

HaseaHme cnmcka IP amanasoH Co3paH WzmeHeH

A2 COXPaHHTh OtmeHa [lo6aewTb IP-appec,/aManason Mouck no n ELY Q Wmnopr 3KcnopT

Ha3BaHwe cnucka Cnucok IP-guanazoHoB

IP-appec/anana3oH

admin

10.000-100.1.2 21012022 15:13

dmi
192.168.12.1 ;1;;?‘2022 15:13

e admin
10.0.0.0 - 10.0.0.255 0.0.0.0/24 21.01.2022 1512

Bcero 3 CTpOKM

Puc. 6.57. ®opmaTtbl IP-guanasoHoB
6.5.4.3. JlumnTbl Tpachuka
6.5.4.3.1. YnpaBneHue nummutamm Tpacpuka

Solar webProxy no3sonseT ycraHaBnmeaTb MMMUTLI HA TpaduK, NCMONb3YEMbIN NONb30BaTENEM,
no obbemy B eanHuLy BpeMeHN (4ac, CyTku, Hegens, mecay). Obbem Tpaduka namepsercs
B 6anTax, a Takke B kurno/mera/rura/tepabantax.

NMpumeyaHue

YcmaHosumbs numMum Ha mpad)UK HeaymeHmud)uuupoeaHHb/x ronb3o8amersiell Herb3s.

OrpaHnyeHue ncnonb3yemoro Tpaduka 3agaetcs B pasgene NMonutuka > O6bEKTbI NONUTUKK
> Nlumuntbl Tpadmka (Puc.6.58). O6wme npuHUMnbl paboTbl C UHCTPYMEHTaMU MONUTUKU
onucaHbl B pasgene 6.4.3.
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Solar webProxy Mowuck no paspeny (e AaHHOM criyuae

o Ha3BaHWIo NUMUTa Tpadmka)
MonuTUKa / O6bEKTbI NOUTUKK / JIAMUTHI Tpadmka @

E MEXCETEBOV 3KPAH JloGasuth nvmiT Tpacuka TlomcK N0 HassaHMio

22 KOHTEHTHAR OVIBTPALMA Hassanve O6vem Tpadmka Nepron KoMMeHTapwii Coanan V3menen
admin
o 1MB u;
_ A . 221220231632
(5 NPOBEPKA N0 NOMMTUKE
admin

221220231633

OThen kaapos, 2MB Yac

55 BHEWHVE NOAKMIOEHNS

&) OBbEKTDI MONMTUKMA

KOHCTPYKTOp yCnosiit

1P-vanasoHs!

TamwTsi TacuKa

Pacnucanus

VCII081s! Ha 3ar00BKN

Monb3osareny (Basic Auth)

Puc. 6.58. Pazgen «Monutuka > O6beKkTbl NoNUTUKKN > JIuMuTtbl Tpaduka»
[ns nobaeneHus HoBoro nuMmmnTa Tpadurka HeobxooMmo:

1. B pasgene NMonutuka > O6bekTbl NONUTUKK > JInmunutbl Tpadmka HaxaTb kHonky [loba-
BUTb NIUMUT Tpacpuka.

2. YkasaTb Heobxoanmble AaHHble. HaxaTtb kHonKy CoxpaHUTb 1 NMPUMEHUTb NONUTUKY.

MonuTuKa / 0BbeKTbl NONMTUKK / JIMMWUTEI TpadKKa 7] TIpMMEHTE NONWTYKY
Jlo6aBHTb IMMUT TpafuKa ToMCK N 3aHUID Q

HazBaHue 06bem Tpauka Mepuoa HommeHTapuit Co3paH M3meHeH

admin admin
OTnen nponak 1MB Yac .l
L oA 150320221333 15.03.202217:53 G ﬁ

Otoen COXpaHUTL

HasBaHue byxrantepua

06bem 1 Nepuog 1000 Hepenn

KommexTapui Beeaute

Puc. 6.59. HacTtpowka numuTa Tpacdumka

BHumaHue!

EduHuuya usmepeHusi numMuma o yMonyaHuro ykasbieaemcs 8 mezabatimax (Mb).

B cucmeme npedycMompeHO oz2paHuyYeHuUe Ha MakcuMaribHOe 3HaqYeHue obbema mpadghuka:
9223372036854775807 (=263 - 1) 6atim.

Mpun aTOM MCNONb3yTCA abCONIOTHbLIE 3HAYEHNSt BpEMEHU. TO eCTb, €CNKY YKa3aTb OrpaHuyeHne
Tpadmka 50 Mb B yac, 310 3HauuT, 4TO ByaeT paspeLueHa nepegada 50 Mb He 3a hakTrnyeckun
yac paboTbl, a 3a nepuog BpeMeHu, Hanpumep, ¢ 13:00 go 13:59:59, nocne yero nongeT HOBLIN
oTcyeT Tpaduka. COOTBETCTBEHHO, ApYyrMe 3HadeHus B CMMCKE BPEMEHHbIX WHTEpPBaroB
0O3HavatoT crneaytoulee:
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Tabn. 6.35. NepevyeHb BpeMeHHbIX MHTEPBanoB

Mepuon BpemeHu MosicHeHue PekomeHpauumn

CyTku Mepuog Bpemenn ¢ 00:00:00 go
23:59:59

Hepens Mepurog BpemeHun ¢ kaxgoro no- |BpemeHHble pamku Ana Hegenu 3aBUCAT OT CUCTEMHOMN
HefenbHuka 00:00:00 o kaxagoro | nokanusauumn — Ansi pyCcKon nokanusaunm Hegens Haum-
BOCKpeceHbs 23:59:59 HaeTcsa ¢ noHedernbHUKa, Ans aMepukaHCcKon — ¢ BOCKpe-

CeHbsl
Mecsy, Mepwnog Bpemenn ¢ 00:00:00 va- | Ecnn cdhopmmpoBaHHas nonuTnka npegocTaBnsaeT onpe-

COB MEpBOro 4ucra Mecsila 40 |AeneHHbI OOAMHAKOBBIA NUMUT KaXgoMy W3 rpynnbl
23:59:59 nocnegHero yncna Me-|nonb3oBartenen, T0 B CnydYae M3pacxoOoBaHUS KakUM-
csua (B 3aBMCUMOCTM OT MecsiLa) |[mMbo nonb3oBatenemM 3T0ro nummuta Tpaduka, AoCTyn K
WHTEPHETY OyAEeT OrpaHMYEH TOMbKO Y HEro. Y ocTanbHbIX
YNEHOB Trpynnbl AOCTYN B MHTEPHET OyneT orpaHudeH
TOMbKO TOrda, Koraa Kaxabl U3 HUX M3pacxogyeT CBOW
numuT. MMpn npeBbileHMn numuta OyaeT BbINOMHEHO
[encTeue, 3agaHHoOe B NpaBuiie NONUTUKN

Mpy HEOBXOANMOCTU MOXKHO HE YYMTbIBaTb TPauK Npu obpalleHnm K KOHKPETHLIM BEG-pecyp-
cam. [1nsa atoro Heo6xoauMMOo ykasaTb AOMeEHHbIe CyMKChl BCEX TakMx BEB-peCcypCcoB B CeKLmn
whitelist koHdUrypaumoHHoro caina config.json (pasgen Cucrtema > PaclumpeHHble Ha-
CTpOMKU > PUNbLTPaUMA U KIWMpoBaHue Tpadumka > dunsTpaunsa M aHanus Tpadguka
nonb3oBaTtenen B cekuun Hetapucpuumpyemsie pecypchbl).

6.5.4.3.2. Undpopmauma o TekyLuemM pacxoae Tpaduka

B Solar webProxy ecTb BO3MOXHOCTb NOKa3biBaTb NONb30BATENO MHOPMALMIO O ero TEKyLLEM
pacxoge Tpadwmka. [Ing 3Toro HacTpamBaeTcs cneumanbHbIi WabnoH ¢ nHdopmauuen o Tpa-
duke nonb3oBartens, WabnoH pasmeLlaeTcs no cneynansHoMy yHukansHoMmy URL. 3tot URL
yKa3blBaeTcsl B HacTporikax skvt-wizor (pasgen Cuctema > dunsTpauma U KILLMpoOBaHUe
Tpaduka > dunbTpaums n aHanus Tpacpuka nonb3oBartenen napameTpbl URL cTpaHuubl
numuToB Tpadumka (traffic-summary-url) n MyTb K ¢panny wabnoHa crtpaHuubl (traffic-
summary-template) B cekuun OTnagka), no Hemy nonb3oBaTento 6yaeT oTobpaxeH WabnoH.

OnpepgeneHbl cneynanbHble NOACTAHOBOYHbLIE CUMBOSTbI, KOTOPbIE MCMNOMb3YHTCA AN WabnoHa
nokasa nonb3oBaTternto ero Tpadumka (cm. Mpunoxenuve C. Ucnonb3o8aHue mnodcmaHO80YHbIX
CUME0J108).

[na HacTporiku wabnoHa Heo6XxoAMMO BbINOMHUTL CrieayroLmne OENCTBUS:

B pasgene MonuTtuka > LabnoHbl > LLabnoHb!l cTpaHuy, co3aath wabnoH traffic, 3anon-
HUTb €ro NOACTAaHOBOYHbLIMU CUMBOMIAMU U COXPAHUTb.

B karanore policy-final/templates HaiT coxpaHeHHbI WwabnoH, ckonupoBaTb OTHOCU-
TenbHbIN NyTb K HEMY (OTHOCUTENBHO KaTanora policy-final).

CkonupoBaHHbIN NyTb YkasaTb B NapamMeTtpe debug/traffic-summary-template B HacTpoiikax
skvt-wizor. Hanpumep, nyTb K WabnoHy MOXET BbIMAAETb crneayowmmMm o6pas3om:
templates/5137BF69-DAEC-436C-8417-E601E3AD74AB
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BHumaHue!

Heobxodumo nposepumes KOPPEKMHOCMb 8800UMO20 Mymul.

4. BeinonHuTb ckpunt accept-policy (npuMeHUTbL NONUTUKY) ANst TOro, 4ToObl CO30aHHbIN
wabnoH ctan JocTyneH Ha slave-xocTe.

MpumeyaHue

3anpoc nonb3osamensi kK amomy wabroHy Yepe3 npokcu 6ydem omobpaxambcs 8 omyemax u
)XypHarne ¢ delicmeuem 3anpemuma.

6.5.4.4. PacnncaHus

Solar webProxy no3sonset omnsTpoBaTh Tpaduk No BpeMeHM AOCTyna nonb3oBaTenen k Beb-
pecypcaM. [1ns 3Toro co3garTcs pacnmcaHms.

PacnucaHnue npegcraenset cobom yCTaHOBEHHbIN AN ONPeAereHHbIX AHEN Heaenn NopsiAoK
AocTyna K Beb-pecypcam, KOTOpbI 3a4aeTcs HavyanbHbIM M KOHEYHBIM MHTEPBaNamMmn BpeEMEHM
B hopmaTte yu:MM. Taknm o6pa3omM MOXHO, Hanpumep, 3anpeTuTb 4OCTYN K Beb-pecypcam B
oyaoHue gHm ¢ 9:30 go 17:30.

YnpasneHue pacnucaHnsMmu BbinonHsetcs B pasgene Monutuka > O6beKTbl NONUTUKKN >
PacnucaHusa (Puc.6.60). O6wue npuHUmnbl paboTbl C MHCTPYMEHTaMM MOSIMTUKN OMNUCaHbI B
pasgerne 6.4.3.

[Meuck no pasgeny (8 gaHHOM
Solar webPraxy Cy4ae No HasBaHMIo pacnucaHis)

HacTpofku Umnopt Jucnopt TonuThKa / 06beKTbl NOANTHKA / PacnucaHna

. NPOBEPHA N0 NOMTHKE RoBaskTs pacnHcaHme To HA3BAHUIO

Hazsanue KommenTapuit Cozgan Wamenen

;g BHELHWE NMOAKMIOYEHKA admin admin

OTaen npoaax
15.03.2022 13:34 15.03.2022 18:07

OBBEKTBI NOAMTUKKA : o admin
> Aen MapKeTMHTa
15.03.2022 18:07
Kouctpykrop ycnonwia ” admin

Npynna no noaGo nepcoxana
Py a6opy nep 15032022 18:07

IP-AnanasoHbl admin
> OTaen cHabweHna

15.03.2022 18:07

TinmmAr Tpachmka
Pacrnmcauns
VCNoBWA Ha 33rONORKK

Monezosarenw (Basic Auth)

Puc. 6.60. Paszgen «Monutuka > O6bekTbl nonutukn > PacnucaHuna»

Mpn cosgaHumn HOBOro pacnMcaHnsa HeoOxXxoaMMo 3agaTb BpEMEHHOW MHTepBan goctyna. [Ons
3TOro crnegyet yka3aTb Hayano u koHeu uHTepsana B nonsx Hayano wHtepBana n KoHey
MHTepBarsa C MOMOLLbIO KNlaBnaTypbl UM KHOMOK (Puc.6.61). 3atem ycTtaHOBUTL dorakky s
TpebyeMbIx OHEN Hegenu.
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[na nobaeneHns HOBOro MHTepBarna pacnucaHus B pasgerne MNonutuka > O6beKTbl NONUTUKK
> PacnucaHus:

1. Haxatb kHonky [lo6aBUTbL CNMCOK pacnucaHum.

MpumeyaHue

Bpewmsi okoHYaHus uHmepeana 0ormkHo 6bimb bonblwe e2o Hadana.

2. YkasaTb Heobxoanmble AaHHble . HaxaTtb kHonky CoxpaHuUTb 1 NMPUMEHUTb NONUTUKY.

[na nobaBneHnsa HOBOrO panucaHuns B rpynny crnegyeT HaxaTtb KHOMNKY [lo6aBuUTb pacnucaHue.
MakcumanbHoe KOnmM4ecTBO MHTepPBaroB B pacnucaHnun He AomkHO bbiTb 6onee 20.

Monutuka / O6bEKTbI NOAMTHKKY / PacnncaHna
Jlo6aBHTL pacnMcaHue

Hassanue HKommeHTapuit CozpaH Wamenen

admin admin

Tpynna no nog6opy nepcoxana —l
s il 150320221334 15.03.2022 18:26 u ﬁ

OTfien MapKeTUHra CoxpaHHTL JloGaeuTn Wmnopt SKcnopT

Hasganmne OTaen cHaBeHns
OTAen npofa

KommeHTapHiA Baepgute HTapui
ByXranTepus

JIHW HEQENU Bpems oT - 40 Co3pnaH H3ameHeH KoMMEHTapu#

vi Bt cp By ¥t @ce @ sc 10:00 18:30 BBeguTe...

Puc. 6.61. [Jlo6aBneHue pacnucaHus
6.5.4.5. YcnoBus Ha 3arofioBku

Mpun puneTpauumn Tpaduka MOryT NCNONb30BaTbCA 3HAYEHUS Crny>KeBHbIX 3arofoBKOB NPOTO-
kona HTTP. 3anpocbl 1 oTBeThl B npoTokone HTTP coaep)xaT HEKOTOpOE KONMMYeCcTBO 3aro-
noskoB. Popmar 3aronoBKOB COOTBETCTBYET 06LLIEeMY (hopmaTy 3arofloBKOB TEKCTOBbIX CETEBbIX
coobueHnin. Kaxxabln 3aronoBok NpeacTaBnsaeT cobon CTpoKy hopmaTta <Ha3BaHUe>:<3Haue-
Hue>.

YacTto ncnonb3yemble 3aroroBKu:
e User-Agent — onncanune knuentckoro MO;
o Referer — URL ncxogHowm ctpaHuupl, ¢ KOTOPOK Bbln OCYLLECTBIEH AaHHbIN 3anpoc.

[na 06paboTkm 3TUX 3arofoBKOB N UX 3HAYEHNIA MOTYT NPUMEHATLCS PerynspHble BblpaXXeHns
(cm. Opunoxexnue B, A3bik onucaHusi pe2ynsipHbIX 8bIPAXKeHUU).

[ns yno6cTBa ncnonb3oBaHus 3aronosku npotokona HTTP o6beanHATCA B rpynnbl (CXCKN).
dopmrpoBaHmne yCnoBun Ha 3aronoBKN BbINONHseTcs B pasgene Monutuka > O6beKTbI No-
nuTuKK > Ycnosus Ha 3aronoBku(Puc.6.62). O6wume npuHumMnbl paboTbl C UHCTPYMEHTaMm
NoSIMTMKM onncaHbl B pasaene 6.4.3.
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Movek no pasgeny (8 4aHHOM cnyyae no

Solar webProxy =z
Ha3BaHWI Crvcka yCﬂOEMVI)

~ O6beKTbl NONUTUKK / YCNOBUA HA 3aroNoBKK
0~ HacTpofin Wmnopr Incnopt

Nlo6aBuTs CRMCOK YCROBMIA HA 3arONOBKN
@) OBBEKTBINONMTHKM ool Coanan Hamenen

unknown admin

= > Youtube pa3pelwenkbie BHACO
KoHcTpyKiop yenosmi 08.05.2019 16:17 17.04.2020 20:46

unknown admin
Pexxum benoro cnucka =
1P anazorns 08.052019 16:17 16.04.2020 17:50
admin admin
12122019 10:44 12122019 10:44

Referer mail
NumuTel Tpadmka
admin admin

Referer Onnaiik ypoxn
19.12.2019 1247 11.02.2020 16:01

Pacnucanma
admin admin

Youtube pazpelsenkbie TpaHcnAauMn
e L 03.02.2020 13:50 03.02.2020 13:54

Venoens Ha 3ar0NoeKu
admin
25.03.2020 00:36

Android studio

Monbzoeatenn (Basic Auth)
admin

2503 2020 0040

Discord

Puc. 6.62. Paspen «[Monutuka > O6beKTbl NONUTUKK > YCNOBUA Ha 3aroroBKU»

MpumeyaHue

lpu cpunbmpayuu no HTTP-3a2onoekam He y4umsigaemcs peaucmp 6yke UMeHU 3a20/108K08.

[na nobaBneHns HOBOrO CNMCKa YCNOBWUIM Ha 3arofioBku B pasgene NMonutuka > O6beKTbI
NONUTUKK > YCNOBUSA Ha 3arofioBKU:

1. HaxmuTte kHonky [lo6aBUTL CNMCOK YCNOBUW Ha 3aronoBku (Puc.6.65).
2. YkaxuTe Ha3BaHue cnucka ycrnosun (He 6onee 200 cumBonos).
3. BBeguTe HeobxoanmMble 3Ha4YeHNs Ans POPMUPOBaHUS YCIOBUS:

o LWa6noH ana HasBaHusa HTTP-3aronoBka — HaMmeHoBaHne HTTP-3aronoeka (He 6onee
250 cnmBonoB). YTobbl HaTK BCE 3arofioBKU C MOXOXUMU HA3BaHUSIMU, YKaXKUTE 4acTb,
KoTOpasi NOBTOPSIETCA.

o LWa6bnoH ana 3HayeHusa HTTP-3aronoBka — 3Ha4yeHne HTTP-3aronoska (He 6onee 500
CUMBOJIOB).

o KommeHTapum — gononHuTenbHble cBegeHns 06 ycrnoBum (ykasbiBaTb HeOOA3aTENBHO;
He 6onee 500 cumBOnOB).

CoxpaHuTb Otmena JloGasuTb ycnosue Umnopt IKcnopT

Hassanue Ycnosue Ha nony4yeHue

x-receive webproxy/example

v Perynﬂpﬂoe BblpaeHNE v PEFyﬂHpHGE BblpaXeHWe

Puc. 6.63. [lobaBneHue cnucka ycnoBui Ha 3arofioBKu

O SOLAR 145



4. YctaHoBuTe hnaxok PerynsipHoe BblpaxeHue, ecrnv Heobxoaumo, 4tobwl LLlabnoH ana
Ha3BaHua HTTP-3aronoBka n/vnu LWa6noH ana sHayeHns HTTP-3aronoBka 1crnonb3o-
BanuCb Kak perynsipHble Bblpa)KeHus.

[Nocne BKMOYEHMs Bbl MOXETE NPpOBEPUTL perynsapHoe BblpaXXeHne. ,D,J'IFI 3TOro:

2 Haxmure .
b. B none TeKCT ANsi NPOBEPKM BBeAUTE 3HAYEHMUS!, KOTOPbIE HEOBXOAMMO NPOBEPUTS.

MpumeyaHue

Kaxx0oe Hogoe 3HayeHue HeobxoOUMO yKa3bieamb C HOBOU CMPOKU.
MakcumarnbHasi OrnuHa 3Ha4eHUs1 8 Kaxkool cmpoke cocmaernsem 2083 cumeorna.

He donyckaemcsi ucnosnb308aHue MoCMOPOHHUX CUMBOJI08, HE OMHOCSUUXCS K 3HAaY€HUI Uru
CUHMaKCUCY peayrnsipHbIX 8bIPaXeHUU.

c. Haxxmute NMpoBeputhb. B cTonbue CoBnageHue 6yaet oTpaxeH pesynsraT NpoBEpKU.

[poBepwUTb PETYNSAPHOE BbIPAKEHNE X

labnoH ona Hazeasua HTTP-3aronoBka

s{13}

i
QIO

w
w
wl
e (e
S (

=

e
X

S§S8SS

i

Hoeas npoBepka CoxpaHuTts OTMEHUTE

NMpumeyaHue

Ecnu pesynbmam omcymcmeyem, pezynisipHoe 8bipaxkeHue 88e0eHO0 HEKOPPEKMHO. B amom
criy4ae 8 cmonbue CoenadeHue pesyrnbmama He 6ydem, rione LllabnoH dnsi HazeaHuss HTTP-
3a2onoeka unu LllabnoH dns 3Ha4eHust HTTP-3a2onoeka 6ydem ebl0esieHO KpacHbIM, U rnod
Hum 6ydem omobpaxeH KoMMeHmapud.

O SOLAR 146



MpoBepUThL PETYNAPHOE BhIPDAXEHUE X

LLiabnoH ans 3HaueHua HTTP-3aronoBka

E o

HekoppekTHoe perynaproe seipaxenue: lllegal repetition near index 0 s{} #

TeKCT ANs MPoBepKu

1
2

YTto6bl 06aBUTL 3Ha4YeHMs, HaXXMuTe HoBasi npoBepka.
d. Haxxmute CoxpaHUTb.
[nsa no6aBneHns HOBOrO YCrOBUSA HaXXMUTE KHOMNKY [lo6aBUTb ycnoBue.
6.5.4.6. NMNonb3oBatenu npu Basic- unu naponbHon ayTeHTUdMKaLUm

Solar webProxy nossonsiet 3agatb CIMCOK Norb3oBaTtenen, kotopble 6yayT ayTeHTudunumpo-
BaHbl C MOMOLLbIO Solar webProxy, ecnv gnst HUX B KOHpurypauum BeibpaHa Basic- unu na-
ponbHas (no npotokony SOCKS5) ayteHTndmkaums.

MpumeyaHue

Ymobhk! nonb3oeamenu moasnu rnpoxodums Basic-aymeHmucgbukayuro, Hacmpolime ee 8 pasderne
Monumuka > Hacmpoliku unu Paboma cucmemsb! > Gunbmpauusi u aHanu3 mpaghuka rnosib30-
eameiel (modpobHee cm. 8 Pykosodcmee o ycmaHOo8Ke U HacmpoUKe).

[o6aBneHne HOBbLIX YYETHbIX 3anucen nonb3oBaTtenen N ynpasneHne NMN BbINOMHSAITCA B
pasnene Monutuka > O6BLEKTLI NoNUTUKKU > Nonb3oBaTtenu Basic n SOCKSS (Puc.6.64).
O6Lwme npuHUMbl paboTbl C UHCTPYMEHTaMU NONIUTUKN ONncaHbl B pa3gene 6.4.3.
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Solar webProxy &=
Mouck no pasaeny (8 AaHHOM

" cryyae Mo nonb3osaTensM)
Hactpoiiku Vmnopr 3enopr MonuTtnka / 06beKThl nonuTUkK / Monb3osatenu Basic u SOCKS5 @ MpumenuTs nonuTiky

o
»

JloGasus nonssosatens OUCK 10 NIOTHY Q

Qg BHELLIHWE NOAK/KOYEHUA
Noru IP Avanasox AxTvBeH Tun ayTenTudu KommeHTapuii  Cosnan V3menen

admin admin
> user1 1111 Her Basic Auth ao
) OBbEKTbI NONNTUKA 260220242233 26022024 23:13

admin admin
_ > new-user 2222 na SOCKSS ao
KOHCTPYKTOP ycriosui 26022024 22:39 260220242313

IP-g1anasoHbl Y4eTHas sanuck nons3osatens
3abnokuposaHa YyeTHas sanuce

nonb3oBaTens akTueHa
JumuTel Tpaduka

Pacnucarus
VCII0BMA Ha 3aroNoBKy

Monb3osarenu Basic u SOCKS5
{9 cnPABOYHMKYM

&7 WABNOHDI

Jlo6aBnenve 3aronoska

Puc. 6.64. Pasgen «Monutuka > O6bekTbl nonutnkn > NMonb3oBaTtenu Basic n SOCKS5»

[na nobaeneHns HOBOW YYETHOW 3anuncu nonb3oBartens B pasgene MNMonutuka > O6beKTbI
nonutukm > Nonb3oBaTtenu Basic n SOCKSS:

1. Haxkmute kHonky lo6aBuUTb nonb3oBaTens (Puc.6.65).
2. 3anonHuTe cnegyowme nons:

e JloruH v naponb — nMsa nonb3osarens (Hanpumep, PUNO; He Gonee 200 cMMBONOB) K
napornb 3TOM y4eTHOW 3anucu. Napons HeobxoanMo BBECTU ABaXAbl.

MpumeyaHue

lMapornb domkeH coomgemcmeogams mpebosaHUsIM:
MuHnumanbHoOe Kornnuyecmeo 3Hakos 6, makcumaribHoe — 12.

o Jlonycmumbie cumeosibl 8 rnaposie: 3asnasHble U CmpoYHble ByKebl namuHUUbl, Yugpbi,
cryxebHble cumeonbl: ~ ! @ #$ % A& *()+-=""_/\|"

YpoeeHb crioxxHocmu naporisi He MeHee 5.

e [P unu IP-gnanasoH — IP-agpec nnn guanasoH IP-agpecoB pabounx cTaHUmMi, C KOTOPbIX
yKa3aHHbI nonb3oBatenb OyaeT BbIXOAWUTb B UHTEPHET. MOXHO yKa3aTb HECKONbKO IP-
AnanasoHoB.

MpumeyaHue

lNocnedHul IP-adpec 8 Auana3oHe doimkeH bbimb bOsbLWe Mep8oeo 3HadYeHus1 duara3oHa unu
paseH emy.

e Tun ayteHTMcpukaumm — Bbibep TMna ayteHTMduMKaumMm nonb3osartens: Basic- n/unm
naponbHas (SOCKS5) ayteHTudukaums.
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o KommeHTapum — gononHuTenbHble CBEAEHNS O Norb3oBaTene (YkasbiBaTb Heobs3aTenb-
HO; He 6onee 500 cMmBONOB).

MpumeyvaHue

Umobki 3abriokupogamb my Usiu UHYH y4emHy 3anuch, Ucronk3yltme nepekmnodamers lonb3o-
eamens akmueen: L, a 3amem noouepedHo Haxmume kHonku CoxpaHums u MpuMeHUMB
nosiumucky.

Monutuka / 06bekTbl nonuTuku / Monb3oBaTenu Basic u SOCKS5 @ TpUMERUTE NoAUTUKY

Jlo6asuTs, onb3osatens Q

Tormx IP ananasoH AxTviBeH Tun ayTeHTuu KOMMeHTapuid  Co3naH VameHeH

admin admin
> user1 1111 Het Basic Auth G—| ﬁ
2602202422733 260220242313

CoxpatuTs Ormena Jlo6asuTs IP inj

JloruH W mapons new-user
YpOBEHb CROXHOCTM MaPOAs - 5. (OOTBETCTBYET TPEGOBAHNSAM K NapONio
1P vnn IP-guanasol Co3pan WN3meneH

L]
2222 26022024 22:39

lNonb3oBarenb akTMBEH o

Twn ayTEHTUMUKALMAN BasicAuth @
SOCKSS @@

KommenTapuia BeevTe KOMMEHTapui

Puc. 6.65. [lo6aBneHne y4eTHOM 3anncu nornb3oBaTens

6.5.5. CnpaBOYHMKHK
6.5.5.1. Agpeca 3neKTPOHHOM1 NOYTbI

Solar WebProxy No3BOJIAET ynpaenATb CrIMCKaMn aapecoB 3J'IeKTpOHHOl7I MOYThbl, HA KOTOpPbIE
6y,D,yT npmnxoanTb COOTBETCTBYHOLLNE YBEOOMITEHUA. Hanpwmep, MOryT NpnuxoanTb yBe4OMINeHUA
O HapyLweHunn NnorinTukn Ge3onacHocCTMW.

[ns yoob6cTBa NCnonb3oBaHUSA agpeca 3NeKTPOHHOWM NoYTbl 00beaMHEHLI B rPYNMbl (CAUCKN).
Ho6asneHne 1 ynpasneHne cnnuckamn agpecoB BbinonHaeTcs B pasaerne Monutuka > Cnpa-
BOYHUKM > Agpeca 3aneKTPOHHOM nouThbl (Puc.6.66). O6umne npuHUunbl paboThl CO cCnpaBoy-
HMKaMK onucaHbl B pasgerne 6.4.3.
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Mowck no pasgeny (B 4aHHOM Criy4ae no HasBaHWio
Solar webPraxy Crncka ¢ aapecammn aNeKTPOHHOM NoYTbI)

HacTpoikmn Hmnopr IxcnopT 4 9
[lonnTHKa / CNpaBoYHWKM / AQpeca 3/1eKTPOHHOW noyTol @

EX CETEBOWA
EZ] MEMCETEBOW SHPAH [L06aBUT CTICOK AAPECOB ANEKTPOHHOMA NOUTH ACK N0 Q

5% KOHTEHTHAH QWIIbI PALIMA
v TNorvH Co3gaH H3meHeH
admin
16.03.2022 15:24

BamHbie

admin

WHHCTPETOpbI
it LT 16.03.2022 15:24

admin

IKCTPEHHBIE CUTYALUN
s 16.032022 15:25

I6BEKTBI OV TUKK

-] CIPABOYHUKM

Appeca 3neKTpoHHOR NoYTbI

Puc. 6.66. Pazpgen «lMonutuka > CnpaBoYHUKM > Agpeca 351IeKTPOHHOM NOYTbI»

[na nobaBneHns cnvcka ¢ agpecamm aNeKTPOHHOM NoYThl Heobxoaumo B pasaene MonuTuka
> CnpaBoYHUKM > Afpeca aNeKTPOHHOMN NOoYTbI:

1. HaxaTb KHoMnky J106aBMTb CNUCOK aapecoB INEeKTPOHHOM NOYTbI M yKa3aTb criegytoLimne
napametpbl:

® HasBaHWe crnucka aapecoB 3MeKTPOHHOM noyThl (He 6onee 200 cumBonos, Puc.6.67);

® ajpec anekTPOHHOM NoYThl B Nonie Aapec aNeKTPoHHOM nNoyThbl (He 6onee 200 cumso-
noB);

MpumeyaHue

lpu 8800e HEKOPPEKMHOZ0 INIEKMPOHHO20 adpeca (be3 cumsoria «@») nose bydem ebi0erieHO
KpacHbIM, U nod HUM omobpasumcsi coomeemcmeyroujee yeedoMeHue.

e agpec SMTP-cepBepa, Cnonb3yemMoro Ans pacchbifiku yBe4OMMAEHUNA MO 3MEKTPOHHOM
noute, B none SMTP-cepBep (He 6onee 200 cumeonos), Hanpumep: www.host.com;

MpumeyvaHue

lpu 3adaHuu adpecos SMTP-cepsepos dornyckaemcs ykasaHue KOppekmHbix hostname unu
IPv4 adpecos.

o TCP-nopt SMTP-cepBepa, UCnonb3yeMoro st pacChifiki yBe4OMMAEHUIN NO ANEKTPOHHOM
nouyte, B none SMTP-nopT. 3HadyeHne nonsa SMTP-nopT AOMKHO COOTBETCTBOBATb
AnanasoHy ot 1 go 65535.

2. HaxaTb kHonky CoxpaHUTb 1 NPUMEHUTb MOSTUTUKY.
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Monutuka / CnpaBoyHuKK / Afpeca 3NIeKTPOHHOW noutbl @ TpUMEHNTL NOMMTUKY

[lo6aBMTL CNWCOK aPECOB INEKTPOHHOM NOYTLI Q

Jorvu CoznaH M3meHeH

Coxpanutb OTmena JloGasuts anpec OMCK ¢ an « B Wmnopt 3KenopT

Hazganwe BanHbie

SMTP-nopt Cospax

ivanovboris@mail.ru 25

Bcero 1 CTpoka

Puc. 6.67. [lobaBneHne cnucka agpecoB 3f1IeKTPOHHOM NOYTbI

YUToObl ykasaTb HOBbIN agpec 3MNEKTPOHHOM MoYTbl, HEOOX0AMMO HaxaTb KHoMky [lo6aBuTb
agapec B CTPOKe yxe CyLLeCTBYoLLEero agpeca.

6.5.5.2. KntouyeBble cnoBa

Mpn aHanu3e nepegaBaeMblX OAHHbIX MOXET BbIMOMHATLCA MOUCK TEX UMW UHBIX KNHOYEBbLIX
CNnoB u dopas 1 NoACHET UX BECOB. ECnn cymmapHbIn BeC BCEX KItoveBbIX cnos Oyaert bonbLue
NN paBeH NOPOroBOMY 3HAYEHUIO, 3a4aHHOMY B NONUTUKE, OyAeT BbIMONIHEHO COOTBETCTBY!HO-
Liee oencrTeme.

[nsa yno6cTBa ncnonb3oBaHUs KrtoyeBble crioBa o6beanHeHbl B rpynnbl (cnuckn). dopmmpo-
BaHMe CMMCKOB KIOYEBbIX CMOB BbINOMHAETCA B pasgene Monutuka > CnpaBOYHUKM >
KnroueBble cnoBa (Puc.6.68). O6wune npuHUMnbl paboTbl CO CNpaBOYHUKAMWU ONUCAaHbI B
pasgene 6.4.3.

Mpw noGaBreHn HOBOrO CMNCKa KIMOYEBbLIX CNOB HEOOXOAMMO YYNUTbIBaTb CreayloLlee:

o Ecnu tpebyetcsa, B none Bec MoXxHO 3agaTtb BECOBOM KOIMMULMEHT, 3HAYEHNE KOTOPOro
OOIMKHO COOTBETCTBOBATL AnanasoHy oT 1 go 65535 (Puc.6.69). Ecnn 3HadeHne atoro
nons He 3a4aHo, NO YMOMYaHWUIO KMOYEBOMY CITOBY Ha3Ha4aeTCsl BEC, paBHbIv 1.

e [1na Tex KN4YeBbIX CrOB, B ONMMCaAHUM KOTOPbIX AOSMKHO MCNONb30BaThCA perynapHoe Bbl-
paxeHue, ycTaHoBUTE doriaxkok RegEXxp .

MpumeyaHue

Hexkomopsbie 8ulbl peaynsipHbIX 8blpa)xeHul Mo2ym enusimb Ha rpouseodumerisHocmb Solar
webProxy. Hanpumep, ecnu peaynsipHoe 8bipa)keHUe HaduHaemcsi ¢ KoMbuHayuu 3HaKos .*.
Umobbl onmumu3upogamse npou3soouMesIbHoCMb, pekoMeHOyemcsi usbeaamb UCMOMNb308aHUS
peayrnsapHbIX 8bipa)keHUl mako2o suda.

Mocne BKMIOYEHUSI MOSIBNSIETCS BO3MOXHOCTb MPOBEPKM PETYNSIPHOrO BblpaxeHus. Ons
aTOrO:!

1. Haxmunte -

2. B none Tekct gns npoBepKun BBeanTe 3Ha4YeHnA, KOTopble Heobxoanmo npoBepUThb.
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MpumeyaHune

Kaxdoe Hogoe 3HadyeHuUe HeobxodUMO yKasbieamb C HOBOU CMPOKU.
MakcumarnbHasi OnuHa 3Ha4eHusl 8 Kaxool cmpoke cocmaerisiem 2083 cumeona.

He donyckaemcs ucnonb3068aHue nocmMopPoOHHUX CUMBOSI08, HE OIMHOCSAUUXCS K 3Ha4YeHUI0 Uru
CUHMaKCcUCy pe2ynsipHbIX eblpaxeHudl.

poBEPUTHL PETYNSPHOE BbIPAXKEHWE X

Knwouegoe C1o0Bo
(?<Iclass="Checkbox-Label"=)[M[u][r|r][P|p][bl|bI]

TeKCT ANA NPOBEPKK Coenagexne

)

A

urpa
Urpsl
noyta

-

®Q

Hosas nposepxa OTMEHWTL

3. Haxvute MpoBeputb. B cton6ue CoBnapgeHue GyaeT oTpaxeH pesynsraT NPoBEPKM.

MpumeyaHue

Ecnu pe3synsmam omcymcmeyem, peaynsipHoe 8blpaxeHue 88e0eHO HEKOPPEKMHO. B amom
criyyae 8 cmonbue CoenadeHue pe3ynbmama He 6ydem, rnone Knrouyeeoe crnoeo b6ydem
8bI0€IEHO KpacHbIM, U o0 HUmM bydem omobpaxeH KoMMeHmapud.

NpoBepuTh perynsapHoe BbipaeHue X

Knioyepoe cnoeo

(?<Iclass="Checkbox-Label">)[W|n][T|r][PIp][bllbi (] }

HeKoppeKkTHoe perynapHoe Ebipasenue: Unclosed character class near index 46 (?<Iclass="Checkbox-
Label™=)[Wn]r|r1[P|p]bljo: #

TEKCT ANA NPOBEPKU

Urpbi

UTto0Obl fobaBUTL 3Ha4YeHns, Haxkmute HoBas npoBepka.
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4. Haxkmute CoXpaHUTb.

Solar webProxy
Mouck no pasaeny (8 AaHHOM cnyyae no

HasBaHMIO CTIUCKa KITHOYeBbIX CTI0B)
Hacrpoiiku Vnnopr 3xkcnopr MNonutika / CNpaBoyHuky / Kniouesbie cnosa @ TipuMenyTs nonuTKy

o 106aBUTE CIUCOK KNIONEBBIX COB OUCK 11O Ha3BaHMIO Q
5o MPOBEPKA N0 NOUTUKE
Ha3sanve Cospan e

BHELUHVE NIOAKIIONEHIS admin
& keywords 21122023 06:08

admin

%) OBbEKTbI MOUTUKU > keywords2
21122023 06:09

{9 crPABOYHVIKM

/ARpeca 3/1eKTPOHHOI MoYTbI
Knioyesbie ciosa

Pecypcbl

Mapkeps! npasun KO

Daiinbi

&7 WAB/OHI

[loGasnenve 3aronoka

Puc. 6.68. Pazpgen «Monutuka > CnpaBoyHuku > KnroyeBbie cnoBa»

1. HaxaTb kHoMky 2. Ykaszats

CnpaBoyHuKM / KfoueBsle cnoBa TpAMEHKTB NONUTHKY HEOGXO,CLMMbIe
3. HaxaTb KHOMKy [laHHble U HaxXaTb
JloBaBHTs CrIMCOK KTI0eBbiX Cro Coxpanutb OMCK 10 Ha3BaNyK S8  kHorky [lobaenTs

HazsaHue Cozpan HameneH
admin

i . 3 1
Kuulparemu W NOCTABLLMEA 1R 17 2018 1430

v Coxpasmrs Ormesa Hunopt senopr | O
Crpaxg

Hazsanwe MoMCK

NobGasneHwe KNOYEBOro CNOBA pabota

3anaHHoe KNoyeBoe Croso
oTobpasuTca B KOHLe Tabnmupl

Puc. 6.69. [lo6baBneHne cnucka Kno4eBbIX CIIOB
Mpun cozaaHmm omnbTpa No KNKYEBLIM COBaM cneayeT yuYnTbiBaTb HEKOTOPbIE 0COOEHHOCTH:

® TOMCK KINtoYEBbIX CIoB (¢hpa3s) BbINOMHAETCSA B TEKCTOBbIX AaHHbIX: B Tere 3anpoca v B nose
Query URL-3anpoca;

® perynsipHble BbipaXeHUsi MOXHO MCMONb30BaThb TOMbKO AN NoMcKa Nno KnYeBbIM CrioBaMm,
HO He Mo KN4YeBbIM dopa3sam;

e [OnvHa KrtodeBor dpasbl He gomkHa npeebiwaTb 16000 Oyks;
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T.K. NPV 3aaHnn KntoveBor pasbl He AonycKaeTcs UCMoNb3oBaHMe 3HAKOB-pasaenmTenen
("\.,;: 1?2 =+()<>$% "&*/@|#~[]{}), TO HEOGXOONMO VX YAANUTL UM 3aMEHUTb
Ha npoben. Hanpumep, BMecTo (pasbl «NyTb-A0POry» CrneayeT nucatb «NyTb A0POry».

MpumeyaHue

lpu 880de Kro4ego20 criosa Npoberisi He y4UMmbI8aOMCS.

6.5.5.2.1. Mpumep ncnonb3oBaHUsA NPOBEPKU NO KIHOYEBbIM ClioBam

B nonutnke domnbTpaumm 3agaHbl KNOYeBLIE CroBa: A6I0KO ¢ BECOM 1 1 anenbCUH C BECOM
2, MOPOroBoO€E 3Ha4YeHNe paBHoO 3.

MpumeyaHue

lNopozosoe 3Ha4yeHue 3adaemcs npu ¢hopmuposaHuu nonumuku e pasdene lNMonumuka.

B tekcte: «Poccuiickas Ob6begnHeHHas Oemokpatudeckas lMaptna «ABJIOKO» oT umeHn
OECATKOB ThICSAY YfI€HOB MapTUM U MUIMMOHOB mM3bupatenen nosgpaBngeT Tex, KTO CMor
caenaTb peanbHOCTbIO B YCITOBUSAX COBETCKOM CUCTEMbI « XPOHMKY TEKyLLMX COBbITUn» 1 6na-
rogaput Bcex, KTO 3annaTtun 3a 3ato cBoen csobogon. MNpencenartens MNaptumn « ABJTOKO»
A . ABNUHCKUIN» KITHOYEBOE CITOBO ABIOKO C BECOM 1 BCTpe4yaeTcs 2 pasa, TO eCTb CyMMapHbIN
BeC paBeH 2. Tak kak CyMMapHbI BEC MEHbLLE NOPOroBoro 3HadeHnsa ( 2*1 < 3), ppasa cuuta-
eTCcs 4oNyCTUMOWN.

B TekcTe: «4. [epxute pykTbl HA BUOHOM MecTe. Basa ¢ dopykTamu osmKHa COCTaBnsaTb
HeOTbeMNIEMYIO YacTb Ballen KyXHU. JTO, K TOMY Xe, He TOSNbKO NOe3HO, HO M O4EHb KPacuBo.
Ecnu y Bac nog pykon Bcerga ectb A6M0oKO Unu anenbCuH, To, BO3MOXHO, BaM He 3axo4eTcs
nepekycblBaTb YNMCAMM UMK CyXaprKkaMu.» KrnoyeBoe CrioBO s1I6r1oko ¢ Becom 1 BCTpevaeTcs
1 pas, Kn4eBoe CroBOo anenbCUH C BECOM 2 BCTpedaeTcs 1 pas, CyMMapHbIn BeC paBeH 1*1
+ 1*2 = 3. Tak KaKk CyMMapHbIn BEC paBeH MOPOroBomy 3HadyeHuto ( 11 + 1*2 = 3), cdpasa
cyMTaeTca HegonyCTUMOW.

6.5.5.3. Pecypchbl
6.5.5.3.1. O6wme cBegeHun

Solar webProxy nossonseT cunstpoBatb Tpaduk no URL-agpecam pecypcoB, ykasaHHbIM B
3anpocax nonb3oBatenen. [aHHbln MeToq, hunbTpaummn No3BONAET OrpaHNYMTbL AOCTYM Ha
YpOBHe 3anpoca ceTeBblx pecypcoB. C MOMOLLBIO perynsipHbIX BbIpaXeHUN MOXHO 3anpeTuTb
AOCTYN KakK K LienbliM canTam, Tak U K OTAeNbHbIM BEG-CTpaHuuam.

[na yoobcTBa MCNoOnNb30BaHWSA pecypcbl 00beaMHATCS B rpynnbl (CNNCKK). YnpaBneHue pe-
cypcamu (rpynnamu pecypcoB) BbiNonHsaeTcs B pasgene Monutuka > CnpaBoyHukn > Pecyp-
cbl (Puc.6.70). O6wme npuHUMnbl paboTbl CO cnpaBovYHMKaMKN onucaHbl B pasgene 6.4.3.

154



" @ W

&
@

=
(1]

Solar webProxy TMovck nepcoHs aQ £
HacTpoitkn Vimnopt 3Kkcnopt Monutuka / CnpaBo4HmkmM / Pecypcbl TPUMEHNTb NONUTUKY

Jl06aBuTb criucok pecypcos OVICK 110 Ha3BaHMIO Q
VcnoBusi Ha 3aroNoBKu

HasBanvne Cospan Viamenen
Monb3osatenu (Basic Auth) S admin
a
12.10.2023 13:32

{0] CnPABOYHMKY > T ELTT
12.10.2023 13:55

Anpeca 31eKTPOHHOM NoYTbI google.com admin
12.10.2023 14:03

Kniouesble cnosa

Pecypcbi

Mapkepb! npaeun KO

@ainb!

&7 WABNOHbI

Jlo6aenenve 3aronoska

Puc. 6.70. Pasgen «MNonutuka > CnpaBo4yHuku > Pecypcbi»

BHumaHue!

lpu 8eode umeHu pecypca npomokon (HTTP unu FTP) He 3adaemcs.

OO0uH u mom xe pecypc, 3a0aHHbIlU ¢ www U 6e3, 80CrIpUHUMaemcsi cucmemol Kak dea pa3HbiX pe-
cypca.

[ns nobaBneHns HOBOro crncka pecypcoB Heobxoanmo B pasaene Monutuka > CnpaBoYHUKY
> Pecypchbl:

1. Haxatb kHornky Jlo6aBuUTb cnncok pecypcoB (He 6onee 3000 cTtpok) (Puc.6.71).

2. 3anonHuTb criegytoLime nonst U HaxaTb KHonky CoXpaHUThb:

HasBaHue — Ha3BaHue cnvcka pecypcoB (He 6onee 200 cnmBonos);

Wa6noH nmenn — URL-agpec pecypca, ykazaHHOro nosibaoBaTeniem B 3anpocax (He
6onee 200 cumBonos);

Tun wabnoHa — Tmn wabnoHa pecypca (cMm. Tabn.6.36);

KomMmmeHTapuin — gononHuTenbHble CBeAEHMS O pecypce (yKasbiBaTb Heobsi3aTernbHO;
He 6onee 500 cumBonoB).

[na no6aeneHuns pecypca HeobxoanMO HaxaTb KHOMKy [lo6aBUTb LWAGNOH B CTPOKE COOTBET-
CTBYHLLIErO pecypca.
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Monutuka / CNnpaBoyHuKN / Pecypcol TIPMMEHNTD NONNTHKY
JI0BaBHTh CIIHCOK PECYpCoB MNonck no
Hazeanue CozgaH HzmeHeH

admin admin
22122020 22-58 16.03.2022 16:14

Linkedln

CoxXpaHWTh OTmeHa J063BUTE WAGNOH 0 NapaMeTpam - R ) Wmnopr JKCnopT

HasBaHue bes ayTEHTM(HONKALLKMK

LIaBAOH MMEHW Tun waénoxHa

mail Mmsa xocta .. v

Puc. 6.71. lo6aBneHue crnucka pecypcoB

Tabn. 6.36. Pexxkumbl npoBepKkn Be6-pecypcoB

HasBaHue ‘ OnucaHue

[omeH 1 Bce nogaoMeHbl Mouck BeG-pecypcoB Mo nx foOMeHam U NogaomMeHam

PerynsipHoe BbipaxeHue Mouck BeG-pecypCcoB C MCNOMb30BaHWEM PETYNSIPHBIX BbIPAXKEHWUIA

Hauunnaetcs c... Mounck Beb-pecypcoB, URL-agpec KOTOpbIX HauYMHAETCsl C 3a4aHHOM CTPOKU
CMMBOIOB

Copepxut Mowuck BeG-pecypcos, URL-agpec KoTopbIX COAEPXXUT 3aaHHYH CTPOKY CMMBOIOB

Mms xocTa cogepxut Mowuck Be6-pecypcoB, MMs XOCTa KOTOPbIX COAEPXKMT 3a4aHHY0 CTPOKY CUMBOIIOB

MonHoe nmsa xocta paBHO Mouck BeG-pecypcoB, MMs XOCTa KOTOPbIX MOSIHOCTBIO COBMAafAET C 3a4aHHOW
CTPOKOW CMMBOJIOB

Mmsa xocTa okaHumBaeTtcs Ha... |lMouck Be6-pecypcoB, NMsi XOCTa KOTOPbIX OKaHYMBAETCHA Ha 3a[aHHYH CTPOKY
CMMBOIOB

Mpu BbiGOpe Tuna wabnoHa PerynsipHoe BbipaxeHue, Bbl MOXeTe MpoBepuTb ero. [ns
aTOrO:

1 Haxmure -
2. B none TekcT Ansa npoBepKu BBEANTE 3HAYEHNS, KOTOPblE HEOBXOANMO NPOBEPUTD.

MpumeyaHue

Kaxx0oe Hogoe 3HayeHue HeobxoOUMO yKa3blieamb C HOBOU CMPOKU.
MakcumaneHasi dnuHa 3Ha4eHUs1 8 Kaxodol cmpoke cocmaernsem 2083 cumeona.

He donyckaemcs ucronb308aHuUe MOCMOPOHHUX CUMEBO0JI08, HE OMHOCSAUWUXCS K 3HaYEHUIo Umu
CUHMaKcUcy pe2ynspHbIX eblpaxeHud.
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[pOBEPUTL PETYNAPHOE BhiPaXEHWE X

La6noH nvenu
(Aw-H1.321\[\w-1{1,32})

TeKcT ans NpoBEpKU CoBnagexue

google.com @
https://google.com ®
yandex.ru (@)

Hoeas nposepka CoxpaHuTb OTMEHWTb

3. Haxxmute MpoBeputb. B ctonbue CoBnageHue Gyaet oTpaxeH pesyrnbsraT NpoBEPKU.

MpumeyaHue

Ecnu pe3ynsmam omcymcmeyem, pezysisipHOe 6blpaxeHue 88e0eHO HEeKOPPEKMHo. B amom
criydae 8 cmonbue CoenadeHue pesyrnbmama He 6ydem, nosne LlabnoH umeHu 6ydem ebi0eneHo
KpacHbiM, U o0 HUM 6ydem omobpakeH KoMMeHmapud.

MpoBepuUTb PErynsipHoe BbipaXeHWe X

LlaBnoH umeHu

[ (O\W-11.321\ [\W-101.32} ° }

HekoppexTHoe perynapHoe ebipaxenne: Unclosed group near index 25 ([\w-]1{1,32}\ [\ w-]{132}

TeKCT ans NpoBepKu

google.com
https://google.com
yandex.ru

UTto0Obl fob6aBUTbL 3HadYeHns, Haxkmute HoBas npoBepka.

4. Haxkmute CoXpaHUTb.

Mpu HaxxaTn kHomnkn CBA3b C NONMUTUKOM ) OTKpbIBaeTCst OKHO crosi KoHTeHTHasa dunb-
Tpaums. B okHe oToGparkaeTcsi CMCOK NPaBUIT U UCKITIOYEHUI, B KOTOPbIX YNOMUHAETCSt peCypC.
Mpw HaxkaTUK NpaBUNa/UCKNOYEHUS OTKPLIBAETCSH OKHO MX PefakTUpPOBaHUS.
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Nonutuka / Cnpasoutinkm / Pecypc @

pecypcos

Cosnan
admin
30102023 2236

admin

Puc. 6.72. CBsA3aHHble NnpaBuna 1 UCKNYeHus
6.5.5.3.1.1. Npumep ncnonb3oBaHUs CNUCKa peCcypcoB B NOoNUTUKe punsTpaLum
3apava:

3abnokunposatb pecypc whatsapp.com v ero BepxHue nogaoMeHbl Tak, YToObl NoNb3oBaTeNb
He MOr nepevTM Ha 3TOT pecypC Aaxe Yepe3 MOUCKoBble 3anpockl. Hanpumep, uvepes
google.com.

Mopsagok oencTByUM ANsA pelueHns 3agaun:

[nsa 6nokupoekn whatsapp.com HeobxogMmo:

1. B pasgene NMonutuka > Pecypcbl chopMmpoBaTh CINCOK pecypcoB (Cm. Puc.6.73 ).

COXPaHWTE OTmena [1063BMTH WaGNoH Moy eTpam S WmnopT 3icnopT
W5

Ha3gaHue Whatsapp

LIabnoH MMEeHN Tun wabnoHa CoznaH W3meHeH KoMMEeHTapHi

whatsapp.com HomeH uBce.. v BeegvTe KOMMEeHTapuH

Beero 1 CTpoka

Puc. 6.73. Pazgen «lMonutuka > CnpaBo4Huku > Pecypcbi»

2. B pasgene NMNonutuka cpopmmpoBaTth NpaBusio NOSIMTMKM Kak NOKa3aHO Ha PUCYHKe garnee,
no6aBnB Co34aHHbIA CMNCOK PECYPCOB (CM. ).
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Coznath Nnpasuno X

Mpasuno McknoyeHne
BKNHOYEHOD ! ORLY
HassaHue Black WhatsApp
KommeHTapuia
Mpuoputer
Bcero npaeun 8 cnoe: 1
NedcTtemn
OcHogHoe 0 3a6N0KMPOBaTL BnoKvpoBKa: HapyLlweHwe NonuTHiW 6e30NacHoCTH
lo6aBWTb AONONHUTENBHOE AeACTBUE v
Ycnosua
WcTo4HWK
HasHayeHne @ WhatsApp x|

Coxpannts OTmeHnTE

Puc. 6.74. NMpaBuno ana 6noknposku WhatsApp

3. MpumeHuTb nonutuky. B pesynbrate, nocne NpMMEHEHUSI MOMUTUKM MONb30oBaTefb He
CMOXET MOCETUTb 3TOT PECYPC U CTPaHWLIbI PECYPCOB C IH0ObIM U3 ero BEPXHUX NOAAOMEHOB.
BmecTo aTtoro B okHe 6paysepa otobpasntcs cTpaHuua 6rnoKMpoBKU.

6.5.5.4. ®annsbl

Solar webProxy nossonset punsrpoBath Tpaduk No dparinam, 3anpoLLeHHbIM Norb30BaTeNAMN.
[aHHasa puneTpaumns ocHoBaHa Ha NPOBEPKE MO XeLU-PYHKUNAM, pasmepam hansios v Apyrmm
aTpubyTam, KOTopble MOMOraroT ONPeAennUTb, OTHOCUTCH N cbainn K BPEAOHOCHOMY NporpamMm-
HoMy obecneyeHunto. C NOMOLLBbIO crncka 3anpeLLeHHbIX haninoB MOXHO OrpaHUYnTb 3arpy3sKky
daiinos, KOTopble He COOTBETCTBYIOT TPEOOBAHMAM KOHTEKCTHON (OUNBTPALIMK AaHHbBIX B CETU
WHTepHeT.

Ona ynobetBa dhannbl o6beavHeHbl B rpynnbl (cnucku). dopMmrpoBaHue CNUCKoB dannos
BbINonNHsieTcs B pasgene Monutuka > CnpaBovHuky > ®annbl (Puc.6.75). O6wme npuHumnb
paboTbl CO cnpaBoYHMKaMM onucaHbl B pasgene 6.4.3.
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P R @ B

@

i

Ons

Solar webProxy lo1CK nepcol Q &=
Hacrpoiiku Vnnopr 3xcnopr NonuTnka / CNPaBouHMKM / ®aiinbi Movck no paageny (8 AaHHOM criyyae TpumenuTs nonvTKy

10 Ha3BaHuio Crincka taiinos)

- JloGasuTs ciucok dhaitnos
(Z NPOBEPKA 10 NO/TUKE

Ha3sanue Co3pan VaveHeH

55 BHEWHWE NOAKMOYEHMS S admin
’ 22122023 17:03

@ OBbEKTbI NOMATUKNA

{9 cnpABouHMKM
/Anpeca 3/1eKTPOHHOM NoYTbl
Kniouesble ciosa
Pecypcbl
Mapkepb! npasun KO
@annbl

&7 WAB/OHDI

Jlo6asnenue 3aronoska

Puc. 6.75. Pazpgen «lMonutuka > CnpaBo4yHuKM > Pannbi»

nobaBneHns HOBOro cnucka gannos B pasgene NMonutuka > CnpaBovHuKK > Pannbl:

1. Haxxmnte [lo6aBuTb cnucok dannoB (Puc.6.76).

2. 3anonHuTe crneayoLmne nons:

Ha3BaHue — Ha3BaHue cnucka dpannos (He 6onee 200 cMmBONOB);
3Ha4yeHue — 3Ha4YeHne aTpunbyTa canna (He 6onee 200 cumBOnOB).

Tun npeHTudukauum danna — soibop atpmnbyTta, KOTOPLIN OAHO3HAYHO onpeaenseT
dann (cm. Tabn.6.37);

KommeHTapui — gononHutenbHble cBegeHus o danne (ykasbiBaTb HeobA3aTeNbHO; He
oonee 500 cumeonos).

MpumeyaHue

B 3asucumocmu om ebibpaHHO20 murna udeHmudhukauyuu gpadna, gpopmam egoda OaHHbIX Orisi
rnons 3HavyeHue 6ydem omnudyamscs. Hanpumep, ecnu 8 kayuecmee ampubyma ¢hatina ebibpamp
€20 pasmep, Mo rpu 8800e CUMBOIIO8 TamMUHCKO20 afighasuma & rose 3HayeHue omobpasumcs
coomeemcmeytouiee npedyrnpexoeHue.

3. Haxmute CoxpaHUTb.
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CNpaBovHUKKY / Dainbl

Jo6GaguTs cnmcox dhainos

Ha3isauwe CozpaM W3meHneH

admin admin
TexcToBbIe (hains! q
5 17.04.2020 18:29 230420201031 CI ﬁ

BaHbIe (hainb CoxpatuTs Ovmeria Jlofiasumn panviese o dadne OWCK am Q, Mnanopy Senep 7

Hasganwe DAANGLI ANA TE
Dainsl AnA TECTHPOBAHK:

Tun uaeHTumKawam haina AaH HimeHen HKoMmmeHTapui

MD5 admin admin -
L 17.04.2020 19:01 20.04.2020 22:23
admin admin

17.04.2020 19:.00 20.04.2020 22:26

Pazmep

Puc. 6.76. [lo6aBneHne cnucka cdannos

Tabn. 6.37. NepeyeHb aTpubyTOB ANSA NpoBepku cannos

HasBaHue OnucaHue

MD5 Mowuck dharnna, xelw-pyHKUUS (YHUKanbHbIA noeHTUdunkaTop
channa, nony4eHHsI npu nomoLm anroputma MD5) koTtopo-
ro NOfIHOCTbLI0 COBNAAaeT C 3aA4aHHON CTPOKOW CUMBOJIOB

SHA1 Monck dhanna, xelw-yHKUMS (YHUKanbHbIN naeHTudunkaTop
danna, nonyyeHHsIn npy nomoLym anroputma SHA1) koto-
poro NOMHOCTLIO COBMNagaeT € 3afjaHHOM CTPOKOW CMMBOSOB

SHA256 Mowuck darna, xelw-yHKUUs (YHUKanNbHbIA MOEHTUGUKATOP
dharina, nony4eHHbIV Npu nomoLuy anroputma SHA256) ko-
TOPOro MOTHOCTBLIO COBMNAZAET C 3aJaHHON CTPOKON CUMBO-
nos

Mwmsa ganna (PerynsipHoe BbipaXeHue) Mownck parna, B Ha3BaHMM KOTOPOIrO COAEPXKNUTCA perynsap-
HO€ BbIpaXKeHue

Uwmsa canna (PaBHO) Mouck danna, HasBaHWe KOTOPOro MOMHOCTLIO coBMadaeTt
C 3aaHHON CTpokon cnmBsornoB (He 6onee 200 cumBonoB)

Pasmep dpanna Mouck dharina, pasmep KOTOPOro cCoBMagjaeT C 3adaHHOW
BENUUUHOW (pasmep darina onpeaensiercs B 6anTax)

Mpu BbIGOPE THNa WwabnoHa Uma danna (PerynspHoe BbipaXeHue), Bbl MOXETE MPOBEPUTL
ero. [ina atoro:

1. Haxmute -
2. B none TeKcT ana npoBepKu BBeOMTE 3HAYEHNSA, KOTOPble HEOBXOAMMO NPOBEPUTD.

MpumeyaHue

Kaxdoe Hogoe 3Ha4yeHuUe HeobxoduMO yKa3bleamb C HO80U CMPOKU.
MakcumarnbHasi OnuHa 3Ha4eHusl 8 Kaxool cmpoke cocmaernsem 2083 cumeona.

He Oonyckaemcsi ucronb30eaHue MOCMOPOHHUX CUMBOJI08, HE OMHOCSILUUXCS K 3HAYeHUK Umu
CUHMaKCUCy pe2ynsipHbIX eblpaxeHudl.
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MpoBepuTh perynsapHoe BoipaXeHue X

3HayeHue
log\ d*\.txt

TekcT Ans NpoBEpKU CoBnageHue

hello
log.txt
log1.txt
log2.txt

OOO®

Hoeas nposepka Coxpanuts OTmeHKUTb

3. Haxxmute MpoBeputb. B ctonbue CoBnageHune Gyaet oTpaxeH pesyrnbraT NpoBEPKU.

MpumeyaHue

Ecnu pesynsmam omcymcmeyem, pezysisipHOe 6blpaxeHue 88e0eHO HEKOPPEKMHo. B amom
criydae 8 cmonbue CoenadeHue pe3ynbmama He 6ydem, rone 3HayeHue b6ydem 6bI0ereHo
KpacHbiM, U o0 HUM 6ydem omobpakeH KoMMeHmapud.

[1pOBEpPUTH perynsipHoe BoipaXKeHue X

3HayeHue

[ log\ d*\..txt) o ]

HexoppexTHoe perynspHoe Boipaserve: Unmatched closing ')’ near index 10 logh d*\ txt) *

TeKCT NS MPOBEPKM

hello
logtxt
log1.txt
log?2.txt

UTto06bl fob6aBUTL 3HadYeHns, HaxkmuTe HoBas npoBepka.
4. Haxkmute CoXpaHUTb.
6.5.6. LLIabnoHbI 3arofoBKOB U CTPaHUL,
6.5.6.1. [lo6aBneHue 3aronoBkKa

[na nobasneHusi 3aronoBkoB nNpu obpaboTke HTTP-3anpocos co3gante oguiH UNn HECKOSbKO
wabnoHoB. B pasgene NMonutuka > LabnoHsbl > [lo6aBneHue 3aronoBka. OoLme NnpnHUMNbI
paboTbl ¢ WwabnoHamu onucaHbl B pasgene 6.4.3.
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[ns cosgaHna wabnoxa:

1. NepenanTte B COOTBETCTBYIOLMI pasgen n Haxxmmnte KHornky [lobaBuTh WabnoH aobaene-
HUA 3aronoBka (Puc.6.77).

2. YkaxuTte nms wabnoHa (He 6onee 200 cMMBOMOB), @ TaKKe yKaxunTe HeobxoaMble 3Ha4YeHNs
ANSA ero cosgaHus:

e LWabnoH ana HasBaHuAa HTTP-zaronoBka — HaumeHoBaHwe HTTP-3aronoska wnu
WwabnoH HaMmeHoBaHuA (He 6onee 200 cMmBONOB);

o LWabnoH ana 3HayeHusa HTTP-3aronoBka — 3HadyeHne HTTP-3aronosBka vnu wabsoH
3Ha4deHus (He 6onee 500 cnmBonoB);

o KommeHTapuw — gononHuTenbHble cBeAeHMs O WwabnoHe (ykasbiBaTb HEO0A3aTENBHO;
He 6onee 500 cnmBonoB).

3. Haxxmute kHonky CoxpaHuUTb.

[LIabnoHbl / [JobaBNEHWE 3aronoBKa

Jlo6aBuTh WaGnoH A06aBNEHWA 3aroNoBKa

HazeaHue Co3paH HameneH
admin
18122018 1130

3aronosxn

CoxpasTs Ormena Wwmnopt awcnopr |

Hazeauwme : User-Agent

LWaGnoH gnA HazsaHuA HTTP-  Wa6nod gnA 3Havedun HTTP- Coagad WameHeH KoMmeHTapHi

supaadmin

0912 2018 19-27 KOMMEHTApPHA

User-Agent YOYO

supaadmin

User-Agent2 YOYO2 09122018 19:27

Puc. 6.77. ®opMmupoBaHue WiabnoHa ans fobaBrneHuns 3aronoBka

[lna noGaBneHnst HOBOro YCroBus Ha AoGaBrneHne 3aronoBka, HaxMuTe kKHomky [lo6aBuTb
Wa6roH B CTpoke ChopMUPOBAHHOIO YCIOBUS.

6.5.6.2. UsmeHeHuMe 3aronoBkKa

[lna nameHeHuns 3aronoBkoB npu obpaboTtke HTTP-3anpocoB cneayeT co3aatb O4uMH UK He-
ckonbko wabnoHoB B pa3sgerne Monutuka > lWabnoHbl > U3meHeHne 3aronoBka. O6wune
NpuUHUMNbI paboThl ¢ WabnoHamm onucaxbl B pasgene 6.4.3.

Ansa co3paHusa wabnoHa Heobxoanmo:

1. MNepenTn B COOTBETCTBYIOLLMIA pa3gen N HaxaTtb kHoMnKy [lo6aBuTb WabnoH nameHeHusA
3aronoBka (Puc.6.78).

2. YkasaTb ums wabnoHa (He 6onee 200 cMMBOMOB), a Takxke yka3aTb HeobxoanMble 3Ha4YeHNs
ans ero cosgaHus (cm. Tabn.6.38).
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3. Haxatb kHonky CoXpaHUTb 1 NPUMEHUTb MOMUTKKY.

Tabn. 6.38. NepeyeHb aTpubyTOB ANs hopMUpoBaHUsi LIAGIIOHa

HasBaHue OnucaHue

LLlabnoH ansa Ha3BaHus HTTP-3aronoeka HanmeHnoBaHne HTTP-3aronoska munu wabnoH Hanme-
HoBaHwus (He 6onee 200 cumBonoB)

LLlabnoH ansa 3HaveHnsa HTTP-3aronoska 3HayeHune HTTP-3aronoBka nnu wabnoH 3Ha4eHus (He
6onee 500 cumBonoB)

LLlabnoH Ans 3aMeHsieMoii YacTu 3Ha4YeHUs 3HayeHne N3MEHSIEMON YacTu 3arofnoBka 160 LabnoH
3HayeHus (He 6onee 500 cumBosoB)

Ha yto 3ameHnTb 3HayeHue, Ha koTopoe OydeT U3MeHeHa YacTb, 3aaH-
Hasi B npeablayiem none (He 6onee 500 cumBonoB)

KommeHTapui [ononHutenbHble cBefeHus o wabnoHe (ykasbiBaTb
Heobsi3aTenbHO; He 6onee 500 cumBonos)

MEHEHWE 3aronoBKa

JloGaenTb WaGnoH MIMEHEHNA 3ar0N0BKa

Hazeaume CozpaH Himexex

admin
181220181130

HM3MEHEHHE KOHTEHTA

CoxpanuTs Ormena IxcnopT ﬂ

Ha3ganwe: M3meHeHne KOHTEHTa

HoMMeHTapuA:

Coapam Hamenen

text/html; charset=utf-8

koi8-r

Puc. 6.78. ®opmupoBaHMe wiabrioHa ans UaMeHeHUs1 3arosioBka

BHumaHue!

B pasdene LllabnoHbl > U3MeHeHUe 3a20s108Ka He 8bIMOTHAEMCS 3KNOPM/UMIopm Ha3eaHusi u
KoMMeHmapusi wabrioHa.

Ans no6aeneHnst HOBOIO YCMOBUA Ha MU3MEHEHWE 3arofioBka, HEOOXOAMMO HaXKaTb KHOMKY
B CTPOKE CHOPMMUPOBAHHOIO YCIOBUSI.

6.5.6.3. YoaneHue 3aronoBka

[na ynaneHns 3aronoskoB npu obpaboTtke HTTP-3anpocoB co3gante oguMH UM HECKOMbKO
wabnoHoB B pa3gene Monutuka > LWabnoHbl > YaaneHue 3aronoBka. O0wme NpuHLMbI
paboTbl ¢ WabnoHamu onucaHsbl B pasgene 6.4.3.

[ns co3naHusa wabnoHa:
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1. MNepenanTe B COOTBETCTBYHOLLUMIA pa3fen u HaxmuTe KHonky [lo6aB1Tb WHaGNoH yaaneHus
3aronoska (Puc.6.79).

2. Ykaxnte nms wabnoHa (He 6onee 200 cMMBOSOB) U HEOOXOAMMbIE 3HAYEHUA S ero co-
30aHuUs:

e LllabnoH gna HasBaHuna HTTP-3aronoBka — HaumeHoBaHue HTTP-3aronoBka wunu
WwabnoH HaMmeHoBaHuA (He 6onee 250 cMmMBONOB);

e LWabnoH ana 3HayeHua HTTP-3aronoBka — 3HadyeHne HTTP-3aronoska vnu wabsroH
3HayeHuna (He 6onee 500 cumBonoB.);

o KommeHTapuw — gononHuTenbHble CBeAeHMS O WabnoHe (ykasbiBaTb HEOOA3aTENBHO;
He 6onee 500 cnmBonoB).

3. Haxxmute kHonky COXpaHUTb 1 NPUMEHMTE NONUTUKY.

A063BHTE WAGNOH YAANEHUA 3aroNoeKa

Hazgauue Coapnau Hameuex

admin
18122018 1130

del1

CoxpaHuTs Wmnopr IxcnopT ﬁ

Ha3BaHue: any

Wabnon gna vassanua b Wabnon gna 3navenwn b Cozgan Wamenen KommenTtapmi

User-agent »

Puc. 6.79. ®opmupoBaHue WwabnoHa Ans yaaneHusi 3aroyioBka

[nsi pobaBneHnss HOBOTO YCNOBWUSI Ha YyAareHuWe 3arofioBka B CTPOKe CHOPMMPOBAHHOMO
YCIOBMSI HAXXMUTE KHOMKY [l06aBUTb LLIAbMoH.

6.5.6.4. LLlabnoHbI cTpaHuy,

LabnoHbl cTpaHuy cnyxaTt Ons aBTOMaTtMyecKoW reHepauun yBeAOMUTENbHbIX CTPaHWLL.
Bo3moxHo vcrnonb3osBaTh NpegonpeneneHHbIn TEKCT U NoACTaHOBKY TOW UMY MHOW MHGpopMaLumm
0 nepefaHHbIX MO CETU AaHHbIX, KOTOPbIE NOCYXWUMW NPUYUHON OTOBpaXKeHNs yBEAOMIEHNS.
MprmepoM ncnonb3oBaHUA WabnoHOB MOXeT 6bITb 0TOBpaxeHue coobLeHnin o6 owmnbkax,
TEKCT KOTOpbIX onpeaensercs B LWabnoHe.

YnpaenaTte wabnoHamu ctpaHul MoXHo B pasgene MNMonutuka > WabnoHbl > LLabnoHsbl
cTpaHuu. B pasgene MoxHO BbIGpaTb UK OTpeaakTMpoBaTb HEOOXo0AUMbIN LWABNOH UK co-
3aaTtb HOBLIW. [Ans oTobparkeHmst cogepXumoro wabnoHa HaxmuTte B ntobon obnactn CTpoku
C COOTBETCTBYHLUUM LLIABNIOHOM.

O6Lwme npmHUMNbI paboThkl ¢ WabnoHamMu onucaHbl B pasaene 6.4.3.

LWabnoH moxHO co3gasaTb B Buae HTML-gokymeHTa, B TOM yncne ¢ nsobpaxexHvem. [Ans
atoro B Solar webProxy BctpoeH pegaktop TinyMCE v4, koTopbii N03BoNSAET:
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dopmMumpoBaTb Tabnuubl;
nucaTb N peaakTMpoBaTh UCXOOHbIN KOA;
paboTaTb C TEKCTOM, UCMOMb3ys Pa3NnYHble MHCTPYMEHTbI (hOpMaTUPOBaHNS;
BCTaBNATb N300paXkeHNs 1 CCbIfkM Ha BeG-pecypcesl;
BbINOSMHATL NPeanpPOCMOTP CTPaHULbI.
[na doopmmpoBaHusa nnn pegakTMpoBaHus WwabnoHa cTpaHuubl:
Mepengnte Ha Bknaaky LWlabnoHbl cTpaHuu.

Haxamute kHonky [lo6aBUTb WabnoH cTpaHuubl 1 cchopmupymnTe WabnoH ¢ NOMOLLLIO
obbekToB And pabotbl ¢ HTML-gOKYMEHTOM, KOTOpPble HAXOOATCA Ha NaHeN UHCTPYMEHTOB
(Puc.6.80).

Haxxmunte KHOMKY COXpaHVITb N NpUMEeHnTE NONINTUKY.

Monutvka / 06beKTb nonuTvkK / LLIabnoHbl cTpanuy @ TIPMMEHHTE NONHTHKY
LIa6A0HbI CTPAHML, LIa610HbI CTPaHML, 0LWMBOK
Jlo6aeuTh WwabnoH cTpaHuLbl MoMCK No HazBaHuio

Ha:

Coxpanwm

Cr g
P Hassaume Bnokwpoaka: Hapyluenue NonuTUkM Ge3onacHocT

B Kommentapuia BaeAMTe KOMMEHTapHiA

HTML-Pegakrop Qaiin-  Vamewut-  Bun-  Beraewmo-  Qopwar- - Tabnaya-
bnc

- g - P E i & g B ., = > TlapameTph NoAC

bnc

B/IOKMPOBKA. HAPYLWEHME NO/IMTUKKM BE3OMACHOCTH

AocTyn Kk pecypey S{URL] 3anpelien NoMTHKoH GesonacHocTH.

CBEAEHWA O CPABATLIBAHMM NMOAMTHKM:

S{POLICY}/S[CONDITION}
${CATEGORY}

——
Puc. 6.80. PopmupoBaHue wabnoHa cTpaHUL bl

B tekcte HTML-gokymeHTa MOryT UCNofMb30BaTbCA NOACTAHOBOYHbIE CUMBOISIbI, OnpeaerieHHbIe
B cucteme (cm. Mpunoxenue C, Ucnonb3oeaHue nodcmaHo804YHbIX cuMmeosiog). OHum ByayT
aBTOMAaTMYECKN 3aMEHATLCS KOHKPETHBIMW 3HAYEHUAMM B NpoLecce reHepaumm yBeaoMmuTenb-
Horo coobuleHnsa. ogcTaHOBOYHbIE CUMBOSbI BO3MOXHO BblOpaTb B pacKpbiBalOLLEMCS
cnucke MNapameTpbl NOACTAHOBKU Ha NaHENN UHCTPYMEHTOB.

Takke Ha Bknagke LLIabnoHbI cTpaHuML, OLUMBOK OLLMGOK MOXHO OTpeakTUPOBaTh LLUABNOHbI
cTpaHuy ansa owmnbok 401, 403, 404, 407, 500 n 502:

401, 407 — owmnbkm BHYTpU paboTbl Solar webProxy (Hanpumep, Npyn HeyoadYHom aBTopusa-
umnn);

403, 404 — owmnbkun npu ncnonb3oBaHMM 0b6paTHOro NPoKcK (Hanpumep, Npy Nyoénukaunm
BHYTPEHHUX PECYPCOB);
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500, 502 — owwmbBKM NpwM BO3HUKLLIMX Mocne yctaHoBneHus TLS-ceccum npobnemax c
cepBepomM.

MpumeyvaHue

LllabnoHbl cmpaHuy owubok 6ydym rioka3aHbl:

Tonbko Ons mex calimos, y Komophbix He 3adaHbl ceou wabroHbl. Ecniu Ha calime 6biiiu co30aHsbl
ceou wabroHbl owubok cmpaHuy, 6ydym rokasaHb! OHU.

lpu HTTP-coeduHeHuu 8 cry4ae bonbuwuHcmea owubok caima.
lMpu HTTPS-coeduHeHuu, koeda owubka calima 603HUKIIa rocrie ycmaHosneHusi TLS-ceccuu.

lpu owubke 502, cesssaHHOU ¢ npobnemoli cepmuchukama, bydem omobpaxxeHa cmpaHuya u3 cep-
suca wizor.

Ecnu owubka 803HUKa Ao unu 80 epemsi ycmaHoerneHus TLS-ceccuu, Solar webProxy He omobpa3um
wabrioH cmpaHuybl OWUBKU.

B 3agucumocmu om ucrnosib3yemoz2o bpay3epa wabroH cmpaHuubl owubku 407 moxem He omobpa-
KambCs.

[anee npuBeaeHbl NPUMEpPbLI HACTPOWKM NPaBUI U UCKIMIOYEHWUIA ANS pELLEeHUS peanbHbIX 3agau.

B kaxzgoMm pasgene onvcaHo hopMupoBaHMe npasuna u/mnm UCKMYEHUs KOHKPETHOIO Crost
NONUTUKN PUNETPaLUK B 3aBUCUMOCTU OT NOCTaBIEHHOW 3aauun.

[nsa nonyyeHns nogpobHbIxX cBegeHUN 06 MHCTPYMEHTaX NOSIMTUKA U yNpaBieHun M1 nepemn-
auTte B pasgen 6.5.

6.6.1.1. BnokupoBka pecypca no IP-agpecy
3apava: 3anpeTtuTb AocTyn k pecypcy vk.com no ero IP-agpecam
Mopsagok oencTBMn ANs pelueHns 3agaun:

Y3HanTe |IP-agpeca, npucsoeHHble vk.com Ha canTte https://whois.rul/.

B pasgene Nonutuka B crioe MexceTeBon 3KkpaH > PUNbLTP Co3aanTe NpaBumio N yKaxnTe
napameTtpbl HacTponku (cm. Puc.6.81).

COXpaHI/ITe npasuio n NpuMeHnTe NorinTuKy.

MpumeyaHue

lpu daHHOU Hacmpolke MoNUMUKU cmpaHuya ¢ wabrnoHoM brIOKUPOBKU HE omobpaxkaemcs, m.K.
3anpem udem Ha cemesom yposHe L3.
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https://whois.ru/

Co3patb NpaBuno X

BrroveHo

HasBaHue

L/

3a6nokupoBaTs VK

KommeHTapuit BBEMTE KOMMEH

NpuopuTet Ka)KmuTe

HanpaeneHue Tpaguka BXOAALIMIA JKypHanMpoBaTh

NeiicTene € 3anpeus

COCTOAHUE COEAMHEHMA 1o6oe

BX0OALMIA MHTepeiic BeeauTe uHTepde

NCTOYHMK @ 842401900722 x  © 87.240139.0/22 x  © 93.186.255.0/22

Ha3HayeHue 1o6oe

NMopTbl WcToYHUKa He 3a/1aHo

COXpaHUTb OTMEHWTR

Puc. 6.81. ®opmupoBaHue npasuna

6.6.1.2. BnoknpoBKa nonb3oBaTens NyTeM ero uAoeHTU(UKaL MM Ha CeTeBOM YpOBHeE: No
MAC-aagpecy

3apaya: 3abnokuposaTtb nonb3osatener no MAC-agpecy yCTPONCTB, C KOTOPbIX OHU BbIXOAAT
B ceTb VIHTepHeT

Mopsagok oencTBMn oNs pelueHns 3agaun:
[nsa atoro B pasgene Nonutuka:

1. B cnoe MexceTeBou 3kpaH > ®UnLTP TPaH3UTHOro Tpacuka cosganTte Nnpasumio n yka-
XWUTe napameTpbl HacTponku (cM. Puc.6.82).

MpumeyaHue

Brokuposka no MAC-adpecy pabomaem mosbKO rpu 8b160pe 8X005WUX UTU MpPaH3UMHbIX rnake-
mos. [Jnsi amoeo 8 norne HanpaeneHue mpaguka exibepume 00HO U3 3Ha4yeHul: Bxodsiwul unu
TpaH3umHbIG.

2. CoxpaHuTe NpaBuiio 1 NPUMEHUTE NOSNUTUKY.
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‘

Pepaktuposatb npaswio bnoknposka no MAC

BritoueHo

HassaHue

KommenTapui

Mpuoputet

HypHanuposaTb

[lleAcTeue

D®parMeHTpOBaHHbIA
Tpagmk

CocTofHWe coeguHeHua

Bxopauwii uqtepdeiic

McxoasLInin uHTe pderic

MpumeyaHue

L)

bnokvpoeka no MAC

€ 3anperns

PejlaktupoBatb npaeuno bnoxkmposka no MAC

‘

BritoueHo

Dleictene

DparmMeHTUPOBaHHbIA
Tpaguk

COCTOSHUE COEUHEHNS
Bxoaswumit uiTepdeic
VcXoaAILIA nHTepgeiic
Wcrounnk

HasHayeHwe
MpoTokonbl

MopTel

Puc. 6.82

L)

€ 3anperve

W FA16:3E:4F:26:E5 x

HasHaveHua He 3aaaHo

JlorycTumo TonkKo s MpoToKonos TCP v UDP

OtmennTe

. PopmupoBaHue npasuna

Ymobbl omobpaxkameb XKYPHarllbHble 3arnucu o cpabambigaHUU 3moeo rpasusna, ycmaHosume ¢hriaxxok

XypHanuposams.

6.6.1.3. OrpaHM4yeHne CKOpOCTH COeANHEeHUSA Nofib3oBaTens

3apava: orpaHu4nMTbL CKOPOCTb COeAMHEHMUS Nonb3oBaTtens Ao 256 kouT/c (OT nonb3oBaTens
00 pecypca), koTopbI ncnonb3yet Solar WebProxy kak o3

Mopapok oencTBMN AN pelleHus 3apaum:

[ns atoro B pasgerne Nonutuka:

1. B cnoe MexceTteBon 3kpaH > ®unbTp TPaH3UTHOro Tpadumka cosganite NpaBuIio n yka-
XWTe napameTpbl HacTponkn (cMm. Puc.6.81):

o [encrtBue — OrpaHNYnUTL CKOPOCTh;

o Jlumut — 256 kbuT/c;

e WcTouHuk — IP-agpec nons3oBarens.
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Mpume4vaHue

Ymobbl omobpaxamb XypHarnbHble 3anucu o cpabambieaHUU 3MO20 fpasusna, ycmaHosume
naxxok XypHanuposama.

CoxpaHnTe NpaBuio U NPUMEHNUTE MOSNTUTUKY.
6.6.1.4. ObbegnHeHNe UCTOYHUKOB 3anpoca nop ogHum IP-uHtepdericom (SNAT)

3apava: cKpbITb BpYYHYHO AnanasoH |IP-agpecos nokanbHowm ceTn nog ogHum IP-uHtepderncom
(IP-agpecom)

Mopapok aeMcTBMN AN pelleHus 3agaun:
[nsa atoro B pasgene MNonutuka:

B cnoe MexceteBou akpaH > NAT cosgante npaBuio 1 ykaxnte napameTpbl HACTPONKK
(cm. Puc.6.83):

DdencTBure — TN CKPbITUS UCTOYHMKOB 3aMnpoca;
UcTouHUK — nokanbHbIn IP-agpec nnu gnanasoH |IP-agpecos;
UHTepcpeinc — ceteBo nHTEpdENC AN CKPbITUS;

SNAT IP (BHewHun aapec) — IP-agpec, Ha KoTopbln ByaeT 3ameHeH IP-agpec CTouHuka
ansa Tpaduka NAT.

MpumeyaHue

UmobblI omobpaxkamb XypHanbHble 3anucu o cpabambigaHuuU 3Moeo fnpasusa, ycmaHosume
naxok XypHanupoeams.

COXpaHI/ITe npasuio n NpuMeHnTe NorinTuKy.
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Co3aaTh NpaBuno X

BrntoyeHo D
Hassanue SNAT
KommenTtapui
Mproputet
ero n n s cnoe: 1
HeictBue PyuHoi NAT (SNAT)
HypHanmposath
WHTepdenc ens192
MICTOYHMK ¥ 192.168.205.200-192.168.205.209 x
SNAT IP 10.201.28.205

(BHewwHui agpec)

Coxpanutb OTmeHUTL

Puc. 6.83. PopmupoBaHue npaBsuna
6.6.1.5. O6beanHeHne NCTOYHUKOB 3anpoca nog ogHum IP-untepcencom (MASQUERADE)

3apava: aBToMaTMyeckun CKpbITb AnanasoH IP-agpecoB nokanbHOM ceTn (MCTOYHUKM 3anpoca)
nog ogHum IP-untepdencom (IP-agpecom)

Mopsagok AencTBMin AnNsa pelueHns 3agadn:
Onsa atoro B pasgene NMonurtuka:

1. B cnoe MexceteBon akpaH > NAT co3gante npaBusio 1 yKaxute napameTpbl HACTPONKM
(cm. Puc.6.84):

o [ewncTtBue — TMn ckpbiTUs IP-agpecos;
e WUcTouHUK — nokanbHbIn IP-agpec nnu gnanasoH |IP-agpecos;
o WHTepdenc — ceteBon nHTepdenc onsa ckpoitus IP-agpecos.

MpumeyaHune

Umobbl omobpaxkamb XypHarsbHble 3anucu o cpabambi8aHUU 3MO20 fpasusa, ycmaHogume
praxxok XypHanupoeamsb.

2. CoxpaHuTe NpaBunio v NPUMEHNUTE MONUTUKY.
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Co3parth Npasuno X

BkntoueHo D

HasBaHue AUTO NAT
KommeHTtapui BeeauTe KOMMeHTapUiA

Mproputer Yiamure ...

0 NPaBun B CNoe: 1

[leActeue AsToMaTH4eckuin NAT (MASQUERADE)
HypHanvposaTth

WHTepdenc ens192

WCTOYHMK © 192.168.205.0/24

HasHaueHune

CoxpannTb OTMeHUTL

Puc. 6.84. ®opmupoBaHue npasuna
6.6.1.6. CkpbiTue IP-agpeca HasHayeHuA 3anpoca nonb3oBartens (DNAT)

3apayva: nepeHanpaBuTb 3anpoc Nofb3oBaTens nyteMm npeobpa3oBaHnsa agpeca Ha3Ha4YeHust
B |IP-3aronoBke naketa

Mopsagok oencTBMn anNs pelueHns 3agaun:
[ns atoro B pasgene Nonutuka:

1. B cnoe MexceTteBou akpaH > NAT cosgante npaBuio 1 yKaxxute napameTpbl HACTPONKM
(cm. Puc.6.85).

MpumeyaHue

B none Ljeneeol adpec ykaxxume eHewHul adpec, Ha Komopbili He0bX00UMO repeHarpasumes
IP-adpec HasHa4eHUs.

2. CoxpaHuTe NpaBuIio U NPUMEHUTE NOSUTUKY.

O SOLAR 172



Pe[laKTMPOBATL MpaBuno CKpeiTHe IP-afipeca HasHAUEHWS 3anpoca X

BrutoueHo L)

Ha3eaHune CKpbiTHE IP-apeca HazHaYeHWA 3anpoca

KOMMEeHTapui BBEAWTE KOMMEHTIPHA

MpuopuTeT 2

DeicTene DNAT

MypHanupoBaTh

WHTepdeic Beegute uHTepdeiic

WCTo4HUK © 192.168.205.0/24 x

HazHaueHue © 10.201.31.10 %

NpoTokon TCP

MopTbl HasHaYeHHUA 440 - 450 x

Lienesof appec 10.201.31.10:8443

Puc. 6.85. PopmupoBaHue npasusna

MpumeyaHue

Umobb1 omobpaxkamb XypHasibHbie 3anucu o cpabambigaHUU 3MOe20 fpasusia, ycmaHosume ¢briaxxok
XypHanuposams.

6.6.2. HacTtponka goctyna 6e3 ayTeHTUMKauum

3apava: BbligaTh BCEM MONb30BaTENsIM KOMMaHMM SOCTYN K pecypcy drive.google.com 6e3
BBOAA NOrnHa 1 naponsi.

Mopapok oencTBMN AN pelleHus 3apaum:

1. B pasgene NMonutuka > CnpaBo4HUKM > Pecypcbl co3aaTtb CMMCOK, KOTOPbIN COOEPXNUT
B cebe cneaytoLme pecypchbi:

o www.googleapis.com;
e [h3.googleusercontent.com;

e play.google.com;

O SOLAR 173



e accounts.google.com,
e ssl.gstatic.com;

e crl.pki.goog;

® 0CSp.pki.goog.

2. B cnoe KonTeHTHas cdmunbrpaums > [loctyn 6e3 ayteHTuduKaumm pasgena NMonutuka
cos3fatb NpaBuno 1 3agaTb NapameTpbl Nnposepku (cM. Puc.6.86).

3. CoxpaHUTb NPaBuio U NPUMEHUTb NMOTUTUKY.

Solar webProxy

Co3patb NpaBuno

_ BiunioueHo
MEXCETEBOV! 3KPAH

Hazeanute Google Drive
KOHTEHTHAS! QUIIBTPALIMA
KomeHTapuii
JlocTyn 6e3 ayTenTudmaiy

Mpuiopuer 0
BekpbiTve HTTPS

(EHEDRELDRIEY e ayrermuguuvposaTs u  Cea3aTh aBTOMATAYeCKM
QunbTpauws 3anpocos

VcTouHmK

test

HasHavene @ GoogleDrive

@unsTpaus oTBeTOB

1 PacuumpeHHble HACTPOTKA Mlokazare

TPOBEPKA 10 MO/IMTUKE

BHELUHVE NOAKIOYEHNA

Puc. 6.86. PopmupoBaHue npasusna
6.6.3. UcknrouyeHune BekpbiTa HTTPS-Tpachuka nonb3oBatenen

3apava: ucknounTb pacwmndposky HTTPS-Tpadumka ans otgenbHbiX COTPYAHUKOB, YTOObI
nony4nTb AOCTYN K Be6G-noyTe.

Mopapok aeMcTBMN AN pelleHusn 3agaun:

1. B cnoe KoHTeHTHas c¢dwmnbrpauma > Bekpbitne HTTPS pasgena MNonutuka cosgatb
npasuno Bckpbltus HTTPS-Tpaduka (Puc.6.87).

MpumeyaHue

B nornisix UemoyHuk/Ha3HavyeHue/3a20/108KU 110 YMOJIHaHUI yKa3aHbl 3HadeHus JTio6ou//Tro6oe/He
3adaHo. MI3meHsImb 3HaqyeHus1 Or1 peweHusi 0aHHoU 3adaqu He mpebyemcsi.
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Co3patb NpaBuno
MEXCETEBOV 3KPAH

Biovero - @ Npasano Vicknioserine

OWAILTP TPAH3UTHOTO TPAtH
Hasganue BekphiThe

©ubTp BXOpsLLErO TPachuid
KomMeHTapwii BCKpbIBaTh BeCh TpathiK
@uILTP MCXOASLLLETO TPady|

Mpuopurer
TpaHCALWS apecos

KOHTEHTHAS OU/IBTPALIA cTouHMK

locTyn 6 TeHTU(MKaUY
Aocry » HasHauerte

BekpbiTue HTTPS
3aronoskn
Mepenanpasneye no ICAP

OUALTPALIMSA 33NPOCOB

test

@uibTpaLMs OTEETOR

Puc. 6.87. ®opMmupoBaHue npaBuna

2. Co3pgaTb UCKIKOYEHUEe, KOTOpoe 3anpeTuT BekpbiBaTb HTTPS anst onpegeneHHbIX NepcoH
npv ncnonb3oBaHuMm Beb-noyThbl (cM. Puc.6.88).

MpumeyaHue

B none McmoyHuk ykazameb nepcoHbl, 0511 Komopbix pacwugposka HTTPS-mpacpuka He 6ydem
8bIMOIHAMbBCS.

3. COXpaHVITb N NPUMEHNUTb NONTUTUKY.

Solar webProxy

Hacrpoiiru Vnnopr
Co3/aTh NPaBuNo

MEKCETEBO/ 3KPAH
BKI0YeHO . Mpaenno  (e) Vcknouenvte

KOHTEHTHAR OU/IGTPALIMA Hassarue He BCKpuIBaTh nosTy

JlocTyn 6e3 ayTenTudukauy

KomMeHTapuit

Bekpbitae HTTPS Mpuopurer

Mlepexanpasnetye no ICAP
VcTouHmK & BanenTua Mearoea x & BacuneHko l0pui Metposuy

@unsTpauys 3anpocos
test HasHavenie B3 ireprer-connyancaunn / BEG-N0UTa X
OUnbTPaLMs OTBETOB

3aronoskun
1

TPOBEPKA 10 MO/IMTUKE

BHELUHWE NOAKIOYEHNS

Puc. 6.88. PopmunpoBaHmne NCKnroveHus
6.6.3.1. cknoyeHne pecypcoB, KOTOpbie OOHapyXUBakT NnogMeHy cepTudgukara

B Solar webProxy ¢ NnoMOLLbI0 KOHTEHTHOW PUNBTPaLMn MOXHO BekpbiBaTb HT TPS-Tpaduk,
NpoBepPSATbL €ro Mo 3agaHHbIM NONUTUKaM U LINpoBaThb ero obpaTHO, NoaMeHNAs cepTudukar
Ha cBoW.
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Pecypcbl, ncnonbayowme cuctemy dunsrpaumm Beb-npunoxeHun, mMoryt 3abrnokmpoBaTb
Takoe coeavHeHue. B aTom cnyyae B pexume otnagkv Beb-6paysepa (Ans Bbi30Ba HAXMUTE
F12) 6ynet oTBeT Ha 3abnNoOKMPOBaHHbLIN 3anpoc OT CUCTEMbI (PUILTPaLUK, Hanpuvep:

<HTTP/1.1 200 OK

< Server: QRATOR

< Date: Wed, 05 Oct 2022 15:01:28 GMT
< Content-Type: text/html; charset=utf-8
< Content-Length: 1323594

< Connection: keep-alive

< Keep-Alive: timeout=15

Takke HekoTopble npunoxenus (Hanpumep, Citrix, AeckTonHble Bepcun Beb-CEpPBUCOB U
dannoobmeHHbIx pecypcoB (Dropbox, AHaekc Anck n T.4.), npunoxeHnsa 6aHk-KNMEHT) coaep-
)KaT BCTPOEHHbIN KnNneHTckuin ceptudmkart. Koraa Solar webProxy BckpeiBaeT HTTPS-Tpaduk
TaKoro NpUoXeH1s 1 NOOMEHSET ero cepTudukaT Ha CBOK, Tpadurk nonb3oBartens 6rnokupy-
eTcs.

YUTtoObl peluntb 3Ty Nnpobnemy:

1. B cnoe CnpaBo4yHuKM > Pecypcbl pasgena NMonutuka gobassTe CNMCOK peCcypcoB Ans
ncknodeHns Bekpbltua HTTPS-Tpadumka (Puc.6.89).

HacTpoAkn Wunopr MTHKE / CNp; CypCbl [

IP-guanasonsi J S

TIAMHTE TP Hazmanme Coapan
isa
24082022 16:43

mail domains
PacriMcahuA
isa
dropbax.
VCNOBHS HA 33rONOBIN 04102022 13:25

Mons3osatens (Basic Auth)

{2 CIIPABONHWKK

ANpeca NEKTPOHHOR NONTE!

KAlouEBbiE CNOBa

Puc. 6.89. [lobaBneHne cnucka pecypcoB

2. B cnoe KoHTeHTHasa dounbsTpauuna > Bekpbitne HTTPS cosganTe nckniodeHne BCKpbITUS
HTTPS-Tpacuka.

MpumeyaHue

Tpagpuk, BobaerneHHbIlU 8 UCKIOYeHUe, He bydem UHcriekmupogambcsi o Opya2umM rnoaumuUKam.
Lobaensaime mpaghuk morbko 08ePEHHbIX MPUITOXEHUU.

3. Co3panTe MCKNIOYEHUe, KOTOPOEe MpW WUCMONb30BaHUW CO3[4aHHOro pecypca 3anpeTut
BckpbiBaTb HTTPS ansa Bcex (Puc.6.90).
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MEXCETEBOV IKPAH

PunsTp

NAT

NlpegoTapalesvie BTOpKeH

KOHTEHTHAR OU/IbTPALIS

JlocTyn 6e3 ayTeHTUdMKaLY

Bekpbitve HTTPS

Nleperanpasnenve o ICAP

QuLTPaLMs 3anpOCoB

Kareropun

QunLTPaLMS OTBETOB

Co3patb NpaBuio
BHNH04EHO
Ha3Bakve Except Dropbox

KommenTapiii

MpuopuTer

UcTouHMK

@ Npasino

Vcknioyermne

HasHauere

‘ dropbox|

@ dropbox

3aronosku

Puc. 6.90. Co3gaHue ncknovyeHus

4. CoxpaHuTe U NPUMEHUTE MOMUTHUKY.

6.6.4. bnokunpoBka 3arpy3ku ZIP-cpannoB no nporokony HTTPS

3apava: 3anpeTuTb BCEM MNonb3oBaTensaM KOMnaHum 3arpyatb dannel ¢ pacwmpeHnem ZIP
no npotokony HTTPS.

I'Iopsmox OeucTBun ans peweHunn 3agavin:

1. B cnoe KoHTeHTHasa c¢wmnbrpauma > Bekpbitne HTTPS pasgena MNonutuka cos3gatb
npasuno BckpbiTua HTTPS-Tpadmka (Puc.6.91). CoxpaHuTb NpaBunio 1 NpUMEHNUTb NOMnu-

TUKY.

MpumeyaHue

B nornisix UecmoyHuk/Ha3HavyeHue/3a20/108KuU 10 yMOsIHaHUK yKa3aHbl 3Ha4eHus JTro6ou//Tro6oe/He
3adaHo. M3meHsamb 3HadyeHus 0518 peweHusi 0aHHOU 3adadqu He mpebyemcs.
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Co3/1aTh NPaBUNo X

BKNHOYEHO D @ Mpasuno Wcknioyerne
HassaHue BckpbiTne HTTPS-Tpaduka

KoMmeHTapuia BBeaUTE KOMMEHTAPUI

Mpuoputet

McToUHUK Jtobon
HasHaueHwe Noboe
3arofoBKu He 3apaHo

Coxpanutb OTMEeHWTB

Puc. 6.91. PopmupoBaHue npaBuna

2. B cnoe ®unbrpauus 3anpocoB co3faTb HoBbi cron Certificate.

3. B cnoe ®dunbsTpauumsa 3anpocos > Certificate cozaatb npaBuno n yctaHoBuTb Ana napa-
meTpa OcHoBHOe aencTBue 3HaveHne MpoBepuTtb ceptudukar (cm. Puc.6.92).

CoxpaHuTb NPaBumo U NPUMEHUTb NMOTNUTUKY.
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C02/1aTh NPaBUNo X

- Mpasunno WcknioyeHune
BKntoyeHo D @'p
HazBaHue lpoBepKa cepTudmKaTa
KommeHTapwit BBeguTe KOMMEHTApPWIA
MNpuoputer Viammre .

ero Npaswn B cnoe

Nencteun
OcHoBHoe 0 Mposeputs ceptudumxar MHCTpyKUMA No ycTaHoBke [0 ymMON4aHUo

i lo6aBuTb AoNONHATENbHOE AeiicTBne

Ycnoeuns
MCTOUHNK Jltobon
HasHaueHue Nioboe

Coxpanutb OTMeHnT

Puc. 6.92. dopmupoBaHue npaBuna

4. B crnoe ®unsTpaumsa oTBETOB CO34aTh HOBbLIN crovi Brniokuposka oTBeToB ¢ ZIP-channamu.

5. B cnoe ®dunbstpaumsa otBeToB > brnokupoBka orBeToB ¢ ZIP-channamum cosgatb npaBunio
n 3apgatb napametpsbl (cM. Puc.6.102):

o OcHoBHoOe geincTeme — 3abnokMpoBaTh;
e Twunbl dannoB — ApXuBbI M cxaTble dpannbl.

CoxpaHuTb NpPaBumo U NPUMEHUTb NMOTNUTUKY.
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Co3patb NpaBuIo X
Mpaswno Uckntouerne
BrntodeHo ® P
HazBaHue boKu1poBKa 0TBeToB ¢ ZIP-thaitnamu
KommeHTapuii Co3parb NpaBuno X
Mpasuno Wcknoyerue
MpuopuTet BrnioveHo ORkS
Jeicraus MeTogp!
OCHOBHOE € 3a6noknposars flopTbi
P eeees 3aTONOBKM
[106aBuTb L0NONHUTENBHOE

Tun m\ Garinos ApXV1BbI M OKaTble (haisbl x
Venosus

®annbl
WcTo4HnK

Pasmep aiinos or Mb
HasHaueHue

Kntoyesble cnosa

Pacnucanuns

JumnTel Tpadmka

CoxpatuTs OTveHnTS

Puc. 6.93. PopmupoBaHue npasusna
6.6.5. NepeHanpaBneHue Tpacdunka nonb3oBaTenien aHTUBUPYCY

3apava: HeobGxoauMo 3abnoKMpoBaThb 3arpy3ky TECTOBOIO BMpyca eicar nyTeM nepeHanpas-
neHus Tpaduka aHTUBUPYCY A1 NPOBEPKM.

Mopsagok AencTBMn anNs pelueHns 3agadn:

1. B pasgene Nonutuka > BHewHue noakntoyeHus > ICAP-cepBepbl co3gats ICAP-cepsep
(Puc.6.94), yepes koTopbi ByaeT nepegaBaTbCcs TpaduK.

Solar webProxy
Hacrpoiiin Viunopr Kcnopt MonuTUKa / BHELHME NOAKNIoueHMS
EY MEKCETEBOM 3KPAH (0BasuT aep Vianopr

<7 KOHTEHTHASI ®UIIETPALISI 2 OMMeHTapUit Coanan

a Local regmod icap://localhost-1344/reqmod 20122023 09:52
( MPOBEPKA 110 NONUTUKE
a Local respmod icap://localhost:1344/respmod 20122023 09:52

£ BHELHVE NOAKIONEHVS
CoxpanuTs. Ormena

ICAP-cepBepbi Vmsi cepsepa AuTuBupyc

Tpokcu-cepaepbl ICAP URL rtule

& OBbEKTDI MOMUTUKN KomwmerTapuit

{9] cnPABOYHMKN

&7 WABNOHBI

=7 BA3A KATETOPV3ALIMM

Puc. 6.94. lo6aBneHune ICAP-cepBepa

2. B cnoe MNepeHanpaeneHune no ICAP pasgena Nonutuka co3gatb npaBuno 1 3agatb Na-
pameTpbl nposepkn (Puc.6.95).
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Mpume4vaHue

lNone Ums cepeepa — HasgaHuUe cepsepa, Ha Komopbili 6ydem nepeHanpasneH mpaguk: Local
respmod (co30aemcs agmomamuyecKu riocsie HacmpouUKU aHmugupycay);

lMone LWa6noH 6110Kupo8KuU — He0bx00uUMbIl WabroH, Komopbili HE06Xx00UMO co30amb 3apaHee

(6.5.6).

B nonsix UcmoyHuk/Ha3HavyeHue 10 yMon4aHuro ykasaHbl 3HadyeHusi JTroboli//Trob6oe. V3meHsImb
3Ha4yeHus1 He criedyem.

Co3aaTh NPaBuIo X

@ Mpasuno WckmoyeHue

BHIKOUEHO !
Ha3seanue NpoBepKa Ha BUPYChl
HoMMeHTaphiA 3anpeT CKa4MBaHWA TECTOBOTO BApYCa

MpHopHTET

JencTamne # [epenaBaTb OTBETbI

Vimsa cepeepa Local respmod v

MK OBHaPYKEHUH

BNOKWpOBaTh v
BPE[OHOCHOTO Kofla

LLIaBnoH 6AOKNPOBKH BNIOKWPOBKA: 3aNpeT CKAYMBAHWA thafina No PELUEHHIO aHTMBMPYCa v

YBegomMnaTh

WCTOYHUK

COXpaHHTL OTMEHUTD

Puc. 6.95. PopmupoBaHue npaBuna

3. COXpaHI/ITb N NPUMEHNTLb NOJTUTUKY.

6.6.6. NepeHanpaBneHue Tpaduka Yyepes NpoKcu-cepBep
3apaua: HeobxoaAMMO NepeHanpaBUTb BeCb Tpaduk Yepes NpoKCu-cepeep.
Mopsagok AencTBMn Ans pelueHns 3agadun:

1. B pasgene Monutuka > MapLupyTnsaumusa coeaAMHeHMM co3gaTtb HOBOE NPaBuIIo U ykasaTb
crnegyoLiue ycroBus:

o [encrteue — OTNpaBnTb Ha NPOKCU-CEPBEP;

o [pokcu-cepBep — BuibpaTb NpoKcK-cepBep U3 CnMcKa, KOTOPbIN NpeaBapuTENbLHO cre-
ayet co3gaTb B pasgene 6.5.3.2.
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PeflaKTupoBath Nnpaguno 0TNpaBHTs Ha NPOKCH - CEpBER x

Mpasuno Wcrniouerme
BntoueHo @ e

Hassatme OTNpasHTL Ha NPOKCH-CEPBED

HommexTapwi
MpwopuTer
JeRcTens

OcHosHoe @ 0TnpaenTs Ha NpokcK-cepaep MpokcH

Ycnoeua

WeTouHme

HasHaueHwe

PaclumMpeHHbIE HACTROWKK

Puc. 6.96. PopmupoBaHume npaBuna

2. CoxpaHuTb N MPUMEHUTL MOSTUTUKY.

6.6.7. YnpaBneHue chunbsTpaumen 3anpocoB Nonb3oBartenen

3apava: 3anpeTuTb BCEM MOfb30BaTENSAM KOMNaHUM UCMNONb30BaThk Be6-pecypc mail.ru.
Mopapok aencTBMN AN pelleHus 3agaun:

1. B pasgene NMNonutuka > dunbsrpaymsa 3anpocoB co3faTtb HOBbIN cnon (Puc.6.97).

Solar webProxy
Hacrpoi Unropr
MEXCETEBOW 3KPAH
KOHTEHTHASl ®UNbTPALIAS
Jloctyn HTMMKALAN

Bexpoirne HTTPS Co3aaTb CoA HUNLTPaALMK 3aNPOCOB

eperanpasnenyie o ICAP p
Nepenanpasneriue no ICAP Haseanme [ Sanper mailry

unkTpaLMA 3anpocos

test

®unkTpaLms oTBeTOB

1

TPOBEPKA N0 NONTUKE

BHELWHWE NOK/IIOYEHNA

Puc. 6.97. Co3pgaHne HOBOro crios

2. B npobaBneHHOM crioe co3gaTtb HOBOE NpaBuio 1 3agatb napameTpbl npoBepkn (Puc.6.96):
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Mpume4vaHue

LllabnoH 6r10Kupo8KuU Heobxodumo co3dame 3apaHee.

Co3parb npaswio

3anpet mailru

© 3a6nokposats, B10KMpOBKa: HapylLiekWe MONUTAKY Ge30nacHoCTn

DwnkTpaums oTeeTOB

1

TIPOBEPKA 110 NNO/TUKE

BHELUHVE NIOJKIIOYEHIS

Puc. 6.98. ®opmupoBaHume npasuna

3. CoxpaHUTb U NPUMEHUTb MOMMUTHUKY.
6.6.8. YnpaBneHue chunbrpaumen otBeToB Nnonb3oBaTesien

3apaua: 3anpeTuTb onpeaerieHHbIM NogpasaeneHnsamM KoMNaHumM ckadmeaTb dansbl MynsTu-
meguna B paboyee Bpemsi.

Mopsagok oencTBUM oNs pelueHns 3agaun:

1. B pasgene NMNonutuka > Punbrpaumsa oTBeTOB co3aaTth HOBbIM cnon (Puc.6.99).

Solar webProxy
lacTpoiiku Vunopr
MEMCETEBOV 3KPAH
KOHTEHTHAS OU/IBTPALINA
Jlocry TAUKALAN

Bekpoive HTTPS C03naTh CNOA HUNLTPALMK OTBETOB

Hassanye  3anpeT MynsTuMeAna

QunbTpaums 3a

test

3anper mailru

@unbTpaums oTeeTo

1

TPOBEPKA 10 NOJINTUKE

BHELIHWE NOAKMIOHERNA

Puc. 6.99. Co3naHue HoBoOro crosi

2. B pobaBrneHHOM crioe co3aaTtb HOBOE NpaBuiio 1 3agath napaMeTpbl npoBepku (Puc.6.100).
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Mpume4vaHue

LllabroHbl He0bx0duMo co3damp 3apaHee.

Co3ate npaswno

) ) Mpasuno [r—
Baniosero D OR
Hassare 3anpeT chaBaHHA MyTBTAMERVa
KomwexTapuit e x
f— seoueso D © Npasino Vckiosenvie
Pacumpertisie HacTpor @) noasars
Reicrans
Mpotoon
Ocosroe © 3a6nowposars
Meronst
06 reve
A foprel
Venosus
saronosiun
Uero ByxranTepns x £ Cexperapnar
T paios Mynsmveaa
Hasnaserme aiine
Paswep Gaiinos or s
Pacumperiie HacTpoiin 8 mosors
nosestie crosa
N Pagoee spenn
s Tpaga
o

Puc. 6.100. dopmupoBaHue npaBuna

3. CoxpaHuTb 1 NPUMEHUTb MOMUTUKY.

6.6.9. BnoknpoBka 3arpy3ku cogepxumoro 4yepHosukos B OWA B pexnme
oGpaTHOro npokcu

3apava: 3anpetuTb BCEM MOMb30BaTENsiM KOMNaHWKM 3arpykaTb COAEPXKUMOE YEPHOBUKOB C
BeG-pecypca Outlook Web Access (OWA) B pexume obpatHoro npokcu. bnokvposatb
nMcbma Mo Kr4YeBoMy crnosy [loroBop.

Mopsagok oencTBMin ANsA pelueHns 3agaun:

1. B pasgene Monutuka > CnpaBo4YHMKM > KnroveBble cnoBa co3aTb CMMCOK, KOTOPbIN
coaepXuT B cebe crieayloLimne peryrnsipHble BblpaXXeHWs:

e .*pgoroeop.*;
e *[loroBop.*.

2. B cnoe KoHTteHTHasa c¢wmnbrpaumsa > Bekpbitue HTTPS cospgate npaBuno BCKpbITUA
HTTPS-tpaduka (Puc.6.101). CoxpaHnTb NpaBuio n NPUMEHUTb MOSIUTUKY.

MpumeyaHue

B nornisix UemoyHuk/Ha3HavyeHue/3a20/108KuU 110 yMOJIHaHUK yKa3aHbl 3Ha4eHuUs JTlo6ou/ITro6oe/He
3adaHo. M3meHsamb 3HadyeHus1 Orisl peleHus 3adaqu He mpebyemcs.
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Co3/1aTh NPaBUNo X

BKNHOYEHO [ @] @ Mpasuno Wcknioyerne
HassaHue BckpbiTne HTTPS-Tpaduka
KommeHTapuid Beegute KOMMEHTapun
Mpuoputet Yiamure ...
Bcero npasun B cnoe: 1
WCTONHUK Jobon
lMepcoxa, Ipynna nepcoH, IP-guanasoH, IP, awanasoH evnga IP - IP unu macka nogcetu [P/ xx
HasHaueHwe No6oe
Crvcok DECYPCOB, KaTETOPHA UKW NONHOE MMA XOCTa (BKIO4AR NOAAOMEHbI
3arofoBKu He 3apaHo

Puc. 6.101. dopmupoBaHue npaBuna

3. B cnoe ®unbrpauus 3anpocoB co3faTh HOBbIN crio Connect.

4. B cnoe ®dunbTpauua 3anpocoB > Connect co3gartb NpaBurio 1 3agatb napameTpbl (CM.
Puc.6.102):

e OcHoBHoe fgelicTBre — PaspewnTb 3anpoc;

e Metog — Connect.
CoxpaHuTb NpaBuno 1 NPUMEHUTb NOSUTUKY.

Co3pathb Npasuio X

MNpasuno Vckniuenmne
BKNIOUEHD © OB
Hazgarve PaspewnTs focTyn K OWA
Co3paTh NpaBuno X
KommeHTapwit BBEMMTE KOMMEHTApNT
Npasnno Vekniouenmne
BKMOUEHO © ORLy
MpropwTer JT— P
LeiicTeus PacluypeHHblE HACTPOWKK MNokazate
OCHoBHOE © PazpewmTs 3anpoc fipoTokon He 3anaHo
[L0628UTb AOMONHUTeNbHOR felicTeue  MeTOMbI CONNECT x
Venoeusi MopTbi He 3aaaHo
CTONHMK Ul 3aronosky He 3aaHo
Tunbl dhaiinos He 3agaHo
HazHauervne No6oe
0 Pasmep chaiinos OT | He orpaHuyeH MB
PaCUIMPEHHblE HACTPORKM Mokazars
Kntouesble Ciosa BbibepuTe U3 cucka
MpoToKon He 3anato
PacnucaHns BoibepuTe u3 cnucka
JIUMUTSI TPaIuKa Be3 orpaHuueHmit v

OTMEHUTE

CoxpaHUTL

Puc. 6.102. dopmupoBaHue npaBuna

(O SOLAR 185



5. B cnoe ®unbTpauunsa OTBETOB CO34aTb HOBLIN Co BNokupoBKa OTBETOB NO KNOYeBbIM
cnoBam.

6. B cnoe ®unsrpauus orBeToB > BnoknpoBka oTBETOB NO KIHOYEBbLIM CrNoBaM co34aTb
npasuno u 3agatb napameTpsbl (cM. Puc.6.103):

e OcHOBHOe aeincTBme — 3abnokMpoBaThb M LWIAONOH CTpaHULbl GITOKUPOBKMY;
e Co3gaHHbIN CNCOK KITHOYEBbLIX CIOB;
e YcTaHoBWUTb NOPOr, paBHbIn 1;

e YctaHoBUTb (hnaxok Ucnonb3oBaTb BHELLHUE pacnaKoBLUMKN.
CoxpaHuTb NpaBuno 1 NPUMEHUTb NOMUTUKY.

Cozpats npasuno

|

Mpaeuno HcknwoueHne
BxnioueHo d @ P
HazeaHue BnoxknpoeKa 3anpocoe

KommeHTapuii

MpropuTeT

Hencteua

OCHOBHOE € 3a6nokmpoBaTs BIIOKMPOBKA: HapyLueH e NoNHTHKM Ge30nacHocTH

i J106aBUTb ONONHUTENbHOE [eiicTBIe Vo

Ycnoens HnkueBble cnoea BoipaxeHus AnA cnosa "[orosop"

WcTourmnk Cnoporom | 1 WrHop1poBaTh NOBTOpbI (pa3

MCnonb308aTh BHELLHWE PACMAKOBLUMKM

WcKaTh BMECTE C 3NeMeHTaMu HTML-pasmeTki
HasHaueHue

PaclIMpeHHbIe HAaCTPOAKK Noxa

Pacnucanma

JMMUTBI TPat1KA v

OTMEHWUTD
Puc. 6.103. PopmMmupoBaHue npasuna

6.6.10. BnokupoBka 3arpy3ku nucem c 3anpelyeHHbIMuU channamm B OWA B pexume
oGpaTHOro npokcu

3apava: 3anpetntb BCEM NOMb30BaTENSIM KOMMNAHUN 3arpyxaTtb Nnncbma ¢ Be6-pecypca OWA
B pexume  00OpaTHOrO  MPOKCMW. brnokvpoBate no  xew-pyHKumMmM  cdannos
c6acbdb157e04fba48f4809d9b7e05c0.

Mopsaaok AencTBMin ansa pelueHus 3agadn:

1. B pasgene NMonutuka > CnpaBoYyHUKK > daunnbl co3fatb CNMCOK dhannos. Tun ngeHTu-
dukaumm canna ykasatb MD5, 3HauyeHne — c6acbdb157e04fbad8f4809d9b7e05¢0.
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2. B cnoe KoHteHTHaa c¢unbrpaunsa > Bekpbitne HTTPS pasgena MNMonutuka cosgatb

npasuno BckpblTua HTTPS-Tpaduka (cm. Puc.6.101). CoxpaHuTb NpaBunio u NpuMeHnTb
NONUTUKY.

MpumeyaHue

B nonisix UemoyHuk/HasHavyeHue/3a205108KU 110 YMOSHaHUK yKa3aHbl 3HadeHus JTrob6ou//Tro6oe/He
3adaHo. MameHsimb 3HadyeHusi Orisi peleHus 3adaqu He mpebyemcsi.

Co3nath NpaBuno X

BrntoyeHo D (e) Mpasuno McKnioyeHne

Ha3ssaHue BcKpbiTe HTTPS-Tpaguka
KommeHTapui

Mpuoputet

MCTOYHMK
Ha3sHaueHue

3aronoBsxv

CoxpaHuTb OTMEHUTB

Puc. 6.104. ®dopmupoBaHue npaBuna

3. B cnoe ®dunbTpauma 3anpocoB co3gaTh HOBbIN crion Connect.

4. B cnoe ®unsTpaumsa 3anpocoB > Connect co3gaTb Npasurio 1 3agatb napameTpbl (CM.
Puc.6.105):

e OcHoBHoOe aelicTeue — PaspelunTb 3anpoc;

e MeTtog — Connect.
CoxpaHnTb NpaBuIo N NPUMEHUTL NOSUTHUKY.
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Co3partb Npasuno

|

Npasuno UcknioueHne
Biniouero D ORL
Hazsanne PaspewnTb NOCTYM K OWA
Co3faTh npasuno X
KommeHTapni BBeguTe K enTap
Mpaswnno WUckmioyenme
Biciouero D Ol
MpropwTet kawate. | isnawennc
NeActensa PacliperHbie HacTpoiikn (4 nokazam
OcHoBHOe © PazpewmTs 3anpoc fipoTokon FREEET
| [,06aBUTb AONONHUTENbHOE feiicTBue  MeTodbl CONNECT x
Yenosus Moprsi PR
VICTouHMK NioGow 3aronoeky He 3anaH
Tunel haiinos He 3apaw
HasHaueHve
o Pa3mep daiinos OT | He orpaHmyen MB
PaCcUMPEHHbIE HACTPORKM Mokazars
Kntouesble CioBa
MpoToKon He 3a1aH
pacrucaHms
JIAMUTBI TPaIMKa Be3 orpaHuueH v

Coxparmms OmmenuTs

Puc. 6.105. ®opmupoBaHue npaBuna
5. B cnoe ®unbTpaumsa oTBeTOB CO34aThb HOBbIN Crovi BroknpoBka oTBeTOB No aTpubyTam
c¢hannos.

6. B cnoe ®uneTpauus oTBeToB > bnokupoBKka oTBeTOB NO aTpmMbyTam ¢hannoB co3gatb
npaswno n 3agatb napameTpbl (cM. Puc.6.103):

o OcHoBHoe fencTeme — 3abnoknpoBaThb;
e LlabnoH cTpaHuLbl BNOKNPOBKY;

e Co3pnaHHbIN cnUcok darnos.
CoxpaHnTb NpaBuIo N NPUMEHUTL NONUTHUKY.
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Co3patb npasuno

|

Mpaguno Vickniouerne
BKNKYEHO o @ p
Ha3saHne BnokvpoBaTh thaiibl No X3ury

HommeHTapui

TNpHOpPUTET

Neiicteua

OCHOBHOE e 385HUKMDDBHTE BNOKVUPOBKA: HapyLUeHHUe NONUTUKA GezonacHocTn

| [l06aBuTb ONOHUTENBHOE AeACTBIe v

Ycnoeuns Daiinbl Daiinbl QOrOBOPOE X

McTourni Pasmep hainos or MB

HazHaueHue
Knwueeble cnoBa

. Pacnrcanua
PacluMpeHHbIe HACTPOKKK Noxazal

JInMuTel Tpachuka

COXPaHNTE OTMEHUTE

Puc. 6.106. dopmupoBaHue npaBuna

6.6.11. bnokupoBKa BpeAOHOCHbIX pecypcoB C nNomMoLbo duaos

[nsa 6rnoknpoBKn BpeOOHOCHBLIX pecypcoB, Takux Kak IP-agpeca, gomerbl unn URL, B Solar
webProxy MOXHO ncnonb3oBaTb exeaHeBHO ObHoBnsemble duabl — dawnnbl C roToBbIMU
cnuckamm BpedoHOCHbIX pecypcoB. Pannbl 06HOBNAIOTCH pa3 B AeHb, KPOME BbIXOAHbIX AHEN,
n BKrtovatoT B cebs IP-agpeca, nomeHsl n URL BpegoHOCHbBIX pecypCcoB.

3apava: 3abrnokmpoBaTh BpeJOHOCHbLIE PECYPChI C MOMOLLbIO FOTOBbLIX (OUAOB.
Mopapok AeMcTBUMN AN pelleHusn 3apaun:

MpumeyaHue

[ns ckayueaHusi pudos Heobxodumo nposepumes docmyn K JTudHomy kabuHemy: https://Ik.rt-solar.ru.
Ecnu docmyna Hem:

1. B pa3dene NMonumuka > CnpaeoYyHuKu > Pecypcbl Haxkmume KHorky [Jobagumb crnucok pecyp-
cos.

2. Ykaxume Ha3gaHue criucka pecypcos.

3. B none LWWa6noH umeHu ykaxxume lk.rt-solar.ru.
4. B none Tun wa6noHa sbibepume Codepxxum.
5. Haxmume CoxpaHums.

6. B pasdene lMonumuka > KohnmeHmHasi ¢hunbmpayus > ®unbmpayusi 3anpocoes cosdatime
npasurio:
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B rione fetucmeusi > OcHogHoe 8bibepume Pas3pewums 3anpoc.

B none UcmoyHuk yKaxxume rnepcoHy usu epyriry rnepCcoH. Ecnu Heobxodumo cozdampb ripasursio
0r1s1 8Cex UCMOYHUKO8, ocmasbme orsie nycmbIiM.

B none Ha3HaveHue 8bibepume co30aHHbIU CrUCOK Pecypcos.

B INlnuHoM kabuHeTe nepengute B pasgen PacnpoctpaHeHue comaoB 1 ckayante cannbl
DOMAIN_SOLAR_FEEDS.csv, URL_SOLAR_FEEDS.csv v IP_SOLAR_FEEDS.csv.

B pasgene Monutuka > CnpaBo4yHuKKU > Pecypcbl HaxmuTe kHonky [lo6aBUTbL CNMUCOK
pecypcoB.

Haxmute kHonky Umnopt > 3ameHuTb AaHHbIMM u3 ¢anna n Bblibepute dann
DOMAIN_SOLAR_FEEDS.csv.

MoBTOPUTE NYHKT 2, HAXXMUTE KHOMKY UMnopT > 3aMeHUTb AaHHbIMU U3 channa v Bbibe-
pute pan URL_SOLAR_FEEDS.csv.

B pasnene Monutuka > O6beKTbl noNUTUKN > IP-anana3oHbl HaxXMuTe KHoMKy lo6aBUTb
cnucok IP-gnanasoHoB.

Haxmute kHonky Wmnopt > 3amMeHUTb AaHHbIMM uM3 ¢danna un Bbibepute dann
IP_SOLAR_FEEDS.csv.

B pasgene Nonutuka > KoHteHTHaa dunbTpauunsa > Punsrpauumsa 3anpocoB co3ganTe
TP Npasuna:

[ns nepsoro npasuna:
B none Oencteusa > OcHoBHOe BbibepnTe 3aGNoKMpoBaTh.

B none UcTouHUK ykaxnTe nepcoHy unu rpynny nepcoH. Ecnu Heobxoaumo cosaatb
npaBumno Ans BCEX UCTOYHWUKOB, OCTaBLTE NOe NyCThbIM.

B none HasHauyeHwme BbiGepnTe CNMCOK PECYPCOB, CO3AAHHbIN B NYHKTE 3.
[ns BTOporo npasuna:
B none OenctBusa > OcHOBHoOE: BbibepnTe 3a6NOKMpPOBaTh.

B none UCTOYHUK yKaxknte nepcoHy nnm rpynny nepcoH. Ecnm Heobxoaumo co3gatb
npaBumo A58 BCEX UCTOYHUKOB, OCTaBbTE MNore MyCcTbIM.

B none HasHauyeHwme BbiGepnTe CNMCOK PECYPCOB, CO3AAHHbIN B NYHKTE 4.
[na Tpetbero npasuna:
B none OenctBus > OcHoBHOeE: BbibepnTe 3abnokMpoBaThb.

B none UcToYHMK yKkaxknte nepcoHy nnm rpynny nepcoH. Ecnm Heobxoaumo co3gatb
npaBuo Ans BCEX UCTOYHMKOB, OCTaBbTE Nose NyCTbiM.
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B none HasHauyeHue BbiGepnTe CNMCOK peCypcoB, CO3AaHHbIN B NYHKTE 6.

HaxmuTte MpUMEHUTb NOMUTUKY.

B cucteme peann3oBaHa BO3MOXHOCTb MCMONb30BaHNS OTIIOXKEHHOW 3arpy3ku. Nocne npoBepku
aHTMBMPYCOM MM 06paboTkn NONUTUKON ounbTpaunm 06bekTa no KoveBbIM CIIOBaM CCbifka
Ha obpabaTtbiBaeMbin 06beKT ByaeT nepegaHa nNonb3oBaTento.

[N BKMOYeHUs pexrmMa OTIIOKEHHOW 3arpy3Kku BbINOMHUTE crieaylowmne AeicTBus:

B pasgene Cucrtema > PacwunpeHHble HacTPoOMKu > dunbTpaums UM K3WMpOBaHUue
Tpacdhuka > dunsTpaumsa u aHanu3a Tpadmka nonb3oBaTenem BKIKYATE NapameTp
Mopaepxka oTnoxeHHOro ckaumBaHua (enabled) B cekunn OTNoOXeHHOe CKauMBaHue.

YcTtaHoBuTe TpebyeMbili npegen, HaunHas ¢ KoToporo 6yaet NCnonb30BaThCsl OTNOXEHHAs
3arpyska, B nonie Makc. o6bemM faHHbIX ANA nepexona B PeXXUM OTNIOXKEHHOro CKavu-
BaHus (B).

Pexnm oTnoXXeHHOW 3arpy3ku BKAKOYAETCH TOSNbKO B TOM CllyYae, eCcriv pasmep 3arpy>kaemoro
hanna npesBbiwaeT 3HavyeHne napameTpa threshold. [1na nogaepxkn gaHHOro pexuma B nio-
proxy 3anyckaeTcs crneumanbHbli Be6-cepBep, KOTOPbIA UCMONb3yeTca ANs Nnokasa cratyca
3arpysku 1 angd nepegadv sarpy>keHHoro panna.

Mpu nepexone B pexvMMm OTNOXEHHOM 3arpy3kn OTKPbIBAETCS HOBasi BKNaaka Beb-Opaysepa
Crartyc 3arpy3ku (Puc.6.107) c aBTomatnyeckum obHOBMEHNEM, B KOTOPOW OTOGpaXkaeTcs
cTaTyc 3arpysku.

Moo anTe, NOKa CKauneaeTcs ann

Puc. 6.107. CtaTyc 3arpy3km
Mo OKOHYaHUKM 3arpy3kn BO3MOXHbI Ba BapuaHTa 4ENCTBUN:

MNosiBNseTCs OKHO ANsi OTKPbLITUSA 3arpy>KeHHOro hanna unu Ansa ykasaHus nyTu ero coxpa-
HeHus (Puc.6.109).

OT1obpaxaeTcs WwWabnoH 6roKMPOBKM OTKPLITUS 3arpyXeHHoro dgarna. 3ToT WwabnoH reHe-
pupyetca nonutukon dunetpaumm. Ecnn oTkpbiTMe hanna 3anpelieHo UCnonb3yeMomn
NONUTUKON hmneTpaunm, nHpopmaumsa ob aTom coxpaHserca B XKypHan 3anpocosB.
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4

B/IOKMPOBKA. HAPYLWEHME NOJIMTUKN BE3ONACHOCTH

JocTyn k pecypcy S[URL] sanpelieH NoAMTHKOM BesonacHoCTH.

CBEAEHWA O CPABATBIBAHWMK NMOANTHKK:

${POLICY}/S{CONDITION}
S{CATEGORY}
${LOGIN}

Ecnv Bel cumtaete sanpet HEOGOCHOBaHHbIM, CBAKMTECD ¢ Ballmm crcTeMHbIM agMHHHUCTPaTOPOM.

Puc. 6.108. LLIaGnoH 6110KMpPOBKU

- 3
OrxpuiTue «manuser.bds E

Bui cobupaetect oTkphits dain

manuser.txt

agnarowmica Text Document
w3 http://10.31.6.236:2281

HO,D.O}K.D.”TE, MOKa Kax Firefox cnegyer obpaGorars avot daiin?

Bnokror (ne ymenyaHuio) -

BeINoNHATE aBTOMATH4ECKH ANA Beex $alinoe AaHHOro TUNA.

Puc. 6.109. CoxpaHeHue 3arpyxeHHoro canna

Katanor onsa xpaHeHus 3arpy>keHHbIxX pannos onpeaensietcs B napametpe temp-dir (pasgen
Cuctema > skvt-wizor > filtering).

BHumaHue!

Kamarnoe temp-dir dormkeH 6bimb docmyreH nosb3oeamernto 0715 3arucu.
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MonHOCTLIO 3arpy’>KeHHbIn hann xpaHuTcs Ha cepeepe B TedeHne 30 MUHYT, N0 UCTEYEHUM
3TOro BPEMEHW OH aBTOMaTudeckn yaansetcs. [Npy nonbiTke OTKPbITh dpans nocne NcteveHus
30 MUHYT NosAABMTCS yBe4OMMNEHNe, YTO harn He HaWdeH nu yganeH n3 xpaHunuuia.

dakT 3arpy3ku unu yoaneHusa anna coxpaHsietcsa B 2KypHan 3anpocosB.

lNonb3oBartenb MOXeET OTKpbIBaTb TOJIbKO T€ (baIZJ'IbI, KOTOpPbIE 3arpyasn cam. K obbekTam,
KOTOPbIE 3arpy>arn ,EI,pyFOVI nonb3oBarterib, 4OCTyNa y HEro HeT.

6.8. YnpaBneHune 6aszamun kateropmusauum

YnpaeneHne 6a3on kateropusaumm BbiNonHAeTcA B pasgene NMonutuka > basa kaTteropmsauum
(Puc.6.110). Ansa pa6oTbl ¢ 6a3on ybeantech, 4to B pasgene Cucrema > Yanbl n ponu B
crnncke cepBepoB ykazaH AHanusaTtop Tpaduka.

B Solar webProxy gnsa dunsrpaunmn Bed-Tpaduka UCnonb3yTcs Nosib3oBaTeNbCKUA KaTero-
pusatop customlist n kateropmnsatop WebCat, paspabotaHHbin PocTtenekom-Conap. Bos-
MOXHO MOAKIIOYEHNE BHELLUHUX KaTeropu3aTtopos.

MpumeyaHue

o ymon4aHuto K pasdesy umerom rosiHbIl docmyri rofib3osameriu ¢ ponsamu CynepadMuHucmpamop
u AdmuHucmpamop be3onacHocmu. [ns nonb3o8ameris ¢ poribio Aydumop 6ocmyrHa mosibKO fpo-
8epka kamezopull pecypcos.

AgMuHMCTpaTop 6€30MacHOCTN MOXET BbIFPy3UTb BCE KAaTEropun Ans NpocMoTpa B OTAENbHbIN
¢hain TekcToBOro hopmMata, HaxkaB KHOMKY KCNOPT KaTeropun.

Takke MOXHO 3arpy3uTb cBo 6a3y kateropusauun. OHa bygeT 3anvMcaHa NnoBepx CyLeCTBY-
oLLEen.

e

Solar webProxy &=

HacTpofos Hisnocy EZd MonuTuKa / YnpasneHue Kateropusimu VMnopr kareropuii 3KCNopT KaTeropuit TpumenuTs nonvTky

=
il

B MEXCETEBOV 3KPAH EEEINE

ap

(3 NPABMNIA [IOCTYIA SOCKS5

: KOHTEHTHASl ©UJTbTPALINA L5z

P

(Z NPOBEPKA N0 NONWUTUKE

®

55 BHEWHWE NOAKMOYEHMS

(i)

) OBbEKTbI MOMATUKN

{9 cnpPABOUHVKM

&7 WABNOHDI

(5 BA3A KATETOPU3ALIMM

Puc. 6.110. Bknaaka NMonutuka > basa kaTeropusauuu
[na nvnopta 6a3bl kaTeropnsaumm:

1. Haxxmute kHonky UMnopT kaTeropumm.
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2. B otobpasuBLiemMcs yBegoMneHun HaxxmmTe KHonky OK.
3. B oTkpbIBLLEMCA OKHE BbliBepuTe (hann TEKCTOBOro hopMaTa N HaXXMUTE KHOMKY OTKPbITD.

3arpyxaembln hain gomkeH 6biTb TekctoBoro cpopmara (TXT) B koanposke utf-8. dann
OOMMKEH UMETb CrieayloLLyo CTPYKTYpY: naeHTuduKaTop kateropum <npoben> Ha3BaHue
kaTeropuun. 3atem [OSMKHbI OblTb NponuMcaHbl JOMEHbl B Buae: <npoben>[omeH<HOBas
CTpOKa>.

Hanpumep:

711 CepBuCbl pacnpocTpaHeHns aHHbIX
712 MNownckoBble cuctembl/nopTansl
google.com

google.ru

yandex.ru

ya.ru

rambler.ru

713 MNupuHrosble ceTu

Ecnu kateropusa He onpegeneHa B cMcTemMe, OHa UTHOPUpPYETCs, 1 06 3TOM BbIBOOAUTCS COOT-
BETCTBylOLee npeaynpexaeHne. Ecnn dopmart 3arpyxaemon 6asbl He yOOBNETBOPAET Tpe-
boBaHuAM, nosienisieTca coobuueHne «dain He COOTBETCTBYET hopmaty Ans MMnopTa Katero-
puiny. Ecrniv nmnopT ObIn BbINOMHEH YCMNELLHO, 0TOBpa3nTcs yBegomneHme: « IMnopT Kateropum
pecypcoB npoLuesn ycnewHo». Npu Bo3HMKHOBEHMM NpobnemM npu 3arpyske otobpasntcs yee-
aomneHne o6 owwmbke.

[nsa onpegenenHna kateropun pecypca (URL) BBeante HazBaHne 0QHOMO UMM HECKOMNbKUX pe-
CYpCOB B ceKkuuMM YnpaBneHue KateropusiMmum n Haxxmurte kHonky NMpoBeputb (Puc.6.111). B
Tabnuue Hwxke oTobpasnTcs MHAOPMaLMSA O KaTeropusix, K KOTOPbIM OHM OTHOCATCHA. Ecnn
Kakasi-TO KaTeropusi onpeaeneHa HeBepHO, MOXHO €€ U3MEHUTD.

YnpaeneHue Karverc H HWmnopT kateropui IKCNOPT KATEropwA TpustennTs NonTHKyY

vk.com

Nposeputs

Pe3ynbraTt npc

Pecype Kateropus McTosHMKM

ANKorons, .. customlists
3nopoese customlists
Herocypa..  customlists
Coumanshi..  blacklists

Puc. 6.111. NMpoBepka kaTeropuun

UToObl M3MEHMTL KaTeropuio pecypca npu ncnornb3oBaHum kateropmsatopa WebCat:

1. B cTpoke pecypca HaxmuTe 2]
2. B packpbiBatowiemcsi cnmcke Kateropusa Boibepute HOBYLO KaTeroputio.

3. YctaHoBuTe hnaxok CoobwmTb paspaboTyumkam.
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HaxmuTe kHonky CoxpaHuTb. B okHe Bpay3epa oTobpasuntcsa ysegomrneHme o6 ycneLwHom
nepeonpeaeneHnn kateropmn. 3asska byget paccmotpeHa paspabotunkammu WebCat.

YT00bl M3MEHWTL KATErOPMIO pecypca Npuv UCMosb30BaHMM NOMb30BaTENLCKOro KateropmnsaTtopa
customlist:

Haxxmunte 3KCI10pT KaTeropm7|. HauyHeTca 3arpys3ka TeKCTOBOro 4OKyMeHTa.

B 3arpy>keHHOM [JOKyMeHTe HanauTe KaTeropmio, KOTOPYH XOTUTE Ha3HaYUTL ANs pecypca,
1 NPONULLINTE ero ¢ HOBOWM CTPOkK. COXpaHUTE LOKYMEHT.

Haxmute UMnopT KaTeropun.

B okHe 3arpyxaemas 6a3a kaTeropusauum 6yaeT 3anMcaHa noBepxX CyLeCTBYIOLEN.
MpopomxnTtb? HaxmuTe OK.

BbibepuTe TEKCTOBLIN dhalns ¢ HOBLIMU KaTEropusamu.
Haxmute MpUMeHUTb NOMUTUKY.

MpumeyaHue

lpu usmeHeHuU kameaopuu pecypca e customlist Hogasi Kame20pusi pacrnpPoCcMpaHsemcs Ha ypPO8eHb
domeHa meKyuje20 8bIbpaHHO20 pecypca, a makxe Ha ece O0OMeHbI criedyrowux yposHel. Hanpumep,
ecrnu ykasaH pecypc mail.ru, kamezopusi 6ydem pacrnpocmpaHsimbCs Ha pecypcbli news.mail.ru,
sport.news.mail.ru u m.0. Ecnu kamezaopusi ebibpaHa 0nsi pecypca news.mail.ru, oHa 6ydem pac-
npocmpaHsimbCsi Ha pecypc sport.news.mail.ru, Ho Ha mail.ru pacrnpocmpaHsimbcsi He 6ydem.

,uJ'IFI yoaneHua pecypca 13 Kakon-nnbo KaTteropmm B 3TOM Xe OKHE HaXXMUTE KPECTUK pAAOM
C Ha3BaHMEM KaTeropun. MoxxHo ﬂ,06aBVITb nnn yaanntb HECKOJ1bKO KaTeFOpVIIZ.

BHumaHume!

lNocne ebirnonHeHuUs kakol-nubo orepayuu ¢ KamezopusiMu Haxkmume KHorKy lMpumeHumb nosiumuky.
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7. CTaTuctuka: nosiydyeHne CBOAHbLIX CTaTUCTUYECKUX OTHEeTOB

7.1. O6wume cBegeHus

Solar webProxy no3sonsieT npoBOANTb MOHUTOPUHI OeATenbHOCTU nonb3oBartenen B VHTep-
HeTe 1 nonyyaTtb CBOAHbIE AaHHble 06 nx paboTe B BUAE OTHETOB.

Bce genctus ¢ otyetamum BoinonHsoTCcA B pasgene Ctatuctuka (Puc.7.1). Pasgen goctyneH
AN peaakTMpoBaHMA AaHHbIX TONbKO MOMb30BaTeNsAM, KOTOPbIM Ha3HaYeHbl ponu cyrnepaod-
MUHUcmpamop nnu admuHucmpamop besonacHocmu. MNonb3oBaTenn ¢ PoNAMU CUCMEMHbIL
adMuHUcmpamop n aydumop MOryT TONbKO NpocMaTpuBaTh pasgern.

Cekuus TUNbI OTYETOB COREPKUT Briok ¢ koHKpeTHOV kaTeropueit oT4eToB. YTobb! [Mpu HaBEAEHMM KyPCOPa MbILLN Ha 3HA4OK
WwabroHbl ANs CO3AaHNS OTYETOB BbI6paTh WabnoH oTyeTa, HakMuTe p b )
COOTBETCTCTBYHOLLYIO KHOMKY KOHKPETHOM TUMe oTYeTa

Solar webProxy

Tunbl oTyeTOB CrammcTuka 3anpoes
unsTpaumu. Hanpumep,

JypHan coeauHeHun 2 Ton UCTOYHMKOB R Ton HazHaveHwi [) MepenaBaemble gaHHble | KOMHECTBO 3aMNPOCOB tepe3
SOCKS5 trirey iy LS [NaBHbIiA y3en unbTpaumm 3a
MoCrIefiH1e CyTKN.
Mo yanam dpun._. Mo pecypcam Mo kareropusam Mo nepcoram Mo rpynnam n_ Mo Tvnam an_. wcTouHu

o IP ucTouHM.. Tlo yanam dun
r(})f.pﬁHE‘HHblE‘ OTYeTbl PeKkoMeHlyemble oTYeTbl

110 nepcoHaw | Mepcokbi: HeayTeHTU(UUMPOBaHHIA N0Nb30BaTeNb, KONOHKM: URL-NYTb, 3a.. 24 yaca
., 3anpocel K COLCETAM uny BeG-nouTe (TON MCTOUHNKOB) 30 axeit

Ton Ha3HaueHWii [U15 COTPYAHMKOB Ha UCTILITATENIbHOM CPOKe 7 nweit
CoxpaHeHHbIE MOMb30BATENEM OTHEThI Be6-nouTa: paspellieHHbIe 3anpocl (TN UCTOMHMKOB) 7 nveit

Be6-nIouTa: 3anpeLeHHbIe 3aNPOChI (TON UCTOMHMKOB) 7 et
CEKI.[VIﬁ PSKOMSHHYGMLIG OTYeThbl COAepPXUT
CUCTEMHbIE OTHETBI C Y)Ke 3ajaHHbIMK

" CoLiceTy: pa3peleHHble 3anpoCi (TON UCTOYHNKOB) 7 pHei
HacTpoVikaMmu unsTpauum

CoLCeTH: 3anpeLieHHbIe 3aNPOCHi (TON MCTOUHUKOB) 7 nveit

Puc. 7.1. Pasgen «CtaTtuctuka»

Paspgen coctont n3 HeCKONbKNX cekuuni: Tunbl OTYETOB, COXpaHeHHbIe oT4yeTbl, PekomMmeH-
AyeMbie OTYeTbl.

Cekumsa Tunbl 0OTYETOB COAEPXKMUT LIABNOHbI 41 CO34aHMs OTYETOB, KOTOPbIE CrpynnNMPOBaHbI
no onpeaeneHHbIM TUnam 1 kateropmsim (nogpobHee cMm. pasgen 7.2.2).

B cekummn CoxpaHeHHble 0T4YeTbl 0TOOpaxarTcsi COOPMUPOBAHHBIE N COXPAHEHHbIE NOMb30-
BaTenem ot4eTbl. CoxpaHeHHble OTYETbLI MOXXHO rpynNnNMpoBaTh 1 NoMeLLaTh B nanku ans 6onee
yAobHoro xpaHeHnus (cm. pasgen 7.3).

B cekuun PekomeHayeMble OTUYeTbl NPEeACTaBNeHbl CUCTEMHbIE OTYETLI, KOTOPbLIE coaepXaT
yXe 3aaHHble HacTPONKM punbTpaummn. B oTnnyme ot coxpaHeHHbIX OTYETOB, PEKOMEHAYEMbIE
OTYETbI MOXXHO TONbKO NPOCMAaTPUBaTh UMM Ha UX OCHOBE CO3[1aBaTb HOBbLIE.
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7.2. PaboTta c oTyeTamm

7.2.1. O6wime cBegeHus

[ns paboTbl C KOHKPETHLIM OTYETOM NPeAHAa3Ha4YeHO MEHIO AeCTBUM B pa3gene CtaTtucTuka
nnn B camom otyete (Puc.7.2). ina BbINOMHEHWA kakon-nnbo onepauuun Bbibepute B MEHIO
AENCTBUIN NYHKT C OAHOUMEHHbBIM Ha3BaHMEM.

Mo THNam pankbix | THNB A3aHHLIX: MyNbTHMEeaMa

Mo yanam punsTpawmy | Konowsw: IP-agpec nCTouHHKa PefaxTnposats

IOQENHTECA

CoXpaHuTL W

COXpPaHWTb KaK __
3anpocw

ERI eI £~ PedaxTvpoBaTe

4 Y Mogenu
MeHto OeWUCTBUK OfENHTLCA

C OTHETOM 3xcnopt & PDF

YAannuTe

Puc. 7.2. MeHI0 BeNCTBUM C OTYETOM

AomuHucTpatop 6€30nacHOCT MOXET BbINOMHATL CreaytoLimne onepaunm ¢ oT4eTamu:
e (opmupoBaHue otyeTa (cMm. pasgen 7.2.2);
® MpOoCMOTp oT4eTa (cMm. pasgen 7.2.3);

® MpPOCMOTP M3 oTYeTa NOoApPOBHbIX CBEAEHUN (OeTann3aunn) no KoNnM4ecTey 3anpocoB (CMm.
pasgen 7.2.3);

® pegakTMpoBaHMe oT4yeTa (CM. pasgen 7.2.4);

e OTnpaBKa Konuu OT4yeTa Nonb3oBaTento cucTembl (CM. pasgen 7.2.5);
® HacTpoWKa OTrpaBku oTyeTa Nno pacnucaHuio (cM. pasgen 7.2.2.4);

e 93KCMopT oTyeTa B dpann popmara PDF (cm. pasgen 7.2.6);

e ypganeHue oT4yeTa (cm. pasgen 7.2.7).
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7.2.2.1. O6wWwMme cBegeHuns

dopmMupoBaHune oT4yeTa nogpasymeBaeT MOCTPOEHME OTHETA C Ero NocneayoLLMM CoOXpaHeHem
(cm. pasgen 7.2.2.5). Bce coxpaHeHHble oT4eThbl oTobpaxatotcs B 6rioke CoxpaHeHHbIe OT-
YyeThbl.

Ecnn agMmnHncTpatop 6e30nacHOCTU He COXpaHUT COOPMNPOBAaHHLIN OTYET Nepes PopMmUpo-
BaHWEM Opyroro oT4yeTa nnv nepexoom B ApYron pasaer, oTYeT He OyaeT COXpaHeH B cucTeme.

MocTponTb OTYET MOXKHO Kak C MOMOLLbIO LabnoHa (cM. pasgen 7.2.2.2), Tak U UCMOosb3ys yXKe
CYLLECTBYHOLLME OTYETHI (PaHEE COXPAHEHHbIE MM PEKOMeHAyeMble, NogpobHee cM. pasgen
7.2.2.3).

Bce Tvnbl 0TYETOB CrpynnMpoBaHbl MO KATErOPUSM:

XypHan coeanHeHun SOCKS5 — ctatuctmka no 3akpbiBwmnmcs SOCKS-coegnHeHUsM,
rae KnueHTbl (Nporpammebl) 3akoH4YMnM ceou B3aumogenctams no SOCKS5 ¢ SWP.

MpumeyaHue

MoxHo npocmampueame cmamucmuKy MmoJbKo Ors y37108 hunbmpayuu ¢ ponbio dunbmp
SOCKS5-mpadgpuka.

Ton UCTOYHMKOB — CTATUCTMKA NOCELLEHUSI KOHKPETHBIMU NOSb30BATENSMU MOMYNAPHBIX
PecypcoB U KaTeropuin pecypcoB B MHTEpPHeTE. HanpumMep, MOXHO NPOCMOTPETL CBEAEHUS
0 AECSTV NoNb30BaTeNsX, KOTOpPble MOCELLANN COLCETHM Yalle OPYTuX.

Ton HasHauyeHMM — cTaTUCTMKaA MO NONb3oBaTensM, KOTOpble Yalle Bcero nocelyanu
onpeaeneHHble PeCypchbl U KaTeropum pecypcos. Hanpumep, MOXHO NPOCMOTPETL PECYPChl,
Haubornee noceluaemble COTPYAHUKaAMWU ByXrantepum.

HepenaBaeMble AdHHbIe — CTaTUCTUKa NO KOHKPETHbIM MNOJ1b30BaTeNAM, KOTOPblE CKa4ln-
Bann mnn oTnpasndanin B UHTEPHETE onpeaeneHHble TUnbl OaHHbIX. Hanpmmep, MO>XXHO
NPOCMOTPETL AaHHble MO AOEeCATU Nnolnb3oBaTernidM, KOTOpble 4aule OpYyrux OoTrnpaBiidnn
TEKCTOBbIE CbaIZJ'IbI B obnayHble XpaHunnuua.

YKypHan 3anpocoB — CTaTUCT1Ka Mo 3anpocaM Yepes y3nbl punbTpauum (no pabore y3nos
counsTpaummn, npaBunamM NonuMTUKM U HEaBTOPWU3OBaHHbLIM Mornb3oBaTtensamM). Hanpuwep,
MOXHO Y3HaTb KONMMYECTBO 3amnpoCOB 4Yepes rMaBHblii y3en dunsTpaummn 3a nocrnegHue
CYTKM.

MpumeyaHue

lpu cosdaHuu omyema Ton ucmoyHukoe / [1lo kamez2opusimM pecypcoe MOXHO 8blbpamb 00 7 Ka-
meeaopuli pecypcos.

AdmuHucmpamop 6e3ornacHocmu Moxem cobpamb cmamucmuKy Kak o rnepcoHam, y KomopbIix eCmb
Kkapmouku [Jocbe, mak u no HeaymeHmuguyupoeaHHbIM 101b308amesisiM Uy epyrnam rnosb306a-
merned.
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YmobsI npocmompems UHGhopMayuo 0 cemesgoll akmueHOCMU HeaymeHmMugUUUPOBaHHbIX M0/1b30-
samerel, ebibepume 8 chunbmpe lNepcoHbl 3Ha4eHue HeaymenmuguyupoeaHHbIU rnosib3o8amerib
(omyem Ton Ha3Ha4YeHuUU rno nepcoHam u XypHan 3anpocos). YHmobbi npocMompems UHGhopMayUto
0 cemeegoU akmueHOCMU 2pyrrbl HeaymeHmMuuUUUpo8aHHbIX rMofb3oeamerel, ebibepume 8 chunbmpe
pynnbi 3HayeHue Hem epynnbi (omyem Ton Ha3Ha4YeHUl Mo 2pyrnamM MepcoH).

7.2.2.2. NocTpoeHme oT4yeTa C NOMOLLbIO LWaGIoHa
[1na nocTtpoeHus otyeTa ¢ NOMOLLbIO LWabrnoHa:

1. B cekuun Tunbl OTY4ETOB HaXXMUTE KHOMKY C Ha3BaHMEM COOTBETCTBYIOLWero wabnoHa oT-
yeta (Puc.7.3).

Tunbl OTYETOB

=, YXypHan coequHeHu =, Ton UCTOYHMKOB B Ton HasHaueHwit [) NepenaBaemble AanHble v JypHan 3anpocos

SOCKS5
Mo yanam dmn... Mo pecypcam Mo Kateropusm Mo nepcoam Mo rpynnam n._. Mo Tvnam pan_.. Mo nepcosam Mo IP ucTouny

o IP wcroum, Mo yanam dun..

Puc. 7.3. Cekuua «Tunbl oT4eTOB»

2.B OTKpbIBLLEMCA wabnoHe 3aganTe 3HadYeHna ans (*)VIJ'IprOB C NOMOLLIbKO pacCKpbIiBalOLLNXCA
CMNUCKOB UJTN CHETHYUKOB.

Mpw ykazaHWM 3Ha4YeHUn 4ns UNLTPOB credyeT yY4ecTb criefytowmne MOMEHTbI:

o MOXHO NMPOCMOTPETL «MNOMHbIN NYTb» PACMNONOXEHWS rPynnbl NePCoH B ounetpe Mpynnbi
B oT4yeTe Ton Ha3Ha4YeHUW No rpynnam.

Mepuog Tpynnk!
test
test
Tpynine gocse
£ dys/../laas,/lest
4 dys/Test direction /[Test| test
LU test 1
. [test 2
L test 3
L4 [fest 4
I [test 5

L4 jsim,/|testou

LU jsim,/testou2
4 isim,/ test0u3

CrieqmnanbHble IHaYeHHe  He sadgenst

Puc. 7.4. KonupoBaHue 3Ha4eHUA hunsTpa oTtyeTa
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OTO NO3BOMSAET UCKIHOYNTL HENPaBUMbHBIN BbIGOP rpynnbl, €CNv B CUCTEME 3aperncTpu-
pPOBaHO HECKONbKO rpynn C OAMHAKOBbIM Ha3BaHWEM, KOTOpble MpUHaAnexart pasHbiM
AOMeHaM Unu pasHbIM AenapTameHTaMm.

e 3HadeHusa OUNLTPOB MOXHO BBOAUTbL BPYYHYH MM KOMMPOBATb, HaXaB crneuunanbHbIn
3HaAYOK, KOTOPbIN NOSABUTCA NPU HABEAEHMM Kypcopa MbiLln Ha 3HaYeHne. CkonMpoBaHHOE
3HadeHune coxpaHuTcsa B bydep obmeHa.

OnucaHue 3HadeHun unbtpoB cMm. MNpunoxenuwe E. [lepevyeHb chunbmpoe 0ns
dopmMupogaHuss om4yemos.

KonuposaTb B 6yep o6meHa

It WcnbiTaTenbHblid CpoK [ I Kyabmun Unbsa Hukonaesuy [y

‘ 5L WcnbiTaTeNbHbIA CPOK X ‘ & KyabmuH Mnbs Hukonaeemy x

IF 1111 'ry 4HWKOB

(o]

Puc. 7.5. KonupoBaHue 3Ha4yeHus punsrpa otyeTa

’ MNOMCK NepcoHE

Ton HazHauenmit /Mo nepcoHam v c
<0TYeT He COXpaHeH> COXpaHuTL v Boikn. vV

epuop, on TepcoHb CopTupoBaTh No 3anpocs! VCKMIOuMTb pecypeel

90 aHed B 25 & BanextuHa MBatosa Konnyectsy 3anp.. v Bce (6e3 TexHu4eck... v

BaneHTrHa MiBaHOBa

Konnuec 0COB N0 NepCoHe BaneHTuHa MBaHosa 06bem Tpachuka N0 nepcoHe BaneTMHa MBaHoBa

200 MB
150 MB
100 MB

50MB

oMB
0111 1611 0112 6.12 0111 6 0112 1612 0101 16.01

3a6n0KMPOBaHHbIE 3aNPOChi 5 37 9 Bxonsiwwmit Tpadmk 1402 MB 187.00 MB 145.69 MB 11768

Pa3pelLeHHble 3anpocbl 8 9 - HCxonswmit Tpaguk 0.04 MB 0.59 MB 0.48 MB 3.88 MB

Ton 25 AOMEHOB 270 YPOBHS 10 NEPCOHe BaneHTHHa 1BaH Ton 25 KaTeropwi No NepCoHe BaneHTMHa MBaHoBa TON 25 TMINOB CKaUaHHbIX 3HHbIX 10 NEPCOHE BaNleHTMHa BaHoBa

2963

MEHT MS Visil
M fokyme S Visio -

35 5139 MB  0.19MB 3171

M nyrewecraus, TypuIM M Paciposoe u306paxenne B hopmate GIF -

24 3647 MB 0.10MB
a HUYECTE 2557
OHNAfHOBOE MOLIEHHUNECTBO, m n MS Publi

3 3310MB 011 MB Ll oo MB

KpacHbIM LIBETOM BblAENEHbI CTaTUCTHKa MO KOHKPETHON NEPCOHE. [INA KakAoM NepcoHbl oToBpaxasTes
3abnoKMpoBaHKHble AnA NoML30BaTens CBOV onpeereHHbIA Habop BUIKeTOB ¢ TabnLamn 1 rpadukaMm, KOTOpbIi
obbexTsI (B AaHHOM criysae pecypc mail.ru) MOXHO CBEPHYTb 1 Pa3BEPHYTb, HEKaB Ha COOTBETCTBYIOLLWIA 3HAHOK

Puc. 7.6. Otyert «lo nepcoHam/TOIl:25, NMepcoHbl: BaneHTMHa NBaHOBa»

3. Mpun He0BX0AMMOCTU U3MEHUTE NEepUo BPEMEHMU, 3a KOTOPbI oTobpakaeTca nHdopmaums
B OTYeTe:

O SOLAR 200



e OTKpOWTe Kanengapb, Haxkas B obnactu nons Mepuop (Puc.7.7);

e yKaxuTe OaTbl HA4Yana u oKoHYaHWUsi nepuoaa Ansi copa CTaTUCTUKM BPYYHYHO UMK Bbl-
GepuTe nNepuop, HAaCTPOEHHbIN aBTOMaTUYECKN;

® HaxmuTe kHonky OKk.

MpumeyaHue

Aemomamuyeckasi rposepka U Koppekmuposka 0ambl Hayasa U KOHUAa UCKTYaem 803MOX-
Hocmb owWUubKuU.

4. CoxpaHuTe oT4eT (cM. pasgen 7.2.2.5).

Mepen coxpaHeHnem oT4eTa Takke MOXXHO MPOCMOTPETL AeTanM3aumio OTYeTa, SKCNIOPTUPOBATh
ero B chann popmarta PDF (cm. pasgen 7.2.6) n 1.4.

— 30.04.2021 1617
2021 map. 2021 anp.
MH BT cp 4T nT CO BC MH BT cp 4T nT CO BC
2 3 4 5 6 71 1 2 3 4

8 9 10 11 12 13 14 5 6 7 8 9 10 1

15 16 17 m 19 20 21 12 13 14 15 16 17 18
22 23 24 25 26 27 28 19 20 21 22 23 24 25
29 30 M 26 27 28 29 m
CeronoHAa Buepa 3Ta Helend 3ITOT MECHL, ITOT rofg 1uac
3yaca 12vacoe 24vaca T OHeid 30 pgHed 90 gHeR 180 gHed “

Puc. 7.7. KaneHgapb
7.2.2.3. NMNocTpoeHne oTyeTa Ha OCHOBE COXPaHEHHOro UM peKoMeHAyeMoro
[1ns nocTpoeHns HOBOro oT4eTa Ha OCHOBE COXPaHEHHOIO:
1. B cekunn CoxpaHeHHble O0TUYeTbl OTKPONTE KOHKPETHbLIN OTYET.

2. OTpenakTupyinTe 3Ha4YeHus UNLTPOB, U3MEHMTE NEPUOL BPEMEHM, 3a KOTOPbIA OTOOpaa-
eTcsl MHopMaLMs B OTYETE, UINN HACTPOWTE OTNPaBKy OTYETA MO pacnucaHuio (CM. pasaen
7.2.2.4).

3. COXpaHVITe oT4yeT nog HOoBbIM Ha3BaHUEM.

[ns co3gaHnsa HOBOrO OTYETa Ha OCHOBE PEKOMEHYEMOro BblibepuTe oT4eT B cekuun Peko-
MeHAyeMble OTYeTbl 1 BbINONMHUTE OEeNCTBUS, ONUCAHHbLIE BhILLE.

O SOLAR 201



7.2.2.4. HacTtpowka oTnpaBKM oT4eTa NO pacnucaHuio

AamuHucTpartop 6e30nacHOCTY MOXET HaCTPOUTL OTMNPAaBKY OTYETa Mo pacnMcaHunio B npoLiecce
ero popmupoBaHus unn pepaktupoBaHud. OT4eT nepedaeTcsd Mo SMEKTPOHHOW novTe B
danne ¢opmara PDF, noatomy nonyvarensmMmu ot4yeta MoryT OblTb HE TOMBbKO Nofb3oBaTenu
Solar webProxy.

HaCTpOVIKy MOXHO BbINOSTHUTb C NOMOLLIbIO MEHIO AENCTBUI B pasgene CrtaTtucTuka n B camom
oT4yeTe.

[lns HacTpoWMKM OTNPaBKM OTYETA C MOMOLLLIO MEHIO AENCTBUI B pa3gene CTtaTucTuka:

B cekuumn COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYIOLLENo OoT4eTa HAXMUTE KHOMKY

B otobpasnBLLEMCSA MEHIO O4ECTBUI BbiDEpUTE NyHKT PegakTupoBaTth.

B oTKpbIBLLEMCSH OKHE NepenguHe Ha BKknaaky HacTponkum otnpaBku 1 3agante Heobxoan-
Mbl€ HACTPOWKN:

nepuoa BpEMEHMU, C Y4EeTOM KOTOPOro ByaAeT BbINOMHEHa oTApaBka (Mo AHSIM, N0 HeAENsM,
no mecsuam);

AaTy OTNpaBKM OTYeTa U TOYHOE BPEMS;
CMMCOK afpecoB 3MEeKTPOHHOM MoYThI nony4yartenen otyeta (He Gonee 5);

MpumeyaHue

HaHHbie o nonyyamensx codepxxamcsi 8 pa3dene lMonumuka > CnpaeovyHuku > Adpeca
anekmpoHHoU noumsl. [Jnis1 dobasreHust HO8020 adpeca 3/1eKmMPOHHOU noYymsl nepeltioume
8 yKa3aHHbIU pa30en U ebIfofIHuUme coomseemcemeyroujue 0elicmeusi.

TeMy 1 TEKCT nucbMa (Npy HeobXoaMMocCTH).

Ecnun Bce peiictBua GbiNn BbINOMHEHbI NPaBUIbHO, OTYET OyAeT OTNpaBfieH Ha ykasaHHble
afpeca 3MeKTPOHHOW NOYTbI COrNacHO yCTaHOBNEHHOMY pacnucaHuto. Onpeaenntb, HacTpo-
€HO NN y oTYeTa pacnucaHne oTnpaBku, MOXHO B cekunn CoxpaHeHHble OTYeTbl N0 3HaYKy
OyannbHUKa psaoM C Ha3BaHMEM OTYeTa.

[lns HacTponkmn pacnucaHnsa U3 oT4yeTa OTKPOUTE MEHIO AENCTBUN U NPOSOIKNTE npoueaypy

COrfnacHo onuncaHuto Bolwe. [1na Bbl30Ba MEHIO HAXXMUTE 3HAYOK cnpaBa OT KHOMKN Coxpa-
HUTb.
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N MecAUAM anHIRC | 27-07-201902.36

OTYET HEOGNOAMMO NPOCMOTETh.

Puc. 7.8. OkHo «PepakTupoBaTb oT4eT» BKIagka «HacTponku otnpaBku»

7.2.2.5. CoxpaHeHue oTyeTa

[na coxpaHeHna otyeTa:

1. B otyeTe HaxxmuTe KHONKy CoXpaHUTb.

2. B oTkpbiBLIEMCH OKHE COXPaHUTbL OTYET:

e B none HazBaHue nameHUTEe aBTOMaTUYECKN Cd)OpMMpOBaHHOG Ha3BaHWe 0T4eTa,

MpumeyaHune

HaszeaHue omyema Ao/mKkHO bbimb YHUKasbHbIM Cpedu 8cex omyemos 0OHO20 KOHKPEMHO20

rosib3osameris.

© B pacKpblBakLleMCA CrnncKe Manka BbIGGpVITe nanky unu eBeante Ha3saHue HOBOW;

e B none KoMMeHTapum ykaxxmute KOMMEHTapun.

MpumeyaHne

U3meHsimb HazeaHUe om4ema, yKkadbleams narky unu KOMMeHmapudl Heobsi3amerbHO.

3. HaxxmuTte kHonky CoXpaHUTb.

O SOLAR
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lMocne coxpaHeHus B NEBOM BEPXHEM YNy OT4YeTa OTOOpaxkaeTcsa ero HasBaHue B hopmare:
<Tun ot4yeTa>|<HazBaHue nepBoro counsrpa:nepBoe ykazaHHoe 3Ha4yeHue punsrpa>,<Ha-
3BaHue BTOpOro cunkrpa:nepBoe ykasaHHoe 3HavyeHue counbtpa>.pdf. Hanpumep, Mo
rpynnam nepcoH | TOlN: 25, Npynnbl nepcoH: OTaen Kagpos.

[lna coxpaHeHus oTyeTa U3 hopMbl OTYETA BbI3OBUTE MEHIO AENCTBUIA C MOMOLLIbIO KHOMKM
1 BbiGepuTe NYHKT COXPaHUTb Kak .... [pogornkmTe npoueaypy CoXpaHeHus cCornacHo onunca-
HUIO BblLLE.

,D,J'Iﬂ NPOCMOTPa COXPaHEHHOro Ui pekomeHayemoro otT4yeTa B Cekunn COXpaHEHHbIe otyeTbl/
PEKOMEHAyeMbIe OTYeTbl HAXMUTE Ha3BaHNE UHTEPECYOLLEero oT4yeTa.

YUTtoObI Nnocne npocMoTpa oT4eTa BEPHYTLCS 00paTHO, B Bpay3epe Haxxmnte kHonky Hasag,.

MpumeyaHue

KaxOblli pa3 npu omkpbimuu omyem 6ydem rnepecmpoeH coasiacHo ycmaHOo8/1eHHOMY 8 HeM repuody
8pemMeHu, Ha4yuHasi ¢ mekywel damel MpocMompa.

Takke B npoLecce NpocMoTpa oT4eTa MOXHO:

Cy3unTb nnun pacwumpuTb BPEMEHHOW AMana3oH, 3a KOTOpbI 0TOOpaXaloTCsl CBEAEHMS Ha
rpadpuke.

OTcopTupoBaTtb CBeAEHMS NO OnNpeaeneHHomy napametpy (ctonbuy Tabnuubl).
lMepenTn Ha KOHKPETHbLIN pecypc.

MepenTn B KpaTKy KapTOYKY MEPCOHBI (MPY YCNOBUK, YTO Y NOMb30BaTENs €CTb KapToyvka
NepcoHbl).

Cdpopmuposatb TOI no o6bekTy unu rpynne o6bLeKkToBs:
TOI no nepcoHe;
TOIMN no rpynne NepcoH;
TOIN no pecypcy;
TOIN no kaTeropun pecypcos;
TOIN no TMNam AaHHbIX;
TOIMN no IP-agpecy UCTOYHMKA.
MpocmoTpeTb NogpobHY NHopMaLus (AeTanmMsaumio) no 3anpocam.

N3meHuTb cocTaB CcTonbLoB Tabnuupbl C 4aHHBIMU U CKPbITb HEUCMONb3yeMble OUNLTPbI
(ooctynHo Tonbko Ans XKypHana 3anpocos).

Lns cyxeHusi epemeHHO20 AuarasoHa KypcopoM MblLLM BblAENUTe Ha rpadpmke oTpesok Bpe-
MEHMU, 3a KOTOPbI HEOGXOANUMO NOCMOTPETb NOAPOBHYHO MHOPMaLMIO.
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Hanpumep, agmuHucTpatopy 6e30nacHOCT HeOBXOAMMO NPOCMOTPETL MOYACOBOE KONMUYECTBO
3anpocoB KOHKPETHOWM MEPCOHbI 3a CyTKU. [nsa aToro Ha rpaduke BblgenuTe MHTEPECYoLWNi
nepuog BpemeHu. B utore, rpaduk 6yget nepecTtpoeH cornacHo BbIGpaHHOMY BPEMEHHOMY
AnanasoHy. CeegeHus, npuBegeHHble B Tabnuuax, AMHaMU4eCKn N3MEHATCA.

KONM4ecTso 3anpocos AnA nepcoHbl BanenTura Meanosa

KOAMYECTBO 3aNPOCOB ANA NEpCOHbI BanenTuwa MBakosa

Puc. 7.9. CyxeHue BpeMeHHOro gMana3soHa
L pacwupeHusi spemMeHHo20 uariasoHa NeBON KHOMKOW MbILLK ABaXObl HKMUTE Mo rpadounky.

Hanpumep, agmuHunctpatopy 6e3onacHOCT HEO6X0AMMO NPOCMOTPETL 06LLYH0 KapTUHY noce-
LLleHMs1 nonb3oBaTenem pecypcoB. [Ina aToro asaxabl HaxkmuTe rpaduk. B utore, rpadmk
OyaeT NepecTpoeH CornacHo BbiGpaHHOMY BpeMeHHOMY Anana3oHy. CBeaeHus!, NpUBEAeHHbIe
B Tabnuuax, AMHaMU4YeCcKkn 3MEHSITCS.

KonuuecTeo 3anpocos ANA Nepootbi BaneHTuHa Heakosa

Paspewensbie 3anp

0206 05.06

KONW4eCTRO 3aNPOCos AA1R NEPCOHbI BanekTiHa Weakosa

Puc. 7.10. PaclumpeHune BpeMeHHOro avana3oHa

Takke MOXHO OTO6pa)KaTb Ha rpa(bw(e TOJIbKO 386J'IOKVIpOBaHHbIe NN pa3peLllueHHbIe 3anpochl,
HaXnMasa Ha NMMHUKO HeO6XOD,I/IMOFO LBeTa noa Fpa(bI/lKOM.

LHns nepexoaa Ha pecypcK KpamKOU Kapmo4kKe repcoHbl HaXKMUTE COOTBETCTBYHOLLYH CCbIJTIKY
B Ta6n|/|u,e BUOXeETa. ,D,OCTyI'IHaFI A4 nepexoaa CCblyika BblaeneHa nog4yepkmBaHneM. B utore
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B 6pay3epe OTKpoeTCs HoBasi CTpaHuLa C BbIbpaHHbLIM pecypcom/KpaTkasa kKapTodka BblopaHHON
NepCoHbI.

Lns copmuposku ceedeHuli HaXXMUTe Ha3BaHue ctonbua Tabnuubl, No kKoTopoMy ByAeT Bbl-
nonHeHa copTmpoBka. M3HavyanbHO AaHHblE OTCOPTUPOBAHbLI NO yObIBAHMIO.
Ans gpopmuposaHusi omyema TOI no o6bLekmy unu 2pynne o6bLekmoe B Tabnuue HaxMmmTe

3Ha4oK III B CTPOKe MHTepecyLlero obbekta (pecypca, NnepcoHbl U T.4.). B pesynerate oT1-
KpoeTcs chOpMUPOBaHHbIA OTYET MO BbIGpaHHOMY OOBLEKTY.

Ton 25 gomeHoB 2ro ypoBHA QNA NepPCoHbl BanedTuHa MeaHosa

mailru 81 11754 MB 038 MB

NpocmoTpets TON no pecypcy 85.99 MB 0.29 MB

google com 7278 MB 0.26 MB

okko.tv 6238 MB 0.20 MB
wikipedia.org 6092 MB 0.19 MB
cybersport ru 61.88 MB 021 MB

ok.ru M 61.19 MB 0.20 MB

Puc. 7.11. ®opmupoBaHue otyeta «TOIN Nno 0O6bLEKTY UNu rpynne o6 bLEKTOB»
[na npocmoTpa getanusauum no 3anpocam:
B KOHKpeTHOM Tabnuue oTyeTa HaxXmuTe ccbinky (Ymicno B ctonbue Kon-Bo tabnuupbl).
Mpn Heo6x04MMOCTHM B OTKPbIBLLEMCS OTYETE C NoApo6GHON nHopMaLmen o 3anpocax:
oTCOpTMpPYMTE B Tabnuuax ceegeHus o 3anpocax;

BbIrpy3nTE AeTanv3aumio rno 3anpocam B dpann gopmara PDF (aHanormyHo skcnopty
OT4ETOB, CM. pa3nen 7.2.6).

YT00bI MOCNEe nepexoga K geTanusaumm no 3anpocam BEpHYTbCst 06paTHO K OTUHETY, HAXMUTE
kHonky Ha3ap B 6paysepe.

N3 petanusauuy no 3anpocam MOXHO nepentn B XXypHan 3anpocoB KOHKPETHOro pecypca.
[lna aTOro HaXxmuTe YMCno 3anpocoB B CTPOKE onpeaeneHHoro pecypca (ctonbeu, Kon-so B
Tabnuue).

B otyeTax kareropum XKypHan 3anpocoB MOXHO N3MEHUTb COCTaB Tabnuubl. 1o ymonyaHuto
Tabnuua nmeet Habop ctonbuos: URL nyTb, Pesynbrat npoBepku, NpaBuna nonuTukm,
IP-apgpec nctoyHmka. [1ns nsmeHeHus coctaBa Tabnuubl OTKPONTE pacKpbIBAKOLLMNCS CMNCOK
dunbTpa KONnoHKM 1 HaXkmMnte Ha3BaHUA KONOHOK, KOTOpble crieayet oTobpasuTb B Tabnuue.
MoxHO 0TOBpa3nTb BCe KOMOHKKN 13 CnncCKa.

YToObl M3MEHUTL COCcTaBa CbVIJ'IprOB B OT4HETE KaTteropmmn )KypHan 3anpocos, ,D,O6aBbTe nnn
CKpOIZTe HEeWUcCrnosrib3yemMble (*)I/U'IprbI C NOMOLLbK pacCKpbiBatoLeroca MeHo Ewe.
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JypHan 3anpocos /T10 y3nam (GuabTpaumum v
<OT4er He coxpaHe> coxpaurs v C 10cex v

Nepuop, Y3nbl hunsTpaumn KonoHku Pecypcbl 3anpocbl Pesxvm npokcu

24vaca H IP-afpec UCTOYHUKA X Bce v Bce
v

[pacmkm 3anpocos HTTP-kon

IP-agpeca UCTOYHNKOB

YypHan 3anpocos Tvn nposepku

IP-agpec cepeepa HasHaueHUs
MypHan (nepsbie 500 CTPOK)

DUALTP N0 MapKepam

Tun dmnbtpayum

Bckpbitne SSL, v Numnt
Bckpbitme SSL,

apply next, v Pexum npokcn
Onpepenexve

KaTeropuii

pecypcos,

Onpepenexve

KaTeropuit

pecypcos,
Onpepenexve
KaTeropmii
pecypcos,

Puc. 7.12. ®dunbtpbl XKypHana 3anpocoB

B pasgene Ctatuctuka > XypHan 3anpocoB npu noctpoeHun otyetos Mo nepcoHam, Mo
IP ucrtounuka v Mo yanam cbunsrpaummn, BHe 3aBMCMMOCTM OT BbIGpaHHOro nepuoga, otob-
paxatotca nepsble 500 cTpok (50 cTpok Ha cTpaHuue). YToObl N3MEHUTb KONMYECTBO CTPOK,
BOCnonb3yntech nonem JInmut. MoxxHo yctaHoBUTb 3HaveHue o 10000. B pasgene XXypHan
3anpocoB > Mo yanam dunbrpauum otobpaxeHbl nepeble 9 cTpaHuL otyeTa. YTobbl Npo-
CMOTPETb OCTarbHble, NepenanTe Ha APYryto CTPaHULY U KONMYeCTBO OTOBPaXKEHHbIV CTpaHuy,
yBenuumTcsa. Hanpvmep, npyv nepBOoM MNOCTPOEHMM OTYeTa OToGpaxarTca cTpaHuubl 1-9,
4YTOObI OTKPLITL Crieayowmne, nepenamTe Ha AeBATY0 (NOABMTCA CNNCOK cTpaHuL, 5-13) v BbI-
6epute HeobxoouMmyHo.

7.2.4. PepakTupoBaHue otyeTa

AoMuHucTpatop 6e30nacHOCTN MOXET OTPeaakTUPOBaTb TONbKO COXPaHEHHbIE OTYETLI C MO-
MOLLbIO MEHIO AeNCTBUI B pa3gene CTaTucTuka n B camom OTYETE.

[na penakTuposaHus otyeTa B pasgene CTtaTtmcTuka Heobxoaumo:

1.
B ceKkumnmn COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYIOLLENo OT4HETAa HaXXaTb KHOMKY H

2. B oTobpasusLLEMCA MEHIO AENCTBUI BbIOpaTh NYHKT PeaakTupoBaTh.

3. B oTkpbiBlLEMCS OKHE PepgakTupoBaTth oT4yeT (Puc.7.13) BHECTN COOTBETCTBYIOLLNE U3Me-
HeHUsa. A UMEHHO, U3MEHUTb Ha3BaHWe OTYETa, MECTO XpaHeHUs (nanky) 1 KOMMeHTapuM.

4. Haxatb kHonKy CoXpaHuUTb.
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25, Kateropuu pecypcos: Be6-nodta

OT4eThl ANA PYKOBOACTBA

Puc. 7.13. OkHo «PepakTupoBaTb oT4eT» BKnagka «OcHoBHoe»

Mocne coxpaHeHUs1 BHECEHHbIX B OTYET U3MEHEeHU B hopme OT4yeTa Mod ero HasBaHWeMm
oTobpasutcsa nomeTka MU3ameHeH.

,D,J'IFI N3MEHEHNA OCHOBHbIX NMapaMeTpoB U3 CbOprl oT4HeTa crniegyeT Bbl3BaTb MEHHO OencTBnn
N NpoOoJIKUTL npouenypy corfnacHoO onncaHuio BbllLe (Ha‘-II/IHaFI C liara 3) D,J'IFI Bbl30Ba MEHIO

[AeNcTBUIN He06X0AMMO HaxaTb KHoMKy B4l cnpaBa oT KHOMkM COXPaHUTD .
7.2.5. OTnpaBKa KOnuu oT4yeTa

AZMUHMCTPaTOp 6e30MacHOCTU MOXKET MOAENUTLCS OTYETOM C OAHWMM, HECKONbKMMMW U
BCEMW NOMb30BaTENsIMU, KOTopble 0bnaaarT COOTBETCTBYHOLMMU NpaBaMu goctyna. Mpu
3TOM OH OTMPAaBMSIET TONbKO KOMUIO OTYETA, @ HE OpUrMHan. OTO NO3BOSSIET OTNPABUTENIO U
nonyyaTtento BHOCUTb He3aBMUCUMbIe APYr OT Apyra U3MeHEeHUs1 B 0TYeThI. [1ogennTbest MOXXHO
Kak COGCTBEHHbIM OTYETOM, TaK U MOSyYEHHbIM OT APYroro Nonb3oBaTens.

MpumeyaHue

Kornusi omyema omnpaernsiemcsi 6e3 ycmaHO6/IeHHO20 pacnucaHusi omnpasku, ecriu oHO 6bI1o Ha-
CIMPOEHO.

Cuctema nosBonsieT NoAenuTbLCs Konuen COXpaHEeHHOro oT4yeTa B pasaene Ctatuctnka n B
CaMOM oT4eTe.

,D,J'IFI OTNpaBKM OTHETa B pa3gesne CraTtucruka:

1. B cekuun COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYHLUEro otT4eTa HaXMUTE KHOMKY

2. B oTobGpa3suBLLEMCA MEHIO AENCTBUI BbibepuTe NyHKT MoaenuTtbesa.

3. B oTkpbiBEMCS okHe MogennTbca oT4eToM ycTaHoBuTe draxok Hanpotne PO ogHoro
WITN HECKOMNbKNX nonb3osatenen (Puc.7.14).
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Mpume4vaHue

Lns omnpasKku Kornuu omyema ecem rosib30e8amerisiM cucmeMsl ycmaHosume ¢hriaxxok Bcee.

4. HaxmunTte kHonky OTnpaBuTb. OTO6pasmTca yseaomneHve o6 ycnewHom oTnpaske.

MNogenuTbCA OTYETOM X

Puc. 7.14. OkHo «[MogennTbca oTYeTOM»

B utore, Yy nony4arernd B cekunmn COXpaHEHHbIe oT4yeThl 6y,qu co3aaHa narika, cogep’kawasn
OTMNpaBJiIeHHYH KOMWK OoT4eTa.

HaseaHue nanku Oyaet cnegytowero opmata: <OT4YeTbI>-<NOrnH otnpaBurtena>. Bce oT-
YyeTbl, NOCTynaroLme OT OAHOIO 1 TOro XXe NOofb30BaTeNst COXPaHAKTCHA B 0gHON nanke. Ecnu
B nanke oybnupyloTca Ha3BaHWS HOBOTO UMW YXXe CYLLECTBYIOLEro OTYETOB, K Ha3BaHMIO HO-
BOro oT4yeTa [00aBNSETCH CIOBO «KOMUSI» U MOPSAKOBLIA HOMEP KOMUN.

[lns oTnpasku oT4eTa C MOMOLLBIO MEHIO 4ENCTBUIN U3 (POPMbI OTHETA BOCMNONb3YNTECH KHOMKON

ANs BbI30Ba 3TOr0 MEHHO (CnpaBa OT KHOMk COXpaHUTb) M NPOAOIKUTE NpoLedypy COrmacHo
OnncaHuio Beile (HaumnHas ¢ wara 2).

7.2.6. Okcnopt oTt4yeTa B PDF

A,D,MI/IHI/ICTpaTop ©e30nacHOCTU MOXEeT JKCNopTnpoBaThb KakK COXpaHeHHble, TaK 1 HeCOXpaHEH-
Hble OTYETbI C MOMOLLIbIO MEHIO AENCTBUN B pasgene CrtatucTtuka n B camoM oT4eTe.

,D,J'IFI QKCMNopTa OoT4yETa B pasaene Cratucrtuka:

1. B cekunn COXpaHEHHbIe OoT4eTbl B CTPOKE COOTBETCTBYHOLLEro ot4eTa HaXMUTE KHOMKY

2. B otoGpasmBLIeMCa MeHIO AencTBMIN BbiGepuTe NnyHKT dkcnopT B PDF.
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MpumeyvaHue

Loxdumecb okoH4YaHus1 akcriopma. CocmosiHue 8bI2Py3KuU MOXHO omcredumb 10 JIUHUU 3a2Py3KU 8

sepxHeli yacmu sKpaHa. B npomueHoMm criyyae, ecniu riepelimu 8 ripoyecce akcriopma 8 Opyeol
pa3desi cucmembi, 3Kcriopm omyema 6ydem OMmMeHEH.

HaseaHue dpanna cdopmupyetcs B cnegyoliem gopmare:

Anga coxpaHeHHoro otyeTa: <HasBaHue otyeTa>|c <OO.MM.ITTT> no <AO.MM.ITTT>.pdf.

Hanpumep: Mo tMnam aaHHbix | TOM: 25, Tunbl gaHHbIX: CnyxebOHble cdannbl C
14.06.2019 no 15.06.2019;

Ons HecoxpaHeHHoro otyeTta: <Tun otyeta> ¢ <OO.MM.ITTT> no <AA4.MM.ITTT>|<Ha-
3BaHMe nepBoro hunbsTpa: nepBoe ykasaHHoe 3HayeHue dunesrpa>,<HaszBaHue BTO-
poro ¢ounbTpa: nepBoe ykasaHHoe 3HavyeHue counbrpa>.pdf. Hanpumep: Mo nepcoHam

¢ 13.05.2019 no 19.05.2019| TOM: 25, NepcoHbl: [lo6poBa NpackoBbA BeHNMMHOBHA
mrs.Toster 31.

[lns akcnopTa oT4yeTa C NOMOLLBIO MEHIO OENCTBUM U3 (POPM-bl OTYETA HAXKMUTE KHOMKY

cripaea OT KHoMkn CoXpaHuTb 1 B 0TOOPa3nBLLEMCS] MEHIO AENCTBUI BblIGEpUTE NYHKT KCNOPT
B PDF.

NMpumeyaHue

Hns omyemos Mo nepcoHam, IMo IP ucmoy4Huka u 1o y3nam ¢punbmpayuu MOXHO 8blepy3umb 8

PDF monbko 500 nepsbix cmpok. [Neped ebiepy3kol ybedumecs, 4mo 8 riosie Jlumum ycmaHo8rneHo
3HaueHue He 6onee 500.

Mpwn skcnopTe oTyeTa opmupyetca ann B dopmarte PDF, koTopbii cogepxuTt B cebe rpa-
UK 1 Tabnuubl C COOTBETCTBYHOLLMMWN JAHHBIMM.
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Puc. 7.15. Npumep BbIrpykeHHOro oTyeTa no nepcoHe (B ¢anne dpopmara PDF)

MHdopmauuio B Tabnmuax MOXHO peaakTMpoBaTh M CKONMMPOBATb B APYrov OKyMeHT. Pain
COXpaHsieTcst Ha Aucke (MecTo coxpaHeHus canna 3aBMCUT OT HacTpoek bpaysepa).

Hanee atoT (harn MoxXHO oTKpbITh (Puc.7.15), pacnevartatb, nepecnarb Mo noyTe u T.4.

Rata dopumposasess oTwiTa: 0507 2019 150538
Capumponde: admn
Omaiy Mo nepcosan | TOM: 25, Mepeoxss Xanmnon Souma Epeueessy
Bwnstpes
Mepwog: ¢ 28,06 2019 00:00 no 05072019 2359
TOn: 25
Mepeousi: Xanunos Dosa Epeueesiny
Copruponars na: KonwuecTay 3anpocon
Vo
Sanpoces Paspeue| Ten 25 gomesca Zroy Xaanos Pos
« Xanmnos Gomy
Domen 2ro ypoare Kan Br. e
Ton 25 - Haswion Doma B
igromar|
12
v com
"w
, redd & [PT— Kon. B
N microsd —
Ton 25 A Harmnos
4 . pazeta Mz
2 pormhut Paen
I |
o
08 lenta.ru Eas] Thn garewn Kon  Bx. Hex.
cybeng o] HewsecTHui hain 80 13059MB  D42MB
— dadeom mponael
- googhe { 3an] HenzpecTri dain 46 T1.24 MB 0.26 ME
= Papeeteee )
Tvejoun T Brigeo B fopmare MPEG, MPEG-4, MPEG-TS 17 WIIME 0.07 M8
megagd Cryw Seywosaniaces, kcnontayesan & OC Unix, Mac 05, Akai MPC, Amiga 1 np. 12 1802 MB 0.06 MB
0 = Biuaeo s dopmare MPEG, MPEG-4, MPEG-TS 12 21.10MB 007 ME
s youtubi n PcTpoBo: MaoBoamenE B hopuare PNG Gea cxatin 1N 1B3ITME 0.04MB
20 ME
mailay Xaaot Arivnaaigien B gopsane Adobe Flash 9 1024 MB 0,05 M8
15 ME
googk. xosd] Gt AKX, PAIAEAEHHBE SANATEIMA e 16.96 MB 0.04 MB
Tome ki n Aoxyment MS Publisher 7 12.53 MB o0aMe
suB | h” m o _— TIFF 7 1446 MB oaMe
oMB Bed-cTpasimua T 1305 M8 0,04 MB
1m0 wikiped Doy
whatsa Ty Brpes B dopuase AV L] BT70ME 0.03 MB
= O mallsy . Pactponos nanGpasesine B popuare TIFF Gea examn 6 9.59 MB umME
Ofnens uex
gmaie| Aesynient POF 6 1163 MB apame
the PacTponce uaoSpamenne b hopuate GIF & 662 MB 003 M8
minens Sal Briges B dophiane AVI 5 634 MB o0z me
triniey & i JPEG 5 AE1 MB 002 MB
megegd R Kacwagnan rabnnua caned 5 622 MB 0.03 M8
cwen] Oewysent MS Publisher 5 763 MB 0.0z M8
o Kscicagman Tabinmua craned 5 B44 MB 004 MB
5
it Dowyment MS Visio 7.56 MB 0.0z M8
Oowynaent MS Visio 5 603 MB 00z M8
TexcTomei dain a 3.00 MB 0.0 M8
Aoxyrent MS Word 4 551 MB 0.02 M8
Arinnaignn B dopuate Adobe Flash 4 B3I MB 0,02 MB
4

SKCI'IODT aetanmnsaumm no 3anpocam BbiNONMHAETCA aHanorm4HbiM o6pa30M.

7.2.7. YoaneHue ot4yeTa

A,D,MI/IHI/ICTpaTop ©e30nacHOCTM MOXET yOoannTb TONbKO COXpPaHEHHble OTYETbl C NMOMOLbLIO

MEHI0 JENCTBUN B pasgene CraTncTmka n B camoMm oT4eTe.

O SOLAR
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Ons yoaneHuna ot4yeTa C NOMOLLbIO MEHIKO B pasferne Cratucrumka:

1. B cekuun COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYHOLLENo OT4eTa HAXMUTE KHOMKY

2. B otoGpasmBLIEMCA MEHIO AEUCTBUIN BbIGEPUTE NYHKT YAANUTb N HAXMUTE KHOMKY [a.

Bbl yBEpeHbl, 4TO X0TUTE YAanuTe oT4eT "Mo THnam gaHusix | TON: 25, Tune
BaHHBX: WHhopMaUMOHHbIE TEXHONOTHH"?

Puc. 7.16. YoaneHue ot4yeTa

MpumeyaHue

MoxxHO yOanume coxpaHeHHbIe 0m4Yembi, MoJyHeHHbIE 0m OpyauXx Mosb3oeamersiel Unu omrpaesieHHbIe
um. Y Opyaux rnornb308ameriell He npou3olidem HUKaKuX U3MeHeHUl.

Ons yoaneHua ot4yeTa C NOMOLLbIO MEHIO OEencTBUn U3 CbOprI oT4yeTa BbI3OBUTE 3TO MEHIO U

npoaorKnuTe onepaunio cornacHo onnMcaHMio Bbllle. [nsa BbI30Ba MEHI0 HaXMUTe KHOMKY
cnpaBa OT KHOMKKU COXpaHMTb

7.3. PaboTa ¢ nankamMu coxXxpaHeHHbIX OTYETOB

YT06bI BLINONHUTL Kakoe-nnbo AencTBme C Nankow, BOCNOMb3yNTeCh COOTBETCTBYOLLUM MEHIO
aencteun (Puc.7.17), ¢ NoMoLLbI0 KOTOPOro MOXHO CO34aBaTth, pedakTMpoBaTh, 4eNUTLCA U
yoanate nanky. [ins BbINONHEHUSA AEUCTBUA C Nankow BbibepuTe B MEHIO NYHKT C OAHOMMEHHbLIM
Ha3BaHWEM.
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3Hauok KHonka KHonka Bbl30Ba MEHK
CeepHyTb [obaBuTk nanky AENCTBUIA C Nankou

yaHeHHble oTu\Tel | (5]
MNanka gns Meaxosoi
Mo nepcoxam | TOM: 25, Nepoous: Banesmusa Weakosa PeganTnposate

NMogenuTsch

R Ana rpynn nepcod | TOM: 25, Mpynnu nepcod: OTgen kagpos

YOoANUTL

MeHto geiicTeui ¢
nankown

Puc. 7.17. MeHI0 eiCTBUM C Nankowu

Cos0ameb narky BO3MOXHO Kak ¢ nomoLLbio kHorku &3 B pasgene CtaTuctuka > CoxpaHeHHble
OTyYeThbl, TaK 1 npu opmmnpoBaHmum ot4yeTa (cM. pasgen 7.2.2.2). [pu 3ToOM Ha3BaHWe nanku
AOMKHO ObITb YHMKaNbHbIM Cpeaun nanok OAHOMO0 KOHKPETHOro Nosb3oBaTens.

Crieqyet yyecTb, YTO Apu ydaseHuu CO30aHHOW BPYYHYIO UK NOMYyYEHHOW Nanku, y Apyrux
nosib3oBaTtenen He NPOMN30NOET HUKAKUX NU3MEHEHU.

Mpn HEOBXOAMMOCTM OTYET MOXHO MepemMecTuTb B Tpebyemyto nanky. [ns 3Toro HaxmuTe
KOHKPETHbIA OTYET U NEPEMECTUTE €ro B HY>XKHYIO Nnarnky, He OTMyCKas Kypcop MbILUW.

AaMuHmcTpaTop 6e30MacHOCTU Takke MOXET 1odenumscs Koruel narku, cogepallen oT4eTbl
C OAAHMM, HECKONbKMMW UNN BCEMM MONb30BaTENSAMN, KOTOpble 06ragatoT COOTBETCTBYHOLMMM
npaeBamu goctyna. lMpu 3TOM OH OTNpPaBnseT TONbKO KOMMWIO Narnku CO BCEM €€ COOePXKUMbIM,
a He opurnHan. 3To NO3BONSAET OTNPABUTESIO M MONyYaTento BHOCUTbL He3aBUCKMMble APYr OT
apyra nameHeHnust. Nogenntbcs MOXHO kak COBCTBEHHOWM Nankow ¢ oTY4ETaMM, Tak 1 NOSTyYEeHHOWN
OT Apyroro nonb3oBaTtens. OTnpaBka KONUW Nanku Nonb3oBaTento, coaepkallen OTYETH,
aHanornyHa oTnpaske Konuu otyeTta (nogpobHee cMm. pasgen 7.2.5 ). B utore, y nony4yatens
B cekuun CoxpaHeHHble 0T4eTbl 0TOOPa3nTCA KONMsi OTNPaBEHHOW Nanku co BCEMU COaep-
XalwmmMmcs B Hel oT4eTamu.

HassaHue nanku 6yaet chopmaTa: <Ha3BaHWe OPUrMHANbHOW NanKu>-<riorMH oTNpaBUTENs>.
Ecnu gy6nupytotcst HasBaHUst HOBOW UMW Yyxxe CYLLEeCTBYHOLLEW Mnanku, K Ha3BaHWI HOBOM
nankv JoGaBnseTca CroBO «KONUS» U NOPSIAKOBbIA HOMEP KOMUW.
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NopenuTbCcA NANKOWA C OTYETAMK x

m Bce

Ivan
Kashelev

F:'|I','!':

Zubrova

Puc. 7.18. OTnpaBka Konuu nanku ¢ otyeTamm
7.4. NMpumepbl hopMUpoOBaHMA OTHETOB

3apava:

Cobpatb CTaTUCTUKY NO COTPYAHMKAM, KOTOpble MOCeLaloT coumanbHble CETU B TedeHue 7
JHen.

Mopsapok oecTBUN ANA pelleHUs 3aaauu:

AamuHncTpartopy 6esonacHocTn Heobxoammo cdopmupoBaTb ot4yeT Ton UCTOYHMKOB/ NoO
KaTeropmsam pecypcoB. [1ns aToro:

1. B pasgene CtatucTuka B BUOXete Kateropmm ot4etoB Ton MCTOYHUKOB HAXXMUTE KHOMKY
Mo kaTeropusam.

2. B oTkpbiBLIEMCS WabnoHe oTtyeTa B hunbtpe Kateropumn pecypcoB BbibepnTe 3Ha4YeHmne
UHTepHeT-KOMMYyHuKauma/ CoumnanbHbie CeTMm.

B noctpoeHHOM oT4eTe oTobpaxkaeTca MHpopmaLumsi MO BCEM 3anpocaM, He y4nTbIBas TEXHU-
yeckun Tpaduk (Puc.7.19).
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Tomn WCTOYHWKOE /TI0 KATErOPMAM PECYPCOB v
<OTYET HE COXpaHEH>

Nepwoa Ton HaTeropun pecypcos COpTMPOBATL N0 3anpocti

7 aHen 25 MHTEDHET-KOMMYHHKALKA / COUNANbHLIE CETIH M KonwyecTsy 3an.. v Bee (6

+ COUManbHbIe CeTH

NSHEIE CETH

PCOH N0 KATEropui - COUMANBHLIE CETH Ton 25 rpynn No Kateropkm - CoUHanbHpe CeTH 01 25 IP-MCTOYHMKOR N0 KATErOpuK - COUMANBHBIE CETH

OTAEN XOIAACTBEHHOID 0.05
obecneyenun MB

10.199.111.81

o

0.02 MB
M Xanunos Poma Epemeesny

10.199.111.31 0.02 MB
0.05

MB

borayesa MonvHa Cemexosna 4 01N BaNOTHLIX PACYETOR

10.199.111.68 0.03 MB

004 1019911175 001 MB

M8 MB

PO Y

Berposa TatbAHa MebosHa 4 0oTaen pexuma

10.199.111.87 0.03 MB

fonyGrnHa EBrenns OTAEN PAIMELUEHHA LIEHHBIX 8 1032
HOMCTAHTMHOBHA Gymar M8

1019911130 002 MB

10.199.111.7 0.02 MB
Ynpagnexue 10.05

nHGopMaTHIALAK MB

-

KaMKMH N1eoHH1 NIeB0BMY

10199111117 004 MB

KaHawa Ceetnasa YYETHO-ONepaUMoHHoe 11.61

w 10.199.111.29
AHIPHAHOBHA i} yNpasnexne MB

0.02 MB

FORTSRrSraTs

10.199.111.79 002 M8

Puc. 7.19. C60p cTaTUCTMKM NO COTPYAHMKAM, KOTOpPbIe NoceLLany couunanbHbie CeTH
3apava:

MpocmoTpeTb NoApobHYD MHGOPMaUUIO MO 3anpocamM COTPYOHUKOB KOHKPETHOro othena.
Hanpumep, otaena «YnpaeneHue nHgpopmatmsaumnemn».

Mopsagok oencTBUn ANs pelueHns 3agaun:

[nga atoro B Tabnuue Ton 25 rpynn no kKateropuu - CoumnanbHble CETU HAXKMUTE B KONOHKE
Kon-Bo undpy HanpotMB Ha3BaHusA oTaderna. B nocTpoeHHOM oTyeTe MOXHO NMPOCMOTPETb
MMEeHa COTPYAHMKOB 1 Ha3BaHME PECYPCOB, KOTOpble OHM noceLanu (Puc.7.20).
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7. 3aNpOChl HA KaTeropuk pecypcos /To rpynNam Nepcon v
YpaHEH>

Tpynnkl NEpcos TOKA3LIBaTE KATETOPMH 3anpoce!

JBNEHHE WHAOPMATHIALMMN

0.006 MB

0.004 MB

« Noapobubie fanHbie GAMYHOM BMfIE NO rpynne Ynpasnexue nHopMaTHsatmm

Niawnn Fpynne YNpaanenHe e CER Pansbie 3 9 10 rpynne Ynpasnesue uh

YepHwuerko Onecs B . Xawunos Goma _ - . -
Counansibe cetw  gazetaru Counanheee ceTw  winw.igromanian
HuKonaessa Epescenuy

CHerupesa Anwua OTaNoBHa  COUMAaNbHbIe CeTH  101.1u

I &
aH o1 " b
cupc . -

Neuetkos Anexcei CoumansHsie 085 001 BeTpona Tamsaxa Counanseie 086 001
gazetaru www.cybersportru 1
Kupuanomuy cem MB  MB Tnefiosra cem ME  MB

K Ke CoumanoHue AT 095 oo
KprCTHHa Kosanexko ube com
p e ra - MB MB

Aankbie 3a 05-07-2019 no rpynne YNpaaneHwe HHGQOpMaTHIaLWH

Pozenbax Mnecca CoumanbHbie

trinixyru
AaxmnesHa cem

NuuywkuH Ky3oma CoumantHuie

instagram.com
IpHecToBHy ceTn

Puc. 7.20. letanu3auua 3anpocoB otaena «YnpasneHue nuHcgpopmatusaumemn»

3apava:

MpocmoTpeTb CTaTUCTUKY NOCELLEHNS coLMarnbHbIX CeTeln 3a HeAento KOHKPETHLIM COTPYAHUKOM.
Hanpumep, Xanunossim domon EpemeeBunyem.

Mopapok aeMcTBMN AN pelleHus 3agaun:

BepHuTech B nepBbIi NOCTPOEHHbIN oTyeT (Puc.7.19) n B Tabnuue otyeta Ton 25 nepcoH no
KaTeropusim - CoumanbHble ceTu B kKonoHke Kon-Bo HaxkmuTe umdpy Hanpotns ®O coTpya-
Huka. B oTobpasmBLIEMCA OTYETE MOXHO NMPOCMOTPETb PECYPChbl U BPEMS MX MOCELLEHUS,
BXOOALWNIA N ncxoasawmm Tpaduk (Puc.7.21).
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Aerannzaynna; 3anpocsl HA KaTeropum pecypcos /To nepooHam v
<0TYET He CoXpanen>

Nepcosl MoKa3uBaTL KATETOPMKM 3anpocsl

PaspeweHtisie

K P an P . 061 TRaHKa N0

~ NoApo6Hbie rpathukiu 06bEMa BXOAALLETO U MCXOAALLETO TPAUKa NO NePCOHaM

Dfibem BxoaALLLro TRatHKa N0 Nepcote Xakunos Boma Epemessid 0bem MCXORALLETD TPADHKA NO Nepcote Xannnos Poma Epemeesiy

0.004 MB

:00 }

226 MB

cows ~ MOAPOGHDIE laHHbIE B TaBNMYHOM BUle NO NepcoHe XaHunos MoMa Epemeesny
Rannbie 32 01-07-2019 no nepcone Xakunos Boma Epemeeaiy Nasbie 33 02-07-2019 no nepcoke Xa
10.199.111.81 CoumansHbee cemm tinixyru 1 253MB  000MB 10.199.111.81 Counanbhmie ceTn  wwwigromaniaru 2 478MB  0.00 MB

1019911181 Coumanbhbie ceTw  en wikiped

AaHnbie 3 9 no

10.199.111.81 C = ol 1 1.90 M
10.199.11181 CouManshbie cetw  webwhatsappcom 1 bk Cousanthese cetw  microsoftcom 1 190 MB

Puc. 7.21. [letannM3auus 3anpocoB KOHKPETHOro COTpyaAHMUKa
3apava:
MpocmoTpeTb cTaTUCTMKY MO Ton 25 pecypcoBs, KOTOPbIE NOCETUN 3TOT COTPYAHUK.
Mopsagok oencTBUIM ANs pelueHns 3agaun:

[lns aToro BepHUTECL B OTHYET MO MOCELLEHMIO coumanbHbix ceTen (Puc.7.19) n B Tabnuue
otyeTa Ton 25 nepcoH no KaTeropusam - CoumanbHble CeTU HXXMUTE 3HAYOK ﬂ HanpoTuB
®UO coTpyaHuka.

B noctpoeHHOM oT4yeTe MOXHO 0TOBPa3nTbL MHPOPMALIMIO MO BCEM 3anpocam 3TOro COTPyAHMKA,
BblbpaB B hunsTpe 3anpockl 3HadeHne Bee (Puc.7.22).
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Ton Ha3ua4eHwd /Tlo nepcoHam v
<0TYeT He COXpIHEH>

Nepron Ton Nepcors CopTMpoBaTL NO 3anpocs HCKMo4MTs pEcypChi

(ONHYECTBY 3an...

bem TparpuKa No NepcoHe

25 MB
20 MB

15 MB

iB

1.56 MB

Ton 25 THNOB CKaYaHHBIX faHHBIX N0 NEPCOHE XaHWNo

igromaniaru CoumanbHbie ceTH M HewnzsectHwi hain

viecom MeauuuHa HewnzaecTHuii hain

Bupeo B hopmare MPEG, MPEG-4,

redd.it PacnpocTpaHeHue cnama
- MPEG-TS

3BYKO3ANMCH, HCNONbIYeMan B 0C

microsoftcom 8 Bahin
T — Unix, Mac 0S, Akai MPC, Amiga v np.

gazetaru . M Covckn paccoinok :“;éin:;mp mate MPEG, MPEG-4,
5-T5

3anpewesHoe L PacTpoaoe w3oGpaneHwe B (hopmaTe

pornhub.com 4 )
HENONLIOB3HKE NEKAPETE PNG Ge3 cxatma

lentaru ep 3 ; M fexapcrea M Auumawsn 8 hopmare Adobe Flash

Puc. 7.22. TOIN 25 pecypcoB, KOTOpbIe NOCETUIT KOHKPETHbIN COTPYAHUK
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8. Nonb3oBaTenu: ynpasneHue npaBamMmm gocrtyna
norib3oBaTerieu

Paspen MNonb3oBaTtenu npegHa3HavyeH Aangd ynpasneHnda npaBamMun octyna nonb3oBarenemn
K pas3nn4yHbIM obbekTam cuctemsbl. B pa3gene MOXHO:

e HacTpauBaTb AOna nonb3oBaTerniei npaBa AOCTYNa K AaHHbIM NEPCOH, rpynnamM NepcoH K
pasgenam uHTepderiica cucTeMbl;

® YNpaeBnsiTb YY4ETHbIMM 3anNMCAMU MONb30BATENEN CUCTEMbI: CO34aBaTb, PeaaKTUPOBATb,
GnokupoBaTb, yaansiTb.

CucTeMHble ponu (ponu, Y Solar webProxy
[OCTYMHbIE B CUCTEME MO
yMonyaHmia)

Pazpen gns paboTel ¢ ponsimu -
Habopamm npas goctyna

& POIN

Ponb nonb3oeatens B
ApMuHACTpaTOp 6e30nacHoCTU TeKymeﬁ Ceccun

Cnucok poneii. Utobel
MoCMOTPETb UK
OTpedaKTMpoBaTh CBeJeHUA o
ponu, criedyeT Boibpath
COOTBETCTEYHOLLMIA pasaen CuCTEMHBIA afiMUHUCTPaTOP Metio noficTemi ¢

naHenu Haeurauuu

AynuvTop

0bbekToM cucTeMbl: Ans
oroGpa)KeHmn HaXarte
KHCMKY BbI30Ba MEHIO

MywkT MNonkzoBatenn d KonuposaTb nelcTemi
& MNONb30BATENN

CynepagmM1H1CTpaTop

MaBHOE MEHIO CUCTEMbI =)

& admin

Pazgen ans pabotel ¢ ; Pasnen ans ceasu rpynn AD ¢
& user_
y4eTHbIMK 3anucamu (¥Y3) = rpynnamu besonacHocTH
Nonb2oBaTenei cHCTeMb

(crmicoK ¥3 caepry) . rPYIIbI LOAP

group_1

Puc. 8.1. Pazpgen «lonb3oBaTtenu»: ynpaBneHue npaBaMmum JocTyna nosib3oBartenemn

8.1. Ponu: Ha3HayeHue npaB gocTtyna K (pyHKUMUAM U pasgenam
CUCTEeMbl

YnpagneHue AOCTYNOM Ha OCHOBE POrel — 3TO NONUTUKa M3BMpaTenbHOro ynpaeneHnst 4oCTy-
nom, Npu KOTOpOW Npaea AoCTyna cyObeKTOB CUCTEMbI HA OOBEKTLI FPYNMNUPYIOTCS C Y4ETOM
cneumndurkm nx npuMmeHeHus, obpasys ponu. Ponb npeactaenaeT coboii Habop npae AocTyna,
KOTOPbIN Ha3Ha4YaeTcs Nonb3oBaTento, B pesynsraTe Yero OH nonyyaer nofiHOMOYUst Ha Bbl-
NONHEHMe KOHKPETHbIX AENCTBUIA, 3aaHHbIX B NapameTpax ponu. Ponesasi Modenb No3BonseT
peanunsoBaTb rMbkue nNpasBuna pasrpaHuyeHns gocTyna.

Mpwn yctaHoBKe Solar webProxy cosgatotca crnegyowmne CUCTEMHbIE POSU:

L Cynepap,MMHMCTpaTop — npenocrtaBrndeT MakCuMaribHble NpaBa A0CTyna KO BCeM pasfe-
nam n gaHHbIM cuctemsl. o YMOI4YaHUO poJib Ha3Ha4YeHa rnosib3oBaTteso admin.

O SOLAR 219



e CucTteMHbIN agMUHUCTpPATOP — MNpeaocTaBnsaeT JoCTyn K pasgeny Cuctema (MOnHbIv

noctyn) u K pasgeny NMonb3oBatenu (MPOCMOTP, CO34aHME U peakTUpPOBaHME YYETHbIX
3anuncen nornb3oBaTtenen).

e AAMUHUCTpaTop 6e3onacHOCTM — NpPeaoCcTaBmnseT NoMHbIN OOCTYN KO BCeM pasdenam,
Kpome pasgena Cucrtema. Pasgen Monb3oBaTenu JOCTYNeH AN NPOCMOTPa, co3aaHus
N peaakTUpOBaHUA U Ha3HaYeHUs poren.

e AyauTop — npeaocTaBnsieT npaBa TONMbKO Ha NMPOCMOTP BCEX Pa3ferioB U OOLEKTOB CU-
CTEMBbI.

MpumeyaHue

CucmemHsbie ponu ydanume unu ompedakmupogamb HE8O3MOXHO.

Solar webProxy no3onsieT HacTpanBaTb PONEBY MOLESb C MOMOLLbIO Pa3fMyHbIX onepaumm
C ponsaMn: MOXHO co3faBaTb/pedakTMpoBaTb PoNnn, 3agaBas npasa AocTyna K aHHbIM Ui
pasgenam nHTepgenca CUCTeMbI, U Ha3Ha4yaTb 3TU PONM NONb30BaTeNsM. TakkKe posiu MOXHO
yaanuTb UM CKONMpoBaTb.

Ans ynpasneHust ponsamu npegHasHadeH pasaen Monb3osatenu > Ponu.

Solar webProxy

Mpasa poctyna / Hosas ponb
5 POMN

Cospats. OmmenuTs
& AGMMHUCTPATOp 6e30nacHoCTH

“ Ayawol
8 AyauTop Ha3sanve ponu VICnbITaTenbHbIf CPOK

% CUCTeMHbIA JAMUHACTPATO) .

a 2 patop KommeHTapwii BBeAVTE KOMMEHTapHiA
@ CynepapmuHCTpaToj

% Cynepant = Tonb3oBaten

& MNONb30BATENN Tpynnsi LDAP

& admin
C JaHHBIM

& user1
Pa3pewmh focTyn
S [PVIIMIbI LDAP.

group_1 & ViBaH VsaHoBuy VBaros x | & Kaplies Hukonaii Cepreesuy
[locTyn K pa3aenam unTepdeica

Pa6oumii cTon ¥ Mpocmotp

Jlocbe ¥ MNpocmotp v TMonHblii

NonuTnka @ Npocmorp @ Nonubiii

CratucTuka @ npocmotp @ Monkbi

Puc. 8.2. Pazgen «lMonb3oBaTtenu > Ponu»
8.1.1. 3apgaHue poneBou Mmoaenu aocTtyna
8.1.1.1. Co3paHue, pegakTupoBaHue 1 yaaneHue ponemn

Mpw HaNM4YMM COOTBETCTBYHOLLIMX NPAaB JOCTYMa MOXHO CO34aBaTh, PEAAKTMPOBaTh, KONMPOBaTb
UNn yoansatb ponu.
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[na cosgaHus ponu:

I B pasgene NMonb3oBatenu B 6noke Ponu Haxmute . (Puc.8.3).

2. Ykaxute Ha3BaHue HoBow pornu (He 6onee 100 cumBonos).
3. HaxmuTte kHonky Co3paTth.
4. B cTpoke MNMonb3oBaTenu ykaxute norb3oBaTenen, KOTOpbIM XOTUTE Ha3HaYMTb POrb.

5. B ctpoke N'pynnbl Ldap ykaxuTte rpynny nonb3oBatenen AD, KOTOPOW XOTUTE HasHa4nTb
ponb.

6. B 6niokax [locTyn K AaHHbIM 1 [locTyn K pasgenam uHtepdenca sagante Heobxognmble
npasa 4OCTyna K JaHHbIM MEPCOH U pasaenam cuctembl (nogpobHee cm. pasgen 8.1.1.2).

MpumeyaHue

Ecnu e bniokax Jocmyn k daHHbIM U [Jocmyn k pa3denam uHmepdghelica He 3adaHbl 3Ha4YeHUs],
o ymosn4aHuro 0ocmyrl Ko 8cem OaHHbIM MEPCOH U pasdesiamMm cucmembl 3arpeuieH.

7. Haxxmute kHonky CoxpaHUTb.

Solar webProxy

Mpaea gocryna / HoBas pons
5 PO

§ Cosnars, Ormenvms
2 AIMUMHICTPATOp 6630MacHOCTH

% A
% Ayavrop Hassate por Ha ysonbHerme

B CUCTEMHbIA AMUHUCTPaTOP

KommerTapuit 3Be/IMTe KOMMEHTapHiE

% Cynepapvunuctparop i

3 VcnbiTaTentHyii cpok L]

o M0/Ib30BATENN
'3 Jlocryn K panHbIM

) admin
PaspewTs A0CTyn

&4 TPYNIbl LDAP

Kpome

PaGounii cron @ npocuor,

Nocbe @ npocmorp @ ronmsiii
Tonuma @ npocmorp @ Monmsiii
Cramcivka @ npocmotp @ ronmbiii
Cetb @ npocmorp @ ronkbiil

Npasa pocryna @ npocmorp @ Co3paHue U pefaKTMPOBaHMe NoNb30BaTeNed
@ Co3naHHe, PENaKTHOBIHHE U Ha3HAUEHYE poneil

@ Co3panme u pepakTMpoBakye rpynn LDAP

HaCTpOKH, Y311bl ¥ ponk, @ npocuorp @ rionsi
MOHATOPHHT

Puc. 8.3. Pasgen «lMonb3oBaTenu»: cosgaHue ponu
[ns pegakTMpoBaHnsl BbIDpaHHON ponu:

1. B pasgene Nonb3oBaTtenu > Ponu BLiGepUTE HEOOXOOUMYIO POSb.
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2. OTpepakTupynte Tpebyemble napameTpbl. B kapTouke ponu MOXHO nepenmeHoBaTb porib,
N3MEHUTb CMUCOK Norb3oBaTenemn, KOTOpbIM Ha3HayYeHa porb, u/unn Habop npas gocTtyna
K AaHHbIM CMCTEMbI 1 pasgenam nHtepdenca.

,D,J'IFI NOUCKa nNnepCcoOHblI MOXXHO BBECTU PNO, noruH, agpec 3J'IeKTpOHHbIIZ NnoYTbl NN Ha3BaHNe
OOJTXHOCTN. ,D,J'IFI NOUCKa rpynnbl nonb3oBarterien BBEAUTE ee Ha3BaHue.

MpumeyaHue

Umobhb! nepelimu K Kapmouyke rosib308amerisi (3agucum om Hanu4yus npase docmyna), Haxmume
Ha J102UH Mofb308amerisi).

3. Haxxmute kHonky CoxpaHuUTb.

MpumeyaHue

lMonb3oeameris He MOXem HasHad4ame poriu cebe unu pedakmuposams POsU, KOMopbie eMy Ha-
3HAQ4Y€HhbI.

Solar webProxy

Mpasa foctyna / Hosasi ponb
5 POIN

Cospate OTmenuTs.
% AnmnHucTparop GesonacHoct

% AynuTo
% Ayurop Hazsanye ponu Ha yBonbHetive

25 CUCTEMHbI JAMUHICTPAT
B CHCTeMHLR QMUHACTRaTO KommeHTapuii BBeayITe KOMMeHTapUy

8 (ynepapmurmctpatop Nonb3osarenn |

5 McnbiTaTenbHbiA CoK T
user_1

%, MONb30BATENN
- JlocTyn K AaHHbIM

& admin
PaspewwTh focTyn

& user_1
& TPYNNbI LDAP Kpowme

group_1

Puc. 8.4. Pazpgen «lMonb3oBatenu > Ponny: pegaktupoBaHMe Posiu, KapTodka ponu

MpumeyaHue

Ecnu Y norib3oeamersid Hem Oocmyna K KOHermHOL7 r1epcoHe, HO ripu 3mMomM ecmsb ripasea docmyna
ynpasrieHus poramu, makoli rosib308amersib MOXem co3dasamb POJ1U C ripasamu Oocmyna K obbekmam
cucmewmsbl, K KOmopbIM OH caM He uMmeem Oocmyna.

Pornb MOXXHO ckONMpOBaTb U OTpeAakTUpPOBaTh. ATO YAOOHO, ECNU HY>KHO BblAaTb OAMHAKOBbIE
npaBa AOCTyna K pasgenam uHTepdenca HeCKONbKMM Nonb3oBaTensiM ¢ pa3HbiMU NpaBamm
AOCTyna K AaHHbIM. [Ina KONMpoBaHWSA POnvM B MEHIO AEWCTBUIN C PONbko BblOEpUTEe NyHKT
CkonupoBaTb — CKOMMpPOBaHHasA porlb oTobpasutcs B pasaene MNonb3oBaTtenu > Ponu.
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MpumeyvaHue

lMNonb3oseamersib MOXem CKOMupo8ams MPUCBOEHHYK eMy porib. CKonupogaHHas porb He 6ydem emy
HasHayeHa.

AnMuHUcTpaTop 6e3onacHocTu
@ AypuTop
_3 CucTemMHbIA agMUHKUCTPATOP

CynepagMuHUCTpaTop

&3 UCnbITaTenbHbii CpoK | IR

oyl

{25 Ha yBonbHeHue

2 T0JIb30BATE/N

°s5 [PYIMbl LDAP

Puc. 8.5. Pazpgen «lMonb3oBatenu > Ponu»: MeHo eNCTBUI C POSibIO
[ns yoaneHnsa BbiIGpaHHOW ponu:
1. B pasgene Nonb3oBaTtenu > Ponu BLiGepuTe HEOOXOOUMYIO POSb.
2. B kapTouke ponu Haxxmunte KHonky YaanuTtb (Puc.8.6).

3.B OTKpbIBLLEMCA OMANTOroBOM OKHE noaresepanTe yaaneHue.
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LY

Solar webProxy

CuCTeMHble Ponu HeNb3a yAanuTL
Wnu OTpeaakTMpoBaTh

&

5 POIN

W
il

@ AnmuHuCTpaTop GesonacHocTn

@)

% Ayaurop HasBative ponu Ha yBonbHeHie

% CUCTEMHBIA 3AMUHUCTPATOP

b8

KommeHTapuii BBe/IMTe KOMMEHTapHiA

% Cynepapmunvcpatop T

£ WcnbiTatensHbiil Cpok s g

&%
@

& Ha yBonbHenve

i)

JIOCTY K AaHHbIM
& TOMb30BATENN
PaspeLumtb AocTyn

22 TPYNMbI LDAP

Kpome

Puc. 8.6. Pazpen «lMonb3oBatenu > Ponu»: yaaneHue ponu
8.1.1.2. HacTtpowka ponen: Ha3Ha4yeHue npaB gocTyna

B npouecce co3pgaHusa/penaktupoBaHus ponu 3agaetcsa Habop npae JoCTyna K AaHHbIM MePCOoH
W pasgenam uHTepdgenca cuctemsl (cM. Puc.8.7). 3tumn npasamu goctyna obnagaroTt Bce
nonb3oBaTenu, KOTOPbIM Ha3Ha4YeHa porsb.

MoxxHO 3agaBaTb npasa 4ocTyna K:
® [aHHbIM NEPCOH M rpynnam NepcoH CUCTEMBI;
e pasgenam nHrepderica cuctembl (HanpuMep, 4oCTyn K pasaeny MonuTtuka).

YnpaBneHne OOCTYNOM Ha OcHoBe ponen B Solar webProxy npegnonaraert, Yto Kaxgomy
nonb3oBaTtento HeobxoaMMOo HacTpanBaTb JOCTYN K AaHHBIM NEPCOH, XypHanam cobbITUi 1 K
pasgenam nHtepdenca cuctemsl. [1o ymonyaHuo JOCTYN K 3TUM CBEAEHUSM OrpaHUYeEH.

[ns pa3peLlueHunsa ooctyna K 0aHHbIM B KAPTOYKE POSN YKaXKUTE CMMCOK paspeLLeHHbIX NEPCOH
nnum rpynn.

OrpaHquHme A0CTyna K AaHHbIM NEePCOH Ui rpynnam o3Ha4vaeT, 4TO B CMCTeMe Nonb3oBaTesito
OOCTYynHa I/IHd)OpMaLl,I/ISI TOJIbKO NO TEM nNepCoHaM unu rpynnam, KOTopble yKa3aHbl And Hero
B Ka4eCTBe pa3peLleHHbIX. an/l 3TOM YYUTbIBAKOTCA NMpaBa A0CTYyMNa K pa3genam MHTep(*)el‘;lca,
KOTOpPbIE MMEKTCA Y Nonb3oBaTtend B COOTBETCTBUN C €ro POsibio. To ecTb BO BCeX pasgenax
MHTepcbeVlca, K KOTOPbIM Yy NoNb30oBaTend eCtb 40CTYnN, 6y/:|,eT AOO0CTynHa Mchopmau,vm, KOoTOpasd
KacaeTCd TOJNIbKO pa3pelleHHbIX nepCoH UK rpynmn. Pa3peI.IJeHHbIe NnepCoHbl UK rpynnbl
MOXXHO HanTn npn NnOMOLUU rMaBHOIo NOUCKa.

MpumeyaHue

Hocmyn Kk daHHbIM NepcoH u epynnam nepcoH credyem yyumsbieamb rpu pabome ¢ omyemamu.
Copopmuposams omyembl MOXHO 10 OaHHLIM paspelieHHbIX MePCOoH Unu epynr. B cghopmuposaHHoOM
omyeme 0518 npocMompa 0ocmyriHbl OaHHbIe pa3peweHHbIX MEPCOH Umu 2pyrnr.

lMonb3o08amerb ¢ coomeemcemeyrouUMU rpasamu docmyna k pa3desly Cmamucmuka Moxem rnode-
Jlumbcsi om4yemom ¢ Opyaum ronb3oeamernieM. Ecnu y nonyyamenss Hem docmyrna HU K O0HOU U3
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YKasaHHbIX 8 om4eme repCoH usiu 2pyriri, OH roJry4dum omd4yem, Ho He CMOXXem rpocMompems OaHHbIe
3aripeleHHbIX NnepCcoH usmu epyrin.

JlocTyn K AaHHBIM

PaspewwmTs goctyn

Kpome & VeaH Cepreesny MBaHoe < | & Oxcana Cumka = | & Tpa6apb Cothoa CEMEHOBHA x

& borayesa NonuHa CemeHoea x | & AGabkos Apocnas Haymosud x

Puc. 8.7. Bnok «[JocTyn K AaHHbIM» KapPTO4YKN ponu

Hanpumep, ecnn y nonb3oBaTenst NOMHbIN JOCTYN K pasgeny [locbe, HO SOCTYN K AaHHbIM
OrpaHuYeH ogHOW nepcoHon, B pasaene [locbe OH CMOXET NpocMaTpuBaTb AaHHbIE TONbLKO
3TOM paspeLUueHHon nepcoHbl (cM. Puc.8.8). Ecnn paspelueHHas nepcoHa NpUHagnexuT K
rpynne, MOXHO Y3HaTb Ha3BaHWe rpynnbl, HO NEPENTU K JaHHOW rpynne Henb3s.

JLOCTYN K aHHbBIM

TMonbsoBarento paspelueH 4oCTyn K AaHHbIM
‘O[HOI NePCOHbI
PaspewmTsb foctyn & Jlaebinos Mupocnae Epocheesuy x

Kpome

JLoCTyN K pa3genam urTepdeiica

MonbsoBarens uMeeT NOMHbIA AocTyn K
v pasgeny uHTepderica focke

Pa6ouni cton & Mpocmotp

JNocee &~ Mpocmotp & MonHbi

Monutnkn

A

Solar webProxy

+epcoHy Jlocbe / NepcoHbl
B paspene [ocke nonssosarentio AOCTYNHbI TONBKG

HauHuTe BBORMTH TeKCT Q y [NaHHble PaspelUeHHON NepcoHb

NpeiocTasneH aocryn

@ NEN 2

R’

MNepcoubi

P

[asbifos Mupocnas Epogeesiy

&

Puc. 8.8. NMpumep oTobpaxkeHusn pasgena [locbe ¢ y4eToM npaB [OCTYNa K AaHHbIM

MpumeyvaHue

Ecnu nonb3oeamernto HazHa4yeHO 08e porsiu, 8 0OHOU U3 KOMOPbIX MepCcoHa paspeweHa, a 8 Opyaou
docmyr K OaHHbIM 3mMoU repCcoHb! 0egpaHu4YeH, docmyn K daHHbIM MePCOHbI 3arpPeLweH.

[lna Ha3Ha4YeHUst NpaB Ha NPOCMOTP XypPHas08 cobbimuli B KapToyke ponu Bblbepute oaHy
UM HECKONbKO KaTeropui >xypHanos, yCTaHOBMB B cekuuy [locTyn K 3anucAM XXypHana
chraxkok psiAoM C HasBaHMEM KaTeropum.
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IlocTyn K 3anvMcAmM 3y pHanos

Pa3pelnTb NPOCMOTP 3anuce v CucTeMHbIX B Cwistpaumu @ EGesonacHocn

Puc. 8.9. brniok «[JocTyn K 3anucsiMm XXypHasioB» KapTO4YKM posnu

Monb3oBaTenb MOXET NPOCMOTPETL 3annCK TONbKO TEX KaTEropui XXypHarnoB, Npaea Ha KoTo-
pble eMy BblaaHbl. Bce 4oCTynHbIE 4N IPOCMOTPa XXypHarbl OTOGpaXKatoTCsi B CNUCKE hUnbTpOB
nons CepBuc.

[nsi cUCTEMHBIX ponei ¢ NpedyCcTaHOBMNEeHHbIMU HacTpoikaMu NpedyCMOTPEHO creaytoLlee
pasgeneHue npae:

o CynepadMmuHucmpamop — BCe XXypHarbl CObbITUIA;
o CucmeMHbIl adMUuHUCMpPamop — CUCTEMHbIE XXYPHarnbl COObITUR;

o AdOmMuHucmpamop 6e3onacHocmu — CUCTEMHbIE XXypHarnbl, XXypHarnbl ounstpaumm n 6es-
OMNacHOCTU, CTaTUCTUKM (OTYETHI pasgena CtaTucTumka);

o Aydumop — CUCTEMHBIE XXypHarbl, >XypHanbl punsTpaummn 1 6e3onacHocTy.

OnuncaHve coaoepXMMOro KaxkKhon KaTeropum >KypHanoB COObITUI NpvBeOEHO B LOKYMEHTe
Pykosodcmeo no ycmaHoeke u Hacmpouke.

[ns npegocTaBneHnst 4ocTyna k pasdenam uHmepghelica B KapTodke pornuv BelbepuTe pasaensi
MHTepdenca, ¢ KOTOPbIMU MOXHO BbIMOMHATL AencTBUS ([oNHbIM 4OCTYN) UM OOCTYMHbIE
TOnbKO Anst npocmoTpa (JocTyn Ha NpocMoTp).

AOCTYN K pa3nenam uHtepderica
Pabounii cron ¥ npocmorp
[Hocee @ npocmotp @ ronkbii
Nomtnka ¥ Npocmorp B ronkwi

Cratncivka ¥ Npocmorp B Nonuiia

Cemn @ npocmorp B rNonsuii

MNpasa goctyna @ npocmotp @ Co3naHue U penakTMpoBaHUe Nonb3oBaTenei
@ Co3pakve, penakTMPOBaHME M HAa3HAYEHWe ponen

@ Co3paHue M penaKTMpoBaHKE rpynn LDAP

HacTpo#iKku, y3nbl v ponm, @ npocmorp B Nonxbii
MOHMTOPUHE

Puc. 8.10. bnok «[JocTyn K pasgenam uHtepdgenca» KapTouku ponu

B Ta6n.8.1 npuBeneHbl cBegeHns 060 BCcex HacTpavMBaeMblx MpaBax AOCTyNa K pasgenam
UHTepdpenca cucTemsl.
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Ta6n. 8.1. NpaBa goctyna K pasgenam uHrepdenca

MpaBa poctyna 3HauyeHus MosicHeHus
PABOYUIA CcTON
Hoctyn k pabovemy ctony Mpocmotp Ecnu 3HayeHne He BbIGpaHo, gocTyn Kk pabovemy

ctony 3anpetyeH. Mpu 3anpeLeHHom AoCcTyne Ha
NpOCMOTP Nornb3oBaTeNb HE CMOXET BUAETb pas-
gen nHtepgeica B cucteme.

AOOCbE

JocTyn k pasgeny

MpocmoTp/MonHbINn

Ecnu He BbIGPaHO HY OAHOTO 3HAYEHMUs], AOCTYN K
pasgeny 3anpelleH. BbiGop nonHoro pocTyna
BKIOYaeT AOCTYN Ha npocmoTp. Mpu BbiGope Ao-
cTyna TONMbKO Ha MpocMoTp pasgena [focbe
nonb3oBatesib OyAeT BUAETb AaHHble KpaTKUX U
NOSMHbIX KApTO4YeK NEPCOH, HO HE CMOXET BbIMNOJI-
HATb OENCTBUS C HAMMW.

MpumeyvaHue:

Ecnu y nonb3oBaTtensi ecTb MOMHbIA JOCTYMN K
pasgeny [locbe U ecTb OOCTYN TOMbKO Ha Mpo-
cMoTp pasgena Monutuka, oH He CMOXET peaak-
TUPOBaTb MHCTPYMEHTbI NMOSIUTUKM, HO CMOXKET Ne-
peiTy K paspeLleHHbIM Tpynnam UM KapToykam
NepCoH M3 NpaBuUna/UCKIOYEHNS NOMUTUKM.

NOJINTUKA

Hoctyn k pasgeny

Mpocmotp/IonHeIn

Ecnun He BbIGpaHO HWM O4HOMO 3HAYeHWs1, 4OCTYN K
pasgeny 3anpeweH. Beibop nomHoro pgoctyna
BKMOYaET AOCTYN Ha NPOCMOTP.

MpumeyaHue:

Ecnn y nomnb3oBatensi eCTb MOMHbIA AOCTYN K
pasgeny MonuTtuka, HO HeT gocTyna K pasgeny
[Oocbe, nonb3oBaTenb CMOXET pedakTUpoBaTb
WHCTPYMEHTbI MONUTUKN, HO HE CMOXET NepenTu
K pa3peLUueHHbIM rpynnam Unm K KapToykam NepcoH
13 NpaBuna/ucKNiOYeHNs NOMUTUKN.

CTATUCTUKA

JocTyn k pasgeny

MpocmoTp/MonHbINn

Ecnn 3HavyeHue He Bbl6paH0, AOCTyn K pasgeny
3anpeLleH. Bbl60p NOoJIHOro A0CTyna BKIKO4YaeT
AO0CTYyNn Ha NpoOCMOTDP.

NMOJIb3OBATEIN

Hoctyn k pasgeny

MpocmoTp

Ecnu 3HayeHne He BbIGpaHO, AOCTYN K pasgeny
3anpeLLeH.

Co3gaHue n peaakTupoBaHue nonb3oBartenewn

[encTBus Hag y4eTHbIMU 3anu-
CcsAAMU Mnorb3oBaTenemn

Cos3gaHue, pedakTupoBaHue
nonb3oBaTtenemn

Ecnu 3HayeHve He BbIGpaHo, 4OCTYN K AeNCTBUAM
Haj yYyeTHbIMM 3anucsMu nosb3oBatenen (cosaa-
HWe, pefakTMpOBaHue, yaarneHue) sanpeLueH.

Co3saaHue, peaakTMpoBaHUe U HasHa4YeHue pornen

[ocTtyn Kk ynpaBneHuio npaea-
Mu

CosgaHue, pegakTnpoBaHue u
Ha3HayeHune ponemn

Ecnun He BbIGpaHO HWM OAHOrO 3HAYeHWs1, 4OCTYN K
ynpasneHuio NpaBamMmu (co3gaHve, peaakTupoBa-
HWe, NpegocTaBreHne 1 OT3bIB NpaB AOCTYyNa) 3a-
npeLyeH.

CUCTEMA

JocTyn k pasgeny

MpocmoTp/MonHbINn

Ecnun He Bbl6paH0 HW OOHOIo 3Ha4YeHund, OoCTyn K
pasaeny 3anpeLlieH. Bbl60p NoJIHOro Aoctyna
BKInOYaeT OoCTyn Ha NpoCcMOTp.
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MpaBa poctyna 3HauyeHus MosicHeHus

Ecnn B HacTpoikax KapTo4ky ponuv pa3peLleH go-
CTYN K KakON-nnbo KaTeropmm xxypHana cobbituin,
HO 3anpeLueH k pasgeny Cucrema. XKypHanbl go-
cTyna BygyT ToXe HegoCTyMHbI ANA NpocMoTpa

8.2. MNonb3oBaTenu: onepauum ¢ y4eTHbIMU 3aNMCAMU Nonb3oBaTernen
CUCTEMBI

8.2.1. Oowme cBegeHus

B Solar webProxy npegycmoTpeHo ynpasreHue yyeTHbiMu 3anucamu (Y3) nornb3osaTtenemn
CUCTEMBI.

Mpu yctaHoBke Solar webProxy cospgaertcs ydeTHas 3anucb admin — Y3 nonb3oatens ¢
MaKkCMMarnbHbIMU NpaBaMy AOCTyna KO BCEM pasgenamM 1 AaHHbIM CUCTEMbI (MO YMOMYaHUio
eMy HasHa4yeHa ponb CynepagMuHucTpaTop)

Mpn HanU4MM COOTBETCTBYIOLNX NPAB MOXHO:
e Co3daBaTb, PeAakTUpPOBaTh U yAanaTb YYETHbIE 3anncy Nofb3oBaTeNen CUCTEMBI;
e GroknpoBaTb/pa3bnokMpoBaTb y4eTHLIE 3aMUCHK.

Bce onepauunn ¢ Y3 BoinonHsatoTcsa B pasgene MNonb3oBaTtenu > Nonb3oBaTtenu.

< Cnimcok nonb3osarenei, Mepekntovatens Ans

l'od Solar webProxy Co3MaHHBIX B CUCTEME 6Grokuposkw/pasbniokuposki

YueTHas sanuck nonssosatens YyHeTHou sanuci

lNpaBa focTynz B TekyLen ceccun
¥ PO/ i

VdeTHas 3anvch akTusHa @)
& TONb30BATENN

Tlonb3oBatens fomeHa

Jlorud

Ponu

@ 3apats HoBbIE Naponb Haxmute Hassakue ponu,
4TOBbl NepeiiTi K ee kapTouke
(GZEMCMT OT Hanu4us npas

HeakTueHas (3abnokuposaHHas)
yueTHas sanuch BuibpatHas y4eTHas sanuce

Puc. 8.11. Paspgen «lMonb3oBatenu > MNonb3oBatenn»
8.2.2. Co3paHue y4yeTHOM 3anMcu nosib3oBaTtens

B Solar webProxy moxHo opraHnsoBaTtb pa3Hble cnocobbl Bxoaa B cuctemMy. [inst nonb3osare-
nen MOXHO co3flaBaTb ABa TuMa YYeTHbIX 3anncen:

¢ JlokanbHas — C UCMONb30BaHWEM flOTVHA U Napossi NONb30BaTens, y4eTHas 3anmcb KOTo-
pOro CyLecTBYET B CUCTEME.

o JloMeHHass — C MCNOMb30BaHMEM [aHHbIX YYETHOM 3anucu Nonb30BaTens, NonyyYeHHbIX
n3 Active Directory (AD).
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MpumeyvaHue

JloeuH Onsi doMeHHOU y4emHoU 3arucu, yKka3aHHbil 8 cucmeme 8pyyHyto, Ao/mKeH cogrnadamb C CO-
omeemcmayrouuM OOMEHHbIM 102UHOM 8 AD.

[nsa opzaHusayuu domeHHOo20 docmyrna 3adalime coomeemcecmeyrowue napamempsl 8 Hacmpoulkax
cucmemel (bornee nodpobHoO cMm. 8 doKyMeHme «Pykoeodcmeo Mo ycmaHO8Ke U HacmpouUKe»).

B Solar webProxy nponcxoaut ayteHTUdMKaLmMs cHa4Yana fokanbHbIX (CUCTEMHbIX) NONb30Ba-
Tenemn, NoToM AOMEHHbIX.

Ecnu nonb3osarens Obin HangeH B nokanbHoM 6a3e No NIorvHy, NoMbITKX ayTEHTUULMPOBATL
ero Kak JoMeHHoro He 6yaet. B aTom cny4yae OOMEHHbIM Monb3oBaTtenb yBUAUT OLWMOKY C
onncaHmem «HesepHbI Naponb UM NMs Nonb3oBaTensay.

CTouUT yunTbIBaTh, YTO Ha JAHHbIN MOMEHT B pasaene Cucrtema > CepBep ayTeHTUUKaumum
> UcTtouHuku Basic-ayTeHTudmkaumm > Tun nCcTouyHUKa MOXHO yKasaTb 6€CKOHEYHoe Ko-
NNYECTBO CepBeEPOB ayTeHTUMKaumn. NMoaTomy 51 YyCKOPEHHON ayTeHTMdUKaL MK 1 aBTOPK-
3auUmn JOMEHHbIX NOnb3oBaTenen 1 Nonb3oBaTenen OMEHHbIX rpynn PeKOMeHAYETCs BHECTH
cepBepbl ayTeHTMdUKaLmMm1, K KOTOPbIM OHM MPUHAANexat, B Ha4yano cnucka, T.K. kak Solar
webProxy obpaliaeTtca k cepBepamM ayTeHTUMKALNN CBEPXY-BHUS.

PekomeHOo0BaHHOE YMCO cepBepOB ayTeHTMdUKaumm — 3. Ecnu y Bac 6onbLloe Konn4ecTBo
OOMEHOB, PEKOMEHAYETCA B KayecTBe cepBepa ayTeHTudpmkaummn ykasbiBatb [MobanbHbIv
katanor (Global Catalog).

[na co3gaHusa nokanbHOW yyeTHon 3anucu (Y3) nonb3osaTtens:
B pasgene MNonb3oBaTenu HaxmuTe KHOMky Co3aaTtb nonb3oBaTens.
CHumute donaxok NMonb3oBaTenb OMEHa.
Ykasaxute nms (Jlormn) n napons (Maponb) nonb3osartens 4ns Bxoda B cuctemy (Puc.8.12).

MpumeyaHue

JloeuH mMoxem codepxxamb MOSIbKO CUMBOJSIbI JTaMUHCKO20 arnichasuma 8 HUXXHeM peaucmpe,
apabcekue yugpbl U cryxebHble CUMBOIbI: «_», «-», «.». [Jonycmumasi OriuHa o2uHa rnosb306a-
mersisi— om mpex o cma cumeos108. JIoeuH 00/mKeH Ha4uHambCs U 3aKkaH4ueamscsi 6ykeol namu-
Huubl unu yugpod.

lMapornb Moxxem codepxkampb CUMEBO0IIbI TAMUHCKO20 arghasuma 6 8epXHEM UrU HUXHEM peaucmpe,
apabckue Lyugpbl U CriyebHble CUMBOSIbI: «~», «I», «@», «#», «$», «%», «™», «&». «*», «(», «)»,

€, €-», «=», « », «'», «_», «/», «|», «"». Jonycmumas dnuHa rnaporsns —om wecmu 0o 0eeHadyamu
CUMB0J108.

HaxmuTe kHonky Co3aaTthb.
Mpn Heo6xoQUMOCTM Ha3HaYbLTE NONb30BaTEN0 O4HY UM HECKOMbKO PONen.

HaxmuTe kHornky CoXpaHUTb.
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b Solar webProxy TOMCK NepcoHbl

Mpaga poctyna / HoBblii Nonb3oBaTens
% POIM

Co3gats OTmenuTs
& MNONMb30BATENN

) Monb30BaTens JoMeHa
& admin ]

TNorus janna_petrova

& user2

VCbiTaTeNbHbIA CPOK X

TPYNNbI LDAP
Napons

group_1

MosTop Napons

Puc. 8.12. Paspgen «lMonb3oBaTenu»: co3gaHue nokanbHown Y3 nonb3oBaTens
[na cosgaHus AOMEHHOW y4eTHOM 3anucuy nornb3oBaTens:
1. B cTpykType pa3sgena Nonb3oBaTtenu HaxmuTe kKHonky Co3aaTb Nonb3oBaTens.
2. Ykaxunte nms (JlormH) nonb3oBatens gnsi Bxoga B cucremy (Puc.8.12).

BHumaHue!

JlomeHHbIlU noauH nosnb3osamerisi, ykadaHHbil 8 Y3 nonb3oeamersisi 8 Solar webProxy, dormkeH
cosrnadame ¢ coomeemcmayrouum OOMEHHbIM JT02UHOM, codepxaujumesi 8 AD. Haqe nonb3oea-
mesib He cMoxem eolumu & cucmemy. Takxe Heobxo0uMo MpPosepuMb U3MEHEHUST 3Ha4YeHUs
ampubyma uSNChanged e AD nipu paccuHxpoHusauuu daHHbIx Y3 e Solar webProxy ¢ AD.

3. Haxmute kHonky Co3paTh.

4. Tlpn HeOBXOOMMOCTU Ha3HaYbTE MONbL30BATENIO OOHY MM HECKONbKO poren (Puc.8.13).

5. Haxxmute kHonky CoxpaHuUTb.

Solar webProxy

Npasa goctyna / Monb3osaTens janna_petrova’
5 POIM

Coxpanwms Ynans, YVueTHan 3anuce aKTueHa @)

& TONb30BATENN
Monb308aTens JomMeHa [

& admin

& janna_petrova Norun Jjanna_petrova

ViCnbiTaTeNbHbIA CPOK

& user_2

@ 3apars HoswI Napons
£ TPYNMbI LDAP

group_1

Puc. 8.13. Paspen «lNonb3oBatenu»: co3gaHue aoMeHHOW Y3 nonb3oBaTens
8.2.3. PepgakTnpoBaHue y4eTHOM 3anmcum nonb3oBartens
[na pegakTypoBaHUS NMOKanbHOWM YY4ETHOW 3anucu Nonb3oBaTens:

1. B pasgene MNMonb3oBatenu > Monb3oBaTenu BoiGepUTE YYETHYIO 3anNnChb NONb30BaTENS.
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2. OTpepakTupynte Heobxoammble napameTpbl (Puc.8.14). B kapToyke nonb3oBaTens MOXHO

N3MEHNTb CMNCOK ponen, HasHa4YeHHbIX BbIOpaHHOMY nonb3oBaTento, BbibpaTb ApYyron Tvn
Y3, a Takke 3agaTtb HOBbIM NaApOSb 4S8 NTOKarnbHOM YYETHOW 3anncuy.

MpumeyaHue

Lns ebibopa/ommeHbi 8bi6opa posiu 8 PacKpbIBaOUEMCS CIIUCKE HaxXmMume mpebyemyto CmpoKy.

Lnsa nepexoda K KapmouKke posu Haxmume ee Ha3eaHue (3agucum om Hanu4us rpae docmyna).

3. Haxxmute kHonky CoxpaHuUTb.

MpumeyaHue

Monb3oeamersib He MoXem ompedakmuposamb y4emHyto 3anuck, Komopas Ucrosb3yemcsi uMm Onsi
asmopusayuu e cucmeme 8 mekyuieli ceccuu.

Solar webProxy

aBa flocTyna / Monb3oBaTens "janna_petrova”
5 POM

Vnanums
& MONb30BATENA

VueTHas 3anuc aKTMEHa @)
) Monb30BaTens joMeHa
) admin 3

& janna_petrova Norun janna_petrova

VcnbitatenbHbin cpok x il

ABMUHICTPaTOP Ge3onacHocTu

5 user_2

Ayputop
TPYNNbl LDAP .
CUCTEMHbI AAMUHICTPATOP
group_1 CynepagmuHiCTpaTop

VcnbiTaTensHbifi cpok

Ha ysonbHerie

Puc. 8.14. Pazpgen «lMonb3oBatenu > Monb3oBaTenny»: pegakTupoBaHue nokanbHon Y3
nonb3o0BaTens, KapToyka nornb3oBaTens

UToObl M3MEHUTL TUMN YYETHOW 3anucy NoNb3oBaTenNs, B €ro KapToyke YCTaHOBUTE/CHUMUTE
donaxok NMonb3oBaTtenb AOMEHa.

BHumaHue!

I7pu usMeHeHuUU murna Y3 c rokasnbHoU Ha aOMeHHyiO J102UH riorib3ogamerisi O0/MKeH coernadameb ¢

coomeemcmeytowuM O0MeHHbIM 5102UHOM, codepxawumcs 8 AD. MHade nonb3oeamersib He CMOXem
solmu 8 cucmemy.

[ns nokanbHOW y4eTHOW 3anncK MOXHO 3aaTh HOBbIM Naposb. [1ns 3Toro yctaHoBUTE (hriaXkok

3apaTtb HOBBLIWN Naponb, a 3ateM B nonsx Maponb 1 MoBTOP NaponA ykaxxuTe HOBbLIV Naposb
Ansa yvyetHou 3anuncu (Puc.8.15).
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MNpasa poctyna / HoBbliA nonb3oBaTens “janna_petrova”

CoXpaH1TbL Yoanuts VueTHan 3anuchb aKTUBHA .

Monb3oBatenb AoMeHa .

JoruH janna_petrova

MCnbITaTeNnsHbIMA CHOK

~| 3apaTth HOBbII Naponb

Naponb

MoBTop napons

Puc. 8.15. Paspgen «lMonb3oBartenu > [onb3oBatenu»: cMeHa napons fnokanbHon Y3 nosnb3oBaTtens
8.2.4. bnokupoBka/pa3brnokupoBKa y4eTHOW 3anncu Nosnb3oBaTens

Cuctema npepgocTtaBnser BO3MOXHOCTb 3abnokumpoBaTtb/pas3brnokMpoBaTh YYETHYHO 3anncb
(Y3) koHkpeTHOro nomnb3oearens. [onb3oBaTtenb ¢ 3abrOKMPOBAHHOW YYETHOW 3anUChio HE
CMOXET BOMTU B CUCTEMY.

[na 6nokmpoBkn/pa3brnokMpoBKN YY4ETHOM 3anucuK nornb3oBartens B pasgene NMonb3oBatenu
> MNonb3oBaTenun OTKpPoNTe KapTouKy Y3 nonb3oBaTtens u yCTaHOBUTE CreunarnbHbli nepe-
kntoyatens B Tpebyemoe nonoxexve (Puc.8.16).

MpumeyaHue

Cmamyc Y3 (akmueHa/3abrokupogaHa) ompaxaemcsi 8 Criucke rnosibaogamered.

Solar webProxy Tonck nepcoHb aQ &

lpaBa goctyna / Monb3oBatens "dad”
Y4eTHan 3anuch HeaKTMBHA @

CoxpaHuTh Ypanuto VyeTHas 3anuch aKTUBHA .
& TNONb30BATE/IN

Mepekniountens ana
BbiGpaHHas Y3 nonsosatens GnokupoBKM/pasbnoKkMpoBKY
& admin : o Y3 nonssosarens
) F\

& dad Jlors dad

® B D

bH

HeaktusHas (sabnokuposaHHas)

@ 3apats HoBbi naponb

® P

AxTuBHas Y3
& lof nofnk3osaTens
Aypnutop x

P
[ten]

& TPYNMbl LDAA

Puc. 8.16. Paspgen «lMonb3oBatenu > MNonb3oBaTenny»: 6nokMpoBKa/pa3dnoknpoBka Y3
nonb3oBartens

8.2.5. YoaneHue y4eTHOM 3anucum nonb3oBarens

[nsa ynaneHus y4eTHOWM 3anucum nonb3oBaTens:
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B pasgene Nonb3oBaTtenun > MNonb3oBaTenu oTKPoOWTE KapTouky Y3 nonb3oBaTens n Ha-
Xmute KHornky Yaanutb (Puc.8.6).

B OTKpbIBLLEMCA OMArlOroBOM OKHE noaresepaunTe yaaneHue.

Pasgen NMonb3oBatenu > Npynnbl LDAP noseondet ynpasnate JOMeHHbIMU rpynnamu AD
1 CBA3bIBATb UX C rpynnamu 6e3onacHoCTy.

YTtoObl cosgatb rpynny LDAP:

Haxmute -
B none HasBaHue 3anonHnTe NpoM3BONbHOE Ha3BaHme rpynmbl.

MpumeyvaHue

HaseaHue moxem codepxamb MOMbKO CUMB0JIbI TaMUHCKO20 anighaguma 8 HUXHEM peaucmpe,
apabckue Uugpb! U CriyKebHbIe CUMBOTbLI: «_», «-», «.». OHO OO/HKHO HaYUHAMbCS U 3aKaH4YU8ambCsl
bykeol namuHuubl unu yugpod. [Jonycmumas dnuHa Ha3eaHusi — om mpex 00 cma CUuMB0sIOos.

B none Npynna B LDAP ykaxuTte napametpbl rpynnsl u3 LDAP (AD). B kauecTBe 3HadeHns
npuHumaetcs DN (otnnuntensHoe ums). Hanpumep, CN=Security Admins, OU=Company
Users,DC=users,DC=domain,DC=local.

MpumeyaHue

Ipynna LDAP domxHa siensmbcs ampubymom memberOf y nonb3oeamerns AD (He domkHa 6bimb
rnepsuy4HoU Orisi Heeo).

B kavecmee napamempa Fpynna e LDAP domxeH 6bimb ykasaH nosHbeil nyms LDAP k epynne,
8 KOmopyto 8x00UMm rosib308amerib.

B none Ponu Bbibepute gocTynHble rpynnbl 6€30nacHOCTH, ANA KOTOPbIX YCTAHOBMNEH Ne-
peyveHb ponen.

HaxmuTte Cospgartb. Co3gaHHas rpynna byget oTtobpaxaTbCs B packpbiBalOLWLEMCS CMUCKE
Mpynnbi LDAP.

MpumeyaHue

lMocne 0obaeneHusi HOBO20 MoIb308amMeris 8 2pyny Ons e2o0 aymeHmucghukayuu Heobxodumo nooo-
)x0amb npumepHo 5-10 MuHym.
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Mpasa pocryna / Hosas rpynna LDAP

Co3patb OTMEHWTH

HassaHvne

[pynna B LDAP CN=Security Admins, OU=Company Users, DC=users, DC=domain,DC=local

Puc. 8.17. Co3paHue rpynnsi LDAP

[1ns BKNIOYEHWSA/BBIKITIOYEHNS FPYMMbI B MPABOM BEPXHEM YTy UCMONb3ynTe hraok Y4yeTHble
3anucu rpynnbl akTUBHbI.

8.4. Boigaya/oT3bIB npaB gocrtyna

[nsa Bblgaym npae gocTyna KOHKPETHOMY MONb30BaTeNt0 HaszHaybTe eMy KOHKPETHYH posb
(ans oT3biBa NpaB A4OCTyNa — yAanuTe KOHKPETHOe HasHavyeHue). ATO MOXHO caenatb Kak B
KapTo4ke Nonb3oBaTtens, Tak U B KapTO4Ke posiu.

HacTtponka B kapTouke nonb3oBaTens

[aHHas HaCTpOIZKa yﬂ,O6Ha, ecnun Tpe6yeTcs=| Ha3Ha4nTb OAHOMY MOJIb30BaATEN K0 HECKOJIbKO
onpenefieHHbIX pOJ'IGVI Unn OoTo3BaTtb pa3Hbie Ha60pbl npae AO0CTyna y 04HOro nonb3oBartenAd.

[nsa aToro:

1. B pasgene NMonb3oBatenu > [Nonb3oBaTenu BbibepnTe y4ETHYIO 3aNUCh HY>XHOTO NOJb30-
BaTens.

2. 3apavite Tpebyemble ponu, HaxkaB Ha COOTBETCTBYHIOLLME 3HAYEHUSI U3 pacKpbIBatOLLLErocs
cnucka.

3. Haxxmute kHonky CoxpaHuUTb.

MpumeyaHue

UmobbI nepelimu K Kapmouke posu, HaXXMUme CChIJIKY C ee Ha3gaHueM (npu Hamu4uu coomeemcmeay-
rowux rnpas).
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Solar webProxy MovcK nepcotbl
Co3paTh ponb CO3AaTh NONb30BATENS MNpaga gocryna / nonb3oBsatess "antonova_sofia"

Ponu 3> CoxpaHuThL YaanuTh Y4eTHas 3aNUCk aKTMBHY il

Mons3osatenu \/ JlorvH antonova_sofia

admin
HoBbIA coTpyAHMK x | ARMUHHCTpATOD 6E30NACHOCTH x

antonova_sofia
ABMHHHCTPaTOP Ge30nacHoCTH

mike_vazovsky Aynutop

CHCTEMHBIA 3AMMHUCTPaTOP
olga_antonova

McnbITaTeNbHLIA Nepron

HoBbIA COTPYAHNK

Puc. 8.18. Pasgen «lonb3oBatenu > [Nonb3oBaTenuy: Bbiga4ya/oT3biB HECKONbKMX HAOOPOB NpaB
AocCTyna nornb3oBaTesno

HacTtpoika B kapTouke ponu

HaHHas HacTponka ygobHa npu HeobxoauMOCTH BblAaum NpaB AOCTyNa HECKONbKUM MOMNb30-
BaTeNsAM UnM OT3biBa NpaB AOCTyNa y HECKOMbKMX NOMb30BaTenen 0OgHOBPEMEHHO.

[nsa aToro:
1. B pasgene NMonb3oBatenu > Ponu Bbibepute Tpebyemyto poseb.

2. YKaXuTe HyXHbIX Monb3oBaTeriei, HaxkaB Ha COOTBETCTBYHOLLME 3HAYEHUS M3 PacKpbliBato-
LLLlerocst crimcka.

3. Haxxmute kHonky CoXpaHUTb.

MpumeyaHue

Umobbi nepelimu k KapmouKe Nosib308amerisi, HAXXMUME CCbIIKY C €20 JI02UHOM (Mpu Hamu4uu coom-
semcmeayroujux rpas).

i )

Solar webProxy TIoUCK NepeoHb

Co3paatb ponib C03aTb Nofib3oBarens Npasa gocryna / ponb "McnbiTatenbHbiv nepyvog”

Pom v/ CoxpanuTs Vpanuto

@ B =

8 AgmuHicTpaTop Ge3onacHocTH
Ha3saHue pom WcnbiTaTenbHblin neproy
Ayavtop

Rl

KommenTapni

&

CUCTEMHBIT AAMUHUCTPATOP

Nonb3oBarenu antonova_sofia mike_vazovsky x

CynepajimMuHncTpaTop

&

5 Jl0CTYN K AaHHBIM X
new H antonova_sofia

mike_vazovsky

WcnbiTatensHbivi nepyon i Pa3pewwTs goctyn

olga_antonova

HOBbIN COTPYAHMK H user

K usert

Monb3oBarenn WV & Oxcara Cumka x

Puc. 8.19. Pasgen «lMonb3oBartenu > Ponux»: Bbiaa4ya/oT3biB NpaB AOCTyNa HECKOSTbKUM
nonb3oBaTensm
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Solar webProxy nossongeT counsrposath Tpaduk no MIME-Tunam nepenasaembix/nonyy4aembix
OaHHbIX. Takum 06pa3om MOXHO, HanpuUMep, yCTaHOBUTb 3anpeT Ha MPOCMOTP onpeaeneHHbIX
CeTeBbIX PECYPCOB, 3arpysKy ayano- u sugeodannos u T. a. Npu atom anga obpabotkm MIME-
TMMOB MOrYT UCMNOMNb30BaTbCH perynsapHble BblpaxeHud. MNogpobHoe onucaHne perynsapHbix

BblpaXKeHu npuBeaeHo B pasgene Mpunoxenue B, SA3bik onucaHus pe2ysisipHbIX 8bIpa-
XeHul.

[anee npuBoantca npumep mcnonb3osaHna MIME-Tunoe ans peanusauumn onpegeneHHom
nonuTukmn 6e3onacHOCTM A4OCTyNa k BebG-pecypcam.

HonycTtum, TpebyeTcs 3anpeTuTb COTPyAHUKAM 3arpy3Ky (CkauvMBaHuWe M NPOCMOTP B onepa-
TMBHOM pexume) hannos, cogepkallumx My3blky (ayamo), nsobpaxeHus n/vwnv sugeomarepu-
anbl. [Mpy NonbITke COTPYAHMKOB HapyLWUTb NpaBuna Heob6XxoaMMOo OTKITOHUTL 3anpoc Ha 3a-
rpy3ky dannoB 1 OTNPaBUTb Ha 3NEKTPOHHbBIN agpec agMuUHUCTpaTopa 6e30nacHOCTM yBEAOM-
neHne o HapyuweHun npasun. MNMpun atom npegnonaraetcd, Yto B Solar webProxy umeertcs
rpynna AGMUHUCTPATOPbI 1 3a4aH CMMCOK 3NEeKTPOHHbIX agpecoB aAMUHUCTPATOPOB.

[na peanusaumm gaHHON NOAUTUKN agMUHUCTpaTopy 6e3onacHOCTM HeOBX0ANMO C MOMOLLBIO
Beb-mHTepdenca Solar webProxy BeINONHUTL criegyolime encTBus:

Cosgatb rpynny nonb3oBatenen (Hanpumep, CoTpyaHukun) n 4obasuTb B Hee Nornb3oBare-
nen, Ans KOTopbiX AOMKHA OblTb 3anpelueHa 3arpy3ka ¢annoB, cogepXalimx My3blKy
(ayamo), nsobpaxeHusi W/unvn smgeomatepuansl.

,uJ'IFI paHee CO30aHHOM rpynnbl nonb3oBarenen co3gaTtb npasuio 3anpeu4e|-||-|b|e AdHHbIe
1 npuy noMoLLM paClUMpPEHHbIX HAaCTPOEeK 3aaaTtb cneayrowme Tunbl d)aIZJ'IOBZ

Ayavo
Buaeo
N3obpaxeHns

BbibpaTb WabnoH cTpaHuubl, KOTOPYH AOSMKEH BUAETL NOMb30BaTENb, HAPYLUMBLUWIA MNONN-
TMKy 6e30nacHOCTW.

BbibpaTb WabnoH yBeaOMMNEHNSs O HApPYLLUEHUN NpaBuIl, KOTOPOE AOMKHO OTNPaBNATLCS
agMUHUCTpaTopy GesonacHocTu.

B gaHHoM wabnoHe yBegomMneHnsa MoryT ObiTb UCMOMb30BaHbl NOACTAHOBOYHbIE CUMBOSIbI,
nogpobHoe onucaHmne KoTopbiX NpuBeaeHo B pasgene Mpunoxernue C., Ucnonb3oeaHue
no9dcmaHO80YHbIX CUME0JIOS.

MNpumeHnTb (OBHOBUTL) MONUTUKY.

,D,J'Iﬂ NpoOBEPKN HOBOW NONUTUKM B6E30MACHOCTM MOXHO I'IOI'IpO6OBaTb 3arpy3nTb V|306pa>|<eHV|e,
ayano- unu Bwp,eocbaﬁn. Ecnu nonutuka BbINONHAETCA KOPPEKTHO, AO0JKHa NoABUTLCA CTpa-
Huhua C COO6LIJ,eHI/IeM O 3arnpeTte 3arpy3ku, a Ha SHeKTpOHHbIVI agpec agaMMHUCTpaTopa Gesonac-
HOCTW OOJTXHO ﬂpI/IIZTVI yBegoMI1eHne 0 HapyLieHUn npaBurl.
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Bonee nogpoGHyo uHdopmaumio o MIME-Tunax MOXHO NpOCMOTpPeTb B [IpusioxeHuu
«CnpasoyHuk MIME-murnoe» gokymeHTa Pykoeodcmeo rio ycmaHOo8Ke U HacmpoukKe.

237



OUNBTPbl PecypcoB, KNIOYEBLIX CNOB, TUMOB AaHHbIX, PacLUMPEHWIA U 3arofloBKOB MOryT UC-
nonb3oBaTh 4S5 NOUCKa He TONbKO MOACTPOKU, HO U perynspHble BbipaxeHus. B otnuune ot
NPOCTOM CTPOKM, B PErYNSPHOM BbIPaXXeHUM MOTYT NPUMEHATBLCS AN CPaBHEHMWS crneLmanbHble
cumBonbl: $ A . * + ? []\. Ux elle HasbiBalOT MeTacMMBONamu.

I'IpM MCnosfib3oBaHUN perynAapHbIX Bblpa)KeHMIZ He crnefnyert yKa3biBaTb B HUX npo6er|b|, TK. B
no6om crniydae OHM He 6yﬂ,yT Yy4nTbIBaTbCA (B pe3ynbrarte Toro, 4YTo peryndapHblie BblpaXeHund
NPUMEHAIOTCA Nnocne TOKGHVISGLI,I/WI).

Ta6bn. B.1. OnucaHne metracMumMBOsOB

MeTacumBon Ha3Ha4yeHue

. (Touka)

CneumanbHbI 3HaK, KOTOpPbIN CcooTBETCTBYET J'I}060My OAWMHOYHOMY CMMBOIY, 3a UC-
KInro4YeHnem nepeBoaa CTPOKU

* (3Be3pgoyka)

MoCTMKCHBI OrepaTop, KOTOPbIM 03HAYAET, YTO NpeablayLiee PErynspHOe Bbipaxe-
HWEe JOMKHO BbITb MOBTOPEHO CTOSLKO pas, CKOMbKO 3TO BO3MOXHO. Hanpumep, Bbl-
pakeHue .* COOTBETCTBYET 06O NOCNenoBaTeNbHOCTM CMBOMOB, HE CoaepXKaLlen
NepeBooB CTPOKM

+ (nntoc) O3sHa4aer, 4YTo CTosLLee nepes HAM BbipaXKeHUe JOMMKHO NOSABUTLCA OAMH unu 6onee
pa3. Hanpumep, BbipaxxeHne bo+m cooteetrcTByeT bom, boom, booom n 1.4
? (Bonpoc) Onepatop, KOTOpbI O3HAYaeT, YTO NpeablayLiMin CUMBON UMW BblpaxeHue (Mpu uc-

Mosib30BaHUM rPYNMMPOBKX) AOSMHKHO NOSABUTLCA OAUH Pas3 Uin HWU OAHOro pas3a. Beipa-
xeHue file\.jpe?g bynet cootBeTcTBOBaTH CTpokam file.jpg u file.jpeg

[1 (kBagpaTHble ckOGKM)

Cnyxat ansi ykasaHus Habopa 3HakoB, KOTOPbIM MOXET COOTBETCTBOBAaTb CUMBOJI.
Hanpumep, [abcd] cootBeTcTBYeT nob6omy u3 cumsornos a, b, ¢ u d. BeipaxeHue
[ab]* 6ynet cooTBeTCTBOBaTHL MOGOM KOMOMHALMM NOAPSLA UAYLLMX CUMBOMOB a U b
NpPOWn3BONbHOW ANUHBLI. Kpome Toro, B ckobkax MOryT 3aaBaTbCs MHTEpBasbl: Bbipa-
XeHwue [a-zA-Z0-9] cooTBeTCTBYET NMOOOMY M3 CMMBOMOB NAaTUHCKOrO andasuta B
BEPXHEM WU HKHEM PErUCTpe, a Takke ntobon aecatnyHom undpe ot 0 go 9

"1

KoHcTpyKumns, NnpoTMBoMnonoxHasa npegpigylien. Mcnonb3yetca Ansg ykasaHus Toro,
4YTO He OOMMKHO coaepXaTbCs B CTpoke. BoipaxeHne [*0-9] cooTBeTCTBYET NOGOMY
cumBony, kpome uncp ot 0 o 9

CumBon ans o603HayYeHns Hadana CTPoKu

$ CumBon ana 0603Ha4YeHus1 KoHLa CTpoku. Takum o6pa3om, A$ cooTBETCTBYET NyCTON
ctpoke, a AHOMES$ — cTpoke ¢ eauHcTBeHHbIM crniosom HOME
\ BbinonHseT ABe yHKUMW: OTMEHSIET AENCTBKE cneLmarnbHbIX CMUMBOSIOB, MpeBpaLlasi

nX B 0ObIYHbLIE CUMBOITbI (ﬂ,aHHaﬂ onepauna Ha3blBaeTCcAa 3KpaHUPOBaHUEM CVIMBOJ'Ia),
1 BBOOUT OONONTHUTENbHbIE cneunanbHble KOHCTPYKUNN, TaKne Kak:

\n — nepeBoOg CTPOKY;
\r — BO3BpaT KapeTku;
\t — Tabynauus;

\\ — yctaHoBka cumBona \ 6e3 yHKLNM IKPaHNPOBAHMS CYMBOIOB

O3HauaeT BbIbOp ogHOro n3 BapuaHToB. BeipaxeHue alphalbetaj]gamma 6yanert co-
oTBeTCTBOBaTh Nntobor n3 ctpok alpha, beta 1 gamma
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anIHO)KEHVIe C. Acnonb3oBaHMe NoACTaHOBOYHbLIX CUMBOJSIOB

I'IpM (bOpMI/IpOBaHI/WI LwabnoHoB yBEOOMUTENBbHbLIX CTPAaHUL, MOTYT MCNONMb30BaTbCA NOACTAHO-
BOYHbl€ CMMBOIJbI, pa3MellaemMblie cpean CTaTU4HOro TeKCTta B wabnoHe. Ha atane d)OpMVIpO-
BaHNA KOHKPETHOro yseaomMmneHna nogcrtaHoBOYHbIE CUMBOJ1bI 3aMEHAKTCA pealibHbIMU 3HaA-

YEHNAMN.

Taobn. C.1. OnucaHne noacTaHOBOYHbIX CUMOBOJIOB

CumBon

${CATEGORY}

HasHnauyeHune

OnucaHune cpaboTaBLUMX KaTeropui pecypca

${CATEGORY_TRIGGRED}

OnucaHve KaTeropun, KoTopble coBnanu ¢ ycnoBmeMm npasuna B NOJINTUKE
6e3onacHocTu. NMomumo HOMEpPOB NepeaarTCH TakKe ONMCaHNS KaTeropum.
KaTeropmu B nepeyHe pasgensarTcs 3ansTon

${COMMENT} Tunbl 1 UMEHa COBMNAaBLUNX 3NIEMEHTapPHbIX NPOBEPOK

${CONDITION} Mmsa cpaboTasLuero npasunia NonMTukun

${CONFIRM} MopcTaHOBOYHBIM CMMBOJS1, BMECTO KOTOPOro Ha CTpaHuue oTobpaxaetcs
KHOMKa C Hagnmcbto «confirmy»

${DATATYPE} Tun nepegaBaeMbIxX AaHHbBIX Kak 3anpoca, Tak u oteeta. Npumep: request:
application/x-empty, response: image/jpeg

${DATE} [ata n Bpemsi o6paboTku 3anpoca

${GROUP} WaeHTndpmkaTop rpynnel nonb3osatenen Solar webProxy, k kotopon npu-

HaONEeXWT AaHHbI nonb3oBaTenb

${IP-ADDRESS}

IP-agpec MaluvHbl, C KOTOPOW NOCTYNUN 3anpoc

${LOGIN} Nms yyeTHom 3anucy nonb3osatens Solar webProxy

${POLICY} HasBaHue nonuTukm, ncnonb3yemon npu obpaboTke 3anpoca, B none yka-
3bIBAOTCH BCE NMPUMEHEHHbIE NONUTUKM Yepes pasgenutenb «/»

${REALNAME} [aHHble M3 UCTOYHMKa ayTeHTUdUKaLMM, eCnn AaHHble OTCYTCTBYIOT, TO
NOACTABMSAETCA UMSA YY4ETHOW 3anncu

${URL} URL pecypca, 3anpoLleHHOro nofb3oBarenem

Ecnun noactaHoBKka Kakoro-nmbo M3 CMMBOMOB He MOXET ObiTb BbINOMNHEHA, BO3BpaLlaeTcA

3HayeHne OTcyTCTBYET.

Ta6n. C.2. I'Iepequb noaACTaHOBOYHbLIX CUMMBOJIOB AJ1A NOKa3a TeKyLiunx 3Ha4YeHun pacxoga

Tpachmka nonb3oBaTens

CumBon HasHauyeHue

${TRAFFIC_REQUEST_DAY}

Mexopawmn Tpadumk B eHb

${TRAFFIC_REQUEST_DAY_LIMIT}

[onycTnmbin NIUMUT NCxoasLLero Tpaduka B AeHb

${TRAFFIC_REQUEST_HOUR}

Mcxopawmm Tpadumk B Yac

${TRAFFIC_REQUEST_HOUR_LIMIT}

JonycTnmbin nMMUT ncxoasLuero Tpaduvka B Yac

${TRAFFIC_REQUEST_MONTH}

Mexopawmm Tpadumk B mecsl,

${TRAFFIC_REQUEST_MONTH_LIMIT}

[onycTnmbin NIUMUT NCXOAsLLEro Tpaduka B MecsLy

${TRAFFIC_REQUEST_WEEK}

Mcxopawmm Tpadumk B Heaento

${TRAFFIC_REQUEST_WEEK_LIMIT}

[onycTmbin NMMUT UcxoasLuero Tpadvka B Hegento

${TRAFFIC_RESPONSE_DAY}

Bxogawmn Tpaduk B eHb

${TRAFFIC_RESPONSE_DAY_LIMIT}

[JonycTnmbin NnUMUT BXogsLLero Tpaduka B AeHb

${TRAFFIC_RESPONSE_HOUR}

Bxogsawwmn Tpaduk B Yac

${TRAFFIC_RESPONSE_HOUR_LIMIT}

Jonyctnmbin numMuT BxogsLLero Tpadumka B Yac

${TRAFFIC_RESPONSE_MONTH}

Bxogawmn Tpaduk B mecsl,

239




CumBon

${TRAFFIC_RESPONSE_MONTH_LIMIT}

Ha3sHayeHue

[onyctnmbin numMuT BXogsLLero Tpadurka B Mecsy,

${TRAFFIC_RESPONSE_WEEK}

Bxopsawmin Tpaduk B Hegento

${TRAFFIC_RESPONSE_WEEK_LIMIT}

[onycTnmbin NnUMUT BXogsLLero Tpaduka B Hegernto

O SOLAR
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B aToM npunoxeHun npueeaeH nepeyveHb metogos HTTP-npoTokona, koTopble nogaepXveaet
Solar webProxy, n nx onucaHwue.

Ta6n. D.1. OnucaHue nogpepxmnBaembix metogoB HTTP-npoTokona

CONNECT

[ns ucnonb3oBaHns BMeCTE C MPOKCU-CepBEPaMU, KOTOPbIE MOTYT AMHAMMWYECKM NEPEKITI0YAaTLCA
B TYHHENbHbIN pexum SSL

COPY

MpenHasHaueH Ans co3aaHnsa Konuu pecypca, 3agaHHoro ¢ nomollbio URI. MeTog KonmpyeT Kak
pecypcebl, Tak 1 Konnekumm

DELETE

YpansieT ykasaHHbIn pecypc

GET

3anpaluvBaeT coaepXXMMOoe yKasaHHOro pecypca. 3anpalumnBaeMbivi PeCypc MOXET MPUHMMAaTh
napameTpbl (HanpUMep, NOMCKOBas CUCTEMa MOXET NPUHUMATb B Ka4eCTBE NapameTpa UCKOMYH
CTPOKY). OHun nepepatwTcs B CTpoke URI (Hanpumep:
http://www.example.net/resource?param1=value1&param2=value2). CornacHo ctaHgapty HTTP,
3anpocbl Tuna GET cunTaloT naemMnoTeHTHbIMU — MHOFOKPaTHOE NMOBTOPEHME OHOrO U TOTO Xe
3anpoca GET pomkHO NpuBOAMTL K OQUHaKOBBIM pe3ynbratam (Mpu ycroBuu, YTO cam pecypce
He M3MEHWICA 3a BpeMs Mexay 3anpocamu). TO NMO3BOMSET KILLIMPOBaTh OTBETHI HA 3anpochl
GET

LOCK

MpegHasHayeH ons 6noknpoBkM gocTtyna nboro Tuna. briokmpoBka BNNSIET U Ha pecypcbl, U Ha
konnekuun. Ecnm 3abnokmpoBaH pecypc, TO U BCE ero CBOWCTBA TaKke ABMNSAITCA 3a6noknpoBaH-
HbIMU

MKCOL

MpegHasHaveH ons co3gaHusa HOBOW Konnekuuun. B cnenywouemMm npuMmepe KnnueHT HanpasndeTt
cepBepy 3anpoc Ha co3gaHue Konnekunn

Iwebdisc/xfiles/

MKCOL /webdisc/xfiles/ HTTP/1.1
Host: www.server.org

B oTBeTe cepBep coobLuaeT, YTO KONMeKkums co3gaHa:

HTTP/1.1 201 Created

MOVE

dyHKUMOHUpPYET aHanorm4Ho metogy COPY 3a UCKnoYeHnem Toro, YTo Nocne KONMMpoBaHUSi Pecypc
yaansercs

OPTIONS

BosBpaluaet metogsl HT TP, koTopble nogaepxvMBaloTcs cepBepoM. TOT METOS MOXET CNY>XUTb
Onsi onpeneneHnsi BO3MOXHOCTeW Be6G-cepBepa

PATCH

AHanornyeH metogy PUT 3a vckntodeHMEM TOro, YTO CYLLHOCTb COAEPXWUT CMUCOK pasnvyuin
Mexay UCXOAHOW Bepcuen pecypca, naeHTuduymnposaHHoro 3anpawmnsaemsim URL, u cogepxu-
MbIM, KOTOPOE AOIMKHO MMETb pecypc nocrie BbidoBa PATCH

POST

MepenaeT nonb3oBatenbCckne AaHHble (Hanpumep, 3 HTML-chopmbl) 3agaHHoMy pecypcey. Ha-
npumep, B 6brorax nocetuteny obbIMHO MOryT BBOOUTbL CBOM KOMMEHTapum K 3anncsam B HTML-
dopmy, nocne yero oHn nepegatorcs cepsepy merogom POST m nomeliaroTcs Ha CTpaHuuy.
Mpu atom nepegaBaemMble AaHHbIE (B NpuMepe ¢ 6noramMmm — TEKCT KOMMEHTapUs) BKITHOYAOTCS
B Teno 3anpoca. B otnnune ot metoga GET, metog POST He cumTaetrcs maemMnoTeHTHbIM, TO
€CTb MHOrOKpaTHOe MOBTOPEHMNE OOHMX U Tex xe 3anpocoB POST MoxeT Bo3Bpallatb pas3Hble
pesynbsTtaThl (Hanpumep, Nocrne KaXaon OTNpaBku KOMMEHTapus ByaeT NosBnNATLCS ogHa Konust
3TOro KOMMEHTapusl)

PROPFIND

MpeaHa3HaveH Ana nony4yeHus CBOVCTB pecypca, uaeHTuduLumpoBaHHoro danpatumsaembiv URI.
MeToa MOXHO Mcnonb3oBaTh ANs NONYyYEeHUS CTPYKTYPbI KONMEKUMN Ui AepeBo KaTanoros

PUT

3arpyxaet ykasaHHbIN pecypc Ha cepeep
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UNLOCK

MpenHasHayeH onsa cHATUSE BNokupoBKM € pecypca. [ns dopmupoBaHus 3anpoca Tpebyetcs
URI pecypca u 3HaveHue opaquelocktoken cospaHHon paHee 6nokupoBku. [Npumep cHATUA
ONOKMPOBKMU:

UNLOCK /1234 .html HTTP/1.1
Host: www.host.ru
Lock-Token: <opaquelocktoken:e71d4fae-5dec-22d6-fea5-00a0c91e6bed>

OTBeT cepBepa NoKasbIBaET, YTO 6J'IOKl4pOBKa Obina yCneLwHOo CHATa:

HTTP/1.1 204 No Content
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MpunoxeHue E. NepeyeHb hunbTpoB ans oopmupoBaHus

oT4yeToB

Tabn. E.1. OnucaHue napameTpoB ¢hunbTpaumm 3anpocoB ANA cbopa CTaTUCTUKU

duneTp

HasHauyeHue dunb-
Tpa

3HauyeHue

MpumeyaHue

OcHOBHbIe OUNLTPBI

Mepnog

Mo3sonser BbIbpaTh
BPEMEHHOW AMana3oH, 3a
KoTopbIn  dhopmMupyeTcs
oTyeT

[ata n Bpemsi Ha4ana v OKOH-
YaHus cbopa wHdOpPMaLUN.
BpemeHHoOn nepuop cnepyet
yKasaTb C MOMOLLbIO KaneHaa-
psl, BCTPOEHHOIO B OTYET

Pabota c¢ kaneHgapem nogpo6bHO
onucaHa B pasgene 7.2.2.2. [1na Bcex
KaTeropuin OoT4eToB 3agaetcs Mo
ymon4yaHuto nepwog B 7 gHen. Ctatu-
CTUKa Ans kateropum ot4eToB XKyp-
Han 3anpocoB cobrpaeTcs 3a CyTKU.

TOM

MosBonsieT orpaHnYnTb
KOMYECTBO OOBEKTOB, MO
KOTOpbIM  chopmmpyeTcs
cTaTucTUKa

YKaxuTe 4mcno BPYYHYHO nUnun
C NMOMOLLbIO CHEeTHUKa

3HayeHune no ymonyaHuo — 25.

CopTupoBatb no

Mo3BonseT copTnpoBaTb
AaHHble MO pPa3fnYHbIM
napameTpam

C NOMOLLIbIO CYETYMKA MOXKHO
OTCOpPTMPOBaTh MHGOPMALUIO
B OTYETE NO BO3PACTAHUIO UIU
ybbIBaHMIO

Bbl moxeTe oTcopTMpoBaTb
MHpopMauuio B OTYeTE, B
pacKpbIBaOLLEMCS CNNCKE Bbl-
OGpaB 0OHO 13 3Ha4YEeHUN:

° KOHVI‘-IECTBy 3anpocoB;

o Ob6Bbemy
Tpacumka;

ucxopgsiwero

o 0OO6Bbemy BxogsLero Tpa-
cduka

CopTupoBKa KonmnyecTsa 3anpocos,
obbema UCXoasLLEro U BXoasLLEero
Tpaduka no BO3pacTaHuio Unm yobl-
BaHuto. Mo ymonyaHuo copTUpOBKa
yCTaHOBMeHa no ybbiBaHuWIO.

3anpocsbl

Mo3BonsieT oTchuneTpo-
BaTb [J@HHbIE MO onpeae-
NEHHbIM NapaMmeTpam

BbiGepuTe 3HaueHue B packpbl-
BalOLLEMCS CMUCKE:

e Bce;
o PaspelueHHbl€;
o 3abnokMpoBaHHbIE;

e Bce (6e3 TexHuueckoro
Tpaduka);

o PaspeleHHble (6€3 TexHU-
yeckoro Tpaduka);

e 3abnokupoBaHHble  (6e3
TeXHW4YecKkoro Tpadguka)

B 3aBMCHMMOCTY OT BbIGpaHHOTO 3Ha-
YeHusi UnbTpa MOXHO OTOBpasnTb
JaHHble Mo paspeLLeHHbIM U 3abro-
KMPOBaHHbIM 3anpocaM, a Takke no
BCEM cpaasy.

Takxke Bbl MOXeTe 0TOOpa3nTb AaH-
Hble MO yKasaHHbIM BbILLE BUAaM 3a-
NPOCOB, TOMBKO C UCKITHOYEHNEM TEX-
HMYecKoro Tpaduka (NnarvMHoB CoLm-
anbHbIX CETEN, KOHTEKCTHOW peKrambl
nTAa.).

dunbTpbI

no Kateropnam n Tmnam oT4eToB

Pecypchbl

Mo3BonseT ykasatb pe-
cypcbl (nogpobHee cwm.
pasgen 6.5.5.3, nocewae-
Mble nonb3oBaTenamMm

3HayeHue criegyeT  BBECTU
BPYYHYHO

Bl MOXeTe yKa3aTb HECKOMbKO pecyp-
COB WINKN Jaxe CrUCoK pecypcoB, Ko-
TOpbIE NEpPeYMCIIEHbI YEPE3 3anATyIo.
Hanpumep, ckonvMpoBaTb CNUCOK U3
TEKCTOBOro pedaktopa. Kaxabin pe-
CypC onpefensieTcs Kak OTAenbHbIN
anemMeHT. CTaTucTuka no Kaxgomy
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dunsTp

HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

Tpa

pecypcy bynet otobpakeHa B OTAeNb-

HOM Habope BUOKETOB.

Kateropum pecyp-
coB

Mo3Bonser ykasaTtb kaTe-
ropumn pecypcoB, Ha KOTo-
pble ObiNM BbIMNOMHEHbI
3anpocbl OT YyKa3aHHbIX
NepCoH/rpynn NEPCOH Unn
IP-appecoB MCTOYHUKOB

3HayeHue cniegyet BblbpaTh B
packpbIBaloLLEeMcs Cnmcke

MoxxHO BbIbpaTb HECKOMNbKO KaTero-
puii pecypcoB. CTaTucTika No Kax-
JOW Kateropun pecypcoB Oyaet
oTobpaxeHa B oTgenbHoM Habope
BWKETOB.

[epcoHbl

Mo3sonser YKasaTtb nep-
COH, MO KOTOpbIM crneayeTt
COGpaTb CTaTUCTUKY

3HayeHne MOXHO BBECTU
BPYYHYIO U BbIGpaTh B packpbl-
BaloOLLEMCS CrINCKe

Mownck 3anyckaeTcs npu BBOAE Nep-
BOrO CUMBONA U BEAETCH aHANOrM4Ho
noucky B none lMowuck (nogpobHee
cM. pa3gen 5.6). Mpu atom unwyTea
TOMbKO Te NMePCOHbI, B AaHHbIX KOTO-
pbIX MMeeTCA COBNageHue Ha4vanb-
HbIX CMMBOSIOB C BBeAEHHbIMKU. Ha-
npumep, B amunmn, UMeHn u/unm
OOIMKHOCTH.

MoXHO ykasaTb HECKOMbKO MEPCOH.
CratucTuka no Kaxxgomn nepcoHe oy-
Oet otobpaxeHa B oTaernbHOM Habo-
pe BUOXETOB.

Ipynnbl nepcoH

lMosBonseT ykasaTb rpyn-
Mbl MEPCOH, MO KOTOPbIM
MOXHO CObpaTb CTaTUCTU-

Ky

3HayeHne MOXHO BBECTU
BPYYHYHO 1 BbIGpaTh B packpbl-
BaloLLEeMcs crivcke

Mounck 3anyckaeTcsa npu BBOAE Nep-
BOro CMMBOSa 1 BeAEeTCs aHanorm4Ho
noucky B none Mouck (nogpobHee
cM. pasgen 5.6). Mownck nget Tonbko
no TEM rpynnam MepcoH, B AaHHbIX
KOTOpbIX MMeEEeTCHA coBnageHne Ha-
YanbHbIX CUMBOJIOB C BBEAEHHLIMU.
Hanpumep, B HazBaHuu rpynnbi.

Bbl  moxeTte YKa3aTb HEeCKOJIbKO
rpynn. CratncTuKa no Kaxxaom rpynne
nepcoH 6y,u.eT 0T06pa)K6Ha B OoTAEelb-
HOM Ha6ope BUOXETOB.

IP-apgpeca ncrou-
HUKOB

MosBonser ykasatb IP-
agpec nnu gnanasoH IP-
afpecoB MUCTOYHMKA®, OT
KOTOpbIX ObINM 3anpockl
K BbIOpaHHbIM pecypcam,
KaTeropvsiMm pecypcoB u
T.0.

3HaueHne BBOAUTCS BPYUHYIO

MoxxHO ykasaTb Heckonbko IP-agpe-
coB. CtatucTtuka no kaxagomy IP-ag-
pecy UCTOYHMKa OyaeTt oTobpaxeHa
B OTAENbHOM Habope BUOKETOB

UckntoumnTs pecyp-
Cbl

[o3BonsieT UCKNoUYUTbL U3
OTYeTa pecypchbl 1 cBefe-
HWS O HUX AN MUHUMKU3a-
LMK NOMNyYeHHbIX AaHHbIX

3HaueHne BBOAUTCSH BPYUHYIO

Bbl MoXeTe ykasaTb HECKOIbKO pecyp-
coB

Tunbl gaHHbIX

lMo3sonser YKasaTb TUnbl
nepegasaeMblX UK Nnosy-
YaeMbIX nonb3oBarternem
AaHHbIX

BbiGepuTe 3HaueHWe B packpbl-
BaloOLLEMCS CrINCKe

Bbl MoXeTe BblOpaTb HECKOMNBKO TH-
MOB AaHHbIX. CTaTUCTMKA MO KaXKZoMY
TUNY AaHHbIX Oynet oTtobpaxeHa B
oTaensHoM Habope BUOKETOB.

Yanbi
Lmmn

unbTpa-

MosBonsieT BbIGpaTh y3-
nbl unbTpaumn, Yepes
KoTopble UAeT Tpaduk

BbiGepuTe 3HaueHMe B packpbl-
BaloLLEMCS CTIUCKE

Mpy HanMuMM HEeCKONbKMX Y3MoB
UnsTpauun Bbl MOXETE BbibpaTh UX
Bce. CTaTucTvka Mo Kaxgomy yany
6ynet otobpaxkeHa B OTAENbHOM Ha-
6ope BMIKETOB.
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dunsTp

HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

Tpa

BaTb CBEAEHMS MO KOH-
KpeTHomy kogy HTTP-oT-
BeTa

KonoHku Mo3sonser ccopmupo-|Beibepute ogHo nnu Heckonb- | OTobpaxeHne B OTAEMbHbLIX KOMOH-
BaTb HAabOp KOJOHOK Ta- |KO 3Ha4YEeHUN: Kax Tabrmupbl crneayroLLmMx CBeAEHNI:
6nvubl XKypHana 3anpo-
coB: ortoGpasutb wunm|® HTTP-kop; ® KOf OTBETA NPOTOKONA;

CKpPbITb Kakue-nmbo Ko-
LAY e [lpoTokon; ® MpOoTOKONa;
o HTTP-referer; © 3arofioBKa 3anpoca;
e |P-agpec MCTOYHWMKa; e |P-agpeca UCTOYHMKA;
e URL 3anpoc; e URL 3anpoca;
e URL napameTpbl; e URL napameTtpawm;
o URL nyTb; o URL nytu;
e User-Agent; e User agent;
e [pynnsbl; e rpynnam nepcoH;
e [lpaBuna MNonutuku; ® paBusiamM MosIMTUKKY;
e Pesynsrat npoBepky; e pesynbTaTa NpoBepKuU;
e Cnow Nonntuku; ® CIosIM MOSNUTUKW;
e Cratychl unbTpaumm e cTaTycam unbTpauun.
Mo ymonyaHuio ounsTpy NPUCBOEHBDI
3HavyeHns URL nyTb, URL napameT-
pbl, URL 3anpoc. Yoanutb ux He-
nb3s.
HTTP-kog lMo3Bonser oTcopTupo-|3HadyeHne BBoAUTCA BpyyHyto | OToBpaxatoTcs cBeAeHMS MO KOHKPET-

Homy HTTP-koay.

Twvn npoBepkn

MosBonseT oOTCOPTUPO-
BaTb CBEAEHUs O 3anpo-
cax Mo KOHKPETHOMY Ty
NpoBEepKM

BbiGepuTe 3HaueHMe B packpbl-
BalOLLEMCS CMUCKE:

e Twun paHHbIX;

o MeTtop;

o 3aronoeku;

e [loprT;

e [lpoTokon;

o URL pecypca;

e Karteropus pecypca;

o Knwouyesoe cnoso B URL
pecypca;

e Knio4yeBoe crnoBo B Tene
pecypca;

e Pacnucanue;
e Paswmep;

o AHTMBUPYC;

B 3aBMCHMMOCTY OT BbIGpaHHOTO 3Ha-
YeHusi PUnbTpa MOXHO OTOBpPasnTb
JaHHble Mo TUMY NPOBEPKU 3aNpPOCOB.

Hanpumep, BbliOpaB  3HayeHue
dunstpa AHTUBMpPYC, B XypHane
3anpocoB OyayT oTobOpaXkaTbcs cBe-
[OeHns O 3anpocax, KOTopble OTHOCAT-
CS TONbKO K 3TOMY TUMYy MPOBEPKMU.
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duneTp

HasHauyeHue dunb-
Tpa

3HavyeHue

MpumeyaHue

e Jlumut Tpaduka;

e [P ncrtoyHuka;

o [lonb3oBarens;

e [pynna;

e 3anpoc nogTBepXOeHUE;
e ApXuBMpPOBaHWUE;

o AtpubyTbl hanna

Jlnmnt

Mo3Bonser orpaHnynTb
KonuyecTtBo otobpaxae-
MbIX OO BEKTOB B MHTEPE-
benice cuctembl

YKaxuTe 4mcno BPYYHYHO nUnn
C NMOMOLLbIO CHEeTHUKa

MakcumanbHoe Konu4ecTBo oTobpa-
xaemblx pesynsratoB — 10 000.

3HauveHune no ymonyanmio — 500.

Pexxum npokecu

MosBonsieTr oTCOpPTMPO-
BaTb CBEAEHMWS O 3anpo-
cax, B 3aBWCMMOCTU OT
pexnma paboTbl MPOKCK-
cepBepa

BbiGepuTte 3HaueHne B packpbl-
BaloLLLEMCS CTMCKE:

o Bce;
o [lpamon pexum;

e OOGpaTHbI pexum

B 3aBucumocTu ot BbIGpaHHOIO 3Ha-
YeHnst unneTpa, MOXHO 0TOOPas3nTb
JAaHHble npu paboTe npokcu-cepeepa
B NPSIMOM MK B 06paTHOM pexume,
a Takke no BCeM cpasy.

Mo ymonyaHuio BbIGpaHO 3Ha4YeHue
Bce.

IP-appec cepsepa
Ha3Ha4YyeHust

Mossonser ykasatb |IP-
agpec nnu gnanasoH IP-
apecoB CepBEPOB Ha3Ha-
YeHusl, KoTopbiM 6binu
HanpasreHbl 3anpochbl

3HaueHve BBOAUTCS BPYYHYHO

Ykaxute Heckonbko IP-agpecos.
Cratuctuka no kaxgomy |IP-agpecy
cepBepa HasHaveHus byaoeT otobpa-
XeHa B oTaenbHoM Habope Buaxe-
TOB.

al‘lou WUCTOYHMKOM noapasymMeBaeTCa JfioKanbHaa MallnHa nonb3oBaTterns, C KOTOpOVI OH BbIXOAUT B MHTepHeT.

O SOLAR
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O6Lwme cyuHocTu:

UID: ctpoka Bnaa "48d10ab1-f3db-4c64-825a-b6¢c3a8alccee”
LocalDateTime: nokanbHoe Bpemsi cTpoka Buaa "2022-03-16T14:29:04.019819"
ModificationInfo: o6bekT
author: cTpoka
date: LocalDateTime
Trail: oObekT
creation: HeobGszaTenbHbIN ModificationInfo
modification: ModificationInfo
PortRange: o6bekT
begin: uenoe 4ncno
end: uenoe 4ymcno
InformationVolumeUnit: ogHa n3 cTpok
g
"KB"
"MB"
"GB"
"TB"
InformationVolume: o6bekT
number: uenoe 4ncro
unit: InformationVolumeUnit
FileSizeRange: o6bekT
from: Heobs3aTenbHbIN InformationVolume
to: HeobasaTenbHbIN InformationVolume
InstructionSource: oanH U3 o6bLEKTOB
SubnetMask
"type" : cTpoka "SubnetMask"
value: cTpoka ¢ Mackou noacetu
MacAddress
"type" : ctpoka "MacAddress"
value: ctpoka ¢ MAC-agpecom
IpLiteral
"type" : ctpoka "IpLiteral”
"begin" : cTtpoka Buga "10.8.67.65"
"end" : ctpoka Buga "10.8.67.65"
IpReference
"type" : cTtpoka "IpReference"
"id": UUID
Person
"type" : cTtpoka "Person"
id: UUID
Group
"type" : cTtpoka "Group"
id: UUID
NonAuthenticated
"type" : ctpoka "NonAuthenticated"
InstructionDestination: oguH n3 o6bekToB
UrlLiteral
"type" : ctpoka "UrlLiteral"
value: ctpoka URL
UrlReference
"type" : ctpoka "UrIReference"
"id": UUID
UrlCategoryReference
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"type" : ctpoka "UrlCategoryReference"
"id" : yncno - Homep KkaTeropun
SubnetMask
"type" : ctpoka "SubnetMask"
value: cTpoka ¢ Mackow noaceTu
IpLiteral
"type" : cTpoka "IpLiteral"
"begin" : cTtpoka Buga "10.8.67.65"
"end" : ctpoka Bnga "10.8.67.65"
IpReference
"type" : ctpoka "IpReference”
"id": UUID
PolicyltemUnitCommon: o6bekT
id: UUID
comment: HeobsA3aTenbHasa cTpoka
maybeTrail: Heob6A3aTenbHbIV 06bEKT Trail
Method: ogHa 13 cTpok
"options"
"get"
"head"
"post"
"out”
"patch"
"delete"
"trace"
"connect"
"link"
"unlink"
"mkcol"
"lock"
"unlock"
"copy"
"move"
"proppatch"
Where: ogHa u3 cTpok, Heobsa3aTtenbHas
"request"”
"response”
creation: HeobsizaTtenbHbIA Modificationlnfo
modification: HeobsizaTtenbHbIN ModificationIinfo
IpUnit:: obbekT
begin: cTtpoka
Banuaartop org.apache.commons.validator.routines.InetAddressValidator
end: cTpoka
Banuaartop org.apache.commons.validator.routines.InetAddressValidator
id: UUID
comment: HeobsA3aTenbHasa cTpoka
creation: HeobsizaTtenbHbIA ModificationInfo
modification: HeobsizaTtenbHbIN ModificationIinfo
Protocol: ogHa 13 cTpok
"http"
"https"
llftpll
FilterInstructionConditions: o6bekT
source: MaccuB pasfinyHbIX CTPOK
InstructionSource
destination: maccmB pasnnyHbIX CTPOK
InstructionDestination
protocols: MaccmB pa3nuMyHbIX CTPOK
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Protocol

methods: maccuB pa3nuyHbIX CTPOK
Method

ports: MaccuB pasnmyHbIX CTPOK
PortRange

fileFormats: maccuB pasnnyHbIX CTPOK

files: maccuB pasnnyHbIX CTPOK
UuID

fileSizeRange: obbekT FileSizeRange (MoxeT 6biTb NycTbIM)

keyword: HeobsizaTenbHbIi 06beKT KeywordReference
id: UUID
threshold: uenoe uncno
tika: nutepan
filterHtmIAsis: nutepan
ignoreDuplicate: nutepan

headers: maccuB pasnuyHbIX CTPOK
UuID

schedules: maccuB pasnnyHbIX CTPOK
UuID

quotas: MaccuB pasnU4HbIX CTPOK
UuID

FilterRule: o6bekT

name: cTpoka

enabled: nutepan

conditions: FilterInstructionConditions

id: UUID
action: MainFilterAction - oauH 13 oobekToB
Nothing
"type": "nothing"
Deny
"type": "deny"
"template": UUID
Confirm

"type": "confirm"

template: UUID

interval: o6bekT Expirelnterval

number: Yyucno
unit: cTpoka

Redirect

"type": "redirect"

url: ctpoka

keepQuery: Heobs13aTeNbHbIV NUTEpan
Allow

"type": "allow"
AllowAndStop

"type": "allowAndStop"
AllowProxy

"type": "allowProxy:

source: UUID
CheckCert

"type": "checkCert"

url: Heobsa3aTenbHasi CTpoka

template: Heobsa3aTenbHbI UUID

useDefaultinstruction: Heobsi3aTenbHbIA NUTEpan

additionalActions: maccuB pasnnyHbIX CTPOK

AdditionalFilterAction: oanH 13 obbekToB
Archive

"type": "archive"

249



AddHeaders

"type": "addHeaders"

source: UUID

where: Where
ModifyHeaders

"type": "modifyHeaders"

source: UUID

where: Where
DeleteHeaders

"type": "deleteHeaders"

source: UUID

where: Where

NoLog
Iltype": "noLOgll
LimitSpeed

"type": "limitSpeed"”
limit: yenoe 4ncno
unit: cTpoka
mark: Heobsi3aTenbHOE LIENoe YnCro
DetectCategory
"type": "detectCategory”
DetectDataType
"type": "detectDataType"
where: Where
Notify
"type": "notify"
source: MaccuB
NotifySource: oguH 13 o6bekToB
EmailLiteral
"type": "EmailLiteral"
value: cTpoka
HeaderActionEmailReference
"type": "EmailReference"
id: UUID
name: Heobsi3aTenbHas CTpoka
template: UUID
AddLogMarker
"type": "addLogMarker"
marker: oobekT Marker
id: Heobs3aTensHbI UUID
title: cTpoka
comment: HeobsizaTenbHas CTpoka
auditTrail: Heobs3aTenbHbIN Trail
FilterExclusion: o6bekT
name: CTpoka
enabled: nutepan
conditions: FilterlnstructionConditions
id: UUID
HeaderAction: oobekT
type: ogHa u3 cTpok
"header-adder"
"header-modifier"
"header-deleter"”
id: UUID
IcapBehavior: o6bekT
kind: o6bekT IcapActionKind oguH n3
Pass
type: "pass"”
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Block
type: "block"
template: UUID
headerAction: Heobsi3aTenbHbIN HeaderAction

<DopM3T NOJINTUK:

PolicylnOut - o6bekT
version - ctpoka "3.1.0"
lists: maccuB n3
Policyltem - ognH 13 o6bekToB
Ip
"type": "ip"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHOE norne, CTpoka
creation - Heobs3aTtenbHbI ModificationInfo
modification - Heobsa3aTenbHbIN ModificationInfo
Header
"type": "header"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHasi CTpoka
creation: HeobGs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbI ModificationInfo
HeaderUnit: o6bekT
"name"; 00bekT
"string": cTpoka
"regex": nutepan
"value": oObekT
"string": cTpoka
"regex": nutepan
Keyword
"type": "keyword"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHasi CTpoka
creation: HeobGs3aTenbHbIM ModificationInfo
modification: Heobsi3aTenbHbI ModificationInfo
keywords: maccnB 06bEKTOB
KeywordUnit
string: cTpoka
regex: nutepan
weight: nonoxurenbHoe Lenoe Yynucno
id: UUID
comment: Heobsi3aTenbHas CTpoka
creation: HeobGsi3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbIn ModificationInfo
Time
"type": "time"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHasi CTpoka
creation: Heobsi3aTenbHbIM ModificationInfo
modification: Heobsi3aTenbHbI ModificationInfo
intervals: maccuB
o6bekT TimeUnit
"beginHour": uenoe uncrno 0 - 23
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"beginMinute": uenoe uncrno 0 - 59
"endHour": uenoe 4yucno 0 - 23
"endMinute": uenoe 4ncno 0 - 59
"days": maccuB ¢ 06beKTaMU - Ha3BaHMAMW OHEN
"$variant": "Monday"
"$variant": "Tuesday"
"$variant": "Wednesday"
"$variant": "Thursday"
"$variant": "Friday"
id: HeobsasaTenbHbI UUID
comment: HeobsizaTenbHas CTpoka
maybeTrail: Heobs3aTenbHbIV 06beKT Trail
Url
"type": "url"
uuid: UUID
name: CTpoka
comment: HeobsizaTenbHas CTpoka
creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbI ModificationInfo
urls: maccus n3UrlUnit
expression: String
expression-type: ogHa 13 cTpok
"REGEX"
"PREFIX"
"SUBSTRING"
"HOST_SUBSTRING"
"HOST_EQUALS"
"SUFFIX"
"SUBDOMAIN"
id: UUID
comment: HeobsizaTenbHas cTpoka unu null
creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbIN ModificationInfo
TrafficLimit
"type": "traffic-limit"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHas CTpoka
creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbI ModificationInfo
traffics: maccus n3 TrafficUnit
06bekT TrafficUnit
period: ogHa 13 CTpok
"
"y
ngr
"
limit: yenoe 4ncno
"information_unit": InformationVolumeUnit
id: UUID
comment: HeobsizaTenbHas CTpoka
maybeTrail: Heobs3aTenbHbIV 06beKT Trail
Email
type: "email"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHas CTpoka
creation: HeobGs3aTenbHbI ModificationInfo
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modification: Heoba3aTenbHbIn ModificationInfo
credentials: maccus
06bekT EmailUnit
email: ctpoka
BanMaupyeTcs Kak aneKkTpoHHas novta (org.apache.commons.validator.routines.EmailValidator)

host: cTpoka
port: Lenoe 41cno
id: UUID
comment: HeobsizaTenbHas CTpoka
maybeTrail: Heobs3aTenbHbIV 06beKT Trail
HeaderAdder
"type": "header-adder"
uuid: UUID
name: CTpoka
comment: HeobsizaTenbHas CTpoka
creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbIA ModificationInfo
cred: maccus
ob6bekT HeaderAdderUnit
name: CTpoka
value: cTpoka
id: UUID
comment: HeobsizaTenbHas cTpoka unum null
creation: Heobsi3aTenbHbI ModificationInfo
modification: Heobs13aTenbHbIN ModificationInfo
HeaderModifier
"type": "header-modifier"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHas CTpoka
comment: Heobsi3aTenbHas CTpoka
creation: Heobs3aTenbHbI ModificationInfo
modification - Heobs3aTenbHbIN Modificationlnfo
cred: maccuB 13
ob6bekT HeaderModifierUnit
"namePattern": ctpoka
"valuePattern": ctpoka
"toReplace": cTpoka
"replacement": ctpoka
id: HeobszaTenbHbI UUID
comment: HeobsizaTenbHas CTpoka
creation: Heobsi3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbIN ModificationInfo
HeaderDeleter
"type": "header-deleter"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHas CTpoka
creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbI ModificationInfo
cred: maccuB 13
o6bekT HeaderDeleterUnit
"namePattern": ctpoka
"valuePattern": ctpoka
id: HeobszaTenbHbI UUID
comment: HeobsizaTenbHas cTpoka unum null
maybeTrail: Heobs3aTenbHbIV 06beKT Trail
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Template
"type": "template"
uuid: UUID
name: CTpoka
comment: Heobsi3aTenbHas CTpoka
creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbIA ModificationInfo
data: Heobsi3aTenbHasi cTpoka

User
Iltype": "uSer"
uuid: UUID

comment: HeoGsi3aTenbHasa cTpoka

creation: Heobs3aTenbHbI ModificationInfo
modification: Heobsi3aTenbHbIA ModificationInfo
name: cTpoka

password: cTpoka

File
Iltype": llfile"
uuid: UUID

name: cTpoka
comment: Heobs3aTenbHasa CTpoka
creation: Heobsa3aTenbHbIN ModificationInfo
modification: Heoba3aTenbHbIn ModificationInfo
attributes: maccuB 13
o6bekT FileAttribute
value: cTpoka unu uernoe 41cro
"type": FileAttributeType - ogHa 13 cTpok
"md5"
"sha1"
"sha256"
"filename-eq"
"filename-regexp"
"filesize"
id: HeobsA3aTenbHbIM UUID
comment: Heobs3aTenbHasa CTpoka
maybeTrail: Heobs3aTenbHbIV 06beKT Trail
layers - o6bekT PolicyLayers
iptable - Heobs3aTenbHLIN 00bEKT IptableLayer
rules: maccuB
06bekT IptableRule
"id": UUID
"name": cTpoka
"enabled": nutepan
"comment": cTpoka
"auditTrail": Trail
"source": MaccuB pasfnUYHbIX CTPOK
InstructionSource
"destination": Heobs13aTENbHbBIV MAaCCUB Pa3NNYHbIX CTPOK
InstructionDestination
"section": ogHa 13 cTpok
"input”
"output"
"forward"
"protocols": Heobsi3aTenbHbIA MacCUB PasNUYHbLIX CTPOK
IptableProtocol: ogHa 13 ctpok
"tep”
"udp”
"icmp"
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"igmp"
"ip"
"gre"
"esp”
"ah"
"interface": Heobsa3aTenbHasi CTpoka
"outInterface": HeobsizaTenbHas cTpoka
"ports": HeobA3aTENbHbIV MACCUB Pa3fNYHbIX CTPOK
PortRange
"srcPorts": Heobs3aTenbHbIN MacCcuB PasNNYHbLIX CTPOK
PortRange
"logsEnabled": nutepan
"fragmented": Heoba3aTenbHbIN NUTEpan
"priority": uenoe
"action": MainlptableAction oguH n3 o6bekToB

Deny

type: "deny"
Allow

"type": "allow"
RejectErrorTcp

"type": "reject-error-tcp"
LimitSpeed

"type": "limit-speed"
limit: yenoe 4ncno
unit: cTpoka
mark: Heobsi3aTenbHOE Liernoe Y1cro
"state" - HeobA3aTENBHLIN MaCCUB pPa3fNYHbIX CTPOK
State - ogHa 13 cTpok
"invalid"
"established"
"new
"related"
"dpiApps": HeobsA3aTeNbHbIV MAaCCUB PasfMYHbIX CTPOK
DPIApplication: o6bekT
dpiApp: cTpoka
dpiAppCat: cTpoka
nat - Heobsi3aTenbHbI 06beKT NatLayer
rules: maccvB u3
NatRule: o6bekT
id: UUID
name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
source: MaccuB pasfUYHbIX CTPOK
InstructionSource
destination: MaccuB pasnnyHbIX CTPOK
InstructionDestination
interface: cTpoka
shatlp: cTpoka
protocols: MaccuB pa3nmnyHbIX CTPOK
IptableProtocol
destPorts: maccmB pa3nnyHbIX CTPOK
PortRange
toDestination: cTpoka
logsEnabled: nutepan
priority: uenoe yucno
action: NatAction oguH 13 oobekToB
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Masquerade
"type": "Masquerade"
SNAT
"type": "Snat"
DNAT
"type": "Dnat"
dpi - HeobsiI3aTenbHbIM 06BLEKT DpiLayer
rules: maccus
DpiRule
id: UUID
name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
SOUrce:MaccvB pasfmyHbIX
InstructionSource
destination: MaccuB pasnnyHbIX CTPOK
InstructionDestination
dpiProtocols: maccmB 13 pasnnyHbIX CTPOK
DpiProtocol: ogHa 13 cTpok
"UNKNOWN"
"FTP_CONTROL"
"MAIL_POP"
"MAIL_SMTP"
"MAIL_IMAP"
"DNS"
"IPP"
"HTTP"
"MDNS"
"NTP"
"NETBIOS"
"NFS"
"SSDP"
"BGP"
"SNMP"
"XDMCP"
"SMBV1"
"SYSLOG"
"DHCP"
"POSTGRES"
"MYSQL"
"HOTMAIL"
"DIRECT_DOWNLOAD_LINK"
"MAIL_POPS"
"APPLEJUICE"
"DIRECTCONNECT"
"NTOP"
"COAP"
"VMWARE"
"MAIL_SMTPS"
"FBZERO"
"UBNTAC2"
"KONTIKI"
"OPENFT"
"FASTTRACK"
"GNUTELLA"
"EDONKEY"
"BITTORRENT"
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"SKYPE_CALL"
"SIGNAL"
"MEMCACHED"
"SMBV23"
"MINING"
"NEST_LOG_SINK"
"MODBUS"
"WHATSAPP_CALL"
"DATASAVER"
"XBOX"

"QQII

"TIKTOK"

"RTSP"
"MAIL_IMAPS"
"ICECAST"
"PPLIVE"
"PPSTREAM"
"ZATTOO"
"SHOUTCAST"
"SOPCAST"
"TVANTS"
"TVUPLAYER"
"HTTP_DOWNLOAD"
"QQLIVE"
"THUNDER"
"SOULSEEK"
"PS_VUE"

"IRC"

"AYIYA"
"UNENCRYPTED_JABBER"
"MSN"

"OSCAR"
"YAHOO"
"BATTLEFIELD"
"GOOGLE_PLUS"
"IP_VRRP"
"STEAM"
"HALFLIFE2"
"WORLDOFWARCRAFT"
"TELNET"
"STUN"
"IP_GRE"
"IP_ICMP"
"IP_IGMP"
"IP_EGP"
"IP_SCTP"
"IP_OSPF"
"IP_IP_IN_IP"
"RTP"

"RDP"

"VNC"
"PCANYWHERE"
LS

"SSH"

"USENET"
"MGCP"

"AX"

"TFTP"
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"AFP"
"STEALTHNET"
"AIMINI"

"S|p"
"TRUPHONE"
"IP_ICMPV6"
"DHCPV6"
"ARMAGETRON"
"CROSSFIRE"
"DOFUS"

"FIESTA"
"FLORENSIA"
"GUILDWARS"
"HTTP_ACTIVESYNC"
"KERBEROS"
"LDAP"
"MAPLESTORY"
"MSSQL_TDS"
"PPTP"
"WARCRAFT3"
"WORLD_OF_KUNG_FU"
"SLACK"
"FACEBOOK"
"TWITTER"
"DROPBOX"
"GMAIL"
"GOOGLE_MAPS"
"YOUTUBE"
"SKYPE"
"GOOGLE"
"DCERPC"
"NETFLOW"
"SFLOW"
"HTTP_CONNECT"
"HTTP_PROXY"
"CITRIX"
"NETFLIX"
"LASTFM"

"WAZE"
"YOUTUBE_UPLOAD"
"HULU"
"CHECKMK"

"AJP"

"APPLE"
"WHATSAPP"
"APPLE_ICLOUD"
"VIBER"
"APPLE_ITUNES"
"RADIUS"
"WINDOWS_UPDATE"
"TEAMVIEWER"
"TUENTI"
"LOTUS_NOTES"
"SAP"

"GTP"

"LLMNR"
"REMOTE_SCAN"
"SPOTIFY"
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"MESSENGER"
"H323"
"OPENVPN"
"NOE"
"CISCOVPN"
"TEAMSPEAK"
"TOR"
"SKINNY™"
"RTCP"
"RSYNC"
"ORACLE"
"CORBA"
"UBUNTUONE"
"WHOIS_DAS"
"COLLECTD"
"SOCKS"
"NINTENDO"
"RTMP"
"FTP_DATA"
"WIKIPEDIA"
"ZMQ"
"AMAZON"
"EBAY"

"CNN"
"MEGACO"
"REDIS"
"PANDOQO"
"VHUA"
"TELEGRAM"
"VEVO"
"PANDORA"
"QuiC"
"ZOOM"

"EAQ"
"OOKLA"
"AMQP"
"KAKAOTALK"

"KAKAOTALK_VOICE"

"TWITCH"
"DOH_DOT"
"WECHAT"
"MPEGTS"
"SNAPCHAT"
"SINA"

"HANGOUT_DUQO"

"IFLIX"
"GITHUB"
"BJNP"
"FREE_205"
"WIREGUARD"
"SMPP"
"DNSCRYPT"
"TINC"
"DEEZER"
"INSTAGRAM"
"MICROSOFT"
"STARCRAFT"
"TEREDOQO"
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"HOTSPOT_SHIELD"
"IMO"
"GOOGLE_DRIVE"
"OCS"
"OFFICE_365"
"CLOUDFLARE"
"MS_ONE_DRIVE"
"MQTT"
"RX"
"APPLESTORE"
"OPENDNS"
"GIT"
"DRDA"
"PLAYSTORE"
"SOMEIP"
"FIX"
"PLAYSTATION"
"PASTEBIN"
"LINKEDIN"
"SOUNDCLOUD"
"CSGO"
"LISP"
"DIAMETER"
"APPLE_PUSH"
"GOOGLE_SERVICES"
"AMAZON_VIDEQO"
"GOOGLE_DOCS"
"WHATSAPP_FILES"
"TARGUS_GETDATA"
"DNP3"
"IEC60870"
"BLOOMBERG"
"CAPWAP"
"ZABBIX"
priority: uenoe yncno
action - o6bekT DpiAction oguH u3
Allow
type: ctpoka "Allow"
Deny
type: ctpoka "Deny"
auth - obbekT AuthLayer
rules: maccuB u3
AuthenticationBypassRule
id: UUID
name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
source: MaccuB pasfinYHbIX CTPOK
AuthenticationBypassRule.Source - ognH 13 ob6bekToB
IpReference
"type": "ip-reference”
id: UUID
IpLiteral
"type": "ip-literal"
begin: cTpoka
end: cTpoka
SubnetMask
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"type": "subnet-mask"
value: cTpoka
destination: MaccuB pasnnyHbIX CTPOK
AuthenticationBypassRule.Destination - oguH 13 obbektoB

ltem
lltype": Ilitem"
id: UUID
Value
"type": "value"

"value": cTpoka
protocols: MaccuB pasnunyHbIX CTPOK
Protocol
methods: MmaccmB pa3nunyHbIX CTPOK
Method
ports: MaccuB pasnnyHbIX CTPOK
PortRange
headers: HeobsiI3aTENBHbBIM MAaCCKB Pa3fNNYHbIX CTPOK
UuID
action: AuthAction[Personld] - oguH n3 oobekToB
LinkManually[Personld]
"type": cTpoka "linkManually"
person: UUID
LinkAutomatically
"type": cTpoka "linkAutomatically”
DoNothing
"type": "doNothing"
decrypt - o6bekT DecryptLayer
rules: maccuB
DecryptionRule
id: UUID
name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
source: MaccuB pasfUYHbIX CTPOK
InstructionSource
destination: MaccuB pasnnyHbIX CTPOK
InstructionDestination
headers: Heobs3aTenbHbIN MAacCMB Pas3nNMYHbIX CTPOK
uUuID
priority: uenoe ynucno
exclusions: maccuB
DecryptionExclusion: o6bekT
id: UUID
name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
sSource: MaccuB pasfUYHbIX CTPOK
InstructionSource
destination: MaccuB pasnnyHbIX CTPOK
InstructionDestination
headers: Heobs3aTenbHbIN MAacCMB Pa3nNMYHbIX CTPOK
uUuID
icap - o6bekT IcapLayer
rules: maccuB
IcapRule: o6bekT
id: UUID
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name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
source: MaccuB pasfUYHbIX CTPOK
InstructionSource
destination: MaccuB pasnnyHbIX CTPOK
InstructionDestination
protocols: MaccuB pa3nmnyHbIX CTPOK
Protocol
methods: mMaccuB pas3nMyHbIX CTPOK
Method
ports: MaccuB pasnunyHbIX CTPOK
PortRange
fileFormats: MaccuB pasnuuHbIX CTPOK
fileSizeRange: FileSizeRange
priority: uenoe yucno
action: 06bekT IcapAction
"type": oaHa 13 cTpok
"request"”
"response”
"both"
"server": UUID
"template": Heobs3aTenbHbIn UUID
NPUCYTCTBYET B (hparinax nonuTuku ctaporo opmara, Ao sBepcun 3.9.0 osHayano "gencreune =
onokupoBath ¢ WwabnoHom template”
"triggerAction": HeobsA3aTenbHbIV IcapBehavior
0653aTenbHO NPUCYTCTBYET B harnax nonMTukm nocne sepcum 3.9.0
"timeoutAction": Heobsi3aTenbHbIV IcapBehavior
"errorAction": HeobsizaTenbHbIN IcapBehavior
"headerAction": Heobsa3aTenbHbIM HeaderAction
additionalActions:HeobsA3aTenNbHbLIN MaccuB
AdditionallcapAction: o6bekT
type: "notify"
destination: maccus
NotifyDestination: oguH 13 o6bekToB
EmailLiteral: o6bekT
type: ctpoka "EmailLiteral”
value: cTpoka
EmailReference: obbekT
type: ctpoka "EmailReference"
id: UUID
name: Heobsi3aTenbHasa CTpoka
template: UUID
exclusions: maccuB
IcapExclusion: o6bekT
id: UUID
name: cTpoka
enabled: nutepan
comment: cTpoka
auditTrail: Trail
sSource: MaccuB pasfUYHbIX CTPOK
InstructionSource
destination: MaccuB pasnmMyHbIX CTPOK
InstructionDestination
protocols: MaccuB pa3nmnyHbIX CTPOK
Protocol
methods: maccuB pas3nnyHbIX CTPOK
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Method
ports: MaccuB pasnnyHbIX CTPOK
PortRange
fileFormats: MaccuB pasnnYHbLIXCTPOK
fileSizeRange: FileSizeRange
request - maccuB 13
RequestLayerW: o6bekT
layer: o6bekT RequestLayer
id: UUID
name: cTpoka
priority: uenoe ynucno
enabled: nutepan
rules: maccuB
FilterRule
rulesOrdering: maccuB (Nopsaok BaxkeH!)
UuID
exclusions: maccus
FilterExclusion
comments: Option[Map[UUID, String]]
response - MaccuB
ResponseLayerW
layer: 06bekT ResponselLayer
id: UUID
name: cTpoka
priority: uenoe ynucno
enabled: nutepan
rules: maccuB
FilterRule
rulesOrdering: maccuB (Nopsiaok BaxkeH!)
uUuID
exclusions: maccuB 13
FilterExclusion
comments: Option[Map[UUID, String]]
externalConnections: o6bekT ExternalConnections
icapServers: maccus
IcapServerldentity: o6bekT
id: UUID
icapServer: 06bekT IcapServer
name: cTpoka
url: ctpoka
isReadOnly: boolean
comment: cTpoka
trail: Trail
proxyServers: MaccuB
ProxyServerldentity: o6bekT
id: UUID
name: cTpoka
proxyServer: o6bekT ProxyServer
ip: CTpoka
port: yncrno
login: cTpoka
password: cTpoka
comment: cTpoka
trail: Trail
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Tabn. G.1. Kateropuu KOHTEHTHOM hunbTpaumm

Homep ‘ [oyepHue nogkateropmm OnucaHue Mpumepbl canToB
0 HeonpepeneHHas kaTteropus
2100 Xo66u, oTabIx K pa3BneyeHus unu Jocyr
2101 Epa v HanuTku (rypMaHCTBO) CynepmapKeThbl, pecTopaHsbl, kente-|eda.ru, diets.ru,
PVIHT, YCryrn OOCTaBKu efpl, opra- |eda.yandex
HM3aumsa GaHkeToB, peuenTbl, 4O-
MallUHssa ega
2102 Moga, ctunb, Kpacota Bbicokas mopa, nognym, XOT zaitsev.info,
KyTHOp, XypHarbl 0 MOAe U Kpa- sofiafashionweek.com,
coTe (KeHCKMEe, MYXCKUe), Koc- faberlic.kz
METVKA, OBEMNVPHbIE U3aenus,
nnacTuyeckas Xmpyprus spletnik.ru
Caitbl nonynspHbIX Noaen u
NOCBSILLIEHHbIE TAKUM TOAAM
2103 Cnopt Buabl cnopta, cnopTuBHbIe cocTs- |sportrbe.ru, olympic.ru,
3aHus, cnoptuBHble ToBapbl ulbaltikadiving.ru,
ycnyru, kny6bl, accoumaumm, komu-|b crostovdon.ru,
TETbI, HOBOCTU cnopTa, oby4eHue |[canoesport.ru, vmma.ru,
1 TPEHUPOBKU, aKTMBHbIE CnopTuB- | paintballmfp.ru
Hble urpbl (Hanpumep, NenHToon),
6oeBble UCKycCTBa, (QOpyMbl O
cnopte
2105 CTpouTenbCcTBO M PEMOHT YacTHoe cTpouTenbcTBo, pe-|leroymerlin.ru, ikea.ru
MOHT, YCIyru, WHCTPYMeHThI, |allegroclassica.ru, uar.ru,
ToBapbl Ana gauv u cagosop-|ardik.ru, a-garden.ru
cTBa, 0bycTporcTBO fOoMa, A0~
MaLLUHsA Mebernb 1 TEXHMKA
SKcTepbep, MHTEpbEp 34aHWN,
cepsuc, paspaboTtka, NpoeKkTu-
poBaHue
2106 ABTO, MOTO Buobl mexaHuyeckonm TpaHcrnopT-l[audi-sever.ru,
HOW TEXHWKW (B TOM ymncrne netHadlautoreview.ru,
M BOOHas TexHuka), aBTomobunb- |autosecurity.ru,  bmw.ru,
Hble XXypHanbl, aBTO/MOTO-TOBapbl, |auto.ru, ilarauto-avia.ru,
cepBuCbl U apyrue ycnyru, yenyru|intermoto.ru, pddavto.ru,
no nepesBo3ke rpysos, npouseogu-|plenkacarbon.ru,
Tenu v aunepsl, PEMOHT, 3an4acTtu, |prokat74.ru
00y4yeHve BOXOEHMIO, aBTO opy-
Mbl
2107 Mpupoaa, XMBOTHbIE KnMBOTHbIE U yX04 32 HUMMK wallpets.ru
2108 KOmop OmopucTuyeckme passnekatens- |anekdot.ru
Hble canTbl
2109 doTorpacus ApxuBbl poTorpacuii, poTtocToku, | 300dpi.ru, kamakaev.ru
ycnyru gpotocTtyani aphoto.ru
2110 Cantbl ans peten CanTtbl ona geten zakraski.ru
211 MyTewecTsus, Typu3m ABnakomnaHum, nomck n 6ponHupo- |travel.ru, Ilufthansa.com,
BaHWe TypoB, buneTtos, rocTuHuu, |aeroflot.ru, australia.ru,
TyponepaTopsl, TypareHTCTBa, |aviasales.ru

OTenu 1 roCTUHWLbI, TMABI 1 onnca-
HWSA NyTewwecTBUn
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Homep

OnucaHue

Mpumepbl canToB

2113

.EloqepHMe nogKkareropuu

Pa3BnekarternbHble pecypchbl

OtaopIx,  gocyr,

KOHUepTbl, WOy, XW3HEHHbIe
WHTepecbl, Beb-XypHanbl 0
XXM3HW, pa3BneYyeHns, KpacoTa,
yCTpoWcTBO ObiTa, pa3Bneka-

TenbHble 6roru

HenpodeccroHanbHble yBrieye-
HUS, KOMNMNEKLMOHUPOBAHWE, py-
Kogenve, oxota, pblbanka

Cantbl kade, pecTopaHoB

Mpoyas nHpopmauus o gocyre
N pasBrnevYeHnsix

decTtuanu,

afisha.mail.ru, kudago.com,

yaplakal.com,
mdmpalace.ru,
ticketland.ru, kinoprostor.ru,
xlbowling.ru,
novostidom2.ru,
belcoins.com,
beloshveika.su,
cactusok.ru,  ohotniki.ru,
hobby365.ru

2114

Kynetypa

My3seu, My3blka, KynbTypHble yype-
XOEHWsl, TeaTpbl, Kraccuyeckas
nuTepartypa, My3blKa, XMBOMUCb

bolshoi.ru,
vavilon.ru, 21art.r

teatr.ru,

2200

MynbsTumeama

2201

Mya3bika n Bugeo

Caiitbl Anst 3arpy3ku, Npocry-
LUMBaHUS, MPOCMOTPA MY3bIKW,
hVNbMOB, BUAEOPONUKOB, Kap-
TUHOK U M306paXeHuni

CanTbl KOMNaHWA, My3blKkanb-
HbIX rpynn, opraHu3auun, 6as
AaHHbIX, OTHOCSLLMXCS K NPOMn3-
BOACTBY My3blkM U (pUNbMOB,
TOPPEHTTPEKEPbI C 3TUMW MaTe-
pvuanamu

Canitbl kny6oB, ouaXeeB, KOH-
uepToB

Cantbl onsa gaHaToB aHMMeE U
Kocnnees

kinopoisk.ru,
youtube.com, ivi.ru,
rutor.info,
music.yandex.ru,
kirkorov.ru

animenime.ru,
animefan.ru,
chiwassu.ru

2202

TB vnu Buaeo CTpuMUHr

OHnaviH TpaHCcNAUMN, CTPUMMHIO-
Bble BMOEO CEpBUCHI, MPSIMON
achmp, canTbl TENEKaHanoB

sport-stream.ru, 1tv.ru

2203

Pagwno/ayano ctpumuHr

PagnoTtpaHcnsumMm B WHTEpHETE,
canTbl pagMocTaHumi, My3blKarnb-
Hbl€ apXuBbI

nashe.ru

2204

dannoBble 0OMEHHUKU, XOCTUHT
cannos

dannosble apxuebl MO, dalinoob-
MEHHVKM, CalTbl AN 3arpysku
GecnnaTHbIX U ycrnoBHo Gecnnar-
HbIX NpOrpamMM, BKIko4asi nporpam-
Mbl 47151 MOGUIbHbBIX YCTPOWCTB

softportal.com

2300

HenpucTtoitHoe copepxaHue

2301

MopHorpadwus

MopHorpadums, npocTuTyums, cam-
Tbl ONSA B3POCIbIX, CEKC 3HAKOM-
CTBAa, PEKNaMHble CETU C MOPHO

2302

OpoTuka,
ogexaa

HyOu3M, WHTUMHadA

OpoTuyeckue cueHbl, UNbMbI,
cekc 6e3 nopHorpadun, cTpunTns,
CeKC MarasuHbl, HWXHee 6enbe,
n3obpaxxeHns n dotorpadmm obHa-
XXEeHHbIX U ﬂOﬂyO6Ha)KeHbIX Ten

bur-club.ru,
shopintim.com

sex-
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2303

[Nonosoe BocnuTaHne

OnucaHue

CekcyanbHoe o6pasoBaHue ans

nerten

Mpumepbl canToB

uroweb.ru, allcondoms.com

2304

Mnoxas penyTauusa, amopanbs-
Hble, MaT

Canthbl, cogepxaLune n3bbiTo4HOE
KONMYECTBO HELIEH3YPHOW NIEKCUKN,
nnbo Hemoaepupyemble OpyMbI

yahooeu.ru, yebanko.ru

2305

3anpelleHHble canThbl

CainTbl, cTpaHuubl U agpeca, [o-
CTyn K KoTopbiM B Poccum 3anpe-
LLEH Ha OCHOBaHWUM 3aKOHa U Apy-
rMX HOPMAaTMBHbIX aKTOB

2400

MHTepHeT-KOMMYHVIKaLIMH

2401

Beb-noyTta

BecnnaTtHas noyTa B WHTEPHET 4e-
pe3 BeG-6paysep

e.mail.ru, mail.yandex.ru

2402

®opymbl, 6rioru

dopymbl, BONPOCHI U OTBETHI, 6Mno-
M, YacTHblE CalTbl, CUCTEMbI Mac-
COBOrO XOCTUHra

spbtalk.ru, otvet.mail.ru,
vbazar.mybb.ru

2403

Yar, SMS

CaiiTbl 4aTOB U MECCEHKepoB,
ynpaBnsilolwme cepeepbl CUCTEM
obmeHa coobLLeHnamm

agent.mail.ru

2404

WHTepHeT-TenegoHns

TenedoHHble  cepBuchl, VoIP
(Voice over Internet Protocol) unn
IP-TenedoHna

freecall.com,
voice.google.com,
justvoip.com

2405

CoumnanbHble cetu

CoumarnbHble CeTW, canTbl 3Ha-
KOMCTB, YaTbl, MECCEHIXepbI

vk.com, skype.com,
love.mail.ru, chatvdvoem.ru

2406

CanTbl 3HakoMCTB M 6payHble
areHTCcTBa

CanTtbl 3HakoMCTB UK 6payHble
areHTcTBa

badoo.com

2500

UT-Yrpo3bl

2501

XaKMHT U KPIKUHI

B3anom cetelt n nporpamm (ycnyrum,
pyKkoBOACTBa, OOy4YeHue), B TOM
yucne Ans WCCrefoBaHUs 3aluu-
LLIEHHOCTW, HECAHKLIMOHPOBAHHbIN
AOCTYN K AAHHbBIM

badoo.com

2502

OHnanH MOLUEeHHNYecTBO, u-
LUWHT

Onnata 3a knuku, cepduHr,
MPOCMOTP peknamsl

MoppenbHble canTbl Ans BblyXKu-
BaHMSI naponen M HOMepoB
6aHKOBCKMX KapT nyTem nogaern-
KM OusaiHa OpUrnHanbHOro
canta

ApxuBbl pechepaToB, OTBETOB
Ha EMO nTa.

5-kopeek.ru,
rabotnikonline.ru

2503

HesakoHHOe pacnpocTpaHeHue
nporpamMm

Warez, koareHbl, naT4yu, Henerarnb-
Hoe MO

cracklab.ru

2504

AHOHMMHbIE npoken nnu VPN

AHOHUMHBIE MPOKCU CEpBEPbLI Ye-
pe3 Beb, IP-agpeca TOR yanos
BXOAa U BbIXOAa, NporpaMm v nna-
rMHOB AN @aHOHMMHOIO BbIXO4a B
uHTepHerT, IP-agpeca VPN npokcu
CepB1COB

hidemy.name, proxy6.net

2506

LLnnoHckoe MO, cnam

TposiHbl, Kennorepsbl 1 Apyrue npo-
rpaMMbl  CKPbITHOMO YAANEHHOro
yrnpaBneHus KOMNbTePOM
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2507

BpenoHocHoe IO, BupycChbI

OnucaHue

BpenoHocHbie
nporpammbl,
canTbl

KOMMNbKOTEPHbIE
3apaxeHHble Beb

Mpumepbl canToB

2600

MpecTynHasa aeATenbLHOCTb

2601

Hacunwue, ybuiictea, cynumg

CanTtbl, NOCBSILLEHHbIE PacoBOW
ONCKPUMUHALMKW, Bpaxae Mexay
nabMKU, HACUNUIO

kukluxklan.bz, resist.com

2602

Opyxwne

BoeHHble BegomcTBa 1 npeanpus-
TWA, KaTanorn, Maras3mHbl OPY>KU4,
BKIOYaa rpaxgaHckoe opyxue

mil.ru, guns.ru, tempgun.ru

2603

Teppopuram, SKCTPEMU3M

CaiTbl, NOCBSLLEHHbIE NponaraHae
arpeccuu, pacusma, Teppopmsma

2604

KpVIMVIHaﬂ, MOLLUEeHHN4eCTBO

KpVIMVIHaJ'IbeIe HOBOCTWU, CnpaBo4y-
HUKW, NpaBuna, npoaaxa uin naro-
TOBJ1€HUE OPYXKUA, B3pPbIBYATKN

bratva.koptevo.ru,
gopnic.ru, allcrime.ru

2605

3anpeLleHHble NekapcTea, HapKo-
TUKU

MponaraHga ynotpebneHns Hapko-
TUYECKUX CPEACTB, Npoaaxa v ns-
rOTOBMEHNE HAPKOTUKOB

cannabiscafe.net

2700

WUrpbi

2701

A3apTHble Urpbl, OHNANH-Ka3uHO

Urpbl Ha p[eHbrn, CnpaBOYHUKM,
npasuna no Takum nrpam, nurposoe
obopynoBaHue, OHMNarH KasmHo

ligastavok.ru,
kingvulcan.com,
gaminator.com

2702

Urpbl, oHnamH-mrpbl

KomnbloTepHble Urpbl, Npous-
BOACTBO, Npoaaxa, haHKnyobl,
hOopyMbl, BO3MOXXHOCTM CKa4yaTb
urpy ¢ oduumanbHoro camta,
OHNalH NoKynka urp, UrpoBble
XKypHarbl, pEATUHI, NPEMUU 1
Harpagbl

OHnnaviH urpbl Yepes Beb-6pay-
3ep

playground.ru, free-
games.ru, gta.ru,
Xxboxrussia.ru,
games.rambler.ru,
flashworld.ru, lotr.ru

2800

BusHec, kommepumsa

2801

OKOHOMMKa, DUHAHCHI

Kommepuyeckue KoMMaHum,
NPON3BOAMNTENN TOBapPOB/yCyr
BHE ApYIvX KaTeropuii, npeanpu-
HUMAaTEenNbCTBO, KOHCANTUHIO-
Bble YCMyrv, KoprnopaTuBHble
cepBUChl, BU3HEC MEHEKMEHT,
B2B

PbIHKK, NHBECTULIMOHHBIE HOH-
Abl, akumm, 6upxu, 6aHku, Kpe-
OnTbl, 3aAMbl

CTpaxoBble KOMMaHUM, areHT-
CTBa, ycrnyru

sberbank.ru, moex.com

vtbins.ru, zettains.ru,

inskasko.ru

2802

MaLumHocTpoeHme, NPOMBbILLINIEH-
HOCTb

[MpombILLNEHHbIE NPEanpUATUA,
3aBofbl, fobblBaOLLME KOMMNa-
HUK, NMPOV3BOACTBO U NpoaaXa
MPOMBILLMEHHBLIX MaTepuarnos,
TEXHWKKM, 06opyaoBaHUs

OTpacnu cenbcKoro 1 NeCHOro
X03ANCTBA, TEXHMKA, TOBapbI

rosenergoatom.ru, bz.ru,

zmz.ru, belaz.by
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OnucaHue

Mpumepbl canToB

2803

aﬂeKTpOHHble OEeHeXHble CUCTe-

Mbl, KpunToBasnoTa

[naTtexHble CUCTEMbI, 3Nnek-
TPOHHbIE AEHBIU, MPOLECCUHIO-
Bbl€ LIEHTPbI Nnatexen no 6aH-
KOBCKMM KapTam

Yenyru Kynnv npogaxu pasnmyd-
HbIX KPUNTO BantoT, npasuna
paboTbl, HOBOCTU U Apyrasi UH-
dopmaumsi 06 aTom

webmoney.ru,
elecsnet.ru, uniteller.ru

coingate.com,
bitcoin.com, bitcoin.org

2804

AYKUMOHBI

OHnaviH-ayKLMOHbI

molotok.ru

2805

Toprosnsi, MUHTEPHET-MarasuHbl

ToBapbl HapogHoro noTpebne-
HWS, MpefoCTaBrneHNe ycnyr un
CEPBUCOB YacCTHbIM JMuaM,
PO3HMYHasa TOProBns, Npoaas-
Ubl, TOProBble CETU, LEHTPbI,
MarasuHbl, PbIHKW, MPUCYTCTBUE
WHTEepPHET-MarasnHa kak pasgen
canta

[Mokynka TOBapOB OHNAaWH,
nnatgopMbl 1 CEPBUCHI, peanu-
3yloLUMe MOSHbIA LMK OHMAlH
npogax, onnara no 6aHKOBCKOW
KapTe, [OCTaBKka, WHTEpPHET-
MarasuHbil

mvideo.ru, fotolab.ru, 220-
volt.ru

2806

HepBmxnmocTtb

CaliTbl 3aCTPOMLLMKOB, Kynmnu npo-
OaXun N apeHabl HegBMXXKMMOCTH,
yrpaBneHus HEABWXUMOCTbIO U
puenTopbl

1dom.ru, cian.ru

2807

Beb-peknama 1 aHanuMTuka

PeknamHble cepBuChl, 6aHHep-
Hble ceTn, Bupxu, areHTCcTBa,
yCnyru, CyBEHVpHas npoayk-
uns, OpeHauHr, BbICTaBKW,
MapKETUHT, NPOABWXEHNE can-
TOB

CyeTunkM noceLlaeMoctTn wu
CTaTUCTUKN CanToB

CaliTbl, BpEMEHHO pa3meLLeH-
Hble y perucTpatopa JOMEHOB
C TECTOBOW CTPaHWLIEN-3armnyLu-
KOW, Yalle BCEro peknamHomn

ad.adriver.ru, reklamy.ru,
adwords.google.com,
googleadservices.com,
http://www.freedomart.ru/

2808

Mouck paboThl 1 kapbepa

Mouck pabotbl, ycnyrn nogbopa
rnepcoHara, kKagpoBble areHTCTBa

hh.ru, rabota.ru,
superjob.ru, rabota.mail.ru,
zarplata.ru,
personagency.ru,
triumphhr.ru

2900

3apaBooxpaHeHue

2901

3popoBbe

MepuupmHckme ycnyru, ToBapsl, 3a-
60Ta 0 300poBbe, CanTbl 6GOMNbHUL,
NOJIMKIMMUHUK N NpOoYnX mMeanumnH-
CKUX yupexaeHuin, onucaHms 3abo-
neBaHun u MEeTOoAOoB Jie4yeHud, ne-
KapcTBa, anteku

medison.ru, rigla.ru,
gkb13.ru, mosgorzdrav.ru,
rlsnet.ru, pharmamed.ru
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OnucaHue

Ankorornb, KypeHue

CanTtbl npousBoanTENen ankorons

1 Tabaka, a TaKke CanTbl, IPU3bIBa-
IoLLME K UX YyNOTpebneHnto

Mpumepbl canToB

russamogon.ru, amigo
cigarro.ru,
smokewoman.org

21000

TexHonoruu

21001

Mpownssogutenu MO n obopyno-
BaHWA

Cantbl npoussogutenen MO un
o6opynoBaHus

azure.com,
vmware.
teleport.media

citrix.com,
com,

21002

Web-xocTuHr

[omMeHbl C  MpPOCpPOYEHHOM
onnaTon n yaepxveaemble pe-
rMCTPaTopoM AN NPOAaxXM

Mnatdopmbl,  no3sonsowme
GecnnatHo pasmMellatb Beb6-
cantbl, 6norn. bBecnnartHble
CepBUCbl 06Na4YHOro XxpaHeHus
AaHHbIX, PUCYHKOB, (hannoB c
BO3MOXHOCTbIO aTb CChINKY Ha
ckaunBaHue, hannoobMeHHUKM

Canthbl, KoTopble 0600LaT U
npeaocTaBnAlT 4OCTYN K MHO-
royncneHHbIM Beb-cepBucam,
ABMSAIOWMMCH, Kak npaBuIo,
oTAenbHbIMU canTaMyn JaHHOTO
noptana c eauHoOW cuctemomn
ayTeHTudwukaumm. beiBatoT 00-
LLero HasHa4YeHUs Wnu y3Komn
TEMaTU4ecKo HanpaBreHHo-
CTW, NpeocTaBnsaoLme pasnmny-
Hble CepBWUCbl MO onpeaerneH-
HbIM MHTEPecaMm U OPUEHTUPO-
BaHHble Ha MOMHbLIN OxBaT
OonpeneneHHon TemaTuku, Ha-
npuMep, perMoHarnbHbIN nopTarn

narod.ru, ucoz.ru,
radikal.ru, disk.yandex.ru
mail.ru, rambler.ru, nn.ru

21003

YpaneHHoe ynpasneHue

MporpammHoe obecnedyeHne Ans
OHMNalH ynpaBreHus yaaneHHbIM
KOMMbIOTEPOM, ero paboynm cTo-
MOM AN TEXHNYECKON NOAAEPKKM

teamviewer.com

21004

WHTepHeT

IT-komnaHun, Npon3BOAMTENN
KOMMbIOTEPHOW TEXHWKM W NpO-
rpaMMHoOro obecneyeHus, ycnyru
B chepe IT, aBTOMaTu3auusa npea-
NpUATUA, CNeLManu3npoBaHHble
IT-marasunHbl. MobunbHas cBS3b,
onepaTopbl, ragxeTbl. HOBOCTHbIE
WINN CNpaBOYHble CalTbl, Mporpam-
MUPOBaHWE, CUCTEMHOE agMUHU-
CTpUpOBaHue, CETU, CEPBEPA, KOM-
NblTEPLI, MPOrPaMMHbIE OHNaH
cepBuChl, obraka, BbICOKNE TEXHO-
norum

microsoft.com, softline.ru,
stackoverflow.com,
westerndigital.com

21005

CeTn AoCTaBKM KOHTEHTA

CalniTbl TOPPEHT-TPEKEPOB M
P2P cuctem

Cetn goctaBku (U anctpuby-
LMKn) CoaepXMmoro

yastatic.
www.gstatic.com

net,

21100

UHdopmauus
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AapPCTBEHHbIX YYPEXOEHNIA, MO-

21101 CnpaBoyHas nHopmaumns Cawitbl co cnpaBoyHOW MHGOp- |altay-krai.ru,  gvozdik.ru,
Maumen, kapTbl, crioBapw, nepe- |allsoch.ru, slovari.ru,
BOOYMKM, KaTanoru, CTatucTuka, |translate.yandex.ru,
pacnucaHue TpaHcnopTa yandex.ru/maps/213/moscow/,
rasp.yandex.ru
OHnaviH 6ubnuoTtekun, npocny-
LWMBaAHWE ayOUOKHUT OHNalH,
KpaTkne COAEepXKaHWUsi  KHWT,
KpaTKune onmcaHust KHUr
21102 O6pa3soBaHue Ob6pasoBaTtenbHble U HayYHble msu.ru
yypexaeHusi, obpasosaTterb-
Hble caiiTbl no aucumnnuHam,|® gramota.ru, danetka.ru,
Hay4Hble JaHHble M uccneposa-| brainapps.ru,
HUS puzzles.in.ua
KHurn, 6ubnmnoTteku, TeKCTbI ne-
CEH, aKkopAbl, HOTbI
PasBuBatowime wurpbl, nasnbl,
HaCTOSbHbIE UIPbl, FOIOBONOM-
Kn
21103 HoBoCTHbIE CanThbl CpepcTBa MaccoBoy MHopmaumu, [ria.ru, rcb.ru, gismeteo.ru
HOBOCTHbIE areHTCTBa, MHTEPHET-
W3[aHus, KypHarbl, ra3etbl, Kpyn-
Hbl€ YacTHble 6riorv, MPOrHo3 Noro-
bl
21104 MounckoBble cuctembl/noptansl |MonckoBble cuctembl/nopTansl yandex.ru, google.ru,
go.mail.ru
21105 Adomwn, gockn ob6bABNEHUI CainTtbl ¢ 00bABNEHUAMU YacTHbIX |avito.ru
1L, O KyMNnu Npoaaxke ycnyr u Toea-
poB
21106 BenbIi cnncok PaspeLlueHHble pecypcebl kassa.rambler.ru,
soft.rambler.ru
21108 OdomcHble/6usHec npunoxeHus |Pecypcbl OUCHBIX NPUAOXKEHUI 1 | miro.com, myoffice.ru,
nporpaMm ilovepdf.com,
docs.google.com
21200 O6wectBO
21201 Penvrus Penvrns n penurmosHble opra- | patriarchia.ru, horo.mail.ru,
Hu3aumu. FfagaHus, marus, ropo- |arhangel.ru
CKOMbI 1 ApYyrue NoTyCTOPOHHME
Bewwu. lNceBooHayvHble [AaH-
Hble, Aoragku
MexHaumnoHanbHble  OTHOLLE-
HWUS, HAPOL4HOCTU
21202 CexThl CanTtbl penurmosHbix cekt, He-[d re vo life . ru,
CTaHOapTHble  penurnosHble |golgotha.ru,raelpress.org
YyYEHUs,  OTBETBMEHMA  OT
OCHOBHbIX PENUrin
CanTbl, NOCBSILLEHHbIE OKKYIb-
TU3MY W acTponoruu, camTbl
acTponporHo3os
21203 locynapcTBO 1 3aKOH OdmumanbHble Be6-canTbl rocy- | kremlin.ru, Idpr.ru,

mosgorsud.ru
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NUTUYECKUX NapTUi, Cydos,
a[lBOKaTOB U1 OpUCTpyAeHLUM

e CalTbl MNOMUTUYECKUX HOBO-
CTEWN, NONIUTUYECKNX NapTUIA

o CnpaBOYHMKN 3aKOHOB

21204

HerocynapcTBeHHble OpraHusa-
LMmn, GQOoHAbI

e bBnarotBopuTenbHbIe opraHnsa-
LuK, OHALI MOMOLLN

o Hekommepueckue opraHm3aumm,
MeXrocyaapCTBEHHbIE OpraHu-
3aumn 1 apyrme opraHusauumu,
He CBfA3aHHbIE HanpsMyl C
6usHecom

fondotv.ru, rusfond.ru

21205

Cembsi, oetm

o Cantbl ons geten u coenaHHble
caMyMK AETbMW, CalTbl LUKOM
1 ONS LWKOMNbHUKOB

e CaliTbl 0 AOMOBOACTBE, CEMbE,
pa3nnyHbIX X066K

parents.ru, detochka.ru,
lyceum87.narod.ru

9000

HeBo3MoXHO packaTeropusnposaTb

9001

Cant HegocTyneH

CaiiTbl, K KOTOPbIM HET JOCTYNa U3-
3 a owwn o6 oK
ERR_CONNECTION_CLOSED,
KINMeHTCKNX olwmnbok (kog oTeeTa
4xx) w/vnn cepBepHbIX OLIMBOK
(5xx))

9002

HepocTatok KOHTEHTa

CaiiTbl, KoTopble bV NPOBEPEHDI,
HO coiepKaT HeOCTATOYHO KOHTEH-
Ta Ans NPUCBOEHUSI UM KaTeropuu.

9004

MpvnapkoBaHHbIE JOMEHbI

[lomMeHbI, KOTOpble HaxoaATcs Ha
napkuHre (QOCTYMHbI AFS MOKyn-
Kvu/apeHabl)
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