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1. NMpo6nemartuka

1.1. Heo6xoaumocTb aHanu3a koga NpuUIoXeHun

PasButue yaaneHHbix cepBucoB

Mpobnemsbl, CBSI3aHHble C YA3BMMOCTAMMW Koga MPWAOXEHUA W HaIU4MeM HeLeK1apupOBaHHbIX
BO3MOXHocTen (HOB), 6binn n3BECTHbLI 4aBHO, HO ANUTENIbHOE BpeMs He nonaganu B GOKyC BHUMaHNS
cnyx6 nHpopmaLmoHHon 6esonacHocTn (MB). MpunoxeHuns valle Bcero padoTtanu B TOKanbHOM ceTu
KOMMNaHUM M He Obinv JOCTYMHbl BHELWHWM MOMb30oBaTeNsaM, NoatomMy oduuepbl 6e30nacHOCTU
3aHMUManuMcb 6ofiee o4YeBUOHbIMM Mpobnemamu: 3aWwmUTon NepuMeTpa, ynpaBneHUeM AOCTYMNOM,
yTeukamum KoHugeHumanbHoOM nHGopMaLmm, 3almMTON KOHEYHbIX TOYeK OT BpegoHocHoro MO n 1. 4.
Ho no mepe pa3BuTus yganeHHO OOCTYMHbIX CEPBUCOB CUTYaL sl U3MEHWach:

* CTanun nonyndpHee OHJ'Ial;IH—CepBI/ICbI N NpUNoXeHnd, KOTOPbIMM MOXET BOCNONb30BaTbCA
no6on NoTeHUManbHbIN KNMMEHT KOMMaHWW;

¢ CywecTBeHHO BO3pOCna Aaond OUN3HEC-CUCTEM, KPyrnoCytTo4HO OOCTYMNHbIX COTPYyOHUKaM 3a
npepgenammn nepumMeTpa KoMnaHuu,

*  BHELHWUN NEPUMETP CTan PasmbiTbiM Y €AUHCTBEHHBIM Py6EXOM 3almnTbl okadanock camo [M0;

* C poOCTOM kBanudbukaumm u onbiTa KNOepnpecTynHUKOB 3Ha4YUTENbHO BbIPOCAU PUCKNK
akcnnayaTauum yassumocTten n HAB B koge npunoxeHun.

3TO NpMBENO K TOMY, YTO CErogHs OT Hanuuua yassmmocten n HAB B koge npunoxeHnn Hanpsimyto
3aBUCUT paboTocnocobHocTb WT-cuctem, KOHOMAEHUMANbHOCTb BaXHOW UHOPMaLUM U
COXpPaHHOCTb OEeHer opraHm3auun n ee KINEeHTOB. DTO akTyanbHO KakK ANns OHMNanH-CEepPBUCOB U
NPWNOXEHNI, KOTOPbIE OPUEHTUPOBAHbI HA MaCCOBYIO ayoUTOPUIO, TPEBYIOT HENPEPLIBHOCTU PaboThl
M NO3BONAIOT coBeplatb GMHAHCOBbIE onepaunn B peanbHOM BPEMEHW, Tak U Ang KPUTUYECKUX
CUCTEM, PaboTOCNOCOBHOCTb KOTOPbIX MOXET 6bITb HapyLleHa BHYTPEHHUM Hapywutenem (ACY T,
BHYTPEHHNE CUCTEMDbI).

YckopeHue npouecca pa3paboTku

MNpobnemy ya3BUMOCTEN B MNPUIOXEHUAX YCyrybnset nepexog Ha 6onee 6bICTpble METOAbI
paspaboTku 1 Nyénnkaumm Koga, CBA3aHHbIN C MOBCEMECTHbIM YXeCTOUYEeHNneM KOHKypeHumn. K Takmm
MeTogam oTHocaTca HenpepbiBHas uHTerpauunsa (Cl, Continuous Integration), nogpasymeBatoLlas
cnusiHne paboymnx Konuim Koaa B OCHOBHYIO BETBb pa3paboTky HECKOSbKO pa3s B AeHb, U HeNpepbIBHas
poctaBka (CD, Continuous Delivery), HaueneHHas Ha c6opky, TecTupoBaHue un noctasky 1O B
MakCUManbHO BbICTPOM pexumMe. B Taknx ycnosumax Ha BOYMUMBBIN aHanna Koga npocTo HET BPEMEHM
- rfnaBHOe BOBPEMS CAaTb CBOK YacTb NpoekTa. B peaynbTate npunoxeHve moxeT cogepxarts HOB
ona 6onee 6bICTPON OTNAOKM UMK IKCTPEHHOrO YyCTpaHeHUs ownbok (Hanpumep, ans céopa noros
WNW  JaHHbIX  Nonb3oBaTenen), U  MHOTMOYUCAEHHblEe  YA3BUMOCTM, MOSBMBLUMECH  U3-3@
HEBHMMAaTENbHOCTU UMK CNELLKWN.

YHacneposaHHoe 1O

Ewe ogHa npobnema — LUMPOKOE MCMOoNb3oBaHNE yHacne[oBaHHbIX MHGOPMaLUMOHHbIX cucTeM. YacTo
3TO yCTapeBlMe CUCTEMbl C HeakTyanbHOW AOKYMeHTauuen, KOTopble CUMbHO W3MEHUNUCHL CO
BPEMEHM CO3[AaHNs U YbUX Pa3pPaboTYMKOB AABHO HET Ha PbIHKE UMM B OpraHM3aumun. Takme cucTeMbl
HEBO3MOXHO OBHOBUTb ANA YCTPAHEHUS YA3BMMOCTEN, HO 3a4acTylo OHU KPUTUYECKM BaxHbl AN
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OEeATEeNbHOCTN OpraHM3aumm, N0O3TOMY OT HUX Henb3s OTKa3aTbCs UM ObICTPO MOMEHATbL Ha Bonee
COBepLUEHHbIN aHanor.

NccnepoBaHve yHacnegoBaHHbIX CUCTEM Ha ys3BUMOCTM M HIOB 4acTo oCnoxHseTcs OTCyTCTBMEM
NCXOQHbIX KOOOB M3-3a 4acTOM CMEeHbl MOAPAAYMKOB U pasdpaboTumkoB. BmecTe c rny6oknumu u
0o6LWeoCTyNHbIMU UCCNeQOBaHMUSMN U3BECTHBIX YS3BMMOCTEN 3TO CYLLECTBEHHO MOBbIWAET PUCKMK
NPOHWKHOBEHUST B UT-nHOpacTpyKTypy opraHmsaumun, BMewaTenbcTBa B paboTy yHacnemoBaHHON
CUCTEMbI BMIOTb OO €€ OCTaHOBKM M MOXULWEHUS KPUTUYECKMX OaHHbIX (Hanpumep, $puHaHCOBON
OTYETHOCTU M NEPCOHAbHbIX AaHHbIX COTPYAHMKOB, Y KOHTPareHToB).

YaseumocTu — ocHoBa 90% ycneLllHbIX Kubeparak
y

OnuncaHHble Bbie NPo6nemMbl NPUBENK K TOMY, YTO aHanuM3 Koga NpuUoXeHUn BCTan B OgVH pag C
OPYrMMW rNaBHbIMW WMHCTPyMeHTamu obecneveHnsa WNB. Ho pna oduuepoB 6esonacHOCTM Tema
60pbbbI ¢ ya3BMMOCTAMU U HOB npunoxeHnn gocTaTtoyHO HOBa, M Habop NyYlWnX NPakTUK B 3TOM
HanpaBneHnn elle He cnoxunca. Bo MHorom ato cBsizaHO ¢ TeMm, 4TOo cnyx6a VB n paspaboTtka
roBOPSAT Ha pasHbIX f3blKax: pas3paboTUMKM OPUEHTUPOBaHbI Ha CPOKN HanucaHns Koga, MUHUMN3aLumnio
OLWKNOBOK M BbINOIHEHNE NOXEeNaHUN 6usHeca, N03TOMy 6e30MnacHOe NPOorpaMmMmMpPOBaHne NCMONb3YIOT
eanHuubl, a cnyxoa VB, B cBoo ovepenb, O4eHb peako MoxXeT chopMynnpoBaTh YeTkne TpeboBaHms
ona npouecca pa3paboTkn. B ntore 6e3onacHOCTb MPUNOXEHU NpeBpaTtunacb B CEPbe3HYIo
npo6nemy. Mo paHHbIM oTyeTa Solar JSOC!, 90% Be6-NpuNoXeHUn cogepxaT Ys3BUMOCTH,
No3BOAsOWME NPOBOAUTL ataku, a 88% nNpunoxeHnn BKOYAIOT Kak MUHUMYM OAHY KPUTUYECKYHO
YS3BMMOCTb.

1.2. Kak CHM31UTb pUCKM aKCnyaTauum yasBUMOCTEN Koaa

[na npegoTBpaweHns nim MMHUMMU3aumMm MHUMAEHTOB, CBA3aHHbIX C 3KCnyaTaumen ya3sumocTen u
HIB B koge npunoxeHun, HEO6XoANMO:

*  perynapHo aHanuanpoBaTb 6e30MacHOCTb Kopa MPUNOXEHUN, pasdpabaTbiBaeMblX BHYTPU
KOMMaHUM Unu nogpsgumkamu;

* MakCuUManbHO ObICTPO YCTPaHATb OOGHapyXeHHble  yA3BMMOCTW, B TOM  4ucCne
KOMMNEeHCaUMOHHbIMW Mepamu, HanpuMmep, onepaTtMBHO NepeHacTpanBas MeXceTeBon 3KpaH
yposHs npunoxerHun (Web Application Firewall, WAF);

*  KOHTPONMPOBAaTb KOPPEKTUPOBKY KofAa paspaboTumkaMu C Lenblo YCTPaHEHNS YI3BUMOCTEWN
n HOB.

YT106bI CBOEBPEMEHHO OOHapyXmBaTh ya3BuMocTn u HOB B koge npunoxeHunn 4o nx opuumansHoro
BblMyCKa B MaclTabax cpegHux n 60nblnx opraHmsaunmn, HEOOXOANMO BHeAPUTb LMK 6e3onacHom
paspaboTku MO (Secure SDLC, Secure Software Development Life Cycle).

MNopo6HbIN Noaxopn, Hawen NOHUMaHuE K noanepXxkKy Ha rocygapCTtBeHHOM N OTpacCnieBOM YPOBHAX:

» B cootBeTtcTBMN C MeToaMyecKMMU peKOMEeHZauusMnU Mo CO3[aHUI0 BEAOMCTBEHHbIX WU
KOpPNopaTUBHbIX LIEHTPOB FOCYAapPCTBEHHOW CUCTEMbI OBOHapyXeHus, nNpepynpexneHns u
NVKBMZAUMM NOCNeaCcTBUN KOMMbIOTEPHbLIX aTak Ha MHGOopPMaLMOHHbIE pecypchl Poccuimnckom
®epepaumm (FTocCOMKA) N2149/2/7-200 ot 27.12.2017 BONXHO OCYLLECTBASTLCS BbIABNEHNE
n3BecTHbix ysassumocTten 1O MHPOPMAUMOHHBIX PEecypcoB MNyTeM aHanuM3a CocCTaBa

1OtyeT Solar JSOC «KntoueBble y13BUMOCTU UHGOPMALIMOHHBIX CUCTEM POCCUNCKUX KOMMNaHNUN
2021-2022 rr.».
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YCTaHOBJTIEHHOIO MO n obHoOBNEHNN 6e30NacHOCTH C npuMeHeHnemM aBToOMaTU3NPOBAHHbIX
cpeacte aHanu3a  3allULWLEHHOCTU (cnctemHoe CKaHunpoBaHUe, wuccnegosaHne cC
ncnonb3oBaHNEM NMPUBUNETNPOBAHHDBIX YYETHbIX 3anucen n (nnn) nporpamMmMHbIX areHToB), a
TakxXe gpyrux cpeacTs 3alnTbl MHCI)OpMaLI,VIVI.

*  C1wona 2017 roga sctynun B cuny FOCT P 56939-2016 «3awwnta undpopmaumn. PazpaboTtka
6e3onacHoro nporpammHoro obecnederus. Obwme TpeboBaHUs», yTBepXaeHHbIn OCTIK
Poccun. HoBbIn cTaHpapT 0653blBaeT KOHTponuposaTb oTcyTcTBue yrpo3 HAB B O
(«dbYHKUMOHaNbHbIX BO3MOXHOCTEN CPeacTB BblYNCANTENIbHOMN TEXHUKN, HE OMUCAHHbIX UMK He
COOTBETCTBYIOLMNX OMUCAHHbIM B OOKYMEHTauun, Npyv UCNOMb30BaHUN KOTOPbLIX BO3MOXHO
HapylweHne KoHOMAEHUManbHOCTW, AOCTYMHOCTU WU  LENOCTHOCTU obpabaTbiBaeMon
nHbopMaLmm») n 0bHapyXmnBaTb HEAOCTATKN B 3aLUULLEHHOCTW.

* B cootsetctBUM C TpeboBaHuasmn npukazos DPCTIK Ne17, 21 n 31 Heobxogumo
aHanM3npoBaTb BO3MOXHbIE YA3BUMOCTU UCMONb3yeMbIX NMHGOPMALMOHHbBIX CUCTEM, B TOM
yncne NpUMeHsiemMblx CPEACTB 3alnTbl MHPOPMaLMK, MPUMEHSATL MEPbI MO UX YCTPaHEHUIO, U
noaTBeEPXAaTthb, YTO B MHPOPMALIMOHHOM CUCTEME OTCYTCTBYIOT YA3BMMOCTH, coaepXalunecs
B 6aHKe AaHHbIXx yrpo3 6esonacHoctn uHPopmauum PCTIK Poccun, a TakkKe B WUHbIX
NCTOYHMKAX, UMM UX NCMOMb30BaHWe (aKcnayaTaumns) HapywmnTenem HEBO3MOXHO.

* CornacHo CtaHpgapTty baHka Poccun B obnactn nHpopmaumoHHon 6eszonacHocTtn (CTO BP
NBBC) B cooTBeTcTBUM C TpeboBaHUAMW K aHanudy ¢GYHKUMOHUPOBAHNSA CUCTEMBI
obecneyveHus VB npouenypbl aHanu3a GyHKUMOHUPOBaAHUSA CUCTEMbl obecneveHuns WB,
Mcnonb3ylolme B TOM 4Yncne paHHble 06 yassBuMmocTax MIB ponxHbl 6biTb onpepeneHsl u
LONXHbI BbINOMHATLCS, PEFMCTPUPOBATLCS U KOHTPONNPOBATLCS.

1.3. TexHonorum aHanusa 6e30MNacHOCTU NPUNTOXEHUN

CneunanucTtbl MexayHapOAHOW WUCCNeaoBaTeNbCKOM W KOHCanTUHroBow kKomnaHum Gartner,
cneunanunavpyowencs Ha NT-pbiHKe, cUMTaloT aHanmsa NpUIoXeHnn Ha yassumoct n HOB ogHon n3
rnaBHbIX TeEXHoONOrnm, obecneunsatowmx Secure SDLC 1 6e30nacHOCTb NPUNOXEHNN.

Gartner BbigensieT 5 OCHOBHbIX METOLa aHann3a kopa:

* Crarnyeckumn aHanus kopa (SAST, Static Application Security Testing) — aHann3 ncxogHoro
KOAa NpunoxeHns 6e3 ero peanbHOro NCNONHeHUs (MeTod «6enoro awmka»). MakcrumanbHo
NoOXoAnT AN WHTerpauumn npouecca TECTUPOBaAHUS Koda B pa3paboTKy NMPUIOXEHUS oS
opraHunsaummn Secure SDLC ¢ npumeHeHnem metogos Cl n CD.

* [OunHamuyeckum aHanu3 kopa (DAST, Dynamic Application Security Testing) - aHanua
NCNONHAEMbIX NPOrpaMMm Ha peanbHOM WM BUPTYanbHOM npoueccope (MeTof «4epHoro
awmka»). MogpadymeBaeT aHann3 yxe BbIMYLEHHbIX U paboTaloWmX NPUNOXEHUA U LWNPOKO
NPUMEHSAETCS B KOMaHAaxX, NPakTUKYIOLWNX KackagHbi meTop, paspaboTku N0, a Takxe Temu,
KTO HE MOXeT NOoMy4YnUTb UCXOAHbIN KOg nNpunoxeHus. 13-3a HeQoCTyNnHOCTN UCXOQHOMO KOAa
N OrpaHUYeHUn MeTogofIorMn 3HauuTenbHo Yyctynaetr SAST nNo 4ucny BbIIBASEMbIX
YS3BMMOCTEN U CKOPOCTW.

*  WHtepakTMBHBbIM aHanu3 kopa (IAST, Interactive Application Security Testing) — ynyJweHHas
Bepcus DAST, oTnnyarowascs oT HEro NOMeLLEHMEM areHTa B aHannanpyemMmoe npunoxeHue.
OTO OTAnYMEe NO3BONMSET OTCMEXMBATb BbINOMHEHME KOAA, K KOTOPOMY MNPMBEN BHELHWUN
BbI3OB, @ TaKXe 3anyckaTb YaCcTu NPUNOXeHUs U3HyTpu. Hanpumep, obbi4HO DAST He moxeT
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HaMTWN 3annUCb KPUTUYECKMX OaHHbIX B NOre, Tak Kak Takas ys3BMMOCTb HUKaK He CKaxeTcs Ha
noesegeHun nHtepdenca, a IAST — MOXeT, Tak Kak OH OTCneXuBaeT nepemelleHne aaHHbIX
BHYTPU NpunoxeHus. MoxHo ckasaTtb, 4To IAST — 37O MeToA «ceporo awmka». HabnogeHne
BEAETCH USHYTPU NPUIOXeHNs, HO 6e3 aHann3a NCXOOHOro KoAa, TO €CTb YaCTb YA3BMMOCTEN
n HOB moxeT 6bITb He OOHapyXeHa.

AHannzs koga Mo6unbHbIX Npunoxenun (MAST, Mobile Application Security Testing) — aHanus
KOAa MOBGUIbHBIX MPUNOXEHUN C y4eTOM cneundukn MO6UNbHbIX nNnatdopm, Npexane BCero
Google Android n Apple iOS.

AHanns coctaBa nporpammMHoro o6ecneyeHus (SCA, Software Composition Analysis) -
aHann3 CTOPOHHMX KOMMOHEHTOB, WCMOMb3yeMblx B KOOQoBOW ©Gasde npunoxeHus. SCA
NO3BONSET rapaHTUPOBaTb, YTO KOMMOHEHTbI, KOTOPbIE NCMOb30BaANUCH B pa3padaTbiBaeMbIX
NPWIOXEHNAX, COOTBETCTBYIOT OCHOBHbIM CTaHgapTaM 6e30MacHOCTU U He MpeacTaBnsioT
pvcka ons 6usHeca.

KomnaHua «PocTtenekom-Conap» paspabotana cob6CTBeHHOE pelleHne Solar appScreener gns
NPOBEePKM NPUNOXEHNN Ha 6€30MacCHOCTb, KOTOPOE BKIIOYAET:

Moaynb cratuueckoro aHanumsa 6e3onacHoct npuaoxkeHun (SAST), BbIABAAIOLLMN
yAa3BUMOCTM 1 H/IB He TONbKO MpW HaANUMN NCXOAHOTO KOAQ, HO N Ha OCHOBE MCMOHAEMbIX
dannos (buHapHOro Koaa).

Mopaynb wHTerpauum c npoagykrom DAST, 6narosaps KOTOPOMY MOXHO MNPOBOAUTbL
MONHOLIEHHbIN AUHAMWUYECKUA aHann3 Beb-npunoxkeHuin. MpoekTbl AMHaMUYECKOro aHanun3a
MO>HO MpWBA3aTb K MPOeKTaM CTaTU4eCKoro aHanausa 418 KOppenaummn nx pesynbTaTos.

Moaynb SCA, no3BO/IAOWMIA NPOBOAWUTb MOJHOLIEHHbIN aHann3 coctaBa MpPOrpaMMHOro
obecrneyeHns N UckaTb B COCTaBe CTOPOHHMX KOMMOHEHTOB ysa3BuMocTy 1 H/AB.
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2. Kpatkoe onucaHune

2.1. HazHayeHue

Solar appScreener - kKoMnnekcHoe peleHne ana KoHTpona 6esonacHocTn MNO. Ero BO3MOXHOCTM
Nno3BonsalT 3dPeKTUBHO BbIABAATL YA3BUMOCTM M HOB ¢ nomowplo pasnnyHbix MeToOoB aHannsa
(SAST, DAST, SCA) 1 nHTerpmpoBaTtbCs C Apyrumm CUCTEMaMn Ans BCTpanMBaHms B LMK 6e30nacHom
pa3paboTKu.

Solar appScreener nogaoepxuBaeT cTaTM4eCkU aHann3 NPUAOXEHUN, HanMCaHHbIX Ha 36 s3blkax
NPOorpamMMmMpoBaHna UM CKOMNUANPOBaHHbLIX B 0gHOM 13 10 pasnnyHbix GOopmMaToB UCMOMHAEMbIX
dannos, B ToM uncne ana Google Android, Apple iOS n Apple macOS. OgHa 13 OTAMYUTENbHbIX
OCOBGeHHOCTEN cTaTtuyeckoro aHanu3a Solar appScreener - BO3MOXHOCTb NpPOBEOEHUS
CTaTUYECKOro aHanmaa He TOMIbKO MCXOOHOro Koaa, HO U UCNofHsaeMbIx ¢annoB (6MHapHOro Koaa).

Nomumo mopyna SAST, Solar appScreener BkoYaeT Mogynb AMHAMUYECKOro aHanusa, 6narogaps
KOTOPOMY MOXHO aHanM3upoBaTb BeO-MPUNIOXEHUS Ha Hanmume Ya3BUMOCTEW, WUMUTUPYS
BPEeOOHOCHbIE BHELUHNE aTakn U MCNONb3Ys pacnpoOCTpaHeHHble YSI3BMMOCTU. Takxe pelleHune Solar
appScreener No3BonsdeT KOPPEenMpoBaTb pe3ynbTaTbl CTAaTU4ECKOro M OUHAMUYECKOro aHanmaa,
6naropgaps 4YeMy MOXHO AMHaAMWYECKU NOATBEPXAaTb YA3BMMOCTW, HamgeHHble C MOMOLLbIO
cTaTuyeckoro metopga. Taknm 06pa3oM, KOppensums peaynbTaTtoB, MONyYeHHbIX B npouecce paboTbl
aHanusatopoB SAST n DAST, aBngetca OgHUM U3 KNIOYEBbIX NPENUMYLLECTB UCNOJSIb30BaHUA AAHHOIroO
peLeHuns.

SCA-mogynb Solar appScreener nos3BonsgeT MNPOBOAMTb aHanM3 cocTaBa MNPOrpamMMHOro
obecneyeHuns], YTO NO3BOMSET NPOBEPSATb BHELUHNE KOMMNOHEHTbI (3aMMCTBOBaHHbIV KOA) Ha Hanuvme
B HUX yssBuMocTen n HOB, nonyyaTb pekoMeHgaumm no UcnpasneHunio (3ameHe) n obHapyXuBaTb
yCTapeBLIME KOMMOHEHTBI.

* [lopaepxuBaemble A3bIKN NPOrpaMMUpPOBaHNS AN NPOBeAeHNs cTaTuyeckoro aHanmsa: ABAP,
Apex, ASP.NET, COBOL, C#, C/C++, Objective-C, Dart, Delphi, Go, Groovy, HTMLY, Java, Java
for Android, JavaScript, JSP, LotusScript, Kotlin, Pascal, Perl, PHP, PL/SQL, T/SQL, Python,
Ruby, Rust, Scala, Solidity, Swift, TypeScript, VBA, VB.NET, VBScript, Visual Basic 6.0, Vyper,
1C.

- BosmoxHa 3arpyska npoekToB B apxmBax ¢opmatoB 7Z, ZIP, EAR/AAR, RAR, TAR.BZ2,
TAR.GZ, TAR, CPIO.

* [lopnepxvBaemble popMaTbl UCNONHAEMbIX GannoB AN NPOBEAEHUS CTaTUYECKOro aHanmaa:
- Java/Scala: JAR/WAR/EAR/AAR;
- C/C++: DLL/EXE;
- Android: APK; AAB;
- Apple iOS: IPA;
- Apple macOS: APP.
*  [unHamnueckun aHanna nposogutca no URL Be6-npunoxeHus

o HODJJ,ep)KMBaeMbIe CI)OpMaTbI q>a|7|n05 ona nposegeHna aHannda CTOPOHHUX KOMMNOHEHTOB!
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- ApxuB c ncxopgHbiM kogom B dopmaTtax 7Z, ZIP, EAR/AAR, RAR, TAR.BZ2, TARGZ, TAR,
CPIO

- Ccbinka Ha peno3utopun ¢ ncxogHbim kogom (Gitlab, Github, Bitbucket)
- SBOM-dann npoekta (cobpaHHbIn ¢ nomoLlbio CycloneDX)

MNpoBepka 6€30MacHOCTM MOBUNBHBIX MPUNOXEHNI MOXET OCYLLECTBASATLCS MPOCTbIM KOMMPOBaHNEM
B MEHIO aHanu3atopa CCbiiku Ha npunoxeHne c Google Play uvnn App Store, uto gBnsetcs
nofiHoueHHbIM mMAST-aHanm3omM no metogonorun Gartner.

Yassumoctn n HOB obHapyxuBaloTca ¢ NnoMolbio 6onee Oecatn MeTogoB aHanusa, B TOM Yuchne
NEeKCUYECKOro, CUMHTaKCUMYECKOro, CeMaHTU4eckoro, taint-aHanusa, pPacnpOCTPaHEHUs KOHCTaHT,
pacnpocTpaHeHns TUNOB, aHann3a CMHOHMMOB W aHanua3a rpadoB NoToka ynpasneHus. [JoCTynHbl
HacTpoOWKa napameTpOoB aHanu3a, B TOM YUCNEe WUCKIIOYEHNE HEKOTOPbIX YA3BMMOCTEN, a TakxXe
WHKPEMEHTanNbHbIN aHanna, Npu KOTOPOM MPOBEPSETCH TONbKO WM3MEHUBLUMNCS Kofg. TexHonorus
aHanusa cocTtaBa 1O (SCA) ob6HapyxuBaeT NPUMEHEHME CTOPOHHUX KOMMOHEHTOB, TakKUX Kak
cBobogHoe MO u roToBbIN KOO, U3 UHTEPHETa, U ONpPeaenseT X Ha3BaHWusl, BEPCUN, YI3BMMOCTU U
NULLEH3NPOBaHME.

HangeHHble yassumoctn u HOB rpaduyeckn nopgcBeuvmBaloTcsa HEMNOCPEOCTBEHHO B Koae
NPoaHanM3npPOBaHHOIO MPUIOXEHWS, B TOM YuUCfe e€Cnu OHW 6binn B BuAE MUCnonHsembix $annos
(dann debug info ona atoro He HyXeH). BO3MOXHO CpaBHeHME pedynbTaToB TECTUPOBAHUS OOHOMO
npoeKkTa C y4eToM U3MEHEHUN, CTaHOAaPTHbIX NPW HanucaHUWM KOAa, U OTnpaBKa yBeOOMIEHUN Ha
3NEKTPOHHYIO NOYTY.

[ng ycTpaHeHnsa HangeHHbIX ya3BuMocTen n HOB HyXHO He TOMbKO X OBHapyXuTb, HO U FPamMoOTHO
onucatb npasuna, NMpuY KOTOPbIX OHW paboTalT UAM 3akpbiBaloTca. Solar appScreener paet
AeTanbHble pekoMeHpauuMn Mo ycTpaHeHuto ysassumocTen n HOB ¢ onucaHnem cnoco6oB umx
aKcnnyaTaunn, a Takxe pekomeHgaumnmn no Hactponke WAF. basa npasun noncka yassumocten n HAB
Solar appScreener NOCTOAHHO NONONHAETCH pas3paboTyMKaMu aHanmaaTopa No UToram NPOBEAEHHbIX
nccnegoBaHumn.

1D LT oeKTbI pos To1 1/107.03.2023 11:36:53
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OAVH 13 rnaBHbIX NapamMeTPOB aHaNM3aToOPOB NPUNOXEHUN — KOMNYECTBO NOXHOMNOMNOXUTENbHbIX U
NOXHOOTpUUaTeNbHbIX cpabaTbiBaHun. [Ona aTom uenn B Solar appScreener npumeHseTcs
cobcTBeHHas TexHonorms - Fuzzy Logic Engine. OHa 3agenctByeT maTemaTvyeckuin annapat
HEeYeTKMX MHOXECTB W HEYEeTKOW NOTNKM U SBASETCA TEeXHOMOMMYECKUM HOy-Xay KOMMaHun
«PocTtenekom-Conap». MapameTpbl paboTbl ¢mnnbTpoB Fuzzy Logic Engine onpepgensioTtca 6asomn
3HaHWW, KOTOpas MOCTOSHHO MOMOMHAETCH NO peldynbTaTtam NpoBeAeHHbIX nccnegosaHnin. Oduuep
6€e30MacHOCTN MOXET CaMOCTOATENbHO paboTaTb C GUAbTPaMU ANA CHUXEHUS Yucna NOXHbIX
cpabaTbiBaHUM U NPONYCcKOB ysa3BumocTen n HAB.

Solar appScreener nerko unHTerpupyetcs ¢ penosutopusmmu Git n Subversion, VCS xocTuHramm
GitLab, GitHub, Bitbucket, cepsepamu CI/CD Jenkins, TeamCity, Azure DevOps Server 2019 (paHee
- TFS CI) n cuctemonm otcnexmsaHma ownook Atlassian Jira, 4To nomoraeTt ObICTPO aHann3npoBaTb
NCXOAHbIN KOO N obecneynTb 6e30nacHbIN XU3HEHHbIN UMK paspaboTkuy MNO. Mopaepxka Microsoft
Active Directory nossonseTt ynpocTuTb ynpaBneHue npaBaMu gocTtyna K Solar appScreener npwu
©0NbLWOM Yncne pas3paboTHMKOB.

[ns B3aMmMogencTsms ¢ gpyrumm cucteMamm u cepemcamm AOCTyneH BCTPOEHHbIN OTKPbITbI AP
2.2. O6nacTn npuMeHeHus

Solar appScreener He3ameHUM, eCiv OpraHM3aunmn Heo6xooMMo:

*  NpPepocTaBNsTb OHNANH-CEPBUCHI BHELHMM NOMb30BaTENAM: UHTEPHET-6aHK, MNYHbIA KaBUHET
nofib3oBaTeNs, OHNaNH-NPOoAaXxa TOBapOB 1 YCNyr, CEPBUCHI MOBUNBHON KOMMEPLUN U T. A4

* nNpoBepsiTb 6€30MacHOCTb MPUIOXEHUN Ha Hanuume yasBumoctenm n HIOB, ocTaBneHHbIX
paspaboTumkamMu, Npu OTCYTCTBMM SOCTYNa K UCXOOHbIM KOAaM;

* BbINOMHATL TpeboBaHua cTaHgaptoB CTO BP WBBC, ®CT3K Poccuun, PClI DSS wun
FOCT P 56939-2016 B yacTu aHanusa Koga npuioxXeHuns;

®  YCUNNTb aBTOPUTET N BNNAHNE CJ'Iy)K6bI B Ha BHELWHMX nnu BHYTPEHHUX pa3pa6OT‘-II/IKOB;

*  KOPPEKTHO W B KpaTyalwme CPOKM HacTPOUTb CUCTEMbl 3alUTbl U MOHUTOPUHIA OHMANH-
CEpPBUCOB.

2.3. UHTepodenc

paduyeckuin nHTepdenc Solar appScreener B NepBylo odepedb paccynTaH Ha cnyxoy Vb, a He Ha
pa3paboTumkoB. B ero ocHoBe - obneryeHHas norvka B3aMMOLEWCTBUS C MNOMb30OBaTefleM, He
Tpebyiowas rnybokux TEXHUYECKUX 3HaHUM ONs MHTepnpeTaumm pesynbTaTtoB aHanm3a. [1o aTton
npuunHe mHTepdenc Solar appScreener oTnMyaeTcs NPOCTOTOM WM yoo6CTBOM, a caM npouecc
aHanns3a MakCuMasnbHO aBTOMaTU3UPOBaH, YTO NO3BOASET NPOBEPATL KOL NPUMOXEHUS B ABa KNuKa.

B Solar appScreener peanu3oBaHa yoobHasa HaBurauuvs no NnpoekTam 1 peadynbTataMm aHanusa, bonee
HarnsgHas 1 nogpobHas ctaTncTnyeckas MHGopMaLmst O NPOeKTax N AONONHUTENbHbIE GUABTPbI AN
NPOEKTOB.

B HoBOWM Bepcum npopgykTa B PYKOBOACTBO MNOMb3oBaTens pobasneH rnoccapun, roe cobpabl
cneunduyHble TEPMUHLI, UCnonbdyemMble B Solar appScreener, a Takxe obLme noHaTmua otpacnu UB.

B peleHnn gocTynHbl pycCcKUM U aHrMUNCKNN A3bikn uHTepdenca. MNpegnovmTaemMbln 93bIK MOXHO
NOMEHATb NPSMO BO BpeMs paboThbl.

Takxe ¢ Solar appScreener MOXHO paboTaTb Yeped KomaHaHyto cTpoky (CLI).

PocTtenekom
Conap




SOLAR APPSCREENER 3.13.0 WHITE PAPER
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PucyHok 4. Cnncok npoeKToB

2.4. NNnueHanpoBaHue n nocraeska

Solar appScreener MOXHO pa3BepPHYTb KakK Ha COOGCTBEHHbIX BbIYNCAUTENBbHbIX MOLHOCTSX
opraHu3aumu, Tak U Nob30BaTbCA UM Kak CePBUCOM, AOCTYMHbIM 13 obnaka «PocTtenekom-Conap»
(SaaS). B cnyyae pa3melleHns Ha COOGCTBEHHOM CepBepe opraHv3aumMm nuUeH3npoBaHne
OCYyLLEeCTBASETCA NO KOMYECTBY NOMb30OBaTENEN C [OCTYNOM K CUCTEME U KONMYECTBY NapannenbHbIX
NMOTOKOB, B Cly4yae SaaS — onnaymBaeTcst KOMYECTBO NPON3BEAEHHDbIX MPOBEPOK KOAA.

Onsa HebonbwnX BeHOOPOB M UCNOMb3YIOWMX 3aKkasHble pasdpaboTkyM KoMnaHum Mogens SaaS
Havbonee onTUManbHa: y HUX MOTPEOHOCTb B NPOBEPKE Kopa MPUIOXEHU BO3HMKaET Nulb
nepuoamyeckn. Takum KOMNaHWAM [OCTaTOYHO MPMOBPECTM NULEH3UN Ha HeobXOoOMMOEe 4MCNOo
NpoBepoK KoAa, Yepesd Beb-nHTepdenc 3arpy3nTb Kog B 061aKo M AOXAATbCSH OKOHYaHWS aHannaa.
MNepepava paHHbIX MexXxay Beb-MHTepdencoM u O6NakoM OCYLEeCTBASeTCs Mo  3alMeHHOMY
npotokony HTTPS.

2.5. CooTBeTcTBME TPEOOBAHMNSAM PErYNATOPOB

Solar appScreener paspaboTaH B Poccum ¢ NpuYMEHeHUEeM COOBCTBEHHbIX 3anaTeHTOBaHHbIX
TexHonornm, BHeceH B EauHbin peectp oTevectBeHHoro MO (N2 6119), ceptudouumposaH GCTIK
Poccuu Ha cooTBeTcTBUE «TpeboBaHMAaM Mo 6e30nacHOCTU MHGOPMaLMKW, yCTaHaBINBaloLLME YPOBHU
OOBepus K cpeacTBaM TEXHUYECKOM 3awmnTbl MHGOPMaLmn U cpeacTBam obecneveHns 6e30nacHOCTU
NHPOpPMaUMOHHbIX TexHonorun» (PCTIK Poccum, 2020) - no 4 yposHio gosepus n TY (ceptudukat
cooTBeTcTBMS N2 4007).

Solar appScreener — OTAWMYHBLIN BbIGOP ON9 KOMMA@HUN, CTPEMSALMXCA BbINOAHATL TpeboBaHUS
pasnuyHbIX cTaHaapToB 6e3onacHoCcTU. C ero NOMOLLbIO MOXHO CreHepupoBaThb OTHET, CBEPCTaHHbIN
B COOTBETCTBMM C knaccuéukaumen yassmmocten no sepcum PCl DSS, OWASP Top 10, OWASP
Mobile Top 10, BAY ®CT3IK Poccun, OY[O4, HIPAA nnn CWE/SANS Top 25, 4to ynpouaeT
obecrneyeHne CoOoTBETCTBUA TPeObOBaHUAM PErynaTopoB.
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3. BoaMoXxHocTn

e CraTtuyeckum aHanm3 NCXOQHOro Koga

Solar appScreener MOXeT aHanuM3npoBaTb WCXOAHbIA KOA, HamMCaHHbIM Ha 36 A3blkax
nporpaMM1poBaHuns, BKtoYas kak nonynspHbele (Java, Scala, PHP, C#, Swift, Ruby n gp.), Tak n
cneunanuamposaHHble (ABAP, 1C, Solidity, PL/SQL v ap.) unn yctapeswume (Delphi, COBOL,
Visual Basic 6.0, VBA).

* CraTM4yecKkun aHanm3 UCMOJHsAEMbIX ¢pannioB

TexHonornn pgekoMnuaauMm n peobdyckaumm GUHAPHOro Koda MNPUNOXEHU MO3BONSIOT
ncnonb3oBatb Solar appScreener ana aHanu3a MCNonHseMbix ¢annos, B TOM uvucne Ans
Google Android, Apple iOS un Apple macOS. [Ons npoBepkn MOBUMBLHBLIX MPUNOXEHUN
LOCTaTOYHO CKOMMPOBaTb B aHanM3aTop CCbINKy Ha COOTBETCTBYIOLLYO CTpaHuuy B Google
Play nnn App Store. PesynbTaTbl aHann3a oTOOpaxaloTCs Ha OCHOBE BOCCTAHOBEHHOrO
NCXOQHOrO Kopaa.

*  [MHaMuyeckumn aHanua Be6-npuNoXeHUn

Bnaropaps koHHekTOpPY Solar appScreener MoxeT NPOBOAUTL AUHAMUYECKOE CKaHUPOBaHWE
Be6-npunoxeHnn. [Ons ckaHupoBaHua poctatodHo ykasatb URL Be6-npunoxeHus. B
pesynbTate aHanu3a 6yayT BbiBNEHbl ya3BuMocTy 1 HOB TecTupyemoro npoekTa.

* AHanua coctaea nporpaMMHoro o6ecneyeHus

SCA-mopynb Solar appScreener nossongeT NpPOBOAUTbL aHanmM3d cocTaBa MNPOrpaMMHOro
obecneyeHuss Ha HanMuMe B HEM YS3BMMOCTEN W 3akfagoK, Mofydatb MOAPO6Hble
peKoMeHaLUnn No 3aMeHe 1 BbISBNATb YCTapeBLne KOMNOoHeHTbI 0.

* BbisBneHue ysssumocTen

YA3BMMOCTW BbISBASOTCA Ha OCHOBE MNpaBu/ NMOMCKa NOCne 3aBeplueHus Bcex npouenyp
aHanuaa n paboTbl Fuzzy Logic Engine. MpumeHeHne texHonorun SCA no3BonsgeT BbISBAATb
YS3BMMOCTM HE TONbKO B COOGCTBEHHOM KOfe, HO U B KOMMOHEHTax Ha ocHoBe cBobogHoro MO
N CTOPOHHUX BUBNOTEK.

* BbisBneHue HepgeKnapupoBaHHbIX BO3MOXHOCTEN

HOB BbISBASIOTCA NO HaNM4YMIO OOHOW U3 XapaKTepHbIX 6a30BblX KOHCTPYKUMI: XapakKOoOHbIX
YYETHbIX 3anucen, CKPbITON CETEBOW aKTUBHOCTU, BPEMEHHbIX 60M6 1 T. A. Hannune 6a30BbIx
KOHCTpyKunn HOB MoxeT cBumaoeTenbcTBoBaTb O MPUCYTCTBUKU BOfee CNOXHOW COCTaBHOM
3aKnagku.

* lpoBepka yHacnepoBaHHOro 1 3akasHoro MO MeToaoOM CTaTUYECKOro aHanmsa

PeannsoBaHHble B Solar appScreener TtexHonorum SCA n aHanusa 6MHapHOro kopa
NO3BONAIOT NPOBEPATL Ha ya3BuMocTn M HOB yHacnepoBaHHble MPUIOXEHUS U 3aKa3Hble
pa3paboTkn, B TOM YMCNe UCMOoMb3ytolwme CTOPOHHNE KoMnoHeHThl (CIMO, roToBble Koabl N3
WHTEpPHeTa, MOaynn, 6UbnnoTekn).

* Koppensiuus pesynbTaToB CTaTU4ECKOro U AUHAMUYECKOro aHanmaa

PGSyJ'IbTaTbI, noflyyeHHble No UToram CTatund4eckoro M pgunHamn4yeckoro aHanmsa, MOXHO
conocCTaBnTb MexXxnay cobon, 6naro,u.ap9| 4yemMy B paMKax OOHOro npoeKkTta nonb3oBaTersto
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OOCTynHa npoBepKa C NONTHbIM NOKPbITUEM KOOa N YKa3aHNEM yHBBI/IMOCTel;L NOATBEPXAEHHbIX
C NOMOLUWbIO onHaMn4yeCckoro aHanmsa.

* CpaBHeHue peaynbTaToB NPOBEPOK

C nomoupto Solar appScreener MOXHO CpaBHMBaTb pPe3yfbTaTbl MPOBEAEHHbIX TECTUPOBAHN
N CTPOUTb padnuyHble rpadurkn, YTO NO3BONSET YAOOHO OTCNEXUBaATb AMHAMUKY YCTPaHEHUS
unu nosBneHus yassumocten n HOB, B TOM uucne no rpynnam npoekToB. lNpu 3ToM
YUMUTBIBAOTCA M3MEHEHWS, XapaKTepPHble A4S Npouecca HanMcaHua Koaa, a B paMmkax OfHOro
npoekTa OTCNEXMNBAOTCA camun ys3BUMOCTM 1 HIB, 4To gaeT BO3MOXHOCTb KOHTPONNPOBaTb
X0[, UX YCTPaHEeHUs.

hd nOCTpoeHMe oT4yeToOB

OT4eTbl No yassumocTam 1 HOB dopmupyloTcs aBToOMaTUYECKW, a UX cogepxaHne BbibupaeT
nonb3oBaTteflb. PeaynbTatbl npencrtaBnsioTCs B UHTepdence Solar appScreener nmbo
BbIrpyxatotca B ¢opmate PDF/JSON/CSV. [ocTynHa BbIrpy3ka B COOTBETCTBUN C
knaccudukaumen yassumocten no sepcum PCI DSS, OWASP Top 10, OWASP Mobile Top 10,
BOY ®CT3IK Poccuun, OYO4, HIPAA nnn CWE/SANS Top 25, a Takxe rnbkas BbIrpyska
OTYEeTHbIX AaHHbIX Yepe3 JSON.

* PasrpaHunuyeHue npas pa3paboTunKkoB

[na noBbIWEHNS YPOBHSA WHPOPMALMOHHON 6e30MacHOCTM MOXHO pas3rpaHvynTb npasa
poctyna paspaboTunkoB Kk Solar appScreener. Mopaepxka Microsoft Active Directory
no3BofiSeT yYMpPoOCTUTb YyMpaBneHue npaBaMu [AOCTyna npuv  60MnbloOM  KONMUYecTBe
pa3paboTUmKOB.

* [lNoparotoBka pekoMeHpauun ana paspaboTynkoB

Pa3paboTunky 3aMHTEpPECOBaHbI CAaBaTb NPOEKTbl MakCUManbHO 6bICTPO U C MUHUMaNbHbIMK
3amMevaHnsMn. VIMEHHO NO3TOMY pekoMeHaauuMn Ons paspaboTunKoB copepxaT OnucaHus
yassumocTen n HOB, ccbinkn Ha copgepXalume nx y4acTku Koaa, a Takke KOHKPETHble COBETbI
Mo ero N3MeHeHuIo.

* TloaroTtoBka pekoMeHAauun ans opuLepoB 6€30MacHOCTU

Oduuepam b6esonacHOCTM HeobxoaMMa MakCUManbHO MofiHas MHPopMauUs O HamgeHHbIX
ys3BuMocTax U HOB. PekomeHpauuun gns HUX cogepxaT geTallbHble onncaHms oOHapyXeHHbIX
ysassumocTten n HAB, Bknoyasd cnocobbl ux peanu3aumy, a TakXe peKoMeHgauum no
HacTpownke WAF ot Imperva, ModSecurity, F5 nnu Positive Technologies WAF.

* Pa6ora c cuctemamm oTcnexunBaHus oLM60K

B 6a3zoBylo Bepcuio Solar appScreener Bxoant nHterpaums ¢ Atlassian Jira. 310 nossonseT
3aBOAMTb B Hee 3afjayn Mo YCTPaHEHUIO HaMAaeHHbIX YS3BMMOCTEN HEMOCPEACTBEHHO U3
nHTepdenca Solar appScreener n oTcnexmuBatb XO4 WX BbINOAHEHUS. Mpn HEOBXOANMOCTH
MOXHO peann3oBaTb NOAAEPXKY NOOOM APYron CUCTEMbI OTCNEXMBAHUSA OLNOOK.

*  WHTerpaums B npouecc paspabotku
Solar appScreener MOXHO cBs3aTh C:
- penoautopuamm Git n Subversion;

- VCS xoctuHramum GitLab, GitHub, Bitbucket;
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- cpepacTtBamu paspaboTku Eclipse, Microsoft Visual Studio, IntelliJ IDEA,

- cpepacTtBamum cb6opkn Xcode, CMake, Microsoft Visual Studio, GNU Make, GNU Autotools,
Gradle, sbt, Maven;

- ¢ nnat$dopMOn HENPEPLIBHOrO aHanuaa n naMepeHus kavecta koga SonarQube;
- cepsepamu CI/CD Jenkins, Azure DevOps Server n TeamCity.

37O nos3BonseT BCTPOUTbL €ro B NPOLECcC pas3paboTkn 1 peann3oBaTb NOMHOLEHHbIN Secure
SDLC. C nomoupio oTkpbITOro API gocTynHa MHTerpaumsa ¢ opyrmmm cucTeMamm 1 CEpBrcamMm.
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4. NMpuvHUMN pa6oTbl

Solar appScreener COCTOUT N3 OBYX OCHOBHbIX yacTewn:

e CUCTEMbl aHannsa, NPOBOAALLEN CTaTUYECKMI aHaNn3 NCXOAHbIX KOAOB UM BUHapPHbIX ¢pannos,
OVHaMNYEeCKUI aHanm3 unu aHannma CTOPOHHNX KOMMOHEHTOB;

® CUCTEMbl OTYETHOCTW, NPEAOCTaBNAIOWEN PEKOMEHAAUNN MO YCTPAHEHUIO YSI3BUMOCTEN U
H[B, a Takxe HacTponke WAF.

BoamoxHocTn wuHTerpauum c IDE, cepsepamu CI/CD n cuctemamm oOTCnexmBaHUsa OLIMOOK
NO3BOMAIOT ONEPaTUBHO YCTPaHATb HanmgeHHble ysa3BumocTn n HOB, obecneunBas Secure SDLC
(cm. puc. B).

Ha nepBom lware aHanu3a CTPOUTCH BHYTPEHHEEe npeacTaBfieHne, Ha KOTOPOM MPUMEHSIOTCS
anropuUTMbl  CTaTU4yeckoro aHanuaa. [Ans 6uHapHOro kopja npuMeHseTcs  aeobdyckaums
(pacnyTbiBaHWe) U geKOMNUAALMS Y4acTKOB Koga C YA3BMMOCTAMMU. [locne 3Toro ocyLlecTBASETCH
TpaHcnauus yassmmocten n HAB Ha ucxogHbin kopf. lNpumeHeHne Fuzzy Logic Engine cHuxaet
KONMYECTBO NIOXHbIX CpabaTbiBaHUN.

Ha BTOpoM ware ¢opmupyeTca OTYeT, KOTOPbIN MOXHO COCTaBUTb B COOTBETCTBUM C
knaccudukaumen yassumocten no sepcum PCl DSS, OWASP Top 10, OWASP Mobile Top 10, BAY
OCTIK Poccumn, OYO4, HIPAA unn CWE/SANS Top 25. B pamkax oTyeTa MOXHO MNOMy4nTb
pekomeHgaunm no HacTponke WAF.
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PucyHok 5. O6was cxema pa6otbl Solar appScreener

|— YMNPABJIEHUE MPABAMU JOCTYMA J

4.1. Cuctema aHanunsa Kkopga

B ocHoBe cuctembl ctatndeckoro aHanmaa Solar appScreener nexat 10+ MeTogoB cTaTUYeCKOro
aHanusa, TexHonormm geobdyckaumm n geKoMNUASLUUN ANa aHannsa NcnofHaemMblx Gannos, a Takxe
cobCcTBEHHan TexHonorua Fuzzy Logic Engine pns cHWXeHus ymcna noxHbix cpabaTbiBaHui (false
positive) n nponycka ysasumocTen (false negative). Solar appScreener aBTomatnyeckn onpegenseT
13bIKW, Ha KOTOPOM HanucaHbl NPUIOXEHNS, B TOM YMCNE €CNN 3TO NPOrpPaMMbl-NOANTIOTHI.

[na npoBegeHWs OWHaAMUYecKoro aHanusa B Solar appScreener peanu3oBaHa MHTerpauus co
CkaHepoM 6es3onacHocTn Beb6-npunoxeHnn. Cpegn TEXHOMOrMW  JUHaAMUYECKOro aHanmsa
TpagnunoHHble Beb6-ckaHepbl 1 Beb-ckaHepbl AJAX, aBTOMaTU4YeCKne cKkaHepbl, TaCCUBHbIE CKaHepbl
n Fuzzer. Bnarogapsa nHTerpauum co ckaHepoM MOXHO HaxOAUTb HOBbIE YA3BUMOCTU, MOATBEPXAATb
YA3BUMOCTMW, HaMOEHHbIE C MOMOLbBIO CTaTUYeCKOro aHanusa, Npu 3TOM He nofydas fOXHbIX
cpabaTbiBaHUN.

TexHonorum craTtu4eckoro aHanusa

Solar appScreener BkntovaeT B cebs cnegylowme anropuTMbl CTaTUYECKOrO aHanm3aa: NekCuyeckum,
CUHTaKCUYECKU,  CEMaHTUYeCKMM  aHanu3bl, taint-aHanus, pacnpoCTpaHeHne  KOHCTaHT,
pacnpocTpaHeHe TUNOB, aHanM3 CUHOHUMOB W aHann3 rpadoB NOTOKa yNpaBneHUs.
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B cxeme pa6OTb| CTaTN4eCKoro aHanm3aTtopa MOXHO BbIAENIUTb TP OCHOBHbIX WWara:

1. TlocTpoeHue NPOMEXYTOYHOrO NPeAcTaBfieHns (OHO Xe BHYyTpeHHee npeacTaBieHue unu
Mogenb Kkoga).

2. lNpumeHeHne anropuTMOB CTaTU4EeCKOro aHanuaa, B pesynbTate paboTbl KOTOPbLIX MOAeNb
KoJa oononHaeTcs HoBon MHbopMaLmen.

3. [lpumMeHeHne npaBui NOUCKa ysa3BMMOCTEN K AOMOSIHEHHOW MOAENN Koaa.

MoryT ncnonb3oBaTtbCs pasHble Mogenn koga:
*  VICXOOHbIV TEKCT NPOrpamMmbil;
*  [OTOK Nnekcew;
* pepeBo pasbopa (AST, Abstract Syntax Tree);
* TpexagpecHbIn Kofg;
* rpad noToka ynpasneHus;
* CTaHAapPTHbIN UM COBCTBEHHbIN 6anT-koa 1 T. .

Jlekcnyeckmn, CUHTaKCUYECKUN U CEMAHTUYECKUM aHanna3 MPUMEHSINTCS A8  NOCTPOEeHUs
BHYTPEHHEro npeacTasneHuns, Yalle Bcero — gepesa pasdopa (AST, Abstract Syntax Tree).

Jlekcuyeckun aHanus p836MBaeT TEKCT nporpamMmbl Ha nekcembl — MUHUMalbHbIE CMbIC/TIOBbIE
aneMeHTbl. Ha Bbixoge nony4yaeTcyd NOTOK NEKCEM.

CUHTaKCUYeCKUM aHanua npoBepsieT, YTO NOTOK NIEKCEM BEPEH C TOYKM 3PEHMUS rpamMaTrKK a3blka
nporpaMM1MpoOBaHUs.

CeMaHTM4Yeckun aHanms npoBepdeT BbINOJIHEHNE 6onee  CNOXHbIX yCJ'IOBI/II;I, Hanpumep,
COOTBETCTBME TUNOB OaHHbIX B UHCTPYKUNAX NMpUcBanBaHUA.

MonyumBleecs B peaynbTate [p[epeBo pasbopa MOXHO WCMOMb3oBaTb Kak BHYTPEHHee
npeacTaBneHne, Unu NoyYnTb N3 HErO APYrne MOoaenu, HanpuMmep, NepeBeCcTN ero B TpexanpeCcHbIn
Kopg, N3 KOTOPOro CTPOUTCS rpad NoToka ynpaseHus.

pa¢ noToka ynpaBneHus — OCHOBHas Mofgenb 415 aNropuTMOB CTaTMYecKkoro aHanuaa. B kavectse
BHYTPEHHErO NPEACTaBNEHNS MOXHO MCMNOMb30OBaTh M CaM UCXOOHbIA KOA, HO TOrAa He Mony4vuTCs
OOCTUYb Heobxogumoro kavecTtsa aHanusa. [lpu OuMHapHOM aHanmM3e (CTaTU4eckoM aHanuse
OBOWYHOTO UM NCMONHAEMOrO Kofa) TakxXe CTPOUTCS MOLENb, HO 30ECh YXE UCMONb3YIOTCS NPaKTUKK
obpaTHOM pa3paboTku: gekoMnunaummn, aeoddyckaunmn, obpaTHom TpaHcnaumn. B pesynstate MOXHO
NONy4YnTb TE XEe MOAENN, YTO U N3 UCXOAHOro Koga. IHorga npomMeXyTOYHbIM NPeAcTaBNeHNEM MOXET
CNYXUTb caM BGUHapHbIN KOS,

AHanu3 notoka gaHHbIX — OCHOBHOM anropunTMm CTaTtn4eCckoro aHanmnaa. OH HYXEH, YTOObI onpenenntb
B Kaxgown Touke nporpamMmbl I/IHq)OpMaLI,I/HO O [OaHHbIX, KOTOPbIE MOIYyT XpPaHUTbCA B NEpPEMEHHbIX.
Hanpleep, T™n nepemeHHoM; €€ KOHCTaHTHOE 3Ha4YeHne, Kakne ele nepemMeHHbIe yKasbliBaloT Ha 3TU
AaHHbIE.

3apaya aHannaa NOTOKa AaHHbIX 3aBUCUT OT TOTO, KaKyto MHGOPMaLMIO HYXHO ONpeaenuTb.

MNpumep:
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Ta6nuua 1. 3aBUCMMOCTb 3afay4M aHanM3a NOToKa AaHHbIX OT onpeaenseMon uHbopmaumm

YUTto HyXHO onpeaenuTb? 3apayva aHanMsa noToka AaHHbIX

1. ABnsieTcs N BbipaXxeHne KOHCTaHTON
PacnpocTtpaHeHne KOHCTaHT
2. 3HayeHue KOHCTaHThI

Tvn nepemeHHon PacnpocTtpaHeHne TMnos

Kakve nepemeHHble ykasblBalOT Ha onpeaeneHHyio obnactb

AHanM3 CUHOHUMOB
namsiTm (XxpaHaT OAHM N Te Xe OaHHbIE)

PeweHune 3agay aHannsa noToka gaHHbIX

Bce 311 3apayun Takxe MCNOJIb3YKOTCA B TEOPUN NMOCTPOEHNA KOMMUNTATOPOB. B aTton TEOPUN ONNCaHbI
peweHna 3agad BHyTpuUnpoueaypHOro aHanmida noTOKa [OaHHbIX, Korga AaHHble Heob6xoauMo
oTcnexmBartb B paMKax ofHou npouenypsobl, ¢yHKLl,I/II/I nnn mMetTopa. CyUJ,eCTBy}OT anropunTMmobl, C
NMOMOLbIO KOTOPbLIX Npu cobnogeHnn onpeneneHHbIX yCJ'IOBI/ll;l MOXHO pelwaTb Takmne 3agadn 3a
noJIMHOMManbHOE BpPEMA. PelweHnus onuparTca Ha Teoputo anre6pav1t-|eCKv1x peweTok n gpyrune
2N1IeMEeHTbl MaTeMaTn4eCKmnx TeOle;l.

Ho Ha npakTuke ycnoBus TeOpeM He COONoJaloTCsi, a rnaBHOE — HeOobXOoOMMO pelaTb 3agayu
MeXnpoLeaypHOro aHanmMaa NoToka faHHbIX, Tak Kak PeAKo ys3BMMOCTb MOMHOCTbLIO TOKann3yeTcs B
OAHOM PyHKLMK. MexnpouenypHbIn aHanna noToka AaHHbIX — 3TO 3KCNMOHEHUManbHas No CNOXHOCTH
3aava, N3-3a Yero aHanM3aTopy HEOHBXOOMMO MPOBOANTL PSA ONTUMM3ALMI N OOMNYLLEHUIA.

N3-3a CNOXHOCTM 3agad aHanmM3a noToka AaHHbIX poxpakTCa OCHOBHbIE OCOBEHHOCTM CEPbeE3HbIX
CTaTn4eCKnX aHann3aTopos:

*  [nuTenbHoe BpeMs aHanuaa;
*  0O/bLION O6bEM NOTPEBNIEMbIX PECYPCOB;
*  NOXHble cpabaTbiBaHus.

OpHako 6e3 pelleHns 3adady MeXNPoLeaypHOro aHanmMaa notoka AaHHbIX HEBO3MOXHO HaxOAamuTb
BaXHenwmne ysa3BMMOCTU.

Taint-aHanus - B pamkax 3TOro Tuna aHanu3a OTCNEeXUBATCH METKM, KOTOPbIe B HEKOTOPbIX TOYKaX
nporpamMMbl NMpucBamnBaloTCcs AaHHbIM. 3apgadva taint-aHanmsa - knoveBas AN MHGOPMaLMOHHOM
6e30nacHOCTW. VIMEHHO C ero mnomoLllpilo O6HapPyXMUBaIOTCSH YA3BUMOCTW, CBSi3aHHble C YTEeYKOM
KOHdMAOEHLMaNbHbIX AaHHbIX (3aNUCb Napons B XypHanbl COBbITUM, Hebe3onacHas nepenaya 4aHHbIX)
N BHEOPEHMEM OaHHbIX:

* BHegpeHusa B SQL;

*  MEXCaWTOBbIN CKPUMNTUHT;

*  OTKpPbITbIE NepeHanpasneHuns;

* nopgaenka ¢annosoro nyTn u T. A.

B pe3ynbtTate nNpuUMeHeHua YykKa3aHHbIX Bbllle anropuTtMoB MNPOMEXYTOYHOE npeacrtaBneHne
AononHAeTCod I/IH(I)OpMaLI,I/IePI, Heobxogumom gns nomcka yﬂ3BMMOCT€I7I. ﬂpasmna noncka yHSBMMOCTeIh
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¢opmyrw|py|0TC$| B TepMuMHax MoOennm Koga W OnucbiBaloT, Kakne npu3Hakm B UTOFroOBOM
NPOMEXYTOYHOM NpencTtaBNeHNn MOryT roBOpuUTb O Hann4nMn ya3sBMMOCTU.

MNprMep: HeobxoanMO OBHapPYXUTb yA3BMMOCTK TuUna «BHegpeHne B SQL» (SQL Injection) - koraa
HenpoBepPeHHble faHHble OT NONb30BaTeENs NoNagalT B METOAbI paboTbl C 6a30M AaHHbIX. [ns 3Toro
Heob6xoaMMOo:

1. OnpegennTb, YTO faHHbIE MOCTYNUAX OT NOMb30BaTeENs U 4O6aBUTb UM MeTKy taint.

2. PacnpocTpaHuTb MEeTKy MO BCEW aHanuM3umpyemon nporpamme ¢ nomoulpio taint-aHanusa,
yunTbIBag, YTO AaHHble MOTyT OblTb BanMAMPOBaHbl U MeTKa MOXET UCYE3HYTb Ha OAHOM K3
nyTen UCroNHEHNS.

3. TpyvMeHUTb npaBMIO Moucka YA3BUMOCTU, KOTOpOe OyaeT roBOPUTb, UYTO K HalInuymio
YA3BUMOCTU MNPUBOAMUT BbI3OB ONPEefeneHHoOro metofa C napameTpoM, Y KOTOPOro ecTb
nomeTka «taint».

Kak MOXHO BMAETb 13 NpUMepa Bbille, MOMUMO Fy6UHbI anrOPUTMOB BaXHOW YaCTblo CTAaTUY4ECKOro
aHanuaatopa ABNSeTCs KoHourypaums u 6asa npaBui: ONMcCaHWe, Kakme KOHCTPYKUMM B Kope
NOPOXAaloT AaHHblE OT NONb30OBaTENS, KakMe KOHCTPYKLUMM BanuanpyoT Takme faHHble, U ANs Kakux
KOHCTPYKLUMIA KPUTUYECKN BAXHO MCMOMNb30OBaHNE 3TUX OaHHbIX.

TexHonornm guHaMmuyeckoro aHanmaa

MO,EI,y}'Ib OVNHaMN4YeCKOro aHanmsa 4dBndeTcd CKaHepOM Be6—I'IpI/IJ'IO)KeHVIl7I. [aHHbIn aHanmnsaTtop
nossondeT BbldBNATb YA3BUMOCTU U HOB nytemMm nepegadnm Ha BXO4 MPUNOXEeHUIO 3aBeaoMO
HenpaBUNbHbIX WA cnyanHux JaHHbIX. Solar appScreener BKNtOYaeT B cebs cnegywowmne sBunabl
AnHaMmn4yeckoro aHanumsa: Tpa,EI,VILI,VIOHHbIVI n AJAX'Be6‘CKaHep, aBTOMaTU4YeCKum CKaHep, NacCuBHbIN
CKaHep “ Fuzzer. Cxema pa6OTbI OHaMn4eCKoro aHannaa npeacrtaBsfieHa Ha pUCyHke 6.

URL > Solar appScreener

Peayn bTaTtbl AUHaMWUYECKOro aHanusa

ZAP Bo3MOXHOCTL KOppenauun pesynstatos
CO CTaTUYECKUM aHanu3om
(Solar appScreener SAST)

OTy4yeTHOCTb

Cnucok yassumocTer 1 HOB
PekomeHpaLmm no KOPPEKTUPOBKE Koaa

AHanua

PVICYHOK 6. O6wan cxema pa6OTbI Moayna AuHaMU4YeCcKoro aHasmsa
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AJAX-zanpocbl — 3TO TexHonorns obpaleHns K cepBepy ©6e3 nepesarpyskv CTpaHuLbl.
Abb6pesunatypa pacwmndposbiBaeTca kak Asynchronous Javascript and XML. AJAX ncnonb3yeT ABa
MeTofa paboTbl C BE6-CTpaHuLEN: UBMeHeHNe Be6-CTpaHunLbl 6e3 ee nepesarpysku 1 AuHaMmmyeckoe
obpalleHne K cepBepy. BTopon MoXeT oCyLLEeCTBASTLCA HECKONbKUMK cnocob6amu, B YacTHoCcTU, XML
Http Request, nnn texHnkon ckpbitoro ¢penma. B nepsyio ovepegb AJAX noneseH gns ¢opm u
KHOMOK, CBSI3@HHbIX C 3NEMEHTapPHbIMU OENCTBUAMU: 006aBUTb B KOP3WHY, nognucatbcd U T. n. B
HacTosilee BpPeMsi B MOpsdke Bellew, YTO Taknme [eNCTBUS Ha canTax OcCyLLeCTBAsioTcs 6e3
nepesarpyskun CTpaHuLbl.

NHCTpyMeHTbI pa3anHra TeCTUPYIOT NPUNOXEHNE Ha HEOXMOAHHbIN BXOA, YTOObI BbISCHUTL, NpUBEaeT
N 3TO K CTPaHHbIM UM HENPEACKadyeMbIM pedynbTaTam U owmnbkam. JaHHas GyHKLMS MOXET BbiTb
nonesHa gns paboTbl C 3NEMEHTaMN CTPaHuLbl C U3BECTHbIMU BXOOHbIMU AaHHbIMUW, Hanpumep C
nonamu ansa seoga cymMmm unu ®. M. O. Ecnv nporpaMMucT 6611 BHUMaTENEH BO BPEMS HanucaHus Koaa,
BOMBLIMHCTBO M3 3TUX HEOOCTaTKOB 6M3HEC-NOrMkM 6biMn MM MpedBUAEHbl U NPEAOTBPALLEHDI.
OpnHako NpakTUYeCKn HEBO3MOXHO MPedyCMOTPETb KaxXaylo NoTeHLUManbHylo Npobnemy, n3-3a yero
MOTYT BO3HWUKHYTb YSI3BUMOCTMW.

O6paTnTe BHUMaHWE: [ONAd OMHAaMUYECKOro aHanmda Heob6XoAMMO  MoflyuuTb  corfacue
npaBoobnagatens pecypca. TakXe OMHaAMUYECKUA aHannm3 HeobxXxooumo MNPOBOAUTbL Ha KMOHe
paboyero pecypca BO msbexaHne nofoMku. Ecnn 3To HEBO3MOXHO, TO MOAYNb AUHAMUYECKOrO
aHanmsa HeobxoouMMo OTKAYaTh. B aToMm cnyyae 6yneT 4OCTYNEH TObKO CTaTMYECKUI aHanna Koaa.

TexHonorum aHanusa CTOPOHHMX KOMNOHeHTOB (SCA)

Mogynbe aHanmsda CTOpPOHHMX KoMroHeHToB (SCA) nosBonseT HaxogouTb YA3BMMbIE CTOPOHHUE
KOMMOHEHThI, Nony4yas Ha Bxoge SBOM-dann npoekTa, HanMcaHHOro Ha NoOOM A3bIKe, NN NCXOOHbIE
dannbl B ogHOM 13 cnepyowmnx popmatos: Alpine (apk), C (conan), C++ (conan), Dart (pubs), Debian
(dpkg), Dotnet (deps.json), Objective-C (cocoapods), Elixir (mix), Erlang (rebar3), Go (go.mod, Go
binaries), Haskell (cabal, stack), Java (jar, ear, war, par, sar, nar, native-image), JavaScript (npm, yarn),
Jenkins Plugins (jpi, hpi), Linux kernel archives (vmlinz), Linux kernel modules (ko), Nix (outputs in
/nix/store), PHP (composer), Python (wheel, egg, poetry, requirements.txt), Red Hat (rpm), Ruby
(gem), Rust (cargo.lock), Swift (cocoapods).
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PucyHok 7. O6wasn cxema pabotbl Mmoayna aHanusa cocrtasa MO

Mopgynb SCA B Solar appScreener no3BonseT NPOBOANTb aHann3 TPaH3UTUBHbIX 3aBUCUMOCTEN ©
npepocTaBnseT pekoMeHaaumMm no 3ameHe KomnoHeHToB. OH noggepXuBaeT 6a3y KOMMOHEHTOB
NVD, a Takxe umeeT COOCTBEHHylO 6a3dy AaHHbIX. PelleHne No3BOMSeT HaxoauTb KOMMOHEHTHI, B
KOTOpbIX 6bl 06HapyxeH sabotage open source, npoBoanTb known vulnerability analysis, outdated
component analysis (nouck ycTapeBLMX KOMMOHEHTOB) U license evaluation (oTcnexuBaHue
NNLEH3NN).

TexHonorum peo6dpyckaumm n gekoMmnunauum

Crtatmyeckun aHanuad WCNonHseMblx ¢GannoB CTaHOBUTCS BO3MOXHbIM MOCNE  MNPUMEHEHUS
3anaTeHTOBaHHOM TEXHONMOMUN PEBEPC-UHXMHUPKHIa (aekomnunaumm). OHa NO3BONSET C BbICOKOM
TOYHOCTbIO BOCCTaHaBNMBaTb WCXOAHbIA KOO W3 OGUHApPHOro KOAa, Aaxe ecnu ero nbiTaaucb
o6dycumpoBaTb, TO €CTb 3anyTaTb. B pesynbtate CTPOUTCS BHYTPEHHEE MPEeACTaBNeHne, KoTopoe
aHanMa3npyeTCsl Tak Xe, Kak U B Cryyae C UCXOAHbIMM Kodamu. [py 3TOM aHanu3 ugeTt Ha HU3KOM
YPOBHE, a UCXOAHbIA KOf, BOCCTaHaBNMBaETCs s TPaHCASUMN Ha HErO HanOEHHbIX YS3BUMOCTEN U
HAB, yTo6bl HarnagHO NokasaTtb UX Nonb3oBaTtenio Solar appScreener.

[ns aHann3a ncnonHgembix GannoB 4OCTAaTOYHO 3arpy3nTb KOA B Solar appScreener, HaxaTb KHOMKY
«CkKaHMpoBaTb» N AOXOAaTbCs OKOHYaHWUa paboTbl aHanm3atopa. Ecnu pedb nget o NnpunoxeHusx gns
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Google Android n Apple iOS, To gna nx aHannsa [OCTaTOYHO YKa3aTb CCblIIKYy Ha COOTBETCTBYIOLUNN
MarasuH NpuUnoXeHun.

TexHonornm aHannada UCMNONHAEMbIX ¢pannos no3eonaioT npumeHsaTb SAST, gaxe korga paspabdoTtka
3aKOHYEHa U HeT BO3MOXHOCTM MpOaHann3npoBaTb UCXOAHbIN Kog npoekTa. Kpome TOoro, MOXHO
uccnegoBatb KO CTOPOHHMX KOMMOHEHTOB, WCMOMb30BaHHbIX MNPU  CO30aHUN  MPUNIOXEHNUS
(Hanpumep, Koa CBO6GOOHO pacnpPOCTpPaHIeMbIX GUBIMoTeEK).

Ob6patnte BHUMaHWE: AN OEeKOMNUAAUMKM CTOPOHHEro Koga HeobXxoAMMO MOoMAy4YuMTb cornacue
npasoobnapgatens aToro koga. Ecnn 370 HEBO3MOXHO, TO MOAyfb AEKOMMUAALMMN HEOBXOANMO
oTknovatb. B aToM cnyyae 6ygoeTt foCcTyneH TOMbKo nepedeHb yassumocten n HOB ncnonHsemoro
danna 6e3 nx TPaHCIALMMN Ha UCXOLHbIN KOA.

TexHonorusa Fuzzy Logic Engine

[Ons MMHUMM3aUMM KOMYECTBa NIOXHbIX CpabaTbiBaHUM 1 nponycka ya3sumocten n HOB B koge B
Solar appScreener peanudoBaHa YHukanbHaa TexHonorua Fuzzy Logic Engine. TexHonorus
ncnonb3dyeT MaTeMaTMyecKui annapat HeYyeTKOW NOruMKM U SBASEeTCS TEXHOMOrMYeCckUM Hoy-xay
koMmnaHun «PocTtenekom-Conap». NapameTpbl paboTbl GUALTPOB OMNpPeaensaTcs 6a3on 3HaHWURN,
KOTOpas NOCTOSHHO NMOMOMHAETCA NO pe3dyfibTaTaM NPOoBeOeHHbIX CCNea0oBaHNN.

MaTemaTtuyeckas Teopus HeyeTkmx MHoxecTB (fuzzy sets) n HeueTkas noruka (fuzzy logic) - ato
0600LeHNs KNnacCU4Yeckon Teopunm MHOXecTB U dopManbHON nornkn. OCHOBHOM MPUYMHOMN
NoSsIBEHNS HOBOW TEOPUN CTaNo Hannvme HeYeTKUX U NPUBAMXKEHHbIX PAaCCyXOeHUN Npu OnMcaHum
4YeNIOBEKOM MPOLECCOB, CUCTEM NN OOBHEKTOB.

KonnyecTBo NOXHbIX cpabaTbiBaHU 1 MPOMNYCKOB YS3BUMOCTEN — OfHa U3 K/OYEBbIX XapakTepPUCTUK
aHanuaaTopa kofa, No3TOMy pa3BuTME U coBepLlleHCcTBOBaHNe Fuzzy Logic Engine sBnseTcsa BaxHbIM
npUopuUTETOM pPa3BuTnsa Solar appScreener.

C BbIXOQOM HOBOW Bepcuu Solar appScreener nosiBunacb BO3MOXHOCTb paboTaTtb ¢ dunbTpamu
Fuzzy Logic Engine, 4To6bl elwe 6onblle CHU3UTb YMCNO JIOXHbIX cpabaTbiBaHUA U MPOMYyCKOB
ysassumocTen n HOB.

@ ruzzvocicencne @

MonbzoBaTeNbCKUiA pexmm n

Kputnueckue 9

high confidence low confidence
CpenHue

high confidence low confidence
Huskme 9

high confidence low confidence
MepueHTHAb

v

PucyHok 8. Fuzzy Logic Engine. OTo6paxeHune yactu/npoueHrta
Haubonee KPUTUYECKUX YA3BUMOCTEN
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4.2. Cuctema OT4ETHOCTU

Cunctema oTyeTHOCTU Solar appScreener No3BONSET:

» [paduyeckn nopceseymBaTb HaWAeHHble yaA3BUMOCTM W HOB HenocpeacTBeHHO B Kopae
NpoaHann3npoOBaHHOIO NPUNOXEHUS, AaxXe eCNN aHanM3npoBascsa UCNOoNHAeMbIn dan.

o CpaBHVIBaTb pegynbTaTbl NPOBEOEHHDbIX TeCTI/IpOBaHI/IPI B paMKax OgHOro npoekTa njin pa3HblX
rpynn npoeKkToB And oTCnexXmnBaHna oMHaAMUKN yCTpPaHEHNA NN NOABNIEHNA y9|3BI/IMOCTeI7I. I'IpM
3TOM YYUTbIBAOTCA UBMEHEHUSA, XapaKTepHble A4 npouecCa HanncaHna Koga.

* [lonyyaTtb pekomeHpaumu B dopmaTte Kak gns cnyxobl Vb, Tak n komaHgbl pas3paboTku:

- OrtyeTHOCTb Ana pa3paboTkn. BknovaeT geTanbHble onucaHusa ysssumoctenm n HOB,
CCbINIKM Ha copepXallmMe UX y4yacTKu, a Takke peKkOMeHAaUuMn no MX YCTPaHEeHUo nyTem
BHECEHWNA NBMEHEHUN B KOA;

- ot4yeTHocTb ons UB. BknovaeT Nogpo6HbIe pekOMEHAALMM MO YCTPaHEHNIO YS3BUMOCTEN
n HOB c onncaHMeM cnocoboB MX 3KChyaTauuu, a Takxe no HacTpomnke WAF gns
ONOKMPOBKN BO3MOXHOCTW 3KCMyaTaumm Ya3BMMOCTEN B MPUNOXEHUSX BO BpeMs
ncnpasneHns Kkoga.

* Bbirpyxatb otyetbl B ¢opmate PDF/DOCX/JSON/CSV, B TOM uucne cBepcCTaHHble B
COOTBETCTBUM C knaccudukaumen yassmmocten no sepcum PClI DSS, OWASP Top 10
2017/2021, OWASP Mobile Top 10 2016, BAY ®CT3K Poccuun, OY4, HIPAA nnn CWE/SANS
Top 25 2021.

*  [loAy4YnTb UTOTM KOPPENALMN Pe3ynbTaTOB CTaTUYECKOro N AMHaMMYEeCKOro aHanm3a B oTyeTe
n Beb6-nHTEpdence.

hd nOﬂy‘-IVITb CMNCOK yA3BUMbIX CTOPOHHNUX KOMMNOHEHTOB.
hd nOﬂy‘-WITb VIHCI)OpMaLI,VIIO 06 YA3BUMOCTSX, HangeHHbIX B CTOPOHHUX KOMMNOHEHTaX.

* [lony4yaTb yBeOOM/EHUSI C OBHOBMEHNEM CTaTyca NPOBEPKN MO INEKTPOHHON MoYTe.

o I'Ionyanb OTYEeThbI NO 3J'IeKTpOHHOI7| no4yTe.
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Java Project
M ooe: &) 60169

YazsumocTu

e
2 i £ A

——— =
EC? HaliaeHtbie uHamuka yposHs K T8 Tvnbl yA3suMocTed Mpy evibope onuuy “He cobupate NpoekT” 8
YA3BMMOCTH 6esonackoctv N0 yA3BI ] HaCTPOMKaxX NPOeKTa, CUCTeMa aHann3upyeT
@ CpaBHeMMe CKaHWPOBaHMA TONbKO cogepxaumecs B apxuse .class-(pannsi.
 YBenuTech B TOM, 4TO nepeaaHHbiii
{‘é} o s CTATUGTUKA IO #3b apXvB CopepKHT Heobxoaumbie .class-
MPOAOMKUTENBHOCTS Crpoku ) aiinbl UM OTKNKOUMTE ONUYMIo “He
fizuik aHanuaa Kopa Ygeimocn Cranye cobupars NPoeKT” B HACTPOitKax
npoekTa.
JavaScript 0:10:53 48899 7 140 3aBepuieHo « ECnv HeoBX0RMMO NPOaHANM3MPOBaTL
BRIOXEHHbIE jar 1 .War-(haiibl BKMIouMTE
HTMLS 0:00:02 5485 C 104 3aBepuweHo onuuio “aHannanposarb Gubnuoteku” B
HacTpoiikax NpoeKTa.
VBScript 0:00:02 5433 0 3aBepuweHo o Moapobryio nHbopMaLwio o6 aHanuae
. ; Java-npunoxeHuin MOXHO HailTh B
PL/SQL 0:00:02 176 0 3 3aBeplieHo PyKOBOACTBE NONb3OBATENA Ha
cTpannue O npoaykTe.
T-SQL 0:00:02 176 0 3aBepleHo
VM languages 0:00:00 - 0 ownbKa :

PucyHok 10. O6was ctaTMcTuka NnpoBepPKU NPUIOXEHUS

Java Project o
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PucyHok 11. CpaBHeHue pe3ynbTaToB TECTUPOBaHUSA
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WebGoat.NET... @ —
W) 10 cocecs MpoexTsi SAST > WebGoat.NET-master.zip > MTodpoGrbre pesynsrare: (D 1103052023 15:10:23 -
@) osn - . .
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Scans. | |6 scan i Audit
B - B . 14 4 Page 1001 M &S Data Enrichment ptials || Scheduling || History
C# XpaHuMbii MEKCaATOBLIA CKPUMTUHT 23 ol -
|&fsean . LastStatus [ Schedued System Events
ic|Testscan  servce Dcovery o015 1128 Aboried Hot scheduied ute
@ WebGoat NET-master/W.../PathManipulation.as... :
1P Configurati Service Types.
: ) Sean exstr @ W
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AR
Cpbib GoKOBOE MEHI

PucyHok 12. PekomeHaauum no Hactponke WAF
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PucyHok 13. Pe3ynbTaTtbl guHaMnyeckoro aHanusa
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backend afte~. (1 B
e MpoekTsi SCA > backend_afterfixingjson > odpobisie pesynearsi R .
L —

@) osaon " . " .

Beero  Kpummseowd  Cpemni  Huawain  Wio Onmcanvie yassumocti

16 6 8 1 1 259
[E] nonpotusie pesynorarer
Those using Xstream to seralize XML data may be vulnerable to Denial of Service attacks (DOS). If the parser is running on user supplied input, an
— attacker may supply content that causes the parser to crash by stackoverflow. This effect may support a denial of service attack.
= Cranmposarin
BCE KOMMOHEHTS

[17 3wcnopromiéra

guava
]9 Cpasnerme cranmposarni spring-security-web

logback-core
53} Hacrpoiik >

xstream 2

® oo

logback-classic
snakeyaml
spring-expression
spring-security-config
spring-security-crypto

spring-web

PucyHok 14. PesynbTaTtbl aHanM3a CTOPOHHMX KOMMOHEHTOB

4.3. BO3MOXHOCTU UHTErpaumu

Solar appScreener o6nagaeT LWMPOKMMU BO3MOXHOCTSAMM MO WHTErpauuMm C pPenosuTopusmu,
CUCTEMaMU OTCNEXMBAHNUA OLIMBOK, MHTErPUPOBaHHbIMU CPEACTBaMU pPas3paboTKn U cepBucamm
Cl/CD.

*  WHTerpaums c penosutopusmm paspabotkm Git u Subversion

Kon ans aHanusa 3arpyxaeTcs HanpsMylo U3 penosuTtopus, nabasnss OT HEO6XOQUMOCTU
Kaxabll pas 3arpyxaTb ¢annbl C UICXOOHbIM KOAOM.

*  WHTrerpaumsa ¢ VCS xoctuHramm GitLab, GitHub, Bitbucket

MOXHO HacTpouTb aBTOMaTU4yeckoe CKaHMpOBaHWE C MOMOLLbIO MexaHu3ma webhook ans
noslyyeHus MHbopmMauumn B pexmme peanbHOro BpeMeHu. Takxe nogaepxusaoTcs push- u
tag-cobbITus.

® MHTeraLlMﬂ C cucTtemMaMu oTclieXuBaHUs owM60K

B 6a3oBon Bepcumn Solar appScreener nogaepxuBaeT uHterpauuio ¢ Atlassian Jira, HO npu
HEOOXOOMMOCTN MOXHO WMHTErpuvpoBaTth OOYI0 OPYryld CUCTEMY OTCMEXMBAHUS OLINOOK.
Takaa uHTerpauuss nossonseT oduuepy 6e30NacHOCTM HanpsMylo 3aBOAUTbL 3agadn no
yCTpaHeHu o HangeHHbIX yassumocTten n HAB n otcnexmsaTb xon X BbINOAHEHUS. Hanpumep,
OH MOXEeT OTKPbITb KENC ANS KOMaH4bl pa3paboTky NO BHECEHWUIO UBMEHEHUI B KO, UK N4
CUCTEMHbIX agMUHUCTPATOPOB A1 BHECEHUS cooTBeTCTBYIoWMX npasun B WAF.

*  WHterpaumsa B npoueccbl CI/CD n SDLC

- MNopoepxka UHTErpupoBaHHbIX CpeacTB paspaboTkn Eclipse, Microsoft Visual Studio u
IntelliJ IDEA.

- MNoppoepxka cpencts c6opkm Xcode, CMake, Microsoft Visual Studio, GNU Make, GNU
Autotools, Gradle, sbt, Maven.
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- [lloppepXxka cepBepoOB HemnpepbiBHOW MHTerpaumm n goctaeskm Jenkins, Azure DevOps
Server 2019 n TeamCity.

- MNopoepxka UHTerpaummn ¢ nnatdopMon HEMPEPLIBHOIO aHann3a u U3MepeHust kayecTsa
kopa SonarQube.

*  OTKpbITbIN BCTpOEHHbIN API

B Solar appScreener scTtpoeH oTkpbITbin APIl. OH BkntovaeT B cedba JSON APl n nntepdenc
KOMaHOHOM CTPOKM U MpefocTaBnseT LWUPOKNMEe BO3MOXHOCTM MO  AOMNOAHUTENbHON
WHTEerpauun n asTomaTusaumm.
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S. NMpeumywiectea

* Cratuyeckum aHanms 6VIHapHOFO Koaa

YHUKaNbHble TEXHONOrMM AekoMnuasumnm mn peobdyckaumm koga WUCMNOMHAeMbIX ¢annos
NO3BONSIOT NPOBEPATH MPUMNOXEHUS faxe Npu OTCYTCTBUM WCXOAHbIX KOOOB, Hanpumep,
yHacnegoBaHHble MPUIOXEHNS K 3akadHble pa3paboTky, B TOM uncne gns Google Android
n Apple iOS.

* [oppepxka 36 A3bIKOB NpOrpamMmMuUpoBaHuns

Bonblwoe yncno nogaepxmBaeMbix 13bIKOB MO3BOMSET aHaNN3MpPoBaTb CTaTUYECKUM METOLOM
NoOYTM BCE MPUNOXEHUS, B TOM Yncne cosgaHHble Ha ABAP (gna SAP), COBOL unu Solidity
(93bIK ona cmapT-KOHTpPakToB Anga nnatdopmsel Ethereum). Asbik npunoxeHns onpegenseTcs
aBTOMaTnyeckn. BoamMoxeH aHann3 NpuMnoXeHUn, HanMcaHHbIX Ha HECKOMbKMX A3blKax.

* 10+ meTOoOOB cCTaTUYECKOro aHanmsa Kkoga

[nsa aHanusa npunoxeHwn B Solar appScreener BO3MOXHO COBMECTHOE WCMONb30BaHue
6onee 10 MeTOOOB aHann3a, B TOM YMCne aHanua3a NoToKa BbINOMHEHUS U taint-aHanuaa, 4To
no3BonseT MakCUMMU3NpPoBaTb BbiiBleHWe ya3sumMocTen n HOB B koge npunoxeHus.

¢ Koppenﬂuvm pe3ynbTatoB CTaTU4eCKoro u oguHaMmm4yeckoro aHajamsa

Bnarogaps nogaoepxke n CTaTM4eCckoro,  AMHaAMUYECKOro aHanmaa MOXHO ¢ nomoubio DAST
NOATBEPXAaTb YA3BUMOCTHU, HAVAEHHbIE CTaTUYECKUM METOLOM.

» BoamoxHocTb npoBeaeHus SAST, DAST, SCA B ogHOM uHTepdence

B npegenax ogHOM cUCTEMbl MOXHO MPOBOAUTb aHanna koga ¢ nomoubio SAST, DAST n SCA.
[nga 3anycka Kaxgoro n3 3TMX BUOOB aHanusa JoCTaTOYHO yCTaHOBUTL Solar appScreener.
PegynbTaTbl BCEX CKaHNMPOBaHUM [OCTYMHbI B €AUHOM BEG-UHTEPdence.

* MNoppo6Hble pekoMmeHpaunmn

PesynbTaThl aHanM3a Koga NpUIoXeHUn NpPepocTaBnaloTCs paspadoTynkam un cnyxoée Vb B
dopmMaTe KOHKPETHbIX peKkoMeHgaumm no ycTpaHeHuioo yassumocten u HOB. Tak,
pekoMeHgaumn no HacTponke WAF nossonsoT 6nokuposatb ya3sumocTtn u HOB Ha Bpems
UCNpaBneHns Koga npuioxXeHns.

* [lpaBuna noucka oT aKCNepToB Knbep6e3onacHOCTH

B noprotoeBke npasun nowucka yassumocten n HOB pns Solar appScreener y4vacteyloT
BbICOKOKBanuuLmpoBaHHble cneunanuctbl «Poctenekom-Conap», 4YTO rapaHTUpyeTt WX
BbICOKOE KayeCTBO W akTyanbHOCTb. Basbl ysa3BumocTten u HOB MOXHO OGHOBAATL Kak
BPYYHYIO, Tak 1 B aBTOMaTUYECKOM pPeEXUME.

* bBbicTpbI 3anyck

MNpoBepka 3anyckaeTcd B HECKOMNbKO KMKOB W He TpebyeT [oAron npeaBapuUTenbHON
HacTpouku. [Anga aHanusa npunoxenun gna Android n Apple iOS gocTaTOYHO yKadaTb CCbInky
Ha HUX B MarasuHax npunoxenun Google Play n App Store.

* CoBpeMeHHbI UHTepdenc
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YRo6HbIN 1 coBpeMeHHbIN nHTepdenc Solar appScreener obecnevmBaeT ObICTPYIO paboTy n
HarnagHbIn pesynbTaTt aHanuaa ysassumocTten n HOB. CpaBHeHne pe3ynbTaToB TECTUPOBaHUSA
n paboTa C MHTErPUPOBAHHLIMU CUCTEMaMU OOCTYMHbl HEMOCPEACTBEHHO M3 MHTepdenca
peLeHus.

* He tpebyeTt onbiTa paspaboTku

Solar appScreener B nepeyto ovepenb paccunTtaH Ha cnyx6y Wb. NHTepdenc otnmyaeTcs
NPOCTOTOM M YAOOGCTBOM, @ CaM aHanu3 MakCuManbHO aBTOMaTu3nMpoBaH. B pesynbTate C
aHannM3aTopoM MOXET paboTaTb opuLep 6€30MNacHOCTU, HE NMEIOLLMI OnbITa pa3padoTku [1O.

* LUnpokun oxeat n BbicoKas CKOPOCTb paboThbl

CTtatnyeckun aHanua koga MPUNOXEHUIN OXBaTbiBaeT Hanmbonbllee 4YUCNO BO3MOXHbIX
ysas3sumocTen n HOB, a Takxe oTnnvaeTcs BbICOKOM CKOPOCTbIO paboThl. [na 3aBeplueHus
aHanm3a He HYXHO XAaTb Yacbl U OHM — Ha 0OblYHOE NMpuoxeHne goctatouyHo 30-40 MUHYT.

*  Hu3KuI NPOLIEHT NOXHbIX cpabaTbiBaHUN

[na MUHUMM3auUn KonmyecTBa NOXHbIX cpabaTbliBaHUA 1 NPONYLWEHHbIX ya3BumocTen n HOB
B kKoge B Solar appScreener ucnonbadyetca TexHonorus Fuzzy Logic Engine, koTopas
3aencTByeT MaTemMaTMYeCcKnin annapaTt HeYeTKON NIOTUKU U ABASETCA TEXHONOMMYECKUM HOY-
xay koMmnaHuun «Poctenekom-Conap».

* Jlerkas uHterpauusa B SDLC

Solar appScreener nerko BCTpavBaeTCa B Npouecc pas3paboTkn n obecneuvmBaeT Secure
SDLC. 370 BO3MOXHO 6narogaps NpoCTON MHTEerpaunm peLlleHns c:

- penoautopusamun Git n Subversion;
- VCS xoctuHramm GitLab, GitHub, Bitbucket;
- cpepncTtBammn paspaboTku Eclipse, Microsoft Visual Studio, IntelliJ IDEA,;

- cpencTtBamu c6opkm Xcode, CMake, Visual Studio, GNU Make, GNU Autotools, Gradle, sbt,
Maven;

- nnatpopmomn HeNpepbIBHOrO aHanusa u naMepeHns kadectsa koga SonarQube;
- cepepamu CI/CD Jenkins, Azure DevOps Server n TeamCity;
- CUCTeMOW oTcnexmBaHusa owmnbok Atlassian Jira.

* On-premise u SaaS

B oTnnume oT MHOMMX KOHKYpUPYOLWLMX pelueHnin, Solar appScreener MOXHO pas3BepHYyTb Kak
Ha COGCTBEHHbBIX BblYMCNTENbHbIX MOLHOCTAX OpraHu3aumn, Tak U MCNofb3oBaTb €ro Kak
ycnyry n3 obnaka «Poctenekom-Conap» no mogenun SaaS.

* OreyectBeHHOEe 1O

Solar appScreener paspaboTtaH B Poccumn 1 BHeceH B EanHbIN peecTp oTeyvecTBeHHoro 1O
(N2 6119), yTO NO3BONSET NCNOMBL30BATL €ro AN UMNOPTO3aMeLLEHNS 3apyOeXHbIX aHanoros.
Hag pokymeHTaumen mn mHtepdencom npopykta paboTanu pPycCKOs3blYHble CheunanucThbl.
LleHbl npeacTaBneHbl B py6ax 1 He 3aBUCAT OT Kypca BasioT.

* Ceptudpukar ®CTIK Poccuun
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Solar appScreener ceptndunumposaH PCTIK Poccum kak nporpammHoe CpeacTBoO KOHTPONS
3alMLLEHHOCTM M COOTBETCTBYEeT TPebOOBaHWAM PyKOBOAALWEro AokymMeHTa «3awuTta oT
HeCaHKUMOHNPOBAaHHOro 4ocTyna K nHopmaumm. Yacte 1» (Floctexkomunccma Poccun, 1999)
no 4-my ypoBHio KOHTpona otcytcTeus HOB (cepTtudukat cootBeTcTBua N2 4007).
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6. NMpumepbl NpMeHeHUs

OnepaTtnBHas 6N10KMpOBKa YI3BMMOCTEN

MNpyn npuemke HOBOW CUCTEMbI AUCTAaHUMOHHOro 6aHKoBCKOro obcnyxmeanug (OBO) ot
penaptameHTa paspaboTkm cnyxb6a 6e3onacHoCTUM 6HaHka «A» npoaHanuaupoBana Kop Ha
YSI3BUMOCTM CTaTUYECKUM U ANHaMUYeCcKum meToaom. [poBepka BbisiBUNa KpUTUYECKNE YSI3BUMOCTH,
KOTOopble MO3BONANM nonyunutb B cucteme [OBO npusunernn agMumHucTpaTopa. [Ong Banupauuun
YySI3BUMOCTEN MCNONb30oBancs GubTp NOXHbIX cpabaTbiBaHUn Fuzzy Logic Engine n nposoaunach
Koppenauus pesynbTaTtoB CTaTUYECKOro U ANHaMUYecKoro aHanusa. Ha ycTpaHeHue ysas3BumMocTen
Tpebosanoch 3,5 Mecaua. KparnHe cxatble cpokun BHegpeHus OBO cyuwecTBeHHO BAUSANY Ha BU3Hec-
nokasartenu, n 6aHK pelmnn pas3BepHyTb CUCTEMY, OQHOBPEMEHHO HenTpanu3oBaB BO3MOXHOCTb
ncnonb3oBaHua yassumocTenm ¢ nomouwbio WAF. Solar appScreener npepocTtasun peTasbHble
pekomeHgaumm no Hactponke WAF, noka pa3paboTynku 3aHMManucCb YCTPaHEHWEM HangeHHbIX
YySiI3BUMOCTEN B KOAeE.

MpoBepka yHacneaoBaHHOW CUCTEMBI

B komnaHum «B» 6onee 10 neT ucnonb3oBanuM yHacfnegoBaHHYO TOProBylo cucTtemy. AHanms
UCnonHsemblx ¢dannoB cuctembl npu nomowm Solar appScreener BbiSBUN PYHKUMOHANBHOCTb
CKpPbITOW OTNPaBKW JaHHbIX HA BHELLHUI CepBep, MOCe Yero ero 3abnokMpoBan MexceTeBom 3KpaH.

KoHTponb paspaboTymkoB

MNpoaHannanpoBas nNpu nomolwm Solar appScreener BbinoxeHHoe B Google Play mMobunbHoe
npunoxeHwne, coTpygHukn otaena Wb komnaHum «B» Hawnu ys3BMMOCTW, OTCYTCTBOBaBLUME B
MCXOOHOM Kope, NpeAacTaBneHHOM pJns aHanu3a paspaboTymkamun. B xoge paccnegoBaHus
BbISICHWIOCH, YTO Pa3paboTyYnKN yMbIWIEHHO NPeaoCTaBNaIN Ha aHanna ypesaHHylo BepCcuio Koaa,
4YTOObI N36eXaTb Ero UCNpPaBneHNs, KOTOPOE Mor noTpebosaTb oTaen Vb komnaHmnm C, n He NOTepsThb
npeMmn un3-3a 3agepxek pennsos. PazpaboTunkm obdycumpoBann CKOMMUANPOBAHHbLIN Kop,
NPWAOXEHNS N CUnTann, YTo 06 3TOM HUKTO He y3HaeT — No UX MHeHuto, otaen VB npun Bcem xenaHum
He cMOr 6bl BOCCTAHOBUTb KOA.

BbisBneHue yRSBI/IMOCTeIZ B CTOPOHHUX KOMMNOHEeHTaX no

B xope nepsBoro 3sTana nNWAOTHOrO npoekta no BHeapeHuio Solar appScreener ¢uHaHcoBas
opraHmsaumsa «[» pelnna NpoBepnTb UCXOAHbIE KOAbl CBOero 6uaHec-npunoxexus. O6bem danna
HacunTbiBan 30 OO0 cTpok Koaa, ya3BMMOCTEN B HEM HaLLNOCh HEMHOrO. Ha BTOpOM aTane npoekTa
C nomoupio Solar appScreener NpoBepunn roToBoe MPUIOXEHNe B BMAE MUCMOMHAEMbIX danos.
BuvHapHbIn aHanu3 noka3an peanbHbil 06beM UCxogHbix kopoB — 6onee 500 000 cTpok — wu
HEeCKONbKO COTEH YSA3BUMOCTEN. BbIACHMNOCH, YTO ANA 3KOHOMWUW BpeEMeHU pa3paboTkm 60MbLyIo
4YaCTb KOAa NMPUNIOXEHUSs COCTaBNANN CTOPOHHME KOMMOHEHTbI: CBOBGOAHO pacnpocTpaHsiemoe (10,
roTOBbIE KOObI U3 UHTEPHETA, MOLYN N BUBINOTEKMN.
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7. CucrtemHble TpeboBaHus

[nsa ocHOBHOro cepsepa CUCTEMbI

CuctemHble TpeboBaHNa 4Na Mogynen aHannsa MCXOQHOro N GuHapHOro koga a3blkoB C/C++,
Objective-C n Swift ykasaHbl otaenbHo. MicxogHbin kog C/C++ 1 Objective-C aHanuaunpyeTtcsi Ha
onepaumoHHON CUCTeMeE, Ha KOTOPOW BO3MOXHa yCnellHas coéopka Koga.

* OnepaunoHHasa cuctema: Ubuntu 20.04/22.04, RHEL 8, CentOS 7, Astra Linux, RedOS
* OnepaTuBHag namaTb: 32 'B.
» [lpoueccop: 8 agep, 2,2 T,

* 3anomuHatowee yctponctso: 500 B SSD/SAS (npu yBennyeHnmn kKonnyecTasa CKaHMpPOBaHUN
Tpebyembin O6bEM YBENNYNBAETCSH).

* [lpaBa agMuHMCTpaTopa.
Ana mopynsa aHanu3a ncxogHbix kogoB C/C++ ans Linux/GNU-cucrem
* OnepaunoHHasa cucTema:
- CentOS 7/8;
- Ubuntu 18.04/20.04/22.04.
» OnepaTtuBHag namaTb: 16 'B.
» [lpoueccop: 4 appa, 2,2 'Tw,.
» 3anomuHaiouwee yctponctso: 100 I'b cBobogHOro npocTtpaHcTBa.
* Hanuune n poCTynHOCTb NakeToB 13 6a30BbIX PENO3UTOPUEB A1 ONEPaALNOHHOMN CUCTEMBI.
* [lpusBunerunn root-nons3osaTtens.
*» CBobogHble TCP-nopTbi: 80, 8080, 8005, 8009, gO6.
*  OTcyTCTBME YCTAHOBMEHHbIX CTOPOHHUX 6a@3 AaHHbIX 1 Java-MaLluH.
[Ons mopyns aHanmsa ncxogHoix kogos Objective-C
» OnepauunoHHas cuctema: Apple macOS Mojave.
* OnepatuBHas namsTh: 16 'B.
* [lpoueccop: 4 9gpa, 2,2 I'Tw.
* 3anomuHaiowee yctponcTso: 100 'b ceob6ogHOro npocTtpaHcTBa.
» OTcyTCcTBME YCTaHOBNEHHbIX Java-malunH 1 nepemeHHbix cpeabl $JAVA_HOME.
* CeTeBoe coeguHeHne ¢ OCHOBHbIM CEPBEPOM YCTaHOBKM.
* Hanunune yctaHoBneHHbIx Xcode, clang, cmake, cocoapods.

*  BbIXxO4 B MHTEPHET, a TakXe HannumMe yCTaHOBMEHHbIX git u/unn svn, Npu HEOBXOAMMOCTM
3arpyskum 6M6nMoTeK N3 BHELIHNX UCTOYHUKOB.

* [oaroToBNEHHOE OKPYXEHUNE, B KOTOPOM YCMELWHO CObupaeTcs aHannanpyemMbli NPOeKT.

Ana moaynsa aHanu3sa ncxogHoix kogoe C++ ansa Microsoft Windows
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* OnepaunoHHas cuctema:
- Windows 10 64-bit: Pro, Enterprise (Build 16299 or later);
- Windows 10 64-bit Home (version 1903 or higher);
- Windows Server 2019.
» OnepaTtuBHag namaTb: 16 'B.
» [lpoueccop: 4 agpa, 2,2 'Tw,.
* 3anomuHatowee yctponcTteo: 100 B cBO60AHOro NpoCcTpaHcTBa.

* YcrtaHoBneHHas Visual Studio unu Microsoft Build Tools Ton xe Bepcun, Ha KOTOPOWN
nponcxoguT cbopka NpoekTa.

* OTcyTCcTBME YCTAHOBNEHHbIX Java-malunH 1 nepemeHHbix cpedbl $JAVA_HOME.
*  OKpyXeHue, B KOTOPOM YyCMeLHO CoObupaeTcs NPoekT Ans aHanusa.
* [lpaBa agMuHMCTpaTopa.

Ons mopynsa aHanusa 6uHapHoOro Kkoga HesawundpoBaHHbIX MOGUbHBIX NpunoxeHun iOS
B popmartax IPA (sa3bikun Objective-C n Swift)

* OnepauunoHHas cuctema: Ubuntu 18.04.

» OnepatusBHasg namaTs: 8 I'B.

» [lpoueccop: 2 agpa, 2,2 'Tw,.

* 3anomuHalouee yctponcTso: 50 b cBobogHOro npocTpaHcTBa.

* Hanuune n pOCTyNHOCTb NakeToB 13 6a30BbIX PENO3UTOPUEB A1 ONEPaLUOHHON CUCTEMBI.
O6wue TpeboBaHus

* [lpaBa root-nonb3osarens.

Bce KOMMOHEHTbI cUCTEMbI (MOAYNN aHann3a U OCHOBHOWM CepBep) AOMXHbI OblTb COeQNHEHDI
no cetu. Pecypcbl onepaTMBHOM NamMsaTU U NPOLLECCOpa OrpaHMyYnBaloT KONMUYECTBO CTPOK
Koga, KOTOopble aHanu3npyloTCs OOHOBPEMEHHO. Pecypcbl 3anoMuHaloWero ycTponcTea
orpaHu4MBaloT 06beEM NHGOPMaLMKN, KOTOPOE CUCTEMA XPaHUT MO pedynbTaTam ee pPaboTbl.
BO3MOXHO pasHeceHne BE6-NPUNOXEHNS N MOAyNeln aHanmaa Ha pasnnyHbie MallnHbl.

*  [lpn GYHKUMOHUPOBaAHUM CUCTEMA TPEBYET Crneaylowmnx NPorpaMMHbIX CPEACTB (HEKOTOpPbIE
N3 HUX, B TOM YMCIE, BKITIOYAIOTCS B ANCTPUBYTUB YCTaHOBKM):

6paysep (Chrome, Firefox, Safari, Edge);

Java jdk 8 (HaumHasg ¢ u91), ¢ paCWMpPEHHbIMU NONUTUKAMK KpUNTorpadpuu;
- .NET Framework 4.0 gng Windows 1 BbiLe;

- MariaDB/MySQL Server, HaunHas ¢ Bepcun 5.5;

- Apache Tomcat 9;

- nginx 1.

- CUCTEMbI C60pKVI 0na 43blKOB, aHaNnn3 KOTOPbIX Tpe6yeT KoMnunaunn Kkoga.
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C 6onee nogpo6HON MHPOPMaLMEN MOXHO O3HAKOMUTLCS B UHCTPYKLMMN MO YCTaHOBKE.
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8. O komnaHum «Poctenekom-Conap»

«Pocrenekom-Conap», komnaHua rpynnel [MAO «PocTenekom», - HauuoOHanbHbIM npoBangep
CEePBUCOB W TEXHONOrMM AN 3awmnTbl UHPOPMALMOHHBIX aKTUBOB, LENEBOr0 MOHUTOPWHra WU
ynpasneHns HGOPMaLMOHHON 6e30MacHOCTbIO.

B ocHoBe nogxomoB u TexHonorum «PocTenekom-Conap» nNexuT MOHMMaHWe, YTO HacTosLuias
NHPOPMaLMOHHas 6€30MacHOCTb BO3MOXHa TOMbKO Yepes HEMpPEPbIBHbIN MOHUTOPUHI N YAO6HOEe
ynpaBneHne cucteMamm 3amTbl.

Nel 1600+ 70+

Ha pblHKe 3KCNepToB komnaHu us Ton-100
cepsucos Nb no knbepbesonacHoOCTH POCCUICKOro 6usHeca nog
3aLmrTon
obecneyeHne KOMMEKCHbIX N1 CEPBUCHDIX MIPA aHaIM3NPYEMbIX
knbepbesonacHoOCTH NPOEKTOB B rof, cobbiTun VB B cyTkmM

MpopykToBbIN NopTdens komnaHun «Poctenekom-Conap» AennTcs Ha TP OCHOBHBIX HanpaBieHUS:
NPoayKTbl Ha 6a3e COBCTBEHHbLIX TEXHOMOTM, CEPBUCHI KnbepbesonacHOCTM nog 6peHgammn Solar
MSS n Solar JSOC, a Ttakxe ycnyrn B obnactn Knoepb6esonacHoOCTW, B TOM Yucfe ANa 3awuThbl
aBTOMaTU3MPOBAHHbIX CUCTEM YMNPAaBEHUS TEXHOMOrMYECKMMN npoueccamun 1 VIHgyCcTpmanbHOro
nHTepHeTa Bewen (lloT).
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9. KoHTakTHas nHpopmaums

TenedpoHbl:

+7 (499) 755-07-70 - npogaxu u obLimne BONpOCHI
+7 (499) 755-02-20 - TexHnyeckas nogaepxka
E-mail:

presale.appscreener@rt-solar.ru — npogaxu n BONPOChl MO CePBUCY

solar@rt-solar.ru — obLme Bonpochl

support.appscreener@rt-solar.ru — TexHnyeckas noanepXxka

Appeca:

125009, Mocksa, Hukutckum nep., 7, ctp. 1
127015, Mockea, BaTckas yn., 35/4, bLl, «BaTka», 1-1n nogbean,
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