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1. AHHOTALUUA

HacTodawmn ooKyMeHT npeacrasnser cobon pykoBOACTBO NO YCTAHOBKE M HAacTponke Solar
appScreener mogyrnb aHanmsa coctaBa nporpammMHoro obecneyenus (ganee Mogynb SCA).
[oKyMeHT npeaHasHayYeH Ang UHTerpaTtopoB U CUCTEMHbIX agMUHUCTpaTopoB moaynsa SCA u
COAEPXUT onucaHne npouenyp yCTaHOBKW, HACTPOMKU U CONPOBOXAEHUS KOMIeKca.
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2. NEPEYEHb COKPALLEHUN

A66peBunaTtypa PacwwudpoBka

APM ABTOMaTM3npoBaHHOe paboyee MecTo

bl basa gaHHbIX

oC OnepaumnoHHas cucrtema

Mo MporpammHoe obecneveHne

cyb[l Cuctema ynpaeneHusi 6aszammn JaHHbIX

ul User Interface — nHtepgenc nonb3oBaTens

CLI Command Line Interface — nHTepgenc komaHgHOM CTPOKM

SDLC System Development Life Cycle — »M3HeHHbIN LUMKn pa3paboTkn CUCTEMBI
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3. CBEAEHUA O MOOYINE AHAJIU3A COCTABA
NMPOrPAMMHOIO OBECIEYEHUA (SCA)

3.1. HasHauyeHue

Mogynb SCA npegHasHayeH Ang BbisiBNEHUS Ys3BUMOCTEN B BUOIMoTeKax C OTKPbITbIM
NCXOAHbBIM KOOOM, UCNOSIb3yeMbIX B KOAE MPUNOXKEHUS.

C nomoubto ¢ nomoubio moayns SCA MOXHO:

b O6Hapy)KV|BaTb N OoTCrneXxmnBatb KOMMOHEHTbI C OTKPbITbIM MCXOOHbIM KOOOM;
e BbigBnaTb yA3BUMbIE 3aBUCUMOCTH, KaK NpAamMble, Tak U TPaH3UTUBHbIE.

3.2. OnucaHue BO3MOXHOCTEN

Mogynb SCA npegocTtaBnseT crieqyoLmne BO3MOXHOCTH:

e AHanus coctaBa nporpamMmmMHoOro obecneyeHus.

* MOHUTOPUWHI U3MEHEHNS yPOBHSA 6E30MacHOCTU MPUNOXEHMS.

B mogyne SCA peanusoBaHa BO3MOXHOCTb reHepaLmy OTYETOB 4151 NONy4YeHns
NHopMaumn No pesynsratam aHanuaa npoektoB. OTYETLI MOXHO reHepMpoBaTh B
dopmarte DOCX, PDF n CSV u otnpaBnatb no noyvte. Takke pesynsratbl aHanmsa MOXHO
npocMaTtpmBaTb N CPaBHUBATbL HEMOCPEACTBEHHO B BeO-MHTEepdence moayna SCA.

e VHTerpauus B npouecc paspaboTku.

3.3. lNepeyeHb 3KcnnyaTauMOHHON AOKYMEHTauum ans
O3HaKOMIeHuNA

B noctaeky mogyns SCA BxogaT crneaytowme akcnnyaTaunoHHbIe JOKYMEHTbI:

e PykoBOACTBO cUCTEMHOro agMmmHuctpatopa (ans Windows u Linux);

b PyKOBO,D,CTBO nonb3oBaTesid.
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4. TPEBOBAHUA K CEPBEPHON U KITMEHTCKOWN YACTAM

4.1. TpeboBaHUA K annapaTHOMy obecrne4yeHuto

4.1.1. CepBepHas 4acTb

Cuctema nocraensietcs mogynsamu. [ns koppekTHoln paboTbl TpebyeTca nocneaoBaTenbHO
yCTaHOBUTb HEObXoaMMbI Habop Moaynen. Mogynu MOXHO YCTaHOBUTb HA OAMH CepBep Unu
Ha HECKONbKO CEpBEpPOB, CBA3aHHbIX B 0AHY CeTb. CCbINKM Ha ckaumMBaHWe Moaynen
coAepXaTcsl B UHCTPYKLMM No ycTaHoBke moaynst SCA.

e APP moaynb - o6s3aTenbHbIn Modyrb, BeEO NpunoxeHue, oteeyaeT 3a Noruky paboTbl Bcem
CUCTEMBI;
e SCA moaynb - aHanM3aTop coctaBa NporpaMmMHoro obecneveHus.

4.1.1.1. MMHMManbHble XapakTepUCTUKN o06opyAoBaHMA ANA YCTaHOBKM Ha OAHOM
cepBepe

Ana dyHkumoHnpoBaHus moayns SCA Ha ogHOM cepBepe, Tpebyetcs obopyaoBaHue co
cnegyowmmMmm MMHUManbHbIMU XapakTepUCTUKaMU:

10 agepHbIN NpoLeccop ¢ TakToBon Yactoton 2.2 Tu;

obbem onepartmBHon namaTn — 24 I'b;

MUHUManbHbIN 06beM xecTkoro aucka — 600 b SSD/ SAS HDD (npu ysenuueHum
KornuMyecTBa cKaHMpoBaHUN Tpebyembli 06 beM MOXET YBENUUYNTLCS);

e nogaepxuBaemMble onepaumoHHbIE CUCTEMBI.

B 3aBMCMMOCTM OT KONMYECTBA CKaHMPOBaHWI 1 Hanuums unun otcytcTemuss SBOM dannos ans
aHanmsa cocrtaBa nporpammHoro obecneyenus (SCA) MMHMManbHbIE XapakTEPUCTUKMA MOTYT
BO3pacTu.

4.1.1.2. MMHUManbHble XapakTepPUCTUKU AONsi YCTAaHOBKU MoAyneu Ha OTAeSfibHbIX
cepBepax

[nsa pasBepTbiBaHusa moayns SCA Ha oTaenbHOM cepBepe TpebyoTcs crieayoLume
MWUHMMAaIbHbIE XapaKTePUCTUKN:

* 4 aaepHbI NpoLeccop ¢ TakToBom vYactotomn 2.2 Iy,

e 06bem onepatmBHon namatn — 16 'G;

* MUHMManbHbIN 06beM xecTkoro gucka — 100 'b SSD/ SAS HDD;

* nogaepXxunBaeMble onepaumoHHble cuctemMbl (CM. TpeboBaHus K NporpaMmMHOMY
obecneyeHuto).

4.1.2. KnueHTtckasa 4yacTtb

APM agmunuctpatopa moayns SCA gomkHo 6biTb 060pya0BaHO NepcoHanbHbIM
KOMMNbIOTEPOM C MNOAKMIOYEHNEM K BHYTPEHHEN CETU KOMMNAaHUW.
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4.2. TpeboBaHUA K NporpaMmMHOMY obecrneyYyeHuro

4.2.1. CepBepHasi 4acTb

Ana dyHkumoHmpoBaHus moaynst SCA Ha cepBepHOM 060pya0BaHUM SOMKHO ObIThb
yCTaHOBINEHO criegytolee nporpammHoe obecneyeHune:

e OnepaunoHHas cuctema:

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Red Hat Enterprise Linux 8 (RHELS8);
CentOS 7;

RedOS 7;

Astra Linux Special Edition 1.7.3+.

O O O O O o

O6s3atenbHo Tpebyetca yctaHoBUTL Moaynb ENV: npegoctaBnsaetcs ¢ gucTpnbyTmeom
moayna SCA, CTporo nog, Kaxayr onepaunoHHy CUCTEMY U3 CrncKa.

Takke Ha cepBepHon 4YacCcTu OOJDKHbI BbIMOJIHATLCA crnegyoluine Tpe6OBaHVIFI K
annapartHo-nporpaMmMHOMY KOMMJIEKCY:

* 4yycTasa onepaumoHHasi cuctema 6e3 npeaycTaHoOBEHHOro cTopoHHero [M0;

® HanuMyue u AOCTYMNHOCTb NAKETOB U3 Ba30BbIX PENO3NTOPUEB OS5I ONEPALIMOHHON CUCTEMBbI;
* npusunerMm nonb3osarens root/administrator;

e cBoboaHble TCP-nopthl 80, 443, 61616.

4.2.2. KnueHTCKaa 4yacTb

B cocTtaB nporpammMmHoro o6ecneyeH1s KOMnboTEPA AOMMKHA BXOAMTb NPOrpaMmMa-KImneHT,
npenocTaBnsAloLLasa NONb30BaTEN BO3MOXHOCTb HAaBMrawumm n npocmoTpa web-pecypcoB
(6paysep). PekomeHayemble 6pay3ephbl (akTyanbHble BEPCUN):

¢ Mozilla Firefox;

e Google Chrome;
e Safari;

e Internet Explorer;
e Microsoft Edge.

PekomeHayem B HacTponkax bpay3epa paspelunTtb BbinonHeHne JavaScript n coxpaHeHue
dannos cookies.
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5. ®YHKUUOHAIIbHASA CTPYKTYPA

Solar appScreener mogynb aHanuaa coctasa nporpammHoro obecnevexmsi (SCA) Bknrovaet
crnegyoLwme moaynu:

e Web-npunoxeHue:
o Ul;
o API;
o Backend;
o DB.
e Message broker.
e Daemon.
e Mogynb aHanusa coctaBa nNporpamMmmHoro obecne4venus (SCA):

Web-npunoxeHune. Mogynb npeacraengeT cobon Beb-npunoxeHue, passepHyToe Ha
cepBepe Apache Tomcat. Yepes Web-npunoxeHue ocyLecTBAAETCA B3auMogencTaune ¢
ocTanbHbiMK KomnoHeHTamn moaynsa SCA. Web-npunoxeHue BkritovaeT KOMNOHEHTbI Ul 1
Backend.

e Ul. KomnoHeHTa BeG-npunoxeHnsa — nonb3osaTenscknin nHtepgenc. Ul B3anmoagencreyer ¢
Backend.

e Backend. KomnoHeHTa Be6-npunoxeHuns. BbinonHaeT Bce CNoXHble/gonrue onepauum:
o obHoBneHnue B[] npu 3anycke aHanu3a;
o B3aummogencteue ¢ mogynem Message broker:
« nobaBneHve 3agaym B ovepeap;
« ONpPOC AN1s1 YCTaHOBMNEHUA CTaTyCa;
* BbIFpy3Ka pe3yrbraToB.
o coxpaHeHue pesynstatoB B B[;
o (hopMMpoOBaHME CrmcKka ya3BMMOCTEN, NOAroTOBKA OTHETOB.
Bl. basa aaHHbIX (PostgreSQL) ans xpaHeHna nHgopmaunn.

Message broker. PeanusyeT odepeab ¢ npuoputeTamun n SBNSeTCA NPOMeXyTOYHbIM
moaynem mexay Backend n Daemon.

Daemon. O6pawaetcs k moagynto Message broker ans nonyyeHus gaHHbIX 0 3agavax,
3anyckaeTt COOTBETCTBYOLLME MOAYNN aHanM3a. BbINONHAET MOHUTOPUHT paboTbl Moaynen,
oTnpaensieT B Message broker nigopmaumio o6 06HOBMNEHMSIX CTaTyca, a Takke pesynsraTbl
CKaHMPOBaHUA.

Moaynu ananu3sa. 3anyckatotca mogynem Daemon yepes CLI. B BbibpaHHoM hbopmaTe
PUKCUPYIOT CTaTyC M pe3ynbTraTbl CKAaHNPOBAHUS.
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CLI. Command Line Interface. Bsaunmogencteyet ¢ moaynem Backend no cetw,
npegocTaensaer ocTyn K pyHkumoHanbHocTn mogynsa SCA yepes CLI.
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6. ONIMCAHUE PABOTbI C MOOYINEM AHAJNTN3A COCTABA
NMPOrPAMMHOIO OBECIEYEHUA (SCA)

6.1. YcTaHOBKA

6.1.1. NMopsagok yctTaHOBKMU

OT TOrO, KaKkon BapmaHT yCTaHOBKM ByaeT NpeanovTUTENbHLIM: HA OOHOM CepBepe Unm
HEeCKOJSbKMNX, 3aBUCAT TpeboBaHWs K annapaTHbIM pecypcam cepBepa/cepBepoB (CM.
TpeboBaHusa k annapatHomy obecriedeHnto). KonnyectBo cepBepoB 1 paboTaroLmx Ha H1UX
MOZYyNnen MOXXHO CKOPPEKTMPOBaTb NOCe YCTaHOBKK, Ao06aBmnB nun yaanue Heobxogmmble
aneMeHTbl (CepBepa, MOAyIn) B CUCTEMY.

OGpaTuTe BHMMaHUeE: Ha OAMH CepBeEP MOXET ObITb YCTAHOBIMEHO TONbKO MO OAHOMY
3K3eMnnsipy Moaynemn U3 cnmcka HUXe:

e [1nqa pa3BepTbiBaHNSA CUCTEMbI TpebyeTca 3arpy3nTb U YCTaHOBUTL 00s3aTeNbHbIM MOAY b -
ENV gnsa sbibpaHHoro guctpubytmea OC (cm. TpeboBaHus k nporpaMmHOMY oBecrneyeHnto),
ero HeobxoaMMo yCTaHaBNMBAaTb HA KaXKabl HOBbIN cepBep (NPU HOBOW YCTaHOBKE, NpU
nobaBneHun B cuctemy HOBOro cepeepa). [daHHbIn MO4Yb NOArOTaBMBAET OKPYXEHMEe
cepBepa K kKoMnnekcHon paboTte ¢ ocTanbHbIMM MOAYNAMU, YCTaHABNMBAET CUCTEMY
KOoHTenHnpusauum (docker). Mogyns ENV 3aBucut ot onepaumoHHON CUCTEMBI
pa3BepHYTON Ha XOoCTe.

e [lanee cneayeTt ycTaHOBUTbL Ha cepBep Moaynb Be6 npunoxeHnsa - APP. [JaHHbIn moaynb
OoTBeYaeT 3a Nornky paboTbl CUCTEMBI U YNpaBnsaeT paboTon OnuMoHarnbHbIX Mogynen
(SAST, DAST, SCA). APP moayrnb He 3aBUCUT OT onepaumoHHON CUCTEMbI U MOXET ObITb
pa3BepHYT TONbKO Ha OAHOM cepBepe, T.K. K HeMy npussasbiBaeTcs nmueHsns. OgHa
nUeH3nsa = oguH paboTtaroLwmm Moayrnb.

e Mogynb aHanuaa coctasa nporpammHoro obecneveHns (SCA) (onunoHanbHbIN), MOXET
ObITb YCTAHOBNEH COBMECTHO C APYIMMW MOGYNSIMU UMW BbIHECEH HA OTAENbHbIN CepBep.
MoxeT BbITb pasBepHyT Ha HECKOSbKNX cepBepax 0gHOBPEMEHHO (yBenuynsaeT
NPOMYCKHY CNOCOBHOCTL YcTaHOBKM MO SCA CKaHMPOBaHUIO).

6.1.2. UHCTpYKLUMA NO YCTAaHOBKE CUCTEMbI

MepBbIM Ha cepBep/cepBepa Bcerga ycraHasnuaaeTca mogynb ENV, 3atem obsizatensHo
cnefgyeT yCTaHOBUTb Ha OAMH cepBep Moaynb Beb npunoxeHus - APP. OnunoHansHble
mogynu (SCA) yctaHasnmBarTCa NocnegHUMn, NOPSiAOK YCTAaHOBKN HE BaXKEH.

YctaHoBka ENV moayns
1. CkayaTb 1 pacnakoBaTb apXuB.
2. OTKpbITb B TEPMUHANE OUPEKTOPUIO pacnakoBaHHOIO apxunBea.
3. BbinonHutb KOMaHay:
sudo bash actions.sh install | sudo tee -a /tmp/appscreener_ENV.log

n cnegoBaTtb NMHCTPYKUMAM.
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YcraHoBka APP moayns
1. CkavaTb 1 pacnakoBaTb apXuB.
2. OTKpbITb B TEPMUHANE OUPEKTOPUIO pacnakoBaHHOIO apxuBea.
3. BbInonHuTb KOMaHay:
sudo bash actions.sh | sudo tee -a /tmp/appscreener_APP.log
N crnegoBaTb UHCTPYKUUAM.
YctaHoBKa moayns SCA
1. CkauaTb 1 pacnakoBaTb apxmB (apXuBbl).
2. OTKpbITb B TEPMUHANE OUPEKTOPUIO pacnakoBaHHOIO apxuBea.
3. BbINOnHUTL KOMaHAy:
SCA mogynb: sudo bash actions.sh | sudo tee -a /tmp/appscreener_SCA.log
N crnefoBaTb UHCTPYKUUSAM.

4. lNpwu yctaHoBKe MOAyrsi Ha cepBep, OTNNYHBLIM OT cepBepa moayns APP, B panne
/opt/appscreener/core/scal/configs/daemon.env 3ameHuTb 3HavyeHue nons queueURI Ha
agpec cepsepa ¢ yctaHoBneHHbIM moaynem APP, Hanpumep:
queueURI=tcp://10.10.10.10:61616 NMocne Yero nepesanycTuTb Ciyx0by Moayns KoMaHOoWn:
sudo systemctl restart appscreener-sca.service

HanbHeWwwasn ycTaHOBKa U HAaCTPOMKa CUCTEMbI

1. Ha cepBepe c passepHyTbiM APP mMogynem B 6paysepe nepentu no agpecy -
http://localhost , U Ha pabo4vern CTaHUMK B CETU cepBepa B Bpay3sepe OTKPbITb
agpec - http://<APP_module installation address>.

2. Bo BcnnbiBaloweM OKHe C NpeanioXXeHneM 3arpysuTb NIMLEH3NI0 CKONMPOBaTb

nOeHTUMKATOpP YCTAHOBKM 1 OTMPaBUTb ero No noyTe Ans co3gaHus NUuUeH3nn noa

KOHKPETHYI0 UHCTannNsAumLo.

3arpyauTb NOMNyYEHHYHO NULEH3NIO Yepes UHTepdeNcC.

3antn B cuctemy: noruH: admin, naponb: *put_admin_password_here*.

CmeHuTe naponb y4€THoM 3anucu B JINYHOM KabuHeTe.

3arpy3utb parin Rules.zip (Haxogutcsa B apxvuse ¢ APP mogyrnem). BonTtu B cuctemy Kak

aAMUHUCTpAaTOop, Ha BKrnagke AgMuHuUcTpupoBaHue > Hactponku cuctemsol > lNpaBuna

BblGpaTtb 1 3arpy3ntb ¢ann Rules.zip.

o0k w

PykoBogcTBo no paboTte ¢ CMCTEMOM MOXHO 3arpy3nTb U3 MHTepdenca, Ha Bknagke O
npoaykre. [narvHbl ans nHterpaumn ¢ TeamcCity, Jenkins, TFS, SonarQube, Visual Studio, a
Takke command-line tool pacnonoxeHsl B AUPEKTOPUN Ha cepBepe € ycTaHoBeHHbIM APP
mogynem - lopt/appscreener/app/plugins.

6.2. Bxoa B cucrtemy

[nsa Bxona B Be6-nHTepdenc moayna SCA (nanee Ul) BBeguTe B agpecHom cTpoke bpaysepa
agpec http://<host>, roe host — agpec cepBepa, Ha KOTopbI Obin yCTaHOBMEH MOAYMb, U
aZipec cepBepa Ha KOTOpPOM ycTaHoBreH moayrnb Beb npunoxerHnsa (APP.module), B crnyvae
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€CIn1 YCTaHOBKa NPOBOAMITIACh Ha HECKOMbKMX cepBepax. [1osaBuTca OKHO aBTopusaumm
(pnc. 6.1).

[ns Bxoga B C1UcTemMy BBeinte Jf1ornH, naposib U HaXMuTe BouTtun.

appScreener

Puc. 6.1: ABTOopm3auma nonb3osatens

Mpn BBEOEHMM HEBEPHBIX NOEHTUMUKALMOHHBIX JAaHHbIX Ha 3KpaHe oTobpasnTcsa coobLueHne
HeBepHbIN NOrvH u/unn napono.

Mpexae yem HayaTb ncnonb3oBaHme moaynst SCA, Heob6xogMMO 03HAKOMUTBLCS C
[Monb3oBaTenbCKMM cornalleHnem 1 Haxartb KHonky NMpuHumato (puc. 6.2).
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NMUEH3MOHHbLIN JOFOBOP C KOHEYHLIM MOTL30BATEIEM

Solar appScreener®

BAXHO! MpouunTaiiTe EHUMATENEHO HUKEUINOKEHHOS, MPEHAE HEM YCTAHABNUBATD, 3aNyCKAaTb MK UHbIM cnoco6oM Uenonb30BaTh NporpaMMHoe obecneverue «Solar
appScreener» (ganee — «M0»),

HacToAwmit JIMLEeH3NOoHHBIA orosop ¢ KoHeuHbIM Nonb3osateneM (fanee — «[oroeop») perynnpyeT oTHOWEHHNA, BO3HWKatoLWe Mexay KomnaHuel n Bamu — gmuandeckum unu
HpUOMYECKKMM NMLOM U onpefenaeT NopALoK W YCNOBWUA NCNOMb30BaHWA Bamu MO ,[lCH'OEOp 3aKHYaeTCA B YNPoLLEeHHOM NOpsaKe 1 ABNAETCA AO0roBOPOM NPUCOEfUHEHWA,
YCNOBMA KOTOPOTro U3N0XeHbl B 3NeKTPOHHOM BUAE W AOBeAeHbl 00 Bawero CBelgHNA.

[loroBop BCTYNAET B CUNY C MOMEHTA, KorAa Bl HaurHaeTe ucnonszosatk M0 nubo, ecnm 3To NPeaycMoTpeHo BYHKUMOHANLHBIMU Bo3MoxHocTAMU M0, ¢ MoMeHTa, Koraa Bel
npuHuMaeTe ycnosusa [lorosopa, oTMeTUB B npouecce ycTaHoBky M0 Ha cBoeM ycTpoRCTBe NYHKT «f cornaceH ¢ ycnoBuaMn JIMLEH3MOHHOrO JoroBopa» UM WHbIM
npegnoxeHHbiM crnocobom BblpaxKaeTe CBOe COMnacKe Ha sKkpaHe Bawero yCTDOﬁCTBS C NoMoulb MHTEP(bEI;\CE YCTaHOBKM no. ,[lOFOEOD, W3NOMEHHDIN B 3M1eKTPOHHOM BUAE,
npv BawemM akienTe, Kak yKa3aHo BbilUe, CYMTAETCA 3aKNOYEHHbIM B MTMCbMeHHOM hopMe B cooTBeTCTBMW € M. 3 cT. 434 u n. 3 cT. 438 [paxpaHckoro kopekca Poccuiickol
Denepaumu.

B nroBom cnyvae, Havano ucnonbzosaHma MO ozHaqaeT Bawe nonHoe u GezoroBopo4Hoe cornacke ¢ ycnoeuamu Lorosopa. Bol nogTeepxpaete, uto Joroeop 6oin Bamun
NpoYKTaH, yenoens ero Bam noHATHBI, 1 Bbl ¢ HUMK nonHocTbio cornacHbl, Ecnu Bel He cornacHbl ¢ yenosuamu Joroeopa, He ucnionb3yiiTe MO,

Ecnm npefocTaBneHve nNpaga UCNonb3oBaHWA no CONPOBOXAAEeTCA OTASbHbIM CornalleHuem c KomMnanuew nnn I'Iap'rHeporw KomnaHuu, onpegenarWwnM ycnosua
vcnonb3osaHus Bamu HO, TO, B Cny4ae \)aCXD)K,ElE‘HVIﬂ B COAEepXaHuu Mex oy TeKCToM E,OFOBDPE W TEKCTOM COOTBETCTBYHLLIEro OTAE/IbHOro CornalleHns, NperMmMyLLLeCTBeHHYHO
Cyvny MMeeT TEKCT OTAENbHOIO cormnalleHuns BHe 3aBMCMMOCTHM OT TOMo, 3aK/IO4EH0 TaKoe cornalleHre paHee WK no3gHee ,J:LO!'OEOPB.

-

OTMeHa m

Puc. 6.2: lNonb3oBaTtenbckoe cornatlleHme

Mocne ycnelHoro Bxoga B cucteMy otobpakaetcsi [JloMallHANA cTpaHuua.

Mpn Hanuunn cosgaHHbIX NpPoekToB [lomalHAA cTpaHuua Oyaet cogepxatb 40 4-X
nocneaHnx 3anyLieHHbIX CKaHMPOBaHUIN B NPOEKTaXx.

6.3. YnpaBneHue y4€THbIMU 3aNNCAMMU NONb30OBaTeseU

B moayne vHTerpaumm aHanusa coctaBa nporpaMmmHoro obecrnedeHnsa (SCA) ncnonbsyetca
MeXaHMU3M POSieBOro pasrpaHnyeHnst 4ocTyna. 3a Kaxaoun ponblo 3akpenneH Habop
AOCTYMHbIX NoNb3oBaTento (rpynne nonb3oBaTenen) 4eNCTBUIA B CUCTEME.

B moayne vHTerpaumm aHanuaa coctaea nporpammHoro obecnevexHns (SCA) peannsoBaHbl 2
ponu: agMUHUCTPATOp M Nornb3oBaTtesb No ymonyaHuio. NpaBa nonb3oBaTerns No YMOMYaHuio
MOXHO HacTpouTb. AAMMHUCTPATOP — MOSb30BaTellb C MakCMMarnbHbIMU NMPUBUNETNSMNA.
EmMy ooctynHbi:

e pasgen AQMUHUCTPUpPOBaHUE;

® BCE NPOEKTbI C MaKCMMarbHO OOCTYMHbLIMW NpaBaMu;

* BCe [OCTYMHbIE B NIULIEH3UN BO3MOXHOCTM aHanuaa;

* BCe NpuBaTHble CYLLHOCTWN, CO34aHHble APYrMMN NONb30BaTENAMM.

Takxke K ero yHKUMSM OTHOCUTCS ynpasrieHne Y4€THbIMU 3annucsiMun rnorb3oBaTesnen.

Monb3oBaTenb N0 yMON4YaHUIO MEET CTaHAAPTHbIN Habop NpaB, NO3BOSSIOLLMX BbINOMHATD
aHanu3 1 npoeoauTb Bepudukauuo pesynsratoB. Onuusi HactpamBaeMble npaBa
No3BONSIET MBKO HAaCTPOUTbL NPOdUIIbL NONb30BATENS, YKa3biBasi HEOOXOAUMbIE OFrpaHUYEHUS
UM HaoGopPOT BblaaBasi AOMONHUTENbHbIE AOCTYMbI K PYHKUMOHanNbHocTn moayns SCA. Mo
YMOJ4aHuIo, NoNb30BaTeNM UMEOT AOCTYN TONbKO K TEM NpOoeKTaM, KOTOpble OHM CO3a4anMu.
JlocTyn K CyLLecTBYOLMUM NPOEKTaM B CUCTEME HYXXHO BbljaBaTb OTAESNbHO.
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6.3.1. YnpaBneHue nonb3oBaTtensamMmu

6.3.1.1. CozpaHuMe y4€THOM 3anncu Nonb3oBaTens

[1ns co3naHua nonb3oBaTens:
1. Mepengute B pasgen NMonb3oBaTtenu > Co3paTb Nonb3oBaTens.
2. Beeoute noruH, naponb n 0.

3. BeeguTte e-mail, HasBaHMe opraHu3aunn, Beb-canT opraHmsaumm, JOIMKHOCTb N TenedoH
(onumoHanbHo).

4. MNonsa Y4yéTHasa 3anucb fencTBUTesNbHA ¢/[0 NO3BOMAOT PEryNMpoBaTh CPOK AOCTyNa
none3oBatens k cucteme. [1o HacTynneHus/nocne 3aBepLleHNs Cpoka nonb3oBaTesib He
CMOXET COBEPLUNTL BXOA B CUCTEMY, NMPU 3TOM €ro y4éTHas 3anuncb byaeT OCTynHa
agMuHucTtparopy. Mo xenaHuo, agMUHUCTPATOP CMOXET U3MEHUTb CPOK AOCTyNa.

5. MNMone focTtynHo ckaHupoBaHu SCA No3BONSIET perynmpoBaTtb KONIMYECTBO OOCTYMNHbIX
AN NoNb30BaTeNs CKaHMPOBAHUI COOTBETCTBYHOLLEro Tuna. Mpu OTCYTCTBUM OOCTYMNHBLIX
CKaHMpOBaHWI NONb30BaTENb TaKKe HE CMOXET co34aTb NYCTOM NPOEKT.

6. Bbibepute obime npaBa ansa nonb3osatens (puc. 6.3):
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OBWMKWE NMPABA OOCTYMA

[

Pabotath c npaBunamu

[

Pabotath c HabopamMmu npaBun Ansa Bcex
nonb3oBaTtenew

B

PaboTtate ¢ nybnuuHbiMK WabnoHamm

B

PaboTate c rpynnamu NpoeKToB ONA BCeX
nofb30BaTenen

[

Cospnaeath yuéTHble 3anucu uepes APL

COB,D'ELBELTI:\ HOBbIE NPOEKTHI

8 8

YcTaHaBNMBaTb 3KCKITH3MBHbINA NPUOPUTET
CKaHWMPOBaHWI

B

BarpymaTb MPUNOXEeHWA C NOKaNbHOMD KOMMNbHOTEPA
MK U3 penosnTopKA

[

3anyckartb ckaHupoBaHna SCA

[

3arpyxatb npunoxenuna u3 Google Play

[

3arpyatb npunowenua u3 App Store

bIDpPATh BCE x CHATE BCe

Puc. 6.3: O6wme npaBa nonb3oBaTens

7. HaCTDOVITe napamMeTpbl, KOTOpbIE HE 6yﬂ,yT OTO6pa)KaTbCFI anda apyrumx nosib3oBaTeneun B
CKaHMpoBaHUAX, 3anyLleHHbIX AaHHbIM MoJfib3oBaTesfieM, B pasgene OrpaHI/I‘-IeHMﬂ
BUAUMOCTMU.

8. HactponTe goctyn K npoektam B CUCTEME.

9. BbiGepute npaBa B NpoeKkTax aHanunsa coctaBa nporpammHoro obecneyenuns (SCA) nnm B
rpynnax npoektos (puc. 6.4). MNpaBa nonb3oBaTens Ha NPOEKT, Ha rpynny NPOEKTOB U
nonyyeHHble Yepes rpynny nosnb3oBaTtenen pabotatoT no npuHuMny obbeanHeHuns. Ecnm
nonb3oBaTernb ABNSETCA aBTOPOM NPOEKTa, OH Nofy4aeT BCe AOCTYMHbIE NpaBa B NpoekTe
(3a ncknoyeHnem orpaHnYeHnin, KOTopble MOryT ObiTb 3agaHbl B pasgenax Obwue npasa
poctyna, OrpaHu4eHns1 BUAUMOCTU, AHaNM3MpoBaTb A3bIKN).
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[NpaBa B npoexTax SCA

LOCTYMN B NMPOEKTEI SCA NMPABA B NMPOEKTE SCA

X SCA1 . MpocMOTpeTb CTPaHULY NPOeKTa

M2MeHWUTb HACTPOMKKU NpoeKTa
SCA1

MpocMoTpeThb NogpobHble pe3ynsTaTbl MHOro CKaHWPOBaHWA NPOSKTa
Bbirpy21Th OTUET NO NPOEKTY
[NepeckaHnpoBaTb NpoeKT

OcTaHaBnNMBaTL U apXMBUPOBATE CKAHMPOBAHUA NPOEKTa

Yaanutb noboe CKaHMPOBaHKUE NPOeKTa

YaanuTe NpoexT

KoMMeHTUpOBaTb YA3BMMOCTM

Pegal{mpoaaﬂ: KPHUTUMYHOCTDE U YyOanATb YA3SBUMOCTH

Puc. 6.4: lNMpaBa nonb3oBatensa B onpeaereHHoOM NpoeKkTe

10. Haxxmnte CoxpaHuUTb.

[Ansa pegaktupoBaHusa/yganeHms nonb3oBartensa NnnMbo peaakTMpoBaHWs ero nNpaB HaXXMUTE Ha
NOrMH Nonb3oBaTens B CNUCKe, BHecUTe Tpebyemble N3MEHEHUST U HAXXMUTE
CoxpaHunTtb/Yaanutb nonb3oBartens.

6.3.1.2. bnoknpoBkKa nonb3oBaTtens

B dopme penakTnpoBaHna nonb3oBaTens NpeaycMoTpeH MeXaHU3M pyYHON BIIOKMPOBKM
nonb3oBatend. YTobbl 3abnoknpoBaTtb Nosfb3oBaTenNs:

1. KnukHMTE Ha NOrnH nonb3oBaTens B CNUCKE NMonb3oBaTenen.

2. B oTkpbiBLIENCA (hOpMe pefakTUpoBaHMs Nofb3oBaTeNs yKaxunte npuyamnHy 6GrnoKMpoBKu.
MpnumHa oTobpa3nTca Nonb3oBaTento Npu NoMbITKE BXOAaA.

3. Haxmute 3abnokunpoBaTtb.

Mocrne HaxaTtusi KHonku 3abnoknpoBaTb NPUYMHY GIOKMPOBKM yKasaTb ByaeT Hemnbasi.

[lns pa3brnoknpoBkM Norb3oBaTens nepenanTe B GopMy peaakTMpoBaHUs 3abrokMpoBaHHOMO
nonb3oBartens n Haxmute Pa3bnoknpoBaTb.

6.3.2. YnpaBneHue rpynnamm

Ansa ynobctBa Ha3HavyeHUs poren nonb3oBateny MoryT 6biTb 06beguHEHbI B rpynnbl. YTobbI
co3gaTb rpynny nonb3oBaTtenen:

1. Mepengute B pasgen MNpynnbl nonb3oBaTtenen > Co3pgartb rpynny.

2. Beegunte um4a rpynnol.
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[obGaBbTe onncaHue rpynnbl (ONUUOHANbHO).

3.
4. BbiGepuTe cocTas rpynnbl U3 crvcka nonb3oBaTernen.
5. Bblbepute obLmne npaBa n npasa B NPOEKTax.

6.

Haxmute CoXpaHUTb.

[ns pegakTupoBaHusi/yganeHus rpynmnbl HAKMUTE Ha Ha3BaHWe rpynnbl B CMCKE, BHECUTE
Tpebyemble N3MeHeHUs1 U HaxMuTe CoxpaHuTb/YaanuTb rpynny.

6.4. AoMMHUCTPUpOBaHUE CUCTEMDbI

B pasgene AAMuHucTpupoBaHue > HacTpoOUKM cUCTeMbl MOXHO yNpaBnaTb HAaCTpoONKaMm
mogynsa SCA, 3arpyxaTtb npasuna nouncka ysi3BMMoCTeln, 0OHOBMATL NMLEH3UI0, 0baBNATb
HacTpoukn y4éTHom 3anmcu Google n LDAP.

6.4.1. O6wKe HaCTPOUKHN

Ha Bknagke Hactpownku cuctembl > O6LUMe MOXHO yrnpaBnATb HacTponkamu moayns SCA.

6.4.1.1. Cuctema

B pasgene Cuctema MOXHO paboTaTb CO CreayrLwmMMmn HacTPOMKaMu:

* MakcumanbHbIM pa3mep 3arpyxaemoro cpanna — B norie MOXHO BbICTaBUTb JIMMUT Ha
pasmep 3arpyxaemoro ¢arina B butax.

e [poAoNMKUTENBLHOCTbL CECCUUN — onpeaenseT Bpems, No NCTEYEHNN KOTOPOro HY>KHO
OyoeT NoBTOPHO aBTOpU30BaThCs B BeD-uHTEepence moayns SCA.

e [MpuocTaHOBUTbL CUCTEMY — [J151 NPUOCTAHOBKM BCEX aKTUBHbIX CKaHMpOBaHUN. porpecc
CoxpaHsieTcs.

6.4.1.2. NouTa

B pasgene MNMo4yta MoXHO paboTaTb CO creaywmMMmmn HacTpONKaMMU:

e AAMMHUCTpPATOP — Ha yKa3aHHble 34eCb 3MEKTPOHHbIE agpeca byayT npuxoanTb
yBeOOMIEHMS O 3anyckax CKaHMpoBaHUs U COOsIX.

e O6paTHasa cBA3b — YyKa3aHHble 30ecCb Nnonb3oBaTenn byayT nonyyarb OT3biBbl O paboTe
CUCTEMbI.

e OT — B 3TOM Mosfie MOXHO YKa3aTb aApec, KOTOpbI OyaeT yka3aH Kak OTnpaBUTENb.

e XOCT — XOCT, UCMOMb3yEMbIN Ha NOYTOBOM CEPBEPE AN MOOKITIOYEHNS.

e Localhost — nomeHHOE MMA NOYTOBOrO cepBepa.

e Maponb — naporb, MCMOMb3yeMbIN ANA ayTeHTUMKaLUK.

e MopT — NopT, MCNOMb3yeMbIN HA MOYTOBOM CEPBEPE A1 NOAKMOYEHNS.

e SSL — ssl ans noytoBOro cepeepa, NpMHUMAaEeT 3HaveHus true/false.

e TSL start — starttls gna noutoBoro cepsepa, NpUHUMaET 3HaveHus true/false.

e Monb3oBaTenb — MOrMH, UCMOMb3yEMbI A5 aBTOpPU3aLnm.

B pa3gene Takke MOXHO HaCTPOUTb CUCTEMHbIE ONOBELLEHNA. ,D,J'IFI onoseLeHnin ob
OKOHYaHuUn NMMUeH3nn n NoANUCKN Ha Tex. noaaep>KKy MOXHO HaCcTpouTb nepunon U 4actoty
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HaNOMWHaHWI, a Takke BblibpaTb BapnaHT 0TOBpaeHus: NnucbMa 1U/unm onoBeLLeHns B
NHTepdence.

6.4.1.3. YnpaBneHue nonb3oBaTensiMu

Peructpaumnsa no3sonsieT ynpaensTe HAaCTPOMKaMU:

e [oaTBepxaeHne — akTuBaLms 3TOro Yekbokca gobaenser HeobxoaMMOCTb
noATBEPXKOEHUS agpeca dMNeKTPOHHOW NoYThl NpU pernctTpauun nonsb3osatens mogyna SCA
yepe3 REST.

e [loctynHoe Bpemsi paboTbl B cUCTEME A0 NOATBEPXKAEHUA NOYTbl — B 3TOM Nosne
MOXHO yKa3aTb BpeMsi, B TEYEHNE KOTOPOro Nosib3oBaTeNlb MOXET NOSMb30BaTbLCSA NPOAYKTOM
6e3 nogTBEpPXKOEHUS.

e CpoK oencTBusi — B 3TOM Mofie MOXHO yKa3aTb AHW OENCTBUS YHETHOW 3anncu no
YMOST4YaHMIo.

e YBegoMIeHue agMUHUCTpaTopa — Npu akTUBaLUKM 3Toro Yekbokca agMMHUCTpaTop
cuctembl OyaeT nony4vartb yBe4OMIEHUS HA NOYTY O perMcTpauumn nonb3oBaTens Yepes
REST.

MpaBa no ymonuaHuIo NO3BOMSIOT 3a4aThb NpaBa No YMON4YaHuio Ans norb3oBaTenei,
co3aaHHbIX Yepes Bbi3oB API 1 co3aaHHbIX aAMUHUCTPATOPOM, a TakkKe HaCTPOUTb ANs HUX
npaBa B NpoeKTe.

Potauus naponsa no3BosiIAET HACTPOUTb:

e Potauusi napons — akTmBaums Yekbokca BKYaeT NpUHygMTESNbHY0 CMEHY napons
YYETHbIX 3anMcen nonb3oBaTtenen ¢ onpeaeneHHon NepuognyYHOCTbIO.

e CpoK AencTBMA Naponsa — B Nofie MOXHO yKa3aTb NPOAOIKUTENbHOCTb AEUCTBUS Napons.

* ExxeqHeBHO yBeAOMNATHL NOSMib30BaTeNs 0 UCTEYEHUN CPOKa AENCTBUA Naponsa — B
none MOXHO yKasaTb CpPOK, B TE4EHME KOTOPOro nNonb3oBaTenb OyaeT nonyyartb OnoBeLeHns
0 HeoBXO0ANMOCTN NOMEHATL NAPOSb YYETHOW 3anncu.

BnokupoBka nonb3oBaTens Npuv NpeBbILEeHUN IMMUTA NONbITOK BXoA4a No3BonseT
HacTpPOUTb:

e BnokupoBaTb Nonb3oBaTesns NP1 NpeBbILWEeHUN NTMMUTA NONbITOK BXOA4A — aKTUBaUus
yekbokca BKo4YaeT GNOKMPOBKY NONb30BaTENS NPY NPEBbILLEHNN NOMbITOK BX0o4a C
HEeBEpPHbIM Naponem.

e CpoK GNMOKMPOBKM — B MOSI€ MOXHO YKa3aTb NPOOOSIKUTENBbHOCTb AENCTBUA BNOKMPOBKM
nonb3oBaTens.

e JlIuMHUT NONbITOK BXOAAa — B MOJSI€ MOXHO YKa3aTb JIMMUT MOMbITOK aBTOpM3aLum ¢
HEeBEpPHbLIM Maponem.

6.4.2. HacTtponka LDAP
Insa nactponikn LDAP (puc. 6.5):

1. MNMepengute B Hactpounku cucrtemsl > LDAP.

2. Haxxmute [lo6aBUTbL NoaKnovYeHne.

3. YkaxnTe napameTpbl HOBOrO NOAKIOYEHMs (B TyNTMNE cnpasa OT Nons MOXHO HaUTH
noackasky). Obpatnte BHMMaHUE, YTO B HEKOTOPLIX criydasix ans AD moxeT TpeboBaTbecs
NOAKMOYEHNE TONMbKO MO AOMEHHOMY MMEHU (He Mo ip 1 Apyrum agpecam).
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e DNS cepBep nnn C:\windows\system32\drivers\etc\hosts COQEPXUT agpec,
coBMagawLLnin € rNaBHbIM JOMEHHBIM UMEHEM cepTudmKaTa.

e [1ns aBTopu3auun B AD moxeT TpeboBaTbCA AOMEHHbIV NPedUKC B NOrMNHE.

4. HaxmuTte MNpoBepuUTb coeamnHEHUE, NOCHE YCMNELHOro BbIMOMHEHUS HAXMUTE
MNoaknouuThb.

5. CuHxpoHuaupyite nonbdosartenen LDAP. [1nsa CMHXpOHM3MPOBaHHbLIX NOnb3oBaTtenemn
cucTema cosgacT y4éTHble 3anmcun B mogyne SCA. PaboTtaTb C HUMM MOXHO Kak C
rnoKarnbHbIMM MONb30BaTENSAMU

NAPAMETPEI MOAKNHOYEHMA

LDAPS _WIN-GRIMMEELRAG.ad-test.local (2]
ldaps:fWIN-GR?MMBESRAG.ad-test.local:636 e
do=ad-test,dc=local 0‘
doc=ad-test,dc=local 0
ad-test.local 0
ad-test\administrator 0‘

YOoanuTh NOOKNHKYEHME

MpoBEpHTL COEAMHEHWE CHHXpOHW3MPOEATD

Puc. 6.5: Pasgen Hactpouku cuctemel > LDAP

6.4.3. JlnueHsus

[nsa obHoBnenus JinueH3uum:
1. MNMepengute B HacTtponku cuctemol > JluueHsus.
2. Bbibepute dann ¢ nuueHsnen.

3. Haxkmute CoxpaHuUTb.
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6.5. Cucrema peructpauyum coobITUN

Moacuctema permctpauum cobbitnuin moayna SCA pernctpupyet cobbiTus Ans Kaxaoro
moaynsa (APP, SCA).

lNogcucrema perucrtpaunmn cobbITHI CbMKCI/IpyeT cnepywuine co0bITHA:

e [1ENCTBUSA NONb30BaTENEWN:
o 3anyck, OCTaHOBKa, MPOCMOTP pe3ynLTaToB U ApYyrMe AENCTBUS CO CKAHMPOBAHUAMU U
npoeKkTamu;
o aBTOpU3aLMS;
o OencTBusi C NpaBunamu;
o OenCcTBUS agMUHUCTPATOopPa;
® TEXHUYEeCKMe coObITUS CUCTEMBI:
© COCTOsIHME 3aMnyLUEHHbIX CKAHNPOBAHWN;
COCTOsIHME paboTbl NOAKNIOYEHHbIX MOAYMEN aHanmaa;
ornoknposka/pa3brnoknpoBKka nonb3oBaTenen;
oTnpaska e-mail coobweHui;
npoBepKa orpaHN4YeHnin Nonb30BaTenNs;
coobLeHns o6 owmbkax cucTembl;
o (hbannosble onepauuu.

(¢]

O O o o

Bce cobbiTnsa 3aHOCATCA B XXYypHanbl COBbITUN.

6.5.1. XKypHanbl cobbITUi

Mopgynb nHTerpaumm aHanuaa coctaBa nporpaMmmHoro obecrnedeHnsa (SCA) moxeTt cosgaBaTtb
HECKOSbKO hansioB XypHanoB cobbiTun. OHM OTANYaTCHA YPOBHEM AEeTanm3aunu:

e ERROR - cobbITus ¢ oumbKkamMmm CUCTEMBI;

e WARN - cobbITns ¢ npegynpexaeHnsammn, Kotopble NoTeHUMansHO MOryT NpUBECTH K
cobObITUAM C OLLNOKOWN;

e INFO - cobbiTns ¢ nHpopmMaumen CoOCTOAHNA/OENCTBUIA CUCTEMBI;

e DEBUG - cobbITus ¢ 0TNagoyHbiMM AaHHbIMU AN aHanu3a paboTbl CUCTeEMb
paspaboTynkamu.

Bce mogynu sanncbiBatoT N XpaHAT XypHaribl CObbITUI B (hannioBon cucteme cepsepa, Ha
KOTOPOM OHU (PYHKLMOHUPYIOT.

XypHanbl coobiTun APP mopyns
B cocTase Beb-npunoxexus (APP mogynb) paboTatoT HeCKOMbKNX NOACUCTEM:

e NGINX - oTBevaeT 3a xpaHeHue kapkaca noprana u CnyXxuT reversproxy ans odbpawieHumn
n3pHe. ®annbl XXypHana cobblTU NGiNX HAXOAATCA Ha YCTaHOBKE CUCTEMbI MO NMyTH
lopt/appscreener/app/services/frontend/logs v coctosT un3:

o access.log (»kypHan obpalleHuin KNMeHTOB K BeG-cepBepy);
o error.log (kypHan ownbok Beb-cepsepa).

e BACKEND - otBeyvaert 3a noruky pabotbl BeEG-npunoxeHna. ®ansnbl xxypHana cobbITun
NOACUCTEMbI HAXOOATCHA Ha cepsepe No nyTu
lopt/appscreener/app/services/backend/logs v coctosT una:

o appscreener-error.log (Tonbko cobbITus ¢ owmnbkamm);
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o appscreener-warn.log (cobbITus ¢ owmbkammn n npegynpexneHusamn);
o appscreener-debug.log (cobbiTns ¢ owmbkamu, npeaynpexaeHns, nipopmaums o paborte
CUCTEMbI U OTNafoYHbIE AAHHbIE).

e ARTEMISMQ - oTBevaeT 3a KOHTPOsb paboTbl aHanNU3aTopoB (o4epenb CKaHMPOBAHUN).
dannbl )xypHana cobbiTnin ArtemisMQ MOXHO NoNyyYnTb Ha cepeepe ¢ paboTaroLwmnm
moaynem APP, BbINOfHMB KOMaHAy:

sudo docker logs artemis

e POSTFIX - oTBevaet 3a paboTy no4TOBOro cepBepa, As1s OTNpaBkM U3 CUCTEMbI MOLYNA
SCA coobueHun. dannbl )xypHana cobbiTnin postfix MOXHO NoONy4YnTb Ha cepeepe C
paboTatowmnm mogynem APP, BLINONHMB KOMaHAy:

sudo docker logs postfix
XypHanbl cobbiTun SCA moayns

Mogaynb oTBevaeT 3a paboTy anropuTMoB aHanmsa coctaBa NPorpamMmmMHoOro obecneyeHus.
Mpu paboTe Moayns Ha HECKOMNbKUX cepBepax, XXypHarnbl cobbiTui ByoyT XpaHUTbCS B
dhannoBomn cuctemMe cepBepa OTAeNbHO 4SS KaX4oro ak3emnnsipa moayns. >XypHansl moayns
XpaHaTcsa B gupektopumn lopt/appscreener/core/scalservices/sca-daemon/logs.

Bce ypHarbl NpoN3BOAAT eXXEAHEBHYHO pOTaLMi0 U apXMBUPOBaHNE B annoLMpPOBaHHbIe
ANPEKTOPUN.

6.6. Pe3epBupoBaHue gaHHbIX

[lns pe3epBMpoBaHUS AaHHbIX CUCTEMbI TPEBYHOTCA KOMUK:

1. Ba3sbl AaHHbIX NPUIOXXEeHUA. ﬂ,aMH 06asbl OaHHbIX MOXHO NOJy4YnTb, BbINOJIHUB Ha XOCTE C
APP mogynem: sudo docker exec app-db pg dump -U backend backend >
db dump.sqgl

2. OmpekTopun:

» /opt/appscreener/app/services/backend/files/

» /opt/appscreener/app/services/frontend/nginx/ssl/
3. ®annoB KOH(Urypaumu:

e Ha cepsepe ¢ APP mogynem:

o /opt/appscreener/app/configs/backend.env

o /opt/appscreener/app/configs/postgresql.env

o /opt/appscreener/app/services/frontend/nginx/templates/default.conf.template
¢ Ha cepsepe ¢ SCA moaynem:

o /opt/appscreener/core/scal/configs/sca-daemon.env

4. JNloroB npunoxeHus (onumoHanbHo, cM. XKypHaribl cobbITui).
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7. DOMONHUTENBLHASA MHOOPMALIUA O PABOTE C
MOQOYNEM AHANU3A COCTABA NPOMPAMMHOIO
OBECMNEYEHUSA (SCA)

7.1. NMNoakno4yeHUe BCTPOEHHOro NOYTOBOro cepBepa

B oucTpubyTrB nocTtaBku BXOAUT NOYTOBLINM cepBep U KNueHT Postfix, KoTopbIn MOXHO
NCnonbL30BaTh Kak penen onsa nepecoinikn nucem. KnneHt ncnonbayet TLS-npoTokon ons
NOAKNIOYEHNA K CTOPOHHUM MOYTOBBIM CepBepam.

O6paTtuTte BHMMaHWe:

e Bo BHelWHNX cepBucax nMcbMa MoryT NpuxoanTb B Nanky Cnam, ecnu siBHO He yKkasaTb
UnNLTPaLMI0 BXOAALWMNX MUCEM.

e [lncbMa MoryT npMxoauTb C HEKOTOPOW 3adepkKKon (M3-3a nonagaHust B « Cepbli CIMCOKY).

e JKypHan cobbITuin cepBepa MOXHO MOCMOTPETb C MOMOLLbIO KOMaHAbl, KOTOPY He0BXxoaMMo
3anycTuTb Ha xocTe, rae pa3sépHyT APP Mogynb: sudo docker logs postfix

[1na HacCTpOWKM BCTPOEHHOIrO NOYTOBOrO cepBepa:
1. MNMepengute B pasgen AAMUHUCTpUpoBaHue > Hactponku cuctemol > Obwme > MouTa.

2. 3anonHute nona AamuHucTtpaTtop, ObpartHas cBA3sb 1 OT. B none Xoct fgobasbre
3HadeHue postfix, B none Mopt — 3HayeHue 25, ocTanbHble NONA OCTaBbTE MNYCTbIMU.
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sxample@gmail.com, exampla@any-domain

example@gmail.com, feedbacki@any-domain

no-reply@any-domain

localhost

=2
43}

TSL start

Puc. 7.1: HacTtpowka no4ToBOro cepsepa

3. HactponTe nonuTtuky onoeeLlleHnn B pasgene AGMUHUCTpUpoBaHue > HacTponku
cuctemMbl > O6wume > OnoBeLleHuns.

4. Haxxmnte CoxpaHuUTb.

7.2. NMopknioyeHne npuBaTtHbIX Git-peno3utopues

7.2.1. NNoruH/naponb

MNookntoyeHne NPMUBATHOIO pPeno3nTopnd B OTAeJIbHOM CKaHUPOBaHWUN UITN NMPOEKTE:

1. OTKpOWTE HAaCTPOWKMN CKaHMPOBaHUA U nepenanTe B NyHKT HacTponkn npMBaTHOro
peno3uTtopus.
2. [lo6aBbTe NOrMH 1 Naposib NPUBATHOIO PENO3UTOPUS.
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AkTuBupynTe onumio Ucnonb3oBaTb AaHHbIe NMPU NepecKkaHUPOBaHUM NPOEKTa
(onuuoHarnbHO). [laeT AocTyn K NpMBaTHOMY PENO3NTOPUID BCEM CKaHMPOBAHUAM B AAHHOM
npoekTe.

COXpaHeHI/Ie OaHHbIX 0114 NOAKIMHYEeHNA NpuBaTHOIo perno3nTopund B YH4ETHYHO 3arnumncb
NnoJib30BaTENA:

1.

B Be6-nHTEepderice nepengute B pasgen Npodunb > Hactponkn gocryna >
MpuBaTHbLIN peno3uTopun > JIOrMH 1 Naponb.

2. Haxxmnte [1o06aBUTb Y4YETHYIO 3anucChb.
3.
4. HactpounTte npaBa Ha UCNOSb30BaHNE AaHHbIX NPUBATHOIMO PENO3UTOPUS OTAESbHBIM

ﬂOGGBbTe OaHHble NPpUBaTHOINO peno3nTopu.

nonb3oBaTtensam (ONUNUoHanbHo).

OTKpoWTE HAaCTPONKN CKaHMPOBaHUA U NepenanTe B NyHKT HacTponkn npmBaTHOro
peno3uTtopus.

BbibepuTte nobaBneHHY y4ETHYIO 3amnunch.

7.2.2. ToKkeH aBTOpU3aLUU

MogkntoyeHne npmuBaTHOIo PeENoO3NTopuA B OTAE/IbHOM CKaHMPOBaAHUN UITN NMPOEKTE:

1.
2.
3. AktusupynTe onuuio Ucnonb3oBaTb AaHHbIe NPU NepeckaHUPOBaHUM NPOEKTa

OTKpoKrTEe HaCTPONKN CKaHMPOBaHUSA U NepenanTe B NyHKT HacTponkn npMuBaTHOro
peno3utopus.
[obaBbTe TOkeH NPUBaTHOrO PENO3NTOPUS.

(onyuoHanbHo). aet [ocTyn K NPUBATHOMY PENO3MTOPUI0 BCEM CKaHUPOBAHUSIM B AAaHHOM
npoekKTe.

COXpaHeHI/Ie OaHHbIX 0114 NOAKIMI0YEeHUA NpuBaTHOIo perno3nTopud B YH4ETHYHO 3arnmncb
NnoJ1ib30BaTENA:

1.

ok wn

o

B Be6-nHTEpdhenice nepenagute B pasgen Npodunb > Hactponkn goctyna >
MpuBaTHLIN peno3utopuin > ToKeH AocTyna.

Haxmute [lo6aBUTb TOKEH.

[lobaBbTe TokeH B none Knrou.

HacTtponiTe npaBa Ha Ucnonb3oBaHWe TOKeHa OTAEeNbHbIM Mosib3oBaTensaM (OnuUMoHarnsHo).
OTKpoWTE HACTPOMKN CKAaHMPOBaHUA U NepenanTe B NyHKT HacTponkn npmBaTHOro
penosutopus.

Bbibepute nobaBneHHbIN TOKEH.

7.2.3. SSH-knouy

MogkntoyeHne npMBaTHOIO PeENO3NTOpPUA B OTAE/IbHOM CKaHMPOBaAHUN UITN NMPOEKTE:

1.

2.
. Aktnenpymnte onumio Ucnonb3oBatb AaHHbIE NPU NepecKaHUpPOBaHUU NPOEKTa

w

OTKpoKrTEe HAaCTPONKN CKaHMPOBaHUSA U NepenanTe B NyHKT HacTponkn npuBaTHOro
penosutopus.
[lo6aBbTe hann NnpuBaTHOrO Krtova Unu BCTaBbTe coaepxmmoe B none Knrou.

(onyuoHanbHOo). [aeTt [ocTyn K NPUBATHOMY PENO3MTOPUI0 BCEM CKaHUPOBAHUSIM B AAaHHOM
NpoekKTe.
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CoxpaHeHme OaHHbIX O1A NOAKIMI0YEeHNA NpUBaTHOIO pPeno3nTopud B YH4ETHYHO 3arnmncb
NnoJib30BAaTENA:

1.

ok wWN

B BeG-uHTepdence nepengute B pasgen NMpodcduneb > Hactponku gocryna >
MpuBaTHbIN peno3utopuinn > SSH-knou.

Haxmnte [lo6baBUTb KNKOM.

[obGaBbTe NpmBaTHbIN SSH-KNHOY.

N3meHuTe ctaHaapTHYH KoOHUrypaumo SSH-knueHTa (onunoHarnbsHo).

HacTponTe npaBa Ha nUcnornb3oBaHWe Knova oTAerNbHbIM Morb3oBaTerisiM (OrnuUMOHansHO).
OTKpoKTEe HaCTPONKN CKaHMPOBaHUSA U NepenanTe B NyHKT HacTponkn npuBaTHOro
peno3utopus.

Bbibepute nobasneHHbin SSH-kntou.

7.2.4. Nopknio4vyeHne 3arpy3ku u3 npuBaTHbIX Git-penosutopueB 4epes

webhook

MoxxanyncTa, NCNonb3ynTe TEXHNYECKYIO YYETHYIO 3anuncb, TaK Kak AaHHble ByayT XpaHUTbCS
Ha cepBepe B OTKpbITOM Buae. B cnyyae npusaTHoro penosuntopus BitBucket ckaumBaHue no
noruHy/naponto HegocTynHo. MNMoxanyncra, ncnonb3ynTe TOKEH asTopusaumm nnn SSH-knwou.

[MopsiAoK NOAKMNYEHUS 3arpy3km U3 npmBaTHbIX Git-peno3nTtopmnes cregyoLwmnin:

1.
2.

OTkponiTe TepMmnHan Ha xocte ¢ mogynem APP.

Otpepaktnpynte cann /opt/appscreener/app/services/backend/vcs/.gitconfig, B
KOTOPOM AOMKHO ObITb criegytoliee cogepxaHme ¢ UISMEHEHHbIMU NapameTpaMm NnornHa u
email:

[user]

email = your@email.com
user = your_username
[credentiall

helper = store

Otpepaktnpynte cann /opt/appscreener/app/services/backend/vcs/.git-credentials, B
KOTOPOM AOMXHO ObITb criegytolwiee cogepxaHme ¢ UISMEHEHHbIMU NapameTpamMu fNornHa,
TOKeHa 1 agpeca nnatopMbl KOHTPOSIS BEPCUMN:
https://lyour_username:your_token@your_git_scm_domain.com Ecnu kombuHauns
norvHa u TokeHa He ByfeT 3acuMTaHa Kak KoppekTHasi, ToO oHa ByaeT aBToMaTnyecku
yaaneHa u3 ganna n notpebyercsa e€ noBTopHoe fobaBneHue.

. NaWiTe npaBa Ha YTeHWe TOMNbKO AMA NoNb3oBaTensa appscreener:

sudo chmod -R go-rwx /opt/appscreener/app/services/backend/vcs/

Mepengute B Be6-MHTEpPdENC cuctemsl, JobasbTe HTTPS-cebinky Bo Bknaake JlomaluHaA
cTpaHuua > 3arpy3uTb NPUSIOXKeHUEe NO CCbINKe 1 ydeamTech, YTo ykazaHHas B
HaCTpOKMKax CKaHMpOBaHMs BeTKa (Mo ymonyaHuio master) cyLiecTayer.

. 3anycTtuTe ckaHupoBaHue.
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7.3. YctaHoBKa HTTPS coeanHeHus

MpunoxeHne no ymonyaHuto padotaet no npotokony HTTP 6e3 wundposaHus.

[nsa cmeHbl paboThl NO 3aLMLLEHHOMY NMPOTOKONY HEOBX0AMMO Hanmnyue anna ceptudurkaTa
(Hanpumep, cert.cer) n npuBaTHOro kntoya (Hanpumep, private.key) 6e3 napons ans
BblGpaHHOro AoMeHHOro nmeHn. ix Heobxoammo 3arpysmtb Ha xocT ¢ APP moagynem B
anpekToputo lopt/appscreener/app/services/frontend/nginx/ssl (npyuBaTHbIN KNtoY B
dopmarte goctyna 600). [Nocne aToro oTpenakTUpynTe ANPEKTUBY SErver B
lopt/appscreener/app/services/frontend/nginx/templates/default.conf.template.

Hanpumep, ons gpomeHa www.example.com:

server {

listen 443 ssl;

server name www.example.com;

ssl certificate /etc/nginx/ssl/cert.cer;

ssl certificate key /etc/nginx/ssl/private.key;

}

YUT100bl HACTPOMTL aBTOMAaTUYECKOE NPUHYAUTENBHOE NepeHanpasreHne nodbiX 3anpocoB ¢
HTTP Ha HTTPS, HeobxoamMmo [o6aBuTb JONONHUTENBHYO ANPEKTUBY Server:

server {

listen 80 default server;

server name _;

return 301 https://$host$request uri;

}

UToObl M3MEHEHNA BCTYNWUAN B cuny, nepesanyctute cepenc APP moayns: sudo systemctl
restart appscreener-app.service

7.4. lobaBneHne camonoanucHbIX cepTudukKkaToB B
AoBepeHHble ana pab6otbl Yepe3 HTTPS n LDAPS
[ns npobaeneHnsa cepTndukaTa B 4OBEPEHHbLIE HEOOXOANMO::

1. 3arpy3uTb Ha cepBep rae pasBepHyTo Beb-npunoxenune (APP.module) cuctemsl, dan
ceptndmkara B popmare PEM. 3tot dopmat npeacraenset cobon ASCII-cann,
3aKoMpoBaHHbIN No cxeme Base64. Bo3MOXHbIe paclUMpeHns: .pem, .crt, .cer. Ona
npumMepa ncnonb3yetca . cer-gpann ceptudpukara LDAPS: example.cer.

2. BbInonHUTbL KOMaHAbI:
docker cp example.cer backend:/

docker exec backend keytool -importcert -noprompt -cacerts -storepass
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changeit -file "/example.cer" -alias "example-cert"

3. MNpoBepuTb HanMune TonbKo 4YTO 40BaBNEHHbIX CEPTUGUKATOB B CNINCKE JOBEPEHHbIX:
docker exec backend keytool -cacerts -storepass changeit -list | grep
examplecert

4. OCTaHOBMWTb MPOLECCHI CKAHMPOBAHUA UMK OOXAATbCA UX 3aBepLueHus. MepesanyctuTb
paboty APP moayns:

sudo systemctl restart appscreener-app.service

7.5. Hactpouka poctynHoctu APl nasHe
MopsagoK HAaCTPOMKKN cnesyroLLmiA:

MoakntounTecs K XocTy, rae passepHyT APP moaynb.

3anyctuTte TepMuHan.

Y3HanTe agpec MalUnHbl C MOMOLLbIO KOMaHAbl: ip a.

OTkponiTe koHGUrypauunoHHbin chann: /opt/appscreener/app/configs/backend.env
N3meHuTe 3HaveHus nonen Ha cneaytowme (HTTP/HTTPS B 3aBUCMMOCTM OT TOrO, Kakom
NPOTOKOM NCMNOSb3yeTcs):

¢ installation.externalBackendAddress=http://frontend/app/

¢ installation.externalFrontendAddress=http://frontend/

CoxpaHuTte U3MeHeHUs.

MepesanycTtute cepsuc APP moayns: sudo systemctl restart appscreener-app.service

ok wh -~

N o

7.6. YBenn4yeHue namaTtu gna cepsuca Tomcat

UTo6bl yBENMUNTE OOGBEM NamMATK Anga cepBmca Tomcat:

1. Ha xocTte ¢ mogynem APP oTkponTe KOH(UrypaunoHHbIN dhans:
lopt/appscreener/app/configs/backend.env

2. B cnepytowen cTpoke 3aMeHUTe 3Ha4YEHNEe Xmx4096M Ha Xmx 81 92M:
CATALINA OPTS="-Xms1024M -Xmx4096M" [JOMMKHO MONy4YNTLCA:
CATALINA OPTS="-Xmsl1024M -Xmx8192M"

3. Boimaute ¢ nomouupbto Ctri+x, coxpaHmB N3amMeHeHus.

4. lNepesanyctnte moaynb APP: sudo systemctl restart appscreener-app.service

7.7. Yto penaTtb, €eCNY CKaHMPOBaHWe 3aBEepPLUUIIOCL CO
ctatycom «Owmnodka»?

Mpw BO3HUKHOBEHMM OLLIMOOK BO BPEMSI CKaHMPOBaHMS obpaTuTech B criy0y nogaepxku. K
MUCbMY MPUNOXNUTE CKPUHLLOT CTPaHMLIbl CKAHUPOBAHUS C ONMCaHNEM OLLUMBOK MO s3bIkam
nporpaMmmMupoBaHusi. Ecnn owmnbok HeCKonbKo, TO NMPUIOXUTE HECKONbKO CKPUHLLOTOB.

B 6onee cnoxHbix criydasix 4ns AMarHoCTUKM owmnbok HeobxoauMbl dhansbl XXypHana cobbiTUn
CUCTEMBbI:

/opt/appscreener/core/sca/services/sca-daemon/logs
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/opt/appscreener/app/services/backend/logs

/opt/appscreener/app/services/frontend/logs

7.8. Murpauusa paHHbIX Solar appScreener moaynb aHanusa
cocTaBa nporpammHoro obecneyeHus (SCA)

7.8.1. Murpauus cepBepa Ha Apyrou XocTt

Ana murpauumn cepsepa mogyns SCA ¢ Host_1 Ha Host_2 HeoGxogumo:
1. Ha Host_1 BbINONHUTB:
sudo docker exec app-db pg dump -U backend backend > db dump.sql
2. Pa3BepHyTb HOBYtO ycTaHoBKY moaynst SCA Ha Host_ 2.
3. MNepeHecTtn gamn 6a3bl Ha Host_2.

4. MNepeHectn gmupektoputo /opt/appscreener/app/services/backend/files/ c Host 1 Ha
Host_2 no Tomy e nyTu.

5. Ha Host_2 BbinonHuTh:
sudo systemctl stop appscreener-app.service
sudo docker volume rm -f app-postgres-data
sudo docker compose -f /opt/appscreener/app/app.compose.yml up -d app-db
sudo docker cp db_dump.sql app-db:/
(ebirnonHUMB KoMaHAy u3 dupekmopuu, 20e Haxooumcsi 0amr 6a3bl OaHHbIX)
sudo docker exec app-db bash -c “psql -U backend backend < db_dump.sql”

sudo systemctl start appscreener-app.service

7.8.2. Murpauusa cepBepa ¢ Windows Ha Linux

UT0Ob!I BbINONHUTL MUrpaumto cepsepa moayns SCA ¢ Windows Ha Linux, Heobxogmmo:
Ha Windows_host:

1. 3aBepWwnTb UNN JOXOATLCH 3aBEPLUEHUS BCEX aKTUBHbIX CKAHUPOBAHWN.

2. B pomawHen gupektopum oTkpbITh pann pg_dump B PowerShell:

C:\appscreener\3rd-party\PostgreSQL\13\bin\pg_dump -E UTF-8 -f
C:\appscreener\db_dump.sql -U backend backend

3. lpw 3anpoce napons, BBeCTU ero npu nogkniodeHun kK b (pacnonoxeH B Environment
Variables > System variables > hibernate.connection.password).

4. lNepeHectn Ha Linux_host crneaytowimne dannsl U nanku:

e C:\appscreener\db_dump.sql
e C:\appscreenerifiles\b
e C:\appscreenerifiles\s
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Ha Linux_host:

1.
2.

YctaHoBuTb cuctemy moayna SCA.

Konuposatb ¢ Windows_host Ha Linux_host dannbl 1 nanku ana murpaumm B yaobHyto
ANPEKTOPUIO.

OcTaHoBUTb paboTy BEG-NPUNOXKEHWS:

sudo docker stop backend

. Yganutb B[] HOBOW yCTaHOBKM:

sudo docker exec app-db dropdb -p 5432 -h localhost -U backend
—maintenance-db=postgres -f -e backend

Cospatb nyctyto B:
sudo docker exec app-db createdb -p 5432 -h localhost -U backend backend

Mepentn B anpekToputo ¢ hamnamum ana murpauum (db_dump.sql, /b, /s) n nposecTtu
Murpaumio pannos U3 gamna:

sudo cat db_dump.sql | sudo docker exec -i app-db psql -p 5432 -h localhost -U
backend -d backend

MpoBecTn KonupoBaHne anpektopumn b u s:
sudo cp -r s/ /opt/appscreener/app/services/backend/files
sudo cp -r b/ /opt/appscreener/app/services/backend/files
Mepesanyctutb cnyx6y npunoxeHna APP:

sudo systemctl restart appscreener-app.service

7.8.3. Murpauusa 6a3bl AaHHbIX Ha APYron XocT

Ana murpauumn 6a3bl gaHHbIX Mogyns SCA Ha HOBbIM XOCT HEOBX0ANMO:

Ha xocte ¢ mogynem APP:

1.
2.

SaBepLIJVITb nnn 0oXXaaTtbCHA 3aBePLUEHNA BCEX aKTUBHbIX CKaHVIpOBaHMVI.
OcTaHoBUTb cepBUC MNMPUNOXeHUA:

sudo systemctl stop appscreener-app

. Coenatb gamMmn 6a3bl JaHHbIX:

sudo docker exec app-db pg_dump -U backend backend > db_dump.sql

. 3anoMHUTb UNn 3anucaTtb 3HavyeHne nons hibernate.connection.password B

lopt/appscreener/app/configs/backend.env.

Ha xocte, rge Bbl xoTuTe pa3epHyTb CYB[l PostgreSQL.:

5.
6.

YctaHoButb CYB/[] PostgreSQL Bepcumn He Huxe 13.0.

Cospatb B Bl nonb3oBatens ¢c nmeHem backend n naponem n3 nonsi
hibernate.connection.password.
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»aPP  naea 7. [ononHutenbHas nHdopmauums o pabote ¢ MOayrieM aHanusa coctasa nporpaMmMHoro:

7. Cospgatb nycTyto 6asdy gaHHbIX ¢ MMeHeM backend OT nonb3oBaTens ¢ MMeHem backend.

e Ons xocma: sudo createdb -p 5432 -h localhost -U backend backend (moxeT
notpeboBaTtbCcs nonb3oBaTenb postgres, sudo su - posrgres)
e 0ns Docker: sudo docker exec createdb -p 5432 -h localhost -U backend backend

8. BbinonHutb 3arpy3ky gamna b (db_dump.sql) B nyctyto 6asy:

e 0ns xocma: sudo cat db_dump.sql sudo psql -p 5432 -h localhost -U backend -d
backend (moxeT noTpeboBaTbcs nonb3oBaTtenb postgres, sudo su - posrgres)

e 0ns Docker: sudo cat db_dump.sql sudo docker exec -i psql -p 5432 -h localhost -U
backend -d backend

9. CpoenaTtb Noaknto4eHne K cepBepy AOCTYMHbIM U3BHE.
Ha xocte ¢ mogynem APP:
10. OTkpbITb (hann lopt/appscreener/app/configs/backend.env ans pegaktuposaHus.

11. NameHuTb
hibernate.connection.url=jdbc:postgresql:/app-db:5432/backend?ssi=falsee,
N3MeHVB UMSA NOAKNIYEHNS K KoHTerHepy app-db Ha agpec cepsepa ¢ pa3sepHyTon B[,
Hanpumep:
hibernate.connection.url=jdbc:postgresql:/###t. #HE# . ##HH# #HHH backend ?ssI=falsee.

12. CoxpaHUTb U3MEHEHMS 1 3aMyCTUTb CEPBUC MPUINOXKEHUS:

sudo systemctl start appscreener-app
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v appScreener MaBa 8. [llony4eHne TEXHNUYECKOWN NOAAEPKKM

8. NONYYEHUE TEXHUYECKOW NOOOEPXKWN

Ana nonyyYyeHns KoOHCynbTauum No TEXHMYECKMM BOMpocamM MOXHO 00paTuTbCs No agpecy
support.appscreener@rt-solar.ru.

C ycnoBusiMu nogaep>kku MOXXHO 03HAKOMUTbLCS Ha canTe komnaHum Solar Security. Mpwu
odopMneHnmn 3anpoca crneagyert ykasaTb HOMep KOHTpakTa Ha TEXHUYECKYIO NOAOEPXKKY,
onucartb Npobnemy, ykasatb CBOE MOSIHOE UMS, afpec dNeKTPOHHOM NOYTbl U HOMepP
TenedoHa.



mail:support.appscreener@rt-solar.ru
http://solarsecurity.ru/support/
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