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1. NEPEYEHb COKPALLEHUW

TepmnH Pacwwmndgposka

APM ABTOMaTM3npoBaHHOe paboyee MecTo

OoC OnepaunoHHas cuctema

no MporpammHoe obecneveHne

CLI Command Line Interface — nHTepdenc komaHgHOM CTPOKM
CLT Command Line Tool — MHCTPYMEHT KOMaHAHOW CTPOKU

REST Representational State Transfer — nepegada coctosiHua npegcraesneHns
SDLC  System Development Life Cycle — XXn3HeHHbIn umkn pa3paboTkm cuctemol
VCS Version Control System — cuctema ynpasneHuns Bepcusmm
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2. MMOCCAPUN

API (MNporpaMmmHbIN UHTEpdenc npunoxeHus, Application Programming Interface)
— WHTepdenc, KOTopbIn onpeaendeT B3anMogencTemne nporpamMmel ¢ Apyrov nporpamMmmMon.

CI/CD cuctema — cuctema, kotopast 06begmMHSET NPaKTUKN HENPEPLIBHOM MHTErpaLum,
HenpepbIBHOW AOCTaBKN N HenpepbIBHOro pa3BépTbiBaHnd. Cl/CD cuctembl moryT ObiTb
BCTPOEHbI B nNpoLecc pa3padoTtkm no metoanke SDLC n SSDLC. MNpumepsbl: TeamCity,
Jenkins.

Continuous Delivery (HenpepbiBHasa goctaeska, CD) — npakTuka pa3paboTku nporpammMHOro
obecneyeHuns, Npu KOTOPOW KOMaHAbl NPOM3BOAAT NPOrpamMmmMHOe obecneyeHre B KOPOTKNE
LUMKIbI.

Continuous Deployment (HenpepbiBHOe pa3BépTbiBaHue, CD) — npakTtuka paspaboTku
nporpaMmmMHoro obecnevyeHns, KoTopasi 3akno4aeTcs B UCNoNb30BaHUM aBTOMaTU3MPOBaHHOIO
TECTMPOBaHMS O4Ns1 NPOBEPKN NPABUIbHOCTU U CTAabUITbHOCTU U3MEHEHWIA B Koge Onis
ObICTPOro, aBTOHOMHOIO pa3BEpPTbIBaHUS B NPON3BOACTBEHHOW cpeae.

Continuous Integration (HenpepbiBHaga nHterpauus, Cl) — npaktuka paspabotku
nporpaMmmHoro obecnevyeHuns, KOTopas 3akroyaeTcs B CrimsiHumM pabo4vmx Konun B obLLyto
OCHOBHY0 BETBb pa3paboTku 1 BbIMNOITHEHUN aBTOMaTU3NPOBaHHbIX COOPOK NpoekTa Ans
BbISIBNEHWS NOTEHLMaNbHbIX OLIMOOK U peLleHns MHTerpaLmMoHHbIX Npobnem.

ID npoekTa (Project ID)— nepsble 6 cumonos UUID npoekTta. ID npoekta MOXeT ObITb
MCnorib3oBaH Npu noncke npoekTa B obem cnncke npoekTos, HO UUID sBnsieTca NonHbIM
noeHtndukatopom npoekta. Mpumep ID npoekta: d4d1e2.

Software Development Lifecycle (SDLC) — meTtoguka pa3paboTtku, koTopas obecneyunsaet
Ka4yeCTBO M NpaBUIbHOCTb paboTbl nporpammHoro obecneyenus. Metoguka SDLC coctouT 13
Takux aTanoB: aHanua TpeboBaHUin, Anu3anH cuctemsl, paspaboTka, TeCTupoBaHue,
aKcnnyataums, nogaepxka.

Secure Software Development Lifecycle (Secure SDLC, SSDLC, DevSecOps) — meToguka
pa3paboTkn NnporpammMHoOro obecneyvyeHunsi, KoTopas UCNonb3yeTcs OpraHn3aumMsaMmn ons
co3gaHna 6esonacHblx npunoxenunn. Mpun SSDLC Ha kaxgom atane SDLC BbinonHaeTcs psag,
AOMNONHUTENbHBLIX AeNCTBMIA No obecneveHmto 6e3onacHocTU. Hanpumep, aHan13 pMcKkoB Ha
aTane aHanusa TpeboBaHW, OLlEeHKa PUCKOB Ha 3Tarne apXMTEKTYpbl, MPOBEPKA BbIMNOMHEHUS
TpeboBaHMIN 6€30MacHOCTM Ha 3Tane TeCTUPOBaHMS, MOHUTOPUHT YIrpo3 U pearmpoBaHue Ha
WHUMAEHTbI HAa 3Tanax aKcnsiyataumm n Nnoaaepxku.

UUID (Universally unique identifier) — 128-6utHoe 4ncno, KoTopoe Ucnonb3yeTcs Ang
noeHTudurkaunm nHgpopmaumn. Mpumep: d4d1e2da-6b82-4350-829b-d3883592f4¢8.

Version Control System (VCS, Cuctema KOHTponsa Bepcuin) — NporpamMmMHbIA MHCTPYMEHT,
KOTOPbIN CNYXUT 4S5 3arn1cu UsMeHeHnn B pannbl U OTCEXMBAHUA N3MEHEHUN, BHECEHHbIX B
kog. MNMpumepsbl: Git, Subversion.

VCS xocTuHr — Beb-cepBuC A58 XOCTMHIa NPOEKTOB Y UX COBMECTHON pa3paboTku.
Mpumepsl: GitLab, GitHub, Bitbucket.

XPath — a3bik 3anpocos k anemeHTam XML-OOKYMEHTOB.



https://ru.wikipedia.org/wiki/API
https://en.wikipedia.org/wiki/CI/CD
https://www.jetbrains.com/ru-ru/teamcity/
https://www.jenkins.io/
https://en.wikipedia.org/wiki/Continuous_delivery
https://en.wikipedia.org/wiki/Continuous_integration
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/Version_control
https://git-scm.com/
https://subversion.apache.org/
https://ru.wikipedia.org/wiki/Bitbucket
https://about.gitlab.com/
https://github.com/
https://bitbucket.org/
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Be3sonacHocTb npunoxeHus (Application security) — Habop mep, NnpMHMMaeMbIX AN
NOBbILLEHMS1 6E30MACHOCTM NPUITOXEHUS!, YaCcTO NYTEM OOHapYXEeHWUS, CNpaBneHns n
npeaoTBpaLLeHNst ya3BMMOCTEN 6e30nacHOCTH.

UHTerpauums (Integration) — obmeH JaHHBIMK MeXay cucTemMamMm C BO3MOXHOW nocreayroLen
obpaboTkon.

KoHdurypaumoHHbin cpann (Configuration file) — dpann ¢ HacTporikamu npunoxeHus.

Cucrema oTcnexmBaHus owmnbok (Bug tracking system, Bug tracker) — nporpamma,
pa3paboTaHHasa A5 y4€Ta U KOHTPOMs OWKMOOK, HaWAEHHbIX B NporpaMMHOM obecneyeHuu,
KOTOpasi NO3BONSET CreanTh 3a NPOLECCOM YyCTpaHeHnsa aTux owmnbok. Mpumepsl: Jira,
Redmine.

CkpunT (Script) — nocnegoBaTenbHOCTb KOMaHA A9 aBTOMaTMYECKOro BbINOSTHEHNA 3a4auM.

TokeH aBTOpU3auum API (TokeH, APl authorization token) — Habop cMMBOMNOB, KOTOPbIN
npegHasHayvyeH ansa ayTeHTuduKaumm nonb3oBatenen As BbINOMHEHUS JENCTBUN B CUCTEME
6e3 ncnonb3oBaHMsA NONb30BaTENbCKOro MHTEpdenca.



https://www.atlassian.com/software/jira
https://www.redmine.org/
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3. BBEOEHUE

HacTtosawun aokymeHT npegcraensieT cobomn pykoBoACcTBO nonb3oBartens Solar appScreener
Moaynsa aHanuaa 6esonacHocTu Leno4vek nocrtasok 10 (SCS).




W
o>
:appScreener maBa 4. Cepenusa o mogyne SCS

4. CBEOEHUA O MOAVYINE SCS

4.1. HazHayeHune moaynsa SCS

Mogaynb SCS npegHasHayeH ans BbissneHust puckos Supply chain B 6ubnmnortekax ¢
OTKPbITbIM UCXOOHBIM KOL4OM, UCMOSb3yEMbIX B KOAE NPUITOXEHNS.

4.2. OnucaHme BO3MOXHOCTEN
Mogynb SCS npegocTtaBnseT cregyoLmne BO3MOXHOCTH:
e AHanu3 pUCKoB LIENOYKM NOCTaBOK.

* MOHWUTOPVHI N3MEHEHUSI YPOBHS 6€30MaCHOCTU NPUMOXKEHWS.

4.3. TpeboBaHusa kK APM nonb3oBatens

4.3.1. TpeboBaHMA K annapaTHOMy ob6ecrne4yeHuto

APM nonb3oBatens mogynsa SCS aomkHo 6biTb 060pygoBaHO NepcoHanbHbIM KOMMbIOTEPOM
C NOOKNIOYEHMEM K BHYTPEHHEN CETU KOMMNaHWUN.

4.3.2. Tpe6boBaHNA K NporpaMmMHOMY ob6ecrnevyeHuto

B cocTtaB nporpammHoro obecneveHnsa komnbtotepa ans APM nonb3oBartens Solar
appScreener Mmogyrnb aHanuaa 6e3onacHocTtu uenoyek noctasok MO (SCS) gomkHa BXoanTb
nporpaMmma-KrveHT, NpefocTaBnAoLLas Nonb3oBaTento BO3MOXHOCTb HaBMrauumn n npocMmoTpa
Beb-pecypcos (bpay3sep).

PekomeHayemble Gpay3epbl (aKkTyanbHble BEPCUN):

¢ Mozilla Firefox;

Google Chrome;

Safari;

Internet Explorer;

Microsoft Edge.
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5. AHTEP®ENC NOJIb3OBATENSA

5.1. ABTOopusauus

Ccbinka ansa exoaa B Beb-mHTepderic mogyns SCS (aanee Ul) npepocTtasnserca
agmuHuctpartopomM. Npu nepexoge nNo ccbifike Nonb3oBaTtenb NonagaeT Ha CTpaHuUy
aBTOpU3aLUMN.

UToObI BONTU B CUCTEMY, BBEAMTE NOMMH 1 NAposfb N HaxXMnUTe kKHornky Bontu (puc. 5.1).

Bxoa B cuctemy MoxeT ObITb OCYLLECTBIEH C MOMOLLBIO fIorMHa (B hopmate <user> unu
<user@domain>) n napons y4éTtHou 3anvcu LDAP. YTobbl HACTPpOUTbL AOCTYM C NOMOLLbIO
LDAP, obpatutecb K agMUHUCTPATOPY.

appScreener

Puc. 5.1: CtpaHnua AsTopmsauun

Mpw BBEOEHMN HEBEPHbIX YYETHBIX AAaHHbLIX Ha akpaHe oTobpasnTcs coobLueHne HeBepHbIN
norvH u/vnu napons. Mpu NpeBbILEHMN YMCTa NOMNbITOK ayTEHTUMKALMUM C HEBEPHBIM
naponem Ball akkayHT OyaeT BpeMeHHO 3abnokupoBaH. KonnyecTBo NonbITok
ayTeHTUUKaLUN 1 NPOAOIIKMUTENBHOCTL BNOKMPOBKN yCTaHaBNMBAETCA aAMUHUCTPATOPOM
cUCTEMbI (MO YMONMYaHMIO NMUMUT NOMNbITOK BXoga — 5, Cpok GNokMpoBkM — 5 yacos).

Mpexae yem HayaTb paboTty ¢ mogynem SCS, 03HaKOMbTECH C [1ofb3oBaTENLCKUM
cornaweHvem n Haxmute MpuHumatro(puc. 5.2).
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NULIEH3MOHHBIM AOTOBOP C KOHEYHbIM NOb30BATENIEM

Solar appScreener®
BAYHO! MNpounTaliTe BHUMATENLHO HMXENINOXEHHOE, NPEX/E YEM YCTAHABNMEATL, 3ANYCKATL MK MHbIM cNocoboM MCNoNb30BaTL NporpaMmHoe obecneuenune «Solar
appScreener» (ganee — «M0»),

HacTorwwmii NluueHzuonkbii norosop ¢ KokeussiM nonsaosatenem (nanes — «[loroeop») perynrpyeT oTHOWEHWA, B0ZHMKaWWKE Mexay Komnauusi v Bamu — uznueckum unu
HOPUAMYECKHUM NHLIOM W ONPefenAeT NOPAAOK W YCrIoBKA ncnonbaosakus Bamu MO. [lorosop 3aknioyaeTcs B yIPOLWEHHOM NOPALKE W ABNAETCA AOrOBOPOM NPUCOSANHEHUSA,
YCNOBWA KOTOPOTO M3NOMEHDI B 3MEKTPOHHOM BUE W AoBeAeHbl 00 Bawero caegenns.

[Horosop BCTYNAsT B CMNY C MOMEHTa, Koraa Bbl HauuHaeTe Mcnonb2oeath N0 nnbo, CNK 3T0 NPeAYCMOTPEHO BYHKUMOHANbHBIMK BOZMOMHOCTAMM 110, ¢ MOMaHTa, koraa Bui
NpUKMMasTe yenosns [loroeopa, OTMETHE B Npoluscee yeTakoeky [10 Ha CEOSM YCTPONACTES NYHKT «5 COMMaceH ¢ yCnoBuMAMK JIMUEHZNOHHOO JOTOEOPEY MK UHbIM
npeanoKeHHsIM cnocoboM BelpamaeTe CBOe COrNacke Ha akpaHe Bawero ycTpoiicTea ¢ nomousio ukTepiheiica yeTanosky M0. Jorosop, M3NoMeHHbIN B 3NEKTPOHHOM BUAS,
npu Bawem akuenTe, Kak yKas3aHo BbillE, CYMTASTCA 3AKMIOYEHHBIM B NMCbMeHHOH hopMe B cooTeeTcTEBMM C N. 3 cT. 434 v n. 3 cT. 438 MpampaaHckoro kogekca Poccuifckoi
Depepauum.

B nobom cnyuae, Hauano ucnonbzoeaun N0 ozHauaeT Bawe nonHoe u bezorosopoyHoe cornacue ¢ ycnoewamu [lorosopa. Bol nogTeepkaaete, uto [lorogop Gbin Bamn
NpOUKTaH, yenoews ero Bam noHATHDI, U Bbl ¢ HUMEK NoNHOCTb cornacHbl. Ecnu Bel He cornackbl © ycnoewaMu [loroeopa, He ucnonbaydite MO.

Ecnw npegocTtasnexue npasa ucnonsaoeauus N0 conposoxgaeTcs oTAeNbHbIM cornawexunem ¢ KomMnanueit unm MNapriepom KoMnanum, onpeaenaiowmm ycnoesua
ucnonbzoeaHna Bamu N0, To, B cny4ae pacxoaeHunid B Cogepaniy Mexay TekcTom [loroeopa v TEKCTOM COOTBETCTBYHOLLENS OTAENbHOMC COrNalle U, NPeMMYLLECTBEHHYIO
CHNY MMeeT TEKCT OTENbHOMO COMMalleH s BHe 3aBMCHMOCTM OT TOTo, 3aK/FOUEHO TaKoe Cornallelune paHee unu nosgHee [lorosopa.

Mpaea Ha N0 oxpaksoTea AeACTEYOWMM 3akoHofaTenscTeoM Poccuiickol @eaepalim u MexayHapofHbIMK cornatieruamu. HekoTopbie uactu (komnowesTsl) MO MoryT
OXPaHATHCA HOPMaMU 3aKOHOAATENLCTEA O NAaTEHTaX W Hoy-xay. Hapywexue ycnosuii lorosopa u npas Ha M0 BneueT 3a coboil 0TBETCTEEHHOCTb, NPEAYCMOTPEHHYI0
Oorosopom 1 3akoHogaTenscTeom Poccuiickol Mepepaumu.

1. TEPMUHbI M ONPEOENEHUA

1.1. «Komnanus» — 0BlecTE0 ¢ orpasuyeHHOR oTeeTeTEeHHOCTE0 «CONAP CEKBHOPUTMW» (000 «COMAP CEKBHOPUTH»), topranyeckoe Nuuo, aperncTpMposaHHoe n
OCYULECTENADLLES CEOK ABATENbHOCTE B COOTEETCTEWM C 3aKOHOaTenbeTeoM Poccuiickoi @efispalui, OCHOBHOR MOCYAAPCTEEHHLIA PEMMCTPALMORHBIR HoMep (OTPH)
1157746204230, zaperucTpupegaro no agpecy: 127015, r. Mockea, yn. Batckas, a. 35 cTp. 4, 7. 4, nom. 7, kom. 12, 20-23, 25-34, 48-54, 65, Komnaxua sENAsTCA
npaeoobnapatenem MO «Solar appScreener».

1.2. «I10 «Solar appScreener» unu «[10» - nporpamma ans 3BM, npeacraensaiowans coboil MHCTPYMEHT CTATUYECKOrO aHanvsa MCXONHOTo Koda NporpaMMHoro obecneyerna Ha o

Ormes m

Puc. 5.2: lNonb3oBaTtenbckoe cornalleHme

Mocrne ycnewHoro Bxoga B cucteMy oTobpaaeTtcsi KpaTkasi MHCTpykumst. Mocne npocmoTpa
WHCTPYKUMKN oToBpakaeTcs [loMallHAA cTpaHuua. [oBTOPHbIA NPOCMOTP KpaTKon
WHCTPYKLUMKN OOCTYNeH Ha cTpaHuue O npoaykTe.

5.2. 'mnaBHOEe MeHI0

B BepxHen Yyactu CTpaHULbl PacnofoXeHO rMaBHOE MEHIO, KOTOPOE NpPeaoCTaBnAeT AOCTyN K
pasgenam [lomawHaAa cTtpaHuua, MpoekTol, NMpaBuna n Habopbl, AHanuTuka, O npoaykTe,
JINYHBbIN KaOUuHerT.

LoMawHss CTpaHMua MpoeKTsl Tpynnbi NPOEKTOB Npasuna n

Puc. 5.3: MmaBHoe mMeHIo

Ana goctyna Kk goopme 0b6paTHON CBA3N HAXMUTE . .

5.2.1. [lomawHAA cTpaHuua

HomawHaa cTpaHuua (puc. 5.4) npegHasHayeHa ans 3arpyskym U CKaHMPOBaHUS HOBbIX
npoekToB. MpoeKkToM 34ech U Janee Ha3blBaeTcs 3arpyska B mogyrnb SCS npunoxeHus 1 ero
CKaHMpoOBaHue C Lenbio BbisiBIEeHUs pUCKOB. 1o ckaHupoBaHueM crefyeT noHMMaTb
aHann3 GubnNMoTeK C OTKPbITbIM UCXOAHBIM KOOOM, UCNOSb3yeMbIX B MPUNOXEHUU HA Hanu4mne
puckoB Supply chain.
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Ha [lomaliHen cTpaHuue Takke MOXHO:

* 03HaKOMUTLCH CO CMUCKOM NPOEKTOB — OTOBpakatoTcs nocrnegHue 4 npoekra ¢
nocneaymroLLei CCbinkoi Ha cTpaHuly MpoeKTbI C NOMHbIM CMIMCKOM NMPOEKTOB;

* yBUOETb CTATUCTUKY MO KOJTM4ECTBY CKaHI/IpOBaHVIIZ Cc y‘-IéTOM CTaTyCoOB. Haxmute Ha cTaTyc,
YTOObI NOCMOTPETb CMNCOK COOTBETCTBYHOLLUNX NMPOEKTOB.

[lomawHss cTpaHmMua MpoexThI

TpYANb NPOEKTOB

Npaswna u Ha6opL! 0 npoaykTe

CkaH NPOBaHNS Bcero npoekTos 4 3aseplueHo 4 B npouecce 0
| Java Project Vyper Project Python Project Pascal Project
3aBeplueHo 3aBeplueHo 3aBeplueHo 3aBeplueHo
Q B m Q B m Q B m Q B m
- ® 46 o1 e 12 o5
141 5 a5 15
0.4 1.h
157 656 50 1
80 61 9

3arpyauTb Npunomexne

[ Buspare paitn |

Puc. 5.4: [lomalwwHasa ctpaHuua

5.2.2. lpoeKTbl

CTpaHI/ILI,a npoeKTbl npegHasHaveHa And ynpaslieHUA NpoeKkTaMu. Bce NPOEKThbI
npeacrtaBneHbl B BUOE CMUCKa C KPAaTKMMKUN XapaKTepuctnkamn.

MpoexTsi

& Moraaareapwe

npoe ;

npos: Kommowesrsr  eeMME L yasaamoctn Peir

sbom json 26.10.2023 R )

E ] 3asepuwero 01159 191 32 4 1 1.9

sbom.json 2610.2023 R 9

» 3asepwero emne 191 32 4 1 1.9

4 test_sbom_request.json . 25.10.2023 . ) )
asepuiero P 174

Angular-HelloWorld-main_sca.zi 25.10.202:

v e = P 3asepuwero ‘jjo,zc‘S 798 10 12 1.6
17:55:51

RatingTestSCA4 07.09.2023 £

@ Ratneles 3asepuero BT 638 8 ] 52 0.5

Puc. 5.5: lpoekTbl

[lna kaxxgoro npoekra OTO6pa)Ka}OTCFI cnegywwine gaHHble:

* IOroTUN, Ha3BaHWe NpoeKTa, aBTop (Nonb3oBaTenb, 3arpy3nBLUMiA NpoekT), ID npoekTa

(nepBble wecTtb cumonos UUID npoekTa);
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PHP Project 16.01.2020
3asepuero v S Js P e e 15487 40 19 110 0.6

Puc. 5.6: lNMpoekTbl: Ha3BaHue

¢ CTaTyC nocnegHero CKaHMpoBaHUA;

PHP Project 16.01.2020
< I Ton 5 ys e e 15487 40 19 170 0.6

Puc. 5.7: TpoekTbl: cTatyc

* MEHIO AENCTBUMN:
o konuposaTb UUID npoekTa;
© NOCMOTPETb NOAPOBHbIE pe3ynbTaThbl MOCNEeAHEro CKaHMPOBaHWS;
o 3anyCTuUTb CKaHUPOBaHWe;
o BbIFPYy3UTb OTYET;
© HacCTPOMUTb MPOEKT;
o nobasuTb B rpynny;

© apXuBMpoOBaTb NPOEKT.

appScreener [lomalHsA cTpaHmua npoekTsl TPyl NpoeKToB Mpasuna u Haboph 0 nponykTe

E Mokasarb apxue Cosparb npoekT

HasBaHe npoexTa .
4 Azblk Crpoku Kopa YA3BMMOCTH PeituHr

[ata v Bpems
nevus

CTATUC CKAHMNORAHUSA

@ Cronmposars UUID npoekta

“ Java Project .2021

2:21

[ieN

14938 16 141 : a1 0.4
[E] MocMoTpeTs noapabHbIe peaynLTaTsl

() 3anycTuTs ckanmposakue
E 12020 L IR 4 17 606 1 5 61 723

‘ Vyper Project
[T BbirpyauTs oTu&T 1:51

‘ Python Project {é} HacTponte npoext 2020 é 261 1 G 116 1.4
E ApPXVBMPOBATD MPOEKT 122
Pascal Project vrw7.2020
-
Y 3asepuueto 100100 & 105 5 1 21 2.2

Puc. 5.8: lNMpoekTbl: gencreus

e KHOMka gobaeneHus B I3bpaHHoe

g Python Project @ [o6aeunTb NpoexT B rpynny W36parHoe 01903122? (] 261 12 45 9 116 14

Puc. 5.9: lMpoekTbl: aobasntb B N3bpaHHoe

® farta 1 BpeMd nocneaHero CKaHMpoBaHUA,

PHP Project 16.01.2020
& Jasepuero e 5 Jg P me msa 15487 40 19 1o 0.6

Puc. 5.10: lNMpoekTbl: Aata n Bpems
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¢ KOMMOHEHTbI, KOTOpbie Obinn npoaHann3npoBaHbl,;

" sbom.json P 2;12.;2@3 5 . - 19 |
® KOJIn4eCTBO KOMIMOHEHT C 06Hapy>KeHHbIMI/I PUCKamMu;
" sbom.json P 2;12.;2@3 o, ® 4 15 1.9 |

* KONMYECTBO PUCKOB KPUTMYECKOrO, CPEAHErO, HU3KOIO U MH(POPMAaLMOHHOIO YPOBHEN, a
Takke obliee KonmyectBo 06HapY>KEHHbIX PUCKOB;

b peVITVIHF NPUNOXeHnA.

B moayne aHannsa 6e3onacHocTh Lenoyek noctaBok MO (SCS) pucku nogeneHsl Ha YeThbipe
KaTeropun: KpUTUYECKNE, CPEOHErO YPOBHS, HU3KOrO YPOBHS Y MHADOPMALIMOHHOIO YPOBHS.

1. Kputnyeckune puckm ¢ 60nbLLON BEPOATHOCTLIO NPUBOAAT K KOMMNPOMETaLun
KOHbMAeHUManbHbIX AaHHbIX U HAPYLLEHWIO LIENTOCTHOCTU CUCTEMBI.

2. Pvcku cpefgHero ypoBHsSt MOTyT C MEHbLUEN BEPOSTHOCTBLIO MPUBECTU K KOMNPOMeTaLuum
KOH(pMaeHUManbHbIX AaHHbIX U HAPYLLEHMIO LLeNTOCTHOCTU CUCTEMbI TGO SBMSIIOTCS MeHee
CepbEé3HbIMM HapyLLEHUSIMU 6e30MacHOCTW.

3. Pu1CKM HM3KOrO YpOBHS MOTYT CTaTb NMOTEHUMANbHON Yrpo3oi 6e3onacHOCTy.

4. PuUck1M MHOOPMALIMOHHOTO YPOBHSI CUTHANU3NPYHOT O HapyLLEHUM XOPOLLUMX NPaKTUK
nporpaMMMpoBaHUsi.

Pentnnr NPUITOXXEHUA BbIMUCTTAETCA NCXOOA U3 KOnnyecTBa KpPUTUHECKNX PUCKOB U PUCKOB
cpenHero ypoBHA. Brnnanue KPUTUHECKNX PUCKOB GonbLle, Yem BNUSAHNE pUCKoB cpeaHero
YPOBHA, N HE Y4UTbIBaeT obbem koga. Pucku cpenHero ypoBHA y4nUTbIBAOTCA U3 pacqéTa nx
KonuyecTea Ha obLiee 4ncno CTPOK MCXOOHOro Koga.

CnncoK MOXHO OTCOPTUPOBAaTh MO Ha3BaHUIO, CTaTycy NOCneaHero CKaHMpoBaHus, No gaTe u
Nno penTuHry. [1ns aToro HaXXKMMUTE Ha COOTBETCTBYHOLLNIA 3arofioBOK, MOBTOPHOE HaXaTue
MeHSIeT NOPAA0K COPTUPOBKM.

[Nsa cKpbITUS HEHY>KHbIX B AAHHbLIA MOMEHT MPOEKTOB CYLLECTBYET BO3MOXHOCTb apX1BaLnW.
ApPX1BUPOBAHHBIN MPOEKT COXPAHSIETCS B CUCTEME, HO CTAHOBUTCS HEOQOCTYMNHbIM AN paboTbl.
Bbibepute ApXxuMBUpPOBaTb NPOEKT B MEHIO AENCTBUMN, YTOObLI 40OaBUTL NMPOEKT B apXUB.
[MpoeKT, HaxoaAWMINCa B apxmBe, MOXXHO HanTK, Haxkas lNMoka3aTb apXmUB Ha CTpaHuLe
MpoeKThbl.

Ana ynobHon HaBuraumm no npoekTam npegycMoTpeHbl NOUCK 1 omnbTpbl. MNMonck no3sonseT
NcKaTb NPOEKTbI MO Ha3BaHuto, ID npoekTa unu asTopy. YTobbl yCTAaHOBUTL PUNLTPSI,
HaXXMUTE Ha MKOHKY (OUSTLTPOB M HACTPONTE OAMH UMM HECKOMBbKO NapaMeTpoB:

e CTaTyC CKaHMpPOBaHUS — BbIGPaTb M3 CNMCKa CTaTyCbl CKAHUPOBaHWUS;
e fnarta obHOBNEeHMA — 3aaaTb BPEMEHHOW AManasoH;
* PENTUHr — 3aaaTb AvManasoH AN pernTUHra NocneaHero CKaHMpoBaHNS B MPOEKTE;

® KOJINYECTBO PUCKOB Kaxagoro n3 ypOBHeVI KPUTUYHOCTN — 3a4aTb AMana3oH Onga Konn4yectBa
PUCKOB KpUTHUYECKOIOo, cpeaHero, HU3KOoro unmnn I/IHCbOpMaLI,MOHHOFO YPOBHA.

YT106bI yCTAHOBUTbL (PUNBTPLI, HAXXMUTE Ha KHOMNKY MpuUMeHuTb. [locne npumeHeHus
b1NbLTPOB B NPaBO YaCTW CTPaAHULIbI MOSIBUTCS KONIMYECTBO OTOOPAHHbLIX NMPOEKTOB U KHOMKa
COpocuTtb. Haxxatme Ha KHONKY OTMEHUT hunbsTpaLmio.
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YT06bI NEPEeNnTH Ha CTPaHMLY KOHKPETHOIO NPOEKTa, HAXKMUTE Ha ero Ha3BaHWe B CMMUCKE.
MoapobHee Npo ynpaBneHne KOHKPETHbIM NPOEKTOM B pasaene YrpasreHue NpoekToM.

5.2.2.1. Oyepeab CKaHMpPOBaHUN

Ha Bknagke Ouyepeab CKaHUPOBAHMW MOXHO YNpPaBnATb ovepeabio CKaHNPOBaHUN B
cucTemMe, NogHMMaTbL/onycKkaTb NPUOPUTET CKaHMpoBaHUn. Cuctema noaaepXkmnBaet 4 ypoBHS
npuoputeTa ckaHnposaHun: Husknin, CpeaHun, BelCOkMin 1 SKCKNIO3UBHLIN. 10 yMOnYaHuio
CKaHMpoBaHus 3anyckatTcs co CpeaHUM NMPUOPUTETOM.

MckaTb ckaHupoBaHue B ovepeau MoxHO no 1D, Ha3BaHMo NpoekTa 1 aBTopy CKaHMPOBaAHUS.

B OCHOBHOW YacTu CTpaHULbl HAXOAUTCHA CMNCOK BCEX aKTUBHbLIX CKAHNMPOBAHWUI B CUCTEME.
OH npeacTaeneH B BMae 1abnuubl co ctonbuamu:

e HasBaHue npoekTa — KnmkabenbHo, NO KN1Ky NpoucxoauT nepexoq Ha ctpaHuuy O63op
(Mpy HanuuMM gocTyna B NPOEKT Y NONb30BaTens);

CkaHupoBaHne — nepsble 6 cumaonoB UUID ckaHmpoBaHus (MO KHOMKe MOXET BbITb
CKOMNUPOBaH LIENTIMKOM) 1 aBTOpP CKaHWPOBaHUS;

Jarta co3pganus;

Craryc;

MpuopuTerT.

Bce ctonbubl nogaepxMBaroT COPTUPOBKY, MO YMOMYaHUI0 OTCOPTUPOBAHLI MO NMPUOPUTETY.
CkaHMpoBaHWA C O4MHAKOBbLIM MPUOPUTETOM COPTMPYIOTCS MO AaTe Co3aaHus: NepBbiM
oTobpaxaeTcs 1 GyaeT NPOCKaHMPOBAH MPOEKT, 3anyLLUEHHbI paHbue.

OGpaTtuTe BHUMaHMNE: U3MEHeHMe NpMopuTeTa CKaHMPOBaHNS 3aTparnBaeT TONbKO NPOEKThI B
oyepean 1 He NOBMNUSIET Ha NPOrPECC CKAaHNPOBAHWI, KOTOPbIE YKe BbINOMHSATCS.

5.2.3. 'pynnbl npoekToB

MpoekTbl B Solar appScreener mogynb aHanuada 6esonacHocTu ueno4vek nocrasok M0 (SCS)
MOXHO 06beanHATL B rpynnbl. MIcnonb3ys rpynnbl, MOXHO BbINOMHATL AENCTBUS C
HECKOSbKMMM FTOrMYECKN CBSA3aHHBbIMU NPOEKTaMM OQHOBPEMEHHO. Takke Ans rpynn JocTynHa
CBOAHas MHopMaLmsa U aHanuTuka. PaboTaTtb ¢ rpynnamu MOXHO B pasaerne MNpynnbl
npoekToB (puc. 5.11).

appScreener

roymn pokros
(ﬁ Mokasatb apxus Cospatb rpynny
Iil] AnanuTika

HazBakue rpynnsi
[ata nocnieHero o6HoBReH!sA AsTop KonnuecTso npoexTos

¥ Wsbpanmoe 98.04.2022 13:31:24 demo_2020_q2 2
Web apps

20.04.2022 05:02:58 demo_2020_q2

Llobilclapps 20.04.2022 05:02:40 demo_2020_q2 3

Puc. 5.11: I'pynnbl npoekToB

Cnuncok rpynn otobGpakaeTcss B OCHOBHOW YacTu CTpaHuubl. [ns Kaxaon rpynnbl
oTobpaxarTca cregyrowme gaHHbIe:
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* HasBaHwe rpynnsbl;
e |D rpynnel;
* BUOMMOCTb;
* MEHI0 JEeNCTBUMN:
o konuposaTb UUID rpynnbl;
o MPOEKTbl — NepPemnTn K CINCKY MPOEKTOB;
o HacTpouTb rpynny;
o apxXuBMpPOBATbL rpynny.
e fata v BpeMsi OGHOBMNEHUS;
* aBTOp;
® KONWYEeCTBO NPOEKTOB B rpymnmne.

Cnncok MOXHO oTcopTUpoBaTh. [N 3TOr0 HAXXMUTE Ha COOTBETCTBYHOLLIMIA 3arofioBOK,
NMOBTOPHOE HaXXaTne MeHSET NOPSAOK COPTMPOBKX. [N yaobHOM HaBuraumm Takke
npeaycMoTpeH Nouck n unetpbl. [TOMCK NO3BONSET UCKaTb rPynnbl MPOEKTOB N0 HA3BaHWUIO,
UUID rpynnbl unu aBtopy. YTo6bl yCTaHOBUTL (PUNLTPLI, HAXKMUTE HA MKOHKY (OUSTETPOB U
HacTponTe OAMH UNW HECKOSbKO NapamMeTpoB:

* BUOMMOCTb — BblGpaTb NyGnunyHble v npmeaTHbIE rPyMnbI;

* KONIMYECTBO NPOEKTOB B rpynne — MOXHO ykasaTb AnanasoH;

* [aTa co3daHus;

* faTa nocrnegHero o6HOBNEHUS;

* Hanuuyne NPoOeKkToB — A06aBUTbL NPOEKTLI, KOTOPbIE AOSMKHA coaepxaTb rpynna.*

* Obpamume sHUMaHue: rpu eblbope HECKOIbKUX Mpoekmos usribmp pabomaem Kak
ycrnosue UJTN, mo ecmb pe3yrnibmamal rioucka 6ydym codepxxamb 2pyrrbl POEeKmMo8 ¢ Xomsi
661 OOHUM U3 yKa3aHHbIX MPOeKmos.

UT0Obl yCTaHOBUTL (OUNBTPbI, HAXXMUTE Ha KHONKY MpuMeHnTb. Nocne npumeHeHus
(MNbTPOB B NPaBOW YaCcTU CTPaHULbl MOABUTCA KONMYECTBO OTOOPAHHbLIX MPOEKTOB M KHOMKa
Copocutb. HaxxaTtne Ha KHOMKY OTMEHUT UIbTPaLnto.

5.2.3.1. Co3zpgaHue rpynnbl NPOEKTOB

UTo6bl co3aaTth rpynny NpoekToB, Haxmmute Co3aaTtb rpynny, yKaxKuTe Ums rpynnbl 1
BblGEepuTE NPOEKTLI, KOTOPbIE CNEeayeT B HEE BKMOUNTb. TaKKe MOXHO BKIOYUTb MPOEKTbI U3
cylwiecTBytowmx rpynn. Ytobbl rpynna otobpaxanach y BCcex nonb3oBaTenen, Bbibepute
onumto Mybnu4yHas. NMNocne BbINONHEHUS 3TUX OENCTBUN HaxkMnTe CoxpaHuTb (puc. 5.12).
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r-——

Coszpatb rpynny

My group [} 3arpyauTtb norotun }

© Mpusathan ly6nuuHan

LNOBABMTL BCE MPOEKTHI U3 TPYNMb [NOBABMTb BCE MPOEKTHI U3 CIINCKA

® Webapps - ® TestProject % Test Githab .

Cozparb OTmeHa

Puc. 5.12: Co3gaHue rpynnbl NPOEKTOB

5.2.3.2. Pabota c rpynnou npoeKToB

UTtobbl nepe|7|T|/| K KOHerTHOIZ rpynne npoekToB, KINUKHUTE MO €€ Ha3BaHWIo B CNCKE rpynn.

Ha Bknagke O630p npefcrasneHa obuwias ctaTUcTMka N0 CKAHMPOBaHUAM B rpynne.
[AnHamuKy pesynsTaTtoB CKaHMPOBAHUW NMPOEKTOB MOXHO NpoCneanTb Ha rpadukax. B
BEPXHEMN YaCTu CTPaHWLIbl MOXXHO BbIBpaThb TN 3HaYeHU (CyMMapHOe Unn cpeaHee) n nepuog,
Aansa otobpaxeHus. CeogHas nHopMaLmsa No CKaHMPOBaHUAM NpeacTaBneHa B Tabnuvue
CraTtucTuka rpynnbil.

[encteusa ¢ npoekTamu B rpynne AOCTYMNHbI Ha Bknaake MpoekTbl. 34ecb MOXHO
NPOCMOTPETb CMMCOK BCEX NPOEKTOB B rpynne, 4o6aBnTb/yaanuTb NPOEKT Unm
NOMECTUTL/M3BIEYb NPOEKT U3 apxmea rpynnbl. O6paTuTe BHUMaHME: Npu yaaneHum npoekTa
NPOUCXOANT TONbKO €ro yaaneHue U3 rpynnbl, HO He U3 CUCTEMBI.

YnpaBnatb rpynnov 1 npaBsamu nonb3oBaTenen B rpynne MOXHO BO Bkragke Hactpounku. B
noapasaene YnpasneHue rpynnon MOXHO peaakTMpoBaTb AaHHbIE rPynnbl,
NnomMecTUTb/M3BMneYb rpynny U3 apxmea unu yganutb rpynny. B nogpasgene Jira MoXxHO
npuBa3aTb rpynny npoektos moayna SCS k npoekTy Jira.

5.2.3.3. AHanuTuka

Paspgen AHanuTuka npegHa3HadyeH onga npocMoTpa obLLen CTaTUCTUKN NO BCEM
CKaHunpoBaHUAM B CUCTEME U CPaBHEHUA pe3yNibTaToB aHarim3a no rpynnam.

Ha Bknagke Pe3ynbraTbl MOXHO NPOCNeAUTb OUHAMUKY pe3ynbTaToB CKaHMPOBaHWUIA
npoekToB. [lobaBbTe rpynny K cTaTUCTUKE, YTOObI CpaBHUTL pesynbTaThl. [na npocmoTtpa
NMHpopMauMn No BCEM NpoekTam, Boibepnute Bce npoekTbl B cnvcke rpynn. AHanorn4yHo
pasgeny CrtaTtucTuka rpynnbl TN 3HAYEHUIA U NEPUOA AN OTODPaXXEHMS MOXXHO HAaCTPOUTb.
Ansa kaxxgown n3 rpynn Ha rpadoukax otobpaxarTcs AaHHblE:

® KONMMYECTBO CKaHMPOBaHWM (Npu OTOBPaXXeHN CYMMapPHOro 3Ha4YeHNs) UnNn penTuHr (Npm
oTOBpaxXeHnn cpegHero 3Ha4yeHus);
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* MPOJOIMKUTENBHOCTb CKAHNPOBAHWI;
® KONMMYECTBO PUCKOB (C YYETOM YPOBHS KPUTUYHOCTH).

[1ns npocMoTpa aHanNUTUKK NO CKaHWPOBaHWAM nepeanTe Ha Bknaaky CkaHupoBaHus. B
Tabnuue oTobpaxxakTcs AaHHbIE O KONMYECTBE NPOEKTOB B rpynne, KonnmyecTse
CKaHMPOBaHUI 1 Ux ctatycax. Ytobbl yopaTtb rpynny M3 CTaTUCTUKM, HAXKMUTE Ha UKOHKY
KpecTuKa B KOHLLE CTPOKM HY>KHOW rpynnbl.

~C ~re ~Aar mMa aHuLa K )aguna abopebl
appScreener JloMaWHAA CTpaHuua NpoexTsI TpyNnbl NPOEKTOs Mpaguna u Habops! 0 nponykTe

CraHuMpoBaHua

LOBABWTL TPYMNY K CTATUCTUKE

Desktop -

Hassanue rpynnol MpoekToe & rpynne CKaHMpOBaHWIA B rpynne 3aBeplexo B npouecce MoaroToexa
Bce npoekTbl 9181 29824 12550 7 0
Mobile 3 17 17 0 0
Test group 36 142 115 0 0
My Group 3 9 a4 0 0

Desktop 57 79 71 0 0

Puc. 5.13: lNMpocmoTp cTatncTukm nNo rpynnam npoeKkToB

5.2.4. O npoaykTe

CtpaHuua O npoaykTe CNyXuT AN npegocTaBrneHnst nonb3osartento obuen nHgpopmaumm o
pabote ¢ Solar appScreener moaynb aHanmsa 6e3onacHocTu uenodek noctasok 10 (SCS). B
BEPXHEN YacTu CTpaHULbI MOXHO MepeKnioYaTbCa Mexay crieayrowumMmm pasgenamu:

e NHCTpyKUNS;
e O6Lwas nHhpopmaums.

B pasgene UHcTpyKumusa npeacTaBneHo KpaTtkoe onvcaHue 3anycka aHanusa. 13 atoro
pasgena MOXHO cKavaTb PyKOBOACTBO NOSIb30BaTENS U BKIHOYUTL/OTKIIIOMUTL OTOBpaxeHne
NoacKasoK B MHTepdoence.

B pasgene O6was nHopMaumusa nepedncnstoTcs OCHOBHbIE BO3MOXHOCTU NPOAYKTA.

B pasgenax AHanu3 MoounbHbIX NPUNOXEHUN N AHaNU3 Be6G-NPUNOXeHUn Np1MBeaeHbl
pacnpoCTpaHeHHble YyA3BUMOCTW A1 MOBUIBbHbLIX 1 BED-NPUITOXEHNN COOTBETCTBEHHO.

B pasgene UHcTpykuum no Hactponke WAF onncaHa BO3MOXHOCTb reHepMpoBaTh
pekoMeHaauumn No HaCTpoMKe CpeacTB 3aLlMThl NepUMeTpa.

5.2.5. JInyHbIN KaOuHeT

JInyHbIN KaGUuHeT (puc. 5.14) OTKpbIBAETCA NPU HAaBEAEHMM KYpCcopa Ha UKOHKY g B NpaBoM
yrny BepxHero MeHto. lNosiensieTcsa Bbinagatowee MeHto ¢ nyHktamu: Mpodunb, HacTponku,
Bbintu.
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Puc. 5.14: JInyHbIM KaOUHET

5.2.5.1. NMpocunb

B pasgene Mpodunb MOXHO BbINOMHUTL CReayoLine OeicTBUS:

® 03HAKOMMUTbLCS C MHpopMaLumen 06 Yy4ETHOM 3anucu;

® 03HaKOMUTbCS C MHOPMaLnen 06 orpaHNYEeHNAX NIMLEH3NUN;
® HaACTPOUTb OMOBELLEHUS;

e BblbpaTh A3bIK UHTEPdENCa.

Ecnu Bbl XOTUTE NomnyyaTh NOYTOBbLIE OMOBELLEHMS O 3aBEPLUEHHBIX CKAHNPOBAHUSAX,
BOCMONb3ynTech nepeknoyareneM. Mo KenaHuo K ONoBELLEHMIO MOXHO 406aBUTL KpaTKyHO
MHOpMaUMIo 0 pesyrbTaTax CKaHUPOBaHWSI UMM TEKCT OLWINBKK B criydae, ecrnv CkaHupoBaHue
OyaeT 3aBepLUEHO C OLLINBKON.

5.2.5.2. HacTtpouku poctyna

5.2.5.2.1. TokeH n naponb

Ha Bknagke ToKeH U naposib MOXHO MOMYYUTb aKTUBHbIN TOKEH aBTOPU3aLnn N N3MEHNTb
naposib Y4ETHOW 3anuncu.

TokeH aBTOpM3aLMM NpeaHasHavYeH Anga ayteHTudunkaumm nonb3oBaTenst NPU BbINOSIHEHUN
aencteumn B Solar appScreener mogynb aHanuaa 6esonacHoctu uenoyek noctaBok MO (SCS)
6e3 ucnonb3sosaHuna Ul. Hanpumep, 4tobbl 3anyckaTb CKaHMpoBaHUs Hanpsmyto Yyepes CLT
NN aBTOMaTU3NPOBaTb AEUCTBUS B CUCTEME C MOMOLLbIO CKPUNTOB. YTOBLI MONYYnTb TOKEH
asTopusauum API:

1. Haxxmute Co3paTtb TOKeH.

2. BBeguTe naporib y4ETHOM 3anuncu.

3. YKkaxuTe BpeMsa OeNCTBUS TOKEHaA.

4. Haxmute MNMony4ynTb aKkTUBHbIN TOKEH.

TokeH aBTopunsaumnm noABmMTCA B COOTBETCTBYHIOLLIEM NOrIe. O3HakoMnTbCS C MHd)OpMaLlMeVI (0]
BCEX aKTUBHbIX TOKEHAX MOXHO B Tabnuue.
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Cneumdmkaumna APT

Puc. 5.15: TokeH aBTOpUu3auum API

B cooteetcTBUM C TpeboBaHMsAMN MHPOPMALIMOHHON 6e30MacHOCTM Naponb YY4ETHON 3anucu
AOMKEH perynsipHo o6HOBNATLCA. He3agonro 4o uctevyeHnsa cpoka 4EeNCTBUSA TEKYLLEero
napons Bbl NONy4YnTe yBeaoMIEHNE.

[na cMeHbl napons:

1. YKaxuTe TekyLwmin naporb.
2. YKaxuTe HOBbIN Naporib 1 NOBTOPUTE €ro B CrieayoLeM TEKCTOBOM Mone.
3. Haxmute CoxpaHUTb.

Mo ncrteyeHunto CpOKa nencTema naponda I'IpOI/I3OIZ,D,éT aBTOMaTUYEeCKNIN BbIXO4 N3 CUCTEMBI Ha
BCeX yCTpOﬁCTBaX. na NMOBTOPHOIO BXOAa Tp66yeTC$I YyCTaHOBUTb HOBbIN naporsb.

5.2.5.2.2. Tack-meHemxep

[nsa Toro 4tobbl NpMBA3aTh akkayHT Jira (puc. 5.16):
1. Beeante URL cepBepa Jira.

2. BeeouTte nornH v naponb OT akkayHTa Jira.

3. Haxxmute NMpunBA3aTb akKayHT.

B pesynbrate atnx genctesuin B pasgene JINYHbIn KabuHeT 6yaeTt ykazaH NpuUBsi3aHHbIN
akkayHT Jira. B atom e pasgene moxHo OTBA3aTb akkayHT v NpoBepuTb coeanHeHue C
Jira.

Jira

Puc. 5.16: lNpuBAaska akkayHTa Jira

Ana Toro 4Ttobbl NnpueasaTte akkayHT TURBO Tracking:




>

:appScreener [maBa 5. WHTepdenc nonb3oBarens
1. Beeaute URL cepBepa TURBO Tracking.
2. BeeouTte nornH v naponb OT akkayHTa Jira.
3. Ykaxwurte ID 6a3bl gaHHbIXx TURBO Tracking.
4. Mpwn HeoBxogMMOCTK akTMBMpynTe onunio UrHopmpoBaTb camonoanMcaHHbIN

ceptucumkar.

5. Haxmute MNpuBA3aTb akKayHT.

5.2.5.3. HacTpounku cuctembl

5.2.5.3.1. OkcnopT oT4yéTa

B nogpasgene QKCnopT oT4€Ta MOXHO BbINOMHATL AENCTBUSA C LabnoHamMmn HacTpoekK
aKkcnopTta oTtyéTa. LLlabnoHbl N03BONAOT B OAMH KNUK BbICTABMASATbL YaCTO UCMOMb3YEMYHO
KOH(purypaumio otyéta. Ha ctpaHuue MOXHO:

e co3gaTtb WabnoH;
® BHECTU U3MEHEHMUS B CYLLECTBYHOLUNE LLIABNOHBbI;
e BblOpaTh WABMNOH N0 YMONMYaHUIo.

[ns yno6How Hasurauum no wabnoHam npegycMoTpeHa BO3MOXHOCTb NMOUCKa N0 Ha3BaHMIo
nunun asTopy wabnoHa.

Co3paHue wabnoHa akcnopTta oTyéTa
Y100bI cO3aaTh LWabnoH:

1. HaxmuTte Ha kHonky Co3paTb wabnoH. Nocne aToro oTkpoeTcs hopma co3gaHus

wabnoHa akcnopTa oT4yéTa.

3apanTe Ha3BaHuMe wabnoHa.

OTtmeTbTe Yekboke LWabnoH akcnopTa No yMon4yaHuio, YToObl MCNOMb30BaTh BbIOPaAHHLIN

WabnoH No yMon4aHuio Npu reHepaumm oT4éTa.

Mpun HeoBxoaumocTn gobaBbTe onucaHue WabnoHa HacTpoek.

. YkaxuTte, 6yaet wabnoH nybnnyHeiM unu npueaTtHbIM. My6nuyHbIv wabnoH oyaer

AOCTYMNeH ANsi UCMOSb30BaHNA BCEM Nonb3oBaTensiM cuctemsl. MpuBaTHbIN WabnNoH

Oyaet AOCTyrneH ToNbKo aBTopy WabnoHa u agMUHUCTPATOPy CUCTEMBI.

HacTtponTe BugMmocTb WwabnoHa B CNUCKE Ha CTpaHuLE DKCNOPT OTHETA NpoeKTa.

LLlabnoH xpaHuT B cebe nHopmaumio 0 KOHUrypauum HacTPoeK NyHKTOB OTYETA.

MogpobHee 0 HacCTpoMKax 3aKcnopTa CM. DKCMOPT OTYETA.

8. Haxxmute CoxpaHuTb. [locne ycnewHoro coxpaHeHusi cucteMa BepHET Bac B nogpasaen
dKcnopT oTYéTA.

w N

S

N o

MU3meHeHMe WabnoHa akcnopTa oT4éTa
UTo6bl N3MEHUTL LWaboH aKcnopTa:

1. HaxxmuTte Ha Ha3BaHuMe wabnoHa B cnucke. Nocne atoro otkpoetcs dopmMma N3aMeHeHus
wabnoHa.

2. BHecuTe }xenaemble U3aMeHeHud.
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3. Haxmute CoxpaHuTb. [locne ycnewHoro coxpaHeHmsi cucteMa BEpHET Bac B nogpasaen
Akcnopt oTyéTa pasgena Hactponku.

ans yoareHuna lwabnoHa QKCMopTa nocsie BblMNOJIHEHUA Llara 2 HaXXMuTe KHOIKY Yaoanuto.

5.2.5.3.2. Murpaums npoekToB

B nogpasgene Murpaumsa npoekToB MOXHO BbIMOMNHATL 4ENCTBUS MO NEePEHOCY MPOEKTOB C
O[HOW yCcTaHOBKM Solar appScreener Ha apyryto. K nepeHocy fOCTYrnHbI Kak NPOeKTbI/rpynnbl
NPOEKTOB, TaK U OTAeNbHbIE CKAHNPOBAHUA.

AKCMOpPT NPOEKTOB

HacTpoiTe nonoxeHue nepeknioyaTtens Ha NpoeKTbl UMW OTAENbHbIE CKAHMPOBAHUS U
BblIGepuTe anemeHTbl 4 3KcnopTa.

[ns rpynn npoekToB B apxmB OyaeT AobasneHa cneayoLwas MHpopmaums:

* rpynna NpoeKTOB C BXOAALMMUN B HEE NPOEKTaMK;

® HaCTPOWKM MPOEKTOB;

* NogpoObHbIe peadynbTaThl (BKIIYas XXypHan cobbiTnin;

® CKaHMPOBaHUA (apXMBUPOBaAHHbIE CKAHNPOBAHUSA HE 3KCMOPTUPYIOTCS);

* MH(popMaUMSa O CKaHMPOBAHUSX C hannomM NPUOXKEHUSA, ecriv Npu 3anycke bbina BoibpaHa
HacTporka CoxpaHuUTb 3arpyXeHHbIn dpann, u xxypHanamm cobbliTnin (aBTop
CKaHMPOBAHNA HE COXPaHAETCS).

[ns npoekToB B apxuB byaeT AobaeneHa cnenytowas MHpopMaums:

® MpPOEKT;

* HaCTPOWKM NPOEKTa;

e noapobHble pe3ynsTaThl (BKNOYasa XypHarn cobbiTum);

® CKaHMPOBaHUSA (apXMBUPOBAHHbIE CKAHMPOBAHUA HE AKCMOPTUPYIOTCS);

* MHGOPMAaLNSA O CKaHMPOBAHUSAX C hannom NPUNoXeHns, ecnu Npu 3anycke obina BoibpaHa
HacTporika CoXxpaHUTb 3arpyXeHHbin dpann, n xxypHanammu cobbiTnn (aBTop
CKaHMPOBaHWS He COXPaHSEeTC).

[na ckaHnpoBaHuUK B apxus byget fobasneHa cnegyrowasa nHpopmaums:

* CKaHWpoOBaHue;

* NogpoOHbIe pe3ynbTaThl (BKIIOYas XXypHan cobbiTnin);

* MH(popmaumsa O CKaHMPOBaHUM C haNoM NPUINOXKEHUS, ecnin Npw 3anycke Gbina BbibpaHa
HacTporka CoxpaHuUTb 3arpyXeHHbIn dpann, u xxypHanamm cobbliTnin (aBTop
CKaHMPOBaAHNA HE COXPaHAETCS).

MmnopT npoeKkToB
UToObl MMNOpPTMPOBAaTbL NPOEKTLI HA HOBYHO YCTAHOBKY Solar appScreener:

1. B pasgene Murpauusa npoektoB > UMNOPT NPOEKTOB 3arpy3nTe apxums,
3KCNOPTUPOBAHHBLIN C APYron YCTaHOBKW appScreener.

2. BeeaunTte napornb LWMpPOBaAHHOIO apxuea.

3. Bbibepute HyxHble channbl 4nsi MUMNopTa Ha HOBYHO YCTaHOBKY.

4. Ecnu B MNopTMPYEMOM apXuBe HaxOAATCA OTAENbHbIE CKaHMPOBaHWS, BblIbepnTe NPOeKT
Ha HOBOW yCTaHOBKE, B KOTOPbI ByayT NOMeELLEHbl UMNOPTUPYEMbIE CKAHUPOBaHUS.

5. Haxxmute Umnopr.
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6. ONIMCAHUE PABOTbI C MOAOYIIEM AHAITTU3A
BE3OINACHOCTU LEMNO4YEK NMNOCTABOK MO (SCS)

Solar appScreener mogynb aHanuaa 6esonacHocTn uenoyek noctasok MO (SCS)
NpeaocTaBnseT BO3MOXHOCTb CKaHMPOBaTb NPUNOXEHUSA C LENbLo BbIIBNEHNA pUcKoB Supply
chain B open-source dbubnuoTekax.

6.1. Co3naHue npoekTa

B nHTepdence mogyna SCS peannsoBaHbl cnegyowme cnocobbl co3gaHus npoekTa:

* 3anyck CKaHMPOBaHMWS MPUINOXEHNS!, 3arpy>KEHHOIO C NOKanbHOIO KOMMbIOTEPA;
* CO37aHWe MycToro NPOeKTa, y KOTOPOro HET CKAHWPOBAaHWIA.

6.1.1. Co3zgaHuMe nycToro npoekra

UTtoObl co3aaTb NyCTOW NPOEKT, BBEAUTE Ha3BaHne n Haxxmmnte Cospgatb NpoekT. [pu
HeobxogMmocTu HaxmuTe NMokasaTb HACTPOMKU 1 YCTAHOBUTE HACTPOMKM aHanusa.
MogpobHee Npo HacTponkn aHanuaa B pasgene Obuine.

6.1.2. 3anyck ckaHupoBaHusi

YTto0Obl 3anycTuTb HOBOE CkaHupoBaHue B Ul:
1. MNMepengute Ha [lomallHIOKO CTpaHULY.

2. 3arpysute npoekT B Buae SBOM canna B popmate Cyclone DX (apxvs co SBOM
dannom mnum ccblfika Ha SBOM dhainn B peno3ntopumn NnpuBeaeT K oLLimMbke CKaHMPOBaHUS).

3. HactponTte aHanu3 (nogpobHee o HacTtpomnkax B pasgene Hactpouiku).

4. Haxmute HayaTb ckaHMpoBaHue.

6.2. UHcTpykuma no coopke SBOM danna

MpoekTbl Swift/Objective-C (cocoapods)

[na npoekToB, HanMcaHHbIX Ha Swift, Objective-C, MOXXHO BOCNOMNb30BaTbCA NMHCTPYMEHTOM
cyclonedx-cocoapods. [Npumep KOmMaHabl, C MOMOLLbIO KOTOPOWN MOXHO co3gaTb SBOM
dann B gopmate CycloneDX:

cyclonedx-cocoapods —--path /path/to/project —--output /path/to/bom.xml

raoe --path NyTb A0 NPOEKTa, —-output NyTb A0 dana SBOM.

B pesynbrate nony4ntcsa dann ¢ paclumpeHmeMm . xml. YTobbl KOHBEPTMPOBATL €0 B. json,
MOXHO ncnonb3oBaTb cyclonedx-cli. Mpumep komaHabl ons koHBepTauun CycloneDX-XML B
CycloneDX-JSON:



https://github.com/CycloneDX/cyclonedx-cocoapods
https://github.com/CycloneDX/cyclonedx-cli
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cyclonedx convert --input-file /path/to/bom.xml --input-format xml --output-file
/path/to/bom.json —--output-format json

rae:

--input-file - NyTb 4O KOHBEPTMPYEMOro danna;

--input-format - opMar UcxogHoro pamna;

--output-file - NyTb 4O UTOrOBOro panna;

--output-format - UTOroBbIN hopmat hanna.

O6paTtnte BHMMaHUE: OaHHbIA reHepaTop He CTPOUT AEePEBO TPAH3UTUBHbBIX 3aBUCMMOCTEMN.

Ansa reHepaumm SBOM dharna gnst MHOMMX s13bIKOB MPOrpaMmMmnpoBaHNS MOXHO
BOCIMOMb30BaTbCA NHCTPYMEHTOM cdxgen. [Npumep KoMaHg, C NOMOLLbI KOTOPbIX MOXHO
co3gatb SBOM dhann:

MpoekTbl JavaScript

cd /path/to/project

cdxgen -t node.js -o /path/to/sbom.json
rae -t TN npoekTa, —o NyTb Ao ¢anna SBOM.

MpoekTbl Java/Scala/Kotlin (Maven/Gradle)

cd /path/to/project

cdxgen -t java -o /path/to/sbom.json

MpoekTbl C/C++ (conan)

cd /path/to/project

cdxgen -t c¢/c++ -o /path/to/sbom.json

O6paTtnte BHMMaHUE: OEePEBO TPAH3UTMBHbLIX 3aBUCUMOCTEN ByaeT NPOCTPOEHO TOSbLKO ecnun
3aBMCUMOCTUM ONMUCaHbl B conan.lock

MpoekTbl PHP (Composer)

cd /path/to/project

cdxgen -t php -o /path/to/sbom.json
MpoekTbl Swift (SwiftPM)

cd /path/to/project



https://github.com/CycloneDX/cdxgen
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cdxgen -t swift -o /path/to/sbom.json

MpoekTbl C# (.Net)

cd /path/to/project

cdxgen -t .Net -o /path/to/sbom.json

06paTMTe BHMMaHWe. gepeBo TPaH3UTUBHbIX 3aBUCUMOCTEN 6yﬂ,eT creHepmnpoBaHO TOJ1bKO B
NPUCYTCTBUN PAnNOB project.assets. json, packages.lock. json.

MpoeKTbl Ha APYruX A3bIKax

Cnucok reHepaTopoB AM1s1 pa3HbIX 13bIKOB MPOrpaMMmnpoBaHus NpeacTaBrieH no ceoirike. Bee
reHepartopbl nogaepxusatot popmat SBOM CycloneDX.

6.3. YnpaBneHue npoeKkTom

YnpaBneHne NnpoekTom coctouT u3 pasgenos O63op, NMNoapoOHbIe pe3ynkTaThl,
CkaHupoBaHusA, AKcnopTt oTyéTa, CpaBHEHME CKaHMpoBaHMU 1 HacTpomnku.
MepekntodeHne mexay aTMMK pasgenamm OCyLLECTBIISETCA Yepe3 MEHIO B NIEBOWN YacTuh
CTpaHUUpbI.

Cnpasa ot norotuna npoekta otobpaxaetcs ID (nepsble cumeosnbl UUID npoekTta). YToObl
ckonupoBaTb B Bydep nonHbin UUID, HaxxmuTe Ha @
Ha ctpaHuyy O630p MOXHO NEPENTU, HaXXaB Ha Ha3BaHWe NpoekTa Ha cTpaHuue MNMpoekTbl

nnu Ha [lomaliHen cTpaHuLe (ecrnv NPoOeKT BXOAUT B LUECTb NOCNEeAHMX 3anyLLEeHHbIX
NPOEKTOB).

Ha ctpaHuubl NMoapobHble pe3ynbraTthl MK AKCMOPT OTYETA MOXHO NEPENTU, HAXKaB Ha
COOTBETCTBYIOLLME KHOMKM ObICTPON HaBuraumm Ha ctpaHuue MpoekTbl N Ha [lomaluHen
cTpaHuue (eCnu NPOEKT BXOAUT B LUECTb NOCNEAHNX 3anyLUEeHHbIX MPOEKTOB).

6.3.1. OG30p

B pasgene O630p B NnpaBoM BEPXHEM YIiy MOXHO Bbl6paTb CKaHMpOBaHWE, A5151 KOTOPOro

OyaeT oTobpaxaTbCs CTaTUCTUKA NO CKaHMPOBaHWUIO. HaXXMUTe Ha MKOHKY ', YTOObI
oTo6pasunmncek NapameTpbl 3anycka aHanvaa Aansi BbilopaHHOro CkaHMPOBaHWS.



https://cyclonedx.org/tool-center/

»
0’
v 2Pp  [naBa 6. OnucaHve paboTbl C Moadynem aHanusa besonacHocTu Lenovek noctasok 0O (SCS)

WHDOPMALMA O CKAHUPOBAHNA

117.05.2023 10:28:24
MyTb K PENO3NTORUIO

VikamwTe ceoinky Ha pencanTopuii Git v Subversion. hitps:[github.com/SCA.git
) .com/SCA.

NPUOPUTET
HacTpoiiTe npropHTeT CxanmpoBakws. CKarNpoBaHwA C Bonee BbicoKnM ®

NPMOPHTETOM BHANWSATOP BOSLMET B paboTy B Nepeyio ouepeis. Huzkuii DKCKNK3UBHBIK

ABTOPU3ALMA

ECAM pecype COARPAVT Pazasnbl, ANR KOTOPLIX TRBYETCH By TeHTHANKALVS,
PECYPC CORSPHMT P o peix Tpely y chrkaw, NoruH\napons

Bbi6epUTe CMOCO6 1 BBEANTE RaKHbIE A7IA BONSE NOAHONS aHANVZE

MepcoHanbHbIM TOKEH

SSH ko4

HACTPOMKM PEMO3UTOPKA GIT

Hanpuep, my-branch-name . 0 yMONUaHMIO BHANM3MPYETCA BETKA master .

Puc. 6.1: lNMapameTpsbl 3anycka aHanusa

Ha ctpaHuue O630p npeactasneHa cnegyrowas MHpopmaums:
® DPENTUHT;

e CTaTyC CKaHMPOBaHUS;

* MPOAOITKUTENBHOCTb CKaHMPOBAHWS;

e obLLee KONMYECTBO KOMIMOHEHT;

® KONUYEeCTBO KOMMOHEHT C puckamun Supply chain;

* rpaduyeckas MHdopMauuns No CKaHUPOBAHUIO U MPOEKTY:

AvarpaMma ¢ KOnM4eCTBOM PUCKOB KaXdoro YPOBHSI KOUTUYHOCTY B CKAHMPOBaHWUK;
rpacuk ypoBHS 6€30MacHOCTU NPOEKTa;

rpadomk KONMYeCTBa PUCKOB B NMPOEKTE;

AvarpaMma ¢ Havboree ys3BUMbIMU KOMIMOHEHTaMM.

O O O O
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2 1pass &

@ 0630p

E] MoApOGHbIe pesynsTaTh

CKaHMpoBaHAR

3KenopT oT4ETa

& R

CpaBHeHue CKarMpoBaH il

i

HacTpoliku >

CrpbiTh Gokopoe vero ()

Iomawnsa cTpanma MpoexTsi

Mpoextsi SCA > SCA > 0630p

HaineHHble yassnumocTn

HavigenHbie
yA3BMMOCTH

[vHamnka ypoeHa
6esonacHocTu MO

Puc. 6.2: O63op

Konwnyectso
yA3BUMOCTE N

1/117.05.2023 10:28:24

CTaTucTrKa cKaHm poBaHna

¢ 3asepluero

ocTb 0:00:13

KOMMOHEHTb 798

YazgumocTu

Twnol
YA3BUMOCTENR

Ecnv B AaHHbI MOMEHT NPUNOXEHNE HE CKaHUPYETCS, MOXXHO 3amnyCTUTb HOBOE

CKaHMpPOBaHMe, HaXkaB Ha MKOHKY 91, Ecrm CKaHWpOBaHMe HaxXoaMTCs B NPOLIECCEe aHanuaa,

€ro MOXXHO OCTaHOBUTb, HaXXaB Ha MKOHKY L|

6.3.2. MoapoOGHbIe pe3ynbTaThbl

Ha Bknaake Moapo6Hble pe3ynbraTbl 0TOOpaxaeTcs MHopMaLUs Mo KaaoMy 13
0BHapy»XeHHbIX PUCKOB AN BbIOpAaHHOIO CkaHUpoBaHus. MepekntoyaTbes Mexay

pesynsTataMmy pasHblX CKaHUPOBaHWUIA MOXHO C NMOMOLLIbIO CMCKA CKaHMPOBaHWUIA B MPaBOM

BEPXHEM YrTy.

JloMaWHsA CTPaHHULA MpoexTsI

TpyNNb NPOEKTOR

Npagina

0 nponykTe

we SCA @ )
( YRR Mpoektsl SCA > SCA > [Todpobrbie pesynsTatsi 1/1.17.05.2023 10:28:24 -
&) osaop . ~ = i .
Beero  KpuTndecruii  Cpemmmii  Huskwid Wrpo Onucamme yassumocTn  Cebink Knaceudmkaty fpaBneHue ya3 T
6 a 2 0 0 793

[E] noaposhsie pesyneratsl
JSONS5 is an extension to the popular JSON file format that aims to be easier to write and maintain by hand (e.g. for

=1 Cranmposannn config files). The “parse’ method of the JSON5 library before and including versions 1.0.1 and 2.2.1 does not restrict

— BCE KOMAOHEHTLI parsing of keys named ' __proto__", allowing specially crafted strings to pollute the prototype of the resulting object.
This vulnerability pollutes the prototype of the object returned by * JSON5.parse” and not the global Object prototype,

m 9KCTOPT oT4éTa ison52.2.1 1 which is the commeonly understoed definition of Prototype Pollution. However, polluting the prototype of a single ebject

&

CpasHeHye crauposaHit

i

HacTpofikn »

CxpoiTs boKoBOE MeHIO ®

@ CVE-2022-46175
webpack 5.75.0
ua-parser-js 0.7.32
engine.io 6.2.0

http-cache-semantics 4.1.0

can have significant security impact for an application if the object is later used in trusted operations. This vulnerability
could allow an attacker to set arbitrary and unexpected keys on the object returned from * JSON5.parse ™. The actual
impact will depend on how applications utilize the returned object and how they filter unwanted keys, but could include
denial of service, cross-site scripting, elevation of privilege, and in extreme cases, remote code execution.
*JSONS.parse” should restrict parsing of *__prote__* keys when parsing JSON strings to objects. As a point of
reference, the *JSON.parse’ method included in JavaScript ignores *__proto__" keys. Simply changing
*JSONS.parse” to " JSON.parse " in the examples above mitigates this vulnerability. This vulnerability is patched in
json5 versions 1.0.2, 2.2.2, and later

Puc. 6.3: MNMoapobHble pe3ynbrathl




».
0’
v 2Pp  [naBa 6. OnucaHve paboTbl C Moadynem aHanusa besonacHocTu Lenovek noctasok 0O (SCS)

B neBou yactu cTpaHuLbl NpeacTaBneH CNMCoK 0OHapyXeHHbIX puckoB Supply chain,
CrpynnMpoBaHHbIN MO Ha3BaHUIO BMBNMOTEK N BEPCUM.

B BepxHEM MEHI0 MOXHO BblGpaTh, PUCKM KaKoro ypoBHSA TpebyeTcsa otobpasute. Ang
yao6bHON HaBurauumn no obHapy>XeHHbIM pyckamM NpeaycMOTPEH MOUCK NO HA3BaHUIO PUCKOB
NI KOMMOHEHTE, a Takke huneTpbl (puc. 6.4).

MopreepxaeHo

He obpabotaro
BCE KOMMOHEHTbI HOBb\eyHSBMMOCT‘A

OTknoHeHo
: ¢

json52.2.1 CoxpaHuBIUMECS YA3BUMOCTH

@ CVE-2022-46175 YCTpaH8HHbie yR3BNMocTI

webpack 5.75.0

ua-parser-js 0.7.32
C KOMMeHTapnsMI

engine.i0 6.2.0
Bes koMmeHTapues:

http-cache-semantics 4.1.0

Puc. 6.4: dunbTpbl pesynsraTtoB

dunbTpoBaTh Pe3ynbTaTbl MOXHO MO CrieaywmMm napaMmeTpam:
* CTaTyCbl yA3BMMOCTEN AN OTOOpaXeHus:

° noaTBEPXKOEHO;

o He 0bpaboTaHo;

o OTKITOHEHO.
* Hannine KOMMeEHTapus:

© C KOMMEHTapusiMu;
o 6e3 KOMMeHTapueB.

* NPV HanNU4YUM AByx 1 6onee ycnellHbIX CKAHMPOBAHWI B NMPOEKTE, MOXHO CPaBHUTb TEKyLLee
CKaHMpOBaHWE C OAHUM M3 NpeaLecTBYOLWMX M 0TOBPa3nTb YSA3BMMOCTM B COOTBETCTBUM C
Nx cTaTycoMm. [1ns aToro BblGepnTe COOTBETCTBYHOLLME HACTPOWKM:

© HOBbl€ YA3BMMOCTU — HOBbIE€ PUCKU, MO OTHOLLEHUIO K Bbl6paHHOMy 13 CrnCKa
CKaHUNPOBaHNIO;

o COXpaHMBLUMECS YS3BUMOCTN — PUCKUN, OOHapYKeHHbIE B BbIBpaHHOM M3 crivcka
CKaHMPOBaHWMN U B TEKYLLIEM CKaHUPOBaHWUU;

o yCTpaHéHHbIe YyA3BUMOCTU — PUCKN, O6Hapy)KeHHbIe B Bbl6paHHOM N3 CrMnNCKa
CKaHnpoBaHMN, HO He O6Hapy)KeHHbIe B TeKyLleM CKaHUpPOBaHUN.

(DVIJ'IprbI NPUMEHAIKOTCA NOCI1e HaXaTud Ha KHOMKY anIMeHVITb.

HaxmuTte Ha Tpy TOUKM psigoM C Ha3BaHWeM OBHapYXEHHOro pucka, YToObl UBMEHUTb
KPUTUYHOCTb U cTaTyc. MNpun M3MEHeHUM cTaTyca U YPOBHS KPUTUYHOCTU pucka
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nepecuynTbIBaeTCcsa ypoBeHb 6e30nacHOCTU NpunoxeHnsa. Puckn co ctatycoMm OTKIIOHEHO He
y4MTbIBaOTCA NPU NogcyéTe KonudecTtea puckoB Supply chain un penTtmHra 6esonacHocTu. Mpu
nepeckaHMpoBaHUM U3SMEHEHUS COXPaHSAIOTCS.

A ==, L]
Beero KpuTu4eckui CpenHwia Huskuin WHpo
11573 2442 5078 3320 733

B Lo s e - 4 :
- o .
M3MEHWTE KPMTMYHOCTL BhIBPAHHLIX YA3BMMOCTEN
e ASP.NET ucnons3osaHne Impersonate E . KpuTdeckunii yposeHb . Cpeanuii ypoBeHb
C# ASP.NET mcnons3osaHue Impersonate 1 Huskuii yposerb B Vchoprauvorkbiii yposens
L M3MEHWTL CTATYC BblEPAHHBIX YA3BMMOCTERN |
3 Cookie 6e3 HttpOnly 4 D ¢
MoaTeepxaeHD OTKNOHEHO He obpaboTaHo i
B VulnerableWorld/s.../SWIFT COOKIE NOT H...
@ VulnerableWorld/s.../SWIFT_COOKIE_NOT_H... D0baBUTL rpynNoEoii KOMMEHTapui
ucnpaeuts o 10.10
B VulnerableWorld/s.../SWIFT_COOKIE_NOT_H...
P
@ VulnerableWorld/s.../SWIFT_COOKIE_NOT_H... — I— — E— -
Php  Cookie Be3 HttpOnly 31 ¥YoanmTe Bce KOMMeHTapun

Puc. 6.5: YnpaBneHue nakeTom ysa3BUMOCTEN

Mocne BbibOpa KOHKPETHOrO pUCKa B LEHTParnbHOM YacTu CTpaHuLbl OTobpaXkaeTcs
cnegytowas nHcopmaums (puc. 6.6): OnncaHue yasBumMocTu, YnpaBneHue ya3BUMOCTbIO
n Tack-meHenxep.

JloMaWHsA CTpaHuLa npoexTsI TpynnbI NPoeKTos Npaswna n

ol

ScA @ 3 [aTa CKaHNpOBaHHA
D136 MpoekTbl SCA > SCA > [lodpobHble pesynbTarsl @ 1/117.05.2023 10:28:24 -

0630p
Beero  KpuTM4ecKWA  Cpepnii  HUaKui Hrpo ¢ Onucamve yazsumocty  Ccblik Knaccudmkauy npaBneHue yA3BMMOCTbK

6 a 2 0 0 793

W &

MoapobHsie pesynsraTsl
Mouck no yase TV WY KOMMOHEHTe JSON5 is an extension to the popular JSON file format that aims to be easier to write and maintain by hand (e.g. for
config files). The ~parse’ method of the JSON5 library before and including versions 1.0.1 and 2.2.1 does not restrict

C
Kanposarna parsing of keys named *__proto__", allowing specially crafted strings to pollute the prototype of the resulting object.

This vulnerability pollutes the prototype of the object returned by * JSON5.parse” and not the global Object prototype,
which is the commonly understood definition of Prototype Pollution. However, polluting the prototype of a single object

BCE KOMMOHEHTHI

[/ 3xenoprorséra - N
json52.2.1 13 = - o S : . . o
can have significant security impact for an application if the object is later used in trusted operations. This vulnerability
@ BT @ CVE-2022-46175 : .coutd atlo.w an attacker to set arbitrary and unexpected keys on the object retur ne.d from *JSON5.parse”. The a(?lual
impact will depend on how applications utilize the returned object and how they filter unwanted keys, but could include
webpack 5.75.0 1 E denial of service, cross-site scripting, elevation of privilege, and in extreme cases, remote code execution.
{g} HaeTpoiiki > *JSONS.parse " should restrict parsing of " __proto__" keys when parsing JSON strings to objects. As a point of
ua-parser-js 0.7.32 1 E reference, the ' JSON.parse ' method included in JavaScript ignores ' __proto__" keys. Simply changing
*JSON5.parse” to "JSON.parse” in the examples above mitigates this vulnerability. This vulnerability is patched in
engine.io 6.2.0 2 % json5 versions 1.0.2, 2.2.2, and later
http-cache-semantics 4.1.0 1 E

CKPBITS GOKOBOE MeHIO ®

Puc. 6.6: CBoncTtea ya3BMMOCTH

Ha Bknagke YnpaBneHue ysa3BUMOCTbIO (PUC. 6.7) MOXXHO U3MEHUTb YPOBEHb KPUTUYHOCTU U
cTatyc, 0obaBUTb KOMMEHTAPUN K PUCKY N MOCMOTPETL OCTaBMNEHHbIE paHee KOMMEHTapuu.
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Bcero KpUTUUECKWA  CpeaHuid HU3KHiA WHDO ynpaaﬂewe YA3BMMOCTbLIO
6 4 2 0 0 793

- KoMMeHTapHii
Kputuueckuin B cnpuHT 20

g :
MNogTeepiaeHo
json52.2.1 1 l

@ CVE-2022-46175

webpack 5.75.0

BCE KOMMOHEHTbI

ua-parser-js 0.7.32
engine.io 6.2.0

http-cache-semantics 4.1.0

Puc. 6.7: YnpasneHue ysa3BUMOCTbIO

6.3.3. CkaHnpoBaHus

Pasgen CkaHMpoBaHUA NpedHasHayYeH aAns ynpaBneHus CKaHMPOBaHUSIMU B paMKax OQHOro
npoekTa. [1nsa Kaxaoro ckaHMpoBaHUs oTobpaxkatoTcs cregyowmne AaHHbIe:

e [laTa 1 BpeMsi CKaHMPOBAHUS, NP HAXXaTUN Ha UKOHKY - oTobpaxxaeTcst nHdopmaums o
napameTpax 3arnycka aHanmsa;
* MEHI0 AENCTBUN:
o BbIrPY3UTb OTYET;
© apXuBMpPOBAaTb CKaHWUPOBAHWUE;
° yaanuTb CKaHMpOBaHME.
e CTaTyC CKaHUPOBaHUS;
® MPOAOIMKUTENBHOCTb CKAHMPOBAHUS,
e 00OLlee KONMYEeCTBO KOMIMOHEHT;
® KONMMYECTBO KOMMOHEHT C 0BHapyXeHHbIMK puckamu Supply chain;
® KONMMUYECTBO PUCKOB KPUTUYECKOIO, CPEAHETND, HN3KOrO M MHOPMALMOHHOIO YPOBHS;
® DPEUTUHT NMPUNOXEHUS.

appScreener NoMawHss cTpanuua MpoeKTE! TPYNMbI NPOEKTOB Mpasyna u Habope! 0 npoaykTe

D136 @ MpoekTsl SCA > SCA > CKaHuposaxus

@ 0630p Oj AKTUBHbIX CKaHWUpoBaHmii: 0
=] noapobusie pesys
YassuMble o
[ara v epems & Cranuc MnonOmKMTANRH oCTb KomnoHeHTbl YAzBUMOCTH PeliTiHr
KOMMOHEHTBI
= Cxanmpor
1/1 B Apxusmposars ckanmposakme
17.05.2023 T 798 5) 4
[77 3xcnopromséra 10:28:24 \x] YmanuTb ckaHnposaxue
B9 coa P
8 e ,

Puc. 6.8: CkaHnpoBaHus

CnncoK MOXHO copTMpOBaTh NO AaTe CKaHMPOBaHWS, NPOAOIMKUTENBHOCTM CKaHMPOBAHWS UMK
PENTUHTY, OBLLEMY KONMMYECTBY KOMMNOHEHT UM KOMMNOHEHTaM ¢ puckammn Supply chain. [Ons
3TOr0 HaXXMUTE Ha COOTBETCTBYHLLMI 3arosioBOK, NOBTOPHOE HaXkaTne MeHseT Nnopsaok
COPTUPOBKM.

CpaBHUTb pe3ynbTaThl ABYX BblOpaHHbIX CKaHUPOBaHWUIA MOXHO, HaXaB Ha KHoMkKy CpaBHUTb.
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CkaHMpoBaHusi, KOTOPble HAXOAATCS B apXnBe, MOXHO CKPbITb U3 crinucka, HaxaB Ha CKpbITb
apxuB, Unun otobpaxaTb B crnvcke, HaxxaB Ha Moka3aTb apxuB.

JloMawHsia cTpaHuLa MpoexTsI Tpynnki NpoeKToR Mpasuna u HaGops! 0 npoaykTe

Java Project @ ‘
“ ID 193151 MpoexTwl > Java Project > Ckanuposarus

@ 0630p Q AKTUBHBIX CKaHUpPOBaHUii: 0 Q Hogoe cxanmpoBanme

E NoapoBHbie peaynbTaThl

MoxasaTb apxve Craryc Aabic MpomomuTensHoCTS C:E::” VasaumocTu Peiimunr
i== Ckanuposanms
3/314.04.2021 “ '
W 3aseplueHo % 0:01:46 14938 46 0.4
I'_ﬁ’ JKenopT oTHETA
2/301.07.2020 § £ s
NS 3aBepuieHo 0:11:03 60169 7
]9 cpasrenue cranmnposarnii 19:05:46 wsa TsaL | vBS
463 Hactporinn > 1?3011?17'2020 3amepuwero & 0:01:59 14938 46 04

Puc. 6.9: lNoka3aTtb/CKpbITb apxmB

[lns npoBeAeHMst NOBTOPHOIO CKaHMPOBAaHUS B pamMKax OAHOro npoekta Haxmnte Hosoe
CKaHUpoBaHue.

[Lomawkss cTpanmua MpoekTei Tpynni npoekTos Mpaswna u Habops: 0 npoaykTe

Java Project @
“ ID 193151 MpoekTbl > Java Project > CkaHupoBaHus

E MonpobHsie pesynsTaTsl
CTpoku

Jatanepems § Cratyc Azbik Mponom«uUTensHOCTL vona Ya3euMocTu Pertunr
I= Ckanmposanna ]
3/314.04.2021 « .
e 3asepuweHo < 0:01:46 14938 46 04
r_lf’ BKCMOpT oTYETa
= &
5 = Js
2/3 01.07.2020 3aBepuieHo 0:11:03 60169 7
B8 cpasrierme cranmposarinii 19:05:46 msa s UBS
= 1/3 01.07.2020 .
4o} Hactpoicn > Toaren 3asepusero < 0:01:59 14938 46 0.4

Puc. 6.10: HoBoe ckaHupoBaHue

B mogyne SCS MOXHO 3anycTuUTb Cpa3y HECKOSIbKO CKaHMPOBaHWUIM B OOHOM NPOEKTE C
pasHbIMK HacTponkamu. OTcnexmnBaTb CTaTyCbl CKAaHMPOBaHUIN MOXHO B rpacde CtaTtyc.

Domawnsis cTpakmua Mpoexoi Mpasuna u Haopor AnanuTika 0 npopyxTe

Java Project
« 10 193151 @ MpoekTel > Java Project > CkarnuposaHus

O oo s

[E] nonposise pesynstars:
CTpoku

Natavepemsa & Cratyc Asbik Mpopon#HUTENEHOCTL wona VYA3BUMOCTH
i= Cxanmposauus
4/414.04.2021 Vaer .
13:52:21 CKaHWpoBaHWe - 0:00:00
[¥7 3xcnopromista
7 Mnet
e S — 304 14.04.20 e posane . 0:00:00
{é} HacTpoiii > =) (&
8§ (= 45
2/401.07.2020 Sasepwero 0:11:03 60169 7

18:05:46

Puc. 6.11: Oyepenb ckaHMpoBaHUM
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6.3.4. OkcnopT oTuyéTa

B pasgene 9kcnopT oT4€Ta MOXHO BbIrPy3nUTb pesynbTaTbl CKAHUPOBaHUS B OTYET B hopmate
PDF, CSV, DOCX unn HTML. Bbibepute oanH 13 rotoBbIX LWABGNOHOB HACTPOEK Unn 3aganTte
NHOPMaLMIO ONS AKCMOPTa BPYYHYIHO.

HacTponkun oT4yé€Ta BKMoYaloT crneayrowme 6rnoku:

® CKaHNpPOBaHWS;
® CPaBHUTb CO CKaHMPOBaHUEM;
e MH(popMaUUsa O NPoekTe;

* MHJOPMaLNA O CKaHMPOBaHWUM;
e PUNLTP YA3BUMOCTEMN;

® CMNCOK ySI3BMMOCTEWN;

* NogpoObHble pe3ynbTaThl;

e 0oOLUMe HacTpOMKM OTHETA.

CkaHupoBaHus

[nsa skcnopTta oT4yéTa BbIbepUTE OOQHO UIM HECKOMNBKO CKAaHMPOBaHUN. YTOObLI NONy4nTh
TOSTbKO CBOOHYI MH(pOpMaLMIO NO NPOEKTY, yaanuTte BCe CKAHNPOBaHUS U3 CNUCKA.

CpaBHMTb CO CKaHupoBaHuem

BbibepuTte ogHo ckaHupoBaHue, 4Tobbl onuna CpaBHUTL CO CKaHMPOBaHMEM cTarna
AocTynHa. B oTyéT ByayT BKNOYEHbl Tabnuua cpaBHEHUS, rpaduk 1 CTaTUCTMKA NO HOBbIM,
COXPaHUBLLMMCS N YCTPaHEHHBLIM PUCKaM.

BbiGepuTe cTaTycbl pUCKOB (HOBbIE, COXPaAHMBLUNECS U/UMK YCTPAHEHHbIE) U YKaXKnUTe
KONMYeCTBO OOHapPYKEHHbLIX PUCKOB.

UHdopmauumsa o npoekte
B OTYET MOXHO BKMOYUTL ANHAMUKY YPOBHSI 6€30MacHOCTUN N NCTOPUIO CKAHUPOBAHWA.
NHdopmaumua o ckaHnpoBaHUMn

Mo ymonyaHuto 6yaet AobaBneHa cTaTUCTUKa CKAHUPOBAHUS: CTaTyC, PEVTUHT,
NPOAOIKUTENBHOCTb, KONIMYECTBO KOMMOHEHT Y PUCKOB.

Bbl6epl/ITe OONONMHUTENBbHYIO I/IH(*)OpMaLl,VI}O O CKaHMpoOBaHUK:

e avarpaMMa HalAeHHbIX yS3BUMOCTEN;
e avarpamMMa ysi3BUMbIX KOMMOHEHT;
* HaCTPOWKM 3anycka CKaHMPOBaHWSI.

DdUnNLTP YASBUMOCTEN
BbibepuTe pucku No ypoBHIO KPUTUYHOCTU U TUMY, @ TaKKe KOMMOHEHTbI ANA OTOOpaXKeHUs.
Cnucok yasBumocTten

BbibepuTe cTaTyChl pPUCKOB U 3a4anTe KONIMYECTBO UX BXOXKAEHUN.
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() CMWUGCOK YA3BMMOGTEN @ CKpbITb HACTPOM KM
YR2EMMOCTI CO CTaTyCaMu Crucok Bxoxaennil yasenmocTeit

He obpaboTtaHo He BbirpyKaTb BXOKOEHUA

MopTeepxaeHo ° Boirpy3uTh BCe BXOXAEHWA

OTKNoHeHo BuIrpysuts BxoxaeHuii He Gonee

Puc. 6.12: Cnucok yasBnumMocTen

MoapoOHbIe pe3ynbTaTthl

Mo yMOIn4aHno Anda pnuckoB 6y,D,yT nobaBneHbl onucaHue, pekomMmeHgaunn no yctpaHeHuto,
CCbINKK. Takke MOXHO HaCTPOUTb:

e cTtaTycbl yassumocTten: He obpabotaHo, NoarBepxaeHo, OTKNoHeHo (nogpobHee B
pasgene lNogpobHbie pesynsraTthl);

® KONMMYECTBO YA3BMMOCTEN KOMMOHEHTHI;

e OoTOOpaxxeHne KOMMEeHTapueB.

OO6LKre HaCTPOMKM OTHETA

BbibepuTe A3bIk, opmaTt OT4ETA 1 NPy HEOBXOANMOCTU BKIOYMTE B HEFO HACTPOWMKKN 3KCNopTa
1 ornaeneHune. Takke MOXHO HaCTpPOUTb OTODpaxeHne CTaTyCoB OGHaPYXEHHbIX PUCKOB B
OTYETE N YCTaHOBUTb NOMb30BaTENBLCKUIA NTOrOTUMN.

O6paTtuTte BHMMaHue:

[nsa koppekTHoro otobpaxeHunsa gaHHbix CSV-ot4yéta B Microsoft Excel Heobxognmo
BPYYHYIO BblbpaTh B Bbinagatowiem cnnucke OGHapyxeHue TMNoB AaHHbIX onunio He
obHapyXuBaTb TUNbI AaHHbIX BO BpeMs umnopTa gpanna. Hactponka otobpaxeHns
CTaTyCcOB PUCKOB HeOCTYMNHa Ansa aToro oopmara.

OBLWME HACTPOMKIM OTHETA @ CKpbITb HACTPOHKM
[JononHuTeneHLIe HACTPOiKK AAzbik 0TuETa

Ornaenexve © Pycekuin

HacTporiku 3kcnopTa oTuéta AHrnuickuid

d Otobpaxarb cTaTycChbl yAsBMMOCTEN
= P yeely DopMart oTuéTa

© roF

Puc. 6.13: Obwme HacCTponkun oT4éTa

YTobObl ckayaTb OTYET, HaXXMuTe CKavaTb.

UToObl OTNpaBUTb OTYET NO No4Te, HaxmuTe OTNpaBuUTb NO e-mail. B oTkpbIBLLENCA (hopme
YyKaXuTe CrmMcok agpecoB nony4varenen n npu HeobxoauMocTn oTpeaakTupymTe TeKCT NMcbma.

6.3.5. CpaBHeHUe CKaHUpoOBaHUM

B pasgene CpaBHeHUe CKaHMPOBaHUW MOXHO NMPOU3BOAUTL CPABHEHWE Pe3yNnbTaToB
CKkaHupoBaHun. YTobbl CpaBHUTL pesynbTaThl, BbibepuTe ABa CKAHMPOBaHUSA B BEPXHEN YacTu
CcTpaHuupbl. Ha cTpaHuue otobpasnTcs KONMYECTBO YCTPaHEHHbIX, HOBbIX M COXPaHMBLUNXCS

puckoB Supply chain Ha rpacuke u B Tabnuue. Takke bygeT npeacrasneHa Tabnuua co
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CpaBHEHMEM MO AaTe CKaHMPOBaHMWS, NPOAOIHKUTENBHOCTH, OBLLEMY KONNYECTBY U
KONMYecTBY KOMMOHEHT C 0OBHapyXeHHbIMK puckamu Supply chain, KonnyecTBy puUckoB C
YYETOM YPOBHSA KPUTUYHOCTU U PEUTUHTY.

JloMawHsas CTpaHuLa MpoeKTH! TpYnnkl NPOeKToR Mpaeuna u Habops! 0 npoaykTe

@ Mpoexrel > Java Project > Cpastienue ckanuposanul 2/2 01.07.2020 18:05:46 . | 1/201.07200017:31:51 -

OTCnexvBaHne ya3BUMOCTEN (® Cxpuims rpagukn
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6.3.6. HacTponku

B pasgene HacTpomku otobpaxatoTcs HacTpOrkM nNpoekTa. B aTom pasgene MoxHo paboTatb
c cywHocTamu: O6wme, NpaBa nonb3oBaTtenen, Tack-meHeaxep, ABToMaTuyeckoe
CKaHupoBaHue 1 YnpaBrneHne NpoeKToOM.

6.3.6.1. Oowume

B nogpasgene O6wume (puc. ??) MOXHO 3aaTb NPUOPUTET CKAHUPOBAHUS.

B nogpasaene NMpaBa nonb3oBaTenen MoOXHO OGbICTPO BblAaTb AOCTYN K MPOEKTY APYrMM
nonb3oBaTensiM CUCTEMbI U HACTPOUTL UX MpaBa B NPOEKTE.

6.3.6.2. NpaBa nonb3oBaTeneun

B nogpasgene MNMpaBa nonb3oBaTenen MOXHO 6bICTPO BblgaTh AOCTYN K NPOEKTY APYrMM
nonb3oBaTensiM CUCTEMbI U HACTPOUTL MX NpaBa B NpoekTe. YTobbl HAaCTpoOUTbL NpaBa
KOHKPETHOro Nosfb3oBaTens, KNMKHUTE NO ero SIOrMHy B Crincke.
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[lOMALLIHAS CTPAHMUA MpoexTsi Tpynnbl npoekToR: Mpagwna n Habopbi 0 nponykre
2 ©

L YTy Mpoexs > JavaVulnerableLabwar > HacTpoiikn » Mpasa nonssosareneil
@ osop

MNONBb30OBATENW, MMEHOLUWME AOCTYN K NPOEKTY MNPABA B NPOEKTE
[E] roaposse pesynsrars X userll - MPOCMOTPETE CTPaHMLLY MPoEKTA

MPOCMOTPETh MCTOPHIO CKAHNPOBAHHMT NpoeKTa
= Canmposam Usero1
Vismerurs HacTpoliku npoekTa
User02

MPOCMOTPETh KPaTKME DESYLTaTH MO6Or0 CKAHMPOBAHMS NPOEKTa
user11l
B[8) Cpasrenve crarn posanuit MPOCMOTPeTH NOAPOBHbIE PE3yNLTaTel MOBOTO CKAHUPOBAHMUS NPOeKTa
BeIrpy3uTs PDF-0TUET MM BEPCUIO ANS NeYaTH No NPoeKTy
MepeckaHUpoBaTs NPOEKT
VpanuTs noboe CkarupoBarme npoekTa
YpanuTs npoekT
MPOCMOTPETh MHCTPYKUMK N0 HacTpolike WAF ans npoexTa

«aruposanve KOMMEHTHPOBATS YASBMMOGTH

Vnpagnerine npoexToM

PEAAKTUPOBATD KPUTHIHOCTb M YAGNSTH YASBUMOCTH

Beifpatesce  x CHsTh BCe

Puc. 6.15: lNpaBa nonb3oBarenen

6.3.6.3. Tack-meHegxep

Bo Bknagke Jira MOXHO npuBA3biBaTb NpoekThbl B Jira kK npoekty moayns SCS. (nogpobHee cm.
pasgen Kak npuBsasatb npoekT mogynsa SCS k npoekTy B Jira).

6.3.6.4. YnpaBneHue npoeKkTom

B nogpasaene YnpaBneHue NpoekTOM MOXHO pedakTUpoBaTh AaHHbIe NPOeKTa, a Takke
apxXvMBUpOBaTb UNM yaanuTb NPoekT. APXMBMPOBAHHbIE NPOEKTbI NPOAOITKAT XPaHUTLCS B
cucteme. Ytobbl yoganutb NpoekT 6e3 BO3MOXHOCTN BOCCTAaHOBMEHMS, HAaXMUTE YAanuUTb
NPOEKT 1 noaTBepanTe AeNcTBUE.

NloMawHss cTpanuua MpoeKTsl Tpynnbl NPoeKToB Mpasyna # Ha6ope! 0 nponykTe

ID 136 @ MpoekTbi SCA > SCA > HacTpoiitku > YnpasneHue npoekTom

OBIUME HACTPOAKM
HloapoBHble pesysTaTs! YKaMTe Ha3BaHve NpoeKTa. SCA

i= Crannposaring ) -
_ Norotun npoexTa (PNG, JPEG M SVG, <1M0) |I| 3arpyauTb norotun

77 SkcnopT oTuéTa
LOBABATL B TRYIINY
) [l06aBsTE NPOEKT B CYILECTBYIOLLYIO DY NNy UAK CO3AAMTE HOBYO Ha CTPaRNLE
BJf) cpasrenue cranmposanmii
Fpynnel npoexTos. UcnonsayiiTe Fpynfib ANA yA0BHOM HABUFALMY, AHATMTUKY
. HaCTPOTiKA NpaB Cpasy /AN HECKONKMX NPOEKTOS.
{'3\} HacTpolikn

O6uwme

Mpasa nonssosatenei

APXVEBALNS VOANEHUE

ApXVBMPOBAHHDI MPOEKT XPAHWTCA B CUCTEME, HO HELLOCTYNIEH /1A YRanéHHbiii NpOeKT HEBO3MOXHO BOCCTAHOBUTH
paboTbl. YToBbI HallTU MPOEKT, HAXOAALAKCA B apXUBe, HAKMUTE
Mokasatb apxus Ha cTpanne MpoeKTbl.

ApXMBMPOBATH NPOEKT Yaanute npoekT
CrpoiTh Gokopoe Merto (©)

Puc. 6.16: YnpasneHue npoekTom
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6.4. Pabota c API

HocTtyn K pyHKUMoHanbHocT moayna SCS Takke goctyneH yepes APL. Web-uHtepdenc
cneundmkaumm APl peannsoBaH ¢ nomoubto Swagger Codegen. [Ans goctyna k API:

Mepengute B pasgen JinuHbin kabuHeT > Hactponkn goctyna > TokeH v naporb.
Haxmute Co3aaTb TOKEH.

BeeguTe naponb y4€THOM 3anucu.

YKkaxunte BpeMa OeNCTBUSA TOKeHaA.

HaxmuTe Mony4nTb aKTUBHbLIA TOKEH U CKONUPYNTE 3Ha4YeHue B Bydep.

Haxmute Cneuncpukauumsn API.

Ha oTKpbIBLLENCS CTpaHMLUEe BCTaBbTE 3Ha4YeHne TokeHa B none Enter token here.
Haxxmunte Explore.

©ONOOGhWN =

6.4.1. Kak npuBsasatb npoekt B Solar appScreener moaynb aHanusa
6e3onacHocTU Leno4vek noctaBok MO (SCS) k npoekTy B Jira

[nsa Toro 4tobbl NpmBa3aTb NpoekT B Moayrne SCS k npoekTy B Jira:
1. MNMepengute Ha cTpaHuuy MNMpoekTbl.
2. BblbepuTe npoekT n nepengute Ha BKnagky Jira B pasgene Hactpounku.

3. Haxmute Ha kHOMKy NMpuBA3aTb NPOEKT.

Jira

HACTPOWICA MPOEKTA NepeiTH K NpoeKTy Jira
'\ : " MPAOPUTET 3A0AYKM ONA YASBUMOCTH YPOBHHA
NPUBA3AHHBIE MPOEKTHI JIRA simple project

Simple project $project project

SP-8 Hardcoded password ﬂ

$parent parent

Sub-task - $priority priority
ssuety is

- BOCCTAHOBMTE 3HAMEHUE N0 YMONYAHMIO

BGCCTAHOBHTL 3HAUESHHE NO YMONUAHUIO OTCnemMBaTe 3a0a4u, CO3AaHHbIe Ana
NpeAbiAyLMX CKAHUPOBAHMIA

OTKpLIBATh 3334y AR PefaKTUPOBAHHA

Puc. 6.17: lNMpuasatb npoekT Jira

4. BbibepuTe 3 cnucka NnpoekT Jira 1 TMn 3agaym No yMOnyaHuo Npu Co34aHum HOBbIX 3a4ad
Jira.

5. YkaxuTe onumoHanbHble 3Ha4yeHns1 opMbl, KOTOpPbIE Takke ByayT MCNOMb30BaTLCS MO
YMOSYaHMio NpU Co34aHnKN HOBbIX 3a4ad B Jira.

6. HacTtpounte aBTOMaTU4eckoe co3gaHune 3agad B Jira no pesynsratam CKaHUPOBaHUS, eCrnu
Heobxoanmo.
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MpuBsi3aTh NpoekT Jira

. MpUOPMTET 3aNa4n ANS YAIBUMOCTH YPOBHA KoH@urypauns sanaqu
Project 1 .

ODTBETCTBYET 3HaueHUi0 $priority Knioua priority
T3HaueHHio $project KM04a project

Select a node..

¥ object {9}

Coots €T 3HaueHWI0 $parent KNioua parent Cpenxero
[lo6asuTh aHaueHwe B none KoHOATypauws 3anasm

summary : $summary

issuetype : $issuetype

components : $components

Task . project : $project
STBETCTBYET SHaueHHIO (§issustype) Knioda [Tasustyps OTCNEXMBATS 3a/a4H, COIAAHHBIE AR NPEABIAYLLX . .
CKaHMpoBaH description : $description
- (] customfield 10000 :
HasHaue:
OTKpbIBaTE 324y AN PEAaKTUPOBaHUA priority - $priority
Bl k customfield 10001 :
[lo6aBuTh aHaueHwe B none KoHdArypauwa 3anas
customfield_10002 :
bUIKA Ha PENoay (2] K L J

CoxpaHuTs

Puc. 6.18: HactpouTb napameTpbl npoekTa Jira

YT06bI HACTPOUTL YXXE NPUBSA3aHHbLIN NPOEKT, BbibEpUTe ero u3 cnucka u oTpeaakTupymTe
nosnst opmbl.

HacTpo#iku ckaHupoBawus  HacTpoikw akcnopta [paea nons3oBarenei Jira YnanuTb npoex
HACTPOMKW MPOEKTA nepeiiti K npoexTy Jira
) . MpuopnTeT 3afaum ANA YR3BUMOCTH YPOBHA
NPUBA3AHHEIE MPOEKTHI JIRA Project 1

CoOTBETCTBYET 3HAYEHWI0 $priority KNO4a priority
Project 1 Coorsetcreyer 3HaueHmio $project wioua project
PopuTenscan 3anava - |

CooTeeTcTeyeT 3HadeHmio $parent Kio4a parent CpepHero
JLo6aBuTs 3HaueHKe B none KoHbMrypawua 3aaum

Task -

CooTseTcTayeT 3HaueHMkd $issuetype knkua issuetype OTcnexuBaTk 3afa4M, Co3AaHHbIE ANs
Npe/bIoyLLMX CKaHUPOBAHWA

HasHaueH - 7]

OTKpbIBaTL 33124y 15 PeaKTMPOBaHUA

COOTBETCTEYET 3HAUEHO $assignes KNKOUA assignee

JLlobasuTe 3HaueHKe 8 none KoHQUrypaums sanaum

Ccbinka Ha peno3vTopHi (2]

first -

BYET 3HaUSHV0 Scomponents Kiioua

Puc. 6.19: ameHnTb NapameTpbl NpoekTa Jira

6.4.2. Co3agaHue 3agayum B Jira

Ecnn npoekt B mogyne SCS npusasaH Kk npoekTy B Jira, yepes nHtepgenc moaynst SCS
MOXHO co3faBaTb 3aaa4du B Jira. [1ns aToro BbINOMNHUTE AENCTBUS:

1. Mepengute B pasgen NMoapobHbIe pe3ynbTaTthbl.
2. BblbepuTte KOHKPETHbINA PUCK.

3. lMNMepenaute Ha BKkNagky Jira, KoTopasi pacnonaraetca B NpaBon HMXKHEN YaCcTu CTpaHuLbI
(Ha gaHHOWM BKNagke oTobpaXkaeTcs CNUCOK yXKe CO3aaHHbIX 3aaad B Jira).

4. Haxmunte Ha kHornky Co3paTb 3apgavy.
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MpoexTbl > Java Project > Modpo6Hble pesynbrarsi ® | 370107 2050 15:08:23 -
Beero Kputhueckuii  CpeqHuii HusKuii o WebGoat-short/.src/org/owasp/webgoat/plugin/advanced/SglinjectionChallenge.java:51 z;
362 46 134 182 0

n no (ainy v Ha3BaHNio yA3B T - McxopHblit ko1, COOTBETCTBYHOWMI JAHHOM YA3BNMMOCTH, 6bin yAanéH na cuctembl. 06paTvTech K aiMUHNCTPaTOopY.

&, Breapenne B SQL-3anpoc 7

@ WebGoat-short/..../SqlInjectionChallenge.java:51
@ WebGoat-short/..../SqllnjectionLessonba.java:69
@ WebGoat-short/.src/o.../Assignment5. java:50
@ WebGoat-short/.src/o.../Assignment java:52

@ WebGoat-short/..../Sqllnjectionlesson5a.java:67

< PekomeHpaumn  Cebinku  Knaccudukaumm — Tpacca  Ynpaenehuey Jira HCTPy )
@ WebGoat-short/..../SqllnjectionLesson5b.java:69
@ WebGoat-short/.src/org/o.../Servers.java:47 MoKa M0 3T0iA YASBUMOCTY He CO31aHO HU OMIHON 3a1auN
< BHepeHune BHeLHE cylHocTy B XML 3§
= Cospars 3aavy
.

& [lecepranvsauns HeLOBEPEHHBIX AaHHEIX 23

i N . . o ®
& OTpaEHHBLIt MEKCAITOBBI CKPUMTUHI 29 ¢

M 58 K2
& nNycroii napons 28~ P

Puc. 6.20: CosgaTb 3agadyy B Jira

5. YkaxuTe npoekT, poauTenbCcKyto 3agady (onumMoHanbHo), TMN 3agayvm, KOMMNOHEHTbI
(onumoHanbHO), TeMy 3agayu, NPUOPUTET (ONUUOHANBHO), KOMY Ha3HavyeHa 3agada
(onumoHanbHO), onncaHue 3agayun B popmarte Jira (OnuMoHanbHo).

6. Ecnun B 3agave ectb apyrme obsizatenbHble nons, ans Hux B none KoHdurypaumsa sagaum
OyayT creHepupoBaHbl Napbl KNOY 1 3HaYeHUe. FABHO YKaXnte 3HaYeHue, KoTopoe
HeobxogMMOo 3afaThb B 3ajade.

7. Haxmute Ha kHonky Co3aaTth.

Cosparb 3agavy

. KOHMUrypayna zagaqmn

’(SE\/(ETI“I:t
*OWASP Top 10 2013*: A2, A6 Yy
*OWASP Top 10 2017*:A2, A3 -

Project 1

00TRETCTEYET 3HAUEHMIO $project Knioua project

an 3agava - *PCIDSS 3.2*:6.3.1,6.5.3,82.1 ¥ object {9}
*HIPAA™: §164.312 (a)(1) .
ByeTaHaUeHMO $paTeNt K03 parent “CWE/SANS Top 25*: 7 summary : $summary

[lobasnh sHauenve & none KokdurypaLys sanaun

Task -

0OTBETCTBYET 3HAUEHMIO $issuetype KNi0ua issustype

 first » second

00TBETCTBYET 3HakEHHIO $components K1ioua components

Maponb 3aAaH B UCXOHOM KOfe

O0TBETCTEYET 3HaUEHMIO $summaTy KnOUA summary

BYeT 3HaueHuio $priority knwua priority

Pwuc.

test-high -

*Code path:*
anchor-cms-master/install/storage/database.distro.php
*Vulnerable code (line #12):*

*Vulnerability description:*

Maponk ABHO 3aAaH B UCXOAHOM KoAe. 3T0 MoXeT
NPUBECTY K KOMNPOMETAUWY [LaHHbIX MPUNOXEHNS.
YCTPaHHT Yrpo3bl 6E30NACHOCTH, CBA3AHHBIE €
3af1aHHBIMM B UCXO[IHOM KO[J@ NAPONAMM, OMEHb CIIOMHO.
TaKve Napony Kak MUHUMYM DOCTYNHLI KAKAOMY
pa3paBoTuUKy NPUNOXeHus. Bonee Toro, nocne Toro, Kak
NPUNOKEHKE YCTAHOBNEHD, YIANUTb U3 Ero Ko Napons
MOXHO TOIIbKO NOCPEACTBOM 0GHOBNEHMSA. KOHCTaHTHbIe
CTPOKH NIETKO M3BNEKAKTCS M3 CKOMMMAMPOBAHHOTO
NPUNOKEHHS AEKOMIHNATOPAMM. 103TOMY
3N0YMbIUNEHHWKY He 0BS3aTENLHO MMETL ADCTYN K
MCXOAHOMY KORY, YTOGEI Y3HATL NapaMeTpel ClieuMansHoM
YMETHO# 3aN1CK. ECAM 3TH NaPaMETPbl CTaHYT U3BECTHbI
3N0YMBIWNEHHMKY, AIMUHWCTPATOPAM CHCTEMbI

nnUNATE NUAn NNeHeRNeUR ARRNACHNCTR0 Nufn 4

& 3224y 8 Ghopmare Jira

issuetype : $issuetype
components : $components
project : $project
description : $description
customfield_10000 :
priority @ Spriority
customfield 10001 :

customfield_10002 :

HKoHeurypaLy

anauu & dhopmare JSON

6.21: NapameTpbl 3agaum B Jira

B pesynbrate aTuUX Aencteumr cosgaetca 3agada B Jira. [Ina npocmoTpa 3agaym B Jira
KNUKHUTE Ha Ha3BaHWe 3ada4yv B cnucke. [inga yaaneHus 3agaym us nHtepdernca mogyna SCS

HaXMUTE Ha KHOMKY yaareHuA.
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€ Ccwinknm  Knaccudmeaumn Tpacca  YnpaeneHwe ya3BUMOCTBIO Jira HacTtpoikn C3W >

HOBBLIE
3agavua Craryc YAanuTh
Hardcoded password To Do _'Ej_

Hoean 3apaua

Puc. 6.22: Cnncok 3agad B Jira
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