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ABTOMaTM3npoBaHHOe pabovee MecTo
Basza gaHHbIx

OnepaunoHHasa cuctema
MporpammHoe obecneveHne
MporpamMMHbIN KOMMNIIEKC
MHdbopmaumnoHHasa 6e3onacHoOCTb
KOHTeHTHbIV aHanuns

MexceTteBomn akpaH

Cuctema ynpasneHus 6azamm gaHHbIX
YOOoCTOBEPSIOLWNIA LIEHTP
OnekTpoHHaa unpoBas nognuchb
Command Line Interface — nHTepdenc kKomaHgHOM CTPOKM

Connection per Second — mMepa M3MEPEHUH, HACKOMNbKO ObICTPO
BGpaHamayap MOXeT co3gaTh ¥ COXPaHUTb HOBbIM CeaHC, MPUHATBLIN ero
NOSINTUKON.

Certificate Signing Request — 3anpoc Ha nognuck ceptudukaTa
Certificate Revocation List — cnnMcok oTo3BaHHbIX cepTndnkaTos
Domain controller — koHTponnep gomMmeHa

Destination Network Address Translation — ckpbiTue IP-agpeca HasHa-
YeHust 3anpoca nosfb3oBaTens MnyTeM MepeHanpasrneHs 3anpoca
nonb3oBaTtens npeobpasoBaHneM agpeca HasHadeHus B IP-3aronoeke
naketa

Frequently asked questions — «4acTo 3agaBaemblie BONPOCHI», cripaBska
C nonesHoun nHpopmaumnen

Graphical User Interface — rpacunyeckunin nHtepdenc nonb3oBatens

Fully Qualified Domain Name — nonHoe nms gomeHa (MM AoMeHa, He
nMetoLee HeogHO3HAYHOCTEN B onpeaeneHnn)

Intrusion Prevention System — cuctema o6HapyXeHnsa BTOP>KEHUN

Multipurpose Internet Mail Extension — cneuudukaumnsa ona nepegayn
no cetn hansioB pasfnnyHOro Tuna: U3obpakeHun, My3blkK, TEKCTOB,
BUOEO, apXMBOB 1 Ap.

Man-In-The-Middle — ataka «4enoBek nocepeguHe», NPU KOTOPOW
31I0YMbILUSIEHHMK TANHO PETPaHCINPYET 1 Npu HeOBXoAUMOCTU MOoAM-
UUMpYeET OaHHbIE MeXAYy ABYMsSI CTOPOHAMM

Network Address Translation — npeobpa3oBaHue ceTeBbIX aapecoB

Outlook Web Access — Beb-nHtepderic noytosoro cepsuca Microsoft
Exchange

Request for Comments — cneumdpmkaumm n ctaHgapTbl, NPUMEHsSIEMblE
B UHTEPHETE

Simple Mail Transfer Protocol — npocTon npoTokon nepegayv noythbl
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SNAT

VLAN

VRRP

ZIP

Source Network Address Translation — TexHonorus, nossongtoLwas
3aMeHUTb UCXoaHbIN IP-agpec UCTOYHMKA CETEBOrO nakeTa Ha Apyrom
yKasaHHbIN IP-agpec

Virtual Local Area Network — TexHonorust obmeHa gaHHbIMK, KoTopas
NIOrMYecKn AenuT yCTPOMCTBA JTOKanbHOW CeTM Ha CerMeHTbl Ans peanu-
3auun BUpTYyarbHbIX paboymx rpynn

Virtual Router Redundancy Protocol — ceTteBon npotokosn, npeaHasHa-
YEHHbIN ANS yBENUYEHNUs 4OCTYNHOCTN MapLIpyTU3aTOpPOB, BbIMOMHS0-
LLMX POrib LUMK03a NO YMOMYaHUIO

dopmat apxueaumn hannos 1 cxatusa gaHHbIX 6e3 notepb
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B nokymeHTe copepxuTtcs nogpobHaa nHopmaums no MCnonb3oBaHMIO NPorpaMMHo-anna-
paTHoro komnnekca «MexceTeBomn akpaH Solary.

MporpammHo-annapaTtHbin kKoMnnekc «MexceTeBon akpaH Solar» — 3T0 KOMMNIIEKC CETEBOM
Ge3onacHOCTU ANdA 3aluMTbl NepumeTpa CeTUM OpraHmsaumm OT BPEegOHOCHOro Tpadmka u
BTOPXXeHWI. [1na NonHOUEeHHOro oyHKLMOHMPOBaHUSA BeCb TpaduK JOIMKEH MPOXOANUTb Yepes
«MexceTeBom akpaH Solary.

[lokyMeHT npefHa3Ha4YeH ans coTpyaHuUKoB cryx6 6esonacHocTy n apyrux IT-cneunanucTos,
KOTOpble 3anHTepecoBaHbl B 06ecrneyeHnn 6e30nacHOCTU KOPNopaTUBHbIX AAHHbIX.
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MporpamMmMHo-annapaTHbIi komnnekc «MexxceTeBol akpaH Solar» npegHasHaveH Ans KOMMneKc-
HOW 3aLLMTbl OpraHn3aumm OT CeTeBbIX U BeO-yrpo3 Ha ceTeBoM nepumetpe. 3awmTa obecne-
YMBaETCH MCMNOMb30BaAHMEM Pa3nM4YHbIX Moayneln 6e3onacHOCTU, MHCMEKTUPYHOLMX TpaduK
ANS BbISIBNEHWS HAPYLLEHWUIA NONUTUKM cETEBOI 6e30NacHOCTU U BPEAOHOCHOW akTUBHOCTM.

«MexceTteBown akpaH Solar» npeacTaBnsieT coboM KOMMIIEKCHYI0 CUCTEMY (DYHKLIMOHANMbHbIX
Moaynen nHopmaLMOHHON 6e30MacHOCTM, TaKUX Kak:

dunesrpaumsa Tpaduka (no IP-agpecam, noptam/npotokonam),
KOHTPOMNb NPUNOXeHNn, nogaep>xmBaemMblx onbnumotekon nDPI,
TpaHcnauusa agpecos (NAT),

cuctemMa npegoTBpaLLeHns BTOPXEHUN,

aHanu3 u dunerpauna Beb-Tpaduka, nepegaBaemoro no nportokornam HTTP, HTTPS n
FTP over HTTP,

kaTteropusaTop Beb-pecypcos (Ha 6ase pelweHuns WebCat),
MOHWUTOPUHI COCTOSIHUA CUCTEMbI U AENCTBUIN NONb3oBaTenen,

knactepusaums «MexceTeBon akpaH Solar» ¢ 0TKa3oyCTONYNBOCTLIO.

Ona dyHkumoHmpoBaHusa «MexceTteBon akpaH Solar» APM nonb3oBaTtenst OMKHO ObiTb
o6opyaoBaHO NepCOHarnbHbIM KOMMNBIOTEPOM C NOAKIIOYEHNEM K ceTu MIHTepHeT. K annapart-
HOMY oGecneyeHnto NpeabaBSIOTCA crnegyroLmne MMHUMarnbHble TpeboBaHus:

npoueccop — ot Intel Pentium 4 ¢ TaktoBon yactoTon 2 [T 1 BbiLwe;
onepaTtmBHasi namsTb — He MeHee 4 I'b nocne 3arpy3ku 6paysepa;
MecCTO Ha »ecTkoM aucke — 20 b;

ceTeBoM NHTePdENC CO CKOPOCTbIO Nepeaadn AaHHbIX 1 FGUT/C 1 BbILLE;

paspeLlueHue akpaHa npu pabote ¢ GUI — ot 1600 x 900.
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HaHHasn Bepcusa «MexceteBon akpaH Solary dyHKkumoHupyeT nog ynpasneHnem OC Astra
Linux Special Edition Bepcun 1.7.4 (Bepcus sgpa 5.10.176-1-generic) ¢ MakCUMarnbHbIM
YpOBHEM 3aLUnTbl « CMOMEHCKY.

B coctaB nporpammHoro obecnevenuns ans APM agmuHmuctpatopa «MexceteBon akpaH Solary
OOMKHa BXOAUTb NpOorpamMmma-KnMeHT, NpeaocTaBnsaoLLas nonb3oBaTento BO3MOXHOCTb HaBU-
raumm n npocMmoTpa Beb-pecypcoB (Beb-6pay3ep). [Ana koppekTHon paboTbl rpadnyeckoero
uHTepdpenca (GUI):

ncnonb3dynte 6paysepbl Google Chrome mvnn Mozilla Firefox aktyanbHon Bepcumn (ecnu
Bepcusi bpaysepa ycrtapena unm oH He NoaaepKMBaeTcsl, Ha akpaH OyaeT BbIBEAEHO COOT-
BETCTBYylOLWEE coobLleHne);

B HacTpolikax bpaysepa paspeLlumTe BbinonHeHne JavaScript n coxpaHeHue dannos cookies;
OTKMOYNTE CTOPOHHME paclumpeHns bpaysepa;
paspeLunTe BCNIibiBaloLLME OKHA.

Pabota c ynpasnswowmm nHTepgencom «MexceteBon akpaH Solar» BO3MOXHa B ApYrux
Gpaysepax, HO B TaKOM Cryyae nonHoueHHasi pabotocnocobHocTb «MexceTeBon akpaH Solary»
He rapaHTupyeTcs.

[ns koppekTHoM paboTbl «MexceTeBon akpaH Solar» HacTponTe Gpaysep cnegyroLmmMm 06pasom:
paspeLunTe BbinonHeHne JavaScript n coxpaHeHne cookies (HacTponka no yMonyaHuto);

ycTaHoBuTe KoampoBky 6paysepa UTF-8 (KOHmkoa) anst KoppekTHOro otobpakeHmsi CMMBOSIOB
TOW WUITM UHON KOOUPOBKM (€CNW HE HAaCTPOEeHa aBTOMAaTUYECKMN).

O6opynoBaHne c ycTaHoBneHHbIM «MexceTeBon akpaH Solar» OoOmMKHO pacnonaraTbCH B
OXpaHAEMOM MOMELLEHUN C OrpaHUYEHHbIM JOCTYNOM MNOCTOPOHHMX L.

Keanudumkauus agMmmHuctpatopoB 6e3onacHocTn «MexceTeBon akpaH Solar» gomkHa bbiTb
AOCTaToO4HON ANnst (hOpMUPOBaHMS NONUTUKM 6E30NacHOCTU, HA OCHOBaHWM KOTOpoW Gyaet
OCYLLECTBNATLCA yNpaBreHne AoCTynom nonb3oBaTenen K BHeLWHUM Beb-pecypcam.

3apadent agMmuHucTpaTtopa 6esonacHocTy «MexceTeBor akpaH Solar» sBnseTcs cosnaHue u
akTyanusaums nonutuk 6esonacHocTu, a Takke aHanv3 AencTeuii nonb3osatenen cetn UH-
TEPHET.

B cBoel paboTte agMmnHucTpaTop 6ezonacHocTn «MexceTeBor akpaH Solar» gomkeH onnpaTbes
Ha NOCTaBMSIEMYIO C NPOAYKTOM 3KCMyaTaLUOHHYH0 AOKyMeHTaumto (cM. pasagen 2.3.4), obna-
aatb 3HaHusMM no npotokonam TCP/IP n noHnmatb ocHoBLI obecneveHnsi 6e30MacHOCTH
onepaunoHHOM cucTeMbl Linux.

Monb3oBatento «MexceTeBon akpaH Solar» pekoMeHOyeTCs 03HAaKOMUTBLCS CO CrEeaYoLWNMM
3KcnnyaTauMoHHbIMU AOKYMEHTaMM:
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Pykosodcmeo admuHucmpamopa 6e3onacHocmu (HaCTOALWNIA AOKYMEHT);

Pykoeodcmeo no ycmaHoeke u HacmpoUKe.
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3. O6bwue cBegeHuns o «MexceteBomn aKpaH Solar»

3.1. MpuHumun padotbl «MexceteBon akpaH Solar»

«MexceTteBon akpaH Solar» obecnevmBaeT 3alwnTy nepumeTpa ceTn nyTem rrnyooKoro KOHTpons
MHOPMALIMOHHBIX MOTOKOB, BbISIBIIEHMS U NPEAOTBPALLIEHMS CETEBbLIX aTak, MPOTUBOAENCTBUS
BeG-yrpo3am (3apakeHHbIM, 3anpeLleHHbIM, (OULLIMHIOBBLIM canTam) u BpeaoHocHomy MO n
T.0.

B cBs3u ¢ HasHauyeHneM u cneuudunkon paboTbl «MexceTeBon akpaH Solar» nporpaMmHo-
annapaTHbIN KOMMEKC yCTaHaBNMBAETCH B pa3pbiB CETU B TOYKAX BbIxOAa B MHTEPHET. Hmke
npeacrasBneHa KoHuenTyanbHasa cxema pasmelleHns «MexceteBon akpaH Solar» B ceTeBomn

WHpaACTPYKType.

KOPMNOPATUBHASA CETb

BesonacHbii [oCTYn ’.
K MT-pecypcam 45 "} .
w
cermenTauma cetn

MapupyTuzauna
BHYTPU CETH

Ho

CoTpyoHvkn B aduce

SawunwenHsIi 4OCTYN B WHTepHeT
Wurerpauua no ICAP

Apyrue cpeacTsa sawmTbl

[N} ]
|:| T L

DLP Mecounmup

KopnopaTtugeHele UT-pecypcbl

Bee

YnanenHole COTRYOHWKK

“& M3 Solar

3auura nepumMerpa ceTu

JlocTyn K BHYTPEeHHHM
WUT-pecypcam
@

NeruTumHble BeG-pecypchl

K @

3NoyMBILNEHHUKIA

@&

S

3apaxeHHble, GULINHIOoBbIE,
HexXenatenbHbie Be6-pecypcbl

Puc. 3.1. «MexceTteBon akpaH Solar» B apxuTeKkType 3aluThbl CeTu

3.1.1. NMpuHuunn paboTbl Npokcu-cepBepa B «MexceteBoun akpaH Solar»

Cxema paboTbl B NPsSIMOM pPEXMME:

1.

Mpu BbLINOMHEHWW 3anpoca nonb3oBaTenb aBTOPU3YETCH B noacucteme unsTpaumn u
ayTeHTuduKaumn.

. Mo nmeHn nonb3oBaTens nogcucTeMbl hunbTpaLmm 1 ayTeHTUdUKaLMN onpeaensitoT Habop
rpynn (MOXeT ObITb NYCTbIM), B KOTOpPbIE BXOAMT NOSb30BaTENb, M MPUMEHSIEMYHO MONUTUKY
©e3onacHoCTH.

. B cooTtBeTCTBUM C NonuTMKON 6€30MacHOCTM BbINOMHSETCS NpoBepKa 3anpoca.

. Ecnn 3anpoc He cooTtBeTcTBYET nonutrke 6e30nacHoCcTy, BMECTO Hero norb3oBaTterb Mno-
nyyaeT NoAroTOBMEHHY CTpaHuLy C OnMcaHMeM 3anpeTa.

. 3anpoc, BbINOMHEHME KOTOPOro paspeLleHo, obpallaeTcd K cepBepy B CeTU MIHTEpHET.

. OTBET, NOMy4YeHHbIN K3LIEM OT cepBepa, obpabaTbiBaeTcsa B COOTBETCTBUM C MPUHATON
nonuTuKon 6e3onacHoCTU.

O SOLAR
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Ecnu nepenava AaHHbIX paspelueHa, Nonb3oBaTesnto NocTynaeT OoTBET Ha 3anpoc. Ecnu
OTBET He COOTBETCTBYET MONMTMKE GEe30MacHOCTU, BMECTO HEro Nonb3oBaTenb nony4vaer
NOArOTOBIIEHHYIO CTPAHULYY C ONMcaHneM 3anperta.

PaboTta B o6paTHOM pexrme No3BoNseT NybnmkoBaTb BHYTPEHHME PECYPChl OpraHn3auumn Ha
BHELLHME UCTOYHMKW. Hanpumep, ¢ NOMOLLIbI0 06paTHOMO NPOKCU OpraHu3aLms MOXeT npeao-
CTaBUTb CBOWM COTPYAHMKaM OOCTYN K KOPrnopaTUBHOW MOYTe 3a npegernamm opraHusaumu.
Mpu atom «MexceTeBon akpaH Solary nposepsieT u BrnokupyeTt dannsl ¢ MHpopmaumen npu
nomnbITKE UX BbIFPY3UTb.

Cxema paboTbl B 06paTHOM pexume:

Mpn BbINONHEHMM 3anpoca Mnofb3oBaTernb aBTOPU3YETCA B MOACUCTEME hunbTpauum u
ayTeHTudukaumn.

Mo MMeHu nonb3oBaTtens NnoacMcTeMbI puUnsTpaLnM 1 ayTeHTUdrKaumum onpeaensiot Habop
rpynn (MoXeT ObiTb NYCTbIM), B KOTOPbIE BXOAMT NONb30BaTeNb, U MPUMEHSEMYHO NONMUTUKY
©e3onacHoCcTW.

MpumeyaHue

Pexxum ob6pamHozo npokcu noddepxkueaem morsibko Basic u NTLM aymeHmugbuxkayuio.

B cooTBeTCTBUM C NONMTMKON 6E30MacHOCTY BbINOMNHAETCS NpoBepka 3anpoca. Ecnv 3anpoc:

He COOTBETCTBYET NonuTMke 6e30MnacHOCTN, BMECTO HEro rnosib3oBaTernb nory4aeT nog-
FOTOBIEHHYIO CTPaHMULY C ONUCaHNEM MPUYMHBI 3aMnpeTa;

COOTBETCTBYET NONuUTMKe 6€30nacHOCTH, Nofb30BaTeNb NOy4aeT 4OCTYN K BHYTPEHHEMY
pecypcy (Hanpumep, KOprnopaTMBHOW NoYTe).

Bce faHHble 0 3anpocax 1 oTBeTax MOXHO Nony4uTb B pasaene CtaTtuctuka (cM. pasgen 7).

MpumeyaHue

lNonumuka KOHmMeHmMHoU ¢hunbmpayuu 051 NPSIMO20 U 0bpamHo20 PeXxxuMos sersiemcsi obwel U He
mpebyem AornosTHUMeribHbIX HaCMpPOEK.

Mpun punsTpaunn gaHHbIX B «MexceTeBomn akpaH Solar» npuMeHsATCs METOAMKN, KOTOpble
NO3BOSISAIOT BbIMOSTHATL NOAPOBHBIN aHanNn3 nepegaBaemon MHdopMaumm, onpeaensite op-
MaTbl NepegaBaeMbiX AaHHbIX, KOOAMPOBKY U A3bIK 4151 TEKCTOBbIX AaHHbIX, HE OCHOBbIBASICb
TONbKO Ha cnyxebHon nHpopmaumm, NnepegaHHoON cepBepoM B ceTu VIHTEPHET, Tak Kak B 3a-
BMCUMOCTW OT €ro HaCTPOEK OHa MOXET OblTb HEKOPPEKTHOMN.

Hanpumep, Beb6-cepBep MOXET nepedaBaTb ayguodansnbl ¢ pacwmperHmem txt kak dannel ¢
TMNom gaHHbix text/plain, ogHako B nonnTuke ¢ onpegeneHnemM TMNoB AaHHbIX « MexceTeBon
3KpaH Solar» 6yget caMmocTosTENbHO ONpeaensTb TN AaHHbIX 4551 3TOro danna.
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3.2. NMonutnka 6e3onacHOCTU JocTyna K Beb-pecypcam

Monuntnka 6esonacHOCTM AocTyna k Beb-pecypcam npeacrtasnseT cobon ceog npasus hunb-
Tpauun BeG-Tpaduka, KOTopble perynmpyroT ynpasneHue, 3awuTy u pacnpeaeneHne nHgop-
Mauuu, nepegaBaemMomn nNo cetn NHTepHeT.

MonuTtuka 6e3o0nacHOCTM HanpaBneHa Ha OCTMKEHNE Takux Lenen, Kak:

e obGecneyeHne rmbKoro KOHTPOIS UCNOMb30BaHUA MHTEPHET-PECYPCOB;

e npefoTBpaLleHMe yTEYKM KOMMeEPYECKON MHopMaunu;

® YyMeHblUeHWe HeaernoBoro Beb-Tpaduka;

® CHWKEeHWe 3arpy3kn UHTEpPHET-KaHanoB.;

® yBennyeHne CKOPOCTM JOCTYyNa K Beb-pecypcam 3a CHET oTKasa OT HefernoBoro Tpaduvka.

K kaxgon rpynne nonb3oBarteneun, onpegeneHHon B «MexceTeBon akpaH Solar», MOXHO
NPUMEHUTb OAHY U3 CYLLECTBYIOLLMX NONUTUK 6€30NACHOCTW. DneMeHTaMm NONINTUKN ABNSAKOTCA
Habopbl NpaBun unsTpaumm (cnov npaswn NonuMTUKK). MNpaeBuno BknoyaeT B cebsa ycnosus
n Habop AencTBuKn, KOTopble ByayT OCYLIEeCTBAATLCA MPU BbINOMHEHUN YCIOBUA. YCNOBUS
dopmupytoTcst M3 HabopoB hMNLTPOB, NO3BONAIOLLMX NPOBOAMTL OTOOP BebG-pecypcoB no
pPasnMYHbIM KPUTEPUAM, HANpPUMeEp, NO KIMYEBLIM CIIOBaM, TUNam AaHHbIX U T.4. (CM. pasgen
6).

Ha Puc.3.2 npuBeaeH npumep npoeepkn «MexceTeBon akpaH Solar» gaHHbIX MHOPMaLUMOH-
Horo obmeHa Ha COOTBETCTBME YCTAaHOBMNEHHON NONMTUKE 6€30MacHOCTMW.

NONp30BATENM WHTEPHET

NPOBEPKA
AYTEHTUDUKALIMK
(BASIC. IP. NTLM.
KOMBUHALMK)

3aMPOC  :

o ! OOBEPEHHbIE CETW : e

OBPABOTKA
NOANTHKK

2 ¢ NMPOBEPKA OTOENPbHBIX PECYPCOB
M CNWCKOB PECYPCCB

5’3 NPOBEPKA KIIOUEBbLIX C/I0B
%3

%3 NPOBEPKA MCTOUHUKOB

o
£°3 NPOBEPKA PA3MEPOB ®AMIOB
%3

5
z

%3 MPOBEPKA 3AMO/IOBKOB

0

& & NPOBEPKA BHELUHWUMK
CMCTEMAMWM MO ICAP

. omBer

273 NPOBEPKA NMMWTOB TPADUKA

£

"3 NPOBEPKA ®OPMATOB

L

o

"3 NMPOBEPKA KATEMOPWIA

£

Y

Dy WWW =
: <

3KpaH Solary

Puc. 3.2. NMpumep npoBepkn AaHHbIX MHOPMaLUUOHHOro obmeHa ¢ nomowbio «MexceTeBom

O SOLAR
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MpumeyvaHue

HcmoyHukom mMoxem 6bImb MepcoHa, epyrina rnepcoH, HeaymeHmughuyupo8aHHbIU Mosib308amerib,
a makxe IP-adpec.

YnpaeneHue «MexceTeBom akpaH Solar» BbINOMHAETCH C MOMOLLLIO rpadonyecKoro Be6-nHTep-
derica, KOTOpPbI NO yMOnN4YaHuto AocTyneH Ha nopTy 8443, no npotokony HTTPS.

MpumeyaHue

Ecnu nipu nepeou 3azpy3ke eeb-uHmepdgbelica 8 bpaysepe 8o3Hukaem Owubka e cepmugukame
6e3onacHocmu amoezo eeb-y3na, 0515 docmyna kK uHmepgelicy «Mexcemeeol akpaH Solary neped-
dume rio ccblnike lpodosmkumes omKpbimue 3mozo eeb-y3na (He pekomeHAyemcsi).

Ecnu npu nepsoli 3agpy3ke eeb-uHmepghelica 8 bpaysepe Mozilla Firefox eo3Hukna Owubka npu
ycmaHoesieHuU 3aujuujeHHo20 coeduHeHus1, 0rs docmyna Kk «Mexcemeeoli skpaH Solar»:

lMepetidume o ccbinike Unu xe ebl Moxxeme do6aeumb UCKITIOYEHUE....
Ha nosisuswelics naHenu Haxmume KHonky [jo6aeums UCKJIOYEHUE.

B omkpbiswemcs okHe fJobasumb ucknrodeHue 6e3onacHocmu Haxmume lMonyyums cepmu-
¢ukam.

Haxmume lNodmeepdumsb ucknroyeHue 6e3onacHocmu.

[na goctyna kK cucteme:

B agpecHon cTpoke Beb-Opaysepa BeeauTe agpec cepeepa: https://I<IP-agpec cepBepa
«MexceTeBou akpaH Solar»>:8443.

Ha oTtoGpasumBLuerics cTpaHuLue B COOTBETCTBYHOLUMX MOMAX YKaXUTe MMS Nonb3oBaTens
(norvH) n naponb Ansg BXxoda B cucteMy n Haxmute Bontu (Puc.3.3).
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Puc. 3.3. ABTopusauus

I'Ipm nepeBomMm BxoAe B CUCTEMY yCTaHOBUTE HOBbIW naporsb Tpe6yeM0ro YPOBHA HAOEXXHOCTU
n aBTOpMSyVITer C HAM.

Mocne nepBoHa4YanbHOM CMeHbl Naponsi B BEPXHEW YacTun 3KkpaHa nosiBMTCA yBeaoMreHne o6
oTcyTcTBUM NnueH3un (Puc.3.4). [ins 3arpy3ku NUUeH3nm HaxmuTe CMoTpeTb nuueHsuio. B
OTKpbIBLLUEMCS OKHe JlnueH3usa HaxmuTe 3arpy3uTb JIULEH3UIO.

QTCyTCTBYET (hain NMUEH3NK
WaeHTudkaTop MHCTannAumMm: MNghéipYgF9Zgo9m9oloYQA=—=

3arpysuTh MUEH3NIO

Puc. 3.4. YBegomneHue o6 oTCyTCTBUU JIULLEH3UUN

B oTKpbIBLLEMCS OKHE NMPOBOLHMKA YKaXUTE NyTb K hanny ¢ nuueH3nemn n Haxmmte OTKpbITb
(Open). loxxantechb 3arpy3kn NMMLEH3MM — OHA aBTOMATUYECKM COXPaHNTCA B baline ¢ UMEHEM
license.xml.

[nsa npocmoTpa ceegeHun o nuueHsum «MexceteBon akpaH Solary B raBHOM MeHI0 Bblbepute
nyHKT JlnueHsus. MNpu nuueHanposaHmmn «MexceTeBon akpaH Solary Kak OTAenbHOro NpoayKTa
OKHO JTMLIEH3MM COOEPKUT TEKYLLIEee KONUYECTBO Nosnb3oBaTenen, NCnonb3yLmx cetb MHTep-
HeT.
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A I )
J UTL,‘ 13/1A
33309 02.05.2023 (n.zhukova@rt-solar.ru)
Wnextutukatop wHcrannawam: T3FOPRHZIHkynakE4ZgvQ0—

000 "Conap CeKblopHTH”
BHyTpeHHee TecTUpoBaHue NGFW
TeCToBaA NNLEH3NA

Solar NGFW

100

1}

29.01.2024 00:00 no 28.04.2024 00:00

/> TexHUYeckan NoaaepKa v NoyyeHre 0BHOBNEHN
2z 29.01.2024 no 28.04.2024

~, HKaTeropuiatop se6-pecypcos wehCat

e 29.01.2024 no 28.04.2024

/~ CMCTeMa NPeNoTBPALLEHNA BTODHEHH

P 29.01.2024 no 28.04.2024

/> HOHTPOM MpUAOKEHut

29.01.2024 no 28.04.2024

. OBpaTHbIA NPoKCK

g 29.01.2024 no 28.04 2024

Puc. 3.5. OKkHO nuueH3uun

[lns npocmoTpa ceeaeHnin 0 NULEH3MoHHOM aoroBope «MexceTeBon akpaH Solar» B rmaBHOM
MeHI0 BblbepuTe NyHKT JIMLLeH3MOHHBLIN foroBop. YTobbl pacneyaraTtb NNLEH3NOHHBINA JOro-

BOpP, HAXXMUTE .

Mocne ycnewHom ngeHTudmrkaumm B cuctemMe agMUHUCTpaTop 6e30MacHOCTU Nony4aeT 4OCTynN
K MHTEpdency. Ha akpaHe otobpasutca Pabouun cton (Puc.3.6) — eanHas nHdopmaunoHHast
naHenb, NpeaHa3HavYeHHas ans OLEHKU CETEBOW aKTMBHOCTM MOrb3oBaTenen (COTpyAHUKOB
KOMMaHUK) Ha y3nax unsTpauumn B pexmve peanbHoro BpemMenun (nogpobHee cMm. B pasaene
4).

Mpw BBOOE HEBEPHbIX AaHHBbIX:

e BX0[ B CUCTEMY He ByaeT BbINOMHEH;

® Ha 3KpaHe 0T06pa3VITCFI coobuieHne HeBeprlﬁ naposnb unn nmsd nonb3oBaTerns. B 3a-
BUCUMOCTU OT HACTpPOEK 6pay3epa MOXeT OTO6pa)KaTbC$| OOonoJIHUTEerNnbHoe OKHO 6pay3epa
C 3arpocowm JiormHa n napors4d, 4To TakXke o3Ha4vaeT OIJJI/I6Ky BXO4a B CUCTEMY.

MpumeyaHue

UYmobnki nony4ume OaHHbIe Orisi 8xo0a 8 cucmemy, obpamumeck K cucmeMHOMY adMuHUCmpamopy
«Mexcemeeoli akpaH Solary.
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Hanuuue npo6niem Ha y3nax (CpeiHue v Bbilue)
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Moapo6Hble faHHbIe MO Y31y - main
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Puc. 3.6. PaGouui cton
3.3.2. OnncaHne OCHOBHbIX 35IEMEHTOB UHTepdenca

Kaxxgast ctpaHuua Beb-nHTepdenca «MexceteBon akpaH Solary cogepXut Heobxoaumbin
O119 BbINOMTHEHMS KOHKPETHbIX 3a4a4 Habop CTaHOapTHbLIX ANIEMEHTOB yrpaBneHus n otobpa-
XXEHUSA: MEHI0, NaHenb HaBMrauum, KHorMka, onums, norne Beoda AaHHbIX, NepeksiovaTtesb, Bu-
[KET, CnMCoK 0ObekToB, Tabnuua, Bknaaka v 1.4.

MpumeyvaHue

lNpusedeHHble 8 Pykogodcmee u306paxeHusi areMeHmos uHmepgetlica HOCSM UCK/IYUMEsbHO
03HaKoOMUMesibHbIU Xapakmep U Mo2ym omsiu4amasCsi Om pearsibHbIX.

MNpy HaBegeHUN Kypcopa MbILN Ha 0bracTb MEHI0 OTOBpaXKaeTcs rMaBHOE MEHIO, NMYHKTbI KO-
Toporo obecneynBatoT 4OCTYN K OCHOBHbIM pa3genam GUI (Puc.3.7):

e Pabouui cton — No3BONSET BbINOMHATL MOHUTOPUHI aKTUBHOCTU COTPYAHUKOB KOMMNaHUN
(cm. pasgen 4).

e [locbe — obecneunBaeT OCTYN KO BCEN UMEIOLLENCA NTMYHOW, KOHTAKTHON U CETEBOW UH-
dopMaumm 0 NepcoHax (COTpyaHMKaxX KomnaHum). Bel MoXXeTe oTcnexusaTtb AEATENbHOCTb
NepcoH 1 rpynn NepcoH Ha npegMeT Nogo3puTensHoro nosegeHus (cM. pasgen 5).

o MNonutnka — obecnevmBaeT JOCTYN K CPeAcTBaAM HACTPOMKM hyHKUMI Be3onacHoCcTH, a
TaKke K pegaktnpoBaHuto Habopos rpynn nons3oBatenen u MK (cm. pasgen 6).

e CraTtuctuka — obecneymBaeT JOCTYM K OTYETAM CUCTEMBI, NPEAOCTaBNALWMM NHPOopMa-
LMo 0 3anpocax norne3oBaTteren B cetn VIHTepHeT (cMm. pasgen 7).

o [lpepnoTBpalleHne BTopxxeHUn — obecnevmBaeTt 4OCTYN K NPOCMOTPY CTaTUCTUKK NO pa-
6oTe curHaTyp Ans AeTeKTMpoBaHWs ceTeBbix atak. OnucaHve pasgena npusegeHo B A0-
KymeHTe Pykogodcmeo o ycmaHoeKe U HacmpouKe.
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NMonb3oBaTtenu — npeagHasHaveH AnNs ynpasneHus npasamu AOCTyna norb3oBaTernen K
pasnuyHbiM 06bekTam cucTeMsbl (CM. pasgen 8).

CeTb — npeaHa3HadyeH ana ynpasrieHus cTaTn4eckomn MapLupmisaumelh. OnucaHne pas-
aena npneeaeHo B JOKyMEHTe PyKOGOdCITIGO o ycmaHoeke u HacmpoDKe.

Cuctema — obGecneuymBaet AoCTyn K HaCTpOVIKaM KOHd)I/IpraU,VII/I CUCTEMDbI U CIYXXUT ONA
HaCTp0I7IKVI pasfindyHbIX NnapamMeTpoB paGOTbI, MX TIPOCMOTPa U peaakTnpoBaHUA. OnwncaHune
pasaena npuBeeHo B AOKYMEHTEe PyKoeoOcmeo o ycmaHoseke u HacmpOL"lKe.

BHumaHume!

B «Mexcemesoli akpaH Solar» ebl MOxXxeme pasgpaHu4yueames docmynbl K pasdenam uHmepgpelica
u cucmemHbIM hyHKUusiM. [onb3o8amernb Moxem rpocMampueams mMosibKo me pa3odesibl U 8bIosi-
HSIMb MOJIbKO Me YyHKUUU, K KOMOpPbIM y He20 ecmb 0ocmyr.

]

Puc. 3.7. TmaBHOe meHt0 M3 Solar

UT06bl 3ahKCUMpoBaTb MEHI0, OTKpPbIBAIOLLLEECS NPV HaBeAEHUWM Ha HEro Kypcopa Mbillu, B

JIEBOM HWXXHEM YITly MEHK HaXXMUTEe 3HAYOK E

B npaBom BepxHeMm yrny pacnonoxeHo nosne Monck nepcoHbl, NnpeaHasHavyeHHoe Ans onepa-
TMBHOrO Mony4eHnst UHopMaumm o nepcoHax n3 flocbe (nogpobHee cM. pasgen 5.6). Mownck
NepPCOH MOryT BbINOMHATL NOMb30BaTENM, KOTOPbIM Ha3HAYeHbl POnu:

cyrnepadMuHUCmMpamop;
admuHucmpamop 6e3ornacHocmu,
ayoumop.

MpumeyaHue

Lns nonb3oeamerisi ¢ poribio cucmeMHOo20 aOMuHUCmMpamopa rosie rnoucka omobpaxambscsi He bydem.

Mpn HaXxxaTun KHOMKM E pacrnonoXeHHoOW B NpaBOM BEPXHEM YNy, oTobpaxaeTca MeHto
nonb3oBaTtensa <Umsa nonb3oBatensa> (Puc.3.8), koTopoe No3BonseT:

CMEHUTb Naporb Ha Bxop B cucteMy (CMeHUTb naporsib) (Npy 3TOM HY>XHO BBECTU TEKYLLNIA
1 HOBbIV Naponu);

npocmoTpeTb MHdopMaumio o nuueHsun (JNlnueHsus) (Npy HEOHGXOAMMOCTU Bbl MOXETE
3arpysuTb HOBbIV (harn NUUEH3UN);

3aBepwnTb ceaHc paboTkl ¢ cuctemont (Bbixon).

23



JoruH
nonb3oBaTens

CMEHWTb Naponb

none3oBpaTtend

NuueH3uAa

NMUEH3MOHHBIA 00 roeop

Bbixon

Puc. 3.8. MeHI0 nonb3oBarens

Pabouee npocTpaHCTBO MHTEpdENCca, kak NpaBuno, 4EeN1MTCs Ha ABe YacTu.

Hanpumep, B pasgenax [locke u NMonuTtuka B NeBON YacTu akpaHa oTobpaxkaeTcs cneLmansHas
naHernb HaBuUrauumm, KOTopas COOEPXMWT CyLluecTBylolmne obbekTbl (MM Habopbl 0OLEKTOB)

CucTteMbl ona ynpasneHna nMn:

e pasgen flocbe — CN1COK NEePCOH W rpynn NePCcoH (COTPYAHMKOB KOMMaHuu, 5);

® pasgen Monutunka — nepevyeHb CyLeCTBYyHLNX 3N1eMEeHTOB NOJNMMTUKN (I/lJ'II/I H860pbl ane-
6).

MEHTOB,

Hanpumep,

nocne Bbl60pa pasgena Monutuka > CI'IpaBO‘lHMKVI > KnroueBble cnoBa oT06-
pa3daTca rpynnbl UCNOJb3yeMbIX B MOJIMTUKE KITKOYEBbIX CI10B, O6'be,D,VIHeHHbIX no onpenerexH-

HOMY KpUTEpuIo.

MpumeyaHue

BbibpaHHbIU pa3den naHenu Hasuaayuu 8bI0enisemcs Ueemom.

O SOLAR
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Solar NGFW.

% MEXCETEBOJ IKPAH
< NIPE/IOTBPALIEHVIE BTOPKEHMIA

e 13.032024 2031
KOHTEHTHASt OU/IbTPALIMA

F BHEWHVE NOAKTIONEHUS

) OBbEKTbI MONUTUKNA

] cnpasounuki

AIpeca neKTPOHHO MONTb!

Kniouesble cnosa

ecypcol

Mapkepyi npasin KO

Paitnb

$F wABNOHb!

Puc. 3.9. Bbi6op pasgena «lMonutuka > CnpaBoyHuku > KnioueBble crioBa»
Pasgenbl HaBMraumMoHHOW NaHenu noapasnensitoTca Ha CUCTEMHbIE U NOSb30BaTeNbCKNE:

o CucmemHbie pa3desibl CO30at0TCs NPU ycTaHoBKe «MexceTeBon akpaH Solar» 1 HegoCTyMNHbI
ANst peaakTUpoOBaHUS.

o [Monb3osamerbcKue pa3desibl CO30al0TCA NOMNb30BaTeNAMU BPYYHYI0. Hanpumep, cucteMHbIM
pa3fenom naHenu Haesurauum siensetca pasnen Jocbe > Ha oco6om KoHTpone.

CprKTypa pas3aenos naHenn HaBurawmm MHOF0ypOBHeBbIIZ, T.€. pa3gen cogepXuTt nogpasgensbl.

YToObI PacCKpbIiTb UK CKPbITb COAEPXMMOE pasdaerna, cnpaBa OT ero Ha3BaHuAa HaXXMute E

nnn B

Ha naHenn HaBuraumm c pasgernamm unm obbekTaMuM CUCTEMbI MOXHO BLIMOMHATL Takue
OencTBus, Kak cosiaHne, KonupoBaHue, yaaneHue, UsMeHeHue Ha3BaHusa U T1.4. B meHto gen-
CTBUW C pasgenomMm unn obbekToMm cuctemsbl Bblbepute HyxHoe (Puc.3.10). Pasamep cnucka
OENCTBUIN B MEHIO 3aBUCUT OT KOHKPETHOrO pasaerna unm obbekra CUCTEMBI.

[nsi BbI30Ba MEHIO AENCTBUN:

1. Ha naHenu HaBuraummn HaBeauTe Kypcop MbilUM Ha pa3aen Unm 06bekT CUCTEMBI.

2. . o
HaxmunTe oTobpasmBLLytOCSt KHOMKY BbI30BA MEHIO AENCTBUN !

[ns BbINOMHEHUSI KOHKPETHBIX JENCTBUIN HAXXMUTE KHOMKY BbI30Ba MEHIO AEUCTBUA N B OTOD-
pasuBLLEMCS MEHI0 BblbepuTe MYHKT MEHIO C AEACTBUEM.

B OCHOBHOM OKHe, B MpaBOM 4YacTu BKNadku, oTobpakaeTcs MHdopmauus o BblOpaHHOM
o6bekTe. C HAM MOXHO BbINOMHATL pa3nuyHble AencTeusa. Hanpumep, npu Bbibope rpynnbl
kntoyeBblx cnoB (Monutuka > CnpaBo4HuKKM > KnkoyeBbie cnoBa), Bbl MOXeTe [06aBUTb
KOHKPETHbIE KMNtoYeBble CrioBa B rpynny unv yaanuTb UX U3 Hee.
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Solar NGFW
Solar NGFW

+Pazgen +pyniny +TlepcoHy
Wmnopt

KHonka Bbl3oBa MeH0
JencTBUN

“BOW IKPAH

Ha ocobom KOHTpOne \

WcneiTatensHelii CPoK

P
Ha yBonbHeHme Z €AaKTUPOBaTh

8 Vaanuts
Mop nofozpexvem

PacxofloBaHWe MaTe)/1anbHbiX CPeAcTs £ Roctyn 6es ayTo\WwhHKaumm
< Bckpbitue HTTPS
25 @UNbTPauUMA 3anpocos

MeHio fieficTBIiA € rpynnoii NepcoH (B ) Pexcim Genoro cnuka
KOHKpeTHOM cryyae UcnbitaTenbHbIN
CpOK) & ounstpauns ot [RCREEEULE LIS

HeobXoAMMO pacrnpefesieHue no rpynnam S 2 TepeMMeHoBaTsL

Konuposats

MeHto aelicTBuiA co croem npasun
MOMUTHKM (B KOHKPETHOM Cryyae
cnoit Pexum 6enoro cnucka) NpOKCU-CepBEpbI

1

RN yaanuTs

Puc. 3.10. MpumMepbl MeHIO AeNCTBUN

BHumaHue!

lNpu odHospemeHHoU pabome dsyx u bornee aOMuHUCMpPamopos ¢ 00HOU U mou xe ekrnadkol u3sme-
HeHusl, 8HOCUMbIe 0OHUM alMuHuUcmpamopoM, HedocmyrHbl OcmarsbHbIM adOMuHUcmpamopam 00
mex riop, roka oHuU He 06Ho8siIm amy eKnaokKy.
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4. Pabo4nun cTon: MOHUTOPUHI PaboTbl CUCTEMDI

Paznen Pabouui cton (Puc.4.1) npeacraenset cobon LieHTp MOHUTOPUHIa Harpy3ku Ha y3nibl
dunsTpaumm «MexceTeBorn akpaH Solary, KOTopbIi NO3BOMNSET OLEHUTE B PEXMME pearbHOro
BPEMEHU COTOSIHWE CUCTEMbI U CETEBYIO aKTUBHOCTb MOMb3oBaTenen (CoTpyaHUKOB KOMMaHUN)
Ha y3rnax dpunstpauuun. Y3sen punbmpayuu npeactaBnseT cobon MexceTeBon 3KpaH C Poribio
aHanusaTtopa Tpaduka.

#%  solarNGFW

— v

Hanuuue npo6nem Ha y3nax (CpeiHue v Bbille)

Moapo6Hble AaHHble Mo y3ny - main

Bpems pa6oTbl Cpenwsia 3arpy3ka (LA) KonuuecTso sinep LNy JIOCTYNHO NaMsTH

2.0y 1.7 4 7.00 GB

LY v Namsts Ha y3ne main

ET

= loctynxas 717568 6995GB

= O6wan 1256168 12561GB

1030 1040 1050 1100

Puc. 4.1. Paspgen «Pa6bouun cton»

CTaTI/lCTVIKy no napametTpamMm COCTOAHUA CUCTEMbl U aKTUBHOCTU COTPYAHUKOB KOMNaHUKN B
cetTun MHTepHeT 3a nocnegHue 15 MWHYT MOXHO NMPOCMOTPETb B BUOXKETAX U Tabnuue Ha Pa-
6ouem cTone. PerJ'IFIpHOCTb OBHOBNEHUST AaHHbIX MOXHO HaCcTpouUTb Ha Pabo4em cTtone B
npaBoOM BepXHEM Yrny B paCKpbiBakOLWEMCA MEHIO.

Puc. 4.2. Bbi6bop nepnona o6HOBNEHUA AaHHbIX HAa paboyem cTone
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Ha rpacmkax sugxetos LIMY, MamaTtb, CeTeBon Tpadmk npeacraBneHa cBogHast MHhopmaums
MO COOTBETCTBYIOLLMM CUCTEMHbBIM MapameTpamMm 1 npoxoasiwemy Tpaduky Yyepes OguH unm
HECKOIbKO ceTeBbIX MHTEP(ENCOB Ha onpeaeneHHoM y3ne dpunsrpaummn «MexceTeBon 3KkpaH
Solar» (no ymonyaHuto main) 3a onpegeHHbIN Nepuog BpeMeHM.

CTaTMCTVIKy O CpeaAHeM U TeKyLeM 3Ha4eHnUn MOXHO yB1OEeTb crnpaBa oT Fpa(bVIKOB.

Mo ymonuaHuio Ha rpadhmke oTobpaxatoTcs cBeaeHns 06 OCHOBHOM y3re punsTpaumm (main).
Ona npocmoTtpa uvHOpMaUuM MO KOHKPETHbIM Y3ram BOCMOMNb3ynTecb (PUNsTPOM Y3anbl
(Puc.4.3), koTopbIn pacnonoxeH Hag rpacdmkom. YTobbl NpOCMOTPETh AaHHbIE CTAaTUCTUKM 3a
onpefeneHHbIn Nepnoa BpeMeHn, HaBeauTe Kypcop MbIln Ha rpadouk.

Puc. 4.3. Pasgen «Pabounii cTon»: NnpocMOTp CTaTUCTUKU CUCTEMBbI

Takxke Bbl MOXeETE Cy3UTb U1 paclinpmTb BpeMeHHOVI AnanasoH, 3a KOTOprI7I co6paHa craTtum-
CTuUKa. I'IpV| pacwmpeHunn nnn CyxXxeHmn gnanasoHa gaHHbIe B Ta6r|v|u,ax ONHaMU4eCKN MEHA-
IOTCA.

Mns cyxeHusi speMeHHo20 duana3oHa KypCoOpOM MbILLN Ha rpaduke BblAennTe oTpesok Bpe-
MeHM, KOTOpbIn Heobxoaumo aetanuanposats (Puc.4.4).

Hanpumep, agMmuHucTpatopy 6e3onacHoCTM HeOOXOAMMO NMPOCMOTPETL CETEBOM TpaduK 3a
onpeneneHHbIn nepuog BpeMeHu. [ns atoro Ha rpaduke Bugxkera CeteBon Tpadmk Bbige-
NUTe MHTEpecyLWmMii nepuog BpeMeHn. padmk 6yaetT nepecTpoeH cornacHo BbibpaHHOMY
BPEMEHHOMY ANanasoHy.

Puc. 4.4. Paszpen «Pabouunn cton»: cy>keHMe BpeMeHHOro guana3soHa

Lns pacwupeHusi speMeHHo20 Ouarna3oHa ABa pa3a HaXXMUTe N1EBOI KHOMKOW MbILLIM Ha rpadnk
(Puc.4.5).
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Hanpumep, agmunHucTpaTopy 6e3onacHoCcTM Heo6xoauMo NPOCMOTPETh ObLLYI0 KapTUHY 3a-
rpy3kun nHTepdgenca ceteBbiM TpadmkoM. [1ns aToro Aga pasa HaxXMuUTE Ha rpaduk BuaxeTa
CeTteBow Tpadumk. [pacpumk byaer nepecTpoeH cornacHo BbiIbpaHHOMY BpEMEHHOMY AnanasoHy.

Puc. 4.5. Pazpen «Pabouun cton»: pacwumpeHne BpeMeHHOro avanasoHa
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5. [locbe: nony4yeHue MHopmaLumu O NoNb3oBaTeNsAX

5.1. Obwue cBeaeHus

B pasgene fQocbe (Puc.5.1) MOXXHO NPOCMOTPETb BCIO UMEIOLLYIOCS FIUYHYIO N KOHTaKTHYHO
WMHOpMaLMIO O NepcoHax (COTpyaHUKaxX KoMnaHum). MHdopMauns o COTpygHUKaX KOMMNaHum
rpynnupyeTcs B COOTBETCTBMM C OPraHn3aLUMOHHO-LLITAaTHOW CTPYKTYPOM 3TOM KOMMNaHUW. Takke
MOXHO BpY4YHY0 06aBNSATb COTPYAHUKOB B rpynrbl, OTHOCALLMXCS K ONpeaeneHHON KaTeropuu.

CotpygHukos, TpebytoLmx 0coboro BHUMaHNSA agMnHUcTpaTopa 6e30nacHOCTH (YBOMEHHbIX,
YBOMbHSIIOLUMXCS, HA UCMbITAaTENbHOM CPOKE U T.M.), MOXXHO A06aBWTb B onpedeneHHble rpynnbi
kaTeropuv Ha oco6om koHTporne. BHELWHNX COTPYOHNKOB MOXHO 06beaANHUTL B rpynnbl Ka-
Teropuy BHelwHue nepcoHbl. [MepcoHbl, oTHocAwMecs K kateropum OpraHu3sauvoHHas
CTPYKTYpa, co3gatoTcsa cpeacteammu «MexceteBown akpaH Solary. [laHHble 0 nepcoHax NocTy-
natoT n3 Active Directory unu gpyrux LDAP-cuctem.

MpumeyaHue

B onucaHuu UcCriosib3yromcs cneOyfouwe TOHAMUA:

e [lepcoHa— nuuyo, cybbekm KoOMMyHUKayuu (Harnpumep, compyOHUK KOMNaHuu), 06beKkm 8HUMaHUSI
U KOHmMporis cryx6bl 6e3onacHocmu.

e Adpec — ar1ekKmpoHHbIl adpec nuya, Komopoe He yoasnock udeHmughuyuposams, sensowWulicss
06bEKMOM 8HUMaHUSI U KOHMPOJIS Crlyx6bbl 6e3onacHocmu.

e [pynna ocob6020 KOHMpPOJsT — 2pyrina nepcoH, 0essmenbHOCMb Komopbix mpebyem ocobozo
B8HUMaHUSI CO CMOPOHbI COMPYOHUKO8 Crlybbi 6e3onacHocmu.

Kronku ans gobasneHus
COOTBETCTBYHOLUMX AAHHDIX:
pasfjena, rpynnbl MepcoH, NepcoH!

IMouck pasgenos
HaBuUrauuu

(B paHHoMm cnyyae rpynn

nepcoH) Solar NGFW

Knonka ans no6asneHns 8
FPYnNy NepcoHbl, faHHbIE
KOTOPOI Y)Xe UMSIOTCA B ciCTeMe

+Pazpen +Tpynny + MNepcoHy Aocbe / UenbiTaTeNbHbIA CPOK

€ BBOITb TEKC c flepconsi

raTcy
Jl063BUTL NEPCOHY
Ha 0co60M KoHTpOne v Cnmncok nepcoH
@no t

VcnbiTatensHbii cpok

Bui6panHsii % i f‘ Avaceso Avper PopioHoBHs
pasaen naxenv = L

Hasuraumm

@

flop nojjo3petuem

CNCoK rpynin nepcoH, PaCXOI0BaHME MATEPHANLHBIX C. 4@) Arariosa Via Twsoroara
OTHOCALLMXCA K [N

kareropin Ha ocobom o
raHM3aLMOHHAA CTPYKTYpa
KOHTpOne i it

banuna Monmta Enuceesta
Employees v L d
BHaqoK rpynibl NepcoH

Organizational Unit (OU)
U3 pasgena

OpraHuzaunoHHas ,  boratos Cepreii EBnamnuesin
AQMUHUCTPATUBHOE ... Netenxep KAMeHTaN

CTPYKTypa
Bravok rpynnsl nepeot Security Group (SG) us
pasgena OpraHu3aunoHHas CTPYKTypa

pilot-groups

Puc. 5.1. Pazpen «[locbe»
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5.2. YnpaBrneHMe UCTOYHUKAMM OaHHbIX U CUHXPOHU3auua [locke

Bkl moxeTe ynpaenAaATb HaCTp0I7IKaMVI KOH(bMpraLl,MVI CUCTEMDbI, aKTyalnbHbIMW ONA D,OCbe, HEe
noknaada pasgern. Bbl MmoxeTe HaCTpoOUTb:

e o6OHOBMEHWEe M aBTOMAaTU4YECKyl CUHXpoHuM3auuto [locbe «MexceTeBon akpaH Solar» ¢
Hocbe Solar Dozor nnn «MexceteBow akpaH Solary, yCTaHOBNEHHbIX HAa APYrnX cepBepax;

® [OCTYN K UCTOYHUKaM OaHHbIX U T.4.

MapameTpbl HACTPOVKN OEHTUYHBI MapameTpam B pasgene Cucrema > OCHOBHbIe HACTPOMNKU
> [Nocbe.

[lns BHeCeHWs nsmeHeHnn B NapaMeTpbl HACTPOMKM:
1. B pasgene Alocbe Haxmnte HacTpomnkm.
2. B oTKkpbIBLUENCS BKNAAKE YKaXMTE/M3MEHMTE NapaMeTpbl HACTPONKM U HAXXMUTE COXpaHUTb.

3. MooyepeaHo HaxmuTe kHomnku CoxpaHuTb 1 NMpUMeHUTDL.

HacTpoiikn
Coxpanutb MNpumeHnTL

Cepsuc o6HoBNeRWs J[locke

ABTOMATUUYECKAA CUHXPOHU3ALMSA UCTOYHWKOB
Nocke

* _ -
"EpHD}],H‘-IH[]CTb CMHXPOHW3aUWK _

He pexomeHayeTca 3a4asath NEPUOA MeHbLue 20 MUH

,[l,Cu:IT},fI'I K MCTOYHHMKaM JaHHbIX ' CWHXpOHM3NpOBATh [oGaeuTb

> ADexample

> File example

> 389 Directory Server Example

Puc. 5.2. Pasgen «docbe»: Bknagka «HacTtponkn»

ABTOMaTMYECKas CUHXPOHU3aLMsS NO3BOMSIET UCMONb30BaTb eAnHoe [Jocbe C COXpaHEeHUeM
Bcex umetomxcs B Solar Dozor n «MexceTteBon akpaH Solar» gaHHbIX NEPCOH.

HacTpowka cuHxpoHusaumm [Jocbe onncaHa B PykosoOcmee 1o ycmaHoeKe U Hacmpolke B
pasgene CuHXpoHU3ayusi co CmopoHHUM [Jocke.

Mocne cnHxpoHusaumm [locbe Solar Dozor n «MexceteBon akpaH Solar» (Puc.5.3):
o B «MexceTteBon akpaH Solar» 6yayT MMNOPTMPOBaHbI HOBbIE MEPCOHbI;

* MHOopMaLUA O CyLLEeCTBYIOLLMX NEPcoHax ByaeT AonosiHeEHa UMK 3aMeHeHa.
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Solar NGFW

JNocbe / OnepauMoHHBIA oTAEN

Mepcoknl

Ha ocoGom KoHTpone

OpraHW3aLLHOHHARA CTPYKTYPa

Basunos Urops JlesoBMY
Employees
b

Solar NGFW

pilot-groups

30nnH EBreHnA ADTEMHEBMY -~
ONEpauMOHHBI | : " ~Paen  <fpynny | ~Mepcowy

Ha ocoGom xouTpaRe

BHHAR CTRYNTYPR

Basunos Mrops Nesosir

pilot-groups

30mnH EBreHuR ApTeuMMesse

Onepaumonun

MBICAREBa HIAHa KapnoeHa

TananwHa /lapsa SOMESHa

i

Puc. 5.3. CuHxpoHusauusa [locbe
5.3. CTpyKkTyprpoBaHue nepcoH/rpynn nepcoH

5.3.1. O6wme cBepgeHusA

B pasnene locbe MOXHO 406aBnsATb, NEPEMMEHOBbLIBATbL, NEpeMeLLaThb U yaansiTe NepCoHbl,
rPynnbl NEPCOH WIN KaTeropum rpynmn NnepcoH.

[obaBuTb/NnepenmeHoBaTb/yoanuTb NEPCOHY UK FPyNNy NEPCOH B OPraHN3auUMOHHO-LUTaTHOM
CTpykType (B pasgene OpraHuM3auMOHHaA CTPYKTypa) cpeactBamu «MexceTeBon 3KpaH
Solar» HEBO3MOXHO, T.K. AAHHbIE O NEPCOHAX NOCTYMAKT U3 CTOPOHHEW CUCTEMBI (Hanpumep,
Active Directory).

NMpumeyaHue

Bpems kawuposaHusi 0aHHbIx pasdena [Jocbe cocmasnsgem 5 muHym. [loamomy 0b6HoerneHHas UH-
popmayus Moxxem omobpaxxambCsi He cpady rocsie CUHXPOHU3ayuU.

5.3.2. [leuctBuA C rpynnamm nepcoH

B cTpykType pasgena locbe MOXHO A06aBUTb HOBbLIV pasaern (KaTeroputo rpynn nepcoH) nnm
rpynny nepcoH. [ns atoro Haxmute + Pasgen wnu + Mpynny (Puc.5.4). MNpu go6asneHun
pasgena ykaxute ero HassaHue, npy gobasneHum rpynnbl — pas3gen v Ha3BaHue rpynnol.

O SOLAR 32



Hacrpoiiku +Pasgen | +[pynny | +Mepcony |

HauyHWTe BBOAWTD TEKCT Q,

Ha ocobom KoHTpOne

Puc. 5.4. KHonkn pnsa po6aBneHusi pasgena, rpynnbl UK NEPCOHbI
[na nepeumeHosaHusi rpynnbl NEPCOH:
1. B MeHI0 gencTeuin ¢ cCooTBeTCTBYOWUM 06BbeKTOM BbibepuTe NyHKT PeaakTupoBathb.

2. B oTkpblBLUEMCS OKHE PepgakTtupoBaTh rpynny B rnose Fpynna otpegaktupymnte HauMeHo-
BaHwWe rpynnbl.

3. Haxxmnte CoxpaHuTb.

[ns nepemeweHus rpynnbl NEPCOH B APYron pasgen:

1. B MeHI0 OeNCTBUIA C COOTBETCTBYOLMM 06bEKTOM BblbepuTe NyHKT PeaakTtupoBaTh.

2. B otkpbiBLUEMCA OKHE PepakTupoBathb rpynny B cnucke Pasaen BoibepuTte Hy>XXHbIN pasgen.
3. Haxmute CoxpaHUTb.

Ana ydaneHus BbIGpaHHOW rpynmbl NEPCOH:

1. B MeHI0 OeNCTBUI C COOTBETCTBYHOLWMM 06BLEKTOM BblbEpUTE MYHKT YAAnuTb.

2. B oTKpbIBLLEMCS ANANIOrOBOM OKHe HaxmuTe [a.

+lpynny  +Mepcony

Ha oco6om KoHTpone

WUcnbiTaTenbHbli CPoK

0 VYoanute
Mop nogo3peHvem

Puc. 5.5. MeHI0 gencTBUM € rpynnomn nepcoH
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5.3.3. [lobaBneHue n yaaneHue nepcoHbl

UTtob6bl f06aBUTL NepcoHy B rpynny, HaxmuTe + lNepcoHy (Takum oBpa3omM MOXHO BBECTU
OaHHble HOBOW NepcoHkl). Mpu gobasneHnn nepcoHbl ykaxute ee rpynny, @O n oguH 13 ee
ceTeBbIX apecoB.

MpumeyvaHue

B kamezoputo (pa3den eepxHez20 ypo8Hs) MOXHO dobaenisimb mosibko epyrrkl. CoomeemcmeeHHO,
0rnsi OobasrneHuUs1 NepcoHbl 8 KOHKPeMHbIU pa3den (Hanpumep, BHewHue nepcoHbl) Heobxodumo
cHadasia dobasume epyny 8 amom pa3dern.

[ns yoaneHnsa nepcoHbl N3 BbIGPaHHOWM rpynnbl;

1. HaBeguTe Kypcop MbilUN Ha CTPOKY C OAHHbIMMW HY>XHOW NepCcoHbl (Puc.5.6).

2.
Haxxmute 3Ha4ok .
3. B oTKpbIBLLEMCS ANANIOrOBOM OKHE NoATBepAUTE yaaneHue.

MpumeyaHue

YOansiemasi nepcoHa rnepemewiaemcsi 8 cucmemHyro 2pynny HeudenmughuyupoeaHHble NepcoHbl
(Heob6xo0umo pacnpedeneHue no epynnam > HeudeHmuguyupoeaHHbIe NepPCOHbI).

#%  solarnGFw
+Pasnen + [pynny + Mepcoy [ocbe / MNop nofo3pexnem
Nepcotibi
L06aBuTL Nepcony

Ha ocoGom koHTpone

®no t
WUcnbiTatenbhbii Cpok

#
Ha ysonbHenve ’5‘ CemepukoBa HaTtanbs AHTOHUHOBHA

Mon nonospennem

PacxofioBaHHe MaTepHanbHbIX C... CHerupesa Anuta NoTanosHa
s = BHiMaHue

;.“'J\I YaanuTe nepcoHy Cemepukosa Hatansa AHTOHMHOBHA
&7 w3 rpynnei Moa nopospeHuem?

[ ca ] ber ]

OpraHW3auMoHHas CTpyKTypa

Puc. 5.6. YaaneHune nepcoHbl U3 rpynnbl
5.4. MNony4yeHue nHcpopmaLmm 0 AeATENbHOCTU MEPCOH U Py NepcoH

5.4.1. Nony4yeHue H(popMaLUn 0 AeATENBbHOCTU rPynMbl NEePCOH

[na nonyyeHuns nHpopmaumm o KOHKPETHOW rpynne NnepcoH B pasgene [locbe BbibepuTe co-
OTBETCTBYHOLLMIA pa3gesnt HaBuraumMoHHOM NaHernu, a 3aTem — ofgHy 13 Bknagok (Puc.5.7):
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o [lepCcoOHbI — CNNCOK COTPYAHMKOB, KOTOPbIE BXOOAT B COOTBETCTBYOLLYO rpynny (Puc.5.7).
[Mpn 3TOM eCTb BO3MOXHOCTb MPOCMOTPA Kak OCHOBHbIX CBEAEHWI 060 BCEX COTPYAHMKAX,
Tak 1 NOAPOBHbLIX JAaHHbBIX O KaXXOOM COTPYAHUKE (B KApTO4Ke MNepCcoHbl, CM. pasgen 5.4.2).

-
™ Solar NGFW

+Pasgen  +Ipynny  +Mepcony

Ha 0co60M KoHTpone

WcnbiTatensHbii CpoK

Ha yBonbHenune

Mon nojlo3peHvem

Pacxofi0BaHue MaTepuanbHbix C...

OpraHU3aUMOHHas CTPYKTYpa

Employees

pilot-groups

AIMUHUCTPATUBHOE Y...

JNocbe / Employees

fepconsl

1

‘4‘

ficeHesa Anuca lepMaHoBHa

AHAYKWH AprUcTapx MakapoBsuy
y 3 HY 1€

&

hg;{ HMiHHa Bnagneua M‘eQ)OI:lM‘eBi.ia

‘@ AKyTHH [leHnc CemeHoBUY
.. ECTUTENb HAYANbHIKA OT/IEN:

Puc. 5.7. Paspen «ocbe». lNony4yeHne nicpopmaumm o rpynne nepcoH

o CraTucTUKa 3anpocoB — CTaTUCTMKA MO NocellaeMbiM MepCOHaMM, BXOASALLMMW B FPynny,
pecypcam/kaTeropmsiM pecypcoB 1 06beMy NCMNOMNb30BaHHOMO NHTEPHET-Tpadmka (Puc.5.8).
B rpadmkax otobpaxalTcs cBefeHUSA O pa3pelUeHHbIX U 3abnoKMpoBaHHbIX 3anpocax,
obObemMe BXOOsLLEro 1 NCxoasaLwero MHTepHeT-Tpadmka. B Tabnmuax npmBoasTca BblGOPKU
no Hanbonee noceLlaeMbiM pecypcam, KaTeropmsiM pecypcoB, a Takke CamMbIX CKauMBaeMbiM
TMnam gaHHbIX. Kpome Toro, AaHHble MOXHO OT(hmnsTpoBaTh, MCNonb3ys hunstpsl: Mepuoa,
TOI, CopTtupoBaTth no, 3anpockl, UCKNounTb pecypcehbil.

MpumeyaHue

3adamb 3HauyeHus1 45151 hurIbMPO8 MOXKHO C MOMOUWLIO PACKPbIBAIOULUXCS CIUCKO8 USIU CHEMYUKOS.

OnucaHue 3HadeHul ¢unbmpos cMm. 8 pa3dene [lpunoxeHue F, [lepevyeHb chunbmpoe 0ss
cdopmupoegaHus om4yemos.
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2% SolarNGFW

+Paspen  +Ipynny | +Mepcony

Q

Ha 0co6om i /
3Hauok CBEpHYTbL

VcnbiTaTesionom cpon

Bknagka CTaTucTuka
= 3anpocoB (aKTusHasi)
Jocbe / Employees

CTaTWCTHK 33NPOCOB
Mepuop, Ton

90 Heit (=]

UCKIouuTS pecypes!

Employees

Ha yBonibHeHue 0 rpynne Employees 06bem Tpaguka o rpynne E

20000

Mog nogo3pennem
15000

Pacxof0Bakie MarepranbHbIX C... 10000

5000

OpraHM3aLMOKHas CTPYKTYpa .

01.10 16.10 o111 16.11 0112 16.12 0110 16.10 0111 1611 0112 1612

Employees

6/10KMPOBaHHbIE 3aNPoCh 1010 6939 6147 49176 Bxoaswwmii pagmi 367GB B 2272GB 18173

pilot-groups 1476 10428 9231 73846 — Vicxopsuwwi Tpagmk 1206MB  B427MB 7476 MB 598061

ynne E Ton 25 kaTeropuii no rpynne Employees Ton 25 TMNOB CKaYaHHBIX AAHHHIX N0 TPynne Employees

pilot-users

Cexpetapuar
Wrpbi, oHnaiiH- o o
i i = uipsl M Hewssecthbiii chaitn
Microsoft Exchange Security...
EAa, HanuTKH,

mailru
o —  IypMaHcTBo

M Heuasectubiii chaitn

KpaCHbIM UBETOM BbleneHbl
3abnok1poBaHHble 06beKTb AN
nonb3oBaTenal, BXOAALLMX B
rpynny (B aaHHoM cnyyae pecype
mail.ru)

CratieTika Mo KOHKPETHOM rpyrine nepcoH. [nA kaxaod

rpynnel oToBpaxaeTes onpeaeeHHbIA Habop BUMKeTOB ¢

TabrnLamK U rpadpukaMi, KOTOPLIA MOXHO CBSPHYTL UK
PasBepHYTb, HAKAB Ha COOTBETCTBYIOLLMA SHAHOK

Puc. 5.8. Paspgen «[locbe». NMony4yeHune nHopmauum o rpynne nepcoH. Bknagka «Ctatuctuka
3anpocoB»

[na 6onee getanbHOro aHanu3a AaHHbIe MO KaXaomy rpadmky nnm Tabnuue MOoXHO 3KCnop-
TupoBaTthb B hann copmata CSV (Puc.5.9).

Employees

KonuuecTBo 3anpocoB no rpynne Employees

[ 3kcnopTeCSV

20000

15 000
10 000

5 000
Jkcnopt B CSV

0110 1610

Excel guanekr

=

3a6N0KMPOBAHHbIE 3aNpot
Pa3peLieHHble 3anpochl

OTMEHWUT

Puc. 5.9. NonyyeHune nucpopmauum o rpynne nepcoH. Bknagka «CtatucTuka 3anpocoB»: 3KCNOpPT
AaHHbIX B CSV

5.4.2. NNony4yeHune nHopmaLmm o AeATENTbHOCTU KOHKPETHOU NepPCOHbI (KapTouKa
NepCoOHbI)

KpaTkyto MHpopmaumio 0 COTpyaHWKE MOXHO MOMYy4YnTb, OTKPbIB €ro KapToyky. [ins atoro B
cnucke nepcoH (B pasgene flocbe) BbibepuTe CTPOKY C AaHHBLIMWN HY>XHOIO COTPYAHMKA, HaXXaB
B obnactu ero N0 (Puc.5.10).
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#  Solar NGFW

+Pazien  +fpynny  +Mlepcony

HauHuTe BBOUTH TEKC

Ha oco6om KoHTpone

WcnbimareNbHbli CpoK

Ha yBonbHeHue

Mop nopospeHvem

Jocwe / Employees

MepcoHb!

[MepcoHanbHble AaHHble 0 coTpyaHuke: GO,
toTorpacus, AOMKHOCTb, NoApasAeneHe
KomnaHuu, TenedoH, GUO pykosogutens

MopoHwuk borgan Onerosny

Menefuiep npoaykTa

pilot-users

PacxofoBaHue MaTepuasibHbIX C...

(%)

MPUHAT 10 ABT 2016 (CTa 4 FOAQ 4 MeCAUA

OpraHn3auMoHHas CT| 2
p PYKTYP: [lakHble o cTaTyce (MpuHST/ yBoneH)

W rpynnax nNepeoH, B KOTOPbIE BXOAWT
COTPYAHHK

(@ Tyrasesa Enetia Guannnosiig
& CeTeBble daHHble
coTpyaHHka
poronik@gmail.com

i 8

Employees

pilot-groups

pilot-users

Cexperapuat 10.201.26.16

Puc. 5.10. Pazpgen «[Jocbe», cnucok nepcoH. KpaTkas kapTouka nepcoHbl
MoapobHyto nHOPMaLMIo O COTPYAHUKE MOXHO MOSYYUTb, OTKPLIB €ro MOMHYK KapTOYKy
(Puc.5.11). [ins 3TOro B KpaTKOM KapTOYKe HaXXMUTE 3Ha4OK .

B nonHow kapTovke NepcoHbl MOXHO MPOCMOTPETb BCH MMEILLYIOCA NMUYHYIO U KOHTaKTHYHO
nHcopmaumio o nepcoHe (Bknagka OcHoBHoe, Puc.5.11).

[ns 6onee ynobHOro NpocMoTpa KapToYKy NepCcOHbI MOXXHO OTKPbLITb B HOBOWM BKNagke Gpay-

3epa, HaXXaB 3Ha40K .

KHonku nepexona KHonka nepexoga k KHonka gna

Kxonku ans KHorka ans
MEXaY KapTouKkamm BbIBopy kapTouek Ana KOMMpOBaHWA ynpaBneHHs -
MNEPCOH, OTHOCALMXCA 0BbegMHEHUA AaHHBIX CChINKKM Ha KApTOUKY MPOCMOTPOM KapTOHKH KApTONKI
K O4HOW rpynne OBy U Bonee nepcoH B bychep obmeHa

Npepsipyuian nepcoka CRegyIouan nepcoka COBMMHHT KIPTOURA

Paitabepr Bacunuca
AnexcanpposHa
J NOCTaBHTE Ha KOHTPONL
MCnuiTaTentkbif Cpok Moa nogospennem

PR-Menene|
i Mpecc-caym6a

5-1-5-21-793904598-20_.
vraizberg
Raiz 01.07.2019 15:40:26

raizberg@companyru

15.01.1987 &

@ ocnomee

Tpad
THIlo! JEHHDIX 1921051722

pe-yiaksenchuka.mzpro.
MWypHan

Puc. 5.11. NonHasa kapToyka nepcoHbl (Bknagka « OCHOBHOE»)

Ha Bknagke Tpaduk (Puc.5.12) otobpaxkaetca ctaTucTMka no nocewiaembiM NepCoHON pe-
cypcam/kaTeropusim pecypcoB 1 o6bemMy MCNONb30BaAHHOIO MHTEPHET-Tpadmka. B rpadumkax
oTOBpaXkarTCsa CBEAEHNA O pa3peLLEHHbIX M 3a0roKMpoBaHHbIX 3anpocax, 06bemMe BXOAALLETO
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N ncxopgsLLero nHTepHeT-Tpaduka. B Tabnuuax npusoaatcs Bblbopkun no 25 Hanbonee noce-

LaeMbIM NepCoOHON pecypcaM v KaTeropusiM pecypcoB.

Ha aton e Bknagke aadMUHUCTPATop ©e3onacHOCTN MOXeT NPOCMOTPETL CTAaTUCTUKY NO
Cpa6OTaBLLII/IM paspeLlarwmnm 1 3anpewarinm npasunam nosinTUkn n o61:emy Tpad)lea anda

Kaxgoro n3 HuXx.

Solar NGFW/

MpenbinyIas nepeo._.

‘ Q) FEEEENEILO R
’% J
v

3aBeflylwnii cekpeTapuaTom

Cnenylouas nepcoHa

10 Aer 2016 4ropa’5 mec

OcHoBHoe

> Tpaduk

Tufibl AGHHBIX

Hypran

COPAMHWTE KapTOUIM

Mepuop CopTupoBatk no

180Hen B 25 KonuuecTsy 3anpocos

Konuvecrso 3anpocos

0
01.08 01.10 0111 01.01

bl 5 2
55

Pecypcbl ¥ kaTeropum pecypcos

Ton 25 pecypcos 2r0 yposHst

mailru 4228 MB
mailru 3711MB
mirtesen.ru 3695 MB
livejournal.com 3143 M8
reddit 3440 MB

yaplakal.com 2488 MB

Cpa6oTaBLune Npasuna NOAUTUKKM

CpaGoTaBvie pa3peLLaloLLye NPABIAN NOTHTHKH

t/apply next CONTINUE

Decryption/BckpbiTve SSL MITM

[OcHoBHas noNMTAKa]/OnpesenieH e KaTeropuii
pecypcoa

Decryption/Bckpbitne SSL CONTINUE

CKONMPOBATH CCHITKY

DETECT_CATEGORY 778

lMownck nepcoHbl

OTKpbITH B HOBOW BKNafKe  CBEPHYTb KApTOUKY

3anpoce!
Bce (6€3 TexHUueckoro Tpacuka)

O6bem Tpaduka
200 MB
150 MB
100 MB
50 MB

0MB
01.08 01.09 0110 011 0112 01.01

BXoAALMIA TPacUK 19MB  182MB  144MB  16GB

= Vicxonswmii Toadmk omB 1MB OMB  4MB

Ton 25 KaTeropuit

Monosoe BOCMMTaHMe

Vr(opmauna

A3apTHBIE UIDbI, OHNAFH-KA3UHO

Cpa6oTaBiuve 3anpeuiaioLLe NPaBuNa NOTHTUK

[OcHoBHas NONMTHKE ]/BNOKMPOBK
3aNpeLLeHHbIX PECYPCOB B 3aNPOCaX

DENY 191

[OcHOBHAA NONMTUKA]/BNOKMPOBKA

DENY 147
6patHbix HeUeH3YPHbIX 3aNPOCOB

Puc. 5.12. NonHan kapTo4yka nepcoHbl (Bknagka «Tpaduk»)

Ha Bknagke Tunbl aaHHbIX (Puc.5.13) otobpaxkaeTca cTaTtuCcTMka No KOnmMyecTBy 3anpocos,
0b6beMy MHTepHeT-Tpadmka U TMNam AaHHbIX, OTAPaBAEHHbIM MM NOMYyYEHHbIM NEPCOHOMN.
padmkn oTobparkatoT CBeAEeHUs] O pa3peLleHHbIX U 3abnoKMpoBaHHLIX 3anpocax, oobeme
BXOASLLErO N UCXOASLLEro UHTEPHET-Tpadumka Ans nepcoHbl. B Tabnuuax npneoasTcs BbIGOpku
no 25 Tmnam gaHHbIX, Hanbornee YyacTo nony4YaeMbiM 1 NepeaaBaeMbiM NEPCOHOMN.

MpumeyaHue

KpaCHbIM usemom 8 mabrnuuax ebidernsiemcsi 3a6ﬂOKUp068HHbIL7 mun OaHHbIX.
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Solar NGFW

MNpeabiaywas nepco... Crenylowas nepcona

‘% \  boravesa Nonuwa Cemenoara
o4

3aBeqyuuit cexpeTapuaTom

10 ABr 2016 4ropa 5 Mec

OcHoBHoe
Tpauk
TUNbl faHHBIX

ypHan

CoeauHUTS KapTouKH

Nepuos 3anpocsi

180pHen B 5 Bce

TANbI faHHbIX

Ton 25 TUNOB CKAYAHHBIX AAHHBIX

Hew3seCTHan Kateropus / HewssecTHbii (haitn

Hen3BecTHan kateropns / HewsecTHbiA iain

MynsTumenva / Bugeo 8 (hopmate MPEG, MPEG-4,
MPEG-TS

3 TEXHAYECKOTO TPachnKa)

CKOnMPOBAT CebinKy

OTKPLITb B HOBO BITAAKE  CBEPHYTb KAPTONKY

0Gbem Tpachuka
200 MB
150 MB
100 MB
50 MB

09 0110 o111 0112 0101

19MB  182MB  144MB  1GB

omB 1MB OMB  4MB

Ton 25 TNOB MepenaHHbiX AaHHbIX

Hew3BecTHan KaTeropun / Hew3secTHbiii (aitn

Heu3BeCTHan kaTerophA / Hew3secTHbiA hain

MynsTumenua / Bugeo 8 popmate MPEG, MPEG-4, MPEG-
TS

MnhonmauMonsbe TexHONOrUM £ KACKANHAR TARNML

Puc. 5.13. NMonHaa kapTo4yka nepcoHbl (BKNaaka « Tunbl AaHHbIX»)

Ha Bknagke XypHan (Puc.5.14) otobpaxaetca ctaTucTuka no noceLiaemMbiM NeEPCOHON pe-
cypcam/kaTeropmsam pecypcoB, paspeLleHHbIM 1 3abrokMpoBaHHbIM 3anpocam. B 3aBucmumocTun
OT BblOpaHHbIX 3Ha4YeHW B Tabnuvue MoryT 6bITe NpuBeaeHbl cBeageHnsa o npotokone HTTP,
kogoe HTTP-oTBeTa, 3aronoBkax 3anpoca, IP-agpece ncroununka, URL 3anpoce, URL napamer-
pax, URL nytu, gaHHbix User agent, rpynnax nepcoH, npaBurax 1 CNosix NONNTUKN, pesynsTatax
NpOBEpPKM, cTaTycax unsTpalmu.

C nomouubto (*)I/IJ'Ipra KonoHKN MOXXHO N3MEHUTL H860p 0To6pa>|<aeMb|x B Ta6r||/|u,e KOJTOHOK.
,D,J'IFI 9TOro B pacCKpbiBawLEeMCA Crincke Bbl6€pI/1Te Ha3BaHUA HY>XXHbIX KOJITOHOK.

CoenmuTs, KapTOwIoH Conuposath ccwnxy | OTKkpuiTL B HOBOR BITARKE | | CoepHyTh KapTosy | | 3akpuih

Nepuon KonoHKiA 3anpocel HTTP-Kop,

=] URL nyTb Bce Bce v Bce

Jiamut

Pecypcei

7 puent

g HopoTaesa Mapra THMYpOBHa

wt
aTeropuM

VHKeHEep N0 HCnNyaTaumi
100
410 Asr 2016

3rona 7 mec ¥ypHan (nepasie 100 cTPoK)

11.03.2020 13:24:50 login skype.com Jupload/iblock/759/75%e118a88094aec5dc154fb4568df69 png

/Z29waGVy0IBvem9zaW 5mb251d3MucnUvYXI0aWNsZXMcZViZW5vdmljaClwb3 RyeWFzbGEtcHzaGSve
SAncnVkeXUtdS1iVXNZzZXIYS Imb3RVITEONDM30DI=/

OcnoaHoe

11.03.2020 13:20:14 google.com

03.2020 13:06:49 instagram.com /album/omsk/sculpt/indexhtm

= Tpadmn

06:40 web.skype.com /ftogliatti/37 files/alst_provider gif

TMNL SaRHEX 11.03.2020 12:42:03 wiw.cybersportru /afafanasxew_r_s/text_0230.shtml

11.03.2020 12:34:46 instagram.com /togliatti/37 files/aist_provider gif

Hypuan

11.03.2020 12:29:40 login skype.com /0x1/1861.htm

11.03.2020 12:26:45 okru /tvarhtm

11.03.2020 122112 www.Ins-counter.ru /a/afanasxew_r_s/text 0230shtml

11.03.2020 12:13:08 okru /a/afanasxew_r_s/text_0230shtml

11032020 12:12:34 yaplakal.com /preld /social jpeg

11.03.2020 120546 lenta.ru /bxt/1861.htm

Puc. 5.14. NonHasa kapToyka nepcoHbl (BKnaaka «KypHany»)

CeeneHus Ha Bknagkax Tpaduk, Tunbl gaHHbIX 1 XypHan otobpaxeHbl 3a nocnegHue 7
OHen. 3TN AaHHbIe MOXXHO OTCOPTUPOBATb NO 3HAYEHUSIM, BbIGPaHHBIM C NOMOLLbIO (OUBTPOB
Puc.5.15.
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Mepwon CopTHPOBaTL NO 3anpocsl

Konwuecrey 3anpocos v Bce (623 TEXHHYECKOro TpagmKa)

MNepwon Ton 3anpocsi

25 Bce (6€3 TEXHWYECKOTO TPA(HKA)

MNepuog, an Pecypcbl 3anpocs! HTTP-xop
Bce

e MMt

100

Puc. 5.15. NMonHan kapTo4ka nepcoHbl (BkNagku «Tpaduk», » Tunbl gaHHbIX» U »XKypHany»)
5.5. Onepaunm ¢ AaHHbLIMU NEePCOH
5.5.1. NepeyeHb onepauun ¢ AaHHbLIMU NEPCOH
Monb3oBaTenb MOXET BbINONHUTL CReayoLmne onepauum ¢ AaHHbIMU NEPCOH:
o [o6aBnTb NpMMeYaHus, KOMMeHTapumn n annel (cMm. pasgen 5.5.2).

o OTpenakTnpoBaTb OCHOBHbIE CBEAEHMSI O NepcoHe (CM. pasagen 5.5.3).

e OObeaMHUTb OaHHble OAHOW MEPCOHbI, XPaHSLWMECS B pasHbiX kapTodkax (00beanHuTb

KapTOYKM NEpPCOH, CM. pasgen 5.5.4).

e JkcnopTuposaTb CBeAeHUs 0 nepcoHe B oopmat vCard (anekTpoHHas BU3UTHAs KapTodka).

[lns aToro B NOMHOM KapTo4Yke NEePCOHbI HAXMNTE DKCMOPT MNEPCOHbLI.

e YpoanuTb NepcoHy, cosaaHHyto cpeacteamm «MexceTeBon akpaH Solary (T.e. He BXOASLLYHO
B rpynny OpraHu3aunoHHas CTpyKTypa). [1ns 3Toro B NOMHOM KapTOUKe NEePCOHbI HAXMUTE
Yaanutb Nnepcory v ganee B 0To6pasunBLLIEMCS AMATNIOroBOM OKHe NoATBepAuUTe yaaneHue

(cm. pasgen 5.3.3).

5.5.2. [lo6baBneHne npumMmevyaHMn, KOMMeHTapueB u ¢pannos

B nonHoit kapTouke NepcoHbl agMMHUCTpaTop Ge3onacHOCTU MOXeT Ao6aBNsTb TEKCTOBbIE
nprMeYaHusi. Tak MOXHO ykasblBaTb, HAaNpUMep, peEKOMeHAaLMM No AarnbHenwemy HabnoaeHmo

3a NepCOHOM, HaNMOMUHaHUS, 3amMmedyaHns U T.0.
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Mone BBoAa KHonka KHonka pobasnexus
TeKcTa pobasneHus chaiina

NpUMEYaHKA NpUMEYaHna

A\

ObnacTe NpUMeYaHms;
] aBTop, AaTa U Bpems
pobaBnenus, TekcT

npUMeYaHus uunu tbaﬁn)

ie kalinkin 16.03.2018 18:22:51

iekalinkin 16.03.2018 11:04:25

iekalinkin 16.03.2018 11:03:47 KHonka yganeHus
BRI npuMeYanHus (oTobpaxaeTcs
NP1 HaBEAEHUM Kypcopa Ha
obnacTb npMMeyvaHns)

Puc. 5.16. NonHasa kapToyka nepcoHbl: Aob6aBneHue, NpocMoTp U yaaneHne npuMmevyaHun
[na pobaeneHns npumeYaHus:

1. B bnoke and pa6OTbI C npuMedaHunaMn B COOTBETCTBYHOLLIEE MNON1e BBeaAUTe HGO6XOD,I/IMbII7I
TEKCT.

‘ Haxmute .

[na nobaeneHus danna:

1.
B 6noke gns paboTkl ¢ npuMedYaHuamMm npukpenute dann, Haxkas KHOMKY

2. I'Ipm HeO6XO,EI,I/IMOCTI/I B COOTBETCTBYHOLLEE MNnoJfie BBEOUTE TEKCT.

0 Haxmute .

Ansa ynaneHus npyuMeyaHus:

1.

HaBenuTe Kypcop Ha 06nacTb HY>KHOTO NMPUMEYaHUsSt U HAXMUTE .
2. B oTtobpasuBLIEMCS AMANOroBOM OkHe YAanuTb npumMevaHue? HaxvuTe Oa.
5.5.3. PepaktnpoBaHue gaHHbIX NEePCOHbI

AamuHncTpatop 6e30nMacHOCTY MOXET U3MEHATb OCHOBHYIO MHGpopMaumio o nepcoHe. K aton
NHOpPMaLMM OTHOCATCSA CBeAEeHMUS, OToOpaKatoLmMecsi B MOSTHON KapTOYKe NEPCOHbI.

[nsa nepexoaa B pexvm pefakTMpoBaHNUS AaHHbIX MEPCOHbI B NOSIHOM KapTOYKe NEePCOHbI Ha-
Xmute Pexum pepaktupoBaHus. ocne aTtoro 6mokn AaHHbIX, KOTOPble MOXXHO OTpeaaKkTu-
poBaTb, CTaHyT NogcBeYeHbl NyHKTUpoMm (Puc.5.17). [Ins Hayana naMeHeHus 4aHHbIX HaXXMUTE
B nobom mecTe 6rioka, cogepkallero AaHHble NepCOHbI, KOTOPbIE HYXXHO OTPeAakTUpoBaTh.
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Npensyuan nepecora  ChGRYIOWIaR Nepcona

Paiabepr Bacunuca
b AnexcanpposHa
NOCTaBUTL H3 KOHTPORL

=

MCIUITATERBHMA CPOK Mo NoRo3peHMem

PR-meneqep
xep Tpecc caywsa

a1 10.08.16 3 roga
21-793904598-20. 15.01.1987 &

01.07.2019 15:40:26

@ o oe raizberg@company.ru

Tpagpmx
192105.1722
THAB! fAHHBLIX pc-yiaksenchukamzpro..

Puc. 5.17. NMonHaa kapTo4yka nepcoHbl. PeXxum peaakTupoBaHUA OaHHbIX
,D,ﬂﬂ M3MeHeHNA OaHHbIX NMepPCOHbI:

1. B nonHon kapTouke NepCcoHbl NeEpenanTe B pEXUM pedakTUpoBaHus, Haxkas Pexxum pepak-
TUPOBaHUS.

2. Haxmute B ntobom mecte 6rnoka ¢ AaHHbIMU, KOTOPbIE XOTUTE U3MEHUTD.
3. B oTkpbIBLIEMCS OKHE PegakTupoBaTtb n3ameHuTe n/mnu gobasste gaHHble (Puc.5.18).
4. Haxkmute CoXpaHUTb.

[lna Bbixoda M3 pexuma peaakTUpoBaHMS OaHHLIX B MOMHOM KapTOYke NEPCOHbl HaXMuTe
BbINTK U3 pexxnma peaakTUpoBaHUS.

OKkHO ONA U3BMEHEHUA
OaHHbIX bnioka DoTo

@o

L00]

OKHO ANs U3MEHEeHUs
[HaHHbIx brnoka Agpeca

3. NOMThLI

Nogpasnenexue PefaKTHPOBATE:

LloNKHOCTs

OKHO ANS U3MEHEHUA
LaHHbIX brioka
MepcoHankHbIe AaHHbLIe

Puc. 5.18. Pexxum pegaktupoBaHUA AaHHbIX: MPUMepPbI OKOH ANsl peAaKTUPOBaHUsi CBeAEHUN O
nepcoHe

5.5.4. OO beaAnHEHUE KapTOYeK NepPCoH

MHorga gaHHble O4HOMO M TOrO XXe YernoBeKa XpaHATCA B pa3HbIX kKapTodkax. Hanpumep, ecnu
OfjHa KapTo4ka NnepcoHbl Bbina nonydeHa n3 BHELLHeN cuctemMsl (Hanpumep, ns Active Directory),
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a gpyras — cosfaHa cpeacteamm «MexceTteBon akpaH Solary. [1ng Takmx criyvyaes B cucteme
€CTb BO3MOXHOCTb 00beaUHATL HECKONMBbKO KapTOYEK B OAHY.

BHumaHume!

MoxxHO 06BE0OUHSIMB!

Heckonbko kapmoyek, coddaHHbix cpedcmeamu «Mexxcemesol akpaH Solary. [Npu amom Heobxo-
OUMO yKa3amb, 8 KaKyro U3 Kapmoyek ormKkHbI 6bimb CKOMUPO8aHb! OaHHbIe (OCHOBHYIO KapmouyKy).
OcmarbHbie kapmoyku 6ydym asmomamuyecKku yOaseHabl.

Kapmouku, co3daHHbIe cpedcmeamu «Mexxcemesoli akpaH Solar», ¢ 00HoU kapmoy4kol, 8 Komopou
XpaHamcs OaHHbIe, MoJlyYeHHbIe U3 eHewHel cucmeMbi (Harpumep, u3 Active Directory). lNpu
3MoM 8 Kayecmee OCHO8HOU Moxem Obimb yKasaHa MmoJsibKO Kapmoyka ¢ 0aHHbIMU U3 8HewHel
cucmemsbil.

[lns o6beanHeHns kKapToyek:
B nonHow kapToyuke NepcoHbl HaxmnTe O6bLEAUHUTL KAapPTOUKM.

B otobpasuBLueMcs okHe O6beanHeHue KapTovek (Puc.5.19) B nouckosom none Bbibe-
puTe nepcoHy BBeauTe gaHHble (PO unu agpec) Tpebyemon NepcoHbl 1 B 0TOOpa3us-
LLUEeMCS CMMCKEe BbIOEPUTE HYXKHYIO MEPCOHY.

I'Ipm HeobxoanumMocTu noBTOpUTE n. 2, T.K. cMcTeMa No3BONSAET coeauHsaTb ABe u Gonee
KapTo4ek.

CpaenaiiTe OCHOBHOM KapTouky, B KOTOPOW ByayT coXxpaHeHbl AaHHble U3 APYruX, BKIOYMB
COOTBETCTBYHOLLYIO ONLMUIO.

Haxmute CoxpaHUTb.
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OGbeamHEHHE KapTOMEK

OBLeauHeHHe KapTo4eK, Co3AaHHBIX
cpegcTBamu cucTembl. [pu yerosuu, uTe
B O/JHOW KApTOUKE XPaHATCA AaHHbIS,
MONY4SHHBIE 13 BHELUHSI CHCTEMBI
(Hanpumep, us Active Directory)

B 3ToM cnyyae ocHOBHON KapTouKol
MOXeT BbITb yKasaHa TONbKO KapToska ¢
[aHHBIMW U3 BHELUHE CUCTEMbI

Bubepure
ocHoBNy0 KapTy

@10
06be/MHEHHE KaPTOYeK

BOAKHOCTE
Nogpasgenenme
NpHHAT

Bubepure

Nouta U CHOBHYIO KapTY

Skype

— e o0

7 S—
Os'bepMHeHVle KapTo4eK, co3aaHHbIX npuwst

CpeaCTBaMH CUCTEMBI.
MoxHo ykazaTh OCHOBHYHO KapTOMKY, o
YCTAHOBUB COOTBETCTBYHOLLMUIA
nepeknkoyaTenb B NONOXeHUe on/ Skype

Puc. 5.19. O6beanHeHne KapToyeK NepcoH

5.6. None «lMonck nepcoHbI»: onepaTUBHbLIA AOCTYN K AaHHbIM O
nepcoHe/agpece

[nsi onepaTnBHOro JOCTyNa K AaHHbIM O MEPCOHE B KaXO0M pasgene nHtepdgerica nMmeercs
none NMounck nepcoHbl. C ero NOMOLLbIO MOXHO MCKaTb NEPCOHY MO criegyowmm atpnbyTam:

PNO;

OOIMKHOCTb;

agpec 3MEeKTPOHHON NOYThI;

Skype (ums y4eTHOM 3anucun nonb3oBaTtens Ans asTopmsaummn B Skype);

ICQ UIN (ngeHTncbmkaTop y4eTHOM 3anucuy nonb3oBaTens Ans astopmsaumm B ICQ);

Login (Mms y4eTHOW 3anmcu, No4 KOTOPOW MOSb30BaTENb BOLLEN Ha NOKANbHY MallUuHY.
Hanpumep, ivanov.ivan);

SID (ngeHTudurkaTop 6e3onacHOCTM y4ETHOWN 3anucuy nonb3oBaTens KomnbloTepa);

Windows-login (MMsi y4eTHOW 3anucu, Nof KOTOPOW MOrib30oBaTtesb BOLLEN Ha JIoKarnbHY
MaLluHy, B BUae <gomeH\uMs nonb3osatens>. Hanpumep, domain\ivanov.ivan);

IP-agpec (IP-agpec nokanbHOM MallnHbl NoNb3oBaTens);

MMS XOCTa (MMS NoKanbHOW MalLUHbI NONb30BaTENs).
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BHumaHue!

lMouck 3anyckaemcs npu egode He MeHee 3-X CUMBOJIOB U 8edemcs NO BCeM BbllleyKa3aHHbIM
atpubyTam. [Tpu amom ULUymcs MoJIbKO me MepPCoHbl, 8 OaHHbIX KOMOPbIX UMeemcsi cognadeHue
HavanbHbIX CUMB0/I08 C 88€0€HHLIMU (Hanpumep, 8 hamunuu, UMeHU u/umu OO/HKHOCMU, CM.

Puc.5.20).

Xabubosa Kcenuna CeaTocnaBoBHa

[24] a

Mepconst (5 13 5)
3 ﬂy‘MnmﬂTa(MR fepmaHoBHa -
PR-mee TED F
ngloyeespilot-users
inpen PogroHoBuY
) TyaTaymm

QL

Employeespilot-use
Bens3esynosa JopaHa AmaTonsesHa mrs,TosterT

SMTH

@ IC:?HTMI(DE.E.IBIEHVM Bn‘uecnamswu MN)KETOHOMTMH
¥ T ot-users pilot-users
8

Emr

M'IMK WHDOPMELHOHHORA BE30NacHOCTH
pilot-users

CanTbikoB EBreHwin Bayecnasoeny

enun (BATOCNABOBHA -

Puc. 5.20. Oco6eHHOCTM NOUCKa NepCoOH: NOUCK BeAeTCA OQHOBPEMEHHO Mo HECKOSIbKUM
aTpubyTam nepcoHbI

Taknum o6paaoM, ana onepatnBHONO NoryvYeHuaA cBefeHnn o nepcoHe:

1. Beegute B none MNouck nepcoHbl He MeHee Tpex TpebyeMbix cMMBONOB. HaunHas ¢ Tpe-
Tbero cMMBona, No Mepe BBoda cucrema Byaer otobpaxaTb COOTBETCTBYIOLUMI CMNCOK
nepcoH/agpecoB, B aHHbIX KOTOPbIX €CTb COBMNaAeHne HavarbHbIX CUMBOIIOB C BBEAEHHbIMU
(Puc.5.21).

2. B cnucke nepcoH/agpecoB BbibepurTe CTPOKY C HYy>XHbIMKU AaHHbIMKU. OTOBpa3nTcs KapToyka
STOW NEepPCOHbLI/3TOro agpeca.
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Mepcons (4 1z 4)

@ Esgoxum McTHCNaBuy PoRzMar
Empl

{ Ezgokny JasHenosny 3eneHcenn NonxHoCTe 3aBeyiowmin (HasanbHK) OTAENOM Hay4HO-
- ! -
=" I ) TEXHHUYECHOA HHIPOPMALIMA

pilot-users
3 r
=]
-1 3

3onuvH EBAOKUM AHLPOHOBUY

o

e

E

MpanaT 10 Asr 2016 (Ctax 4 roga 7 MecAles

ea.zolin@akbprogress.ru

Puc. 5.21. OnepaTMBHOe€ nosy4yeHue AaHHbIX O COTPYAHUKE
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«MexceTeBow akpaH Solar» obecne4ymBaeT KOHTPOMb NPOXOASLLEro CETEBOro Tpaduka ¢ no-
MOLLbIO CO3AaHHbIX 0dmLIEpOM Oe30nacHOCTM NpPaBuU aHanunsa, Mx 00paboTKn N UCKNIOYEHWI
13 HMX. Takne npasuna BKMOYAKOT B cebs yCrnoBmsa NpoBepku Tpaduka n Habopbl 4eNCTBURA,
KoTopble cpabaTbiBalOT Npu BbINOMHEHUN ycroBuin. COBOKYMHOCTb 3TUX NpaBun obpasyer
NonUTUKY MHpopMaLMOHHOM 6e30nacHOCTMW.

O6paboTtka Tpadumka, NOCTynatoLLEro B CUCTEMY, BbINOMHAETCS C NOMOLLbIO (ounsTpa — cne-
UnanbHON NporpaMmMbl, aBTOMaTUYECKN reHepmMpyeMon Nno 3agaHHbIM YCNOBUSIM U NpaBuiam
duneTpaumun. Ona HacTponku npaBun unbTpaumm oduuep 6e3onacHOCTU MUCMNONb3yeT
onpeaeneHHbli HAabop NHCTPYMEHTOB U 371EMEHMO8 MOUMUKU.

OcHoBHble anemMeHTbl nonutukn Vb npuBeaeHsl B Tabnuue ganee.

Tao6n. 6.1. OcHoBHbIe anemMeHTbI nonuTukn Ub

HasBaHue OnucaHue

Cnou npasun nonutukm |Habop npasun n/munu UCKMOYEHWUI MONUTUKKN, KOTOPLIV NpegHa3HayvyeH Ansd peleHns
KOHKPETHOW 3afa4vun nonutukm (nogpobHee cm. pasgen 6.4).

Mpasuno OnemMeHT NonuTuKK, coaepxalumi Habop yCrnoBuIn, KOTOpble NPOBEPSET cuctema, u
Habop AEeNCTBUIN, KOTOpblE BbLINOMHATCA B Cryyae YCNELHOW MpOBEPKN YCIOBUN.
MpaBuna rpynnupytoTca B Habopbl NpaBun MNONUTUKM (CIOW NPaBwm MOMUTUKK, CM.
pasgen 6.5.1), 4TO NO3BONSIET MCMNOMNBb30BATh CIIOXHbBIE aNropUTMbl NPOBEPOK.

WckntoveHne OBBbEKT MONUTUKN, cogepxawmmn Ha6op yCJ'IOBVIIZ, KOTOpPbI€ NPOBEPAET CUCTEMA C LieJblo
NCKIKOYeHna nccnegyemoro o6bekTa n3 NPOBEPKU B TEKYLLIEM CI10€. Mpn bopmupoBaHnn
NCKIMKOYEHNA MOXKHO yKa3aTb TOJIbKO yCIioBUA.

Ycnosue Jlornyeckoe BbipaxeHue, NpMMeHsieMoe K 06BbEKTY CUCTeMbI 1 Bo3BpaLlatoLlee nnbo
3Ha4eHwne "ncTuHa" (ecnu oObLEKT YAOBMNETBOPSET JAHHOMY YCINOBUIO), MM60 "noxe" (B
WHOM cry4ae). YcrnoBust MOryT 6biTb MPOCTBIMU U CIIOXHBIMMU.

[Hevictere Hencrteue (onepauusi), KOTOpoe HEOOXOAMMO NPUMEHUTb K OOBLEKTY MO pe3ynsratam
NpoBepKn ycnosui. Hanpumep, nepegada 3anpocoB M OTBETOB, NepeHanpaBneHune
Tpacduka. [1efcTBMA ABMAOTCA CUCTEMHBLIMM 3NEMEHTaMu MONUTUKM U 3a4aloTcs B
npasunax. CUCTEMHbIE areMeHTbI MONUTUKN NONb30BaTeNb HE MOXET co3aaBaThb, pe-
AaKTMpoBaTb UNN yaansTb.

HenctBua Moryt OblTb OCHOBHbIMU W OOMOIHUMESbHbIMU, YCIO8HBbIMU W 6€3yCr108HbIMU.
OcHoBHble genctans ByayT NnpUMeHeHbl K 0OObEKTY Npu BbINOMHEHUS NpaBuna B NEPBYO O4e-
peab. MNocne Bbibopa OCHOBHOrO AENCTBUSI MOXHO BblOpaTb OAHO UM HECKOSbKO OOMOMHM-
TENbHbIX OEVNCTBMIA. HO 3TO BO3MOXHO TONbKO B npouecce hopMupoBaHum npasun U/vnm nc-
KrodeHun ans ovneTpaumm 3anpocoB UM OTBETOB.

Mpwn BbIGOPE HEKOTOPLIX OCHOBHLIX M AOMOSTHUTENbHBIX AENCTBUIN O0TOOpa3nTCa OQHO Un He-
CKOJbKO JOMOSNTHUTENbHBIX MOSIEN, B KOTOPOM HEOBXOOUMO YKa3aTb COOTBETCTBYHOLLEE 3HAYEHUE.
Hanpumep, npu Boibope gencteus CBaA3aTb ¢ NepCOHOM BPY4HYH, 0TOOpasuTcs none, B
KOTOPOM HeOOXO0AMMO yKasaTb NepcoHy. B ogHOM npaBuie MOXHO 3agaBaTb HECKONbKO 40-
NONHUTENBHbIX AENCTBUIN, HO NMPU 3TOM MaKCUMaribHOE KOSIMYECTBO LOMOSTHUTENbHbBIX 4ENCTBUI
He JOImKHO ObITb OonbLue 7.
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MpumeyvaHue

YcnosHble delicmeusi He nMpueodsim K ebixo0y U3 Yukna obpabomku noumuku, m.e. He Hapyuiarom
ecmecmeeHHOU HUCXo0siLel npo8epKuU rnpasusl (ceepxy-8HU3) U Mo2ym 8bIMOoSIHIMbCS rnocriedosa-

meJibHO.

lpu ebinonHeHuUU 6e3ycrnosHbix delicmeauli obpabomka nonumuku rnpexkpawaemcs. K 6e3ycroeHbiM
delicmeusiM OMHOCSIMCS 8ce 0CHO8HbIe Oelicmeusi, kpome: Hu4e2o He Aestamb u Paspewums 3anpoc
(docmyriHO MosbKO 8 crioe ¢hunibmpayuu 3anpocos).

B Tabnuue npaeun omnsTpaumnm 3anpocoB 1 OTBETOB B KONOHKe [lencTBUA OyneT otobpaxkeH
COOTBETCTBYHOLUMIA 3HAYOK BMECTO Ha3BaHUS AelcTBUsl. KonnyecTBo BbIOPaHHbIX AOMOMHM-

TernbHbIX AENCTBUN

OygeT ykasaHo Haj 3Hadkom (Hanpumep, .). OnuncaHne Bcex 3Ha4koB

npveegeHo B Tabn.6.2.

Tabn. 6.2. 3Hauykmn Ansa 0603Ha4YeHUsA OCHOBHbIX JeNCTBUM Npu POpPMUPOBaAHMU NMpaBun
¢hunbTpauum 3anpocoB U OTBETOB

Hencrteue 3Hauok

Hwyero He genatb

O

3abnoknpoBatb

(>

3anpocutb nogTBEPXKAEHNE

[MepenanpaBuTb

PaspewmTe 1 He npoBepsTb ()
panblue

Paspeluntb Yepes proxy-cepeep 9

PaspeLumnTb 3anpoc

o

MposepuTb cepTndukar

MoapobHee o0 paboTe C OCHOBHbLIMUW SrlEMEeHTaMM NONUTUKK CM. B pa3gene 6.4.2.

B Ta6r|v|u,e gariee npmeefeHbl UHCMpyMeHmMbI rnosiumuku and (bOpMI/IpOBaHI/lFI nonutukm NbB.

Tabn. 6.3. KpaTtkuin 0630p nHcTpymeHToB nonutuku Ub

HasBaHue ‘

BHewHne nogkntoye-
HUA

OnucaHue

WHCTpYMEHTBI MONUTKKK, B KOTOPbIX YKa3aHbl NapaMeTpbl HACTPOVKM A1 NepeHanpaBneHns
nonb3oBaTenbckoro Tpaduka (nogpobHee cm. pasagen 6.5.2).

O6beKTbI MONMUTUKN

MHCTpYMEHTbI MONUTUKKM, NpeaHasHaYeHHble ANns OpMMPOBaHUS NPaBui W/Unu NCKoYe-
HWUWA nonutukn (nogpobHee cm. pasgen 6.5.3).

CnpaBoYHMKM Habopkbl (cnucku) anemeHToB, CrpynnMpoBaHHbLIX N0 onpeaeneHHoMY NpuaHaky. Kaxabivi
13 3NIEMEHTOB COAEPXUT KpaTKue cBeAeHUs O KOHKPETHOM 06bekTe. CnpaBoyHble AaHHbIE
MOTFYT MCMONb30BaTbCS B APYrMX 0ObeKkTax CUCTEMbI, YTO NO3BONSET n3bexaTb MHOrokpar-
HOro BBOAA OAHOW 1 TOM Xe nHdopmauun (noagpobHee cm. pasgen 6.5.4).

LLia6noHsbl Habopbl npaBun NpoBepkM TEKCTOBOW MHCpOpMaLIMK Ha Hanuyve u/unu oTCcyTCTBME Onpe-

[OErneHHbIX 3MIEMEHTOB TeKCTa. Takke LuabnoHbl MOryT npeacTaBnaTb coboW CTpaHuLbl
Onsi yBeooMreHust nonb3oBatenew (nogpobHee cm. pasgen 6.5.5).

O SOLAR
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MpumeyvaHue

AnemMeHmbI U UHCMPYMEeHMbI NMOIUMUKU Mo2ym co30asambCs Kak caMoll cucmemol, mak u adMUHU-
cmpamopom besonacHocmu.

YnpaBrneHve anemMeHTaMmm U UHCTPYMEHTaMu NONUTUKK BbINONHAETCA B pa3gene Monutuka
(Puc.6.1), nogpobHasa nHdopmauusa npuseneHa B pasgene 6.5.

KHonka gns
NPUMEHEHNA
NONUTHKMN

KHonku ans
3KcnopTa/MmnopTa
NOMUTHKK

KHonka ana cozpanma
npasuna Wunu UCKIKHeHNS
(3aBmcKT OT cnog)

Mone gnA noucka (B gaHHOM
CNy4ae No HasBaHUIo Npasuna Unu
MCKIKOYEHNA KOHKPETHOTO Cros)

Hacrposson Mwmnopr Monutrka / uifhtpauns o 06was nonuTuka (oTeeTw) @
&} MEMCETEBOW JKPAH Co3pats NpasHn
%" NPEAOTBPALIEHWME BTOPIEHWUA Honwuecteo 2 Konwuecteo

Hazsanue lediCcTeMA  MCTouHMK Haanauenue Horga u Kem HIMEeHeHD jon.
KOHTEHTHAA ©WNLTPALIMA A a Lt e

HcrmoseHns

£ NocTyn 623 ayTEHTHDMKILLMK admin
3
S PR 14032022 15:47

%< BekpuiThe HTTPS 2
admin

ol oGoe
ApMuHam KayaTh Ge. HeayTenTugmun..  NioBoe 14.03.2022 15:48

Y MALTP3AWMA 33aNpOCos
Npasuna

DHALTPALMA OTBETOR 2 : d
: NumnT Tpaciuka 16b 5 NoGown g
14032022 15:57

Cno#
admin

3anperurs Bcem cu._ NioGoi
14032022 15:46

Y BHELIHUWE NOJKNIOHEHWA
*.; OBLEKTbI NOINTHUKK

?| CNPABOYHHKK

) BbibpaHHbii
(57 WABNOHBI Cnoii npaeun
NONUTAKIA

Tabnuuya ¢ npasunamu n
MCKMIOYEHWAMMN KOHKPETHOTO Cros
(B JaHHOM cny4ae npeacTasneH
HaBop Npasun 1 UCKMKOYEHWA cnos
06wwan nonuTHKa (0TBETHI)).
Wcknio4eHns Bceraa pacnonckeHs!
Hag npasunamu

(5] BA3IA KATEFOPMIALIMM

Ccbinka gng nepexcaa K

3NEMEHTY NonuThKN. B

AaHHCM Cny4ae MCXHO
nepeiTy K CNUCKY pecypcoB
block YouTube

MNaHenb HaBuraynn. Ytobel HayaTs paboTy ¢
3NEMEHTCM NOMUTUKM, HYXHO BEIGpaTh €ro Ha naHenu

Puc. 6.1. Pasgen «[Monutuka»

MpumeyaHue

lNMonumuka unbmpavuu cHumeigaemcs u3 gadna policy.xml, komopebit no ymon4ya+Huro co3daemcsi
8 npouyecce ycmaHosku «Mexcemeesol akpaH Solary.

Takke Bbl MOXETe NpMoBpecTn NULEH3MIO C NOAMUCKOW Ha pacrnpoCcTpaHaeMyto NonuTuky. B
3TOM criy4ae npu 3arpy3ke NULEH3NM BbIMOMHAETCS 3arpy3ka U aBToMaTUYeckoe NpuMeHeHne
pacnpocTpaHseMo NoNUTKKM Ha master-y3sen, ¢ kKoToporo Aanblue oHa ByAeT pacnpocTpaHeHa
Ha yanbl unsTpaummn. MpoBepka 0GHOBNEHMIN TakoN NONUTUKA U UX 3arpy3Ka BbINOMHAETCS
B aBTOMaTMYECKOM peXMMeE.

AOMUHMUCTpaTOpy 6E30MacHOCTN pacnpocTpaHseMas MoNMTUKA OCTYMHA TONBLKO Af1s MPOCMOT-
pa (Puc.6.2). NMpu aTOM OH MOXET hopMmMpOBaTL CBOU Npasuna u/mnu ncknioyenns. MNMpasuna
N UCKIMOYEHUS PacnpoOCTPaAHSAEMON NONUTUKUN BbINOSTHATCA NOCIEe NPUMEHEHUS BCEX NOMb30-
BaTENbCKUX NPaBUI U UCKITIOYEHWA.

O SOLAR 49



Monntuka / 3anpeLeHHbIE p JChi MpumesnTd NORKTIKY
'::fj] Mepenanpasnexue no ICAR Co3paTh NPaEwno oMK . Q HaCTPORKa KOROHOK

¢35 DHNLTPALMA 33NPOCOR Komssecteo 5 HonWdecTso

£ OwnsTpayws oTeETOR Hazganie Refcrana Mcrowsme Npotokane Gopuar daitnoa Pazmeps drafinoa

VckmoueHiA i
& TipocuoTp »
#  Monb308aTentCkvA ChoR du..
BHAKYERO
BPEMEHHBIA CIACOK 10 O6HOANEHHRA
Ha3game OHRARAH-TOTOANA

BENBIA CIMCoK

HoumerTapun 336A0KMPORATS [OCTYN NOLI0BATENS & CTRAKUUAM [SCYICOB, TPEACCTABARDLK YCIY T OHRARAH-TORIC:

3anpeleHHsie pecypee!
NeiicTens

1 3anpewennye cnosa
DevosHoe

Cnoit pacnpocTpaHsiemoli
NOTIUTHKN

Venosua

WeTosmik

Ha3taueHie

SHBLIOK [MMCOK PRCHDCOE, SaTETOMIE T NOMMCE MIE XOCT3 (SX10Y3A TORGAVEHE
pacnpocTpaHAEMOoi MonUTUKK PP AR e

Puc. 6.2. Pasgen «lMonuTtukay: pacnpocrtpaHaemasl nonuTmuka
6.2. MpuHUUNbI paboTbI

B npouecce 06paboTku NONUTUKN Kaxabli Cro npaBun NONUTUKX NpoBeEpsieTCs NocneaoBa-
TENbHO: cBepXy-BHU3. [TpaBuna u/unm UCKYeHms NpoBepsoTC aHanorMyHbIM o6pasom —
CHayara npoBepPSIOTCS UCKIHYEHUS, @ MOTOM Yy)XXe npaBuna:

e Ecnu ucknouenne cpabortaet B crioe BekpbiTne HTTPS HauHeTcs npoBepka cnegyoLero
cnos.

o Ecnu cpaboTaet uckntoyeHme B crnosix ounstpauum 3anpocos/oTBETOB, NpoBeEpKa Npoaon-
XKMTCSI CO CINeayHLLEro Cosi 3TOro Xe Tuna.

o Ecnu cpaboTtaet npaBuno B crnosx unsTpaummn 3anpocoB/oTBeTOB, 00paboTka NONMUTUKK
3aBepLumnTcs. [Npu BbINONHEHUN NpaBuna B OCTanbHbIX CNOSX, 00paboTka NONUTUKN NPOAON-
XKUTCs.

Y1066l ynopsagounTb Npasmia no npuoputeTam, Npu co3gaHnn/peqaktmpoBaHm COOTBETCTBY-
toLLIero NpaBumna B norie ycTaHaBuTe ero NpUopUTET C MOMOLLbHO LMAPOBOro 3HAYEHUs!, HaYNHas
c1.
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Co3patb NpaBuno X

BKntoueHo

HassaHue [ }

HassaHue npasuna obs3aTensHo

KommenTapuin

Hanpasnewe Tpaduxa Bxopgauwmit ypHanuposaTtb
NlefcTBUE € 3anpetuts
CocTofHWe CoeAMHEHHA

Bxopswmin nHrepgeic

McTouHmK

IP. awanasoH exaa IP-1P, macka nonceTw IP/xx unn MAC-agpec XX XX XXXXXXXX

HazHaueHue

CoxXpaHuTb OTMEHUTD

Mpy NOHMKEHUWU/NOBLILLEHUM MPUOpUTETa MPaBUIIO NEPEeMELLAETCS Ha COOTBETCTBYIOLLYHO
nosvuuto. To NpaBuo, KOTOPOE A0 3TOro 3aHMMano yKa3aHHbIN NPUOPUTET, aBTOMATUYECKM
nepenBuraeTcsl Ha CTPOYKY Bhille (Hanpumep, B NpasBune ¢ NPUopUTETOM 2 Npu U3MEHEHUN
3HaveHus Ha 17, npaBuIo, HaxoAMBLLEEeCs 40 3Toro Ha 17 cTpoke, nogHMMeTcs Ha 16, a npa-
BUIIO C npuopuTeToM 3, Ha 2). 3HaYeHMs1 NpuopuTeTa y CMELLEHHbIX NPaBum B 3TOM cryyae
MEHSIIOTCS aBTOMaTUYECKM.

Mpun ycTtaHoBneHun 3HaveHuns 0, NpaBMno aBTOMaTUYECKN NepemMeLLaeTcs Ha BEPXHIOK No3u-
umto. NMocne coxpaHeHus npasuna, 3HadeHme ¢ 0 nomeHsieTcsa Ha 1.

Mpu chopmMUpoBaHMM NONUTUKN HEOBXOAMMO YUUTBLIBATL CrieaytoLlee:

e B npouecce HacTpownku NONUTUKM agMuHUcTpaTop 6esonacHocTn paboTaeT ¢ uenodYkamu
B3aMMOCBS3aHHbIX 06BbEKTOB (areMmeHToB nonutukn UB). Ans nameHeHus unu yaaneHus
onpeneneHHoro anemMeHTa (Hanpumep, npasuna), HeobxoauMo Y4OCTOBEPUTLCS, YTO 3TO
He HapywmnT BbINONHeHUs nonutnkn Ub.

o [Mpy opMUPOBaHNM HEKOTOPBIX MPABUIT U/UINW UCKINOYEHWIA HEOBX0AMMO 3apaHee co3aaTb
COOTBETCTBYHOLLME 3MEMEHTbI MOMUTUKN (BHELUHWE MNOAKMYEHUS, 0OBEKTLI MNOMUTUKA U

T.4.).

[nsi npocMoTpa HacCTpoeK 1 nepexoaa K pefaKkTMPOBaHUIO Kakoro-nmbo anemeHTa nonmMTuKKn
Wb (B ToM 4ncne n Habopa ycrnosuin) Heo6xoaMMO BblibpaTb COOTBETCTBYHOLLMIA pasgen Ha
naHenu HaBurauum.

o HekoTopble anemMeHTbl NONUTUKN OCTAaTOYHO PeCypPCOEMKH, YTO 3aTpyaHSeT paboTy nonu-
TUKW 1 cUCTeMbl B LiernioM. Hanprmep, krntoveBble CroBa SIBNSTCH CaMbIMU PECYPCOEMKUMMU,
YTO 3HAYMTENbHO CHIKAET NPON3BOAUTENIBHOCTL CUCTEMbI. B JaHHOM criyyae Ha Nnpou3Bo-
AMTENbHOCTb BNUSIET pasmep Bydepa Ans onpeaeneHns KOAMPOBKY TEKCTA: YeM OH BorbLue,
TeM MearieHHee paboTaet cuctema. OgHako, ecnm ykasaTb COBCEM Marioe 3Ha4yeHue pas-
mepa bydepa, KogMpoBKa onpeaenaTbes He Gyaer.
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o [1pn BO3HMKHOBEHUWN BHELLTATHOM CUTyaL MK, CBA3aHHOW C owmnbkammn HacTponkn «Mexce-

TEBOW 9KpaH Solar», NpUMEHSIOTCSI NOCNEAHNE KOPPEKTHBIE HACTPOMKM.

6.3. O6WwmM nopaaokK HacTpoukn nonnutukn Ub

Ona cdopmupoBanua nonutukm UNB:

1

. Cosganite unu oTpedakTupymnte anemeHTbl nonutukn Ub, HeobxoamMmble Onsi HACTPONKK

npaBun U/unn NCKNIOYEHNA NONUTUKKM (LLaBNoHbI, CNPaBOYHMKN U T.4., CM. pa3gen 6.5).

. CospganTe unu oTpenakTUpymnTe COOTBETCTBYIOLLNIA HABOPp NpaBun U/UIM UCKINIOYEHWUA NS

kaxkgoro crnosi (cM. pasgen 6.5.1). [1nst Hayana paboTbl ¢ onpeaeneHHbIM Cnoem Bbibepute
€ro Ha NaHenu Haeurauum.

. Mpumenute nonutuky 6esonacHocTu, Haxas MPUMeHUTb NONUTUKY.

MpumeyaHue

B «Mexxcemesoli skpaH Solar» npoucxodum asmomMamu4ecKoe rnepernpumMeHeHUe MosumuK Kaxoble
5 muHym. lNepenpumeHeHue criocobcmeayem npomugodelicmauto PyYHOMY UBMEHEHUIO KOHU2Y-
pauuu 8 CLI. Hanpumep, npu usmeHeHuu unu 0obasneHuu u npumeHeHuu 8 CLI npasur, komopble
He coomeemcmaeytom rioiumuke 6esonacHocmu, bydem eo3epauieHa KoHguaypauyus, Ha3Ha4eHHasi
8 8eb-uHmepgelice.

Mocne HaxaTtnsi kHonku NMpPUMeHUTb NONUTUKY OTKPOEeTCsl OkHO (Puc.6.3), B KoTopom GyayT
oTobpaxeHbl AaHHble NO NOCNEAHMM BHECEHHbIM B MOMUTUKY M3MEHEHUsAM (Bpems, Aata u
aBTOp M3MeHeHus). Takke B okHe ByayT npuBeAeHbl KOMMEHTapUK NO HAaCTPONKAM MONUTUKM.

MNPHMEHUTL NONHTHKY %

Puc. 6.3. OkHO «[pUMeHUTL NONUTUKY»

Mpn dpopmmporannn nonutnkn U6 agmmHmncTpatop 6e30nacHOCT MOXET ObICTPO NEPENTH K
HacTpovike NnapaMeTpoB KOH(Urypauum, ncnonb3yemblx B pabore:

e yKasaTb napameTpbl unsTpauum 1 aHanusa Tpaduka nonb3oBaTtenen (Pexmm n Metoq

ayTeHTuduKaumm, brokMpoBKy peknambl 1 T.4.);

® HacCTpouUTb OOCTYNn agMUHUCTpPAaTopa.
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lMepeyeHb NnapaMeTpoB HACTPOMKM MAEHTUYEH NepeyHto B pasgene Cuctema > OCHOBHbIe
HacTpouku > Pabora cuctembl.

13 NPeoTBPalLEHM:

MpuBA3aThL ouepean K aapam CPU (]

192.168.0.0/16,10.0.0.0/8,172.16.0.0/12
3awmwaemble cetw (HOME_NET)

P anpeca ko 1 3an0NHAEN Nepemen

DunsTPALYS

MopT cepBepa AiA CoeanHEHNs

TaiAMayT COeAMHEHNA

Mcnonb30BaTs cepsmt andra ans
pacnpefen#&HHoro pexuMa

TMpUHYAHTENBHOE UCNONBb30BaHKWE HTTPS

BNOKMPOBaTHL PEKNamy (]

PesuM ayTeHTUdMKaLMN Proxy-Auth
MeTog ayTeHTHMKaUMm Prohibitary

TMoAne pikKa OT/IOKEHHOTO CKAYMBaHNA (]

Makc. 0Bbem aaHHbIX 11 nepexona s pexvv [N

OTN0MEHHOT 0 CKaYMBaHUA (B)
Makcimans s arsix B GaifTax, npi npesbileHy P

3anKck XypHana ((opmat SIEM)

nsTpa

yCKaTb OT MIMEHM MONb30BaTENs root

HacTpofkm ncTouHuKa
Vv example.com

BHewHui agpec cepanca example.com

[ocTynHOCTL M0 BHELIHEMY NpoToKoNY
6e3onacHocTH

Vv BHYTpeHHWi aapec cepenca

CeteBoi afgpec example.com

Mopt

Wcronb3osate SSL

CepTUuKar 3arpyanTs

I (

MopT 4NA 33KILEHHONO COEAUHEHUA

MopT ANA HE3ALMLLEHHORO COEJNHEHNA

{nro4eBoi @ Cepuittbiit
thaiin HOMEp
NrueHsnnm

JVLEH3MOHHBIA KNKDYeBOR harn 3arpyanTh

Puc. 6.4. OkHo «HacTpowka» B pasgene «Monutuka»
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[1ns BHECEHUA n3MeHeHWI B napameTpbl omnsTpaunm:

1. B pasgene NMNonutuka Haxmmnte HacTpomnKm.

2. B OTKpbIBLLENCA BKNAAKE YKaXUTE/M3MeHUTe napamMeTpbl HACTPONKK U HaxxMuUTe CoXpaHUTb.
3. Ons npuMmeHeHuss UsMeHeHNn HaxkmuTe NMpPUMeHUTb 1 3aKponTe BKIaaKY.

[na obneryeHns HaCTPOWKM NpaBu U UCKITHOYEHUN OMNLTPaLMM BOCMNONb3KNTECH CNPABKOM
c nonesHon uHdopmaumnen (Frequently asked questions — FAQ), Bbi3BaB €€ HaxxaTUeM Ha

3Ha4YO0K . B cnpaBke MOXHO MPOCMOTPETb ONUCaHne Kaxaoro Criod, Aetanin u npumepbl
CbOpMI/IpOBaHI/IFI npasui un WCKINIOYEHUN, a TaKkKe nepe|7|T|/| Ha BHELWIHNE peCypCbl NO CCbIJIKE.

Cnpasia

. TPV co3aaHAN npaun Haue Bcer

BHELHUE NIOAKIIOYEHMSE

OBBEKTBI MOMTVKI

C8s3aTs C nepcoHOi BpyuHyI0

CTIPABONHIAKIA -
1P-anpet UKa NPUBR3bIB3LTCS K B6IGPaHHOM B NPaBie NepCoHe.

Puc. 6.5. CnpaBka B cnoe "[loctyn 6e3 ayTeHTUcmkaummn"
6.4. YnpaBrneHue MHCTPYyMEHTaMU NMOSIUTUKN

6.4.1. MpuHUKUNbLI PaboTbl CO CIOAMMU NMpPaBUI NONIUTUKKU

OCHOBHble AENCTBUSA, KOTOPblE MOXHO BbIMOMHUTL C KOHKPETHBLIM CrioeM, oTobpaxaroTcs B
MeHI0 AencTBun ¢ HuMm (Puc.6.6).
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Solar NGFW
Hacrpoiiku WUmnopt Jkcnopt
EE| Npasuna u uckniouerun
(g Habopbl curHaryp
KOHTEHTHASA ®UJIbTPALLAA
Noctyn 6e3 ayTeHTUgUKaLIAK
(3¢ BekpbiTue HTTPS

DunbTpaLms 3anpocoB

Pexxkum 6enoro cnucka .

®unbTPaLms OTE O BbikntovmTe Cnoid

¢ [llepenmeHoBaTh

QQ BHELLIHWE MOOKITHOM
0 Honwposatb

[pokcK-cepeepbl & Voanutb

Puc. 6.6. MeHI0 gencTBUI CO Crioem

B Ta6n.6.4 npmBeneH 0630p AENCTBUIN, KOTOPbIE MOXXHO BbIMOJTHUTbL CO CIOSIMM NPaBui Nonu-
TUKW, @ TaKkKe OrpaHNYeHnsa U1 KOMMEHTaPUK K BbINOMHEHMWIO KaXO0ro AeNCTBUS.

BHumaHue!

lNocne 8binonHeHUs1 kax0020 delcmeusi HaxXxmume ﬂpumeHumb nosaiumuky onsa COoXpaHeHus u
rpuUMeHeHUs 8HeCeHHbIX UsMeHeHudl.

Tabn. 6.4. 0630p AeNCTBUN, BbINOJIHSIEMbIX CO CIIOSIMU

Ne
1.

HaumeHoBaHune

CospnaHue

OnucaHue

MoxHO co3aaTb HOBbIN CMOW TOMbKO B pasaenax dunbTpaums 3anpocos U
dunbrpaums oTBeToB. HasBaHne cnos 40MmMKHO ObITb YHUKaIbHbIM.

[Onsa atoro:
1. B pasgene MNMonutuka > KoHTeHTHasA cunbTpaums B cTpoke cnoes ®Punb-

Tpauus 3anpocoB/Punsrpaumus oTBETOB HAXMUTE .
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HaumeHoBaHue

OnucaHue

B OTKpbIBLUEMCS OKHE YKaXuTe HasBaHue Crosi, HaxmuTe COXpaHUTb U
chopMUpPYITE CMMCOK MPaBWI U UCKIKOYEHUI. [Mpn HEOBX0AMMOCTM HacCTponTe
COCTaB KOMOHOK Tabnuubl, B KOTOPOW OTOOpaXatoTcs NpaBuna u UCKIIYEHNs.

[NepenmeHoBaHue

[NepermeHoBaTb MOXHO TOMBbKO CNOW ounbTpauumn 3anpocoB uUnu oTeeTos. Ha-
3BaHWe Crosi JOMMKHO ObITh YHUKarbHO. [1ns nameHeHus Ha3BaHUA Cros B pasgene
Monutuka B MEHIO AENCTBUI C KOHKPETHLIM CNOEM BblﬁepVITe NYHKT Mepenme-
HOBaTb M B OTKPbIBLLEMCHA OKHE U3MEHUTE HasBaHune. Haxmute COXpaHVITb.

MepemelleHne

B pasgene MonuTtuka Ha naHenv HaBuUraLmm MOXHO N3MEHSATb MONOXEHWe Croes
O[IHOTO TUMa OTHOCUTESNBHO APYT APYra TOMbKO BHYTPM Crosi. A UMEHHO, MOXHO
nepemMeLLaThb TOMbKO Crou unsTpaLumm 3anpocoB 1 OTBETOB (BHYTPW pasaena).

[lna nepemelleHns cnos BHYTPU rpynnbl B pasgene MonuTtuka HanpoTuB HY>XXHOro

Crnosi HaxmuTe . N nepemMecTuTe ero Bbile WK HUXe, He OTMycKas Kypcop
MbiwK. Mocne NpUMeHeHWss NONUTUKM NpoBepka BydeT BbIMOMHEHa COrmacHo
HOBOMY PacMoNOXEHWIO CINOEB.

KonuposaHue

[lns konupoBaHus crnos B pasgene Monutuka B MeH0 OeNCTBUIA C KOHKPETHLIM
cnoem BbiGepuTe NyHKT CKkonupoBaTb. CKONMMPOBaHHBLIA Croi oToGpasuTcs B
KOHLIe Cru1cka CIioeB O4HOro Tuna.

¢+ OWNLETPaLMA 3aNpocos

Kateropum (Categories)

06113R NONMTHKA (3anNpoch)

0611138 NOAMTUKA (3aNPOChl)-__

CBwas noauTvea (3anpocs)-konua-1

Puc. 6.7. CkonnpoBaHHbIN Crnow

Konus 0To6pa>KaeTc9| noA McxodHbIM croem. Bce gaHHbIe HOBOrO Crosi, Kpome
Ha3BaHUA, WOAEHTUYHbI AaHHBIM OpUTMHana.

HasBaHue ckonmpoBaHHOro oGbekTa PopMUPYETCS CredyroLwmMm 0b6pasom:
MOCMOsIHHas Yacmb — <Ha3BaHWE UCXOAHOTO Crosi> + <KOMus>;
usMeHsiemasi yacms — <MoOpPsiAKOBbIA HOMEp>.

nOpFI@KOSbIEI HOMep — HaTypalribHOe 4Yncno, o6o3Havatollee HOMep Konuu, co-
34aBaemMon B cucteMe. NopsagkoBbi HOMEP KOMUM KaXXaoro Crios YHUKaneH.

B Ta6n.6.5 npuBegeHbl npumepbl (HOPMUPOBAHUS Ha3BaHWUN CKOMMPOBAHHBLIX
Croes.

MpocMoTp 1 penakTMpoBa-
HWe cogepxumoro (npa-
BUWIN U UCKIKOYEHUI, coaep-
Xalumxcs B crioe)

[ns npocMoTpa codepxuMoro crost (Habopa npaBui W/WNKU UCKIOYEHNIA) B
pasgene Monutuka Ha NaHeny HaBuraLuun BbIGepPUTE HYXXHbI CIOW.

CnpaBa otobpasuTtca Tabnuua ¢ npaBunamMmm U/mnm MCKITHYEHUSIMU, KOTopble
npu HGO6XOLLI/IMOCTI/I MOXHO OTpeaaKkTupoBaTh.

Moppo6Hee 06 ynpaBneHnn npaBunamu U UCKIMKYEHUSMU CM. pasaen 6.4.2.

BkntoueHne/oTknoueHne

BKHOYNTE MK OTKIHOYUTE MOXHO TOSTbKO Crov (omnbTpaLmMm 3anpocoB Ui OTBe-
ToB. lNocne oTKNYEHUS Cro MeHSAET cBol UBeT. Ecnn 3anyCTnTb NpUMeHeHne
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Ne HaumeHoBaHue OnucaHue

NONMMUTUKM NOCHE OTKIKOYEHNST CNOS, MPOBEpPKa NPaBuUIT U UCKITIOYEHWI, COAepXa-
LMXCA B 3TOM cnoe, He Oyaer BbinonHeHa, U OyaeT NpUMEHEHO AencTBue
«paspeLunTb BCEY.

Ons BknoYeHUsA/oTKNIOMEHUS crnosi B pasgene Monutuka B MeHIO OENCTBUN C
KOHKpETHbIM CIOeM BblbepuTe NyHKT BbikniounTb cnon/Bknountb cnou. OT-
KIHOYEHHbIN CNOW U3MEHUT CBOW LIBET.

(OUNLTPALMA 3aNpPOCOB

Categories

3anpeT Ha CKAaYMBIHWUE EXe

OUNLTPALMA OTBETOB

Puc. 6.8. BkntoueHune/oTknroveHme cnos

7. |Ymanenue YOanuTb MOXHO TOMNbKO Crov connsTpaLmmn 3anpocoB Unn oteeToB. Ecnv yaanute
BCe Crov hunbTpaLmMm 3anpocoB v OTBETOB, MO YMOJTYaHWio ByaeT NpUMeHeHo
[eiCTBIe «pa3speLUnTb BCey.

Onsa yoanenuns crnos B pasgene Monutuka B MeHIO OEWCTBUN C KOHKPETHLIM
crnoem BblbepuTe NyHKT YAANUTb 1 B OTKPbIBLUEMCH OKHE HaXkmuTe kHomnky [a.

CnoW HEBO3MOXHO yAanvTb B MOMEHT ero nposepku. OTobpasutcs CooTBETCTBY-
foee coodbLeHne o6 oLnodKe.

Tabn. 6.5. Npumepbl Ha3BaHU CKONMUPOBaAHHbLIX CII0EB

HasBaHue npaBuna HasBaHue konum

Paspelwaem Mail.ru Paspelwaem Mail.ru-konums-1
Pa3speluaem Mail.ru (mosmopHoe konuposaHue |Paspelwaem Mail.ru-konusi-2
obbekma)

Paspelusaem Mail.ru-konus-1 Paspelsaem Mail.ru-konus-3
Pa3pewaem Mail.ru-konusa-2 Pa3pewaem Mail.ru-konus-4
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6.4.2.

an/IHLIVII'IbI paGOTbI C npaBuinamMmm u UCKNOYeHNAMHn

KHonka cesngaHus npaswna

WU UCKNIOYEHHUA

p N
“  webProxy

KonuuyecTso npasun 1
MCKMIoYEHMIA B 3TOM cnoe. Mo
CCbINKaM MOXKHO NepeiTy K
NepsoMy Npasuny Unu
VCKIIO4EHMIO B CTIMCKE

KHonka
KONMpOBaHMSA
npaswna/
MCKIKOYEHUS

MepeknioyaTens BKIOYEHNS
WN1 OTKIOYEHNA Npasuna/
MCKITIO4EHNS (B BaHHOM
CNyyae UCKNKYeHne
aKTUBHO)

Hacrpoitin Mmnopr 3xenopt NonuTvKa / PunbTpauma 3a

E4 MEMCETEBOW 3KPAH Co3faTh NpaBumo

" NMPENOTBPAWEHWE BTOPKEHWUIA Konnuectso n 1 Konuuectso 11

Hazeanue DNevictenA - McTouHMK Haznauenue

& KOHTEHTHAR OUILTPALIVA
McrmoueHna

£ Rocryn 6e3 ayrenmdmaumn Conneet Tioboi

4= Bekpbiue HTTPS MNpasuna 3anpetuts Bcem hhuru u coucetn

1

sampemecenn. @ WT-yrpoas

Tpecpz# NeATeNbHOCTh

Mio6oi
7 OMILTPAUMA 32NPOCOB

Pesiium 6eNoro cnuka
Mpu HaBeAeHUM Kypcopa
Ha 3Ha4oK OTOGPESVITCH
KOMMEHTapHil K
COOTBETCTBYIOLEMY
npasuny WA UCKMIOYEHUD

) OWNLTPAUMA OTBETOR KHonka

yaanexus
npasuna/
MCKITKO4EHMA

3HavoK, NoKasblBaloLLMK
Hanu4u1e U KONUYeCTEo
O0NONHUTENEHEIX YCNOBHIA

BuiBpaHHbi cnoid
npaeun NONUTUKM

Puc. 6.9. Pazpgen «lMonutuka»: cnMCoOK npaBusl U UCKINHOYEHUN

Habopbl npaBmni 1 UCKMOYEHWI KaXXO0ro Criosi NpuBeAEeHbI B BUAE CNMCKOB B Tabnuue cnpasa
OT naHenun Haeurauum (Puc.6.9). Cnncok UCKMOYEHNA MO YMONYaHUIO PachonoXeH Bhbille
cnvcka npasun.

YT06bI pacKpbITb MU CKPbITb COQEPKMMOE CTPOKM C KOHKPETHBIM MPaBUITOM WUITN UCKITOYEHUEM,
Ha)XMUTE CCbISIKy pa3BepHyTb/cBepHYyTb (Puc.6.10).

Npaswna
HOHPUACHUMANLHAR W APXMBbI M CHAT

Aynuo

Ba3bl AaHHbIX

BeG-CTpannus

admin
210120191732

Backdoor Win32 Driv.
BackdoorWin32Shiz
Backdoor Win32 Xtoo.
Trojan-Clicker Win32

Buneo
JlanHsie AoKym
H3oGpamennn
MCNonHAEMbIE
HcnonHseMse
MCOAHBE KO
06pa3nl HaKon.
CncTeMHbe Ba.
CxpunTl
CNPaBOMHMKH
TexcTosbIE ROK
TexcTossie a.
¥npagnenme n
DHHAHCH
WipmehTed
INEXTPOHHAA N.

HeayTeHTHOHUMPOBa

Trojan-Downloader. W,
Trojan-Downloader. W.

Trojan-PSWWin32 Far
Trojan-Spy.OLEZ
Virus Win32 Lamer
Worm Win32 Fipp

Puc. 6.10. Ctpoka ¢ npaBusriomMm

AOMUHUCTpaTop 6e30MacHOCTU MOXKET HaCTPOUTL COCTaB mabriuubl, B KOTOPOW OToBpaxatoTcs
npasuna u/vnu ncknodeHus. Ons artoro:

1. B BblbpaHHOM crnoe pasaena NMonuTtuka Haxxmute KHonky HacTpomka KONoHOK.
2. B OTKpbIBLLEMCA OKHE pSOOM C Ha3BaHWEM KOSTOHKM BKIOYMTE ONUMIO, KOTOPYHO crneayet
oTob6pa3nTb. HekoTopble onuuKn BKMAOYEHbI NO YMOMYaHUIO U HEAOCTYNHbI ANs pegakTupo-

BaHUA.

3. Haxxmnte CoxpaHuTb.
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MonuTuia / ®UNsTPaumMa oTeeTos / 061aA NONWTUKa (oTeeThl) @ TIDHMERITE NONHTHKY

Co3AaTh NPABHAD DWCK M0 HA3BaHWID, ME_. O HacTpofika KonoHoK

Konwuecreo 2 Konuuecreo

Ha3saHue JleiicTBMA  VICTOUHMK HazHaueHue Horga W Kem uzMeHeHo  [lon.
WICKMKueHnA

admin

PazpeiumThb youtube_
14032022 15:47

admin

MHaM KauaTh Ge_ b an—  MoGoe
L ‘ 14.03.2022 16:46

TMpaeuna
COCTaB KONOHOK TaﬁJ]MLl,hI

TIUMIAT TPathuKa

MoxHO B06aBHTe ele 10 NapameTpoB
3anpeTuTb Bem

MpoTokons! MeTogb
MopThl JarcnoBku Dopmath! hainos
[ERRI Pasmepsl harfnos Kntouyesble cnoea
Pacnucanmne NumMuTel TpauKa Korga w Kem M3meHeHo

Puc. 6.11. Pasgen «lMonutuka»: HacTponka oTobpakeHMA KOJIOHOK Tabnuubl

Bbl MoXXeTe 0o6aBuTb Unn yopaTb KONOHKM Tabnuubl. Kaxkabin crion nMeeTt CBon COBCTBEHHbIN
Habop KOMOHOK:

® KOJOHKM, KOTOpble OTOOpaxatoTcs B Tabnuue no yMonvaHuio;
e CTONOLbI, OTOOPAXEHME KOTOPbIX MOXHO HACTPOMUTb.
Takke co CNMCKOM NPaBUI/UCKIIOYEHMIN MOXHO BbINOMHUTL CReaylolme AeNcTBUs:

e CkonupoBaTb atpubyT npaBuna/ucknoyeHns (Hanpumep, pecypcsl, IP-agpec v 1.4.). Anga
3TOr0 KYypCcoOpOM MbILLW BbIAENUTE 3HaYEeHUe U CKONUPYWTEe ero (C NOMOLLbI COYeTaHus
KnaBuL UM KOHTEKCTHOIO MEHIO);

o OTKpbITb KapTO4Ky OOBLEKTA UMM CMMCOK OOBEKTOB cUCTEMBI. [1ns 3TOro nepenguTe no co-
OTBETCTBYHOLLEN ccbinike. Cchbinika npeacraBnseTr cobor atpubyT npaBuna/vCcKnioveHus,
BbIENEHHbIN CUHUM LiIBETOM.

[lna Gonee onepaTtnBHoM paboThbl C NpaBMnamMmn U UCKNoYeHnaMM B pasgene NMonutuka npe-
AYCMOTPEH NOUCK No atpubyTam NpaBui U UCKITKOYEHUIA: MO Ha3BaHUIO NPaBUIa/UCKNIOYEHNS,
3HaYeHNSIM UCTOYHUKA/Ha3Ha4YeHMs U KOMMeHTapusaMm. MNMounck He ABNAETCA CKBO3HbIM, a BbIMOS-
HSAETCSA BHYTPU BbIGPaAHHOro Crios.
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MonuTuka / @unsTpauuna 3anpocos / Request laye TPUMEHITD NOAMTHKY

Cozpaatb NpaBuio [«] HacTpoika KonoHoK

Konnuectso : 0 KonwuecTtso [

HazeaHue NeAcTeMA  WMCTOYHMK HazHaueHue

MNpasuna

ZTfee spemn TNoGoi NioGoe

Puc. 6.12. NMouck no atpmbyTam npaBuin U NCKIMOYEHUN

HainTn MHCTPYMEHTbI U OGbEKTbI (CNPABOYHMKM, BHELLHME NOAKMIOYEHNUS U T.4.) B pasaenax
NOMUTUKM MOXHO TOSBbKO MO X HA3BaHMIO.

[lns noucka cnepyeT BBECTM Ha3BaHWe B MOUCKOBYHO CTPOKY, PacnonoXeHHY Hag CrIMCKOM.
Mo Mepe BBOAA TEKCTa Hke OyaeT oTobpa)kaTbCs CMUCOK pe3ynbTaToB, YAOBNETBOPSHOLLMNX
ycnosusiM nowvcka. Npu aToMm coBnagatoLme cumBorsibl 6yayT NoACBeYEHb KENTbIM LIBETOM.

B Ta6n.6.6 npmeeneH 0630p AENCTBUIN, KOTOPbIE MOXHO BbINOSIHUTL C MpaBMiaMmn 1 UCKITYe-
HUSIMW, @ TakKe OrpaHNYeHnss 1 KOMMEHTapPUM K BbINOMHEHWUIO KaXX4oro 4eNCTBUS.

Tabn. 6.6. 0630p AenCTBUN, BbINOJHSAEMbIX C NPaBUIaMU U UCKNOYEHUSAMU

NQ‘ HaumeHoBaHue ‘ OnucaHue

1. dopmunpoBaHue [ns dpopmunpoBaHusa npasuna u/vnm NCKMIYeHNs:

1. B pasgene Monutuka BoiGEpPUTE HYXXHbIN CIIOM HA NAHENW HAaBUIaLMn U HAXKMUTE
CosaaTtb npaBwuIio.

2. 3apante napameTpbl NPOBEPKU U HaxmnTe CoXxpaHUTb.

3. Haxxmute MpUMEHUTb NONUTUKY.

HasBaHue HOBOro npaswuna u/unu NCKNYEHUs AOMKHO ObITb YHUKANbHO.

B cnoe MNMpepoTBpalleHne BTOPXKEHUA MOXHO CO3[1aTb TOMIbKO UCKITHOYEHME.
B cnoe [loctyn 6e3 ayTeHTUdMKaLMKU MOXHO CO34aTb TONbKO NpaBuna.

Mpn cosgaHun HoBoOro npaswna W/MNN UCKMIOYEHMST OOMMKHBLI ObITb 3anofiHEHbI
obszaTenbHble nons. MHaye cucrema He No3BONUT COXpPaHUTb NpaBuIo n/vnn nc-
KInr4yeHue.

2. PepaktnpoBaHue [ns pegakTmpoBaHus NpasBuna U/unm NCKNYeHns:
1. B paspene Monutuka B Hy>XHOM ClOe HAXMWUTE Ha NPaBWUIO WU UCKMIOYEHNE.

2. BHecnTe HeobxoouMble U3MEHEHUS: OTpedaKkTUPYWTe Ha3BaHUe, U3MEHUTE
ycriosue unv 4enucTeve 1 T.4.

3. Haxmute CoxpaHuTb 1 MpMMeHUTb NOMUTUKY.

BHecTu nsmeHeHusi B MpaBuo U/unm UCKIYeHne, NpoBepPsieMoe B TEKYLUMIA MO-
MEHT, HEBO3MOXHO.

Bbl6paHHbIe B NpaBunax 4encTauns no YMONM4aHUKO COXPaHAKTCA B CUCteme — npun
npeo6pasoBaH|/|v| npasuia B UCKIKOYEHNe n 06paTHO, 3agaHHOEe paHee JencTeme
OT06pa3VITCF| aBTOMaTU4ECKN.
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HaumeHoBaHue ‘

KonupoBaHwne

OnucaHue

[lns KonnpoBaHWs Npasuna U/ UCKIMIOYEHS B CTPOKE C MPaBUIoOM/UCKITIOHEHNEM

HaxkmuTe KHOMKy CkonupoBaTtb. Konus npaBuna/uckniodeHns otobpasuTcs B
KOHUe cnucka. 3atem Haxxmute MPUMEHUTb NONUTUKY.

Konus 0T06pa>|<aeT0ﬂ B KOHLIE CnMcKa C mpaBunamm unu ucknodeHnamun. Bece
AaHHble CKOMMPOBaHHOIO npasuia W/ UCKMOYEHMS, KpomMe Ha3BaHuA, MAEHTUYHbI
AaHHbIM OpUrnHana.

HasBaHue ckonnpoBaHHOro 06beKkTa hopMmUpyeTcs crnegyowmum obpasom:

® [10CMOSIHHAS Yacmb — <Ha3BaHWe KONMPYeMoro npasuna u/unm UCKYeHns>
+ <Kkonus>;

® U3MeHsieMasi Yacmb — <MOPSAKOBLIA HOMep>.

MNopsidkoekili HoMep — HaTypanbHOe Y1cno, 06o3HavatoLLee HOMep Konuu, co3aa-
BaeMoli B cucteme. MNopsaKoBbIi HOMEP KOMUM KaXaoro Npasuiia Munm UCKIoueHUs
YHUKaneH.

Mprmepbl opMnpoBaHMA Ha3BaHU NpuBeaeHbl B Tab:.6.7.

BkntouyeHne/OTkntoye-
Hue

YT06blI OTKMIOYNTL MPOBEPKY MpaBuna W/MNuM MCKIYEHUS Ha Kakoe-TO Bpems,
caenavite ero HeakTMBHbLIM C MOMOLLBIO NepeknoyaTens, kKak B pasaene, Tak u B
OKHE C MPaBUIOM WU/UNW UCKIIOYEHNEM.

OTKNIOUNTL nposepdaemMoe npaBuno W/MNn NCKoYeHne HEBO3MOXHO.

MepemelueHne

MoxxHO nepemeLlLaTb Npasuna TONbLKO B Npegenax ogHoro KOHKPETHOro cros. Uc-
KINnK4YeHna nepemellatb HEBO3MOXHO.

Ons nepemMeLleHna npasunna BHyTPU CNoA HaXMUTE KHOMKY B CTPOKE KOHKPETHOro
npasuna U nepemMecTtuTe ero Bbille U HMXe, He OTNyCKaaA KypCop MbILUN. Onsa
NpUMEeHeHNA BHECEHHbIX n3MeHeHun Haxmute NMpUMeHnTb NOJNTIUTUKY. I'IpOBepKa
HaGOpa npasunu WCKITHO4EHUN 6y,u,eT BbINONTHEHA COrMacHO HOBOMY pPaCnoJ1I0XKEeHU0
npasun B Tabnuue.

YnaneHnue

[na yaaneHusa npasuna w/wnu ucknouveHuss B pasgerne lNMonutuka B CTpoke C
npaBUoM UM UCKIIOHYEHNEM HaXMUTe YaanuTb. B OTKPbIBLUEMCS OKHE HaXXMUTe
Oa v [IpuMeHUTb NONUTUKY.

I'Ipanu'lo W/VNn NCKNOYEHNE B MOMEHT €ro NPOBEPKN yAannuTb HENb34A.
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Co3fath NpaBuio X

BK/IOYEHO a/
Haseanue MepcoHa Ha UCMbITaTENbHOM CPOKe
KommeHTapuii Monb30BaTeNb Ha UCMBLITATENLHOM CPOKe
Mpuopuret ViammuTe

ero npasun & cnoe: 0

He ayTeHTMdMUMPOBATL M (BA3aTb C NEPCOHOM BPYYHYHOD

MepcoHa & 1BaHoB MBaH MeaHosny

NcTouHKUK -

HasHauenne G W\:NW.;U’[.FU xﬁ 7 _ — 7 -

Pariimanen 1n tamena . _ m-.:.,.. A franasor R CKy NOACET
CoxparuTe OTMEHUTb

Puc. 6.13. ®opmMmupoBaHue npaBuna u/unm UCKIYeHUsi

Bbl MmOXeTe ckonnpoBaTb 3HadeHus atpnbytoB UcTouHUK n HasHavyeHume. [1ns 3T0ro HaxxmuTe
crneuunanbHbIN 3HAYOK, KOTOPbIN NOSIBUTCA NPU HAaBEAEHMM Kypcopa MbllKn Ha 3HadveHne. CKo-
nMpoBaHHOE 3HayeHne Byaet coxpaHeHo B Bydbep obmeHa.

I{unnponarb B 6ycdep obmeHa
Ycnoeus
MCTOYHMK ¥ 1111 x
Ycnoeua
WNCTOYHMK Konuposats B 6ydep obmeHa
Ha3HayeHue 3 COUMaNbHBIE CETH

Puc. 6.14. KonupoBaHue 3Ha4eHUN

Tabn. 6.7. Mpumepbl 06pa3oBaHUA Ha3BaHMW CKONMUPOBaHHbIX NpaBuIl

HasBaHue npasuna HasBaHue konum

Mpasuno-1 Mpasuno-1-konus-1

MpaBuno-1 (mosmopHoe KonupogaHue obbekma) MpaBuno-1-konua-2
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MpaBuno-1-konua-1

HasBaHue npaBuna HasBaHue konuu

MpaBuno-1-konua-3

MpaBuno-1-konus-2

MpaBuno-1-konua-4

MonuTHKa / ‘]Jl-thDa LIUA 3anpocoB ,-’ Categories 7

TIPMMEHATE NONWTHIY.

Ha3gaHuio, Me_ Q HacTpo#ika KonoHoK

Co3/aTh NPaBMA0

Honuuecteo o Konuuecreo

Ha3sauue NeicTauA  VICTOUHMK HazHaueHue MpoTOKONbE MopmaTsl thaiinos Pa3mepbi ghaitnos

MNpasuna
Rule 1 JioGoii

PepakTMpoBaTh Npasuno Rule 1

Puc. 6.15. BkniouyeHune/oTKno4YeHue npaBuna Ui UCKIKOYeHUs
6.4.3. MpuHUKMNBLI PabOTbl C UHCTPYMEHTaMM NOJSIUTUKN

OneMeHTbl MONUTUKM NpeacTaBnsaloT coboM UHCTPYMEHTbl Ans (POPMUPOBaAHUSA MOSUTUKU
douneTpaumm Tpaduka.

Bce MHCTPYMEHTbI MOMUTUKM pacnonoXeHbl B BUAE CMUCKOB (KaXadbli B CBOEM pasaene) B
COOTBETCTBYIOLEM nogpasgene pasgena Monutuka. MHdopmauusa no kaxgomy arnemeHTy
cnucka npeacraBneHa B Buae Tabnuubl C COOTBETCTBYOLLMM HaOOPOM KOFTOHOK.

HekoTopble MHCTPYMEHTbI MOTyT 6bITb 00beANHEHI B rpynnbl (CNCKK). YApasneHue rpynnamm
aHarnorMyHo yrnpaeneHuo Ux oTAeNbHbIMU SrIEMEHTaMU.

Tabn. 6.8. NepeyeHb MHCTPYMEHTOB MOJIUTUKU

HanmeHoBaHue OnucaHue

BHewHne nogkntoveHns MHCprMeHTbI, B KOTOpPbIX YKa3aHbl napaMeTpbl HaCTPOWKN 4151 NepeHanpas-
NeHns NoNb3oBaTeNbCKOro Tpadurka, pacnonoxeHHble B pasgene MNonutuka
> BHeluHMe noaKnoveHus.

OB6bEeKTbI NONUTHKM NHCTpyMeHThI onnbTpaumm, npeaHasHauYeHHble Ans hopMUpPOBaHMS NpaBun
W/ UCKIIOYEHNIA MONUTUKKU, pacnoniokeHHble B pasgene Monutuka >

O6bekTbl MonuTukn.

CnpaBoYHMKM Cnncku anemMeHTOoB, CrpynnMPOBaHHbBIX MO OnpeaerneHHoMy NpusHaky. Kaxabin
13 3NEMEHTOB COAEPXUT KpaTKMe CBeAEHUs1 O KOHKPETHOM obbekTe. PaboTta
CO CNpaBOYHMKaMU 1 X COAEPXKMMbIM OCyLLIeCTBNseTCS B pasaerne Nonutuka
> CnpaBOYHUKM 1 BbINOMHAETCS MO 06LLMM NPpUHUMMIAaM, ONMUCaHHBIM Aarnee.
LLia6noHsbl WHcTpyMeHThl Ana moaudmkaumn 3aronoskos HTTP-3anpocos, a Takke aB-

TOMaTn4ecKom reHepauunmn Beﬁ-CTpaHMLI, ona ysegomneHunsa nonb3oBaTeneu:

e WAabnoHbl A4ns MoaudrKaLmMmn 3arofioBKOB (400aBneHne, MUSMEHeHWe Unu
yOaneHve 3arofioBKOB);
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HaumeHoBaHue OnucaHue

e wabnoHbl Ans opmmnpoBaHMsa BEO-CTpaHuL,.

LlabrioHbI Orisi MOOUGbUKaLUUU 3a20/108K08 UCMONb3YIOT AN CO3A4aHUS npaBus
NONUTUKK chunbTpaLm 3anpoCcoB 1 OTBETOB. VX cnegyeT ykasaTh npu Bbibope
OONOMHUTENBHBLIX AEUCTBUI, TakUX Kak 10OaBNeHNE, UBMEHEHUE U yOAaneHne
3arofioBKOB.

LLlabnioHbl cmpaHuy npeaHasHadYeHbl Ans aBTOMaTUYEeCKOoW reHepaumn yee-
JOMUTENbHBIX CTPaHWL, C UCMONb30BaHWeM npenonpenerneHHoro Tekcra. B
Takue LWabnoHbl MOXXHO BCTaBUTb TY UV MHYH MHADOPMaLIMIO O NepedaHHbIX
MO CETU AaHHbIX, KOTOPbIE MOCIY)XUIMI NPUYNMHON OTOGPaXKEHVS YBEOOMIIEHNSI.

YnpaBneHue wabnoHamum OCyLLeCTBNnAEeTCA B pasaene MonuTtuka > LWa6no-
Hbl.

[nsa BbINONMHEHUS Kaknx-nMbo AeNCTBMI C UHCTPYMEHTaMN NOMUTUKN NpefHasHayYeHbl onpe-
AeneHHble KHOMKW/3Hayku (cM. Ta6n.6.9).

Tabn. 6.9. 0630p KHOMOK U AEeNCTBUN, BbIMOJIHAEMbIX C UHCTPYMeHTamu nonutukn Ub

KHonka/3Ha4vok OnucaHue

PackpbITb/cBEpHYTb CTPOKM C MHCpOpMaLUuein 06 MHCTPYMEHTE.
3Haukm , m | b

CefeHus, npeacTaBneHHble B Tabnyvue saneMeHTa cnpaBoYHMKa, MOXHO OTCOPTU-
poBatb no nobomMy 13 mnapaMeTpoB (KOMOHKe Tabnuupl).

[lna copTUPOBKM HAXMUTE Ha3BaHWE Bbl6paHHOI;1 KOJTOHKMW.

Hanpumep, ecnu B Tabnuie ogHOro 13 aneMeHTOB cnpaBoyHMka Pecypcbl HaxaTb
Ha HasBaHwue KonoHku LLlabnoH nmeHun, 3HayeHuns B aTom ctonbue ByayT oTcopTu-
pOBaHbI N0 BO3pacTaHuto.

[Mpn NOBTOPHOM HaXaTuK Ha 3aroNi0OBOK COPTMPOBKA 6y,u,eT BbIMNOJIHEHA MNO y6bIBaHI/IIO.

L—] KonupoBaTb CNMCOK MHCTPYMEHTOB UMW UHCTPYMEHT.
KHonka

Konusa otobpaxaercs B kOHUe cnucka. Bce aaHHble HOBOro MHCTPYMEHTa, KpoMe
Ha3BaHWS, WAEHTUYHbI AaHHBIM OpUrMHana.

HasBaHune ckonnpoBaHHOMO MHCTPpYMEHTa CbOpMI/IpyeTCH cnegyrwoumnm o6pa30M:
® [I0OCMOsIHHas 4acmb — <Ha3BaHWE KOMUPYemMoro MHCTPyMeHTa> + <Konua>;
® U3MeHseMas Hacmb — <MNopPsSaKOBbIN HOMEP>.

lNopsidkoebilti Homep — 4ncno, obo3HavatoLee HOMep Konuu, co3gaBaemMon B Cu-
cteme. [opsAKOBBIN HOMEP KOMUK KaXA0ro MHCTPYMEHTA YHUKarneH.

B Ta6n.6.10 npuBeaeHbl npumepbl OPMUPOBAHUS HAa3BaHUIA.

E YOanutb MHCTPYMEHT.
KHonka

[ns yaaneHns nHCTpyMmeHTa (rpynnbl UHCTPYMEHTOB) NONUTUKM HEOBX0ANMO:
1. B 3aBMCUMOCTHU OT TOrO, IBMISAETCS N 3TO OTAEMbHBIM UHCTPYMEHTOB UMK FPYMMOoW:

o
Haxatb KHoMKy m B CTPOKE COOTBETCTBYHOLLEN rPynnbl;

o
PackpbITb CTPOKY C Al@HHBIMW KOHKPETHOW pynrbl U HaXaTb KHOMKY E B

CTPOKe COOTBETCTBYHOLLENo MHCTPYMEHTA.

2. B OTKpbIBLUEMCS OKHE MOATBEPXKAEHUSA HaXaTb KHoMKy Aa.
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KHonka/3Ha4yok OnucaHue

3. Ecnu 6bin yganeH anemeHT rpynnbl, HaaTb KHOMKY COXpaHUTb 415 COXpaHeHUs
BHECEHHbIX U3BMEHEHUN.

MHCTpYMEHT HEBO3MOXKHO yAanNuUTb NPY HaNMMYMmM y HEro CBsI3u ¢ NpaBuninamn uunm
nckntoveHnsaMmu nonutukn. OTobpasnTcs cooTBETCTBYOLLEE Co0OLLEeHNe 06 oLumbke.
[nsi ynaneHus MHCTpyMeHTa crieqyeT 3aMeHUTb ero B NpaBuie n/vnm UCKIioYeHun
Ha apyron

KHonka «/Jobasums + Ha3ea- | [106aBUTb HOBbIA MHCTPYMEHT.

HUe UHcmpymeHma»
Ero Ha3BaHWe JOMKHO ObITb YHUKaNbHO B CBOEM pasaene.

[obaeneHune Kaxxgoro Tuna WHCTPYMEHTOB I'IO,Cl,p06H0 OMNMCaHoO B COOTBETCTBYHOLLINX
pasgenax

K CoxpanuTs COXpaHI/ITb BHeCEeHHble U3MEHEHNSA
HOrmMkKa

0 HaxvmaTtb Ansi coxpaHeHWs! U NPUMEHEHNSI BHECEHHBLIX U3MEHEHWIA B NOMUTUKY
Homka

Ta6n. 6.10. NMpumepbl 06pa3oBaHUs HA3BaHUA CKOMUPOBAHHbIX UHCTPYMEHTOB NONUTUKMN

HasBaHue UHCTPYMEHTa HasBaHue konuu

UHCcTpymeHT WHCcTpyMeHT-konms-1

WHCTpyMeHT (mosemopHoe kornuposaHue obbekma) |HCTpyMeHT-konus-2

MHCTpyMeHT-konms-1 MHCcTpymMeHT-konusa-3

,D,J'IFI peOaKmupoeaHUH CrnncKa MHCTPYMEHTOB MOJIUTUKN UM ero anemMeHTa HeO6XOD,I/IMOZ

1. PaCKprTb CTPOKY C I/IHCbOpMaLl,I/leVI O CMNUCKE UHCTPYMEHTOB UIN ero arnemMmeHTe n BHeCTU
N3MEHEHUA.

2. HaxaTb kHonky CoxpaHuUTb, KOTOpasi CTaHeT JOCTYMHOWN TONbKO NOCIe BHECEHWUS KaKoro-
NINBO U3MEHEHUS.

MpumeyaHue

B pabome co cripago4Hukamu, credyem ydecmb, Ymo e20 6ydem HEB03MOXHO OMKPbLIMb U3-3a
bonbwoeo obbema. Ha akpaHe omobpasumcsi mekcm, codepxawull UHCMpPYKUuUU Onsi peweHus
rnpobnemsi:

«Cniucok cnuwkom 6onbwod. [ns npocmMompa u pedakmuposaHusi, CoxpaHume eego 8 ¢halsn u om-
Kpolime 8 nntobom pedakmope.

Lnsa peGakmupogaHusi 3moezo cripagoyHUKa HeobxodUMO IKCIopMmMuUpPo8ams €20 U3 cucmembl, BHecmu
U3MEHEHUS U UMIMopmupo8ams €20 06pamHo».

OCHOBHbIE M3MEHEHWSI, BHECEHHbIE B OOBLEKT MONMUTUKKM (OaTa co3gaHuns/peaakTMpoBaHus n
NHULMATOp 3TUX OENCTBMIA), NOCINEe COXpPaHEHUSI aBTOMaTUYECKN 3anoMUHAKOTCS CUCTEMOW U
oToGpaxatoTcsi B CTPOKe € AaHHbIMK 3Toro o6bekTa. Hanpumep:

admin admin
26.11.2018 1435 26.11.2018 1435

icap-server 1 icap://tt48 solarlocal:134

admin
21.11.2018 17:09
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[ns 6onee onepaTtnBHOM paboThbl C MUHCTPYMEHTAMM NOMUTUKM B KaXK4OM pasaerne, B 3aBUCK-
MOCTM OT TUMNa MHCTPYMEHTA, NPeayCMOTPEH MoUCK o mekcmy. [Ins novcka cnegyeT BBECTU
HanMeHOBaHWe MHCTPYMeEHTa (NoruH nonb3oBatens B pasgene Nonb3oBaTtenu (Basic Auth))
B MOWCKOBYIO CTPOKY, PACnofoXeHHY Haz CrMCKOM.

Mo mepe BBOAa TekcTa ByaeT otobpaxaTbCs CNUCOK pe3ynbTaToB, YAOBNETBOPSAOLWLNX YCIO-
BMsIM noucka. NMpu aTomM coBnagatome cMMBOribl ByayT NOACBEYEHbI XKENTbIM LBETOM.

AHanornyHbIN NOUCK NPEAYCMOTPEH M A5 COOEePXXUMOro crpaBoyHMKOB (none Mowuck no na-
pameTtpam).

6.4.4.1. Oowme cBeaeHun

«MexceTeBol akpaH Solar» No3BonsieT 3KCNOPTMPOBaTL M UMMOPTUPOBATL KaK BCHO NOMUTUKY
LIeNNKOM, TaK U ee OTAerbHble MHCTPYMEHTbI:

Crnowv npaBuI NOMUTUKN CO BCEMU 3NIEMEHTAMN U UHCTPYMEHTAMM, KOTOPbIE NCMOMb3YHTCH
B HUX;

rpynnbl MHCTPYMEHTOB NOMUTUKN OQHOIO TUNa;
OTAENbHbIN UHCTPYMEHT NONUTUKK (Hanpumep, IP-gmuanasoH, wabnoH cTpaHvubl U T.4.);
6a3y curHaTyp CMCTeMbl NPeAOoTBPaLLEHNS BTOPXKEHWUN.

Mpwn aTOM AaHHbIe akcnopTupytoTest B JSON- unm CSV-chann, KoTopbii COXpaHSETCA Ha OMCKE.
MecTo coxpaHeHus anna 3aBUCUT OT HAcTpoek bpayaepa.

MpumeyaHue

Heobxodumo yyecmb criedyroujee:

Jlumumel mpacgbuka u nonib3o8ameried rnpu Basic-aymeHmugbukayuu MOXXHO 8blepy3umb/3agpy3umb
MOJIbKO NpuU 3Kcriopme/umrnopme cell MouMuKU.

Ecnu ¢palin umeem Opyzol hopmam, rpu fnonbimke e2o umMrnopma omobpasumcsi yeeOoMmieHuUe
06 owubke. 3aepyska nonumuku He 6ydem 8bInorIHeHa.

Ecnu nonumuka co0epxum Kakue-nubo owubKu, oHa 8ce pagHo bydem umrnopmuposaHa 8 cucme-
my. Bce cyuwecmsyrowue owubku 6ydym rnepe4qucrieHbl 8 coobuweHuu ob owubke, Komopoe
omobpa3umcs 8 eeb-bpay3sepe.

Ecnu e npouecce akcriopma nosiumuku usiu ee UHCmMpyMeHmos riepedmu 8 Opyaol pa3ders, 3Kcrnopm
bydem omMeHeH.

6.4.4.2. QKkCNopT U UMNOPT NOSNTUTUKN

[na akcnopTa Bcex AaHHbIX MONUMTUMKU B pasgene MonuTuka HaxXMuUTe KHOMKY JKCMOpT
(Puc.6.16). danee cdopmuposaHHbii JSON-chann (Hanpumep, policy.json), cogepxalimm
COOTBETCTBYIOLLME AaHHbIE O MNONUTKKE, ByaeT COXpaHeH B KaTanor, ykasaHHbIN B HACTPOMKax
Opaysepa. ima dhanna ¢ nonutukon umeet cdopmart: <policy><parta akcnoprta><Bpems
aKcnoprta>.json
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HacTpoiiku Wmnopr

EXY MEXCETEBOWM 3KPAH

KOHTEHTHAR @UNBTPALIMA

Puc. 6.16. KHonku ans akcrnopta U MMNopTa NOMIUTUKU
Mpy nMmnopTe NONUTUKKN AaHHbIe N3 BHelwHero XML-cdanna sarpyxatorca B B[l cuctemsl.
[na umnopTa NONUTUKK:
1. B pasgene Monutuka Haxmnte UMnopt (Puc.6.16).

2. Bbibepute dann <ums ¢pamna>.json (Hanpumep, policy.json), cogepxalimini gaHHbIE Mo-
NNTUKN.

3. HaxmunTte OTKpbITb.

MpumeyvaHue

Heobxodumo yyecmsb criedyrowjue 0cobeHHoCmuU UMnopma noumuKu:
® 8ce afleMeHMmMbI U UHCMpYMeHmbl cmapol noaumuku yoansomcs;

e 8 rpasusnax u/unu UCKIKYeHUSX UMIopmupyemMol noaumuku Mo2ym 6bimb yKa3aHbl NepCOHb,
komopble omcymcmesyrom 8 [locbe «Mexcemesolu skpaH Solar». B amom criydae rpousotidem
cnedynujee:

€©CJ1u riepCoHa yka3aHa e ripasusiax c/iof ,Elocmyn 6e3 aymeHmud)UKauuu, 3adaHHoe Oelicmeue
Cesi3amb C HGPCOHOlj 8PYYHYHO U3IMEeHUMCSH Ha Cesizamb C nepc0H0t7 asmomMamu4ecKu,

ecnu nepcoHa ykalaHa 8 rnpasusiax Opyaux crioes, omobpasumcsi coomeemcmeyruiee yee-
domreHue. YeedomneHue bydem codepxamb riepeydeHsb id 8cex omcymcmeyouwux rnepcoH. B
3mom criyqae repelidume 8 KOHKPEMHOE pasusio Usu UCKIHYEHUE U BHECUME U3MEHEHUS].

Takke B «MexcereBon 3kpaH Solar» Bbl MOXETe UMMOPTUPOBATbL MYCTYH MONUTUKY. Ons
3TOro:

1. B pasgene NMNonutuka Haxmute Umnopt (Puc.6.16).
2. Ybeautecn, 4to B pasaene MNMonutuka OTCYTCTBYIOT NpaBuia B KaXKaoM U3 CrOEB.

3. MpoBepbTe, YTO NPK cO3aaHMKN NPABUN B CNOSX UnbTpaL MM 3anpocoB 1 OTBETOB NPUCYT-
CTBYHOT AePONTHbIE LWAGMNOHLI.

4. BblbepuTe Hy>XHbIV hann n Haxmmnte OTKPbITh.

5. Haxmute NMpUMeHUTb NOSIUTUKY.
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6.4.4.3. AKCNOPT MHCTPYMEHTOB MOSIUTUKMN

«MexceTeBol akpaH Solar» npefocTaBnsieT BO3MOXHOCTb 3KCMOPTMPOBAaThb rPynmnbl UHCTPY-
MEHTOB MONMUTUKN OAHOrO Tna. ATO KacaeTcsi Crmcka NpOoKCU-CepBEPOB.

,D,J'IFI 9KCNnopTa rpynnbl MHCTPYMEHTOB MNMOJIUMTUKN B pasfene MonuTtuka > BHewHMe nogknio-
‘-IeHVIiIBbI6epVITe COOTBeTCTBy}OLLI,VIVI pa3gen n HaxxMnuTte 3KCI'IOpT.

B ykaszaHHOM kaTtanore Oyager coxpaHeH dpann ¢ pacwupeHnem CSV, KOTopbIA COoepXuT
cnegyouyo Hpopmaumio:

Ha3BaHWs CTONOLOB B Nnopsike UX criefoBaHus B BeO-MHTepdelice, cneea-Hanpaeo, pas-
AerneHHble CUMBOMIOM Tabynsauuu;

3HaYeHUs1 MapaMeTpOoB, OnpeaerneHHbIX Ha3BaHMSIMU CTONOLOB NO NOPSAKY MX CrieqoBaHus,
pasgeneHHble CUMBONOM Tabynsumm.

MpumeyaHue

Ums skcriopmupyemoeo ¢halinia umeem chopmam: <Ha3eaHue 2pynrbl UHCMpPyMeHmoas rnoJsiu-
muku><dama 3Kcriopma><epeMs IKcriopma>.csv

Takke B «MexceTeBon akpaH Solar» MOXHO 3KCNOPTMPOBaTb OTAENbHbIE MHCTPYMEHTbI NOSK-
TUKK. [laHHas pyHKUMS AOCTYrNHA BO BCEX MHCTPYMEHTaX, KpOME:

NPOKCU-CEPBEPOB;
nMMnTOoB Tpaduka;
nonb3oBarenen (Basic Auth);
WwabnoHoB CTpaHuL,

[na akcnopTa oT4enbHOro MHCTPYMEHTa NonuTukK B pasgene Monutuka:

BbiGepute COOTBETCTBYIOLMIA UHCTPYMEHT U PACKPOMTE CTPOKY C €ro AaHHbIMU, HaKaB
3Hayok B.

HaxmuTe kHonky dkenopt (Puc.6.17).

CoxpaHuTh OTmeHa Jl06aBHTH WaGNoH Mow

HazBaHue be3 ayTeHTHhMKALIMI

LLa6noH UMeHH Tun w 3 E M3meHeH

= Mm#A xocTa v T 3 MEHTapHA
= v 160320221625 el e o

Puc. 6.17. dkcnopT oTAENbLHOIr0O MHCTPYMEHTA NOSIUTUKU

B ykasaHHOM kaTanore Gygetr coxpaHeH chann ¢ pacwmpeHnem CSV, KOTOpbIN COQEpPXUT
cnegyowyo nHgopmauumio:

CTpPOKy version 1;
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3Ha4YeHWsI NapaMeTPoB, ONpeaeneHHbIX Ha3BaHNAMK CTONOLIOB MO NOPSAKY UX CreaoBaHus,
pasgeneHHble cumBonom Tabynaumn.

MpumeyvaHue

Wms akcriopmupyemozo ¢hadinia umeem gpopmam: <Ha3eaHuUe UHCMpyMeHma nosumuku><dama
3Kcrnopma><gpemsi 3Kkcriopma>.csv

6.4.4.4. UMNopT MHCTPYMEHTOB NOJSINTUKU

«MexceteBoin akpaH Solar» npegocTaBnsieT BO3MOXHOCTb MMMNOPTUPOBaTb M3 BHELUHErO
dhaina MHCTPYMEHTbI MONUTUKN UMK TPYMMbl MUHCTPYMEHTOB.

MOXHO MMMNOPTMPOBATL AAHHbIE KOHKPETHOTO MHCTPYMEHTA MONIMTUKM B MOMEHT ero Aobaene-
HUS1 B CUCTEMY BPYYHY!IO.

Ona Toro, 4To6bl MMMNOPTMPOBATL CMUCOK MHCTPYMEHTOB MOMUTUKK, CHadvana HeobxoguMmo
noaroToBUTb TEKCTOBLIV doarn co cnmckom. dann gomkeH nmeTsb pacwmnpeHne CSV, a cogep-
XallMncs B HEM TEKCT AOMKeH MMeTb koauposky utf-8. dann gomkeH uMeTb nocnegoBaTensHO
cnegytouiee coaepXXUmMoe:

CTpOKy version 1;

Ha3BaHMs CTONOLOB B Nopsigke MX cnedoBaHusi B BeO-MHTepderice, crieBa Hanpaeo, pas-
OerneHHble TOYKOW C 3ansaTou;

BHumaHue!

HazeaHusi cmonbuoe O0/mKkHbI bbimMb 8 MOYHOCMU MmaKUuMU Xe, Kak U 8 3KCriopmupo8aHHOM
Criucke.

3HaYeHWs1 NapameTPOB, OnpeAeneHHbIX Ha3BaHUAMM CTONBLOB MO NOPSIAKY UX CregoBaHus,
pasneneHHble TOYKOWM C 3ansTomn.

Mpwu 3TOM criegyeT y4YecTb creaytoLlee:

ecnn napameTp UMeeT normyeckun Tun (bnaxok B MHTepdence), TO yCTaHOBNEHHOMY
donaxkky COOTBETCTBYET 3Ha4vyeHune 1, a cHaTomy — O;

€Ccnv napameTp He AOMmKeH ObiTb 3aaaH (HanpyumMep, NycTon Naporb), TO 3Ha4YeHUs Npeabl-
AyLLEero v crneayoLero napamMeTpoB AOSKHbI ObiTb pasgeneHsbl 4BYMsl CUMBOIaMu Tabyns-
Lmn.

MMnopT oTaenbHbIX MHCTPYMEHTOB MOMUTUKM AOCTYMNEH BO BCEX MHCTPYMEHTaX, KpOME:
NpOKCU-CEepBEpbI;
NMMUTBLI TpaduKa;
nonb3oBarenu (Basic Auth);

WabnoHbl CTpaHuL,
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MpumeyvaHue

Ecnu HaseaHue UHCmMpyMeHma MoaumuKu He 3adaHo, fpu umropme oHO 6ydem asmomamuyecKu
cghopmupoeaHo U3 UMeHU ¢halna u 0ambi-8PEMEHU.

HaseaHue uHcmpymeHma umeem cnedyrowuii gpopmam: <filename><timestamp>.csv
Hanpumep:

ums ¢atna: NewList, dama umnopma: 2018.11.30, epemsi umnopma:18:27:57. B umoee, umsi ¢ghatina,
cgopmuposaHHoe asmomamudyecku, 6ydem cnedyrowum: NewList_20181130_18-27-57.

CoaepXXMMbiM UMNOPTMPYEMOrO danna MOXHO MO0 AOMNONHUTE UMEIOLLMIACS CNNCOK, NGO
3aMeHNTb ero MOMHOCTbIO C MOMOLLILIO KHOMOK [lo6aBUTbL AaHHble u3 channa 1 3aMeHUTb
OaHHble u3 chamna.

[na umnopTta MHCTPYMEHTOB NOMAUTUMKN UMW TPYNMbl MIHCTPYMEHTOB MONMTUKM HEOBXOAMMO B
pasgene NMonutuka:

1. BbibpaTb COOTBETCTBYIOLLNIA MHCTPYMEHT UNW rpynny MHCTPYMEHTOB.

2. MNpu HE0BXOANMOCTM PACKPbITb CTPOKY C AAHHLIMI 3TOM0 UHCTPYMEHTA (FPYNMbl MHCTPYMEH-
TOB), HaxaB Ha 3Ha4ok K.

3. HaxaTb kHonky AMnoprT.

4. B oTKpbIBLLEMCS OKHE 3arpy3uTb AaHHble U3 ¢amnna BbIGpaTh cnocod 3arpy3ky AaHHbIX,
Ha)kaB COOTBETCTBYHOLL YO KHOMKY (Puc.6.18).

5. B OTKpbIBLUEMCS CTaHOAPTHOM OKHE BbiOpaTh dhann n HaxaTtb KHOMKY OTKPbITb.

3arpy3uvTb AaHHble u3 dhanna

3aMeHWTb BaHHBIMK W3 (aina JI063BHTL AaHHLbIE W3 (paiina

Main: He sbidpaH

3aKpaiTo

Puc. 6.18. OkHO «3arpy3unTb AaHHble u3 anna»

MpumeyaHue

Ecnu npu umrnopme criucka pecypcos rpousouwisia owubka, 8 okHe 6pay3epa omobpasumcsi yeedom-
JieHue ¢ demarsibHbIM OMUCAHUEM MpUYUHbI c60s.
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6.5. UIHCTPYMEHTbI NOSIUTUKN
6.5.1. Cnou npaBun NosIMTUKU

Kaxxabii crio npaBmn NONUTUKN COAepXKUT B cebe Habop npaBuin U UCKITHOYEHWUIA OQHOTO TMNa,
KOTOpble NpegHa3HaveHbl 4Nsi peLleHnst KOHKPETHOW 3agayun nonutukn (nogpobHoe onucaHune
Kaxkgoro cnos npmeseneHo B Ta6n.6.11).

MpumeyaHue

Konuyecmeo npasurn u uckodeHuli 8 crioe He AormkHO beimb 6osee 100.

Tabn. 6.11. O630p AeMNCTBUIA CO CIOSIMU NMpPaBUI NOSIUTUKU

HanmeHoBaHue crnos MNpumeyaHue Ccbinka Ha noapo6Hoe onucaHue

MexceTeBon akpaH

®dunTp TpaH3uTHoro Tpaduka |CucTeMHbIV Croi, ero HeBo3moxHo: |Pasgen 6.5.1.1.1

o nepenMeHoBaTH: Pasgen 6.5.1.1.2
®duneTp Mcxoasiero Tpaduka Pasgen 6.5.1.1.3

© NepemMecTuThb; Pasgen 6.5.1.1.4

dunbTp BXOAALLEro Tpaduka

TpaHcnaums agpecos
® KOMMpPOBaTb;

° ypanuTb

MpepoTBpaLleHe BTOPXKEHUN

MpaBuna n ucknioyeHns CucTtemHbIn cnon, ero HeBo3MOXxHo: |Pasgen 6.5.1.2.1
Paspen 6.5.1.2.2

HaGopsbl curHaTyp o nepeMMeHoBaTL;

® nepeMecTUTb,
® KOonnpoBaTb;

° ypanuTb

KoHTeHTHasa dunsTpauus

Hoctyn 6e3 ayteHTudpmkauum  |CUCTEMHbIN CNOW, ero HeBO3MOXHO: [Pasaen 6.5.1.3.1
Bckpbitne HTTPS Paspen 6.5.1.3.2

¢ nepenMmeHoBaTb;
® nepeMecTUTb,

° yoanuTb

duneTpaums 3anpocos CucTeMHbIN crioi, ero HeBo3MoxHo: |Pasgen 6.5.1.3.3
Pasnen 6.5.1.3.4

(DVIJ'IpraLl,VIﬂ OTBETOB o MepeyMeHoBaTb;

® MepemecTuTh;
° ypanuTb.

OpHako «MexceTeBoit akpaH Solary
no3BonsieT cgopMUpoBaTb HOBbIE
CINowu 3TOro Xe TuMna 1 BbINONHUTb C
HUMW LeiCTBUS, yKa3aHHbIE Bbille
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6.5.1.1. MexxceTeBOM 3KpaH

MexceTeBoe akpaHMpoBaHuWe aBnaeTcs 6a3oBon (PyHKUMOHaNBHOCTLIO «MexceTeBOM aKkpaH
Solar», no3BoNAOLLEN KOHTPONMPOBATbL UHAHOPMALIMOHHLIE MOTOKM Kak Ha HU3Kkux (L2, L3, L4),
Tak 1 Ha BbICOKUX (L7) ceTeBbIX ypoBHSAX No cneayowmm npusHakam: MAC-agpecawm, IP-agpe-
caMm, ceTeBblM UHTepdencam, COCTOSAHNAM COeQMHEHUI, HanpaBneHuo Tpaduka, nopTam,
npotokonam L3, L4, L7 n npunoxeHnam.

B kauyectBe MO B «MexceTeBon akpaH Solar» ncnonbayetca 6paHamayap Netffilter. [Insa ero
HaCTPOMKU UCMOSNb3YHTCA UHTepencsl yTunut nftables u iptables:

Nftables ncnoneayetcsa ans cosgaHus obpaboTtynka parMeHTUPOBAHHBLIX MAKETOB, KOTOPbIN
BKIOYaeTcs B paboTy NpakTUYeCcKkn B CaMOM Havane nyTu nakeTa Yyepes ceTeBomn cTek Astra
Linux. Takke, Nftables ncnonb3yerca ans HacTponkm 3axesata Tpaduka IPS (nossonser
BKMIOYNTb 3axXBaT M Nepeaady BXOASLEro U/unu TpaH3nTHOro Tpaduka Ha npoBepky B IPS
npsiMo 13 94pa).

Iptables ncnonb3yetrca ana cos3gaHns OCHOBHOW JTIOMMKM (bUnbTpaumMn CETEBbLIX NaKeTOB
(ocTanbHble yHKUMOHarbHble BO3MOXHOCTU MO «MexceTeBor akpaH Solary).

C noMOLLbIO HACTPOMKN MpPaBuI N UCKNOYEHMI crost MexceTeBOM 3KpaH MOXHO PEeLUnTb
crnepgymouime 3agayu:

dunbTpaumsa Tpaduka No onMcaHHbLIM Bbille NpU3HaKkam,

pa3rpaHu4eHne JoCcTyna K CETEBbIM pecypcam,

obHapy>XeHve 1 NpeaoTBpaLLeHne CETEBLIX BTOPXKEHWUN,

TPaHCNSUMs adpecoB Nosb3oBaTenew (CKpbITUE NCTOYHUKA/HA3HAYEHWS!, SKOHOMWS aPECOB),
oOHapyXeHne coObITUI U MHUMOEHTOB HApyLUEHUS NOSNIMTUKK CETEBON BE30MacHOCTH.

B 3aBucrmMmocTH oT BbIGpaHHOW 3agayun cchopMupymnTe NpaBuo NOAIMTUKU B COOTBETCTBYHOLLEM
nogpasgene crnos MexceTteBomn aKpaH, 3anonHuB Heobxoanmble napameTpsbl. [lepeyeHsb na-
pamMeTpoB NepevncrieH HxKe B COOTBETCTBYIOLLNX pasdenax.

MpumeyaHue

B «Mexcemesol akpaH Solary cepauckl obmeHugaromcsi aHHbIMU Mexdy coboli no cemu (localhost),
rnosmomy, Ymobbl He 6510KuUpos8amse ux pabomy, npu Hacmpouke rpasus hurnbmpayuu Heobxooumo
y4yumbigamp QaHHbIe, orucaHHble 8 mabruye [punoxeHue E, Mampuua M3 «Mexxcemeegoli akpaH
Solar».

MexxceTteBomn akpaH 1 DPI nmetoT orpaHn4eHus:

Mpn n3ameHeHnn gencteuns B npasunax ounsrpaumm ¢ Paspewntb Ha 3anpeTuUTb HoBas
NonuTUKa pacnpocTpaHAEeTCa TOMbKO Ha HOBble COeAWHEHWUd, yCTaHaBnMBaeMble nocne
npumMeHeHus nameHeHun. CoeanHeHns, yCTaHOBIEHHbIE 4O BHECEHNSA U3MEHEHWIA B NOMNK-
TUKY domnbTpaumu, npogosmkaT (puneTpoBaTbCa MO CTapbiM Npasunam, noka coeguHeHve
He ByaeT cOpOLLIEHO NN NepeycTaHOBEHO.
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o Bce RELATED-coeanHeHus, uHnumnmnpyemble paspelueHHbimn ESTABLISHED-coegnHeHu-
SIMU, NPOMYCKAKTCS, HO HE XXYPHarupyTCS.

o [posepku Tpadmka no npasunam DPI HayMHalTCA ¢ MOMeHTa co3aaHusa NepBoro npasuna
¢ knaccudgukatopom DPI 1 He pacnpocTpaHsiloTCs Ha COEAMHEHUs, YCTAHOBIEHHbIE A0
co3aHus NepBoro nNpasuna.

e [ns npasun DPI co3gatoTcst 4ONONHUTENbHbIE NpaBuna, KOTopble He BUAHbI B BEO-UHTEp-
dewce. Takme npasuna crnyxat ang onpegeneHms NpUKnagHoro NpoTokona NUnm NpunoxeHns
DPI. B HUX moryT nonagatb NepBble HECKOIbKO NaKeToB APYrnX COEANHEHUN, T.K. HA JAaHHOM
atane DPI npoBepsieT, eCcTb N B Tpadmke UCKOMbIE MPOTOKOMbI.

Mpu omneTpaumMm HEKOTOPbLIX NPUKNAAHbLIX MPOTOKOMNOB ¢ NomoLlbo DPI cTonT yuntbiBaTh:

e Ytob6bl 3abnokupoBath Tpaduk Telegram, npaBuno Ha ero 3anpet HeoOXo0AMMO NOCTaBUTb
Nno NPUOPUTETY BbILLE BCEX OCTamNbHbIX Npasus ¢ knaccudpukatopom DPI.

e B cBsaA3n ¢ ocobeHHocTsiMM paboTbl Tor He Nbon ero Tpadmk MOXHO 3abnokmpoBatb. Tor
MOXXHO BOKMPOBAaTbL TOMNBKO MO agpecaM U3BECTHbIX Y3108, NO3TOMY nof 6nokupoBky byaet
nonagartb He BeCb Tpaduk (MepeyeHb N3BECTHLIX Y3N0B Tor MOCTOSAHHO OOHOBMISETCS).

6.5.1.1.1. ®unbTp TPaH3UTHOrO Tpadmka

Cnon ®unsTp TpaH3uTHOro Tpaduka npegHasHavyeH 4ns ynpasneHus punstpauuen Tpaduka
Ha OCHOBE TPAH3UTHOro HanpasneHus (Tpadguk, KOTOPbIN MPOXOAUT CKBO3b «MexceTeBom
3KpaH Solar», T.e. o6pabaTbiBaeTca MM Kak NPOMEXYTOYHbIM y31nom), npotokonos L3, L4,
NPUNOXEHWI, UCNOMb3yEMbIX NOPTOB, aAPECOB NCTOYHMKA/HAa3HaYeHWs1, CETEBLIX MHTEPENCOB
N COCTOSIHUSI COEANHEHNIA.

Monutuka / MexceTteBoi 3kpaH / ®UbTp TpaH3nuTHoro Tpaduka @ TpumeruTs NIy
Cospatb npasuno Mo a o,ne. Q Hacrpoiika konoHok

Hazsanne JeActene  MCTOYHMK Mopt ucT. Hasnayenve MopT HasH. Mpotokons! Mpunoxenna  Korga v kem mameneHo  Jon. Bin.

admin
np.. Nobon Nio6oe He ucnonb3_.
P 04092023 1637 . Gl ﬁ

EL ]

3a_ YouTube e 00

04.09.2023 16:47

-
all He ucnonba.. admin [ @ o

04092023 16:49

Beero 3 Crpown 20/cp. v

Puc. 6.19. Crnion npaBun NoNUTUKU «DUNLTP TPaH3UTHOro Tpadmkar

B Tabnvue nanee nepeyncneHbl atpubyThbl 4nst GOPMUPOBaHUSA NPaBu NOMIMTUKL 3TOMO Criost.

Tabn. 6.12. OnucaHue aTpubyTOB cros «PunbTP TPaH3UTHOro Tpaduka»

HasBaHue aTpubyTa OnucaHue 3Ha4yeHue

OcHoBHble

HaseaHue HasBaHue npasuna BBogumbin Bpy4Hyto TekcT. MakcumanbHbI pasmep
BBEEHHOIO TEKCTa He foMmkeH npesbiwatb 200 cumBo-
noB. MakcumarnbHas AnMHa TeKcTa He JoMmKHa NpyBbI-
watb 30 6anT, rae 1 naTMHCKMI cUMBON paBeH 1 6anTy,
a 1 KMpUnNU4eckuin cumeon — 2 GanTam.

KommeHTapumn [ononHuTenbHble cBedeHUs O |BBoauMbIN Bpy4YHY0 TekcT. MakcumanbHbIn pasmep
npasune BBEJEHHOIo TEKCTa He AoMmKkeH npesbiwatb 500 cumBo-
nos.
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HasBaHue aTpubyTta

Mpuoputet

OnucaHue

Mopsigok o6paboTkm npaBuna

3Ha4yeHue

B npouecce 06paboTku MONUTUKK Kaxabl CIov NpaBui

MONUTMKM NPOBEPSETCA MNOCneaoBaTernbHO: CBepXy-
BHM3. MpaBmna n/unun ncknoYeHns NpoBepsATCA aHa-
noruyHbeiM 06pa3oM — cHavana NpPoBEPSAIOTCH UCKMIO-
YeHusl, a MOTOM Yyxe npasuna. YTobbl ynopsaoyvTb
npasurna no npuoputetam, nNpv cosgaHun/peaakTmpo-
BaHWM COOTBETCTBYIOLLErO NPaBunia B Morne yctaHaBute
€ro NpMopuTET C MOMOLLbIO LIMpPOBOro 3HaYeHus, Ha-
ynHas ¢ 1. bonee nogpobHo onncaHo B pasaene 6.2.

XKypHanuposaTtb

Onuusa no3sonsieT otobpaxartb
WH(OPMaLMIO O HAaCTPOEHHOM
npasune B XXypHane coeauHe-
HUW B pasgene Ctatuctuka >
XypHan coeguHeHUn

Oonuwms.

Dencrteue

[HencTeue, koTopoe 6yaeT npu-
MEHEHO K 0ObEKTY MO pe3yrbTa-
Tam NPOBEPKU YCINOBUIA NpaBu-
na

3HayeHne MOXHO BblOpaTb B pacKpbiBaloLLEMCS CINCKE:
3anpetuTs;
PaspelunTs;
OrpaHnynTb CKOPOCTb;

C6poc ownbo4yHbIix TCP naketos.

®PparmMeHTUPOBaAHHbLIN
Tpaduk

Onuma JocTynHa TOMbKO Mpw
BblGOpe TPaH3UTHOTO Hanpaene-
HWS Tpadmka 1 No3BONAeT pas-
OEennTb OONH CETEBOW NaKET Ha
ABa. PekomeHayeTtcs ucnonb3o-
BaTb Npn MakCMmMalbHOM pasmMe-
pe nomnesHoro Grnoka AaHHbIX
ogHoro naketa 6onee 1500
Gant

Oonuwms.

CocTosiHNe coeamHeHus

Cratyc coeguHeHUst Npy Npoxo-
XOeHun naketoBs Yepes M3

3HayeHne MOXHO Bbl6paTb B pacKpblBakoLLIEMCA CMNCKEe:

NEW — cocTosiHue o3Ha4vaeT, YTo NakeT SABNseTcs
nepBbIM ANs 4aHHOTO COeANHEHUS,

ESTABLISHED — cocTosiHMe o3Ha4aeT, YTo nakeTbl
ycneLHo obpaboTaHbl U coeanHEHNE YCTaHOBIEHO,

RELATED - coeguHeHue nony4aer 3ToT cTaTyc,
Korga OHO MHULMMPOBAHO YXXe YCTAHOBMEHHbIM CO-
eanHeHuem c coctoaHnem ESTABLISHED,

INVALID — cocTosiHMEe nokasblBaeT, YTO MakeT He
MOXET ObITb MAEHTUMLMPOBAH (COAEPXNT OLLING-
Kn).

Ecnu 3Ha4yeHune He BbIGpaHo, NpoBepsiTbCs OyayT nake-
Thl BCEX COEQUHEHWIN, HE3ABMCMMO OT UX COCTOSIHUSI.

Bxoaswuin nutepdeinc

CeTeBon nHTEpdhenc

3HayeHne MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHo Tonbko Npu BeiGope BXOAALLEro Unm TpaH3uT-
HOro HanpasneHus Tpaduka.

Mexogawmn nHtepdenc

CeteBon UHTEpdEenc

3HavyeHne MOXHO BBeCTM Bpy4Hyto. Hanpumep: ethO.
[ocTynHO Tonbko Npu BbIGOPE MCXOASLLEro Unn TpaH-
3UTHOTO HanpaeneHus Tpaduka.

MNcTouHUuK

Afpec oTnpaBuTeNs NakeToB

3Ha4yeHne MOXXHO BBECTU BPY4YHYHO Unn Bbl6paTb B
pacKpbiBakoLLeMCA CNucke:

OOuHouYHBIN IP-agpec;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

e [avanasoH IP-agpecos;

e Macka nogcetu IP-agpecos;
o MAC-agpec;

o «JToGol» (3HayeHue ro ymonyaHuro).

HasHnayeHne

Agpec nony4yaTtens NakeTos

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKpbIBalOLLEMCS CNncKe:

® OAMHOYHbIV IP-agpec;

Ouana3soH |P-agpecos;

e Macka nogcetu IP-agpecos;

«Jltoboex» (3HadeHue Mo ymonyaHur)

[NpoTokonebl

MpoTokonbl Nnepegayn AaHHbIX

3HayeHMe MOXHO BBECTU BPYYHyH unu BbliOpaTb B
pacKpbIBaKOLLEMCS CNUCKE:

o TCP;
e UDP;
e ICMP;
e GRE;
o AH;
e ESP

Ecnu sHayeHne He BbIGpaHo, NpoBepATbLCA ByaeT nio-
601 TpaduK, HE3ABNCMMO OT NPOTOKOSA.

MopThbl

Homep (ovana3oH HOMepoB)
noptoB TCP n UDP

Mepen BBOAOM MOPTOB HEOOXOAMMO BbIOpaTb 3HaYe-
Hue: HasHavyeHue nnu UCTouYHUK.

Yucno (meHblie 65536), cnncok nnu ananasoH HaTty-
panbHbIx Ynucen. MoxHo BbiGpaTh He 6onee 50. MNepBoe
3HaYeHWe ananasoHa AOMKHO ObliTb MEHbLLE, YEM BTO-
poe.

Mpunoxenuns

lMpoTokonbl 1 NPUNOXEHUS
ypOBHSA L7

3Ha4yeHne MOXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLLEMCA CNUCKe:

© BCe NPOTOKOIbI M MPUIIOXKEHNS (KaTeropys BEpXHEro
ypoBHs Bee),

® OfHY WM HECKOMNbKO KaTeropui MpOTOKOMOB W
NPUNOXEHUNA,

® onpepgeneHHble NPOTOKONMbl N NPUITOXXEHUA.
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MpumeyvaHue

lpu exknrodeHuUU onyul XXypHanupoeams u/unu ®pazmeHmupoeaHHbIU mpagbuk 8 CriucKe npasursi
1

8 cmonbue [JononHumesbHbIe yC108uUsi 0mobpaxxaemcsi 3Ha40K C KO/IU4eCmeoM BKITFOYEHHbIX
onyuda.

[Mpumeps! pelleHna 3agady € MOMOLLLIO NPaBun N UCKNOYeHU cnost ®UnsTp TPaH3UTHOro
Tpadomka npuseneHsl B pasgene 6.6:

e Bnoknposka pecypca no IP-agpecy (cMm. pasgen 6.6.1.1);

e OnoknpoBKa Nonb3oBaTerns ¢ NOMOLLbIO ero naeHTudmrkaumm Ha ceteBom yposHe: no MAC-
agpecy (cm. pasgen 6.6.1.2);

e unbeTpaumnsa Tpaduka Ha OCHOBE NPUHAANEXHOCTN K TOMY UM MHOMY NPUKIagHOMy npo-
TokOny/npunoxexuto (cm. pasgen 6.6.1.5).

6.5.1.1.2. duneTp BXoaAwero Tpacgpuka

Cnon ®unbTp BXxoasLwero Tpaduka npegHasHadeH s ynpasneHus ounstpaunen Tpadmka
Ha OCHOBE BXOASLLEro HanpasneHus (Ntobon Tpaduk, KOHEYHbBIM NofyYaTenem KOToporo siB-
nsaetca «MexceTeBoln akpaH Solar», T.e. B agpece HasHa4YeHUs nakeTa ykasaH OauH U3 ero
agpecos), npoTokonos L3, L4, npunoXeHnn, NCNonb3yemblX NOPTOB, aApeCcoB NCTOYHMKA/Ha-
3HaYeHus1, ceTeBbIX UHTEPKENCOB U COCTOAHUSA COEAUHEHWN.

MonuTuka / MexceTeBoii 3KpaH / ®unbTp BxopasLlero Tpaduka @ TIpMMEHUTE NOMUTIKY
Co3natb Npaeuno Mownck no Ha3BaHuio, ne... Q HacTpoiika KanoHoK

Ha3saHue JledcTBMe  UCTOMHMK MopT ucT. Ha3HaueHue [OPT Ha3H. MpoToKoNbI Mpunoxenus  Koraa W KeMm W3MeHeHo  [lon. B

admin
w. 1141 Tioboe fRbathon 04092023 1717 ao

admin

Tio6o# YandexMail @ 00

04.092023 1718

Bcero 2 Crpokn 20/cmp. v

Puc. 6.20. Cnown npaBun nonutukn «Punbtp Bxogslero Tpacgpukar

MpumeyaHue

Q@unbmpauyus mpaghuka, rMpOKCUPYEMO20 8 IBHOM PEXUME, OCYU,eCmerigemcs mosibKo npasgusiamu,
Odelicmsyrowumu Or1s1 8xo0siLe20 HanpasneHuUs mpacghuka (npu Ucrnosib308aHUU MEXHO102UU MPOKCU-
posaHUs 8 Kadecmee 3HadeHus adpeca Ha3Ha4YeHUsl rnakema ycmaHaernueaemcsi adpec MpoKcu-
cepsepa, noamomy «Mexxcemeeou skpaH Solar» eudum makoul mpaghuk 8xo0sLWuUM, a He mpaH3um-
HbIM).

B Ta6n|/|u,e aanee nepedvuncrieHbl anI/I6yTbI and (bOpMVIpOBaHVIFI npasu1 NOJINTUKN 3TOIO CIoA.

Tabn. 6.13. OnucaHue aTpubyToB crnosa «dunbsTp BXoasaLllero Tpadukar

HasBaHue aTpubyTa OnucaHue 3HauyeHue

OcHoBHbIe
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HasBaHue aTpubyTta

Hassanue

OnucaHue

HasaHue npasuna

3Ha4yeHue

BBognmbIi Bpy4Hyto TekCT. MakcumanbHbIn pasmep

BBEAEHHOIo TEKCTa He AomkeH npesbiwatb 200 cumeo-
noB. MakcumarnbHasa anvHa TekcTa He A0IKHa NPUBbI-
watb 30 6anT, rae 1 NaTUHCKMI CMMBOS paBeH 1 6anTy,
a 1 KMpUNIN4ecKuin cumeon — 2 GanTam.

KommeHTapui

[lononHutenbHble CBeAeHUs O
npasune

BBognmbIi BpyYHyto TekcT. MakcumanbHbIn pasmep
BBEEHHOIo TEKCTa He AormkeH npesbiwatb 500 cumeo-
nos.

Mpunoputet

Mopsigok 06paboTkm npaBuna

B npouecce 06paboTky NOMUTUKN KaxKabl CroK NpaBun
MONUTMKM NPOBEPSIETCA MOCMeAoBaTeNbHO: CBEPXY-
BHU3. [MpaBmna n/unm UcKINYeHNst NPoBEPSAIOTCS aHa-
noru4HeiM 06pa3oM — cHavana NpoBEPSATCS UCKMHO-
YeHusi, a MOTOM Yyxe npasuna. Ytobbl ynopsgounTb
npasuna no npuoputetam, nNpu cosgaHun/penakTmpo-
BaHWM COOTBETCTBYIOLLErO NpaBuna B Mose yctaHaBute
€ro NPMopUTET C NMOMOLLbIO LIMPPOBOro 3HAYEHUS, Ha-
ynHas ¢ 1. bonee nogpo6bHo onncaHo B pasgene 6.2.

KypHanuposatb

Onuusa no3BonsieT otobpaxaTtb
MH(OPMaLMI0 O HACTPOEHHOM
npaeune B XXypHane coeauHe-
HUI B pasgene Ctatuctuka >
XypHan coeauHeHui

onums.

Hewncteue

Hencteue, koTopoe byget npu-
MEHEHO K 06BEKTY No pesynbTa-
Tam NPOBEPKW YCNOBUIA NpaBu-
na

3HayeHVe MOXHO BbIOPaTh B pacKpbIBaOLLEMCH CNNCKE:
3anpetuTb;
PaspewwmTs;
OrpaHn4nTb CKOPOCTb;

C6poc owmnboyHbix TCP nakeTtos.

CocTosiHNe coegmHeHust

Cratyc coequHeHNst Npy Npoxo-
XOeHun naketoB Yepes M3

3HayeHne MOXHO Bbl6paTb B pacKpbliBakoLLIEMCA CMNCKE:

NEW — cocTosiHue o3Ha4vaeT, YTo NakeT sABnseTcs
nepBbIM ANS JaHHOTO COeANHEHUS,

ESTABLISHED — cocTosiHMe o3Ha4aeT, YTo nakeTbl
ycnewHo obpaboTaHbl 1 coeanHEHNE YCTaHOBIEHO,

RELATED - coeguHeHue nony4aer 3ToT CTaTyc,
Korga OHO MHULIMMPOBAHO YXXe YCTaHOBMNEHHbIM CO-
eanHeHuem c coctoaHnem ESTABLISHED,

INVALID — cocTosiHMEe nokasblBaeT, YTO MaKeT He
MOXET ObITb MAEHTUMLMPOBaH (COAEPXNT OLWING-
Kn).

Ecnu 3HaueHue He BbIGpaHo, NpoBepsTbCs OyayT nake-
Tbl BCEX COEAUHEHMUN, HE3ABMCMMO OT UX COCTOSIHUSI.

Bxogawmn nHrepdenc

CeTeBol nHTEepdeinc

3HavyeHne MOXHO BBeCTM Bpy4Hyto. Hanpumep: ethO.
[ocTynHo Tonbko Npy BeiGope BXOQSALLEro Uiy TpaH3uT-
HOro HanpaBneHus Tpaduka.

MNcTouHUMK

Afpec oTnpaBuTeNs NakeToB

3Ha4yeHne MOXXHO BBECTHU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLWeMCA CNncke:

OoauHouYHBIN IP-agpec;
amanasoH |IP-agpecos;

Macka nogcetu |IP-agpecos;
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HasBaHue aTpubyTta OnucaHue

3Ha4yeHue

o MAC-agpec;

o «JToGoly» (3HayeHue ro ymon4aHuro).

HasHaueHve Anpec nonyvartens nakeToB

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKpbIBalOLLEMCS CNnCKe:

® OAuHOuYHbIV IP-agpec;
e [auanasoH IP-agpecos;
e Macka nogcetu IP-agpecos;

o «Jltoboe» (3HayeHuUe no yMon4aHuro)

[poTtokonebl [poTokonsbl nepegayn AaHHbIX

3Ha4yeHne MOXHO BBECTW BPY4YHYK unu BbibpaTb B
pacKpbIBaloLLEMCS CMUCKE:

o TCP;
o UDP;
e ICMP;
e GRE;
o AH;
e ESP

Ecnu sHayeHne He BbIGpaHo, NpoBepATbLCA ByaeT nio-
601 TpaduK, HE3aBNCUMO OT NPOTOKOSA.

MopTbl Homep (ovana3oH HoOMepoB)
noptoB TCP n UDP

Mepen BBOOAOM MOPTOB HEOOXOAMMO BbIOPaATb 3HaYe-
Hue: HasHavyeHue nnu UCTouYHUK.

Yucno (meHblie 65536), cnncok nnu ananasoH HaTty-
panbHbIx Ynucen. MoxHo BbiGpaTh He 6onee 50. MNepBoe
3HaYeHWe aranasoHa AOMKHO OblTb MEHbLLE, YEM BTO-
poe.

MpunoxeHus [MpoTokonbl U NPUNOXEHUS
ypOBHSA L7

3Ha4yeHne MOXHO BBECTU BPYYHYHO Unn Bbl6paTb B
pacKpbiBakOLLEMCA CrNUCKe:

© BCe NPOTOKOIbI M MPUIIOXKEHNS (KaTeropys BEpXHEro
ypoBHs Bee),

® OfHY WM HECKONbKO KaTeropui MpOTOKOMOB W
NPUNOXEHUNA,

® onpegeneHHble NPOTOKONMbl N NPUITOXXEHUA.

MpumeyvaHue

lpu eknrodeHuUU onyul XXypHanupoeams u/unu ®pazmeHmupoeaHHbIU mpagbuk 8 CriucKe npaesursi

1

8 cmornbue ﬂononHumeanble ycnoeus omo6pa)KaemCH 3Ha4Y0K C KOITu4eCcmeoM BKITIOHeHHbIX

onyuda.
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Mprmepbl pelleHnsa 3agad ¢ NOMOLLLI MPaBMA U UCKIKOYEHU cnos PunbTp BXogsLwero
Tpadhuka npusegeHbl B pasgene 6.6:

e Bnoknposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

e OnoknpoBKa Nonb3oBaTerns ¢ NOMOLLbIO ero naeHTudmrkaumm Ha ceteBom yposHe: no MAC-
agpecy (cm. pasgen 6.6.1.2);

e unbTpauus Tpadmka Ha OCHOBE NPUHAAIIEXHOCTU K TOMY UM UHOMY NPUKNagHOMY Npo-
TOoKONy/NpunoxeHuto (cm. pasgen 6.6.1.5).

6.5.1.1.3. ®dunbTp Ucxogawero Tpacpuka

Cnon ®duniTp ucxoaswero Tpacduka npegHasHavueH ang ynpasnenns ovmnsrpaumen Tpaduka
Ha OCHOBE UCXOAsILLEro HanpaeneHus (nobon Tpaduk, n3HadanbHbLIM OTNPaBUTESNIEM KOTOPOTO
saBnsetca «MexceTeBon akpaH Solar», T.e. B agpece NCTOYHUKA NakeTa ykasaH OOuH U3 ero
agpecos), npoTtokonos L3, L4, npunoXeHnn, NCNonb3yembliX NOPTOB, aApeCoB NCTOYHMKA/Ha-
3HaYyeHus1, ceTeBbIX UHTEPKENCOB U COCTOAHNA COEAUHEHWN.

MonuTuka / MexceTeBoit 3kpaH / ®unbTp ucxoasero Tpaduka @ TIpUMEHNTE NOAUTUKY
Cospatb npasuno 0MWC o,ne. Q Hacrpoiika konoHok

Ha3saHue JeiicTBue  WCTOYHMK MopT ucT. Ha3HaueHve MOPT Ha3H. MpoToKonbl Mpunoxenuss  KOraa v Kem u3meHeHo  Jlon. Bri

admin

3a Tio6o# 1111 VPN e U0

04.09.2023 17:29

-
YandexMusic o [ ] @ G

04092023 1730

Bcero 2 Crpoku 20/ cTp. v

Puc. 6.21. Cnon npaBun NnonuTuku « PUnsTp Ucxoasiero npaBumna»

B Ta6n|/|u,e Aanee nepeduncrieHbl anI/I6yTbI and (*)OpMVIpOBaHVIﬂ npasu1 NOJINTUKN 3TOIO CIoA.

Tabn. 6.14. OnucaHue atpubyToB crnosl «PunbTp ncxogsaiyero Tpacpuka»

HasBaHue aTpubyTta OnucaHue 3HayeHue

OcHoBHbIE

HassaHue HassaHuve npasuna BBogumbIi BpyYHyl0 TeKCT. MakcumanbHbIn pasmep
BBEAEHHOIo TEKCTa He AormkeH npesbiwatb 200 cumeo-
nos. MakcumarnbHas AnMHa TekcTa He JoMmKHa NpyBbI-
watb 30 6anT, rae 1 naTMHCKMIM cumBon paBeH 1 6anTy,
a 1 kmpunnuyeckun cumeon — 2 6antam.

KommeHTapun [ononHuTensHble cBeAeHus o|BBoanmbll BpyyHyto TekcT. MakcumanbHbIi pasmep
npasune BBEAEHHOIo TeKCTa He AomxeH npesbiwatb 500 cumso-

nos.
Mpuoputet Mopspok obpaboTtkv npasuna |B npouecce 06paboTkyn NONUTUKM KaXKablIl CION NpaBui

MONMUTMKM NPOBEPSIETCA MOCHeaoBaTeNbHO: CBEPXY-
BHM3. MpaBnna n/unun Nckn4YeHns NpoBepsTCcs aHa-
NOrMYHbIM 06pa3oM — cHavana NpoBeEPSOTCA UCKITHO-
YeHusi, a MOTOM Yyxe npaswuna. Ytobbl ynopsgounTb
npaeuna no npuoputeTam, nNpu cosagaHun/penakTmpo-
BaHWM COOTBETCTBYIOLLEIO NpaBuna B Mose ycTaHaBute
€ro NPUOpPUTET C MOMOLLbO LIMPPOBOro 3HAYEHUS], Ha-
ynHas ¢ 1. bonee nogpo6bHo onncaHo B pasaene 6.2.

XypHanupoeaTtb Onuwsa noseonsieT otobpaxarb | Onuus.
MHPOPMaLM0 O HACTPOEHHOM
npasune B XXypHare coefuHe-
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HasBaHue aTpubyTta

OnucaHue

HUW B pasgene Ctatuctuka >

XypHan coeguHeHnn

3Ha4yeHue

[encrteune

[Henicteue, kotopoe Byaet npu-
MEHEHO K 06BbEKTY Mo pesynbra-
Tam NpOBEpPKW YCNOBUIA NpaBu-
na

3HayeHWe MOXHO BbIOpaTh B pacKkpbiBatoLLLEMCH CNCKE:
3anpetuTb;
PaspelumnTs;
OrpaHn4nTb CKOPOCTb;

C6poc owmnboyHbix TCP nakeTtos.

CocTosiHne coeguHeHus

Cratyc coeaMHeHUs NPy NPoxo-
XOeHun naketoB Yyepe3 MO

3HayeHve MOXHO BbIOPaTh B pacKpbiBalOLLEMCH CNNCKE:

NEW — cocTosiHue o3Ha4vaeT, YTo NakeT sABnsieTcs
nepBbIM ANs AaHHOMO CoeanHEeHUs,

ESTABLISHED — cocTosiHMe 03Ha4aeT, YTo NakeThbl
ycneLHo obpaboTaHbl 1 coegnHeHne yCTaHOBIEHO,

RELATED - coeguHeHue nony4aer 3ToT cTaTyc,
KOorga OHO MHULIMMPOBAHO Y>Ke YCTaHOBIIEHHbIM CO-
eanHeHuem c coctoaHnem ESTABLISHED,

INVALID — cocTosiHMne nokasblBaeT, YTO nakeT He
MOXeET ObITb MAeHTUMLMPOBaH (COaEPXNT ownb-
Kn).

Ecnwn 3Ha4eHne He Bbl6paH0, NPOBEPATLCA 6y}J,yT nake-
Tbl BCEX COEANHEHWIA, HE3ABUCUMO OT UX COCTOSIHUS.

Mcxogawmmn nHtepdenc

CeTeBol nHTEpPhenc

3HayeHMe MOXHO BBECTW BpyYHyto. Hanpumep: ethO.
[ocTynHO TONMbKO Npu BbIOOPE MCXOASLLEro Unn TpaH-
3MTHOrO HanpaeneHns Tpaduka.

NcTouHuk

Agpec oTnpaBuUTeNs NakeToB

3HayeHne MOXHO BBECTU BPYYHyH unu BblibpaTb B
pacKpbIBaKOLLEMCH CNUCKE:

o4vHOuHbIN IP-agpec;
OwanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;

«JTroBow» (3HayeHue o yMonyaHuro).

HasHnauveHne

Anpec nony4yarensd naketoBs

3Ha4yeHne MOXXHO BBECTU BPY4YHYHO UM Bbl6paTb B
pacKpbiBakoLLeMCA CNUcKe:

OOuHouYHBIN IP-agpec;
amanasoH |IP-agpecos;
Macka nogcetu |IP-agpecos;

«Jlroboe» (3HaveHue Mo yMonyaHuro)

MpoTokonbl

npOTOKOJ’IbI nepenadn oaHHbIX

3HayeHne MOXHO BBECTW BpYyYHylO UnuU BblGpaTb B
pacKpbIBaOLLEMCS CNIUCKE:

TCP;
UDP;
ICMP;
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HasBaHue aTpubyTta OnucaHue 3HayeHue
o GRE;

o AH;
e ESP.

Ecnu 3HayeHne He BbIGpaHo, NpoBepATLCA ByaeT nio-
6o TpaduK, HE3aBNCMMO OT MPOTOKOSA.

MopTbl Homep (ovanasoH Homepos)|lepen BBogom nopToB Heobxoanmo BbibpaTh 3Have-
noptoB TCP n UDP Hue: HasHayeHue nnn UCTOYHUK.

Yucno (meHblue 65536), cnncok nnu ananasoH HaTty-
panbHbIx Ynucen. MoxHo BbiGpaTh He 6onee 50. MNepBoe
3HayeHWe amanasoHa AOMKHO OblTb MEHbLLE, YeM BTO-

poe.
MpunoxeHns MpoTokonbl M MPUNOXKeHWs [3HaYeHne MOXHO BBECTW BPY4YHYlO MM BblbpaTb B
ypoBHsi L7 pacKpbIBaloLLIEMCS CTIUCKE:

© BCE MPOTOKOIbI N MPUMNOXKEHNS (KaTeropmnsi BEpXHero
ypoBHs Bee),

® O[HY WM HECKONbKO KaTeropui MpOTOKOMIOB W
NPUNOXEHUNA,

® onpegeneHHble NPOTOKONMbl N NPUITOXXEHUA.

MpumeyaHue

lpu exknrodeHuUU onyul XXypHanupoeams u/unu ®pacmeHmupoeaHHbIU mpagbuk 8 CriucKe npasursi

-
8 cmornbue [JonosHumesnbHbIe ycrio8usi omobpaxaemcs 3Ha'-IOK. C KOITUYeCmMe0oM BKITHOHEHHbIX
onuyuda.

MpumMepsbl peLleHns 3aaa4 ¢ NOMOLLBIO NPaBuM U UCKNIYEHU criost PUnbTp ncxogsuero
Tpadmka npueeneHsl B pasgene 6.6:

e Gnokuposka pecypca no IP-agpecy (cm. pasgen 6.6.1.1);

e unbTpaumnsa Tpaduka Ha OCHOBE NPUHAANEXHOCTN K TOMY UM MHOMY NPUKIagHOMy npo-
ToKONy/npunoxexuto (cm. pasgen 6.6.1.5).

6.5.1.1.4. TpaHcnsauua agpecoB

Network Adress Translation TexHONOrMsA TpaHCNALMM CETEBbLIX aApeCcoB, KOTopasi 3aKknvaeTca
B 00beauHEHNE KOMMbIOTEPOB B MESIKME JIOKalbHbIE CETU, KaXKOOW U3 KOTOPbIX MPUCBOEH
eavHbln IP-agpec.

Cnou TpaHcnauMa agpecoB NpefocTaBnAeT BO3MOXHOCTb CKPbITh:
® MCTOYHMK 3anpoca no TexHonornn Source NAT (SNAT),

® HasHayeHue 3anpoca no TexHororun Destination NAT (DNAT).
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Monutuka / MexceTeBor 3kpaH / TpaHcnauua agpecos @ TIpUMEHNTE NOMATUKY

Co3pathb npasuno Mowc AHWIO, MNE. Q Hactpoiika konoHok

Ha3BsaHue JeiicTeue  UCTOMHUK HazHauehue  MHTepdeiic MapameTp MopTbl MparmeHT Korja v Kem U3MeHeHo Br

To-destination
Toboe 123
1111:443 UDP

admin
04092023 20:31

web DNAT Tobon

ao

Bcero 1 Crpoka

20/ cp. v

Puc. 6.22. Crnion npasun nonutuku «TpaHcnsauua agpecoB»

TexHonornn SNAT no3BonsieT 3aMeHUTb UCXOAHbIN IP-agpec NCTOYHMKA CETEBOrO NakeTa Ha
Opyrou ykasaHHbIn Bpy4Hyto (enctene SNAT) unu astomatndecku (aerictesue MASQUERADE)
IP-agpec.

DNAT nosBonsieT npeobpasoBatb agpec HasHaveHust B IP-3aronoBke naketa. Ecnv naket
nonagaet nof KpuTepun npasuna, soinornHsaowero DNAT, To 3TOT nakeT v Bce nocnegyowime
13 3TOro e NnoToka, ByayT noaBeprHyTbl NpeobpasoBaHMIO agpeca Ha3HayYeHus 1 nepeaaHbl
Ha TpebGyemoe yCTPOMCTBO, XOCT UNn ceTb. [laHHOEe AeNCTBME MOXET, K MPpUMepY, YCrNeLHO
Ncnonb3oBaTbCs A8 NpefocTaBneHms AocTyna K Beb-cepBepy, HaxXoaaLWweMycs B NOKaribHON
ceTn, n He umetowwemy nybnuyHoro IP-agpeca.

[lns aToro chopmmpyite npasuio, KOTOpoe nepexesaTbiBaeT NakeTbl, naywme Ha HTTP-nopt
OpaHamayapa, 1 nepeganTe MX Ha NokKanbHbIM agpec web-cepBepa, BbinonHas DNAT. Ona
3TOro AeNCTBUA Takke MOXHO yKka3aTb Anana3oH agpecoB Ha3HaYeHus, Toraa Ans BCeX NakeTos,
NOAXOAALLMX NOA 3TO YCroBMe, agpec U NopT HazHavyeHusa ByayT N3MEeHEeHbl Ha LeneBble.

B Tabnuue pnanee nepeuncneHbl aTpubyThbl Anst hOpMUPOBaAHMS NPaBUI NOMIUTUKM 3TOTO CIOS.

MpumeyvaHue

Habop ampubymos ripasuna 3asucum om 8bibpaHHo20 delicmeusi.

Tabn. 6.15. OnucaHue aTpubyToB crnos «TpaHcnAUMA agpecoB»

HasBaHue aTpnbyTa OnucaHune 3HaveHue

OcHoBHbIe

HaseaHue HaseaHue npasuna BBoanmbin Bpy4yHyt0 TekCT. MakcumanbHbI pasmep
BBEJEHHOIO TEKCTa He AoMmKkeH npesbiwatb 200 cumBo-

JOB.

KommeHTapui

[ononHuTensHble cBedeHus1 O
npasune

BBogumbIi BpyYHylo TekCT. MakcumanbHbIn pasmep
BBEAEHHOIo TEKCTa He AomKeH npesbiwatb 500 cumeo-
nos.

Mpuoputet

Mopsinok o6paboTkm NpasBuna

B npouecce 06paboTku NONUTUKK KaXkabliA CIoW NpaBui
NoNUTUKN NPOBEPSETCA NOCNeAoBaTeNbHO: CBEpXY-
BHU3. [MpaBumna n/unm NckniYeHns NpoBepaloTC aHa-
nornyHbIM 06pa3oM — cHavana NpoBEPSIHOTCH UCKITIO-
YeHusl, a NOTOM Yxe npaswuna. YTobbl ynopsaaouuTb
npasuna no npuoputetam, nNpu cosgaHun/penakTmpo-
BaHUM COOTBETCTBYIOLLIEro NpaBwuria B nose ycraHaBute
€ro NpYopuTET C NOMOLLbIO LIMAPOBOrO 3HA4YEHMUS, Ha-
ynHas ¢ 1. bonee nogpo6Ho onucaHo B pa3gene 6.2.

LencTteue

[OevictBue, koTopoe Byaet npu-
MEHEHO K OObEKTY MO pe3yrbra-
Tam NPOBEPKU YCINOBUIA NpaBu-
na

3HayeHne MOXHO Bbl6paTb B pacKpblBakoLLIEMCA CMUCKE:

o PAT (Masquerading),

O SOLAR
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HasBaHue aTpubyTta

OnucaHue

o Source NAT,

3Ha4yeHue

o Destination NAT.

XKypHanuposaTtb Onuwma nossonset otobpaxars |Onuus.
WH(OPMaLMIO O HAaCTPOEHHOM
npasune B XXypHane coeauHe-
HUA B pasgene Cuctema >
KypHanbi
WHTepdenc CeteBori  MHTepdbenic  ans|3HaveHne MOXHO BBECTU BpyyHyto. Hanpumep: ethO
CKpbITUSI
NcTouHmK Afgpec oTnpaBuTens NakeTos |3HayeHne MOXHO BBECTU BPYYHyl Wnu BbibpaTb B
packpbIBaloLLEMCSH CMUCKE:
e opuHouHbIN IP-agpec;
e [OwnanasoH IP-agpecos;
e Macka nogcetu IP-agpecos;
o «JToGol» (3HaveHue Mo ymonyaHuro)
HasHauyeHve Appec nonyyatens NakeTos 3HayeHWe MOXHO BBECTM BPYYHYIO UM BbibpaTb B
pacKpbIBaloLLEMCS CMUCKE:
e OopuHo4HbIN IP-agpec;
e [OwnanasoH IP-agpecos;
e Macka nogcetu IP-agpecos;
o «JToboe» (3Ha4YeHne No ymon4aHuio)
MpoTtokon MpoTtokonbl nepefayn AaHHbIX [3HaYeHne MOXHO BBECTU BPYYHYHO unu BblbpaTb B

pacKpbIBalOLLEMCS CMNUCKE:
e TCP;

e UDP;

e GRE;

o |ICMP;

o AH.

Ecnun 3HayeHne He BbiOpaHo, NpoBepATbCs byaeT nto-
0601 Tpaduk, HeE3aBUCMMO OT MPOTOKONA.

Mpumepbl HacTponkn Npasus crnost PUNLTP NpmBeaeHsbl B pasgene 6.6:

o SNAT:

obbeanHeHe NCTOMHUKOB 3anpoca nog ogHum IP-uHtepdencom BpyyHyto — Source
NAT (cm. pasgen 6.6.1.3);

aBTOMaTuyeckoe obbeanHeHne UCTOYHWMKOB 3anpoca nof ogHuMm IP-nHtepdencom —
PAT (Masquerading) (cm. pasgen 6.6.1.5).

o DNAT — ckpbiTue IP-agpeca HasHavyeHus 3anpoca nonb3oBartens (cm. pasgen 6.6.1.6).
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6.5.1.2. NpepoTBpaweHue BTopxxeHumn (IPS)

Cuctema npepgoTtspalleHms sTopxkeHun (IPS) «MexceTeBown akpaH Solar» no3BonsieT KOHTPo-
nupoBaTb CeTeBON Tpadhmk B HaCcTu ero aHanmaa Ha npeameT Bpe4OHOCHOW M NoAo3puTernb-
HOW aKTUBHOCTM C BO3MOXXHOCTbO NOCneayoLLen 6roKMpoBKy.

CucTtema npefoTBpalleHns BTOPXKEHWUI NPUMEHSIeTCs Ans (unbTpaumy BXOASLEro U TpaH-
3UTHOro Tpaduka.

6.5.1.2.1. NpaBuna 1 ucknYeHus

Cnon NpepoTBpaleHue BTopkeHUr > NMpaBuna u UCKINKOYeHUA npeacrasnset cobon Habop
npaeun (curHatyp), CrpynnMpoBaHHbIX MO kraccam yrpo3s. lNMpumeHeHne npasun unsrpauumn
NPOUCXOANT NO CTEMEHU KPUTUYHOCTM aHANMU3NPYEMOW yrpo3bl.

Kaxablii knacc coaepxuTt B cebe npasuna, KoTopble aHanM3upyoT onpeaeneHHbIn TUM curHaTyp
C onpefeneHHbIM YPOBHEM Yrpos:

o KputnyHo — (I,

e OnacHo — i,

o [lpepynpexaeHve — ,
o He pacnosHaHo — i,

e He knaccundunumpoaHo —

£ )
b

Solar NGFW &=

&

Hacrpoiiku Wmnopr 3xenopt Monutuka / NpeaoTepauieHue BTOpKeHui / NMpasuna u nckniovedns @ TMpuMeHT NoAUTUKY

=
i

% MEXCETEBOW 3KPAH (Co3paTs UckioueHme

@

+[]+ @wnbTp TpaH3MTHOrO TPadMKa Konuuecreo 35288 Konuuectso

®
g

Tun

bt

[3 @unbTp Bropswero Tpadmka Kpur.

. #suricata class successful-user successful-user
£[l ®unbTp Ucxopsuiero Tpagmka

=,

#suricata class targeted-activity ~ targeted-activity

P

> TpaHcnAumMa afpecos

(& NIPENOTBPALIEHVIE BTOPKEHMA #suricata class exploitkit ~exploit-kit

®

[ NMpasuna n ucknioveHns #suricata class domainc2  domain-c2

i

[[@ Ha6opel curvatyp #suricata class credential-theft  credential-theft

%2 KOHTEHTHAS OWIGTPALS #suricata class.command-and-control - command-and-control

TlocTyn 6e3 ayTeHTudMKaLMN > #suricata class.unsuccessful-user  unsuccessful-user

(2 BckpbiTue HTTPS > #suricata class successful-admin  successful-admin

Puc. 6.23. Cnoun nonutuku «MpegorBpalieHne BTOPXKEHUN»

ALMUHMCTpaTOpy 6e30MacHOCTY AOCTYNHO BKIOYEHWE Y OTKIIOYEHME NPUMEHSIEMbIX KIaccoB
yrpo3 6e3 BO3MOXXHOCTM peaakTUpoBaHUs CaMuX NpaBui BHYTPU COOTBETCTBYIOLLIETO Knacca.

[ns BkNO4YeHNA/OTKNIOYEHUS Knacca npasun cnegyet ncnonb3oBaTtb NepeknkyarTesb 0.

O3HakoMnTbCH C npaeunamMmmn Knacca yrpo3 MOXHO, Ha>aB Ha 3Ha4o0K cneBa OT Ha3BaHUA
Knacca yrpos umnmn HaxxaB B nobom mecte CTPOKM C Ha3BaHMEM Krnacca.
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MonuTuka / NpeaoTBpalleHke BTOPXKeHUi / Npaeuna u uckniodeHns @ TpUMenuTL NonuTMKy

Cnana‘rh WCKNYyeHue
Konuuectso 35288 Konuuectso
Kput.  Tun Brn.
#suricata classsuccessful-user successful-user JleicTBue: B Texcre: Beenure TekcT M Enter [ ]
] Ha3sanue Jleicteue  MCTOYHUK Ha3sHayenue Pedhepenc Tar

2017025  ET ATTACK_RESPONSE Net User Command Response alert any any

2009579  ET ATTACK_RESPONSE Metasploit Meterpreter Registr._. $EXTERNAL_NET $HOME_NET www.nologin.org/Downlo_.  Metasploit

2038604  ET ATTACK_RESPONSE net user Command Output via H_ $HOME_NET $EXTERNAL_N_  91dc943c9e8fd0d4de542.  ATTACK_RESPONSE

2014533  ET MALWARE Metasploit Meterpreter core_channel_* _ $HOME_NET $EXTERNAL_N__ Metasploit

2014532  ET MALWARE Metasploit Meterpreter stdapi_* Comma_ $HOME_NET $EXTERNAL_N_ Metasploit

2014531  ET MALWARE Metasploit Meterpreter core_channel_* _ $EXTERNAL_NET $HOME_NET Metasploit

2014530  ET MALWARE Metasploit Meterpreter stdapi_* Comma_. $EXTERNAL_NET $HOME_NET Metasploit

Puc. 6.24. Knacc yrpo3s «YcnelHasi NonbiTKa Nosly4eHUsA NpuBuUneruin nonb3oBaTtensa»

B Tabnuue ??? npeacraBneHo onvcaHne CTonbuoB A5 KaX40W CUrHaTypbl.

Tabn. 6.16. OnucaHume cron6uoB crnos «MpegoTBpalwieHne BTopxkeHu > NpaBuna v UCKITHOYEHNUA»

HasBaHue ctobua ‘ OnucaHue
ID WaeHTndmkaTtop curHatypesl
HasBaHue HasBaHue curHaTypbl
Hewnctene [OeiictBue, koTopoe Byaet BbiNonHATLCA IPS no o6Hapy>xeHHOMY TpaduKy:

alert — Tpacduk GygeTt nponylleH, u 3anucb Oyoetr otobpaxeHa B pasgene
MpepnoTBpaleHe BTOPXKEHUM;

drop — Tpachmk bynet 3abnokmposaH 6e3 3anucu B pasgene MpepoTepalyeHne
BTOPXXEHUN;

reject — Tpadhmk GyaeT 3abnoknpoBaH, u 3anuck Byaet otobpaxkeHa B pasgene
MpepnoTBpaleHe BTOPXKEHUM;

pass — Tpaduk GyaeT nponyweH 6e3 3anvcu B pasgene MpegoTepalieHue

BTOPXXEHUWN.
McTouHMK IP-agpec uctouHuka, Hanpumep: any, SHOME_NET, $HTTP_SERVERS u ap
HasHaueHwne IP-agpec  HasHayeHuss 3anpoca, Hanpumep: any, SEXTERNAL_NET,
$SMTP_SERVERS u ap
PedepeHc O6paseL curHaTypbl Ans pacnosHasaHus IPS
Tar Kntoyesble cpasbl Ana yaobeTBa cunsTpaumm curHatyp

Tarke NpegycMoTpeHa BO3MOXHOCTb CO3jaBaTh UCKMHYEHMS U3 NpaBuil. Hanpumep, NCKnounTb
CUrHaTypy Ansi BCex Nnornb3oBaTene Unm UCKNiYnTb M3 dounstpauum Tpadumk nonb3oBaTens.
OTO NO3BONSET MUHUMU3MPOBATL YMCIIO NOXHbIX cpabaTbiBaHWUiA cMCTeMbI. [N Takux criyYaeB
npeaycMoTpPeHo ABa cnocoba HaCTPOUTb UCKITHOYEHNS:

no |D-CI/IFHaTypr OnNA OTKNOYEeHNA npaBuilia BCeM NMorb3oBaTendaMm,
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e no napametpam (McTtouHnky, HasHavyeHuto, NMopTy Ha3Ha4YeHUA) 4N OTKNIOYEHMS Npa-
Buna no IP-agpecy nctovHuka sanpoca, IP-agpecy HasHayeHus 3anpoca v NopTy Ha3Have-
HYS.

Co3/1aTh UCKNIOYEHWE X

BKnkoueHo e

HasgaHue Mcimiounte TpadMk Ana nonb3osatens
KommeHTapui 3anBKa 1514

McknroyeHue Ha ocHoBe CeTeBbIX NapameTpoB

METOUHMK §2222x

HasHaueHue ? 8888 x

MopTbl HA3HAYeHKA

CoxpanuTb OTMEHMTD

Puc. 6.25. CosgaHue ncknoyeHnm «Cucrtembl NnpeaoTBpaLLeHnss BTOPXKEHUN»

B Tabnuue Tabn.6.17 nepeuncrnenbl atpnbyTbl 4ns HOPMUPOBAHNUS NPaBU NONNTUKN.

Tabn. 6.17. OnucaHue atpubyToB cnos «lpepnoTBpalleHne BTOPXKEHUN»

Ha3BaHue aTpubyTa ‘ OnucaHue

HasBaHue HasBaHue curHaTypsbl

KommeHTapun [JononHutensHble cBEAEHWSA O NMpaBune

WckntoueHne Ha ocHoBe BbiGop 0CHOBbI 4111 CO34aHUs UCKIOYEHMS: ceTeBble MapamMeTpbl unu ID curHatypsbl
(npaBuna)

McTouHmMK IP-agpec uctoyHuka, Hanpumep: any, SHOME_NET, $HTTP_SERVERS u ap

HasnaueHune IP-agpec  HasHayeHuss  3anpoca, Hanpumep: any, $EXTERNAL_NET,
$SMTP_SERVERS u ap

MopTbl Ha3HayeHns Homep (ananasoH Homepos) noptoB TCP n UPD

CosgaHHble ncknioveHnst bygyT otobpaxartbecsi Ha Bknagke Konm4yecTBo UCKNIOYEHUN.

Mpumep pelueHns 3agaym C MOMOLLLIO NpaBun K ucknodeHun cnosi MNMpepoTBpalleHune
BTOpPXXeHWUN npueeneH B pasgene 6.6.3.

O6wue npuHUUNbI paboTbl C UCKNIOYEHNSMM 3TOrO Cnos (KonMpoBaHue, pefakTupoBaHue U
T.4.) onucaHbl B pasgerne 6.4.2.
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6.5.1.2.2. Habopkl curHatyp

B paspgene MpepoTBpalleHre BTopxeHU > HaGopbl curHatyp MOXHO ynpaensiTb CUrHa-
TYPHbIMK HaBopaMu, YTOGbI CBOEBPEMEHHO Nory4aTb OOHOBMNEHUSI HA HOBbIE Yrpo3bl Gesonac-
HOCTW.

Y1066 4OBaBUTL HOBLIV HABOP CUrHATYP, HAXXMUTE OfHY U3 KHOMOK:

MpumeyaHue

B 3aepyxaemom ¢haline He BomkHO bbimb cebie 50000 cuzHamyp.

UMnopT curHaTtyp — 3ameHa curHatyp (BKMoYas UCKNYEHNs), Habopbl U KaTteropumn) s
danna B chopmate JSON.

Ho6aBuTb Habop — gobasneHve HOBbIX curHatyp M3 danna B popmate JSON nosepx
yXe CyLLEeCTBYOLLUX.

MpumeyaHue

[ns pabomei ¢ cuzHamypamu criepea Heobxo0uMo umnopmuposams ¢halinei nips.rules, 4rays.rules
u etopen.rules, komopsie udym e komrinekme M3 Solar, ¢ nomouwibto kHornku fJo6aeumes Ha6op .

Ecnu e ¢batine c Habopom cuzHamyp ecmb 3aKOMMEHMUPOBaHHbIE CUgHamypb! (CMpoKa Ha4uHaemcsi
¢ cumeora #), oHu He 6ydym dobaerneHsb! 8 B/].

lMpobriemMHble cueHamypsbi 8 ¢haline (Hanpumep, ¢ Oybnupyrouwumcs SID, owubkamu 8 cuHmakcuce,
ycmapeswumu HernoddepxusaeMbIMU KITKHesbiMU crioeamu U m.0.) ueHopupyromcs. MiezHopuposaHue
npobrieMHbIX cugHamyp XypHanupyemcsi.

HaxxmnTte kHonky OBGHOBUTb KaTeropuu, 4Tobbl C MOMOLLbHO 3arpy3kn 0OHOBNEHHOMO dhanna:
YoanuTb KaTteropmm, KOTopbIX HET B (haine, ecriv OHU NYCTble U B HUX HET cUrHaTyp.
O6HOBUTL MHCDOPMALIMIO AN TEX KaTeropun, Ansa KOTOpbIX €CTb U3MEHEHMUS B channe.
[oGaBnTb HOBbIE KaTeropun ua ganna.

O6HoBuTL hainn classification.config ¢ yueTtom HOBbIX Kateropumn.

C nomoLLbo KHOMKM E MOXHO HaCTpOUTb CTOJ'I6U,bI Ta6J'II/ILI,bI.

YUTo6bl 3arpy3unTb haiin co Bcemu Habopamm 1 KaTeropnsiMm CUrHaTyp, a Takke ¢ MHdopmaumnen
MO HUM, HAXXMUTE KHOMKY DKCMOPT CUTHATYP.

YT06bl YyaanuTe Habop cuUrHaTyp, B CTPOKE C HUM HaXXMUTE KHOMKY .
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Solar NGFW &=

Hactpoiiku Vnanopr E
Monutuka / MpepoTBpalleHne BTopxeHuid / Habopbl curHatyp TIpUMEHNTL NONMTUKY

EE4 MEXCETEBOV 3KPAH

3IKCNOpT CUrHaTYp Wmnopt curkatyp (06HOBMTH KaTeropuu Jlo6aswTe HaGop =

:[]* ®unbTp TpanauTHOrO TPadMKa

Hassa
L} DunbTP BXOAALLEro Tpauka

nips 26.02.202414:23 admin

£[|: ounbTp nexopswero Tpagmka

nips-rules-1 05.03.2024 15:26 ELT
»> TpaHCNAUMA apecos

10/cp. v
¥ NPEJOTBPALLEHWE BTOPXEHUA
EE| NMpasuna v uckniovetms
[[3 HaBopbl curnatyp
: 7 KOHTEHTHASI ®U/NbTPALINA

£ Noctyn 6es ayrenTudmkaLim

5y Bckpbitne HTTPS

Puc. 6.26. Cnon nonutuku «MNpenorBpalieHne BTopkeHun > Habopbl curHatyp»
6.5.1.3. KoHTeHTHaa dounbTpaumsa

KoHTeHTHas comneTpauus npegHasHayeHa ans KoHTpons 4octyna nonb3osartenemn K IHTepHeT-
pecypcam 1 3alnTbl YTEYKN MHADOPMaLUN.

C nomoLLbo HaCTPONKM NpaBmn N UckNtodeHn cnost KoHTeTHasa counbTpaumm MOXHO peLLnTb
crnegyroLime 3agadu:

e paspellatb goctyn 6e3 ayTeHTUdunKauum K onpeaeneHHbIM pecypcam;

e BCKpblBaTb HTTPS-Tpaduk ana ganbHenwero aHanmsa;

e HacTpauBaTb UNBLTPALMIO 3anNpOCOB/OTBETOB MO COAEPXKMMOMY 3anpoCoB;
e OGroknpoBaTb 3arpy3sky annoe B pexmme o6paTHOro NPOKCHU.

6.5.1.3.1. JocTyn 6e3 ayTeHTUdMKaLmm

Crnon Ooctyn 6e3 ayTteHTudmKaumm npencrasnser cobon Habop npaBui UCKIOYEHUS
ayTeHTMdUKaLMn, KOTopble 3a8atoTca Ana NPUNOXeHW 1 Norb3oBaTenen, He NoOAAEPXKMBatO-
wnx NTLM w/vnun Kerberos-ayTeHTUdUKaLmMIO, HACTPOEHHYIO B CUCTEME. DTOT CNON HEOBX0AUM,
4YTOObI paspeluatb AOCTYN B UHTEPHET ANSA HeayTeHTUMMLMPOBaHHbIX NoNb3oBaTenemn n/mnm
NPUNTOXEHWIA.

Hacpoiiku Wmnopt 3xcnopt MonuTthka / KoHTeHTHas dmnbTpaums / floctyn 6e3 ayteHmudmkaumn @ TIpUMEHITS NONHTHKY
Eﬂ MEXCETEBOW 3KPAH Co3naTh NPaBUN0D Mo 3BaHWIO, Me_.  Q HacTpoiKa KoNoHOK

KOHTEHTHAA ®UNBTPALMA HazBaHue WcTouHuk HazHaueHne He ayTeHTMhHLIMPOBATL N Mepcosa  [lon. Bkn.

06HOBNEH 1022028 TioGoe CBA3aTb aBTOMATHUECKU = [ ] @ o
103.20.26

£} Noctyn 6e3 ayTeHTHdMKaLUMI
&k flocry UL 1032033

mf BekpbiTve HTTPS ToGoii Huuero He fenath (] ﬁl o

Puc. 6.27. Cnoun npaBun nonutukn «octyn 6e3 ayteHTUdUKauum»

B Ta6n.6.18 nepeuncneHsl atpnbyTbl AN (OPMUPOBAHUSA NPaBUI MOMUTUKK.
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Tabn. 6.18. OnucaHue aTpubyToB crnosa «[loctyn 6e3 ayTeHTU(UKaLUN»

HasBaHue aTpnbyTta OnucaHue 3HayeHue
OcHoBHbIE
HassaHue HassaHue npasuna BBoauMbIi BpYyYHYHO TeKCT. MakcumarnbHbI pasmep
BBEJEHHOro TeKcTa He AormkeH npesbiwatb 200 cumBo-
nos
KommeHTapumn [ononHutensHble cBefeHus |BBoaumbl BpydHYy0 TekcT. MakcumanbHbln pa3mep

O npasune

BBELEHHOIO TEKCTA He JormkeH npesblwaTtb 500 cumBo-
J10B

He ayteHTudumumposatb
"

OevictBne, koTopoe Oyner
NPUMEHEHO K OOBbEKTY No pe-
3ynsTatam NpoBEPKX YCIOBUIA
npasuna

3Ha4eHne MOXHO Bbl6paTb B pacKpbiBaloLleMCA CMUCKe:

Hnyero He penatb — «MexceteBon akpaH Solar»
No3BONMUT HACTpoUTb AoCTyn K Beb-pecypcy 6e3
ayTeHTI/I(bVIKaLl,I/IVI Ona NCToYHMKa 3anpoca unu otee-
Ta. Cucrema COXPaHUT NCTOYHUK KaK HeaBTOPMU30BaH-
Horo nonb3oBaTtens (Beb-pecypc);

CBsa3aTb C NepcoHoi aBToMaTtudeckn — «MexceTteBoit
aKpaH Solar» BbINOMHUT crieaytolmne AeicTBUS:

onpegenut IP-agpec nctovHuka 3anpoca;

BbIMOMHWUT Nouck AaHHoro |IP-agpeca, cpaBHKBas
C AaHHbIMU NepcoH 13 flocke. ECnn NCTOYHUK He
OyneT HalfeH, cucTemMa COXpPaHWUT ero Kak Heas-
TOPW30BaHHOIO MOMNb30BAaTENS, a Takke NpeaocTa-
BUT A0CTyn 6e3 ayTeHTUdMKaLum;

CB#3aTb C NEPCOHON BPYYHYIO (3HaYeHue o ymon4ya-
Huw) — «MexceteBon 3kpaH Solar» conoctaBuT
AaHHble NCTOYHUKa C AaHHbIMW NEePCOHBbI, YKaSaHHOVI
B MpaBune BPYy4HYH agMmmuHucTpaTopom GesonacHo-
ctu. Mpun 3anpoce gocTyna OT UCTOYHMKA cucTema
CBSDKET OaHHble C nepcoHon u3 [locbe, a Takke
npegocTaBuT eMy AocTyn 6e3 ayTeHTudmKkaumm

[NepcoHna

[NepcoHa n3 [docke, C KOTO-
powvi ByneT cBsid3aHa ayTeHTU-
dukaums. ATpnbyT cTaHOBUT-
€S BUOUMbBIM, €CIU B NpaBurne
yKka3aHo, 4TOo HeobxoauMmo
BPYYHYIO CBSA3aTb AaHHble O
nonb3osarenie C MepcoHOwn,
CyLLEeCTBYIOLLEN B CUCTEME.
[Mpw BLIGOPE NEPCOHBI aBTOMa-
TUYECKM OTODOpasnTcs rpynna
NepCoH, B KOTOPOW OHa COCTO-
nT

MepcoHa, BbiOMpaemas n3 flocbe. B npouecce BBoaa
TeKkcTa oTobpaxkaeTcsi CMMCOK NEPCOH, COBNaaatLLmnx no
BBEEHHOM Habopy CMMBOOB

NcToYHUK

Mpunoxenne, Beb-Opay3ep
U MHON UCTOYHMK, KOTOPbIN
WHULMMPOBAan coeauHeHne

3HayeHne MOXHO BBECTU BPY4HYIO Unu BbIbpaTh B pac-
KpbIBaOLLLEMCS CrNCKeE:

OpuHouHbIn IP-agpec;
[unana3soH IP-agpecos;
Macka nogcetn IP-agpecos;

«JTtoboi» (3HadeHue Mo ymonyaHur)

HasHnauyeHne

Afpec HasHayeHus 3anpoca

3HayeHne MOXHO BBECTU BPYYHYHO UK BbIOpaTh B pac-
KpbIBaIOLLLEMCSI CTCKE:
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HasBaHue atpubyTa

OnucaHue

3Ha4yeHue

o [owmen;
e Cnucku Beb-pecypcos;

o «Jlloboe» (3HayeHue Mo yMon4aHuro)

[ononHutenbHble

MpoTokon

[MpoTokon nepegayn AaHHbIX

3HayeHne MOXHO BBECTU BPY4HYIO Unu BbIGpaTh B pac-
KpbIBaIOLLLEMCS CMNCKE:

o HTTP;
o HTTPS;
« FTP.

Ecnu 3HayeHune He BbIGpaHO, Mpy NPUMEHEHWMN MOMUTUKM
OyayT NPOBEpeHbI BCe MPOTOKONbI

Metoabl

MeTtoapl npotokonos HTTP un
FTP OVER HTTP

3HayeHne MOXHO BBECTU BPY4HYIO Unu BbIbpaTh B pac-
KpbIBaOLLLEMCS CMNCKE:

e CONNECT;
o COPY;

e DELETE;

o GET;

e LOCK;

e MKCOL;

e MOVE;

e OPTIONS;
e PATCH;

e POST;

e PROPFIND;
o PUT;

e UNLOCK.

Ecnu 3HaueHue He BbIGpaHO, Mpy NPUMEHEHWM MOMUTUKM
OyayT npoBepeHbl Bce meToAbl. MNogpobHee o meTogax
cM. B pasgene Mpunoxenue D, Memodsl HTTP-npomo-
Kona

MopThbl

Howmep (amanasoH HomepoB)
noptoB TCP, BKMOYEHHbIX B
URL-agpeca 3anpocos

Yucno (MeHbLue 65536), CNMCOK Unu AuanasoH HaTyparnb-
HbIX Yncen. MoxHo BelibpaTh He 6onee 50 wTyk. MepBoe
3Ha4eHWe ananasoHa LOMKHO ObITb MEHbLLE, YeM BTOPOE

3aronosku

CnyxebHble 3aronoBku nake-
Ta JaHHbIX

3HaueHne MOXHO BblGpaTh B pacKpbiBaloLLEMCS CTICKE.
B aTOM cniicke oToGpakeHbl BCe YCIOBUS Ha 3arofioBKU,
cchopmmrpoBaHHble B cucTeme. MoxHo BbibGpaTh He Gonee
50.

MogopobHee o 3aronoBkax cM. B pa3gene 6.5.3.4

Mpumep pelueHns 3agayun ¢ nomoLllbto crost floctyn 6e3 ayteHTUdMKaumm npueeaeHsl B

pasgerne 6.6.4.
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O6wue npuHUMnbl paboTbl ¢ NpaBunamMmn AToro cnos (KoNMpoBaHue, pefakTuposaHne u T.4.)
onucaHbl B pasgene 6.4.2.

6.5.1.3.2. BckpbiTne HTTPS

Cnon Bekpbitne HTTPS npegcrtaensiet cobor Habop npaBun 1 UCKNOYEHUA Ana pacwndg-
poBkn HTTPS-Tpaduka ¢ uenbio fanbHenwen nposepkn. Ecnn aToT cnom He cchopMupoBaH,
nonuTUKY MOXHO OyaeT HacTpamBaTtbh fanee, u oHa bygert pabortatb. Ho 6yayT cpabaTtbiBaTtb
TONbKO T€ NpaBuna 1 3afaHHble B HUX YCIOBUSA, AN KOTOPbIX He TpebyeTca BckpbiTne HTTPS.

Hacipoitku Wmnopt IKCnopT MonAuTua / KoHTeHTHas unstpauns / Bekpbimue HTTPS @ TPMMEHNTL NOIHTHKY

% MBEXCETEBOW SKPAH (Co3path Npasuio a3BaHWIo, Ne.. Q HacTpofika konoHoK

HonwuectBo 1 Konwuectso 1

'l.: KOHTEHTHAA ®WNLTPALINA

Ha3sanue WcTouHuKC Hazmavetiue 3aronoaku KOTpa W Kem M3meneHo

) [octyn Ge3 ayTeHTdMKALIMM
Vickniouetus - Tpaduk He BCKPBIBaETCS

admin
15.03.2022 16:00

Bckpoitve HTTPS

He BCKpLIBaTh NwoGoii IKOHOMMKE, IAH_

) DUALTPALMA 3aNPOCOB Mpasuna - Tpamk BCKPLIBAETCA

admin

Bekpoimne HTTPS
09.03.2022 1539

TMoboii
<,> OWIETPaUWs OTBETOB

Puc. 6.28. Cnon npasun nonutuku «Bekpbite HTTPS»

[na BCcex MCTOYHWMKOB, yKas3aHHbIX B MpaBunax 3Toro crosi, byger npumMeHeHo gencteue
BckpbiTe HTTPS-Tpadumk. 310 03Ha4aeT, 4To Npu ncnonb3oBaHun nons3oparenem HTTPS-
npotokona «MexceTteBon akpaH Solar» pacwmgpyeT Becb nepenaBaembiini Tpaduk Ans
JanbHenLwen npoBepkn 1 aHanmsa. [ns UCTOYHMKOB, YKa3aHHbIX B UCKITIOYEHNSAX STOrO Cros,
pacwundpoBka Tpadmka BbINOMHATLCS HE ByaeT.

[ns 6onee nogpobHOro aHanusa KOHTEHTa nepeq opMmMpoBaHMeM 3TOro Cnost HeobxoanMo
NCNonb30BaTb COOTBETCTBYIOLMIA CEPTUAMKAT, UCMONb3YEMbIN ANA BXOAALNX COEANHEHUN
(nogpobHee cm. B foKyMeHTe Pyko8oOCmeo o ycmaHo8Ke U HacmpoUKe).

MpumeyaHue

lpu ¢gbopmuposaHuu npasusl u/unu UCKITKYEHUU 3MOo20 C/1051 PpacluUupeHHbIe HacmpouUKu He npedy-
CMOMPEHDI.

B Tabn.6.19 nepeyvncneHbl atpnbyTbl 4nst GOPMUPOBAHUS NPABUIT N UCKITHOYEHWIA.

Tabn. 6.19. OnucaHue aTpubyToB NnpaBuUn U UckrrovyeHumn cnos «Bekpoitne HTTPS»

HasBaHue aTpubyTta OnucaHue 3HayeHue

HassaHue HassaHve npasuna w/wnu uc-(Beogumbin BpyyHyto TekcT. MakcumanbHbIi pa3mep
KIoYeHns BBEAEHHOIo TEKCTa He AormkeH npesbiwatb 200 cumeo-

nos
KommeHTapui [ononHutensHble cBefeHns o|BBoanMbl BpyyHylo TekcT. MakcumarnbHbId pasmep
npasune Uunm UCKNoYEHNN | BBEAEHHOTO TEKCTa He JomKeH npesbiwaTs 500 cumso-

nos
McTouHmK [Monb3oBaTenb, npunoxeHue, |3Ha4yeHne MOXHO BBECTM BPYYHYIO UMM BbibpaTb B

BeG-6paysep MM UHOW NCTOM-
HWK, KOTOPbIA MHULIMMPOBAr COo-

pacKpbiBalOLLEeMCA CNUCKe:

e [lepcoHa u3 [locbe;

eavHeHve. [Ona  UCTOYHWMKA,
YKa3aHHOrO B UCKIOYEHUM,
e [pynna nepcoH u3 flocke;
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HasBaHue aTpubyTta OnucaHue 3HayeHue

Tpacduk pacwmudpoBbiBaTbCA|®  HeayTeHTUdMLUMPOBaHHBIA NOMb30BaTENb;

He Oyget

o OpuHouHbIn IP-agpec unun gnanasoH IP-agpecos;
MpumeyaHue
lMpu ykazaHuu IP-adpeca unu duana3oHa IP-
adpecos 803HUKaem owubka. YkKasbieamb
OaHHbIe 3Ha4yeHUsI He PEKOMEHAYemcs.

e Macka nogcetu IP-agpecos;

o «JToGol» (3HaveHue Mo ymonyaHuro)

HasHaueHune Afpec HasHayeHusi 3anpoca,|3HavyeHne MOXHO BBECTU BpYYHYlO MMM BblbpaTb B

OTNPaBMEHHOIO UCTOMHUKOM | pacKpbIBatOLLEMCS CMUCKE:
o [lomeH;

e Cnucku Beb-pecypcos;

o Karteropusi Be6-pecypcos;

o «JToboex» (3HayeHue Mo ymonyaHuro)

3aronosku CnyxebHble 3aronoBku nakeTa |3HayeHne MOXHO BblIOpaTh B PACKpPbIBAOLLEMCS CMIUCKE.
OaHHbIX B aTom cnucke oTobpaxkeHbl BCe YCNOBUSt Ha 3aroroBkMy,
chopMmpoBaHHble B cucteme. MoxHo BelibpaTh He 60-

nee 50.

MoppobHee o 3aronoBkax cM. B pasgene 6.5.3.4

MpyMepsbl pelueHns 3a4ay ¢ NOMOLLBbIO NpaBuil U UcknoveHun cnost Bekpoitne HTTPS npu-
BedeHbl B pasgene 6.6:

e unckntodeHne BckpblTua HT TPS-Tpadurka nonb3oBatenei 6.6.5;

e OGnokuposka 3arpy3ku ZIP-gannos no npotokony HTTPS 6.6.6.

O6Lwme npuHUMnbl paboTbl C NpaBuIaMm 3Toro cros (KoNnMpoBaHue, pegakTupoBaHme u T.4.)
onncaHbl B pasgene 6.4.2.

6.5.1.3.3. dunsTpauus sanpocos
6.5.1.3.3.1. O6wme cBepeHUnA

Cnon ®unbTpauus 3anpocoB npeacraBnser cobon Habop nNpaBun U UCKNIOYEHUA Ansa pas-
pelleHnss nnu 3anpeTta onpeaerneHHbIX TUMOB 3anpocoB. unNbTpaUna MOXET BbINOMHATLCS
Nno coaepXXMMomMy 3anpocoB (Hanpumep, UCTOYHUKY, HT TP-3aronoekam, paclumpeHuto ainos
nT.a.).
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<7 KOHTEHTHAR OMNLTPALIAA

@l [locTyn 6e3 ayTEHTH(UKALMA

[} BokpuTHe HTTPS

) GUALTPALMA 33NPOCOB

i Categories

&> @uULTpaums oTBETOR

MonuTika / unbrpaums 3anpocos / Categorie!

Co3path Npasuno
Konwuectso VicknioseHin 0

Konwyectao 11

Hazsahne

Npasuna

3anpet paspabor_

PaspaGaruman

Leiicteus  WCTONHMK

TIpMMEHITB oMKy

3aHMO, Ne_. Q HacTpoiika KonoHoK

Haznauerne

AnKoronb, KypeHue

Beb-noura

Bpenonoctxoe [10, BApychbl
3JanpelueHHLIe CaiTLl
KpUMHHaN, MOIWEHHUYECTBD
MoucK paboThl, kapbepa
Tlo/I0BOE BOCTIMTAHHE
NopHorpagua

CalfiTbl 2HAKOMCTR, GpauHbie ar_
CoumanbHbIe CETM

WinuoHckoe M0, cnam

IPOTHKA, HYAWZM, UHTHMHER Off

TiioGoe

Puc. 6.29. Crion npaBun NonUTUKu «PUnesTpaumsa 3anpocoB»

B Tabn.6.20 nepevncreHbl atpnbyThl ANt OPMUPOBAHUS NPABUI N UCKITHOYEHNIA.

Tabn. 6.20. OnucaHue aTpubYTOB NpaBuUIl U UCKITHOYEHUN crnoa «PunbTpauus 3anpocoB»

HasBaHue aTpnbyTa

OnucaHue

3HauyeHue

OcHoBHble aTpubyThI

OyoyT NpYMEHeHbl K OObEeKTy
nocrne cpabatbiBaHWsA NpaBuna

HaseaHue HasBaHue npaBuna w/unu uc-|Beoanmbli Bpy4Hyt0 TeKCT. MakcumanbHbIi pasmep
KInoYeHnst BBEEHHOIO TEKCTa He [oMmkeH npesbiwartb 200 cumBo-

nos
KommeHTapui [ononHuTenbHble cBedeHus O|BBoaumbln BpyyHyl TekcT. MakcumarnbHbIi pa3vep
npasurne Wunm UCKNYEHNM | BBEAEHHOTO TeKCTa He A0mKeH npesbiwaTb 500 cumeo-

nos

Hencrteus

OcHoBHbIE OCHOBHbIE OENCTBMSA, KOTOPbIE | S3HAYEeHNe MOXHO BblIOpaTh B PaCKpbIBAKOLLEMCS CMUCKE:

o «Hwnyero He penatb» (3Ha4YeHuUe o yMonnyaHuio);
3abnoknpoBaTb;

3anpocutb NOATBEPKAEHNE;

MepeHanpaBuTb;

PaspelunTb 1 He NpoBepPSATb AarbLUE;
PaspelunTb Yepes npokcu-cepeep;

PaspelumnTb 3anpoc;

[NpoBepuTb cepTndmkar

[lononHutenbHble

[HononHuTtenbHble OencTBuS,
KoTopble OyayT NpUMEHeHbl K
0o6bekTy nocne cpabaTtbiBaHWA
npasuna

3HayeHne MOXHO BbIGpaTh B packpbIBaOLLEMCS CMCKe
(Mo ymonuyaHuo He 3aaaHo):

o ApxuBnpoBaTb;
[ob6aBuTb 3aronoBku 3anpoca;
M3MeHUTb 3aronoBku 3anpoca;
He norupoBartb;

OnpepenaTb KaTeEropuio pecypca;

OnpepenaTb TUMN AaHHbIX;

O SOLAR
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

o YBegomuThb;

e YpganuTb 3aronoBku 3anpoca

Ycnosusi

MNcTouHUK

Monb3oBatenb, MPUMOXEHMWE,
BeG-Opaysep MM UHOW UCTOM-
HWK, KOTOPbIA MHULIMMPOBAr COo-
eavHeHve. [na  WUCTOYHWKA,
YKa3aHHOTO B UCKIHOYEHUM,
hmnbTpaumsa 3anpocoB BbINOs-
HATbCA He bynet

3HauyeHne MOXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLLEMCA CrNUCKe:

e T[lepcoHa u3 [locbe;

e [pynna nepcoH u3 [locbe;

o HeayTeHTNUUNPOBAHHbLIV NONb30BaTENb;
e OpuHouHbln IP-agpec;

e [umanasoH |IP-agpecos;

o Macka noacetun IP-agpecos;

o «Jltobon» (3HaYeHuUe Mo yMon4aHuUro)

HasHnauyeHne

Afpec HasHayeHus 3anpoca

3Ha4yeHne MOXXHO BBECTU BPYYHYHO UM Bbl6paTb B
pacKpbiBakoLLeMCA CNncke:

o [owmeH;
e Cnucku Beb-pecypcos;
o Karteropusi BeG-pecypcos;

o «Jloboe» (3HaueHuUe No ymon4yaHuro)

[lononHuteneHble anI/I6yTbI

MpoTtokon

[poTokon nepeaayn gaHHbIX

3Ha4yeHne MOXXHO BBECTU BPY4YHYHO Unn Bbl6paTb B
pacKpbiBakoLLeMCA CNucke:

o HTTP;
o HTTPS;
o FTP.

Ecnun 3HaveHune He Bbl6paHO, npuv npuMmeHeHnn NnonnTn-
KKn 6y}:l,yT npoBepeHbl BCE NPOTOKOJ1bI

MeToabl

Metoabl npotokonos HTTP wu
FTP OVER HTTP

3HayeHne MOXHO BBECTU BPYYHYIO WUNK BbiOpaTb B
PAaCKPbIBaIOLLIEMCS CTINCKE:

o CONNECT;

COPY;

o DELETE;
o GET;

e LOCK;

e MKCOL;
e MOVE;

e OPTIONS;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue
PATCH;

POST;
PROPFIND;
PUT;
UNLOCK.

Ecnu 3Ha4yeHune He BbIGpaHo, Npy IPUMEHEHUN MONNTK-
kv BynyT npoBepeHbl Bce MeToabl. [MogpobHee o meTo-
nax cMm. B pasgene MNpunoxeHune D, Memodsl HTTP-
npomokosia

MopThbl

Homep (owanasoH HomepoB)
noptoB TCP, BKM4YEHHbIX B
URL-agpeca 3anpocos

Yucno (meHblie 65536), cnncok nnv ananas3oH HaTty-
panbHbIx Yncen. MoxHo BeibpaTh He 6onee 50. MNepBoe
3HayYeHue ananasoHa J0IMKHO ObITb MeHbLLE, YEM BTO-
poe

3aronosku

CnyxebHble 3arornoBky naketa
OaHHbIX

3HayeHve MOXHO BbIOPaTh B pacKpbiBaOLLEMCH CNCKE.
B aTom cnncke oToGpakeHbl BCe YCNOBUS HA 3aroroBKu,
cchopmupoBaHHble B cucteme. MoxHo BbiopaTh He 60-
nee 50.

MoppobGHee o 3aronoBkax cM. B pasgene 6.5.3.4

Twun dannos

MNopnepxuBaemble  opmarthl
¢annos

3HayeHne MoXHO BbIOpaTh B pacKpbIBaOLLEMCS CMMCKE
C MOMOLLbI hnaxkoB (MO yMOMYaHWIO He 3aJaHo).
MoxHo BbIGpaTh Heckonbko copmaTtoB dannos (He
6onee 50)

Pa3wmepbl channos

[vnana3oH 4onycTUMbIX pa3me-
poB palnoB «OT» U «Oo»
(BKMHOYMTENBHO)

3HayeHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CMCKe
C MOMOLLIbIO (hriaXKKoB

EaounHunua nameperus

EanHunua namepeHus cannos

3HaveHne MOXHO BbIOpaTh B pacKkpbiBatoLLEMCH CNUCKE:
B (6anThbl);
KB (knnobanTbl);
MB (vmerabaviTbl);
I'B (rvrabanTbl);
TB (TepabawTbl).

EnvHuua nsmepenusi no ymonyaHuto 3agaeTcs B Mera-
banTax

KntoueBble cnosa

YcnoBusa NpoBEPKM KIOYEBbLIX
crnoB

3HayeHne MOXHO Bbl6paTb B pacKpblBakoLLieMCA CrNCKe,
KOTOPbIN COLEPXKMUT NepeYeHb 3Ha4YEHNI N3 CPaBOYHU-
ka KnroyeBble cnoBa.

MogpobHee o kNtoYeBbIX CNOBax cM. B pasaene 6.5.4.2

C noporom

CyMMapHbIl BeC BCeX HanaeH-
HbIX KIMOY€BbIX CrOB (M OQHO-
ro, €Cnu yCTaHoBMeH (raXxoK
UrHopuposatb MOBTOPbI
c¢pas), o JOCTMKEHMIO KOTOPO-
ro K 06bekTy 6yaer npyumeHeHo
OelncTBume, ykasaHHoe B NpaBu-
ne. AtpnbyT cTtaHoBUTCSA BUAU-
MbIM TOMNbKO MOCNE YyKa3aHus
3HayeHus atpubyta KnroueBoe
CroBo

3HaveHne MOXHO BBECTYU BPY4YHYIO: Liernnoe 4ncno
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HasBaHue aTpubyTta

MrHopupoBaTb noBTOpbI
dpas

OnucaHue

Onpepenser HeobGXOAMMOCTb

yyeTa Kakgoro crnosa TONbKO
OAVH pa3 (He3aBMCKMO OT YacTo-
Tbl €ro MosiBNEHNs B TEKCTE).
ATpnbyT CTAHOBMTCH BUONMbIM
TOMbKO MOCIe yKa3aHWs 3Haye-
Hus aTpmbyTta KnroueBoe cno-
BO

3Ha4yeHue

Onuusa (BknoYeHa/BbIKNIOYEHa)

Mcnonb3oBaTb BHELUHME
pacnakoBLUUKM

Onpepenser HeobGXoAMMOCTb
ucnonb3oBaHua Tika-cepBepa
ONnsi pacnakoBKM  AaHHbIX.
ATpnbyT CTAHOBUTCH BUOUMBIM
TOMbKO MOCIe yKa3aHus 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

Onuusa (BknoYeHa/BbIKNIOYEHa)

VckaTb BMECTE C anemeH-
Tamn HTML-pasmeTkn

OnpepensieT HeobGX0AMMOCTb
noucka Knro4eBbIX CIoB BMecCTe
c anemeHTamn HTML-pa3meTku.
ATpnBYT CTAHOBUTCS BUOUMBIM
TOSbKO MOCIEe YKa3aHWs 3Haye-
Hus atpubyTa KnitoyeBoe cno-
BO

Onuusa (BknoYeHa/BbIKIIOYEHA)

Pacnncaxusa

PacnucaHue BbinonHeHus npa-
BUna

3HauyeHve MOXHO BbIGpaTh B pacKpbiBakoLLEMCS CNNCKE,
KOTOpbI COOEPXXMT NepeveHb COo3daHHbIX B cucteme
06bekToB nonutukn Pacnucanusi. MoxHo BbiGpaTth He
6onee 20.

MogopobHee o pacnucaHusax cMm. B pasgene 6.5.3.3

JInmutel Tpaduka

Paspeluaembiii 06bem nepeaa-
Baemoro Tpaduka

3HaueHne MOXHO BbIOpaTh B pacKpbIBaOLLEMCS CNUCKE,
KOTOpPbI COOEPXKMUT NepeveHb CO34aHHbIX B cucteme
06bekToB MonuTuUkn JIumutbl Tpadmka. MOXHO Bbl-
OpaTtb He Gonee 4.

MoppobHee o numunTax Tpadumka cm. B pa3gene 6.5.3.2

[NepeyeHb 4encTBUIN, KOTOPbIE MOXHO UCMONb30BaTh NPU (hopMUPOBaHUK NpaBuia UM UCKIo-
YeHwus, npuBeneHsl B Tabn.6.21.

Tabn. 6.21. OnucaHue gencTBUNn

HasBaHue gencrBus OnucaHue

OcHoOBHbIe

Hwyero He genatb

«MexceTeBou akpaH Solar» He npeanpUHUMaET HUKaKNX AENCTBUNA.

3abnoknposatb

Liero crnucka.

MpumeyaHue

«MexceTeBol akpaH Solar» 3abrnokupyeT OOCTyn K 3anpaluvMBaeMoMy pPecypcy,
chariny u T. a. Ons atoro fencTeus BolbepuTe WabrnoH GNoKMPOBKK U3 CyLLECTBYHO-

U3-3a ocobeHHocmell cepsuca wabroH 6!70KUpOGKU 8 HEKOMOPbIX Crlydasx
MOoXXem He omo6pa)Kamb0ﬂ.

Bo3MOXHbI cneaywouime cnyyvaum 6]'IOKI/IpOBKI/12

npw nepexoae nonb3oBatensi No BpeaoHOCHOW CCbifike B bpaysep Oyaet otobpa-
)KeHa cTpaHuLia BrokupoBKuy;

O SOLAR
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HasBaHue gencrBus OnucaHue

npw NonbITKe CkavyaTb BPEOOHOCHLIN thann 3arpyska byaeTr npuocTaHoOBMNEHa;

npu obpalleHun NPUNOoXeHUs 3a OOCTYNoM Kk pecypcam «MexceTeBon akpaH
Solar» 3abnokvMpyeT emy AOCTy.

Mpwv nepepave gaHHbIX NO WNPOBAHHOMY KaHany, Hanpumep, Npu UCNofb30BaHUK
npotokona HTTPS, wabnoH 6rokMpoBKku CTpaHuUL, He NCMONb3yeTCs.

3anpocutb NoATBEPXAEHNE

B 6paysepe nonb3oatens otobpasutca BeG-CTpaHMLa UM OKHO C 3anpocoM Ha
noaTeepxaeHue gocrtyna:

Ona cornacuda nonb3oBaterb HaXnmMmaeT KHOMKY Ha v nepexoant Ha Be6-pecypc;

ONns oTkasa nonb3oBaTternb HaxumaeT kHonky HeT. Be6-6pay3ep Bo3Bpalyaetcs
K npegblgywen ctpaHuue. Ecnn 910 6bina nepsas OTKpbITas cTpaHuua unu
BKrajKa, cneayer ee 3akpbiTb.

[lns aToro AencTeus BoibGepuTe LWabMoH Ans NOATBePXAEHWS OCTyNa U3 CyLLecTBy-
[OLLIEero crmcka.

lMepenanpaButb

«MexceTeBor akpaH Solar» nepeHanpaBuT 3anpoc Ha yka3aHHbin B npasune URL
CTpaHuubl BeG-pecypca, KOTopbIi HE0OX0AUMO BBECTM BPYYHYH0. [N nepenaym na-
pameTpoB 3anpoca ycTtaHoBuTe riaxxok CoxpaHuTb napamMmeTpbl 3anpoca.

Pa3pelunTb 1 He npoBepATbL
hanbLue

«MexceTteBou akpaH Solar» paspelunT coegnHeHne UCTOYHMKA C 3anpallnBaeMbiv
Beb-pecypcom. [MpoBepka Tpaduka nonutukon OGyaeTr octaHoBneHa. [nsa aTtoro
Aencteua ykaxute URL cTpaHuupbl BeG-pecypca.

PaspelunTb Yepes MpoKcu-
cepsep

«MexceTeBol akpaH Solar» paspelunT coeanHeHNE UCTOYHMKA C 3anpallnuBaeMbIM
BeG-pecypcoM Yepes BbILLECTOSALLNIA NPOKCU-CEPBEP, YKa3aHHbIN B npasune. Boibe-
puUTE MPOKCU-CEPBEP M3 CYLLECTBYHLLEro cnucka. [ecTBne npuMeHsIiETCH, ecnu
«MexceTeBol akpaH Solar» B3auMogencTBYET C APYrMMY CUCTEMAMM KOHTPOns BEO-
Tpaduka.

PaspelunTb 3anpoc

«MexceTeBoW akpaH Solar» paspelnT coegnHeHe UCTOYHMKA C 3anpallnuBaeMbiv
BebG-pecypcom. [ing atoro aencrteua ykaxute URL cTpaHuupl BeG-pecypca.

MpoBepuTb cepTndukar

«MexceTeBon akpaH Solar» npoBepuT Hanu4uMe ycTaHOBNEHHOMO cepTudmrkara ans
BCkpbITUs HTTPS-Tpaduka (noapobHee cm. B pasgene 6.5.1.3.3.2)

[ononHutenbHble

ApxumBupoBaTb

«MexceTeBol akpaH Solar» ccopmumpyeT email (coobLieHMe aNeKTPOHHOW NOYTbI)
M NOMECTWUT B Hero 3anpoc. [lanee cuctema OTnpaeBnsieT 3To cooblueHne B Solar
Dozor ons xpaHeHus.

[o6aBnTb 3arornoBkm 3anpo-
ca

Mpu obpabotke HTTP-Tpadmuka «MexceteBon akpaH Solar» [obaBuT 3arornoBku
3anpocoB. [ns atoro AencTeus BbiGepute WabnoH ans gobaBneHus 3aronoska uU3
cnucka LWabnoHoB, HACTPOEHHbIX paHee.

I3MeHWTb 3aronoBku 3anpo-
ca

Mpn obpabotke HTTP-Tpadunka «MexceTeBon akpaH Solar» M3MEHMT 3arornoBku
3anpocoB. [1na aToro AencTemsa BbibepuTe LWABNoOH AN M3MEHEeHWUs 3arorioBka 13
cnucka LwabnoHoB, HACTPOEHHbIX paHee.

He noruposatb

[aHHble 0 gencTBusiX nonb3oBaTenen B cucteme He OyayT 3aperMcTpypoBaHbl B
XXypHane 3anpocoB «MexceTeBow 3kpaH Solary.

OnpegensaTb kaTeropuio pe-
cypca

«MexceTeBoM akpaH Solar» onpeaenuT Kateropuio pecypca ¢ NOMOLLLbH BCTPOEHHOTO
KaTeropusatopa. 9ta kateropus Gyaet 3anucaHa B XKypHan 3anpocoB. [pocMoTpeTb,
3KCMOPTMPOBAaTb U MMMNOPTUPOBATL Gasbl KaTeropmsawuum MoXxHo B pasgene MonuTtuka
> Bbasa kaTeropusauum.

Onpenenmb TN AaHHbIX

«MexceteBon akpaH Solar» onpegenut MIME-Tun gaHHbIX 3anpoca. Tun AaHHbIX
OyneT 3anucaH B XXypHan 3anpocoB. 3710 AencTBue He ByaeT noaaepXxmneaTbcs Nnpuy
ncnosnb3oBaHuM npotokona HTTPS.

YBegomuntb

«MexceteBon akpaH Solar» otnpaBuT email (coobLieHne 3MeKTPOHHOW MoYThbl) O
KaKom-nmbo AencTBUM, MPOU3oLLEALLEM B CUCTEME. DTO YBEAOMIIEHME NonyyarT ai-
MUHMCTPaTOpbl 6830MacHOCTY, YbW afpeca AMeKTPOHHON MNOYThI YKkasaHbl B paBure.
[na atoro gencTens BolbepuTe WAabNoH CTpaHuLbl yBEOOMITEHNS U3 CYLLECTBYOLLETO
crnmcka unu cosganTe CBOW.
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HasBaHue gencrBus OnucaHue

Yoanutb 3aronosku 3anpoca |Mpu obpabotke HTTP-Tpaduka «MexceteBon akpaH Solar» M3MeHUT 3aronoBku
3anpocoB. [na atoro gencteusi BoibepuTe WAabNoOH ANs yaaneHus 3arorioBka v3
cnucka WabnoHoB, HACTPOEHHbIX paHee.

Mpumepbl peLlLeHns 3agad ¢ NOMOLLbIO NPaBUIT U UCKIKOYEHUI cnost PunsTpaumsa 3anpocoB
npueeneHbl B pasgene 6.6:

e ynpasneHne dunsTpaumen 3anpocoB nonb3osartenen (cMm. pasgen 6.6.7);

e OBnokunpoBka 3arpysku cogepxumoro YepHosunkos B OWA B pexunme o6paTHOro npokcu (CMm.
pasgen 6.6.9);

e BrokMpoBKa 3arpysku nmcem c 3anpelleHHbiMu hainamm B OWA B pexnme obpatHoro
npokcu (cMm. pasgen 6.6.10).

O6wue npuHUMnbl paboTbl C NpaBunamMn U/mMnNM UCKMKYEHNSMU 3TOTO Crnost (KonMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgere 6.4.2.

6.5.1.3.3.2. NMpoBepka Hanuuusa ceptucukara

lMpoBepka Ha Hann4une cepTudmkarta ansi Bekpbitnst HT TPS-Tpadmka npomcxoguT npy akTMBHOM
pencteun NMpoBeputb ceptrudukat npasun crnos dunbTpaumsa 3anpocoB.

Ana pnoctyna k BeG-pecypcy npv OTCYTCTBUM YCTaHOBIIEHHOrO cepTudmkata nosib3oBaTesnto
Oynet npeanoxeHa NHCTPYKLUMSI MO ero YyCTaHOBKE.

CTpaHVILl,y C VIHCprKLI,I/IGVI MOXXHO Bbl6paTb M3 ABYX BapnaHTOB:
® MO YMOINM4YaHUtO;

CTpaHmu,a Nno yMOJI4aHUK0 COAEePXNUT MHCTPYKL MK NO YCTaHOBKE CepTVI(bVIKaTa OnaA pasnnyHblX
onepaunmoHHbIX CUCTEM. I'IpM HaXXaTunn Ha 3Ha40K Hy)KHOI7I OI'IepaLl,I/lOHHOVI CUCTEMDI 0To6pa-
3UTCA COOTBETCTBYHOLWAaA MHCTPYKUUA.

e BHeLWHUN pecypc (Heobxoammo ykasatb URL cTpaHuubl).

MpumeyaHue

Lns koppekmHoli pabombl cmpaHuluy 8HeWHe20 pecypca Heobxo0umMo 006asumb 8 UCKITHOHEHUST
crnosi Bckpbimue

Mpwn obpaweHnn k Beb-pecypcy ¢ npedmkcom HTTPS B URL B 6paysepe otobpasuTtcs coob-
LeHne o Hebe3onacHoM coeanHeHun. B atom cny4dae, 4Tobbl NEpPenTM Ha CTPaHULY C MHCTPYK-
uMen no yctaHoBke cepTudmkata HeobXxoamMmMo CornacuTbCs ¢ yrpo3on 6e3onacHocTu.

BHumaHue!

Hns bonee HadexHoU pabombi MexaHU3Ma repeHarpasieHus nob308ameris Ha cmpaHuuy C UH-
cmpykyuel rno ycmaHoeke cepmugpukama, pekomeHOyemcsi dobasume 6 rorie HazHayeHue ripasuna
rposepKu cepmugbukama criucoK pecypcos, codepxawjuli criedyrouee peayrnsapHoe ebipaxeHue:
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(. /8. *htmI\??|.*/["\.]*$|. *search. )

6.5.1.3.4. dunsTpaumnsa oTeeToB

Cnon ®dunbTpauusa oTBeTOB npeacTaBnsaeT cobon Habop npaBun U UCKNIOYEHN ANa paspe-
LUeHUs unu 3anpeta onpeneneHHbIX TUNOB OTBETOB. PUNbTpaLns MOXET BbINOMHATLCS MO
COAEPKUMOMY OTBETOB (Hampumep, HasHa4YeHU Lo, KMNoYeBbIM CnoBam, NMMumuTamu Tpaduka n

T.4.).

HacTpoikin vmnopT

B2 MEKCETEBOW 3KPAH

" NMPEAOTBPAILLEHWME BTOPHEHWIA

<7 KOHTEHTHAS ©UNLTPALIMA

£). Rocryn 6es ayrenTudmiatmm

i¢ Bckpuitue HTTPS

1> OHNLTP3UKA 33NPOCOB

&5 OunsTpauns oTeeToR

i JuMMTHI YouTube

wcnopT

‘Cozpat Npasuno

Honnuectso o Honnuecteo

Hazsarmne Deicrena

Mpasnna

Nt YouTube

[oNUTHKa / PUnbTpalia oTBETOB / JIMMKTI YouTube "

WcTounnk

Toboii

TIDYAMEHHTE NONMTHEY

3BaHMI0, Ne_ Q4 HacTpoiKa KonoHOK

Haznauerne Korna v kem mameneHo  [on

EL ] U

15032022 16:29

My3siia u supeo

Puc. 6.30. Crnion npaBun NonuTuku «PunsTpaumsa oTBETOB»

B Tabn.6.22 nepe4vncrieHbl aTpnbyThl Anst GOPMUPOBAHUS NPABUIT N UCKITHOYEHNIA.

Tabn. 6.22. OnucaHue aTpubyTOB NpPaBUN U UCKNKOYEHUN cnos «PUnbTpauma oTBEeTOB»

HasBaHue aTpubyTa

OnucaHue

3Ha4yeHue

OcHoOBHble aTpubyThI

HassaHue

HassaHve npasuna w/vnu uc-
KrnoveHns

BBognmbIi BpyYHyto TekCT. MakcumanbHbIn pasmep
BBEAEHHOro TEKCTa He AormkeH npesbiwatb 200 cumeo-
nos

KommeHTapumn

[ononHuTeneHble CBEAEHUSI O
npaswune N/Mnmn NCKNYEHUN

BBooumbin Bpy4Hylo TekcT. MakcumanbHbI pasmep
BBEEHHOIO TEKCTa He [oMmkeH npeBbiwatb 500 cumBo-
nos

DencTt

BUA

OcHOBHble

OCHOBHbIE OENCTBUSA, KOTOPbIE
OyOyT npvMeHeHbl K OObeKTy
nocne cpabaTbiBaHuNs MpaBuna

3HayeHve MOXHO BbIOPaTh B pacKpbIBalOLLEMCH CNUCKE:
e «Hwuuero He genatby (3HauyeHue o yMOMYaHU);

e 3abnokupoBatsb;

o [lepeHanpaBuThb;

e PaspelunTtb 1 He NpoBepATb AanbLue;

e PaspelunTb Yepes NpoKcu-cepeep

[lononHutenbHble

[ononHuTenbHble OENCTBUS,
KoTopble 6yayT NpUMEeHeHbl K
0o6bekTy nocne cpabaTtbiBaHWSA
npasuna

3HayeHne MoXHO BbIGpaTh B pacKpbIBalOLLEMCS CMCKe
(Mo ymonuyaHuo He 3aaaHo):

e [lo6GaBWTb 3arofoBKM OTBETA;

o /3mMeHuTb 3aronoBku OTBETA;

O SOLAR
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue

[« Henorwposats;
OnpepnenaTb KaTeroputo pecypca;
OnpegenaTbe TN AaHHbIX;
YBEOoMuUTb;

YpanuTb 3aronoBku oTBeTa

Ycnosus

NcTouHuk

Monb3oBatenb, npunNoXxexue,
BeO-Opaysep unu MHOM UCTOY-
HWK, KOTOPbIN MHALIMMPOBAS CO-
eJuHeHue. ,D,J'IFI NUCTOYHUKA,
YKa3aHHOroO B UCKIOYEHUM,
vnbTpauns 3anpocoB BbINOr-
HATbCA He OyaeT

3HayeHne MOXHO BBECTU BPYYHyH unu BblOpaTb B
pacKpbIBaKOLLEMCH CNUCKE:

[NepcoHa u3 flocbe;

pynna nepcoH 13 flocke;
HeayTeHTUdOUUMPOBaHHbLIV NONb30BaTenNb;
OpuHouHbIn IP-agpec;

[unanasoH |IP-agpecos;

Macka nogcetu IP-agpecos;

«JToboW» (3HayYeHue o yMon4yaHur)

HasHnayeHne

Agpec Ha3HadeHus oTBeTa

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKpbIBalOLLEMCS CNncKe:

[HowmeH;
Cninckn Be6-pecypcos;
Kateropus Be6-pecypcos;

«JTtoboex» (3HadeHue Mo ymonyaHur)

[ononHuTenbHble aTpubyTbI

MpoTokon

[MpoTokon nepegayn AaHHbIX

3HayeHne MOXHO BBECTU BPYYHy unu BblbpaTb B
pacKpbIBaKOLLEMCH CNncKe:

HTTP;
HTTPS;
FTP.

Ecnu 3Ha4eHne He BbIGpaHo, Npy NpUMEHEHNN NONUTH-
kv ByayT NpoBepeHbl BCe NPOTOKONbI

MeToabl

Metoabl npotokonoe HTTP wu
FTP OVER HTTP

3Ha4yeHne MOXHO BBECTU BPYYHYHO Unn Bbl6paTb B
pacKpbiBakOLLEMCA CrNUCKe:

CONNECT;
COPY;
DELETE;
GET,;

LOCK;
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HasBaHue aTpubyTta

OnucaHue

3Ha4yeHue
MKCOL;

MOVE;
OPTIONS;
PATCH;
POST;
PROPFIND;
PUT;
UNLOCK.

Ecnu 3Ha4eHune He BbIGpaHOo, Npy MPUMEHEHNN MONNTK-
kv ByayT npoBepeHbl Bce MeToapl. MNogpobHee o meTo-
nax cm. B pasgene Mpunoxenue D, Memodsbl HTTP-

npomokKoJsia

MopTbl Homep (omanas3oH Homepos)|Yucno (MeHblwe 65536), cnMcok nnu ananasoH HaTy-
noptoB TCP, BKmMOYeHHbIX B |panbHbix Yncen. MoxHo Bbibpath He 6onee 50. Mepsoe
URL-agpeca 3anpocos 3Ha4yeHne ananasoHa AoMKHO OblTb MeHbLUE, YEM BTO-
poe
3aronosku CnyxebHble 3aronoBku nakeTa | 3Ha4yeHne MOXHO BbIOpaTh B PaCKpbIBaKOLLEMCS CrINCKE.
OaHHbIX B 3TOM Crncke 0TOOpaKeHbI BCe YCII0BUSI HAa 3arofoBKu,
cdopmmpoBaHHble B cucteme. MoxHo BblbpaTh He 60-
nee 50.
MoppobHee o 3aronoskax cMm. B pasgene 6.5.3.4
Tun dannos Moppepxusaemble  dopmatsl | S3HaYeHne MOXHO BbIGpaTh B packpbiBaOLLEMCS CMCKe
hannos C MOMOLLbIO hnaxkoB (MO yMOMYaHWIO He 3adaHo).
MoxHOo BbIOpaTh HecKomnbko ¢opmartoB ¢annoB (He
6onee 50)
Pannebl Ycnosue npoBepku hannos 3HayeHve MOXHO BbIOpaTh B pacKpbIBaloLLEMCS CrINCKE,

KOTOPbI COOEPXKUT NepedeHb 3Ha4YEHUN U3 CpaBoYHU-
ka dannsbl.

MogpobHee o aTpubyTax havnoB X CM. B pasgene
6.5.4.4

Pa3wmepbl dhannos

[wana3oH gonycTUMbIX pa3me-
poB annoB «OT» U «OO»
(BKMOYMTENBHO)

3HayeHne MOXHO BbIGpaTh B pacKpbIBaOLLEMCS CMCKe
C MOMOLLIbIO (hriaXkKKoB

EavHuua namepeHmus

EavHnua namepexus dannos

3HayeHne MOXHO BbIGpaThb B PaCKpbIBAOLLEMCS CTINCKE:
b (6anThbl);
KB (knnobanThbl);
MB (merabanTsbl);
I'6 (rurabanTbl);
TB (TepabawnThl).

EOvHMLA n3aMepeHusi No yMosyaHuio 3agaeTcs B Mera-
barTax

KntoyeBble cnosa

YcrnoBua NpoBEPKM KIOYEBbLIX
crnoB

3HayeHne MOXHO BblﬁpaTb B pacKpbiBakoLLiEeMCA CMNCKe,
KOTOPbIN COLEPXKMUT NepeyeHb 3Ha4YEeHWI U3 CIPaBOYHU-
ka KnroyeBble crnoBa.

MogopobHee o knoveBbIX CrioBax cM. B pa3gene 6.5.4.2
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HasBaHue aTpubyTta

C noporom

OnucaHue

CyMMapHbIli BEC BCEX HANOeH-

HbIX KITHOYEBbIX CIOB (M OQHO-
ro, €Cnu yCcTaHoBIMEH (OraXKoK
UrHopuposatb MOBTOPbI
c¢pas), Mo JOCTDKEHMIO KOTOPO-
ro K 06bekTy yaer npuMmeHeHo
OelncTBMe, yka3aHHOe B NMpaBu-
ne. ATpubyT cTaHOBUTCH BUAN-
MbIM TOMbKO MOCIE YyKa3aHWs
3HayeHus atpubyTta KnrovyeBoe
CroBoO

3Ha4yeHue

3HaveHVe BBOANTCSA BPYUHYIO: LIEMOEe HUCIO

UrHopupoBaTb noBTOpbI
dpas

Onpepenser HeobGXoAMMOCTb
yyeTa Kaxgoro crnosa TONbKO
OfMH pa3 (He3aBMCKMMO OT YacTo-
Tbl €ro MosIBNEHWs1 B TEKCTe).
ATpnbyT CTAHOBUTCH BUAUMBIM
TOSMbKO MOCIe YKa3aHWs 3Haye-
Hus atpmbyTta KnroueBoe cno-
BO

Onuus (BknoveHa/BbIKMOYeHa)

Mcnonb3oBaTb BHeELUHWE
pacnakoBLUKN

OnpepensieT HeobGX0AMMOCTb
ncnonb3oBaHusa Tika-cepsepa
ONs pacnakoBKM  AaHHbIX.
ATpnByT CTAHOBUTCS BUOUMBIM
TOSbKO MOCIe YKa3aHWs 3Haye-
Hus atpubyTa KnitoyeBoe cno-
BO

Onuusa (BknoYeHa/BbIKIOYEHA)

VckaTb BMECTE C anemeH-
Tamn HTML-pasmeTkn

Onpepensier HeobGXOAMMOCTb
nomcka Knr4YeBbIX COB BMECTe
c anemeHTamn HTML-pa3meTku.
ATpnbyT CTAHOBUTCS BUONMbIM
TOSbKO MOCIe yKa3aHus 3Haye-
Hus atpmbyTa KnroyeBoe cno-
BO

Onuusa (BknoYeHa/BbIKIIOYEHA)

Pacnucaxus

PacnucaHune BbinonHeHus npa-
Buna

3HayeHre MOXHO BbIOPaTh B pacKpbiBatoLLEMCH CNNCKE,
KOTOPbIM COOEPXKUT NepeveHb CO3AaHHbIX B cucteme
o6bekToB nonutukn Pacnucanus. MoxHo BeiGpaTth He
6onee 20.

MoppobGHee o pacnucaHusix cMm. B pasaene 6.5.3.3

Jlnmutel Tpadmka

Paspeluaembii 06bem nepeaa-
Baemoro Tpaduka

3HayeHVe MOXHO BbIOPaTh B pacKpbIBalOLLEMCH CNUCKE,
KOTOpPbIA COOEPXKUT NEepeYeHb CO3AaHHbIX B cucteme
06bekToB nonutukn JiIumutbl Tpacmka. MOXHO Bbl-
OpaTtb He Gonee 4.

MogpobHee o numnTax Tpaduka cm. B pasgene 6.5.3.2

lMepeyeHb OencTBuin, KOTOpPbIe MOXHO MCMOSb30BaTh NPY (hOpMUPOBaHUK NpaBuia UM UCKIo-
YeHus, npmeBegeHsl B Tabn.6.23.

Tab6n. 6.23. OnucaHne gencTBumn

HasBaHue pencrTBus OnucaHue

OcHoBHblIe

Hwuero He genaTtb

|«Me>KCBTeBOI71 3KpaH Solar» He npeanpUHNUMAaET HUKaKUX AEACTBUI

O SOLAR

102




HasBaHue gencrBus OnucaHue

3abnoknpoBatb

«MexceTeBon akpaH Solar» 3abnokupyeT JOCTyN K 3anpalumBaeMomMy BeG-pecypcy,
danny u T.4. Ina aToro gencrens Heobxogumo BbiOpaTh WabnoH 6roknpoBku 13
cyLecTBytoLLero cnucka. BoaMmoxHbl cnegytoLime cnyvam 6rokMpoBKu:

npu nepexoge nonb3oBaTens nNo BpeO4oHOCHOW CCbinke B Gpaysep Gyaet otobpa-
XeHa cTpaHuLa GroK1poBKY;

npw NonbITKe CkavyaTb BPEOOHOCHLIN chann 3arpyska byaer npuocTaHoOBMEHa;

npu obpalleHun NPUNOoXeHUs 3a OOCTYNoM K pecypcam «MexceTeBon akpaH
Solar» 3abnokvMpyeT emy AOCTyn.

Mpu nepenaye AaHHbIX NO WNHPOBAHHOMY KaHary, Hanpumep, Npu UCNoNb30BaHWUK
npotokona HTTPS, wabnoH 6rnokMpoBKM CTPaHMUL, HE UCMONb3YEeTCst

MeperanpaButb

«MexceTteBor akpaH Solar» nepeHanpaBuT OTBET Ha ykasaHHbIW B npasune URL
CTpaHuLbl BeB-pecypca, KoTopbIn crieayeTt BBECTM Bpy4YHYt0. [Ina nepefayv napameT-
poB 3anpoca criefyeT ycTaHoBUTb dnaxok CoxpaHUTb napameTpbl 3anpoca

PaspelunTb U He NpoBePsTh
Janblue

«MexceTeBol akpaH Solar» paspelnT coeanHeHne NCTOYHMKA C 3anpallnBaemMbiM
BeG-pecypcom. [MpoBepka Tpadcmka nonuTukow OyaeT ocTaHoBneHa. [Onsa atoro
aencTeus Heobxogmmo ykasaTe URL cTpaHuubl Beb-pecypca

PaspelunTb Yepes MpoKcu-
cepeep

«MesxceTeBol akpaH Solar» paspelnT coeauHeHNe UCTOYHUKA C 3anpaluvBaemMbiM
BeG-pecypcoM Yepes BbILLIECTOSILLMIA MPOKCU-CEPBEP, YKasaHHbIN B npaswune. MNpokcy-
cepBep HeoGXoAMMO BbIOpaTh M3 CYLLECTBYIOLLETNO Cnucka. [encTBme npuMeHsieTcs
B crnyyae, ecnu «MexceTeBol akpaH Solar» B3aMOAENCTBYET C APYTMMU CUCTEMaMM
KOHTpons BeG-Tpadka

[ononHutenbHble

[loGaBunTb 3aronoBkun oTBETA

Mpn obpabotke HTTP-Tpadmnka «MexcereBon akpaH Solar» fo6aBUT 3aronoBku
oTBeTOoB. [1na 3TOoro AencTBuA Heobxoammo BelbpaTh LWabnoH Ana gobasBneHuns 3aro-
NoBKa 13 crnucka WabnoHoB, HACTPOEHHbIX paHee

M3mMeHWTb 3aronoBku oTBeTa

Mpu obpabotke HTTP-Tpaduka «MexceTeBol akpaH Solar» M3MEHMT 3arorioBKu
oTBETOB. [INnsi 3T0ro AencTeusi Heo6xoaumo BbIOpaTh WAGMOH ANst UBMEHEHUS 3aro-
NOBKa U3 cnucka LWabrnoHOB, HACTPOEHHbIX paHee

He >xypHanvpoBaTb

[aHHble 0 OencTBUsiX monb3oBaTenen B cucteme He OyayT 3aperMcTpyvpoBaHbl B
XypHane 3anpocoB «MexceteBon akpaH Solar»

OnpenenaTb kKaTeropuio pe-
cypca

«MexceTteBow akpaH Solar» onpegenuT KaTeropumio pecypca ¢ NoMOLLIbH BCTPOEHHOMO
Kateropu3artopa. dTa kateropusa byaet 3anucana B XKypHan 3anpocoB. [nsi npo-
CMOTpa, 3KcrnopTa U umnopta 6asbl kateropusauumn crnegyet B pasgene MonuTtuka
> Basa kaTteropusauum

Onpe,qenmb TUN AaHHbIX

«MexceteBon akpaH Solar» onpeaenut MIME-Tun gaHHbIX oTBeTa. Tun AaHHbIX ByaeT
3anucaH B XKypHan 3anpocoB. 3T0 AencTBue He ByaeT noaaepxunsaTsca Npy nc-
nons3osBaHun npotokona HTTPS

YBegoMnTb

«MexceTeBol akpaH Solar» oTnpaBuT email (coobLUeHne 3NeKTPOHHOW MOYThI) O
Kakom-nnmbo AencTBuM, NponsoLLeaLLEM B CUCTEME. DTO YBEAOMIIEHME Nonyyar ai-
MUHMCTPaTopbl 6€30MacHOCTH, YbW afpeca ANEKTPOHHOM MOYThI yKa3aHbl B NpaBure.
[ns aToro gencTema HeobxoaMMo BbIOpaTh LWabnoH cTpaHuLbl YyBEAOMIEHNUS U3 CY-
LLIECTBYHOLLIErO CMMCKa UMK co3aaTb CBOM

YaanuTb 3aronoBku OTBETa

Mpu obpabotke HTTP-Tpadunka «MexceTeBon akpaH Solar» M3MEHMUT 3arorioBKu
OTBETOB. [1na 3TOro AencTBust Heobxoanmo BbIOpaTh LWabnoH Ans yaaneHus 3aro-
NOBKa U3 cnucka LWabrnoHOB, HACTPOEHHbIX paHee

[o6aBuTb Mapkep B XXypHar

Mpu cpabaTbiBaHWM NpaBuna gencteme A4o6aBNseT yka3aHHbIn Mapkep B XKypHan
3anpocoB

Mprmepsbl peleHnsa 3agad ¢ NOMOLLLI0 NPaBUil U UCKITIOYEHNA cnost @unbTpauus oTBeTOB
npueeneHsl B pasgene 6.6:

ynpasneHve dunsTpaumern OTBETOB nosnb3oBartenen (cm. pasgen 6.6.8);
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e OBnokunpoBka 3arpysku cogepxumoro YepHosnkos B OWA B pexume o6paTHOro npokcu (CMm.
pasgen 6.6.9);

e 6GrokMpoBKa 3arpysku nmcem c 3anpelleHHbiMu hainamm B OWA B pexnme obpatHoro
npokecu (cMm. pasgen 6.6.10).

O6wue npuHUMnbl paboTbl C NpaBunamMn U/ UCKMKYEHNSMU 3TOTO Crost (KonMpoBaHue,
pefakTupoBaHue 1 T.4.) onucaHbl B pasgerne 6.4.2.

6.5.2. BHewHMe noaknovyeHns
6.5.2.1. NMpokcu-cepBepbI
6.5.2.1.1. YnpaBneHue npokcu-cepBepamm

Mpokcu-cepBepbl UCNONb3YIOTCA B HAcTponke Habopa npaBun NONUTUKM A9 uUnbTpaumm
Tpadumka (3anpocosB n/mnu oreeToB). [pn HeOBXOOMMOCTU Yepe3 NPOKCU-CepBEPbI MOXHO
npeaocTaBUTb NOSMb30BaTENO, MPUNOXKEHUIO U T.4. AOCTYN K 3anpalumMBaemMoMy Beb-pecypcy.

YnpaBneHue npokcu-cepeepamu BuINonHAeTcs B pasgene NMonutuka > BHewHue noaknio-
yeHusa > lMpokcu-cepBepbl (Puc.6.31). O6wme npuHUMNbl paboTbl C NPOKCU-CEpBEpPaMM
npueeaeHbl B pasgene 6.4.3.

% Solar NGFW lMowck no pasgeny (B aaHHoOM cnyyae L P
1o UMEHM NPOKCH-CepBepa)
Hactpofics Manopr Sxcropr MonuTuia / BHewrne nokniosenus / Mpoxc-cepsepsl @ Ny nomTaRy

£} Roctyn 6e3 ayTeHTudmkaLmm [loGanus npoxck-cepacp Wmnopt xcnopt

G5 Boxpuve HTTPS Vins cepacpa 1P-agpec Komwerrapwit Vaweren

] Tipsmoe coeavHeHne
& nNepexanpaanetme no ICAP

£ OWNLTPaUMA 3anpOCoB
Pe3KIM BENOr0 Cucka

> ®unbTpauws oTeeTOR

=4 BHELUHVE NOKMIOHEHMS

NpoKcw-cepBepbl

Puc. 6.31. Pazpgen «lMonutuka > BHewHne nogkntovyeHus > lNpokcu-cepeepbi»

MpumeyaHue

lMpu ycmaroske «Mexxcemesol akpaH Solar» rno yMonyaHuto ghopMupyemcsi npoKcU-CeP8eEP, KOmopbil
HacmpoeH 0151 NPsIMo2o coeduHeHUsl. E2o He8o3MoxHO ompedakmuposamp unu ydanums. dmom
cepeep omobpaxaemcsi 8 pasdene Monumuka > BHewHue nodknrovyeHusi > lpokcu-cepeepsbi
rnod Ha3eaHueMm lpsimoe coeGuUHeHue.

[na nobaeneHus npokcu-cepeepa HeO0OXoaAMMOo:
1. Haxatb kHonky J106aBUTb NpoKcu-cepeep.

2. YkasaTb Heobxoanmble 3Ha4yeHuns (cM. Tabn.6.24).
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Mpume4vaHue

Ecnu nonsi 6yOym 3anosHeHbl HerpagusibHO, Nod HUMU omobpa3ssimcsi yeedomrieHuUs1 06 owubkax:
® [IpuU yKasaHuu HekoppekmHozo IP-adpeca npokcu-cepeepa — «HesepHbil gpopmam IP»;

e ipu HecoenadeHuU yKka3aHHbIx naposnel — «[laponu He cosnadaomy.

Haxatb kHornky CoxpaHuTb 1 [IpUMEHUTb NONUTUKY.

Tabn. 6.24. NMepeyeHb aTpubyTOB ANA AOOaBNEHMA NPOKCU-cepBepa

Ha3BaHue OnucaHue 3HaueHue

Mms cepsepa HasBaHwue npokcu-cepeepa BeogumbIi  Bpy4yHyto TekcT. MakcumanbHbIn
pa3mMep BBEEHHOrO TEKCTa He JOSMKEH NPEeBbI-
watb 200 cumBonos

IP-appec cepBepa |IP-agpec npokcu-cepBepa, Ha KOTOPbIN |3HaYeHNEe MOXHO BBECTU BPYYHY. OLMHOYHbBIN

OyneT nepeHanpasneH Tpaduk IP-agpec

Mopt Homep nopta, Ha KOTOpOM nNpokcu-cepaep |Yuncno (MeHbLLe 65536) MOXXHO BBECTU BPYUHYHD
OXunaaeT coefMHeHne

JlorvH n naponb MMsa 1 napornb y4eTHOM 3anmcu Nonb3oBa- |BBoAgMMbIN  Bpy4YHYt0 TekCT. MakcmmanbHbIn
Tens, KOTopoMy ByaeT 4OCTYNHO coeauHe- |pa3Mep BBEOEHHOIO TEKCTa He AOMKEH NpeBbI-
HWe ¢ NpoKCcn-cepBepom watb 200 cumsonos. [aponk crneagyer BBecTn

OBaxabl
KommeHTapun HononHutenbHble cBeaeHns o cepBepe  |Beoaumbii  Bpy4dHyto TekcT. MakcumanbHbIn

pa3mep BBEAEHHOro TEKCTa He AOMKEH NPEBbI-
waTtb 200 cnmBonos

MonMTIKa / BHELIHWE NOAKNIOYeHMA / TIPOKCH-CepBEpbI TPAMEHITH NONWTHKY

JlobaBnTh NPOKCH-CEPEEP Wmnopt IHcnopT Mownck No un cepeepa

MmA cepeepa IP-appec JlorvH KommeHTapui Co3paH Wamenen

MNpamoe coeqn_

CoxpaHnTh

Wma cepeepa Pa6oumit

IP-agpec cepeepa

Mopt 3128

JlorvH W Napons admin ssssssss ssssssss

KoMmeHTapuii Wcnonb30BaTh B PAGOYMX LENAX

Puc. 6.32. [lobaBneHne npokcu-cepeepa
6.5.2.1.2. BapmaHTbl 3agaHuA BbILWECTOSLLEro nNpoKkcu-cepeepa

B «MexceteBon akpaH Solar» ykasaTb BbILLECTOALLMI NPOKCU-cepBep (parent-proxy) MOXHO
Kak C MOMOLLIbIO MpaBuria NONUTUKK, Tak U B HACTPOMKax KOHurypaumu.
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B nonutuke
Mpwu cosgaHuna npasuna HeobxoAMMO yKasaTb cnegytoLlme ycroBus:
HDencrtBue — Pa3spelunTb Yepes NpoKkcn-cepeep;

Mpokcu-cepBep — BuibpaTb NpoKcK-cepBep U3 cnucka, KOTopbl NpeaBapuTenbHO cneayet
cosgaTb B pasgene 6.5.2.1.

B koHdurypauumn

B cekuuun BbliwecToAawmmn Nnpokcn-cepeep (parent-proxy) B pasgene Cucrema > dunsrpa-
LusA U KalmpoBaHue Tpadmka > PunsTpaumnsa u aHanms Tpadmka nonb3oBaTesnien pacLum-
PEeHHbIX HAcTpoek KoHdurypaumm ykasatb napameTpbl: IP-agpec npokcu-cepsepa n Homep
nopta. Takke MOXXHO BBECTM JIOTMH 1 Naporib Ang 6a3oBon ayteHTUduUKauum.

BHumaHue!

Ecnu 6binu 3adaHbl pasHbie parent-proxy 0OHOBPEMEHHO U 8 MOoJIUMuKe, U 8 KOHgbuaypauuu, mo
yyumsbigaemcsi cnedyowudl npuopumem;: 8bILUECMOSIULUM MPOKCU-CEeP8EPOM cHUMaemcs mom, Ko-
mopblIl yKkasaH 8 MoIUmMuUKe, Mo ecmb MepeKkpbisatomces napamempb! KOHuaypayuu.

6.5.2.1.3. YcTpaHeHue npobrnem ¢ kogupoBkon (knpunnuua) npu padorte ¢ FTP-yanamum

Mpn cbopMMpOBaHUN MONUTUKMN PEKOMEHOYETCA UCKITHOYUTL UCNOMNb30BaHNE BbILLECTOALLMX
NpPoKcu-cepBepoB Ans agoctyna Kk FTP-yanam, nockosnbKy FTP-KNneHT, BCTPOEHHbLIN B pasnnyHble
npokcu-cepeepbl (Bktoyasa skvt-cache), MoxxeT HEKOPPEKTHO paboTaTb C KUPUNNULEN.

[1ns KOPPEKTHOIO OTOOPAXKEHUSA KNPUNNULBI 451s HekoTopbix FTP-cepBepoB TpebyeTcs HacTpo-
nTb napameTpbl CeteBon agpec FTP-cepBepa n KogupoBka FTP-cepBepa cekuun Kogu-
poBka FTP-cepBepoB pasgena Cucrtema > ®Punbrpaumsa M KawmpoBaHue Tpacduka >
PunbTpauma u aHanus Tpadmka nonb3oBarenen (Puc.6.33).

v~ Komupoeu FTP-cepeepoe  ftp-charsets

Cetesoui agpec FTP-cepsepa  pattern zebrajob*

Kopvposka FTP-cepeepa  charset

Puc. 6.33. HacTtpowka napameTpoB npu pabote ¢ FTP-nporokonamu
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YUTtoObl ykasaTb napameTpbl HOBOro wabnoHa ana FTP-yana Heobxoanmmo HaxaTb KHOTMKY
[o6aBuTtb, koTOpasa oTobpasnTcsa cnpasa oT umeHun cekumm Kogupoeku FTP-cepBepoB npu
HaBegeHun kypcopa (Puc.6.33) n Haxatb KHonKy CoXpaHUTb.

Bo Bcex cnydasax, Kkorga agMMHUCTpaTop ©e3onacHocTu NPUHNMaET pelleHne o paspeLlleHnmn
aoctyna K FTP-xocTtam, npu co3gaHunn npasuia cnenyetT ykasatb cregylouie yCrnoBua:

o [encrBue — Pa3pelinTb Yepes NpoKcu-cepeep;
o Mpokcu-cepBep — Npssmoe coegmnHeEHNE.

MpumeyaHue

Helicmeue Paspewumb 4Yyepe3 npokcu-cepeep criedyem rnpumMeHUms Ori 8cex CoeOUHeHUU o
npomokosty FTP.

6.5.3. O6BbeKTbl NONMUTUKU
6.5.3.1. Quana3oHbl IP-agpecoB

«MexceteBon akpaH Solar» no3sonseT 3agaBath cnncku |P-anana3oHoB Ana nx ganbHenLWwero
NCNonb30BaHMUA NpW CO34aHNUN NOSIUTUKN.

[Mouck no pasaeny (s aaHHOM
cnyyae no umenn IP-guanasoxa)

Solar NGFW
HacTpoiiku Wwmnopr MonuTHKa / O6LEKTLI NONUTUKN / IP-AUana30Hb! @ TIPHMEHITE NONATHIY
E MEXCETEBOM 3KPAH Jlo6aeuTb cnmcox IP-guanazoHos MonCK Mo Ha3BaHUHD Q

Y Hazeauue cnucka IP gnanazon Cozpan HameneH
> KOHTEHTHAS @W/ILTPALINA L -
admin admin
Apple Inc 11111
15.03.2022 1332 15.03.2022 1730
Qg BHELIHWE MNOAKNKYEHWA 2
admin

Netflix Inc_- Netflix Streaming _  23.246.0.0 - 23 246.63 255
15.03.2022 1729

OBBLEKTHI NOJIATHUKA W admin
OFFICE 365 1310710
15032022 17:29

IP-guanasonsl admin

OpenDNS, LLC 146.112.0.0 - 146.112.255.255
15.032022 1730
JIMMUATH TPAdUKa "

15032022 1731

Twitter Inc 103.252.1120 - 103.252.115.255

Pacnucanun ~
EL

15032022 1731

BitTormrent 17216016

YCnoBuA Ha 3arooBKkn
admin

15032022 1732

Viber Media 13.230.21.80-13230.2195

Mons3oBateny (Basic Auth)

Puc. 6.34. Pa3sgen «Monutuka > O6bekTbl Monutuka > IP-gnanasoHbI»

YnpaeneHue IP-gnanasoHamu BeinonHsietca B pasgene MNonutuka > O6bekTbl Monutuka >
IP-guana3soHbl (Puc.6.34). O6wme npuHUmnnbl paboTbl C UHCTPYMEHTaMU NOSNUTUKA ONUCAHbI
B pasgene 6.4.3. [Ina yoobHon paboTkl ¢ IP-agpecamu oHM 06beguHeHbI B rpynnbl (CMINCKN),
N NpegycMoTpPEH Mouck no cnmcky |IP-guanasoHoB (Puc.6.35).
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MonuTKa / OGLEKTbI NONWTHKK / IP-auanasolbl @ TIPMMEHKTD NONMTURY

[Nowck no napameTpam

[106aBUTH CIMCOK [P-AMaNazoHOB [o}

HazBaHue cnucka IP panazoH Co3gaH V3MeHeH

\% Coxpanuib OmmeHa Jo6asuts IP-afpec/nuanazon Mowck no napa Mmnopt 3xcnopr T:T

Ha3BaHue cnucka Netflix Inc. - Netflix Streaming Services Inc

M3meHeH

admin

37771840-37.77191.255 15.03.2022 1739

\EHTapKiA

admin
15.03.2022 1739

admin

324600 - 23.2 32
23246.00 - 23.246.63.255 15.03.2022 1332

BBE[UTE KOMMEHTapHA

Puc. 6.35. Nouck no napameTpam
Mpwu ncnone3oBaHun punetpa no IP-ananasoHam cnegyeT yyecTb, YTO:
e B 3anpoce nposepsieTcs IP-agpec NCTOYHUKA;
e B oTBeTe nposepsdeTca IP-agpec HasHayeHus.

MpumeyaHue

Gunempayuu no IP-adpecy HasHadeHusi He BbIMOJIHIemMCs MnpuU UCrOosIb308aHUU 8bILIECMOSUIE20
MpOoKcu-cepeepa.

[Ons pobaenenuns |IP-agpeca/gmnanasoHa IP-agpecoB Heobxoanmo B pasgene Monutuka >
O61bekThbl Monutuka > IP-gnana3soHblI:

1. Haxatb kHonky [lo6aButb cnucok IP-auanasoHoB.

2. YkasaTb Heobxoanmble gaHHble (cm. Tabn.6.25).

Tabn. 6.25. NepeveHb aTpnbyTOB ANA Ao06aBne

HasBaHue OnucaHue

HasBaHue cnncka HaseaHnwne cnucka IP-gnanasoHoB

Husa IP-agpeca/ananasoHa IP-agpecoB

3HayeHue

BBoauMbIn BpydHYO TekCT. MakcumarbHbI pasmep
BBEAEHHOro TekcTa He JormkeH npesbiwaTb 200 cnm-
BONOB

IP-appec/gnanasoH |IP-agpeca/guana3oHbl IP-agpe-
COB, KOTOpble OyayT MCMomnb30-
BaTbCA MPW HaCTPOWKe MpaBun

dunsTpauun

3HayeHne MOXHO BBECTU BPYUHY!IO:

o OpuHouyHbIN IP-agpec;

e [umanasoH IP-agpecoB
IP-omana3soHbl MOXHO yKa3blBaTb B cnegyoLmx dop-

MaTtax:
yepes «-». Mpumep: 192.168.205.0-192.168.205.24;

yepes «/» — B hopmaTte 6eckraccoBom MeXO0MEH-
HOM MapLupyTusauum (Classless Inter-
DomainRouting , CIDR). A wmenHo, 0.0.0.0/16.
Mpumep: 192.168.205.0/24

[ononHutenbHble cBegeHus ob
IP-agpece/guanasoxe

KommeHTapui

BBoguMbIi BpyYHYO TekCT. MakcumarnbHbIi pasmep
BBEJEHHOro TekcTa He JorkeH npesbliwaTs 200 cnm-
BOJ1OB
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3. [lns gobaeneHus B TEKYLLUI CNUCOK HOBOIO agpeca nnn gnanasoHa HaxaTb kHonky [loba-
BuTb IP-agpec/ananasoH.

4. Haxartb kHonky CoxpaHuTb 1 NMpumMeHuTb Monutuky.

MonuTuKa / O6beKTbI NONUTUKK / IP-AUana3oHbl |
Jlo6asuTth cnMcok IP-guanasoHoB [MOKMCK N0 H33BaAHWH

HazBaHWe cnucka IP nManazoH Co3paH W3ameHeH
admin admin

Apple Inc 11411
15032022 1332 15.03.2022 17:46

admin admin

Netflix Inc. - Netflix Streaming Services . 23.246.0.0 - 23246.63.255
15032022 1729 15032022 1739

OFFICE 365 COXpaHHTL: Jlo6aeuth IP-ajpec/ AManazoHn MoWcK No NapaMeTpam ) - 3Kcnopr

OpenDNS, LLC Ha3eanue cnucka Soundcloud

Twitter Inc M3meneH

35.160.100.86

Beero 1 Crpoka

Haseanme cnvcka IP amanason Co3pan WzmereH
v CoxpaH1Th OTmeHa [JloGasuTb IP-appec/AManasoq Mouck no na paw Q Wmnopr JKcnopT
HazBaHwe cnucka Cnucok IP-AranasoHoB
IP-agpec/nuanaszox CozpaH M3meHeH Ho
admin

10.0.0.0-10.01.2 21012022 1513 BBeguTe K

admin
192.168.12.1 21.01.2022 15:13

i drmi
10,000 -10.0.0.255 000072 R TR BaeawTe K

Bcero 3 CTpoku

Puc. 6.37. Popmartbl IP-guanasoHoB
6.5.3.2. Jlumutbl Tpacunka
6.5.3.2.1. YnpaBneHue nummutamm Tpacpmuka

«MexceTeBown akpaH Solar» No3BonseT ycTaHaBnMBaTb NMMUTbI HA TpaguK, UCMNOMb3yeMbIN
norne3oBaTtenem, No 06bemy B eAMHULY BpeMeHu (4ac, CyTKu, Heagens, mecsau). O6bem Tpaduka
namepseTtca B 6bantax, a Takke B kuno/mera/rura/tepabantax.

OrpaHnyeHune ncnonb3yemoro Tpaduka 3agaerca B pasgene Monutuka > O6bekTbl Monu-
Tuka > Jlumutbl Tpacduka (Puc.6.38). O6ume npuHUMnbl paboTbl C MHCTPYMEHTaMM NONUTUKN
onucaHbl B pasgene 6.4.3.
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[Nouck no pasaeny (B gaHHOM crnyvae
Solar NGFW N0 Ha3BaH K NUMUTa Tpadmka) o b a =

HacTpofkm Hmnopr [ONUTUKA / OBLEKTbI NOAMTUKK / JIAMUTbI TPa a @ TIpHMEHHTY NONHTKY

EZJ MENCETEBOW 3KPAH Jio6asuTn AT TRagIG Mow > Q

222 KOHTEHTHAR OUILTPALMA Hazgatme 06vem Tpadmia Neprog, KoMMeHTapHii Co3ga Vamenen

Ovaen npopa 1M dac e e go
- " i 15032022 1333 15032022 17:53
F4 BHEWHME NOAKMOYEHUA =
Orpen kappos 2rs Yac aomn ao
15032022 17:53

& OBBEKTBI NOAMTHKN

1P-aMana3oHsl

THMKTH TpadmKa

Pacnucatns
VCNOBUA Ha 33T0NOBKH

Mons3oaarent (Basic Auth)

Puc. 6.38. Pazgen «lMonutuka > O6bekTbl NMonutunka > Jiumntel Tpacdmkar
Ona pobaeneHnst HOBOro NUMuTa Tpaduka Heobxoanmo:

1. B pasgene Monutuka > O6bekThl NMonutuka > Nlumntel Tpacuka Haxatb kHonky [loba-
BUTb NUMUT Tpadumka.

2. YkasaTb HeO6XOD,VIMbIe AaHHble. HaxaTtb KHOMKY COXpaHMTb n anMeHVITb MOJIUTUKY.

MONUTHKA / O6bEKTHI MOMUTUKKA / TIMMUTHI TPAC ] TIPUMEHITE NONMTHKY

J0GIBHTE MMMAT TRatMKa TIOMCK MO HA3BaHWID Q

HazBaHme 06bem Tpathuka Meproa KommeHTapui Co3paH M3meHeH

dmil dmil
Orpen npogai 1MB Yac B o D—l ﬁ

150320221333 15.03.202217:53
Ovpen CoxpannTh

EELETIC byxrantepusa

06bem U nepvof 1000 Hepens

KommeHTapui Beenl

Puc. 6.39. HacTtpowuka numuta Tpacdumka

BHumaHue!

EduHuua usmepeHusi numuma o yMosiYaHuto yKkasbleaemcs 8 mezabatimax (Mb).

B cucmeme npedycmMompeHoO oOzpaHuyeHue Ha MaKkcumarnbHoe 3HayeHue obbema mpacdpuka:
9223372036854775807 (=2"63 - 1) 6adm.

Mpun 3TOM MCNONb3YTCA abCONOTHbIE 3HAYEHNst BpEMEHW. TO eCTb, €CNM YKasaTb OrpaHuyeHne
Tpadmka 50 Mb B yac, 910 3HauuT, 4TO ByaeT paspelueHa nepegada 50 Mb He 3a hbakTmnyeckun
yac paboThl, a 3a nepuog BpemeHu, Hanpumep, ¢ 13:00 go 13:59:59, nocne yero nongeT HOBLIN
otcyeT Tpadmka. COOTBETCTBEHHO, ApYyrMe 3Ha4yeHus B CNUCKEe BPEeMEeHHbIX WHTepBaros
03Ha4aloT crneaytoLee:
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Tabn. 6.26. NMepeyeHb BpeMeHHbIX MHTEpBarnos

Mepuon BpemeHu MosicHeHue PekomeHpauumn

CyTku Mepuog Bpemenn ¢ 00:00:00 go
23:59:59

Hepens Mepurog BpemeHun ¢ kaxgoro no- |BpemeHHble pamku Ana Hegenu 3aBUCAT OT CUCTEMHOMN
HefenbHuka 00:00:00 o kaxagoro | nokanusauumn — Ansi pyCcKon nokanusaunm Hegens Haum-
BOCKpeceHbs 23:59:59 HaeTcsa ¢ noHedernbHUKa, Ans aMepukaHCcKon — ¢ BOCKpe-

CeHbsl
Mecsy, Mepwnog Bpemenn ¢ 00:00:00 va- | Ecnn cdhopmmpoBaHHas nonuTnka npegocTaBnsaeT onpe-

COB MEpBOro 4ucra Mecsila 40 |AeneHHbI OOAMHAKOBBIA NUMUT KaXgoMy W3 rpynnbl
23:59:59 nocnegHero yncna Me-|nonb3oBartenen, T0 B CnydYae M3pacxoOoBaHUS KakUM-
csua (B 3aBMCUMOCTM OT MecsiLa) |[mMbo nonb3oBatenemM 3T0ro nummuta Tpaduka, AoCTyn K
WHTEPHETY OyAEeT OrpaHMYEH TOMbKO Y HEro. Y ocTanbHbIX
YNEHOB Trpynnbl AOCTYN B MHTEPHET OyneT orpaHudeH
TOMbKO TOrda, Koraa Kaxabl U3 HUX M3pacxogyeT CBOW
numuT. MMpn npeBbileHMn numuta OyaeT BbINOMHEHO
[encTeue, 3agaHHoOe B NpaBuiie NONUTUKN

Mpy HEOBXOANMOCTU MOXKHO HE YYMTbIBaTb TPauK Npu obpalleHnm K KOHKPETHLIM BEG-pecyp-
cam. [1nsa atoro Heo6xoauMMOo ykasaTb AOMeEHHbIe CyMKChl BCEX TakMx BEB-peCcypCcoB B CeKLmn
whitelist koHdUrypaumoHHoro caina config.json (pasgen Cucrtema > PaclumpeHHble Ha-
CTpOMKU > PUNbLTPaUMA U KIWMpoBaHue Tpadumka > dunsTpaunsa M aHanus Tpadguka
nonb3oBaTtenen B cekuun Hetapucpuumpyemsie pecypchbl).

6.5.3.2.2. Undpopmauma o TekyLiemM pacxoae Tpaduka

B «MexceTteBor akpaH Solar» ecTb BO3MOXHOCTb MOKa3blBaTb NOMNb30BATENO NHOPMALMIO
0 ero TekyLeM pacxoge Tpadumka. [1na aToro HacTpamBaeTcsa cneynanbHbIn WabnoH ¢ nHgop-
Mauuen o Tpaduke nonb3oBaTtens, WwabnoH pasmeLaeTcs no cneumanbHOMY YHUKaNbHOMY
URL. 3t1ot URL ykasbiBaetca B HacTpownkax skvt-wizor (pasgen Cuctema > dunbsrpaums m
KawunpoBaHue Tpaduka > Punbrpauma v aHanus Tpacgpuka nonb3oBaTenen napameTpbl
URL ctpanuubl numutoB Tpadumka (traffic-summary-url) n Myt Kk danny wabnoHa
cTpaHuubl (traffic-summary-template) B cekumn Otnaaka), no Hemy nonb3oatento byaet
oToGpaXkeH WabnoH.

OnpepgeneHbl cneynanbHble NOACTAHOBOYHbLIE CUMBOSTbI, KOTOPbIE MCMOMb3YHTCA AN WabnoHa
nokasa nonb3oBaTternto ero Tpadumka (cm. [punoxenuve C. Ucnonb3o8aHue mnodcmaHO80YHbIX
CUME0J108).

[nsa HacTporku wabnoHa Heo6XxoAMMO BbINOMHUTL CrieayroLmne OENCTBUS:

B pasgene MonuTtuka > LabnoHbl > LLUabnoHbl cTpaHuy, co3aath wabnoH traffic, 3anon-
HUTb €ro NOACTaHOBOYHbIMU CUMBOSIAMU U COXPAHUTb.

B karanore policy-final/templates HaviTy coxpaHeHHbI WwabnoH, ckonupoBaTb OTHOCU-
TenbHbIN NyTb K HEMY (OTHOCUTENBHO KaTanora policy-final).

CkonupoBaHHbIN NyTb YkasaTb B NapameTtpe debug/traffic-summary-template B HacTpoiikax
skvt-wizor. Hanpumep, nyTb K WabnoHy MOXET BbIMA4ETb crneayowmmMm o6pasom:
templates/5137BF69-DAEC-436C-8417-E601E3AD74AB

BbinonHntb ckpunT accept-policy (MpUMeHUTb MONUTKKY) AN Toro, 4tobbl CO3OaHHbIN
wabnoH ctan JoCcTyneH Ha slave-xocTe.
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Mpume4vaHue

3anpoc nonb3osamerns k amomy wabnoHy Yepe3 npokcu bydem omobpaxambCs 8 omyemax u
XXypHarie ¢ Oelicmeuem 3anpemuma.

6.5.3.3. Pacnucanus

«MexceTteBomn akpaH Solar» no3sonsieT punsrpoBaTh Tpadurk N0 BPEMEHN OOCTYNa Mosb30-
BaTenen Kk Beb-pecypcam. [Ins aToro co3garTcs pacnucaHusl.

PacnucaHnue npegcraenset cobomn yCTaHOBMEHHbIN AN ONPeAeneHHbIX AHEN Hedenn NopsiaokK
AocTyna K Beb-pecypcam, KOTOpbI 3a4aeTCs HavyanbHbIM M KOHEYHBIM MHTEPBaNamMmn BpeMeHM
B hopmaTte 4y4y:MM. Taknm o6pa3omM MOXHO, Hanpumep, 3anpeTuTb 4OCTYN K Beb-pecypcam B
oyaHue gHm ¢ 9:30 go 17:30.

YnpaeneHue pacnmcaHusiMun BbinonHsietcs B pasaene MNMonutuka > O6bekTbl NMonutuka >
PacnucaHusa (Puc.6.40). O6wue npuHUunbl paboTbl C MIHCTPYMEHTaMM MOSIUTUKN OMNUCaHbI B
pasgene 6.4.3.

[Mouck no pasaeny (B JaHHOM
Solar NGFW cnyvyae no HasBaHUIo pacnucaHus)

Hacrpoiiu Wwmnopt TOAUTUKE / O6LEKTbI MOAUTUKK / PacmMCaHWUA
|:?‘;‘\ MEHCETEBOW SKPAH Flo6aBHTL pacnHcaHue 1o Ha3BaHMIO

KOHTEHTHAA @MNBTPALMA Hazeanne HommeHTapui CozpaH WameHeH
: admin admin
OTgen npopam
15.03.2022 13:34 15.03.2022 18:07

BHELHWE NOAKNOYEHKA -
admin

15.03.2022 18:07
OBbEKTBI NONUTUKA v admin
@ 15032022 18:07

OTaen MapKeTHra

Tpynna no nopGopy nepcosana

IP-Anana3oHsl admin

OTgen cHabmeHna
15.03.2022 18:07

JNUMKTEI TRaHKS
PacnucaHna
YCROBUs Ha 33r0N0BKH

Mons3osartenw (Basic Auth)

Puc. 6.40. Pa3spen «[Monutuka > O6bekTbl NMonutuka > PacnucaHus»

Mpwn cosgaHumn HOBOro pacnucaHnsa HeobxoaMmo 3agaTb BpEMEHHOM MHTepBan goctyna. [ns
3TOro cnegyet ykasaTb Hayano u KoHew uHTepBana B nonsx Hayano uHtepBana n KoHey
MHTepBasa Cc NOMOLLbIO KNlaBnaTypbl v KHOMOK (Puc.6.41). 3atem ycTaHoBUTL doraxkky s
TpebyembIx gHEN Hegenu.

[na nobasneHns HOBOIro MHTepBana pacnucaHus B pasgene NMonutuka > O6bekTbl Monutuka
> PacnucaHus:

1. Haxartb kHonky [lo6aBUTbL CNMCOK pacnucaHum.

MpumeyaHue

Bpemsi okoH4YaHUs uHmepegana 0o/mkHO 6bimb 607bWwe e20 Havasa.
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2. YkasaTb Heobxoanmble gaHHble . Haxatb kHonky CoxpaHuTb 1 NMpUMeHUTb NONUTUKY.

[na nobaeBneHnsa HOBOroO panucaHuns B rpynny crnegyeT HaxaTtb KHOMNKY [lo6aBUTb pacnucaHue.
MakcumanbHoe KonmM4ecTBO MHTepPBaroB B pacnucaHnumn He AomkHO bbiTb 6onee 20.

Monutuka / 06beKTbl NONMTHKKY / PacnncaHna
Jl06aBHTL pacnucakne ToKCK No HA3BaHMID

Hassanue HKommeHTapuit CozpaH Wamenen

. 5 admin admin u—l ﬁ
mina no nogoo nepcoHana
ny AbOpY nep 15.032022 1334 15.03.2022 18:26

OTAen MapKeTMHRa CoxpaxuTs Jlo6asuTs Wunopt 3ucnopT

Hasganmne OTaen cHaBeHns
OTAen npofa

KommeHTapHiA Bae, HTapui
ByXranTepus

JIHW HEQENU Bpems oT - 40 Co3pnaH H3ameHeH KoMMEHTapu#

vnh Bt cp By ¥t @ce @ s 10:00 18:30 BBeguTe...

Puc. 6.41. Jlo6aBneHue pacnucaHus
6.5.3.4. YcnoBus Ha 3arofioBKu

Mpun puneTpauumn Tpaduka MOryT NCNonb30BaTbCA 3HAYEHUS Crny>KeBOHbIX 3arofoBKOB NPOTO-
kona HTTP. 3anpocbl n otBeTbl B npoTtokone HTTP cogepxat HEKOTOpOE KONMYeCTBO 3aro-
noskoB. Popmar 3aronoBKOB COOTBETCTBYET 06LLEeMY (hopmaTy 3arofloBKOB TEKCTOBbIX CETEBbIX
coobLeHnin. Kaxxablin 3aronoBok NpeacTaBnsaeT cobon CTpoky hopmaTta <Ha3BaHUe>:<3Haue-
Hue>.

YacTto ncnonb3yemble 3aroroBKu:
e User-Agent — onncanue knuenTtckoro MO;
o Referer — URL ncxogHowm ctpaHuupl, ¢ KOTOPOW Bbln OCYLLECTBIEH AaHHbIN 3anpoc.

[na 06paboTkm aTUX 3arofoBKOB N NX 3HAYEHNIA MOTYT NPUMEHATLCS PerynspHble BblpaXXeHns
(cm. Opunoxenue B, A3bik onucaHusi pe2ynsipHbIX 8bIPAXKeHUU).

[ns yno6cTBa ncnonb3oBaHus 3aronoBku npotokona HTTP 06beanHATCca B rpynnbl (CNCKN).
dopmmpoBaHue yCrnoBun Ha 3arofloBkK BbinonHsietcs B pasgene Monutuka > O6bekToi MNo-
nuTtuka > YcnoBusi Ha 3aronoBku(Puc.6.42). O6wme npuHUMnbl paboTbl C UHCTPYMEHTaMu
NoNIMTMKM onncaHbl B pasaene 6.4.3.
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¥

Solar NGFW Movck No pa3aeny (B AaHHOM cy4ae no

HasBaHuIo cnucka YCJ'IOBVIm
Hacrpoiiku Vnnopr 3xcnopr MNonnTiKa / O6LEKTLI NOAUTUKM / YCNIOBYS Ha 3aronoskn @ TpumenuTs noauTky

Q

E£4 MEXCETEBOV 3KPAH J1063BUTb CNUCOK YC/IOBMI Ha 3arONOBKN

%2 KOHTEHTHAS OWIGTPALIMA Hasganve o) Vismerier

® B D

admin
05.05.2023 19:00

QQ BHELUHWE NMOAK/OYEHNA o —
Pexum 6enoro cnucka

YouTube pa3petuieHHble BUEO

e

05.05.2023 19:00

2,

& OBbEKTDI MOMMTUKY admin
Referer mail
05.05.2023 19:00

P

1P-AanasoHbl vl
OHnaiit ypoku
05.05.2023 19:01

P
(1]

Jumutol Tpadmka admin
Discord
05.05.2023 19:01

©)

Pacnucanus

YCoByS Ha 3ar0N0BKU

Monb3osatenu (Basic Auth)

{9 cnpABouHMKM

/Anpeca 3/1eKTPOHHOM NOYTbI

Knioyesbie cnosa

Puc. 6.42. Pa3spen «[Monutuka > O6bekTbl Monntuka > YcnoBus Ha 3arofioBKU»

MpumeyaHue

lpu cpunbmpayuu no HTTP-3a2onoekam He y4umbsigaemcs peaucmp 6yke UMeHU 3a20/108K08.

[na nobaBneHns HOBOro CNMCKa YCNOBWUIM Ha 3arofioBku B pasgene NMonutuka > O6beKTbI
MonunTtuka > YcnoBusi Ha 3arofoOBKMU:

1. HaxmuTte kHonky [lo6aBUTbL CNMCOK YCNOBUW Ha 3aronoBku (Puc.6.45).
2. YkaxuTe Ha3BaHue cnucka ycrnosun (He 6onee 200 cumBonos).
3. BBeguTe Heobxoanmble 3Ha4YeHNs Ans GOPMUPOBaHUS YCIOBUS:

o Lla6bnoH ans Ha3BaHua HTTP-3aronoBka — HanmeHoBaHne HT TP-3aronoBka (He 6onee
250 cumBonoB). YTobbl HANTK BCe 3arofloBKU C MOXOXUMMW HAa3BaAHUSAMM, YKaXKUTE YacTb,
KoTOpasi NOBTOPSIETCA.

o LWa6bnoH ana 3HayeHusa HTTP-3aronoBka — 3Ha4yeHne HTTP-3aronoska (He 6onee 500
CUMBOJIOB).

MpumeyaHue

YcmaHosume ¢hnaxok Pee. ebip. 8 coomeemcemeyrowem cmonbuye mabnuusi 0515 HazgaHul
u 3Ha4yeHul HTTP-3a201108k08, kKomopbie 6ydym ucronb308ambCs KaK peayrisipHbIe 8bIPaXKeHUs

(Puc.6.43).

o KommeHTapum — gononHuTenbHble cBegeHns 06 ycrnoBum (ykasbiBaTb HEOOA3aTENBHO;
He 6onee 500 cnmBonoB).
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JGLEKRTEI NOAUTUKK / V¢  3ar0NOBKM

OBABHTE CNCOK YENORHA Ha 33rOROBKN

Ha3Banue Co3naH W3meHen

unknown admin
Youtube papewentsie BuCO ao I

08.05.2019 1617 17.04.2020 20:46

Pexum BENOro CNMCKa [msa— Omaena JoGasuts ynosue Hmnopt Ixcnopt

Referer mail Hassahue Ycnoere Ha NONYYEHHE M OTNPABNEHWE

Wa6Gnoux pns wassanmua HTTP-3aronc  LWa6nox pns 3uavennn HTTP-3arone Cospan W3menen Kommentapwit
X-receive-from

@ Perynsproe suipakenue ®@ Perynsphoe suipanenre
X-f jer-for dozi

& PerynapHoe BbipaxeHHe ™ PerynsipHoe BbipaxeHne

Puc. 6.43. [lo6aBneHue cnucka ycroBui Ha 3arosfioBKu

4. YctaHoBuTe hnaxok PerynsipHoe BblpaxeHue, ecnv Heobxogumo, 4tobwl LLlabnoH ana
Ha3BaHua HTTP-3aronoBka n/vnu LWa6noH ana sHayeHnsa HTTP-3aronoBka 1cnonb3o-
BaNnunCb Kak perynspHble BblpaXKeHUs.

[Nocne BKMOYEHMs Bbl MOXETE NpOBEPUTL peryndapHoe BblpaXeHune. ,D,J'IFI 3TOro:

2. Haxmure .
b. B none TeKCT ANsi NPOBEPKMN BBeAUTE 3HAYEHMS!, KOTOPblE HEOBXOAMMO NPOBEPUTS.

MpumeyaHue

Kaxdoe Hogoe 3HadyeHUe HeobxoOuMO yKa3bleamb C HO80U CMPOKU.
MakcumarnbHasi OrnuHa 3Ha4eHUs1 8 Kaxkool cmpoke cocmaernsiem 2083 cumeorna.

He donyckaemcs ucronb308aHUe MOCMOPOHHUX CUMBOIIO8, HE OMHOCSLUUXCS K 3HA4eHUI0 Uumu
CUHMAaKCUCY peayrisipHbIX 8bipaKeHud.

c. Haxxmute MpoBeputb. B cTonbue CoBnageHune 6yaet oTpaxeH pesyrnbraT NpoBEPKU.

MpOBEpUTH PEryNsApHOEe BhIPAXKEeHUe X

lLlaBnoH ons Hazeasua HTTP-3aronoBka

s{13}
)
S (@)
)
SS (@)
)
5SS (@)
oy
5555 (3]

Hoeas npoBepka CoxpaHuTts OTMEHUTE
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Mpume4vaHue

Ecnu pesynbmam omcymcmeyem, pezynisipHoe 8bipaxKeHue 88e0eH0 HEKOPPEKMHO. B amom
criy4ae 8 cmonbue CoenadeHue pe3yrnbmama He 6ydem, rione LlabnoH dns HazeaHuss HTTP-
3az2onoeka unu LllabnoH dns 3Ha4eHust HTTP-3a2onoeka 6ydem ebl0esieHo KpacHbIM, U rnod
Hum 6ydem omobpaxeH KoMMeHmapud.

poBEpUTHL PeryNspHoe BbipaXeHue X

lWabnoH ansa 3HaveHns HTTP-3aronoeka

[s{} 0]

HexoppexTHoe perynspHoe soipasienne: lllegal repetition near index 0 s{} *

TeKcT Ans NpoBepKu

1
2

YUTtoObl 4oOaBUTL 3Ha4YeHns, Haxkmute HoBas npoBepka.
d. Haxxmnte CoxpaHuTb.
[nsa nobaBneHnst HOBOrO YCroBUSA HaXxXMuTe KHonky [lo6aBUTb ycrnoBue.
6.5.3.5. Nonb3oBaTtenu npu Basic-ayTeHTUchbnkaumumn

«MexceTeBom akpaH Solar» no3BonsieT 3agaTth CNUCOK NONb3oBaTenewn, kotopble OyayT aBTo-
pu130BaHbI ¢ NoMoLLbto « MexceTeBow akpaH Solary, ecnu anst HUX BbibpaHa Basic-ayteHTudum-
Kaumsi B KOHGUrypaumm.

[o6aBneHne HOBbIX YYETHbIX 3anucer Nonb3oBaTenen N ynpasneHne NMn BbINOMHSAKOTCA B
pasgene Monutuka > O6bekTbI Monutuka > NMonb3osatenu (Basic Auth) (Puc.6.44). O6wue
NpVHUMNbI paboTbl C MIHCTPYMEHTaMU NOMUTUKN OnucaHbl B pasaene 6.4.3.
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2% Solar NGFW loVCK NepCoHsi Qa =
Mowck no pasaeny (B AaHHOM

cny4ae no nonbsoaarenm)

Hactpoiiku Wmnopt Ixcnopr Monutuka / 06beKTbl NonuTUKK / Monb3oBatenu (Basic Auth) @ TIPUMEHUTB NOAMTHKY

E4 MEXCETEBOW SKPAH Jlo6asuTb nonb3osaTens TowucK o norvH [}
%22 KOHTEHTHASI OWIILTPALMSE noru IP Auanason AxTvBeH  KomMeHTapwit Coagan V3amenen

admin
05.05.2023 19:11

user1 10.199.20.63

=
) BHELHUE NOAKNIOYEHNA admin admin

05.05.2023 19:11 05.05.2023 19:14

user2 1019911

@) OBbEKTbI MONMTUKMA admin
user3 1019912
05.05.2023 19:13
IP-guanasoHbi admin
userd
05.05.2023 19:18
JumuTel Tpaura
Y4eTHas sanuch

Pacnucanys nonb3osarens
3abnokuposaHa YyeTHas sanmcy

VCoBUS Ha 3aroNoBKU nonb3oBatens akTueHa

Monb3osarenu (Basic Auth)

{9] CrIPABOYHUKM

AAnpeca 3neKTPOHHO NOYThI

Kriouesbie cnosa

Puc. 6.44. Pasgen «lMonutuka > O6bekThl MNonutuka > Nonb3oBatenu (Basic Auth)»

[na nobaBneHna HOBOKM Y4EeTHOW 3anmncu nonb3oBatens B pasgene MNMonutuka > O6bEKTbI
Monutuka > Nonb3oBaTtenu (Basic Auth):

1. Haxmute kHonky [lo6aBuTb nonb3oBatens (Puc.6.45).
2. 3anonHuTe cnegytowme nons:

e JlornH v naponb — nvsd nonb3oBatena (Hanpumep, PUO; He 6onee 200 cMMBOSOB) U
naponb 3TOM y4YeTHOW 3anucu. Naponb HeobxoomMmo BBeCcTU ABaxabl (He Gonee 200
CUMBOJIOB).

e IP-gnanasoHbl — |IP-agpec vnn gnanasoH IP-agpecoB pabounx CTaHUMIR, C KOTOPbIX
yKa3aHHbIA Nonb3oBaTtenb OyoeT BbIXOOUTb B MHTEPHET. MOXHO yKasaTb HECKONbKo |P-
AnanasoHoB.

NMpumeyaHue

lMocnedHul IP-adpec 8 duanasoHe OomxeH bbimb 6onbwe nepeo2o 3HadyeHuss duarnasoHa unu
paseH emy.

o KommeHTapum — JONONHUTENBHbIE CBEAEHMS O Nonb3oBaTene (yka3blBaTb Heobsi3aTenb-
HO; He 6onee 500 cMmBONOB).

MpumeyaHue

Umobhki 3abriokupogamb my Usu UHYH y4emHy 3anuch, Ucrone3yltme nepeknodamers lonb3o-

eamens akmueen: L, a 3amem noouepedHo Haxmume kHonku CoxpaHums u MpuMeHUMB
nosIuMuKy.
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O6beKTbl NOAMTHKY / Monb3osa

JloGasuTs nonk3oeaTens T0MCK IO NOTVHY

Normx IP ananazon Aimeen  KommenTapui Co3pan Wamenen
unknown admin

user1 2222 0000-255_. [fla
08052019 16:17 17.04.2020 21:44

User2 i G
user3

JIOFMH W Naponb

1P unw IP-AuanasoH Co3pan WsmeHeH KomMeHTapuit

1111

lMone3osarent aKTMBeH

KommenTtapuia

Puc. 6.45. [lo6baBneHue y4yeTHOW 3anucu nonb3oBaTens

6.5.4. CnpaBO4YHUKMN
6.5.4.1. Agpeca 3neKTPOHHOMN NOYThbI

«MexceTteBom 3KpaH Solar» no3sonser ynpaenATb CNMCKamMun agpecos 3]'I€KTpOHHOI7I NOYThlI,
Ha KOTopble 6yﬂ,yT npnxoanTb COOTBETCTBYHOLLNE YyBEAOMITEHUA. Hanpmmep, MOTYT NpuUXoanTb
yBegoMIeHna 0 HapyLweHUn NonnTukn ©esonacHocTn.

[na yno6cTBa ncnonb3oBaHUsa agpeca dneKTPOHHON NoYThbl 06beanHEHbI B FpynMbl (CMUCKK).
Ho6aBneHne 1 ynpaBneHne cnmckammn agpecoB BbinonHaeTcsa B pasaene Monutuka > Cnpa-
BOYHUKM > Apeca 3neKTPOHHOM NoYThbl (Puc.6.46). O6Lme npuHUMnbl paboTbl CO cnpaBoy-
HMKaMK onucaHbl B pasgerne 6.4.3.

. [Mowck no pazeny (B JaHHOM CryHae Mo HasBaHuio
13 - n a -
§ = solarNGFw cncka ¢ anpecami 3MEKTPOHHOM NONTbI) OWCK NIEpCoHy a &

HacTpoAku Wmnopy MNonutuka / CNPaBoYHUKK / Apeca 3NeKTPOHHOA noyTel @ NpUMEHUTL NOMMTUKY

EZ MBKCETEBOA IKPAH To6asnT, CIMCOK APECos INEXTPOHHOM NOTLI

7 KOHTEHTHAS OUNBTPALIMS o Co3nam Wamenen

admin admin
Ba:
e 31032023 1532 200420232033 ao

BHELHWE NMOAKMOYEHNA

admin admin
A 7
R 310320231532 20042023 2033 aao

%) OBBEKTBI NOIMTUKA

CTIPABOYHMKM
‘Allpeca 3/1eKTPOHHOM NouTbI

KnoueBbie C/108a

Puc. 6.46. Pazgen «Monutuka > CnpaBo4HMKM > Agpeca 3NIeKTPOHHOM NOYTbI»

[ns nobaBneHns cnucka c agpecamm aneKTPOHHON NoYTbl Heobxoaumo B pasaene MonuTtuka
> CnpaBo4YHUKM > Afpeca aNeKTPOHHOM NOoYTbI:

1. HaxaTb kHoMNKy J106aBMTb CNNCOK aapecoB aNEeKTPOHHOM NOYTbI 1 yKasaTb criegyoLmne
napameTpbl:

© HasBaHWe Cnucka agpecoB aMeKTPOHHOM noYThl (He 6onee 200 cumBonos, Puc.6.47);

® ajpec areKTPOHHOM NoYThI B None Agpec anekTPpoHHOW no4tbl (He 6onee 200 cnmBo-
nos);
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MpumeyvaHume

lpu 8600e HEKOPPEKMHO20 aNEKMPOHHO20 adpeca (be3 cumeorna «@») none bydem ebidereHo
KpacHbiM, U o0 HUM omobpa3sumcsi coomeemcmeyruee yeeOoMIIeHUE.

o agpec SMTP-cepBepa, UCNOMNb3yeEMOro AN pacchbifiku yBeAOMMAEHUA MO 3NEeKTPOHHOM
noute, B nonie SMTP xocT (He 6onee 200 cumBonos), Hanpumep: www.host.com;

MpumeyaHue

lpu 3adaHuu adpecos SMTP-cepsepos doryckaemcs ykazaHue KoppeKkmHbix hostname unu
IPv4 adpecos.

e TCP-nopt SMTP-cepBepa, MCNonb3yemoro Ans pacchbifikv yBegoMIIEHMI MO ANEKTPOHHON
nouyte, B none SMTP-nopt. 3HadyeHne nons SMTP-nopT OO/MKHO COOTBETCTBOBATb
AunanasoHy ot 1 go 65535.

2. Haxatb kHomnky CoxpaHUTb M MPUMEHUTb MOMUTHUKY.

MonuTHKa / CNpaBoyHiK / Apeca aNeKTpoHHON noutel @
[106aBUTh CNMCOK 3iPECOB ANEKTPOHHOM NOYTHl TOWCK MO Ha3BaHWIO
TNorvH Co3gaH H3ameHeH

admin
16.03 2022 1524

BasHbie

COXpaHWTL Jl063BMTh afpec Mo ENEN G EL, \ MmnopT akcnopr | T

Hassanue AQMUHWACTPATOPEI

Apec 3NeKTPOHHOA NOYTbI SMTP xoc SMTP nopt a M3meHeH HommeHTapwii

T i 2 admin Inenu A T TeaT s
karp@gmailcom 1 25 16.03.2022 15:33 Beepur MEHTAPWIA

Puc. 6.47. [lo6aBneHne CNucka agpecoB 3JIEKTPOHHOM NOYThI

YToO6hI YKa3aTtb HOBbIN agpec 3]'IeKTp0HHOI7I NnoYTbl, HEOBXOANMO HaxaTb KHOMKY Hob6aBuTtb
agpec B CTPOKe yXe CyLlleCcTByrLlero agpeca.

6.5.4.2. KntoyeBble cnoBa

Mpn aHanuse nepegaBaeMblX JAHHbIX MOXET BbINOSHATLCH MOMCK TEX UMNU UHBIX KIMHOYEBbLIX
CNnoB 1 gpas 1 NogcHeT nx BecoB. Ecnun cymmapHbIn BeC BCex KrtoueBbix cnoB byaet 6onbLue
WIM paBeH NOPOroBOMY 3HAYEHUIO, 3a,aHHOMY B NONNTUKE, TO ByAeT BbINOMIHEHO COOTBETCTBY-
lowee gencreue.

[nsa ynobcTBa ncnonb3oBaHUA KroyeBble crioBa o6beanHeHb! B rpynnbl (cnuckn). opmmpo-
BaHWe CMMCKOB KNIOYEBbIX CMOB BbINOMHAeTca B pasgene Monutuka > CnpaBOYHUKM >
KnroueBble cnoBa (Puc.6.48). O6wune npuHUMnbl paboTbl CO CNpaBOYHUKAMW ONUCaHbI B
pasperne 6.4.3.

I'IpM nobaBneHnn HOBOIO CrMcKa KIo4YeBbIX CIoB HeobXxoanmo yunTbiBaTh criegytolee:
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o Ecnu tpebyetcs, B none Bec MoXHO 3agaTb BECOBOM KOIMMULMEHT, 3HAYEHNE KOTOPOro
OOIMKHO COOTBETCTBOBATL AnanasoHy oT 1 o 65535 (Puc.6.49). Ecnn 3HadeHne atoro
nonsi He 3agaHo, TO MO YMOMYaHMIO KNKOYEBOMY CrOBY Ha3Ha4YaeTcs BeC, paBHbIN 1.

o [Insa Tex Knto4yeBbIX CNOB, B ONUCAHUM KOTOPLIX AOMKHO UCMNOMNb30BaThLCs perynspHoe Bbl-
paxkeHue, yctaHoBuTe dnaxok RegExp .

lMocne BKIOYEHUST MOSIBRSIETCSA BO3MOXHOCTb NPOBEPKN PEryrnAapHOro Bblpa*KeHUA. ,D,J'Iﬂ
3TOro:

1. Haxmute -
2. B none TekcT Ana npoBepKu BBEANTE 3HAYEHNS, KOTOPble HEOBXOANMO NPOBEPUTD.

MpumeyaHue

Kaxdoe Hosoe 3HayeHuUe HeobxoOUMO yKa3bleamb C HO8OU CIMPOKU.
MakcumanbHas dnuHa 3Ha4eHus 8 Kaxdol cmpoke cocmaensaem 2083 cumeona.

He donyckaemcs ucronb308aHUE MOCMOPOHHUX CUMBO0JI08, HE OMHOCSUYUXCS K 3HAYEHUIO Umu
CUHMaKcUcy pe2ynspHbIX eblpaxeHudl.

NpoBepuUThb PErYNSPHOE BbipAXKEHWE X

Knwyesoe cnoeo

(?<Iclass="Checkbox-Label"=)[Wu1][TIr][P|p]l(bl|bi]

urpa (D)
Urpbl (@)
nouta

Hosas nposepxa OTMEHHTL

3. Haxmute MNMpoBepuTtb. B cTonbue CoBnageHue byaet oTpaxeH pesynbsraT NpoBepPKu.

MpumeyaHue

Ecnu pesynsmam omcymcmeyem, peayrspHoe 8bipaxeHue 88e0eH0 HEKOPPEKMHO. B amom
criydae 8 cmosnbuye CoenadeHue pesynbmama He bydem, ronie Knrovyeeoe cnoeo 6ydem
8bI0erIeHO KpacHbIM, U nod Hum 6ydem omobpaxxeH KOMMeHmMapud.
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lMpoBepuTh perynsipHoe BbipaXeHue

Knwoyeeoe cnoeo

(?<Iclass="Checkbox-Label"=)[M|n][T|r][Plp][bllbl (]

Label"=)[U1]ITr1[P|p]lbl|6 ~

HekoppekTHoe perynapxoe Boiparenye: Unclosed character class near index 46 (?<!class="Checkbox-

TEKCT AR MPOBEPKM

Wrpel

UTtoObl 0oOaBUTL 3Ha4YeHns, Haxkmute HoBas npoBepka.

4. Haxkmute COXpaHUTb.

Solar NGFW [o} &=
[Nowck no pasaeny (B AaHHOM cryyae
Hacrpoiiku Wmnopr 3xcropt Monutvka / CNpasouHmky / Knioyesble cnosa M0 Ha3BaHuIo CMCKa KIKYEBbIX CTIOB)

TipiMeHUTS nonuTHKY

E% MEXCETEBOV 3KPAH loGaBHTS CTUCOK IT0YEBbIX C0B 0 Ha3BAHMK Q

S KOHTEHTHAS OU/IGTPALMS Ha3sakne Coapan V3meneH
admin
TnaTexHble CUCTEMbI M BanioTa
05.05.2023 21:11

BHELLIHWE NOAKIHOYEHNA

admin

OTNIOXEHHOE CKauNBaHHe

05.05.2023 21:11

BbEKTbI MO/IUTUKA admin

05.05.2023 21:12

DUHAHCOBbI ayaUT

9] CNPABOYHUKU

Anpeca NeKTPOHHOI MouTbI

KnioueBbie cnosa

Pecypcbl

Mapkeps! npasun KO

Dartnbi

&7 WAB/IOHbI

Puc. 6.48. Pazpgen «lMonutuka > CnpaBo4yHuku > KnioveBble crnoBay
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1. HaxaTb KHOMKY

2. YxasaTb
CnpasoyHukm / Kfoue CNOB: HeOﬁXO,EI,HMbIe
3. Haxarb kHonky JaHHble U HaxaTb
JloBasuTs cucok KnioveBLX cAos CoxpaHuth OMCK N0 Ha3BaHHK S8  kHonky [obaBuTL

Hazsanue Cozpan Hamenen
admin

KOHTpareHTsl M NOCTABLUMKA 1817 2018 1130

v ‘Coxpasmin OTmena wCcnopT [:[
Crpaxc

Hazsanue

No63aBneHWe KMOYEBON0 CNOB3 patoTa per. BuipaMeHHe

Ko ! Per Bupax Bec Coagaw KoMMeHTapHA

o~

3afaHHoe Knto4eBoe Croso
oTobpasuTCa B KOHLe Tabnuup

Puc. 6.49. [lobaBneHne cnucka Knro4yeBbIX CIIOB
Mpwn cozgaHnm unsTpa No Kto4YeBbIM CITIOBaM CreayeT YYnTbiBaTb HEKOTOPbLIE OCOBEHHOCTMU:

® TMOWCK KINoYEeBbIX CMNOoB (pas) BbINOMHAETCS B TEKCTOBbIX AaHHbIX: B TEMe 3anpoca 1 B none
Query URL-3anpoca;

® perynsipHble BbIpaXXeHUsi MOXHO MCMONb30BaThb TOMNbKO AN NoMcKa no KnYeBbIM CrioBaMm,
HO He Mo Kno4yeBbIM dpasam;

e AnuvHa Krntodeson dpasbl He gomkHa npesbiwaTs 16000 6yks;

® T.K. NPy 3agaHnM KNOYeBON hpasbl He JOMNYCKaeTCs MCNOoNb30BaHNe 3HaKoB-pasaenuTenem
("\.,;: 1?2 =+()<>$% "&*/@|#~[]{}), TO HEOGXOOANMO VX YAANUTb U 3AMEHUTb
Ha npoben. Hanpumep, BMecTo dpasbl «NyTb-A40POry» crieqyer nucatb «NyTb JOPOry».

MpumeyaHue

lNpu 8800¢ KriH04e8020 C/108a NPobesibl He yuuUMmbI8aromces.

6.5.4.2.1. Npumep ncnonb3oBaHUSA NPOBEPKU MO KIHOYEBbLIM CNOBam

B nonuTtuke ounsrpaumm 3agaHbl KntoYeBbIe CrioBa: A61I0KO ¢ BeCOM 1 M anenbCuUH C BECOM
2, MOPOroBoe 3Ha4YeHne paBHo 3.

MpumeyaHue

lNopozogoe 3HaveHuUe 3adaemcsi npu hopMuPO8aHUU MonumMuKu e pasdene Moaumuka.

B Tekcte: «Poccuiickas ObbegnHeHHas [Oemokpatudeckas lMaptna «ABJIOKO» oT umeHn
OECATKOB ThICSY YMEeHOB NapTUM U MUINMOHOB mM3bupaTenen nosapaBnsaeT Tex, KTO CMor
cAaenaTb peanbHOCTbIO B YCITOBUSAX COBETCKOM CUCTEMbI « XPOHUKY TEKyLLMX cOBbITUn» 1 bna-
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rogaput Bcex, KTO 3annaTtun 3a 3to ceoen csobogon. MNpeacepatens MNMaptumn « ABJTOKO»
A . ABNUHCKMIN» KITHOYEBOE CNOBO ABNOKO C BECOM 1 BCTpeyaeTcs 2 pasa, TO eCTb CYMMapHbIN
BeC paBeH 2. Tak Kak CyMMapHbIil BEC MeHbLLIE MOPOroBoro 3HadeHus ( 2*1 < 3), copasa cunta-
eTcs AoNnyCTUMOMN.

B Tekcte: «4. OepxuTte (ppykTbl HA BUOHOM MblecTe. Basa ¢ ppykTammn JormkHa cocTaBnAaTb
HEeOTbEMIEMYIO YaCTb BaLLEN KyXHU. DTO, K TOMY e, HE TOMbKO MOSIE3HO, HO U OYEHb KPacuBo.
Ecnu y Bac noa pykon Bcerga ectb 16r0K0 nnu anenbCuH, To, BO3MOXHO, BaM He 3axXo4eTcs
nepeKkycblBaTb YMNcaMmu Unmn cyxapmkamu.» KnioveBoe CrioBo A650Ko ¢ BecoMm 1 BcTpevaeTcs
1 pas, kn4eBoe CroBo anefibCUH C BECOM 2 BCTpedaeTcs 1 pas, CyMMapHbIn BeC paBeH 1%1
+ 1*2 = 3. Tak KaKk cymMapHbI BEC paBeH NOporoBomMy 3HadeHuto ( 1*1 + 1*2 = 3), dpasa
cyuTaeTca HegonyCTUMOMN.

6.5.4.3. Pecypchbl
6.5.4.3.1. O6Lwwiue cBegeHUn

«MexceTteBon akpaH Solar» nossonser dunsrpoBatb Tpaduk no URL-agpecam pecypcos,
yKasaHHbIM B 3anpocax nonb3oarenen. [JaHHbin MeToa (punstTpaumnmn No3BonseT orpaHNynTb
AOCTYN Ha YpOBHe 3anpoca ceTeBblX pecypcoB. C NOMOLLBIO perynspHbIX BblpaXXeHUN MOXHO
3anpeTuTb AOCTYN KakK K LenbiM cantam, Tak U K oTAenNbHbIM Be6-CTpaHuuam.

[nsa ynobctBa ncnonb3oBaHUs pecypcbl 00beAnHATCA B rpynnbl (CAMCKM). YnpaBneHue pe-
cypcamu (rpynnamMmm pecypcoB) BbinonHseTcs B pasgene NMonutuka > CnpaBoyHuku > Pecyp-
cbi(Puc.6.50). O6wwme npuHUMnibl paboTbl CO CrpaBOYHMKaMK OnncaHbl B pasgene 6.4.3.

2% solarNGFW
TMowck no paszeny (B AaHHOM cryyae

_ 110 Ha3BaHMIO CTIVICKa PECYPCOB)
Hacrpoiiku Vnnopr 3xcnopr Nonutika / CnpaBouHmky / Pecypcl @

E£4 MEXCETEBOW SKPAH Jlo6aBuTh CMCOK pecypcos OMCK 110 HA3BaHMIO Q

Coapan V3meHeH

® B D

<2 KOHTEHTHASI OUILTPALIS Lol
admin

Musically
05.05.2023 21:19

b

==
T BHELIHWE NOAKMOYEHNA admin

Yahoo
05.05.2023 21:19

2,

@ OBbEKTbI MOMMTUKY admin
OpenDNS
05.05.2023 21:20

%

{9 cnpABouHMKM

P
(1]

‘Anpeca 31eKTPOHHOM NOYTbI

©)

Knioyesble ciosa
Pecypcbl
Mapkepb! npasun KO

Dainbl

&7 WABNOHDI

Puc. 6.50. Pasgen «Monutuka > CnpaBo4yHukn > Pecypcbi»

BHumaHue!

lpu 8eode umeHu pecypca npomokon (HTTP unu FTP) He 3adaemcs.

OduH u mom xe pecypc, 3adaHHbIl ¢ www U b6e3, socripuHuMaemcsi cucmemoli Kak 0ea pasHbIX pe-
cypca.
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[nsa nobasneHns HOBOIO cnucka pecypcoB Heobxoanmo B pasaerne MNonutuka > CnpaBoOYHUKK
> Pecypchbl:

1. HaxaTtb kHonky lo6aBuUTbL cnnucok pecypcoB (He 6onee 3000 cTpok) (Puc.6.51).
2. 3anonHnTb cnepyoLme nons n HaxaTtb KHonky CoxpaHuUTb:
o Ha3sBaHue — Ha3BaHue cnvcka pecypcoB (He 6onee 200 cumBonoB);

e LWabnoH umenn — URL-agpec pecypca, ykazaHHOIMo nonb3oBaTenem B 3anpocax (He
oonee 200 cumeonos);

e Tun wabnoHa — Tun wabnoHa pecypca (cm. Tabn.6.27);

o KommeHTapuu — fononHuTenbHble CBeAeHNst 0 pecypce (yka3biBaTb Heobs3aTenbHo;
He 6onee 500 cumBOmnoB).

[na nobaeneHus pecypca, HeobxoauMo HaxaTb KHoMNky [lo6aBUTb WAGMOH B CTPOKE COOT-
BETCTBYIOLLENO pecypca.

MonUTHKa / CNpaBouHKMKK / Pecypcbl @ TIpUMEHWTD NIOARTHRY
Jl06aBMTh CIIHCOK PECYPCOB
Hazeanwe Cozgan HameHeH

admin admin
22122020 22-58 16.03.2022 16:14

Linkedln

Q IinA now

CoxpaHuTh OTmeHa JIo63BNTH WABIOH 0 0 NapamMeTpam WUmniopr SKCNOpT

HasBanue be3 ayTeHTMdDUKALMA

LIaBnoH MMEHN Tun waénoxsa

mail MmA xocTa . v

Puc. 6.51. [lo6baBneHue cnucka pecypcon

Tabn. 6.27. Pexxumbl npoBepKu Be6-pecypcoB

HasBaHue OnucaHune

[lomeH n BCce NoAAOMEHbI Mownck Be6-pecypcoB No ux JOMeHaM 1 NogaoMeHam

PerynsipHoe BbipaxeHue Mouck BeG-pecypCoB C MCNOMb30BaHMEM PEryNSPHbIX BbIPAXKEHWUI

HauunHaertcs c... Mouck Beb-pecypcoB, URL-agpec KOTOpbIX HauyMHaeTcs C 3afaHHOW CTPOKu
C/YMBOIOB

Cogepxut Mowck Be6-pecypcos, URL-aapec KOTOPbIX COAEPXMT 3a4aHHY0 CTPOKY CUMBOSIOB

Mmsa xocTa cogepxuT Mowck Beb-pecypcoB, MMS XOCTa KOTOPbIX COQEPXUT 3a4aHHY0 CTPOKY CMBOSOB

MonHoe nmsa xocta paBHO Mouck BeG-pecypcoB, MMS XOCTa KOTOPbIX MOSIHOCTBIO COBMAafaeT C 3a4aHHOW
CTPOKOW CMMBOJIOB

Mmsa xocta okaHumBaetcs Ha... |lMonck Be6-pecypcoB, NMs XOCTa KOTOPbIX OKaHYMBAETCH Ha 3a4aHHYH CTPOKY
C/YMBOIOB

6.5.4.3.1.1. Npumep ncnonb3oBaHUs CNUCKa peCcypcoB B NONUTUKe punsTpayum

3apava:
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3abnoknpoaTtb pecypc whatsapp.com 1 ero BepxHue nogaoMeHbl Tak, YToObl MoMb3oBaTesb
He MOr nepenTn Ha 3TOT pecypc Oaxe 4epe3 MOMCKOBblE 3anpockl. Hanpumep, yepes
google.com.

Mopapok aeMcTBMN AN pelleHus 3apaun:
[ns 6nokupoekn whatsapp.com HeobxoaMmo:

1. B pasgene Monutuka > Pecypcbl cchopMmMpoBaTh CNMCOK pecypcoB (cMm. Puc.6.52 ).

OPTUPOBKM

CoxpaHnTh OtmeHa [l063BMTb WatnoH Momck Wmnopt 3KcnopT

HazBaHue Whatsapp

LLIa610H MMEHN Tun wabnoHa CoznaH M3meHeH KoMMeHTapUi

whatsapp.com JoMeH UBCe.. v BeeguTe KOMMEHTAPUA

Bcero 1 Cipoka

Puc. 6.52. Pasgen «lMonutuka > CnpaBo4Huku > Pecypcbi»

2. B pasgene MNonutuka cpopmmpoBats NpasuIio NONUTUKM KaK NOKasaHOo Ha pUCyHKe faree,
AobaBuMB CO30aHHbIV CINCOK pecypcoB (CM. ).

(Co3gath NpaBuno X

Mpasuno MCKNKYeHe

BHUTIOYEHO © ORLS

Ha3eaHue Block WhatsApp

KommeHTapwuii BBeguTe KOMMeHTapuit

Neictena

OCHOBHOE €D 3a6nokuposath BNOKMPOBKA: HapyLleHWe NOAUTMKM Ge30nacHOCTU
| [l06aBNTb JONONHNTENBHOR NefiCTEHe v

Ycnoeus

VICTO4HMK i

HazHaueHue B whatsapp x
PacLUMpPEHHbIE HACTPOFKM MokazaTs

CoXpaHUTL OTMEHHTB

Puc. 6.53. MNMpaBuno gna onokuposku WhatsApp
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3. NpumeHnTb NonuTuky. B pesynbrate, nocne NpMMEHEHUS NOMUTMKU MONb3oBaTeNnb He
CMOXET MOCETUTb 3TOT PECYPC M CTPaHWULIbI PECYPCOB C fTHOObLIM U3 ero BEPXHUX NOAAOMEHOB.
BmecTo aToro B okHe H6paysepa oTobpasntca cTpaHuua G10KMPOBKMY.

6.5.4.4. ®annbl

«MexceTteBon akpaH Solar» nossonser dunsTpoBaTh Tpaduk nNo carnam, 3anpoLLeHHbIM
nonb3oBartenamu. [lJaHHast punbTpaums oCHoBaHa Ha NPOBEPKE NO XeL-PYHKLMAM, pasmepam
dannos n gpyrum atpmbytam, KOTOpble MOMOratoT ONpeaenuTb OTHOCUTCS N dbann K Bpeao-
HOCHOMY nporpammMHoMy obecneyeHnto. C MOMOLLbIO CCKA 3anpeLLEHHbIX dannoB MOXHO
orpaHnuYnTb 3arpy3ky annoB, KOTOpble HEe COOTBETCTBYHT TpebOBaHWMSIM KOHTEKCTHOM
dunbTpaummn gaHHbIX B ceTn NHTepHeT.

Ona ynobctBa vcnonb3oBaHua hannbl o6beanHeHbl B rpynnbl (cnuckn). ®opmmnpoBaHme
CNUCKOB (harnoB BbINonHsaeTcs B pa3gene Monutuka > CnpaBo4vHuku > Pannbl (Puc.6.54).
O6Lwme npmHUMnbl paboTbl CO CnpaBoYHMKaMM onncaHbl B pasgene 6.4.3.

p L3 q -
&  Solar NGFW [ &=

Mouck no pasaeny (B AaHHOM cnyyae no

Hacrpoiiku Wmnopr 3Ixcnopt Monutuka / Cnpasoynuku / ®annsl @ HasBakMio crvicka baiinos)

TlpuMeHMTE nomTUky

I;a MEXCETEBOV 3KPAH JloGasuTh cnucok dhaiinos TMouck no Ha3BaHMIo e}

® B D

% KOHTEHTHAS OUIILTPALIA Laseaime) sl Vameren
admin

TecToBbie haiinbi
05.05.2023 23:00

bR

=
) BHELWHWE NMOAKIIOYEHNA admin

Bpe/IoHOCHbIE NPOrpaMMbl
=8 ot 05.05.2023 23:17

ORI —
Xew-chyHKumn
05.05.2023 23:18

P

admin
05.05.2023 23:18

{9 cnpABOYHUMKN Gainn

PN
()

Anpeca 31eKTPOHHOM NOYTbI

®

Knioyesble cnosa
Pecypcbl
Mapkepbl npasun KO

@ainsl

&P WABTOHBI

Puc. 6.54. Pasgen «Monutuka > CnpaBo4Huku > dannbi»

[na nobaeneHnsa HoBoro cnucka dannos Heobxoaumo B pasgerne NMonutuka > CnpaBoOYHUKK
> dannbl:

1. Haxatb kHonky Jlo6aBuTb cnucok cannoB (Puc.6.55).

2. 3anonHnTb crnepyoLme nons n Haxkatb KHonky CoxpaHuTb:
o HasBaHue — Ha3BaHue cnucka dannos (He 6onee 200 cumBonos.);
o 3HayveHue — 3HayeHune atpubyTa canna (He 6onee 200 cumBonos).

e Tun npeHTndmKaumm camna — BLIGOP aTpubyTa, KOTOPLIN OAHO3HAYHO onpedensaeT
dann (cm. Tabn.6.28);

o KommeHTapum — gononHutenbHble cBedeHns o danne (ykasbiBaTb HE0bs13aTenbHO; He
6onee 500 cumBonos).
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MpumeyvaHue

B 3agucumocmu om 8bibpaHHO20 mura uéeHmucbukayuu ¢hadna, gpopmam eeoda OaHHbIX Orisl MO
3HayeHue 6ydem omnuyambcs. Hanpumep, ecnu e kayecmee ampubyma ¢batinia ebibpame €20
pasmep, mo fpu 8800e CUMBOJI08 SlTamUHCKO20 asfighasguma 6 rosie 3HayeHuUe omobpazumcsi coom-

gemcmeyrouiee rnpedynpexoeHue.

CNpaBoYHUKM / Dannbl

JoGasute cnucox dhainos

Hazeanwe

TexcToBbIE (ainbl

Co3paH W3ameHeH

admin admin
17.04.2020 18:29 230420201031

aao

BasHble (hainbl CoxpannTe Ommena JloGanuTe nativiie o dafne MCK MO NapaMeTpam Q, Hmnopr

Hassanwe MaiAnL! NA TECTOR
Dainsl AnA TECTHPOBAHK:

3 . Tun uaeHTugmKawmm haina

3111111 MD5

Coapan Hamenen HoMmmenTapui
admin admin
17.04.2020 19:01 20.04.2020 22:23

admin admin
17.04.2020 19:.00 20.04.2020 22:26

Puc. 6.55. [lo6aBneHne cnucka cannos

Tabn. 6.28. NepeyeHb aTpuOYTOB AN NPoBepKu dpannos

HasBaHue OnucaHue

MD5

Mowuck dhanna, xelw-pyHKUUS (YHUKanbHbIA naeHTudunkaTop
danna, nony4eHHsI npu nomoLm anroputma MD5) koTtopo-
ro NOMHOCTbLI0 COBNaAaET C 3a4aHHON CTPOKOW CUMBOSIOB

SHA1

Mounck parna, xeww-pyHKUMS (YHUKanNbHbIA naeHTUduKaTop
davina, nony4yeHHbIn Npu nomowwm anroputma SHA1) koto-
pOro NONHOCTLI0 COBNAAaET C 3a4aHHOM CTPOKOW CUMBOOB

SHA256

Mowuck darna, xel-pyHKUUs (YHUKanbHbIA MOEHTUUKATOP
dharina, nony4eHHbIV Npu nomoLuy anroputma SHA256) ko-
TOPOro MOJTHOCTBLIO COBMNAaZAET C 3a4aHHOM CTPOKON CUMBO-
nos

Wmsa cdanna (PerynapHoe BblpaxeHune)

Mownck parina, B Ha3BaHWUM KOTOPOIrO COAEPXKNUTCA perynsap-
HOe BblpaXxeHue

Uwmsa cdanna (PaBHO)

Mouck dpanna, HasBaHWe KOTOPOro NMOMHOCTLIO coBnagaeTt
C 3agaHHON cTpokon cumsornoB (He 6onee 200 cumBonoB)

Pa3wmep canna

Monck dhanna, pasmep KOTOpPOro coBnagaer C 3agaHHOM
BenuynHow (pasmep cpanna onpeaensietcs B 6anTax)

6.5.5. LLIaGnoHbI 3aronoBKOB U CTpaHUL,

6.5.5.1. [lo6baBneHue 3aronoBkKa

[ns nobaBneHusi 3aronoBKkoB Npu obpaboTke HTTP-3anpocoe co3aante ogviH NN HECKOSbKO
wabnoHoB. B pasaene Monutuka > LabnoHsbl > [Jo6aBneHue 3aronoBka. O0LMe NpMHUNNbI
paboThbl ¢ WwabnoHamu onvcaHbl B pasgene 6.4.3.

[nsa co3paHuna wabnoHa:
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1. MNepenanTe B COOTBETCTBYIOLLMI pasaen n HaxmuTe kHonky Jlo6aBuTb WabnoH aobasne-
HusA 3aronoBka (Puc.6.56).

2. YkaxuTe nvs wabnoHa (He 6oree 200 cMMBOMOB), a TaKkKe yKaxuTe HeoOXoAMMble 3HaYeHUS
ANsA ero cosgaHus:

e LllabnoH gna HasBaHuna HTTP-3aronoBka — HaumeHoBaHue HTTP-3aronoBka wunu
WwabnoH HanmeHoBaHuA (He 6onee 200 cMmBONOB);

e LWabnoH ana 3HayeHua HTTP-3aronoBka — 3HadyeHne HTTP-3aronoska vnu wabsroH
3HayeHuna (He 6onee 500 cumBonoB.);

o KommeHTapuw — gononHuTenbHble CBeAeHMS O WabnoHe (ykasbiBaTb HEOOA3aTENBHO;
He 6onee 500 cnmBonoB).

3. Haxxmute kHonky CoXpaHUTb.

[LlabnoHbl / [lobaBneHWe 3aronoeKa

Jo6aEMTE WabnoH A06aBNEHWA 3aroNoBKa

HazeaHue CozgaH HameneH
admin
181220181130

3aronosxn

CoxpasmTs Ormena Mmnopt awcnopr | L1

Hazgaume : User-Agent

LWa6now pna HazsannA HTTP-  WaGnou gnA 3savenns HTTP- Cospan Hamenien KommeHTapni

supaadmin

User-Agent YOYO 09412 2018 16:27

KOMMEHTapHA

supaadmin

— 7 YOYD?
User-Agent2 YOYO2 09122018 19:27

Puc. 6.56. DopmupoBaHue wabnoHa ans ao6aBneHUs 3arornoBka

Ona pobaBneHnst HOBOro ycnoeusa Ha gobasrneHue 3aronoBka, HaxmuTe KHornky [lo6aBuUTb
WabnoH B cTpoke CHOPMUPOBAHHOIO YCIOBUSI.

6.5.5.2. UsmeHeHuMe 3aronoBkKa

[1ns nameHeHus 3aronoBkoB npu obpaboTtke HTTP-3anpocoB crneayeT co3aatb OguMH Unn He-
ckonbko wabnoHoB B pa3sgerne Monutuka > lWabnoHbl > U3meHeHune 3aronoBka. Obwine
NpUHUUNBI paboTkl ¢ WabnoHaMmm onucaxbl B pasgene 6.4.3.

nsa co3paHusa wabnoHa Heobxoanmo:

1. MNepenTtn B COOTBETCTBYIOLLMIA pa3gen N HaxaTtb kHoMnKy [lo6aBUTb WabnoH n3amMeHeHusA
3aronoBka (Puc.6.57).

2. YkasaTb ums wabnoHa (He 6onee 200 cuMBOMoB), a Takke ykasaTb He0bXoAMMble 3HaYeHUS
Ans ero cosgaHus (cm. Tabn.6.29).

3. Haxatb KHOMKY COXpaHMTb N NPUMEHUTL NOJTUTUKY.
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Tabn. 6.29. NepeveHb aTpnbyTOB ANA (hopMUpOBaHMA LWaGNOHa

HasBaHue OnucaHue

LLlabnoH ans HasBaHusa HTTP-3aronoBka HaumeHoBaHnue HTTP-3aronoska nnv wabnoH Hanme-
HoBaHwus (He 6onee 200 cumBonoB)

LLlabnoH anga 3HaveHns HTTP-3aronoska 3HauyeHne HTTP-3aronoska nnu wabnoH 3HavyeHus (He
6onee 500 cumBonoB)

LLlabnoH Ans 3aMeHsIEMOiA YacTu 3Ha4YeHUs 3HayeHne U3MEHSIEMON YacTu 3arofnoBka 160 LabnoH
3HayeHus (He 6onee 500 cumBosoB)

Ha yto 3ameHnTb 3HauyeHve, Ha KoTopoe ByaeT usMeHeHa YacTb, 3aaaH-
Has B npegblayliem none (He 6onee 500 cMMBOnoOB)

KommeHTapui [ononHutenbHble cBefeHus O wabnoHe (ykasbiBaTb
Heobs3aTenbHO; He 6onee 500 cMmBONOB)

a6

Ji063BHTh WAGNOH HIMEHEHWA 3ar0N0BKa

Hazeamume Coapau Himenen

admin
181220181130

HM3meHeHHe KoHTeHTa

CoxpanuTe Ormena IKCNOPT ﬂ

Ha3zsaHwe : M3meHeHne KoHTeHTa

HoMMEHTapHA:

Coapam Hamenen

text/html; charset=utf-8

koi8-r

Puc. 6.57. ®opmupoBaHMe wIabrioHa Ansi UaAMeHeHUs! 3arosioBka

[na noGaBneHns HOBOrO YCoOBUS Ha M3MEHEHWEe 3arofioBka, HeOOXoaMMO HaXaTb KHOMKY
B CTpOKe ChOPMUPOBAHHOIO YCIOBUS.

6.5.5.3. YopaneHue 3aronoBka

[na yonaneHnsi 3aronoBkoB npu obpaboTtke HTTP-3anpocoB co3gante OguMH UM HECKOSbKO
wabnoHoB B pasaene Monutuka > WabnoHbl > YaaneHue 3aronoBka. O6Lwmne npMHUMNbI
paboTbl ¢ WabnoHamu onucaHbl B pasgene 6.4.3.

Jnsa co3paHuna wabnoHa:

1. MNepenanTe B COOTBETCTBYHOLLUMIA pasfen u HaxmuTe KHonky [lo6aBuTb WHaGNoH yaaneHus
3aronoBka (Puc.6.58).

2. Ykaxunte nms wabnoHa (He 6onee 200 cMMBOSOB) U HEOOXOAMMbIE 3HAYEHUA NS ero co-
30aHUs:

e LllabnoH ana HasBaHua HTTP-3aronoBka — HaumeHoBaHue HTTP-3aronoBka wunu
WwabnoH HaMmeHoBaHuA (He 6onee 250 cMmMBONOB);
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o LWabnoH ana sHayeHusa HTTP-3aronoBka — 3HavyeHne HTTP-3aronoska vnu wabnoH
3Ha4yeHus (He 6onee 500 cumBonoB);

o KommeHTapuun — gononHuTenbHble cBefeHns O WwabnoHe (ykasbiBaTb He0bA3aTeNbHO;
He 6onee 500 cumBoOmnoB).

3. Haxmute KHOMKY COXpaHMTb N NpUMEeHNTE NONMNTUKY.

La6noHw /

Jo6aeuTb WabnoH yAaneHua 3aronoexa

Hazeanme Coapan HameneH

admin
18122018 1130

del1

CoxpaHuTs IxkcnopT ﬂ

Hazsanue: any

La6nox gna Hazeanun b LWaGnow ans 3vavenwn b Cozgan Wimenen KommeHTapui

*

User-agent

Puc. 6.58. ®opmupoBaHue wiabnoHa Ana yaaneHUs 3arofioBka

[na pobaeBrneHns HOBOro YCNOBWUS Ha ydaneHwe 3arorioBka B CTPOKe COPMUMPOBAHHOMO
YCNOBUSI HAXXMUTE KHOMKY [lo6aBUTb LWAGMOH.

6.5.5.4. LLUa6noHbI cTpaHuy

LLabnoHbl cTpaHuy cnyxaTt Ons aBTOMaTtuyecKoW reHepauun yBeAOMUTENbHbIX CTPaHWuL.
Bo3mMOXxHO Mcnonb3oBaTh NpeaonpeaeneHHbIi TEKCT U NOACTAHOBKY TOW UM MHON MHApopMaLm
0 NepefaHHbIX MO CETU AAaHHbIX, KOTOPbIE MNOCIYXXMUITN NPUYNHON OTODPaXKEHWS YBEAOMITEHUS.
MpumepoM ncnonb3oBaHWs LWAaOIOHOB MOXET ObiTb OTODpaXkeHMe coobLeHun o6 ownbkax,
TEKCT KOTOPbIX onpeaensieTcs B LWabnoHe.

[nsa ynpaeneHus wabnoHamu cTpanuy cnegyet B pasaene NMonutuka > La6bnoHel > La6no-
Hbl CTPaHUL N BbibpaTb HeoOXxoaAnMbIN WABMOH Uy co3gaTh HOBLIN. [ns oTobpaxeHus co-
AepXuMoro wabnoHa HeobxoauMO HakaTb B JloOom 0bnact CTPOKM C COOTBETCTBYHOLLUM
wabnoHom.

O6Lwme npmHUMnbl paboTsbl ¢ WabnoHamu onucaHbl B pasgene 6.4.3.

LLlabrnoH moxHO co3gasaTth B Buae HTML-gokymeHTa, B TOM uncne ¢ usobpaxeHuem. [Ons
atoro B «MexceTteBow akpaH Solar» BctpoeH pegaktop TinyMCE v4, KoTopbIin MO3BONSET:

e opmupoBaTh TabnuLbl;

® nuncatb N peaakTnpoBaTb NcXoaHbIn Ko,

paboTaTb C TEKCTOM, UCMOSb3Yys pa3nyHble MHCTPYMEHTbl (DOpMaTUPOBaHUS;

e BCTaBMATb N300paXeHns 1 CChIfk Ha BEG-pecypchl;

O SOLAR 130



© BbINOSHATL NPEANPOCMOTP CTPaHULLbI.
Ans chopMmpoBaHMst UNK peaakTMpoBaHus WabnoHa cTpaHuubl Heo6XxoanMo:

1. HaxaTtb kHONKy [lo6aBUTb WabnoH cTpaHuubl N copMUpoBaTh WABMOH C NOMOLLbIO
o6bekToB Ans paboTtbl ¢ HTML-40KyMEHTOM, KOTOPble HAXOAATCS Ha NaHeN MHCTPYMEHTOB
(Puc.6.59).

2. HaxaTtb kHonKy COXpaHUTb ¥ NPUMEHUTL MOMUTUKY.

LWa6noHbl / LWAGN0oHbI CTPaHKLL

[l063BMTh WAGNOH CTPAHULbI

HazeaHwe Co3pau WameneH
admin
181220181130

confirm

CoxpanmTs

HazBaHne

KommeHTapuA CTpakK ANPEWEHHOMY CIATY

HTML Pepaxtop

MNanenb
MHCTPYMEHTOB

NMpocTuUTe, HO He ceroaHA!

7

b N
%

2&:1

LY

Puc. 6.59. dopmupoBaHue wabnoHa cTpaHULbI

B Tekcte HTML-gokyMmeHTa MOryT UCNoSb30BaTbCHA NOACTAaHOBOYHbIE CUMBOISIbI, OnpeaerieHHbIe
B cucteme (cm. Mpunoxenue C, Ucnonb3o8aHue nodcmaHo804YHbIX cuMmeosiog). OHum ByayT
aBTOMAaTMYECKN 3aMEHATLCS KOHKPETHBIMI 3HAYEHUSMM B NpoLecce reHepaumm yBeaomMuTenb-
HOro coobuleHnsa. ogcTaHOBOYHbIE CUMBOSbI BO3MOXHO BblOpaTb B pacKpbiBalOLLEMCS
cnucke MNMapameTpbl NOACTAHOBKU Ha NaHENN UHCTPYMEHTOB.

6.6. MMpumMmepbl HACTPOUKU NONUTUKN hbUNbTPaLUU
,El,anee npunBegeHbl nNpuMepbl HaCTp017IKI/1 npasunu WCKITIOYEHUN Anda peleHnd pearbHbIX 3a4a4d.

B kaxgom pasgene onncaHo d)OpMVIpOBaHVIe npasuna W/Mnn NCKNKYeHns KOHKPETHOro Crios
NONMNTUKA (*)I/IJ'IpraLI,I/WI B 3@aBUCMMOCTW OT NOCTaBIEHHOWN 3adauMn.
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[nsa nonyyeHnsa nogpo6HbIX cBeAeHUIn 06 MHCTPYMEHTaX NOMUTUKA U yNpaBneHnn M1 nepen-
auTe B pasgen 6.5.

6.6.1. Ucnonb3oBaHue MeXceTeBOro aKkpaHa B nonuTuke unbrpauum
6.6.1.1. bBnokupoBka pecypca no IP-agpecy

3apaya: 3anpetuTb AocTyn K pecypcy vk.com no ero IP-agpecam

Mopsagok AencTBUn aNs pelueHns 3agaun:

1. Y3HanTe |IP-agpeca, npuceoeHHble vk.com Ha canTte https://whois.rul.

2. B pasgene MNMonutuka B crioe MexceteBon akpaH > PunbsTp TpaH3UTHOro Tpadgumka co-
3[anTe NpaBuIio M YKaxknte napameTpbl HAacTporikn (cM. Puc.6.60).

3. COXpaHI/ITe npasuno n NpuMeHnTe NOrnTUKYy.

MpumeyaHue

lpu daHHOU Hacmpolke MoNUMUKU cmpaHuya ¢ wabrnoHoM brIOKUPOBKU HE omobpaxkaemcs, m.K.
3anpem udem Ha cemesom yposHe L3.
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https://whois.ru/

|

OUALTP TPAH3UTHOTO TPatyKa: CO3AaTb NPaBUNo

BrtoueHo D

Hazeanue 3a6nokuposars VK

KommeHTapuia Beepgure HT:

Mpuoputet

prop AT er B n e: 4

HypHan1poBaTh

[NeiicTeie € 3anpetus

DparMeHTUPoBaHHbIA

Tpachuk @UILTP TPaH3UTHOTO TPA(MKaA: CO3aTh NPABUIIO X

COCTORHKE CORANHERMA Jlo6oe BHI0YEHO D
®parMeHTUPOBaHHLIA

BXOLALLMI NHTEpENC TpaprK
CocTosHme coeiuHeHns Noboe

Wcxopawmii uHTepdeiic

BXOAALLMA UHTEpdeiiC

VIcxoAsiumi nhTepdeiic

VICTOYHMK
HasHayenne © 84.240.190.0/22 x  © 87.240.139.0/22 x ¥ 93.186.255.0/22 X
TpoTOKONbI Nio6o
MopTel HasHayenus He 3agaHo

il uDP
MpunoxeHns He ucnons3yetcs

OTmeHnTs

Puc. 6.60. dopmupoBaHue npaBuna

6.6.1.2. BrnoknpoBKa nonb3oBaTesis NyTemM ero uaeHTudnKkaLmmm Ha ceTeBoM ypoBHe: no
MAC-agpecy

3apava: 3abnoknpoBaTb nonb3osarenen no MAC-agpecy yCTPOMCTB, C KOTOPbIX OHU BbIXOOAT
B ceTb VIHTepHeT

Mopsagok AencTBMn AnNsa pelueHns 3agadn:

MpumeyaHue

Briokupoeka no MAC-adpecy pabomaem moribKo rfpu 8bI60pe 8x00UUX USTU MPaH3UMHbIX Nakemos.

1. B 3aBMCUMOCTU OT HanpaeneHus Tpaduka Bolbepute HyXHbI cnon B pasgene Monutuka
> MexceTeBou 3KpaH: PUnbTP TPaH3UTHOro Tpaduka nnn dunsTp BxoasLlero Tpaduka
(cm. Puc.6.61).
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Mpume4vaHue

B odHom npasurne 3adatime ycrosue u Ha MAC-adpec, u Ha npurnoxeHus. Ecriu e none Mcmo4vHuk
(0151 8x005IWEe20 U MPaH3UMHO20 HarnpaeneHusi) 6ydem eeedeHo 3HadeHue MAC-adpec, rone
Tpunoxerust cmaHem HeakmueHbIM O yCMaHOB8KU 3HaveHuU.

2. COXpaHI/ITe npasuio n NpuMeHnTe NorinTuKy.

OuALTP BXOAALLETO TpadhuKa: CO3AaTh MPaBUIIo X

BKnto4eHO D

HasBanue Brok

KommenTapuit

Mpuoputer ol @unbTp BXOAsiLLEro TpatuKa: Co3AaTh NPaBUI0 X

HypHanvposaTs Brantodero L
[evictene 3anpetuts
o [LlencTsme o 3anpeTutb
CocTosiHME CoefiMHeHMs|
CocTosHMe coefiuHeHus|
Bxopswmit uxtepchenc
BxoaAlLmi uHTepenc
WcTouHmK W £8:0d:ac:0¢:56:80 x -
L — UcTouHmk ' £8:0d:ac:0c:56:80 x
HasHauerve -
HasHauenue
Npotokonst TCP x

MopTbl HasHauenua

MNpunoxexus

CoxparuTs [

Puc. 6.61. ®opmupoBaHue npasuna

MpumeyaHue

UmobblI omobpaxkamb xypHarbHbIe 3anucu o cpabamelgaHUU 3mo20 rpasusna 6 pa3desie Cmamu-
cmuka > XypHan coeduHeHul, ycmaHosume ¢hnaxok XypHanuposams.

6.6.1.3. O6beanHeHne UCTOYHUKOB 3anpoca nog ogHum IP-uHTepdericom (SNAT)

3apava: cKpbITb BpY4HYHO AnanasoH |IP-agpecoBs nokanbHom ceTn nog ogHum IP-uHtepderncom
(IP-agpecom)

Mopsagok AencTBMin ans pelueHns 3agadn:

1. B pasgene Nonutuka B cnoe MexceteBon akpaH > TpaHcnsiuMa agpecoB cosfanTe
NpaBuUo N yKaxunte napameTpbl HACTPorkn (cMm. Puc.6.62):

e [encrBue — 1N CKPbITUA NCTOYHUKOB 3anpoca,

e WUcTouHUK — nokanbHbIn IP-agpec nnu gnanasoH |IP-agpecos;
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o WUHTepdenc — ceteBon nHTEPdENC AN CKPbITUS;

o SNAT IP (BHewHuM agpec) — IP-agpec, Ha koTopbii Oyaet 3ameHeH IP-agpec nctodHmka
ansa Tpaduka NAT.

MpumeyaHue

Umobbl omobpaxams XypHarbHble 3anucu o cpabamsieaHuu a3mozo fipasusna & pasdene Cu-
cmema > XypHarnbl, ycmaHosume ¢hriaxok XypHanupoeams.

2. COXpaHI/ITe npasuio n NpuMeHnTe NorinTuKy.

Co3path NpaBuno X

BrnoueHo D

HasBahve SNAT
KommeHnTapuit

Mpuoputet QBEEE  Co3patb NpaBuno

|

BrnioyeHo D
[leiicTeue PAT (Masquerading)

[leiicTene Destination NAT
WypHanuposaTh

. JypHanuposaTb
WHTepdeic ens192

WHTepdeiic

WcTounnk © 192.168.205.200-192.168.205.209 x

WNcTouHmnK

HasHaueHue

HasHauerme 9 10.201.31.10 x

MnoToxon NMio6oi

Mpotokon P

MopTbl Ha3Ha4eHNs 440-450 x

Llenesoit agpec 10.202.32.10:8443

[—
Puc. 6.62. dopmupoBaHue npaBuna
6.6.1.4. dunbTpaumna Tpadmka Ha OCHOBE NPUSIOKEHUN
3apayva: 3anpeTuTb NpoxoxaeHune Tpaduka npunoxeHnst YouTube ansa Bcex nonb3oBaTenen
Mopsagok oencTBuUM ANsA pelueHns 3agaun:

1. B pasgene Monutuka B cnoe MexceteBomn akpaH > ®unbTp TPaH3UTHOIO Tpadumka co-
30anTe NpaBumo U YKaxuTe napaMeTpbl HAacTponku (cM. Puc.6.63).

2. CoxpaHuTe NpaBuIio U NPUMEHUTE NOSUTUKY.
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‘

OUNLTP TPAH3UTHOTO TPAMKa: CO3AATh NPABUIO

Brro4eHo D

HasgaHue 3anpeT YouTube

KommeHnTapuit

Tpuopuret ®UNLTP TPAH3UTHOTO TPAMKA: CO3/1aTh NPABUIIO X

ypHanMposaTb BrntoveHo D

DparmMeHTUPOBaHHbIN
Tpadmk

Neiictane © 3anpervn
CocrosHue coefiuiHeHunA

DparmeHTUpoBaHHbIA

Tpacuk BroasLMii nHTEpdeiic

COCTOSIHUE COBJUHEHMS!
Wexopawmin ubtepgeic

BxopAwwi nHTepdgenc
WcTounmk

Wcxopauwmin nitepdeic
HazHaueHue
Mpotokonbl
MopTbl WcTounuka

10nyCTUMO TOALKO ANS NPOTOKOA0S TCP 1 UDP

Npunoxexus YouTube x  YouTubeUpload x

Coxpaute OtmenuTs

Puc. 6.63. ®dopmupoBaHue npaBuna

MpumeyvaHune

Umobn! 6 pa3dene XypHan coeduHeHuli omobpaxkasnock cpabambieaHue daHHO20 rpaesusa, 8 MeHIo
co30aHus npasurna ycmaHosume ¢hriaxok XKypHanuposams.

6.6.1.5. O6eanHeHMe NCTOYHUKOB 3anpoca nog oaHum IP-untepcerncom (MASQUERADE)

3apaya: aBToMaTMYeCcKkn CKpbITb AnanasoH IP-agpecoB nokanbHOM ceTh (MCTOMHUKK 3anpoca)
nog ogHum IP-untepdencom (IP-agpecom)

Mopsagok oencTBUM ANs pelueHns 3agaun:

1. B pasgene MNonutuka B cnoe MexceteBon 3kpaH > TpaHcnsUMA agpecoB co3ganTe
NpaBuUIIo N yKaxunte napameTpbl HACTporkn (cMm. Puc.6.64):

o [lencrtBue — TMn ckpbiTuA IP-agpecos;
o WcTouHuk — nokanbHbl IP-agpec unu gnanasoH IP-agpecos;
o WUHTepdenc — ceteBon nHTEepdenc ansa ckpbitns IP-agpecos.

MpumeyaHue

Umobbl omobpaxams XypHarbHble 3anucu o cpabambiéaHuU 3moao fpasusna e pasdesne Cu-
cmema > )KypHanbl, ycmaHogume ¢pnaxok XypHanupoeame.
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2. CoxpaHuTe NpaBunio 1 NPUMEHNUTE MONUTUKY.

PepakTupoBsatb npasxno AUTO NAT X

BKIIOYEHO (@)

HasBaHue AUTO NAT

KommeHTapui BBeAuWTe KOMMEHTapHH

JeicTeue ABTOMATHYECKMIA NAT (MASQUERADE)
HypHanupoeatb

VICTOYHMWK P 192.168.205.0/24 x

VHTEpteic ens192

2TeB0RA WHTepgeRc. Hanpumep: etho

Puc. 6.64. ®opmupoBaHue npasuna
6.6.1.6. CkpbiTHe IP-agpeca HasHayeHuA 3anpoca nonb3oBartens (DNAT)

3apauva: nepeHanpaBuTb 3anpoc Nosb3oBaTens nyteM npeobpa3oBaHNsa agpeca Ha3Ha4YeHust
B IP-3aronoBke naketa

Mopsagok oencTBuUM ANsA pelueHns 3agaun:

1. B pasgene MNonutuka B cnoe MexceteBon 3kpaH > TpaHcnsuMA agpecoB cosdante
NpaBuio N YKaXXUTE NapamMmeTpbl HACTPonkn (cm. Puc.6.65).

MpumeyvaHue

B nornie Ljeneeol adpec ykaxxume eHeuwHull adpec, Ha Komopbili HE06X00UMO repeHarnpasume
IP-adpec Ha3Ha4eHUs.

2. CoxpaHuTe npaBuiio U NPUMEHUTE NOSNUTUKY.
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Co3path NpaBuno

|

BrnoyeHo D
HassaHue CKpbiTHE
KommeHTapui BeefuTe K eHTa Co3gaTh NPaBuAo X
Mpuopurer KauTe NpuopuTeT BCeronpa  BriodeHo D
N o JNenctene Destination NAT
[leiicTue Destination NAT
JypHanuposaTb
¥ypHanuposaTb
WnTepdeic Beegyre nHtepgeic
Wrtepdeiic Beefiute nHTepdeiic o :
s Vctounnk Jto6ol
UcTounmk Nio6oi
HasHavenve 9 10.201.31.10 x
HasHavenne 9 10.201.31.10 x
Mpotokon Tcp
Mnotokon TP
MopTbl Ha3HaYeHus 440-450 x
Llenesoit appec 10.202.32.10:8443
Puc. 6.65. ®dopmupoBaHue npaBuna

Umobbl omobpakamb XypHarbHbIe 3anucu 0 cpabamsieaHuu 3moeo rnpasurna e pasdene Cucmema
> XypHanbl, ycmaHosume ¢priaxxok XypHanupoeams.

6.6.2. YnpaBneHue Beb-cepBmucamu n npunoxeHuamm (nDPI)
3apayva: anga gnanasoHa |IP-agpecoB 3abnokvpoBatb AocTyn kK npunoxeHunio WhatsApp.
Mopapok aencTBMN AN pelleHusn 3apaun:

1. B pasgene NMonutuka > MexceTeBoW 3KpaH > ®uUnbTp TPaH3UTHOro Tpadumka cosgante
npasuno n ykaxute npunoxeHve WhatsApp.

2. CoxpaHuTe NpaBuo U NPUMEHUTE NOSNUTUKY.
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PeplakTupoBarb npasuno bnok WhatsApp

BxntoyeHo

Hassanue

KommeHTapui

Mpuopurer

XypHanvposaTb

Jleiicteue

PparmeHTUpOoBaHHbIA

Tpadmk

CoCTORHME COEAMHEHUS

BxogAwmi nHTepgenc

Vcxopsawmi uxte pieic

D

Brok WhatsApp

€ 3anperuts

PejlaKTUPOBaThL NPaBuno bnok WhatsApp X

D

BruoueHo

®parMeHTUpPoBaHHbIA
Tpauk

COCTOSHWE COeAUHEHNUn

Bxopswwmii nitepderic

Wcxopsiwmii uutepdeiic

WcTourmk

e Ha3snavexue

MpoToKonsl

o

Moptbl

Mpunoxerns

HasHauerus

WhatsApp x

OtmennTs

Coxpanus

Puc. 6.66. ®opmupoBaHue npaBuna

6.6.3. UcknrouyeHne curHatypbl ans npasun CucrtemMmbl NnpeaoTBpaLleHUs

BTOPXXEHUW

3apava: UCKIIYMTb NOXHOEe cpabaTtbiBaHue BblOpaHHOM curHatypbl npu pabote ¢ PKG-
dannamu. Hanpumep, 2017294 Ha ncnonssyemom APM.

Mopsagok oencTBuUn ANsA pelleHns 3agaun:

1. B pasgene NMonutuka B crioe MexceteBon akpaH > lpeaoTBpalleHne BTOPXXEHUN Co-
34anTe UCKINIYEHNE M YKaXKUTe napaMeTpbl HACTPOMKMN.

MpumeyvaHue

MoxxHO cgbopmupo8amb HECKOILKO MUIM08 UCKITYEHUU:

e 0o ID-cueHamypsb! (cMm. Puc.6.67),

e 10 Habopy napamempos: UcmoyHuk, Ha3HavyeHue, [Topm Ha3Ha4YeHusi (cm. Puc.6.68).

COXpaHI/ITe N NpUMeHNTE NOJNTNTUKY.
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Co3paTh UCKITIDYEHWNE X

BrnioyeHo ©
Ha3eaHue MCKMOYEHWE CUTHATY Dbl
HKommeHTapui 3anBKa Ne1502
MCKAYeHWE Ha OCHOBE 1D curHaTtyp (mpasun)
ID-CHrHaTy bl 2017294 x
OTMEHTE

Puc. 6.67. dopmupoBaHue ucksroveHus no ID-curHaTypsbl

Co30aTh UCKNIOYEHWE X

BruioyeHo ©
Ha3BaHue VICKNHOYUTh TPAtMK 0NA NONb30BATENR
HommeHTapui 3anBKa Ne1512
VICKAOYEHWE HA OCHOBE CeTeBbIx NapameTpoB
METOUHMK % 10.195.163.155
IP-anpec uaK macka noacetu IP/xx. OBA2ATENEHO ECAM HE YHAZAHB! OCTANbHbIE NONRA
HazHadeHve %3888
IP-anpec uaK macka noaceTu IP/xx
MopTel HA3HAYEHUA He 3apaHo

Puc. 6.68. ®opmupoBaHue Uckno4eHnsa no Habopy napametpoB: UcTouHuk, HasHaueHue, MopT
Ha3Ha4YeHun

6.6.4. HacTtponka goctyna 6e3 ayTeHTUdMKauum

3apauva: BblgaTb BCEM Mosb3oBaTensiM KoMnaHum 4ocTyn K pecypcy drive.google.com Ge3
BBOAA NOrHa 1 Naporsi.

Mopsagok oencTBuUM ANs pelueHns 3agaun:

1. B pasgene NMonutuka > CnpaBo4HUKM > Pecypcbl co3aaTtb CMMCOK, KOTOPbIN COOEPXNUT
B cebe cneaytoLime pecypchbl:

o www.googleapis.com;
e |h3.googleusercontent.com;

e play.google.com;
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e accounts.google.com,

e ssl.gstatic.com;
e crl.pki.goog;

® 0CSp.pki.goog.

2. B cnoe KonteHTHas counbstpauusa > loctyn 6e3 ayteHTUdMKaumm pasgena NMonutuka

cosfatb NpaBuno 1 3agaTb NapameTpbl Nnposepku (cM. Puc.6.69).

3. CoxpaHUTb NPaBuio U NPUMEHUTb NMOTUTUKY.

Solar NGFW

TpenoTepallleHme BTOPKeHH

KOHTEHTHAS| OU/IbTPALIVA

JlocTyn 6e3 ayTeHTudmKaLm

THe HTTPS

Co3pars Npasuno

BHNIOYEHO

Hazsanue

KoMMeHTapuit

MpuopuTer

Google Drive

ianpasneme no ICAP

W Cessats

QunsTpaum 0B

Pexum Genoro cnucka

QunbTpauws oTeeToR Boozieome

BHELUHVE MOJKIIOYEHNS!
PacLUpeHHble HaCTpOFiKN
ICAP-cepBepbi

TpoKcy-cepeepbl

OBbEKTBI MOMTUKY

Puc. 6.69. PopmunpoBaHue npasusna
6.6.5. UcknrouyeHune BekpbiTa HTTPS-Tpachuka nonb3oBatenen

3apava: ucknounTb pacumndposky HTTPS-Tpadmka ans otgenbHbIX COTPYAHUKOB, YTOObI
nony4nTb AOCTYN K Be6-noyTe.

Mopapok aeMcTBMN AN peLlleHus 3agaun:

1. B cnoe KoHTeHTHas c¢dwmnbrpauua > Bekpbitne HTTPS pasgena MNMonutuka cosgatb
npasuno Bckpbltus HTTPS-Tpaduka (Puc.6.70).

MpumeyaHue

B nornisix UemoyHuk/Ha3HaveHue/3a20/108KuU 110 yMOSIHaHUK yKa3aHbl 3Had4eHus JTro6ou//Tro6oe/He
3adaHo. M3meHsImb 3HaqyeHus1 On1 peweHusi 0aHHoU 3adaqu He mpebyemcsi.
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Co3patb NpaBuno
MEXCETEBOV JKPAH
Biiovero . @ Mpasnno Vickniouerine
KOHTEHTHAS OU/IBTPALIAA
Hassanve BCKpbiTHe (8Ce)

JlocTyn Ge3 ayTeHTuckaLY

KommenTapuit BCKpbITh BeCh Tpachvy

Bekpbitue HTTPS
Npuoputer

WcTouHuK
@unsTpaLVs 3anpocos

QunTpaLWs OTBETOB e

BHEUHVE NOK/IOHERNA
3aronosku
OBbEKTbI NO/ITUKN

CMPABONHUKY

LAB/IOHbI

Puc. 6.70. ®opmupoBaHue npaBuna

2. Co3gaTtb UCKIIOYeHUe, KoTopoe 3anpeTut BckpbiBatb HTTPS ans onpeaeneHHbIX NepcoH
npu ncnonb3oBaHny Be6-noYtbl (cM. Puc.6.71).

MpumeyaHue

B none McmoyHuk ykazams repcoHsbl, 8t Komopbix pacuugpposka HTTPS-mpacpuka He bydem
8bIMNOJTHAMbCA.

3. CoXpaHUTb 1 NPUMEHUTb NOTNUTUKY.

Co3jaTb NpaBuno

BriodeHo - @ Mpasuno Vckniodenite
OunTp

Hassatve He BCKpbIBATH BEG-NOTH!
NAT

KommenTapuii

NpepioTBpalLeHye BTopxer|
Mpuopurer

KOHTEHTHAS OU/IGTPALMSA

o enmnpmcn [ 3 ViBaros Msar MsaHoB/Y

Brporue HTTPS HasHauetve 3 reprer-comymcaurs / BeG-nouTa

Tlepetianpasnenve no ICAP
3aronosku

QuUnLTPaLIA 3aNPOCOR

@unsTpaums oTBETOB

BHELUHWE NOAK/IOYEHNA

ICAP-cepBepbi

Puc. 6.71. ®opmupoBaHue UCKITHOYEHUA
6.6.5.1. UcknoyeHue pecypcoB, KOTOpbie OOHapyXXuBaloT noagMeHy cepTudukara
B «MexceTeBoi akpaH Solar» ¢ NOMOLLbIO KOHTEHTHOW OUNBTPAaLLMKM MOXHO BCKpbiBaTb HTTPS-

TpaduK, NpoBepsATb €ro No 3agaHHbIM MNONUTMKaM U WMdPOBaTb ero o0paTHO, NogMeHsIs
cepTudukaT Ha CBOW.
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Pecypcbl, ncnonbayowme cuctemy dunsrpaumm Beb-npunoxeHun, mMoryt 3abrnokmpoBaTb
Takoe coeavHeHue. B aTom cnyyae B pexume otnagkv Beb-6paysepa (Ans Bbi30Ba HAXMUTE
F12) 6ynet oTBeT Ha 3abnNoOKMPOBaHHbLIN 3anpoc OT CUCTEMbI (PUILTPaLUK, Hanpuvep:

<HTTP/1.1 200 OK

< Server: QRATOR

< Date: Wed, 05 Oct 2022 15:01:28 GMT
< Content-Type: text/html; charset=utf-8
< Content-Length: 1323594

< Connection: keep-alive

< Keep-Alive: timeout=15

Takke HekoTopble npunoxenus (Hanpumep, Citrix, AeckTonHble Bepcun Beb-CEpPBUCOB U
dannoobmeHHbIx pecypcoB (Dropbox, AHaekc Anck n T.4.), npunoxeHnsa 6aHk-KNMEHT) coaep-
XaT BCTPOEHHbIN KNneHTcknn ceptudpmnkar. Koroa «MexxceTeBon akpaH Solar» BCKpbiBaeT
HTTPS-Tpaduk Takoro npunoXxeHusi U NOAMEHSIET €ro cepTudmkaTr Ha cBol, Tpaduk Nonb30-
BaTensi Gnokmpyercs.

YUTtoObl peluntb 3Ty Nnpobnemy:

1. B cnoe CnpaBo4yHuKM > Pecypcbl pasgena NMonutuka gobassTe CNMCOK peCcypcoB Ans
ncknodeHuns Bekpbltua HTTPS-Tpaduka (Puc.6.72).

HacTpoakn Vianepr MTHKA / CNp cypebl ipHuesuTs NoMTHEY
IP-manasonsi e e

TiMMuTs TRAKS HazaaHme Coapan

isa

> mail domains %
PacriMcahuA 24082022 16:43

isa
dropbax.
VCNOBHS HA 33rONOBIN 04102022 13:25

Mons3osatens (Basic Auth)

CNPABOYHIKM

ANpeca NEKTPOHHOR NONTE!

KAlouEBbiE CNOBa

Puc. 6.72. [lo6aBneHne cnucka pecypcoB

2. B cnoe KoHTeHTHasa dounbsTpauuna > Bekpbitne HTTPS cosganTe nckniodeHne BCKpbITUS
HTTPS-Tpacuka.

MpumeyaHue

Tpagpuk, BobaerneHHbIlU 8 UCKIOYeHUe, He bydem UHcriekmupogambcsi o Opya2umM rnoaumuUKam.
Lobaensaime mpaghuk morbko 08ePEHHbIX MPUITOXEHUU.

3. Co3panTe MCKNIOYEHUe, KOTOPOEe MpW WUCMONb30BaHUW CO3[4aHHOro pecypca 3anpeTut
BckpbiBaTb HTTPS ansa Bcex (Puc.6.73).
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HacTpoitkm Mmnopt 3xcnopr
MEKCETEBOV 3KPAH
ouneTp

Ly Co3patb Npasuno

KOHTPOM: NpUROX@HH#A _
ponnp BRNIOUEHD Mpasuno  (g) Mckniovenue

NperoTBpaLIEHHE BTOPKEHMR Hassame except dropbox

KOHTEHTHAS ©UIETPALIMA KowmmeHTapHA
Jlocryn Ge3 ayTeHTuMKaLmM

WcTosHng
BekpoiThe HTTPS

Haznauenite drophox x
Nepenanpasnenme o ICAP Bon I

OWIBTPALMS 3NPOCOB

3aronosku B mait domains

Ddropbox
penvpext

Kareropui pecypeos Mokasars aepeso

OuneTpaum orseros [ copars NS

test

BHELHUE NO/K/NIOYEHNA

Puc. 6.73. Co3pgaHune UckKkn4veHus

4. CoxpaHuTe Y NPUMEHUTE MONUTUKY.
6.6.6. BnoknpoBka 3arpy3ku ZIP-cbannoB no nporokony HTTPS

3apava: 3anpeTuTb BCEM NOMNb30BATENSIM KOMMaHUM 3arpykatb dannbl ¢ pacwmpennem ZIP
no npotokony HTTPS.

Mopapok aeMcTBMN AN pelleHus 3agaun:
1. B cnoe KoHTeHTHasa c¢dwmnbrpauma > Bekpbitne HTTPS pasgena MNMonutuka cosgatb
npasuno BckpblTMa HTTPS-Tpaduka (Puc.6.74). CoxpaHuTb NpaBunio 1 NpUMEHUTb Nonm-

TUKY.

MpumeyaHue

B nonisix UemoyHuk/Ha3HaveHue/3a20/108KU 110 YMOSIHaHUK yKa3aHbl 3HadeHuUs JTro6ou/ITro6oe/He
3adaHo. MameHsImb 3HaqyeHus1 O peweHusi 0aHHoU 3adaqu He mpebyemcsi.
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Co3path NpaBUuno X

BHNHUYEHD [ @] (® MNpasuno WCKNHIYEHWE
Hazsaxue Bckpbimue HTTPS Tpadivka
KommeHTapui BBeguTe KOMMEHTapHiA
WMCTO4HIK NioGoi

MepcoHa, Tpynna nepcos, [P-guanazox, IP, AManazoH euga IP - 1P uiamk Mack 1P/ xx
HazHayeHue NoGoe

CMWCOK pecypcoe, HATETOPHA KK NONHOE MMA XOCT3 (BEN0YAA NOLAOMEHDI)
3arofoBkK He 3agaHo

Puc. 6.74. ®opmupoBaHue npaBuna

2. B cnoe ®unbrpauus 3anpocoB co3faTb HoBbi crion Certificate.

3. B cnoe ®unbTrpaumsa 3anpocoB > Certificate cozgats npaBuno n yctaHoBuTb Ans napa-
meTpa OcHoBHoOe aencTBue 3HadyeHne MNMpoBeputb cepTudmkar (cm. Puc.6.75).

CoxpaHuTb NPaBumo U NPUMEHUTb NMOTNUTMKY.

Co3patbh NpaBuno X

BHnouEHD [ @] @ MNpasuno MCKHYEHKE
HaseaHue MNpoeepka cepTudrKaTta
HommenTapui BBeouTe KOMMEHTapUA
LeicTeus
OcHoBHOE MpoBEPWTL CEPTU(MKAT WHCTPYKLUKA NO YCTaHOBKe Mo yMmon4asuo
; i
\ [06aBHTb DONONHHUTENLHOE JEACTBUE Vo
! !
Venoews
WCTONHIK NoGoi
Mepcona, Mpyrnna nepoon, IP-axanasox, IP, ananasoH suaa P - [P vaun oncet P,
HasHaueHne NioGoe
CRAMCOK peCYPCOB, KATEMOPMA MM NONHOS MMR X0CTa (BKNHYIA Mo H
PacluMpeHHbIe HACTPORKH Moxazats

Puc. 6.75. PopmupoBaHue npaBuna
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4. B cnoe dunbsTpaumsa oTBETOB Co3aTh HOBbIN crioi Bnokuposka otBeToB ¢ ZIP-channamu.

5. B cnoe dunbsrpaumsa oteeToB > brnokuposka orBeToB ¢ ZIP-channamm cosgatb npaBunio
n 3apgatb napametpsbl (cM. Puc.6.82):

o OcHOoBHoOe aeicTBme — 3abnokKnpoBaTh;
e Tunbl pannos — ApXMBbI U cXxaTble pannbl.

CoxpaHuTb NPaBuUIo U NPUMEHUTb MOTNUTMKY.

Co3nath Npasuno

FE— [ o] @ MNpasuno Vickntiodenue
HassaHne ENOKIPOBKA OTBETOB € ZIP-(hainatu
Co3path NpaBuno
KOMMEHTapHA BBEANTE KOMMEHTAPUIA r
Smioseno D @ Mpasuno VickntoueHve
Reitcraus NpoTokon He 3agaro
OcHoBHOE €) 3a6n0kmposats
MeTonel He 3anaHo
i MNopTel He 3agaxo
{ [1063BUTL ONONHUTENLHOE AEACTEM
3aronoBKK He 3agaxo
Yenosua
[Fram— 1110607 Tuno hainos ApXuBbI 1 CHaTbIe (adnbl x
@annb He 3af1aHo
HasHavenne Nio6oe
PasMep hannos Ot | He orpaHusen MB
PacwupenHbie HacTporiky K Moxazate
Kniouessie Ciosa BrifepwTe U3 CriMcKa
PacnmcaHms BhIGEpHTE U3 CMIMCKa
TMMUTE TRAGUKE BE3 0rpaHieHnn v

Puc. 6.76. ®opmupoBaHue npaBuna
6.6.7. YnpaBneHue ounsTpaymen 3anpocoB nonb3oBaTenen
3apava: 3anpeTuTb BCEM MOfb30BaTENSAM KOMNaHUM UCMNOfb30BaThk Be6-pecypc mail.ru.
Mopsaaok AencTBMn ANs pelueHns 3aaadn:

1. B pasgene NMNonutuka > dunbsrpaymsa 3anpocoB co3faTth HOBbIM cnon (Puc.6.77).
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Solar NGFW

MEKCETEBOVI 3KPAH

QunTp

NAT a38atme feiic AcTOuHM Ha:

TIpeoTBpateHme BTopeHMi CoaaT: CHOR T R

KOHTEHTHAS] OU/IbTPALMSI

Hassanvie [ 3anper mailry|

JlocTyn 6e3 ayTexTudmkaumn
Bekpbitue HTTPS 0
Nepesian
QunsTpau

Pewm Genoro criucka

unbTpausi OTBETOB

BHELUHVE NOAKTTIONEHIS

Puc. 6.77. Co3naHue HoBoOro criosi

2. B pobaeneHHOM crioe co3gaTtb HOBOE MpaBuIio U 3agartb NnapameTpbl npoBepku (Puc.6.78):

NMpumeyaHue

LllabrioH 6r10Kupo8Ku Heobxodumo co3ddame 3apaHee.

Co3path npasuio
® Npasuno Uckmosetite
BintoyeHo =

Hassarie 3anper mailru

KommenTapuii

© 3a6noxuposars.

3anper mailru

o

BHELIHME NIOAKIIOYEHIA

Puc. 6.78. ®opmupoBaHue npasuna

3. CoxpaHUTb U NPUMEHUTb NONMUTUKY.
6.6.8. YnpaBneHue chunsrpaumen oTBeToB Nnonb3oBaTesien

3apaua: 3anpetuTb onpeaeneHHbIM nogpasaeneHnsiM KOMNaHun ckadneaTb ansibl MynbTU-
Megua B pabodee Bpewmsl.

Mopapok aeMcTBMN AN pelleHus 3agaun:

1. B pasgene Nonutuka > Punbsrpaumsa oTBETOB Co34aTh HOBbIM cnon (Puc.6.79).
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Solar NGFW

Hacrpoiiu Vnnopr Er

MEXKCETEBOV 3KPAH

KOHTEHTHAS OU/ILTPALIMSA

JlocTyn Ge3 ayTeHTudukaLMA

Bekpbitve HTTPS Co3paTh €10/ HUNLTPALMK OTBETOB

Tepexanpasnenye o ICAP

Hassarive | 3anperuts mynsTumenval

OuALTPALMS 3aNPOCOB
Pex oro cnucka
3anper mailru

QunsTpaus oTBETOB
BHELUHWE NOAKNIOYEHUA
ICAP-cepBeps!

TipoKcH-Cepaeps!

Puc. 6.79. Co3naHue HoBoOro criosi

2. B pobaeneHHOM crioe co3gaTtb HOBOE NMpaBuIio U 3agaTtb napameTpbl npoBepku (Puc.6.80).

MpumeyaHue

LllabnoHb! He0bXxoduMo co3dame 3apaHee.

Puc. 6.80. PopmupoBaHume npaBuna
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3. CoxpaHnTb U NPUMEHNTb NOSUTUKY.

6.6.9. bBnoknpoBkKa 3arpy3ku cogepxumoro 4yepHosukos B OWA B pexnme

obGpaTHOro npokcu

3apava: 3anpetuTb BCeM Monb3oBaTensiM KOMNaHuM 3arpyaTb COAEPXKUMOE YEPHOBUKOB C
BeG-pecypca Outlook Web Access (OWA) B pexume obpatHoro npokcu. bnokuposatb

nMcbMa no Knkx4yesomy CroBy D,OTOBOP.

Mopsagok oencTBUM ANsA pelueHns 3agaun:

1. B pasgene Monutuka > CnpaBo4YHMKM > KnroueBble cnoBa co34aTb CMMCOK, KOTOPbIN
cogepxuT B cebe cneaytoLime perynspHble BblpaXKeHUs:

e .*pgoroBop.*;

e .*[oroBop.*.

2. B cnoe KoHTeHTHasa c¢wmnbrpaumsa > Bekpbitue HTTPS cosgate npaBuno BCKPbITUA
HTTPS-tpacuka (Puc.6.81). CoxpaHuTb NpaBumio 1 NpUMEHUTb MOSUTUKY.

MpumeyaHue

B nonisix UemoyHuk/Ha3HavyeHue/3a20/108KuU 110 YMOJIHaHUK yKa3aHbl 3HadeHuUs JTro6ou//Tro6oe/He
3adaHo. M3meHsimb 3HadyeHus1 Orisl pelueHusi 3adaqu He mpebyemcs.

Co30aTh NPaBUIo X

HassaHue BCKpbiTHE HTTPS Tpadiika

KommeHTapui BeeMTe KOMMEHTaPHIA

WCTOYHAK

HazHauenne NoGoe

3aronoBxu He 3apaHo

CoxpaHuTh OTMEHHTD

BHNHYEHD [ @] (@ MNpasuno WCHMHYEHKE

Puc. 6.81. ®opmupoBaHue npaBuna

3. B cnoe ®dunbTpauua 3anpocoB co3faTb HOBLIN crio Connect.

4. B cnoe ®dunbTpauma 3anpocoB > Connect co3gatb NpaBuio 1 3agatb napameTpbl (CM.

Puc.6.82):

e OcHoBHoe felicTBre — PaspewmTb 3anpoc;
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e Metog — Connect.
CoxpaHuTb NpaBuno 1 NPUMEHUTb NOSNTUKY.

Co3partb NpaBuno

- D (@ Mpasuo Meknryenne

Ha3Bakue PaspewuTs aoctyn k OWA PacluMpeHHsie HACTPOMKK Noxazats

KommeHTapuit BBe/juTe KOMMEHTapHiA MpaoTokon He 3afaHo

NleiicTaun MeTons! CONNECT x

OcHosHoe °Fa3pemmwb 3anpoc MopTsi He 3ajaH
"""""""""""""""""""" 3aronoeku He 3apan

Tunbl hafnos He 3ajaH

Yenoeuns
WCTO4HUK Pasmep thainos 0T | He orpaHusen MB
HasHauetne KnkueBele C1oga

Pacnncanus

TmnTel TRAGNKA BE3 OrpaHNyEHM v

CoxpainTs OTmenHTs

Puc. 6.82. PopmupoBaHue npaBuna
5. B cnoe ®unkTpauuna oTBeTOB CO34aTb HOBbIV Crio BnoknpoBKa OTBETOB MO KN4YeBbIM
crnoBaMm.

6. B cnoe ®unbrpauus oTBeToB > BnoknpoBka oTBETOB NO KIHOYEeBbLIM CNOBaM CO34aTb
npaBuno n 3agatb napameTpbl (cM. Puc.6.83):

e OcHOBHoOe gencTeme — 3abnokMpoBaThb 1 WAGNOH CTpaHuLbl GITOKMPOBKMY;
o Co34aHHbIV CMMCOK KNHYEBbIX CIOB;
e YCcTaHOBWTbL NOPOTN, paBHbIn 1;

e YcTaHoBUTb d)J'Ia)KOK Ucnonb3oBaTb BHeLWHMe pacnakoBLUUKA.
COXpaHI/ITb npasuino n NpUMEeHnTb NOJTUTUKY.
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Co3path Npasuno X

FI— D @® Npasuno NcKAOYEHme

HassaHue BNIDKMPOBHKA 3aMpocos

HommeHTapua BBEAWTE KOMMEHTa K7

[NeiicTBuna

OcHoBHOE €D 3a6nokuposats BAOKNPOBKaA: HapyLeHne NONUTHKY 6E30MACHOCTH

Knio4esele cnoea Bbipaskenna Ans cnosa "Jorosop”
Venosus Cnoporam | 1 WrHopHpoBaTh NOBTOPLI (pas3

MCMONb308aTh BHELUHME DACTAKOBLLMKMA
WCTONHNK T MCKaTL BMECTE € 3NEMEHTaMM HTML-Pa3mMeTki

Ha3HayeHue

PacnucaHus BbifiEpWTe 13 criMcKa

TAMKTEN TR2dKKA B3 OrpaHHyeHu v

CoxpaHnTh OTMEHNTE

Puc. 6.83. ®dopmupoBaHue npaBuna

6.6.10. BnokupoBkKa 3arpy3ku nucem c 3anpeLyeHHbiMu channamm B OWA B pexume
oGpaTHOro npokcu

3apayva: 3anpeTuTb BCEM NOMb30BaTENAM KOMMaHUN 3arpy>atb NnucbMa ¢ Beb-pecypca OWA
B pexume  oOpaTHOro  MPOKCW. BnokupoBatb  no  xew-dyHKuun  ¢annos
c6acbdb157e04fba48f4809d9b7e05c0.

Mopsagok oencTBvUiM ANs pelleHns 3agaun:

1. B pasgene NMonutuka > CnpaBoyHuKK > dannbl co3gatb CNMCoK dannos. Tun ngeHTu-
dukaumm danna ykasatb MD5, 3HaueHne — c6acbdb157e04fbad8f4809d9b7e05c0.

2. B cnoe KoHTeHTHasa c¢unbrpaunsa > Bekpbitne HTTPS pasgena MNMonutuka cosgatb
npasuno BckpbiTua HTTPS-Tpadmka (cm. Puc.6.81). CoxpaHuTb npaBuno M NpUMEHUTb
NONUTUKY.

MpumeyaHue

B nonisix UemoyHuk/HasHavyeHue/3a20/108KuU 110 YMOSHaHU0 yKa3aHbl 3HadeHus JTrob6ou//Tro6oe/He
3adaHo. MameHsimb 3HadyeHusi Orisi peleHus 3adaqu He mpebyemcsi.

O SOLAR 151



Co3path NpaBUuno X

BHNHUYEHD [ @] (® MNpasuno WCKNHIYEHWE
Hazsaxue Bckpbimue HTTPS Tpadivka
KommeHTapui BBeguTe KOMMEHTapHiA
WMCTO4HIK NioGoi

Mgy } epcoH, IP-0 208, IP, AMaNazoH eHaa IP - IP uaK nogceTu 1P,
HazHayeHue NoGoe

OK pe 0B e T N0Y3d NoOOAOMEHD

3arofoBkK He 3agaHo

Puc. 6.84. ®opmupoBaHue npaBuna

3. B cnoe ®unbrpauus 3anpocoB co3faTb HOBbIN crio Connect.

4. B cnoe ®unbTpaumna 3anpocoB > Connect co3garts NpaBuiio u 3agatb napameTpbl (CM.

Punc.6.85):

e OcHoBHoe felnicTeme — PaspewmTb 3anpoc;

e Metog — Connect.

COXpaHI/ITb npasuio n NpUMeHnTb NONTUTUKY.

VicknioueHne

Co3partb NpaBuno

BraoueHo © ® Mpasuno
Ha3ganue Pazpewutsb foctyn k OWA
KommenTapuia BBefjUTE KOMMEHTapKiA
DewcTeus

OcHosHOe © PazpewmTs 3anpoc
Yenosna

VicTouruK NioGoi

Nepcora, [pynna nepcow, 1P-guana
HasHauetne NioGoe
opra

PacluMpeHHble HACTPORKK

Mpotokon

MeTons!

MopTal

3aronoeku

Tunbl hafnos

Pazmep daiinos

KnioyeBble Cnosa

PacmncaHus

TnmanTel TRAGNKA

Mokazats
He 3aparo
COMNECT x
He 3aparo
He 3aparo
He 3aparo

OT | He orpaHuyen

BbiGEPHTE M3 CIMCKA
BbiGEpHTE M3 CMCKA

Be3 orpaHnueHnin v

OTMEHNHTH

Puc. 6.85. PopmupoBaHue npaBuna

5. B cnoe ®unbTpaumsa oTBeTOB CO34aTh HOBLIN Crovi BrioknpoBka oTBeTOB NO aTpubyTam

c¢hannos.
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6. B cnoe ®unsTpauus oTBeTOB > bnokupoBKa oTBeTOB No aTpmMbyTam ¢hannos co3gatb
npasuno n 3agatb napameTpsbl (cM. Puc.6.83):

e OcHoBHOe gencrene — 3abnokupoBaThb;
e LabnoH cTpaHuupbl 6rioKMpoOBKKY;

e Co3pgaHHbIN cnucok dannos.
CoxpaHnTb NpaBuIo N NPUMEHUTL NOSUTHUKY.

Co3paTth NpaBuno X

BrNKONEHD L) (®) Npasuno Wcknoyerne

Hazsanue BNOKWPOBaTS (Paifisl MO X3y

HommMeHTapuA BBEAMTE KOMMEHTapH?

[OeticTauna

OCHOBHOE € 3a6nokmposars B/IOKMPOBKA: HAapyLUEHHe MONMTHKW GE30N3CHOCTH

Dannsl QalnLl JOrOBOPOBE

Ycnoeua Pa3mep thainos ot | He orpaHuues ME

WMCTOYHWK
Hntouesble CioBa BbiGepHTE M3 CIMCKA

Hasnaserne PaCcHCaHNs BblfepuUTE M3 CAUCKA

TuMUTE TR MK

Coxpannis OTMEHHTD

Puc. 6.86. ®opmupoBaHue npasuna

6.7. OTNnoXeHHOEe cKauunBaHue

B cucteme peanunsoBaHa BO3MOXHOCTb MCMOSb30BaHWS OTMIOXEHHOrO ckavvBaHus. lMocne
00paboTky nonuTuKon cunsTpauum obbekTa no Tunam gannoe nnu cnMcKy danros ccbifka
Ha obpabaTbiBaeMbii 0ObEKT ByAeT nepenaHa nosnb3oBaTernto.

[ns BkntoveHns pexnmMma OTITOXXEHHOIo CkavymnBaHun4 BbIMOJTHUTE cneaytoune DencTBug:

1. B pasgene Cuctema > PaclumpeHHble HacTpouku > PunbTpauusa U KawmpoBaHue
Tpacdhuka > dunsTpaunsa m aHanua Tpacdmka nonb3oBaTenem BKIKYATE NapameTp
Mopaepxka oTnoxeHHoOro ckaumBaHus (enabled) B cekunn OTNOXEeHHOe CKaYMBaHue.

2. YctaHoBuTe Tpebyembln Npeaer, HaumMHas ¢ KOToporo ByaeT NCMOoNb30BaTbCHA OTIOXEHHOE
ckaumBaHue, B none Makc. o06bem AaHHbIX ANA Nepexoaa B PeXUM OTNIOXEHHOro cKa-
ynsaHus (B) (threshold).

Pexnm 0TRoXEeHHOro ckadnmBaHus BKIOYaAETCA TOMbKO B TOM Criyvae, ecnum pasmep 3arpyxae-
Moro danna npesbilaeT 3HavyeHne napametpa threshold. [1ns nogoepxkn gaHHOro pexunma
B «MexceTeBow akpaH Solar» 3anyckaeTcs cneunanbHbii Beb-cepBep, KOTOPbIN NCNOMb3yeTcs
ON9 nokasa cTaTyca 3arpysku u ang nepegadn sarpy>KeHHoro ainna.
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Mpy nepexoae B pexnm OTNOXEHHOrO CKaymBaHMs OTKPbIBAETCHA HOBas BKNaaka Beb-6paysepa
Cratyc 3arpy3ku (Puc.6.87) ¢ aBtomatnyeckum OBHOBMEHMEM, B KOTOPOM oTOBpaxaetca

cTaTyc 3arpysku.

Moo aNUTe, NOKa CKauMBaeTcs (aiin

Puc. 6.87. CtaTyc 3arpy3ku
Mo okoOHYaHUK 3arpy3kn BO3MOXHbI Ba BapuaHTa AeNCTBUNR:

o [NosiBNAETCS OKHO ONS OTKPbITUS 3arpy>eHHoro charna nnv ansi ykasaHusi nyTu ero coxpa-
HeHus (Puc.6.89).

o OTtobparxaeTtcs WabnoH GroKMPOBKN OTKPbLITUS 3arpy>KeHHOro anna. OToT WwabnoH reHe-
pupyeTca nonutukon cunstpaummn. Ecnn oTkpbiTMEe dranna 3anpeLleHo MCnosib3yemMomn
nonuTukom comnetpaumm, nHopmaums ob 3Tom coxpaHsieTcs B JKypHan 3anpocoB.

iy,
Solar

NGFW

b/IOKMPOBKA. HAPYLEHME NOJIMTUKM BE3ONACHOCTH

Joctyn k pecypcy S[URL] sanpeweH NoAMTHKOM Be30MacHoOCTH.,

CBEAEHWMA O CPABATbBIBAHMW MOJMUTUKMN:

${POLICY}/S{CONDITION}
S{CATEGORY}
${LOGIN}

Ecnu Bbl cumTaete 3anpet HEOGOCHOBEHHDIM, cBAXMTECD C Bawmm cMcTeMHBIM aa4MHHHUCTPATOpPOM.

Puc. 6.88. LLUabnoH 6nokKMpoBKu
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- Y
OTKpbITUE «manuser.txts @

Bui cobupaetecs oTkpbits dain

| manuser.txt

aenarowmiica Text Document
w3 http://10.31.6.236:2281

[ O,D,OH{,D.”TE, MOKa Kax Firefox cnegyer obpaGotarte 310t daiin?

Omkpete 8 | BaokHor (no ymonuaminio) -
@ Coxpanute daiin

BeinoanaTs asTomaTnyeckn gna scex $aiinoe aHHOro TMNa.

OrmenHa

Puc. 6.89. CoxpaHeHue 3arpyxeHHoro canna

lMonHOCTBIO 3arpyXeHHbI hann XpaHUTCa Ha cepBepe B TedeHne 30 MUHYT, Mo UCTEeYEHUM
3TOro BpEMEHU OH aBToMaTU4eckn yaansetca. [Npu nonbiTke OTKPbITh doann no ncrtedeHmm 30
MUHYT NOSIBUTCA YBEOOMIEHWe, YTO dhaln He HarWAeH Unn yaaneH U3 XxpaHmnuiua.

dakT 3arpy3ku unu yoaneHusa anna coxpaHsetcs B XKypHan 3anpocosB.

Monb3oBaTenb MOXeT OTKpbIBaTb TONbKO Te dhainbl, KOTopble 3arpyxan cam. K obbektam,
KOTOpbIe 3arpy»kan gpyrov nonb3oBaTtenb, 4OCTYNa Y HEero HeT.

6.8. YnpaBneHue 6a3zamu Kkateropmsauumm

YnpaeneHue 6a3on kateropmnsaumm BbinonHaeTcs B pasgene NMonutuka > basa kaTteropmsauum
(Puc.6.90). Ansa pabotbl ¢ 6a3on ybegutech, 4To B pasgene Cucrtema > Yanbl u ponu B
cnncke cepBepoB ykazaH AHanusaTtop Tpaduka.

B «MexceTteBon akpaH Solar» ons dounstpauumn Beb-Tpadmka MCnonb3yrTCs NoNb3oBaTeNbCKUM
kaTeropusaTtop customist n kareropmnsartop webCat, paspaboTtaHHbii PocTtenekom-Conap.
Bo3MOXHO nogknoyeHne BHELLHUX KaTeropmnsatopoB (Hanpumep, SkyDNS).

MpumeyaHue

o ymonyaHuto K pasdesny umerom nosiHbIt docmyr rMosib308ameriu ¢ PorsiMu cyrnepadMuHUCmpamop
u admuHucmpamop 6esonacHocmu. s nosib3oeamerisi ¢ posibro ayoumop docmyrHa mosibKo fpo-
8epka kamezopull pecypcos.

AOMrHUCTpaTop 6E30MaCHOCTM MOXET BbIrPy3uTb BCE KaTEropmm A5isi NpOCMOTPa B OTAENbHbIN
dhann TekcToBoro doopmara, HaxkaB KHOMKY KCNOPT KaTeropun.

Tarke MOXHO 3arpy3uTb cBot 6a3y kateropusaumn. OHa bygeT 3anvMcaHa NnoBepx CyLLeCTBYy-
lOLLEN.
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Solar NGFW

HacTpoiiki Wmnopr Jkcnopt MonuTuka / YnpasneHue Kateropusamu

E_% MEMCETEBO 3KPAH

KOHTEHTHAS @UJIbTPALIUA

BHELLIHWE NOAKTHOYEHWA

ObbEKTbI MONIMTUKKA

CIMPABOYHWKHA

LIABJIOHbI

bA3A KATETOPU3ALIUA

Puc. 6.90. Bknagka NMonutuka > ba3sa kaTteropusauum
[na umnopTa 6a3bl kaTeropmsaunm:
1. Haxxmute kHonky MMnopT KaTeropuun.
2. B otobpasuBLieMcs yBegOMMEHUN HaxXmMuTe KHOMKy OKk.
3. B oTKpbIBLLEMCS OKHE BblOepuTe hann TekCToBoro doopmara n HaxkmmuTe KHomnky OTKpPbITh.

3arpyxaembii hann gormkeH 6biTb TekcTtoBoro dopmara (TXT) B kogmpoeke utf-8. dann
AOIMKEH UMETb CreayoLLyl0 CTPYKTYpY: uaeHTUdukaTop Kateropum <npoben> Ha3BaHue
kateropmmu. 3ateM [OMmkHblI ObiTb NponucaHbl AOMeHbl B Buae: <npoben>[JomeH<HOBas
CTpOKa>.

Hanpumep:

711 CepBuCbI pacnpoCTpaHEHWsT faHHbIX
712 lNownckoBble cuctembl/nopTansl
google.com

google.ru

yandex.ru

ya.ru

rambler.ru

713 MNupunHroBble ceTu

Ecnu kaTeropus He onpegeneHa B cMCTEMe, OHa urHopupyeTcs. Ecnn dpopmart 3arpyxaemomn
0a3bl He yOoBMNeTBOPAET TpeboBaHuAM, nosaensercs cooblieHne «dPain He COOTBETCTBYET
dopmaty ans umnopta kateropuny». Ecnv umnopt 6bin BbINOMHEH yCnewHo, oTobpasnTes
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yBegomrieHve: «/IMnopT kateropumn pecypcoB npoLuen ycneLHo. [Npy BO3HNKHOBEHUN Npobrem
npw 3arpyske otobpasutcsa ysegomneHme ob owmbke.

[nsa onpenenexHna kateropun pecypca (URL) BBeante HasBaHne 0OQHOMO UM HECKOMNbKUX pe-
CYpCOB B ceKkuun YnpasneHue KaTeropusamm n Haxmute kHorky NMposeputb (Puc.6.91). B
Tabnunue Hwke otobpasnTca MHOopMaUnNa O KaTeropusax, K KOTOpbIM OHM OTHOcATCA. Ecnu
Kakasi-To KaTeropusi onpeaeneHa HeBepHO, MOXHO €€ U3MEHUTD.

vk.com

TpoBepuTs.
Pe

Pecype Kateropus McTosHMKm

Ankoronb, . customlists
3nopoese customlists
Herocypa..  customlists
Coumanshi..  blacklists

vk.com

Puc. 6.91. lNpoBepkKa kateropun

OnwucaHune npouenypbl M3BMEHEHUS KaTeropum pecypca CM. B OKYMeHTe «Pykosodcmeo o
ycmaHOo8Ke U HacmpolKe.

[na ynaneHus pecypca 13 Kakon-nmbo KaTeropum B 3TOM XKe OKHE HaXMUTE KPECTMK psaoM
C HasBaHveMm kaTeropum. MoxHo 406aBUTb UMW yAaNUTb HECKOMNBbKO KaTeropui.

BHumaHue!

locne ebinonHeHuUs kakol-nubo orepayuu ¢ KameaopusiMu Haxkmume KHorKy lMpumeHumbs nosiumuky.
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7. CTaTuctuka: nosiydyeHne CBOAHbLIX CTaTUCTUYECKUX OTHEeTOB

7.1. O6wume cBegeHus

«MexceTteBon 9KpaH Solar» nossonset npoBoANTb MOHUTOPUHI OEATENbHOCTU nonb3oBarenemu
B MHTepHeTe M norny4yatb CBOAHbIE aHHbIE 00 nx pa60Te B BUAe OTHETOB.

Bce genctus ¢ otyetamum BoinonHsoTCcA B pasgene Ctatuctuka (Puc.7.1). Pasgen goctyneH
AN peaakTMpoBaHMA AaHHbIX TONbKO MOMb30BaTeNsAM, KOTOPbIM Ha3HaYeHbl ponu cyrnepaod-
MUHUcmpamop nnu admuHucmpamop besonacHocmu. MNonb3oBaTenn ¢ PoNAMU CUCMEMHbIL
adMuHUcmpamop n aydumop MOryT TONbKO NpocMaTpuBaTh pasgern.

Cekuust TUNLI OTYETOB COASPXMT Briok ¢ KoHKpeTHO KaTeropueii oT4eToB.

WwabnoHsl ANS CO3QaHMA OTYETOB Yrobbl BbibpaTh WabnoH oT4eTa HyKHO Mpu HaBeAeHUM Kypcopa MbllwK Ha

2% Solar NGFW HaaTb COOTBETCTCTBYIOLLYIO KHOMKY 3HOK Mo/icKasky oToBpakaeTcs
MH(OPMALMA O KOHKPETHOM TUMe OTHeTa

Tunbl oTYeTOB

9 Ton UCTOYHUKOB &l Ton Ha3HauyeHun [ Nepepasaembie gaHHble - JXypHan coeguHeHwni JKypHan 3anpocos
s Oy = L

=)
i

o pecypcam Tlo kateropusim o nepcoram Tlo rpynnamn_. Tlo Tunam gan._. flonopry Tlo nepconam o IP wcToutm_.

Mo IP ncrounm Mo yany e Mo npunoxen._. o y3nam dwn._

b0l

CoXpaHeHHbIe OTHeTbl PeKoMeHyeMble oT4eTHI

%,

72 Mo nopry | 3anpocs:: Bce 24vaca
3anpocel K COUCETAM Wk BeG-MouTe (TON MCTOUHNKOB) 30 aweit

[ Mo wnam akbix | TOM: 25, UMbl AaHHbIX: CyxeGHbie haiib! 7 pueit
ToN Ha3HaYeHWi U151 COTPYAHMKOB Ha UCTIbITATENbHOM CPOKe 7 nweit

S

110 y3nam dwAbTpaLIMM | KoNOHKw: IP-aJipec UCTOuHMKa 24vaca
2. Be6-nouTa: paspetuieHHbie 3anpockl (TON UCTONHMKOB) 7 nweit

2. Be6-nouTa: 3anpelujeHHbIe 3aNPOCkl (TON UCTOUHUKOR) 7 nweit
B cekunm CoxpaHeHHbIe oT4eTbI
P S, CouceTw: paspeluienHbie 3anpochi (TON UCTOUHMKOE) 7 neit

- CouceT: 3anpeLeHHble 3anpochl (ToN MCTOYHMKOB) 7 nued

®

Cekups F OTYeTkI COAEp;
OTHETHI C yXKe 7 i

Puc. 7.1. Pasgen «CtaTuctuka»

Pasgen cocTont n3 HECKONbKNX cekuuni: Tunbl OTYETOB, COXpaHEHHbIe oT4yeTbl, PekomMeH-
AyeMble OTYeTbl.

Cekumst Tunbl OTYETOB COAEPXKMUT LWIABMNOHbI A1 CO30aHMs OTYETOB, KOTOPbIE CrPYNMMPOBaHbI
no onpeaeneHHbIM TUMam u kateropusm (nogpobHee cm. pasgen 7.2.2).

B cekummn CoxpaHeHHble 0T4YeTbl 0TOOpaxarTCsi COOPMUPOBAHHBIE N COXPAHEHHbIE NOMb30-
BaTenem ot4eTbl. CoxpaHeHHble OTYETbI MOXHO rpynnMpoBaTh 1 NoMeLLaTh B nanku ans bonee
yaobHOro xpaHeHus (cm. pasgen 7.3).

B cekunn PekomeHAyeMble OTYeTbl NpeacTaBreHbl CUCTEMHbIE OTHEThI, KOTOPbIE coaepaT
yXXe 3afjaHHble HaCTPONKM unsTpauun. B oTnnymne ot CoxpaHeHHbIX OTYETOB, PEKOMEHOYEMbIE
OT4YETbl MOXXHO TOMBLKO MPOCMAaTpUBaTh MM Ha MX OCHOBE CO3aaBaTb HOBbIE.

7.2. PaboTta c oTyeTamm
7.2.1. O6wimne cBegeHus
[na paboTbl C KOHKPETHLIM OTYETOM NpeAHa3Ha4YeHo MeHIo AeCTBUiA B pasaene CTaTucTuka

“nu B caMom otyeTe (Puc.7.2). [insi BLINONHEHMs1 Kakon-nnbo onepauumn BbIGEPUTE B MEHIO
[AEVCTBUIA NYHKT C OQHOUMEHHBLIM Ha3BaHUEM.
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Mo THNam pankbix | THNB A3aHHLIX: MyNbTHMEeaMa

Mo yanam punsTpawmy | Konowsw: IP-agpec nCTouHHKa

nnnnn

CoXpaHWTL v

CoXpaHUTL KaK ...
3anpocsl

3abnokupoBanHi e PenakTvpoBate

MogenuTecA

MeHto peicTBUi
C OTHETOM IKcnopT B PDF

Yaanute

Puc. 7.2. MeHI0 BencTBMIM C OTYETOM

A,D,MVIHVICTpaTOp ©€e30MacHOCTM MOXET BbIMNOMNHATb cnepgywouwine onepaunm ¢ otT4eTaMu:

dopMMpoBaHue oTyeTa (CM. pasgen 7.2.2);
nNpocMoTp oTveTa (cM. pasgen 7.2.3);

NpPOCMOTP U3 OoT4YeTa NoApobHbIX CBEAEeHUI (AeTanu3aunn) No KONMYECTBY 3anpocoB (CM.
pasgen 7.2.3);

pefakTupoBaHue otyeTa (cM. pasgen 7.2.4);
OTnpaBKa Konuu oT4eTa Nonb3oBaTento cuctemol (CM. pasgen 7.2.5);
HacTpoKKa OTMNpaBKku OTYETa MO pacnucaHuio (cMm. pasgen 7.2.2.4);

aKcnopT otyeTta B chann opmarta PDF (cm. pasgen 7.2.6);

yoaneHue otyeta (cMm. pasgen 7.2.7).

7.2.2. DopmupoBaHue oTyeTa

7.2.2.1. Oowme cBeaeHus

dopMuMpoBaHme oT4YeTa NogpasyMeBaeT MOCTPOEHME OTHETA C M0 NOCIEAYHOLLMM COXPaHEHVEM
(cm. pasgen 7.2.2.5). Bce coxpaHeHHble oT4eTbl oToOpaxatotca B brioke CoxpaHeHHble OT-
YyeTbl.

Ecnn agMmnHncTpatop 6e30nacHOCTU He COXpaHUT cOOPMUPOBaHHLIN OTYET nepes opMmpo-
BaHWeM Jpyroro otT4yeTa Unv nepexoqom B Apyron pasaer, oTYeT He ByaeT COXpaHeH B cucTeme.
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MocTpouTb OTYET MOXHO Kak C NOMOLLbIO WabnoHa (cM. pasgen 7.2.2.2), Tak U UICNonb3ys yxe
CYLLECTBYIOLLME OTHETHI (PaHee CoOXpaHeHHbIe UK pekoMeHayemble, nogpobHee cM. pasaen
7.2.2.3).

Bce Tunbl oT4eTOB crpynnmupoBaHbl MO YeTbIpeM KaTeropudam:

Ton UCTOYHUKOB — CTATUCTMKA MOCELLEHUST KOHKPETHLIMW MOMNb30BaTENSMM NOMYNSPHbLIX
PEeCcypCcoB 1 kKaTeropuii pecypcoB B MIHTepHeTe. HanprmMep, MOXXHO NPOCMOTPETb CBEAEHMS
0 AecATV Nonb3oBaTensix, KoTopble noceLany CoLCceT Yalle apyrux.

Ton Ha3Ha4yeHUM — CTAaTUCTMKa MO MOMb30BATENsM, KOTOpble Yalle BCero noceLyanv
onpeaeneHHble Pecypchbl U KaTeropuv pecypcoB. Hanpumep, MOXXHO NPOCMOTPETb PECYPChl,
Hanbonee nocellaemMble COTPyAHMKaMu Byxrantepum.

MepepaBaemble AaHHbIe — CTAaTUCTUKA NO KOHKPETHBIM MOMb30BaTENAM, KOTOPbIE CKayn-
Banu unu otnpaensanu B WHTepHeTe onpeaeneHHble TUnbl AaHHbIX. Hanpumep, MOXHO
NPOCMOTPETb AaHHble MO OECATU NOofb30BaTensM, KOTopble 4valle ApYrvx OTnpaBnsanu
TEKCTOBble (hannbl B 00nayHble XpaHunuwa.

XypHan coegMHeHUI — cTaTUCTMKA NAKeToB Yepes yanbl punstpauun. Hanpumep, konu-
4eCTBO MaKeTOB Yepe3 rMaBHbIN y3en unbTpaumm 3a NocrneaHne CyTKu.

XypHan 3anpocoB — cTaTncTika no 3anpocam Yepes yanbl punstpauun. A UMEHHo, No
paGoTe y3nos unsTpauum, npasunam noMTUKA U HEaBTOPMU3OBAHHbLIM MOMb30BaTENSAM.
Hanpumep, MOXHO y3HaTb KOMMYECTBO 3aMpoOCOB Yepes MaBHbl y3en dunstpauun 3a
nocrnefHue cyTku. Takke MOXHO NMPOCMOTPETb CTAaTUCTUKY MO NPUMOXEHUSIM 1 UCMONb3ye-
MbIM UMW NPOTOKONaM.

MpumeyaHue

AdmuHucmpamop 6e3ornacHocmu Moxem cobpame CmamucmuKy Kak ro rnepcoHam, y Komopbix ecmeb
Kapmoyku [ocbe, mak u no HeaymeHmMuguyupo8aHHbIM 10/1b308amersnsiM Unu 2pyrnam nosb306a-
merned.

YmobbI npocmompems UHGhopMayuo 0 cemesgoli akmueHOCMU HeaymeHmMuUgUUUPOBaHHbIX M0/1b30-
samerel, ebibepume & chunbmpe lNepcoHbl 3Ha4eHue HeaymenmuguyupoeaHHbIU rnosib3o8amerib
(omyem Ton Ha3Ha4YeHuUl rno nepcoHam u XypHan 3anpocos). Hmobbi npocMompems UHGbopMayUto
0 cemeegoU akmugHOCMU 2pyrrbl HeaymeHmMuuUUpo8aHHbIX rMofb3oeamerel, ebibepume 8 chunbmpe
pynnbi 3HayeHue Hem epynnbi (omyem Ton Ha3Ha4YeHuUl Mo 2pyrnnamM MNepcoH).

7.2.2.2. locTpoeHme oT4yeTa C NOMOLLbIO LWaGIoHa
[1na nocTpoeHus oTyeTa ¢ NOMOLLbIO LWabroHa:

B cekunn Tunbl OTYETOB HAXMUTE KHOMKY C Ha3BaHWEM COOTBETCTBYHOLLEro LwabnoHa oT-
yeta (Puc.7.3).

Tunbl 0TYETOB

“" Ton NCTOYHUKOB [’1 Ton Ha3HayeHwiA [) Mepenasaembie paHHble 59 JypHan coeguHeHun ./ ¥ypHan 3anpocos

Mo pecypcam Tlo Kareropwsm Mo nepcoram Mo rpynnamn_.. Tlo Thnam pav_. Mo P Mo nopry lo nepcoram o IP ucrousm...

Mo IP uctouny... Mo yany b Mo npunoxen.. Mo yanam dun._. Mo npunoxen...

Puc. 7.3. Cekuua «Tunbl oT4eTOB»
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2. B oTkpbiBLLIEMCS LWIABNOHE 3agariTe 3Ha4YeHMs 418 PUNETPOB C MOMOLLbH PaCKpbIBaOLLMXCS
CMUCKOB WU CHETYNKOB.

I'Ipm YKasaHun 3Ha4YeHun ans d)I/IJ'IprOB cnengyet y4ecCTtb cnegyrouime MOMeHTbI:

o MOXHO NPOCMOTPETL «MOSHbIN MYTb» PACNONOXEHMS rPYNbl NepCcoH B unbTpe Mpynnbi
B oT4yeTe Ton Ha3Ha4YeHUM NO rpynnam.

Mepuog Tpynnbi

test]

test

Tpynner gocse

5 dys/../1aas,/lest
LU dvs/Test direction/Jlest| test
2L test 1

Lo |test 2

1L test 3

L0 test 4

L test 5

L jsim,/|testou

I jsim,/test OU2

LU isim,/ test0U3

CreyunansHole IHaYeHHA  He nakgers

Puc. 7.4. KonupoBaHue 3Ha4yeHUs punsTpa oTyeTa

OT0 NO3BOMNAET UCKNIOYNTD HeﬂpaBMﬂbell‘fl Bbl60p rpynnbl, ecn B CUCTEME 3aperncTpu-
poOBaHO HECKOJbKO rpynn ¢ OAMHaKOBbIM Ha3BaHMEM, KOTOpPbIE nNpuHaanexart pa3HbiM
AJOMeHaM Unun pa3HbiM genaptaMmeHTaMm.

o 3HayeHus PUNETPOB MOXHO BBOAWTL BPYYHYIO UMW KOMMPOBAaTb, HaXaB creumanbHbIi
3HAYOK, KOTOPbIN MNOABUTCS NPY HABeAEHUM Kypcopa MblLLM Ha 3HaYeHne. CKonnMpoBaHHoe
3Ha4yeHune coxpaHutcs B Gycep obmeHa.

OnucaHue 3HayeHu cunsTpoB cm. [punoxenue F, [lepeyeHb cpunbmpoe 0ons
dopmMupogaHuss om4yemos.
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Konuposars B 6ygep o6meHa

It Mcnbimatenbhwii cpok 63 " Ky3smuH WUnbst Hukonaeeuy [y

‘ 5L WcnbiTaTeNbHbIA CPOK X ‘ & KyabmuH Mnbs Hukonaeemy x

IF 1111 'ry 4HWKOB

‘ ? 1.1.1.1 x|

Puc. 7.5. KonupoBaHue 3Ha4yeHUs punsTpa oTyeta

)

3Hauok CBEpHYTL TIOMCK NEpCOHE a &=

Ton Ha3HaueHwit /110 NepcoHam v
<OTyeT He coxpaHeH> coxpaute v C Boin v

Ton lNepcotbl Coptvposarb no 3anpocbl Wexntoumts pecypebt

90 AHeR =] 25 $ BaneHTuHa VsaHoBa Konuuecrsy 3anp... v Bce (6€3 TexHUYecK.

BaneHTuHa MiBaHoBa

KO/MYECTBO 3aNpOCoB N0 NepcoHe BaneHTuHa UBanosa 06bem Tpadhuka N0 nepcoe BanenTuHa MsaHosa

200 MB
150 MB
100 MB

50 MB

0MB
0111 1611 0111 16.12 0101 16.01

3a6N0KMPOBaHHbIe 3aNPochl 5 37 L BXOAAWMIA TPAUK 1402MB  187.00MB 14569 MB 117 6B

Pa3spelueHHbIe 3anpochl 8 9 = VCXOnsALIMA TPauK 0.04MB 059MB 048MB  3.88 MB

Ton 25 JOMeHOB 270 YPOBHA N0 NepcoHe BaneHTuHa Wsan Ton 25 KaTeropuii No Nepcoxe BajlenTiHa V1Banosa TON 25 TUNOB CKauaHHBIX aHHbIX N0 NePCoHe BaneHTUHa MBaHoBa
M JlokymeHT MS Visio

33 Szl WL M MyTeuwecTens, TypH3M M Pactposoe u3o6paenue B hopmare GIF
24 3647 MB 010 MB
OHNAAHOBOE MOLEHHNYECTBO,

23 3310MB  011MB m e 13 M JoxymenT MS Publisher

KpacHbIM LIBETOM BblAEMNeHb! CraTucTiIKa Mo KOHKPETHOM MepCcoHe. [INA KaxAol NepcoHbl oTobpakaeTes
3aBnoKMPOBaHHbIE AM1A MOMb3OBATENS ©BOIl ONpeAeneHHbIi HaBop BUIKETOB ¢ Tabnuuamu U rpacukamm, KoTopbIit
obbexTsl (B AaHHoM criysae pecypc mail.ru) MOXHO CBEPHYTb W pasBEPHYTb, HAKAB Ha COOTBETCTBYIOLMI 3HAHOK

Puc. 7.6. Otyet «lo nepcoHam/TOIl:25, NMepcoHbl: BaneHTMHa NBaHOBa»
3. Mpn HeoBXOAMMOCTN U3MEHUTE NEepUo BpEMEHU, 3a KOTOPLIN 0TobpaXkaeTcs MHdopMaums
B OTYeTe:
® OTKpOWTe KaneHgapb, Haxas B obnacTtu nons Mepuop (Puc.7.7);

e yKaxuTe OaTbl HAYana u oKoHYaHWs nepuoaa Anst céopa CTaTUCTUKM BPYYHYHO UK Bbl-
Gepute nepuop, HaCTPOEHHbLIN aBTOMaTUYECKN;

e HaxmuTe kHomnky OKk.
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MpumeyvaHume

Asmomamuyeckasi nposepka U Koppekmuposka 0ambl Hayasa U KOHUa UCKIIYaem 803MOX-
HOoCmb OWUbKU.

4. CoxpaHuTe oT4yeT (cM. pasgen 7.2.2.5).

Mepepn coxpaHeHneM oTYETa TaKKe MOXHO NPOCMOTPETb AeTannsaLmio 0T4eTa, 3KCNopTMPOBaTh
ero B (hann popmarta PDF (cMm. pasgen 7.2.6) n 1.4.

— 30042021 16:17]
2021 map. 2021 anp.
MH BT cp uT aT cH BC MH BT cp uT aT cH BC
2 3 4 5 & T 1 2 3 4

8 9 10 11 12 13 14 5 6 7 8 9 10 1

15 16 17 m 19 20 21 12 13 14 15 16 17 18
22 23 24 25 26 27 28 19 20 21 22 23 24 25
29 30 M 26 27 28 29 m
CeronHA  Buepa  3TaHenena  3ToTmecAy  3totrop 1yac
3yaca 12v4acoB 24vaca TaOHed 30 gHed 90 oHed 180 gHed “

Puc. 7.7. KaneHpapb
7.2.2.3. NocTpoeHne oT4yeTa Ha OCHOBE COXPaHEHHOro UM peKoMeHAyeMoro
[na nocTpoeHns HOBOro oT4eTa Ha OCHOBE COXPaHEHHOrO:
1. B cekunn CoxpaHeHHble OT4YeTbl OTKPONTE KOHKPETHbIA OTYET.

2. OTpegakTupymnTe 3Ha4eHns PunsTPoB, M3MEHUTE NEPUOS BPEMEHM, 3a KOTOPLIN 0Tobparka-
eTcs HpopMaLumsa B OTHETE, UM HACTPOWTE OTNPABKY OTYETA MO pacnmMcaHuio (CM. pasgen
7.2.2.4).

3. COXpaHVITe OTYeT NoAg HOBbIM Ha3BaHUEM.

[lns co3gaHus HOBOro oT4YeTa Ha OCHOBE pekomeHayemoro Bbl6epI/1Te oTyeT B cekumn Peko-
MeHAyeMble OT4YeTbl 1 BbINOJTHUTE AEenCcTBUS, ONUCaHHbIE BbILLIE.

7.2.2.4. HacTpouka oTnpaBKu OoT4YeTa No pacnucaHuro

AamMuHucTpaTop 6e30MacHOCTU MOXET HAaCTPOUTL OTMPABKY OTYETa MO pacnucaHuio B npouecce
ero chopmupoBaHua unu pepaktupoBaHusa. OTyeT nepegaeTca MO SMEKTPOHHOW MoYTe B
davine popmata PDF, noatomy nonyyatensamm otyeta MoryT ObiTb HE TONbKO NOMb30BaTeNM
«MexceTeBow akpaH Solary.
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HacTponKy MOXHO BbIMOSTHWUTbL C MOMOLLIbIO MEHIO LENCTBUIA B pa3gerne CtaTtucTuka u B Camom
oTyerte.

[1ns HacTponkn oTnpaBkM OT4YETa C MOMOLLLIO MEHIO AeNCTBMI B pasgene CtaTtucTmka:

B cekuumn COXpaHeHHbIe OT4eTbl B CTPOKE COOTBETCTBYHOLLEro oT4eTa HAaXMUTE KHOMKY

B oToGpasvBLLEMCS MEHIO AENCTBUI BbiGpaTe NyHKT PegakTtupoBaTh.

B oTkpbIBLLEMCS OKHE NepenanTe Ha Bknagky HacTponku oTtnpaBku 1 3aganite Heobxoam-
Mbl€ HACTPOWKN:

nepuog BpeMeHMU, C y4eTOM KOTOPOro ByAeT BbiNofiHeHa oTnpaska (Mo AHAM, No Heaensm,
no mecsiuam);

AaTy oTnpaBku OTYETA N TOYHOE BPEMS;
CMUCOK aapecoB 3MEKTPOHHOM NoYThl NonyyaTtenen otyeta (He 6onee 5);

MpumeyaHue

HanHble o nonydamensix codepxamcsi 8 pa3desnie lMonumuka > Cnpaeo4YHuUku > Adpeca
a51eKmpoHHoU noymsl. []ris dobasneHuss HO8020 adpeca r1eKMPOHHOU no4Ymael nepetoume
8 yKa3aHHbIU pa30es U 8bIfnoHUme coomseemcmeyroujue 0elicmeus.

TeMy 1 TeKCT nMcbMa (Npy HeobXoaAMMOCTH).

Ecnun Bce gencrteus ObINM BbINOSTHEHBI npaBUIibHO, OTHET 6y/:|,eT oTnpasJfieH Ha yKa3aHHbIe
agpeca SHGKTDOHHOVI NOYTbl COMMAacHO YCTaHOBNIEHHOMY pacCnmnMcaHuio. Ol'lpe,El,eJ'II/ITb HaCTpoOeHO
N 'y OT4eTa pacnmcaHne OoTrnpaBkM MOXHO B CEKLUU COXpaHeHHbIe OT4eTbl MO 3HA4YKy 6y-
OnrnbHUKa pAOOM C Ha3BaHMEM OTHETAa.

[lns HaCTpoOWKM pacnmncaHust N3 OTYETa BbI30OBUTE MEHIO AENCTBUIA U NPOLOSMKUTE npoueaypy

cormacHo onnmcaHuio BblLle. ,D,J'IFI Bbl30Ba MEHK HA>XMUTE KHOMKY cnpaBa OT KHOIMKKU Coxpa-
HUTb.
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N MecAUAM anHIRC | 27-07-201902.36

OTYET HEOGNOAMMO NPOCMOTETh.

Puc. 7.8. OkHo «PepakTupoBaTb oT4eT» BKIagka «HacTponku otnpaBku»

7.2.2.5. CoxpaHeHue oTyeTa

[na coxpaHeHna otyeTa:

1. B otyeTe HaxxmuTe KHONKy CoXpaHUTb.

2. B oTkpbiBLIEMCH OKHE COXPaHUTbL OTYET:

e B none HazBaHue nameHUTEe aBTOMaTUYECKN Cd)OpMMpOBaHHOG Ha3BaHWe 0T4eTa,

MpumeyaHune

HaszeaHue omyema Ao/mKkHO bbimb YHUKasbHbIM Cpedu 8cex omyemos 0OHO20 KOHKPEMHO20

rosib3osameris.

© B pacKpblBakLleMCA CrnncKe Manka BbIGGpVITe nanky unu eBeante Ha3saHue HOBOW;

o B none KoMmeHTapum ykasaxmte KOMMEHTapUN.

MpumeyaHne

U3meHsimb HazeaHUe om4ema, yKkadbleams narky unu KOMMeHmapudl Heobsi3amerbHO.

3. HaxxmuTte kHonky CoXpaHUTb.

O SOLAR
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lMocne coxpaHeHus B NEBOM BEPXHEM YNy OT4YeTa OTOOpaxkaeTcsa ero HasBaHue B hopmare:
<Tun ot4yeTa>|<HazBaHue nepBoro counsrpa:nepBoe ykazaHHoe 3Ha4yeHue punsrpa>,<Ha-
3BaHue BTOpOro cunkrpa:nepBoe ykasaHHoe 3HavyeHue counbtpa>.pdf. Hanpumep, Mo
rpynnam nepcoH | TOlN: 25, Npynnbl nepcoH: OTaen Kagpos.

[lna coxpaHeHus oTyeTa U3 hopMbl OTYETA BbI3OBUTE MEHIO AENCTBUIA C MOMOLLIbIO KHOMKM
1 BbiGepuTe NYHKT COXPaHUTb Kak .... [pogornkmTe npoueaypy CoXpaHeHus cCornacHo onunca-
HUIO BblLLE.

,D,J'Iﬂ NPOCMOTPa COXPaHEHHOro Ui pekomeHayemoro otT4yeTa B Cekunn COXpaHEHHbIe otyeTbl/
PEKOMEHAyeMbIe OTYeTbl HAXMUTE Ha3BaHNE UHTEPECYOLLEero oT4yeTa.

YUTtoObI Nnocne npocMoTpa oT4eTa BEPHYTLCS 00paTHO, B Bpay3epe Haxxmnte kHonky Hasag,.

MpumeyaHue

KaxOblli pa3 npu omkpbimuu omyem 6ydem rnepecmpoeH coasiacHo ycmaHOo8/1eHHOMY 8 HeM repuody
8pemMeHu, Ha4yuHasi ¢ mekywel damel MpocMompa.

Takke B npoLecce NpocMoTpa oT4eTa MOXHO:

Cy3unTb nnun pacwumpuTb BPEMEHHOW AMana3oH, 3a KOTOpbI 0TOOpaXaloTCsl CBEAEHMS Ha
rpadpuke.

OTcopTupoBaTtb CBeAEHMS NO OnNpeaeneHHomy napametpy (ctonbuy Tabnuubl).
lMepenTn Ha KOHKPETHbLIN pecypc.

MepenTn B KpaTKy KapTOYKY MEPCOHBI (MPY YCNOBUK, YTO Y NOMb30BaTENs €CTb KapToyvka
NepcoHbl).

Cdpopmuposatb TOI no o6bekTy unu rpynne o6bLeKkToBs:
TOI no nepcoHe;
TOIMN no rpynne NepcoH;
TOIN no pecypcy;
TOIN no kaTeropun pecypcos;
TOIN no TMNam AaHHbIX;
TOIMN no IP-agpecy UCTOYHMKA.
MpocmoTpeTb NOAPOBHYO MHOPMALUIO (AeTann3aumto) nNo 3anpocam.

N3meHuTb cocTaB CcTonbLoB Tabnuupbl C 4aHHBIMU U CKPbITb HEUCMONb3yeMble OUNLTPbI
(goctynHo Tonbko Ans XKypHana 3anpocoB 1 XKypHarna coeauHeHUMn).

Lns cyxeHusi epemeHHO20 AuarasoHa KypcopoM MblLLM BblAENUTe Ha rpadpmke oTpesok Bpe-
MEHMU, 3a KOTOPbI HEOGXOANUMO NOCMOTPETb NOAPOBHYHO MHOPMaLMIO.
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Hanpumep, agmuHucTpatopy 6e30nacHOCT HeOBXOAMMO NPOCMOTPETL MOYACOBOE KONMUYECTBO
3anpocoB KOHKPETHOWM MEPCOHbI 3a CyTKU. [nsa aToro Ha rpaduke BblgenuTe MHTEPECYoLWNi
nepuog BpemeHu. B utore, rpaduk 6yget nepecTtpoeH cornacHo BbIGpaHHOMY BPEMEHHOMY
AnanasoHy. CeegeHus, npuBegeHHble B Tabnuuax, AMHaMU4eCKn N3MEHATCA.

KONM4ecTso 3anpocos AnA nepcoHbl BanenTura Meanosa

KOAMYECTBO 3aNPOCOB ANA NEpCOHbI BanenTuwa MBakosa

Puc. 7.9. CyxeHue BpeMeHHOro gMana3soHa
L pacwupeHusi spemMeHHo20 uariasoHa NeBON KHOMKOW MbILLK ABaXObl HKMUTE Mo rpadounky.

Hanpumep, agmuHunctpatopy 6e3onacHOCT HEO6X0AMMO NPOCMOTPETL 06LLYH0 KapTUHY noce-
LLleHMs1 nonb3oBaTenem pecypcoB. [Ina aToro asaxabl HaxkmuTe rpaduk. B utore, rpadmk
OyaeT NepecTpoeH CornacHo BbiGpaHHOMY BpeMeHHOMY Anana3oHy. CBeaeHus!, NpUBEAeHHbIe
B Tabnuuax, AMHaMU4YeCcKkn 3MEHSITCS.

KonuuecTeo 3anpocos ANA Nepootbi BaneHTuHa Heakosa

Paspewensbie 3anp

0206 05.06

KONW4eCTRO 3aNPOCos AA1R NEPCOHbI BanekTiHa Weakosa

Puc. 7.10. PaclumpeHune BpeMeHHOro avana3oHa

Takke MOXHO OTO6pa)KaTb Ha rpa(bw(e TOJIbKO 386J'IOKVIpOBaHHbIe NN pa3peLllueHHbIe 3anpochl,
HaXnMasa Ha NMMHUKO HeO6XOD,I/IMOFO LBeTa noa Fpa(bI/lKOM.

LHns nepexoaa Ha pecypcK KpamKOU Kapmo4kKe repcoHbl HaXKMUTE COOTBETCTBYHOLLYH CCbIJTIKY
B Ta6n|/|u,e BUOXeETa. ,D,OCTyI'IHaFI A4 nepexoaa CCblyika BblaeneHa nog4yepkmBaHneM. B utore
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B 6pay3epe OTKpoeTCs HoBasi CTpaHuLa C BbIbpaHHbLIM pecypcom/KpaTkasa kKapTodka BblopaHHON
NepCoHbI.

Lns copmuposku ceedeHuli HaXXMUTe Ha3BaHue ctonbua Tabnuubl, No kKoTopoMy ByAeT Bbl-
nonHeHa copTmpoBka. M3HavyanbHO AaHHblE OTCOPTUPOBAHbLI NO yObIBAHMIO.
Ans gpopmuposaHusi omyema TOI no o6bLekmy unu 2pynne o6bLekmoe B Tabnuue HaxMmmTe

3Ha4oK III B CTPOKe MHTepecyLlero obbekta (pecypca, NnepcoHbl U T.4.). B pesynerate oT1-
KpoeTcs chOpMUPOBaHHbIA OTYET MO BbIGpaHHOMY OOBLEKTY.

Ton 25 gomeHoB 2ro ypoBHA QNA NepPCoHbl BanedTuHa MeaHosa

mailru 81 11754 MB 038 MB

NpocmoTpets TON no pecypcy 85.99 MB 0.29 MB

google com 7278 MB 0.26 MB

okko.tv 6238 MB 0.20 MB
wikipedia.org 6092 MB 0.19 MB
cybersport ru 61.88 MB 021 MB

ok.ru M 61.19 MB 0.20 MB

Puc. 7.11. ®opmupoBaHue otyeta «TOIN Nno 0O6bLEKTY UNu rpynne o6 bLEKTOB»
[na npocmoTpa getanusauum no 3anpocam:
B KOHKpeTHOM Tabnuue oTyeTa HaxXmuTe ccbinky (Ymicno B ctonbue Kon-Bo tabnuupbl).
Mpn Heo6x04MMOCTHM B OTKPbIBLLEMCS OTYETE C NoApo6GHON nHopMaLmen o 3anpocax:
oTCOpTMpPYMTE B Tabnuuax ceegeHus o 3anpocax;

BbIrpy3nTE AeTanv3aumio rno 3anpocam B dpann gopmara PDF (aHanormyHo skcnopty
OT4ETOB, CM. pa3nen 7.2.6).

YUTto6bl Nnocne nepexona k getanuaauum no 3anpocam BEpHYTbLCS 06paTHO K OTYETY, B Opay3epe
HaxxmuTe kHonky Hasaga,.

N3 petanusauuy no 3anpocam MOXHO nepentn B XXypHan 3anpocoB KOHKPETHOro pecypca.
[lna aTOro HaXxmuTe YMCno 3anpocoB B CTPOKE onpeaeneHHoro pecypca (ctonbeu, Kon-so B
Tabnuue).

B oTtyeTax kaTeropun XKypHan 3anpocoB MOXHO U3MEeHWUTb cocTaB Tabnuubl. 1o ymonyaHmo
Tabnuua umeet Habop cton6uos: URL nyTb, Pe3ynkraT npoBepku. [N nsMeHeHns coctaBa
TabnuLbl OTKPOITE PaCKPbIBAIOLLMIACA CMNCOK hunbTpa KONMOHKM 1 HaXXMUTE Ha3BaHUS KONTOHOK,
KoTopble criegyeT oTo6pasuTb B Tabnvue. MoxHO 0TobpasnTb BCe KOMOHKM U3 crincka.

YToObl M3MEHUTL COcTaBa CbVIJ'IprOB B OTHETE KaTteropmmn )KypHan 3anpocos, ,D,O6aBbTe nnn
CKpOIZTe HEeWUcCrnosrib3yemMble (*)I/U'IprbI C NOMOLLbK pacCKpbiBaoLerocad MeHo Ewe.
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Konowmm

[z ]

019216719 content-signature-2 cdn mozilla net METHOD{COMNECT)  HTTPS mitm, HTTPS mitm, Mepexon x

1019916719 classify-clent services. maziiacom METHOD{COMMECT)  HTTPS mitm, HTTPS mitm, Mepexod K cAo connect. conn

1019216719 nOrmandy conmaziia.ne METHOD(CONMECT)  HTTRS mitm, HTTRS mitm, flepexo X CAK connect, conn

Puc. 7.12. ®dunbtpbl XKypHana 3anpocoB
7.2.4. PepaktnpoBaHue ot4yeta

A,D,MI/IHI/ICTpaTOp ©e30nacHOCTM MOXeET OTpenakTnpoBaTb TOJIbKO COXpPaHeHHble OTHETLI C MOo-
MOLLIbIO MEHIO OEACTBUN B paspgene CrtaTtucTuka 1 B CamoM OTYeTe.

,D,J'IFI penakTnpoBaHnA OoT4ETa B pa3gerne Cratucruka:

1. B cekumn CoxpaHeHHble OT4YeTbl B CTPOKE COOTBETCTBYHOLLENO OTYETA HAXKMUTE KHOMKY

2. B oTobGpa3sunBLLEMCS MEHIO AEUCTBUN BbibDEpUTE NYHKT PegakTupoBaTth.

3. B oTkpbiBLIEMCS OKHE PepaktupoBaTtb oT4yeT (Puc.7.13) BHecuTe CoOOTBETCTBYIOLLNE U3-
MeHeHUs (M3MEHUTE Ha3BaHWe OTYETa, MECTO XpaHeHus (Nanky)  KOMMEHTapun).

4. Haxmunte kHorky CoXpaHUTb.

Puc. 7.13. OkHo «PepgakTtupoBaTb oT4yeT» BKNnagka « OCHOBHOe»

MNocne COXpaHEHUA BHECEHHbLIX B OTHET N3MEHEHUN B d.)opme OT4yeTa noag ero Ha3BaHnem
OTO6p83VITCFI nometka U3ameHeH.

[ns n3aMeHeHnsa OCHOBHbIX NapamMeTpoB U3 OPMbI OTHETA BbI3OBUTE MEHIO AENCTBUA U NPO-
AOMKMUTe npouenypy COrmacHO ONUCaHuio Bbliwe (HadmHaa ¢ wara 3). [ns Bbl3oBa MEHIO

AEeNCTBUIA HaxxMuTe KHoMKy B4l cnpasa oT kKHOMkM COXpaHUThb .
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7.2.5. OTnpaBKa KOonuu oT4yeTa

A,D,MI/IHI/ICTpaTOp 0©€e30nNacHOCTU MOXET NoAenuMTbCA OTYETOM C OAHUM, HECKOSNTbKUMWU UMK
BCEMU MNoOJib3oBaTenAMun, KOTopble obnapgatot COOTBETCTBYHOLLMMIN NpaBaMn OO0CTyna. I'Ipvl
3TOM OH OTnpaslidAeT TOJIbKO KOMUK OT4yeTa, a HEe OpUrnHarl. 310 no3Bonser oTnpaBUTENIO U
nony4yartento BHOCUTb He3aBUCUMbIE OPYr OT Apyra USMeHeHUdA B OTHEThI. MNogennTbca MOXHO
Kak coOBCTBEHHbLIM OTYETOM, TaK U nony4YeHHbIM OT OPYroro nonb3oBartend.

MpumeyaHue

Konusi omyema omnpaensiemcsi 6e3 ycmaHo8/1eHHO20 pacrnucaHusi omipasku, ecriu oHo 6biio Ha-
CMpOoeHo.

Cuctema no3BonsieT NOAENUTLCS Konuen COXpaHeHHOoro ot4yeTa B pasaerne Cratuctmka u B
CaMOM OT4eTe.

[na oTnpaBku oTyeTa B pa3gene CtaTucTuka:

1. B cekuun COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYHOLLEro OoT4eTa HAXMUTE KHOMKY

2. B oTobpasunsLLuEMCA MEHIO AeNCTBUI BbibepuTe NyHKT MoaenuTtbesa.

3. B oTkpbiBLLIEMCA OKHE MoaenUTLCA OTYETOM YCTaHOBUTE donaxok Hanpotue ®UO ogHoro
NN HECKOrbKMX nonb3osarenen (Puc.7.14).

MpumeyaHue

Lna omnpasku Kornuu omyema eceM roib308amesisiM cucmembl ycmaHogume ¢briaxkok Bee.

4. HaxmuTte kHonky OTnpaBuTb. OTO6pasmTca ysegomneHe o6 ycrneLHom oTrnpaske.

MNoaenuTLCA OTYETOM X

Puc. 7.14. OkHo «[MogenuTbCcAa oTYEeTOM»
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B utore, y nonyyatens B cekumn CoxpaHeHHble oT4eTbl OyaeT co3gaHa nanka, cogepallas
OTNPAaBMNEeHHYI KOMUIo OTYeTa.

HassaHwue nanku 6ynet cneaytoulero popmata: <OTYeTbI>-<norMH oTnpaButens>. Bce oT-
YeTbl, NOCTYyNatLMe OT OAHOIO U TOrO e MOofb30BaTersi COXPaHSATCA B oAHON nanke. Ecnu
B nanke AybnupyoTcs HasBaHWUsS HOBOTO UIU YXKe CYLLECTBYHOLLENO OTYETOB, K Ha3BaHMIO HO-
BOro oT4yeTa 406aBNAETCs CNOBO «KOMUS» U NOPSAKOBbIA HOMEP KOMUW.

[ns oTnpasku oTyeTa C NOMOLLLIO MEHIO AEUCTBUI N3 (POPMbI OTYETA BOCMNOMNb3YATECH KHOMKOM

ANsi BbI30Ba 3TOr0 MEHI0 (crnpasa oT KHOMkM CoxpaHuTb) M NPOAOIMKUTE NpoLeaypy CornacHo
onucaHuto BbilLe (HaYMHas ¢ wara 2).

ALMUHMCTPaTOp 6E30MacHOCTN MOXET SKCMIOPTMPOBATL Kak COXPaHEHHbIe, Tak U HECOXPaHEH-
Hble OTYETbI C MOMOLLbIO MEHIO AENCTBUI B pa3aene CTaTucTuka 1 B CaMoM OTYeTe.

[lns akcnopTa oTyeTa B pasgerne CraTtucTuka:

B cekuumn COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYIKOLLENo O0T4eTa HAXMUTE KHOMKY

B oTto6pasuBLieMca MeHo aencTBuin Bolbepute NnyHKT AkcnopTt B PDF.

MpumeyvaHue

Loxdumecb okoH4YaHus1 akcriopma. CocmosiHue 8bI2py3KU MOXHO omc1eOumb 10 JIUHUU 3a2Py3KU 8
sepxHeli yacmu 3KpaHa. B npomusHoM criyyae, ecniu riepelmu 8 rpouyecce akcriopma 8 Opyaol
pa3desni cucmembl, IKcriopm omyema 6ydem OmMMeEHEH.

HaseaHue panna copmupyeTcs B cnegyoliem gopmare:

AN coxpaHeHHoro otyeTa: <HasBaHue otyeTa>|c <OO.MM.ITTT> no <OA4.MM.I'TTT>.pdf.
Hanpumep: Mo tunam pgaHHbix | TOM: 25, Tunbl AaHHbIX: CnyxebHble cannbl C
14.06.2019 no 15.06.2019;

Ons HecoxpaHeHHoro otyeTta: <Tun otyeta> ¢ <OO.MM.ITTT> no <AA.MM.ITTT>|<Ha-
3BaHMe nepBoro unbsTpa: nepBoe ykasaHHoe 3HayeHue dunesrpa>,<HasBaHue BTO-
poro ¢ounbTpa: nepBoe ykasaHHoe 3HavyeHue counbrpa>.pdf. Hanpumep: Mo nepcoHam
¢ 13.05.2019 no 19.05.2019| TOM: 25, NepcoHbl: [lo6poBa lNpackoBbA BeHUMMHOBHA
mrs.Toster 31.

[lns akcnopTa oTyeTa C NOMOLLBLIO MEHIO OENCTBUN N3 POPMbI OTYETA HAXMUTE KHOMKY

cripaBa OT KHoMkn CoxXpaHuTb 1 B OTOOPa3nBLLEMCS MEHIO AENCTBUI BblIGEpUTE NYHKT KCNOPT
B PDF.

Mpwn skcnopTe oTyeTa opmupyetca ann B dopmarte PDF, koTopbii cogepxuTt B cebe rpa-
UK 1 Tabnuubl C COOTBETCTBYHOLLMMWN JAHHBIMM.
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Puc. 7.15. Npumep BbIrpykeHHOro oTyeTa no nepcoHe (B ¢anne dpopmara PDF)

MHdopmauuio B Tabnmuax MOXHO peaakTMpoBaTh M CKONMMPOBATb B APYrov OKyMeHT. Pain
COXpaHsieTcst Ha Aucke (MecTo coxpaHeHus canna 3aBMCUT OT HacTpoek bpaysepa).

Hanee atoT (harn MoxXHO oTKpbITh (Puc.7.15), pacnevartatb, nepecnarb Mo noyTe u T.4.

Rata dopumposasess oTwiTa: 0507 2019 150538
Capumponde: admn
Omaiy Mo nepcosan | TOM: 25, Mepeoxss Xanmnon Souma Epeueessy
Bwnstpes
Mepwog: ¢ 28,06 2019 00:00 no 05072019 2359
TOn: 25
Mepeousi: Xanunos Dosa Epeueesiny
Copruponars na: KonwuecTay 3anpocon
Vo
Sanpoces Paspeue| Ten 25 gomesca Zroy Xaanos Pos
« Xanmnos Gomy
Domen 2ro ypoare Kan Br. e
Ton 25 - Haswion Doma B
igromar|
12
v com
"w
, redd & [PT— Kon. B
N microsd —
Ton 25 A Harmnos
4 . pazeta Mz
2 pormhut Paen
I |
o
08 lenta.ru Eas] Thn garewn Kon  Bx. Hex.
cybeng o] HewsecTHui hain 80 13059MB  D42MB
— dadeom mponael
- googhe { 3an] HenzpecTri dain 46 T1.24 MB 0.26 ME
= Papeeteee )
Tvejoun T Brigeo B fopmare MPEG, MPEG-4, MPEG-TS 17 WIIME 0.07 M8
megagd Cryw Seywosaniaces, kcnontayesan & OC Unix, Mac 05, Akai MPC, Amiga 1 np. 12 1802 MB 0.06 MB
0 = Biuaeo s dopmare MPEG, MPEG-4, MPEG-TS 12 21.10MB 007 ME
s youtubi n PcTpoBo: MaoBoamenE B hopuare PNG Gea cxatin 1N 1B3ITME 0.04MB
20 ME
mailay Xaaot Arivnaaigien B gopsane Adobe Flash 9 1024 MB 0,05 M8
15 ME
googk. xosd] Gt AKX, PAIAEAEHHBE SANATEIMA e 16.96 MB 0.04 MB
Tome ki n Aoxyment MS Publisher 7 12.53 MB o0aMe
suB | h” m o _— TIFF 7 1446 MB oaMe
oMB Bed-cTpasimua T 1305 M8 0,04 MB
1m0 wikiped Doy
whatsa Ty Brpes B dopuase AV L] BT70ME 0.03 MB
= O mallsy . Pactponos nanGpasesine B popuare TIFF Gea examn 6 9.59 MB umME
Ofnens uex
gmaie| Aesynient POF 6 1163 MB apame
the PacTponce uaoSpamenne b hopuate GIF & 662 MB 003 M8
minens Sal Briges B dophiane AVI 5 634 MB o0z me
triniey & i JPEG 5 AE1 MB 002 MB
megegd R Kacwagnan rabnnua caned 5 622 MB 0.03 M8
cwen] Oewysent MS Publisher 5 763 MB 0.0z M8
o Kscicagman Tabinmua craned 5 B44 MB 004 MB
5
it Dowyment MS Visio 7.56 MB 0.0z M8
Oowynaent MS Visio 5 603 MB 00z M8
TexcTomei dain a 3.00 MB 0.0 M8
Aoxyrent MS Word 4 551 MB 0.02 M8
Arinnaignn B dopuate Adobe Flash 4 B3I MB 0,02 MB
4

SKCI'IODT aetanmnsaumm no 3anpocam BbiNONMHAETCA aHanorm4HbiM o6pa30M.

7.2.7. YoaneHue ot4yeTa

A,D,MI/IHI/ICTpaTop ©e30nacHOCTM MOXET yOoannTb TONbKO COXpPaHEHHble OTYETbl C NMOMOLbLIO

MEHI0 JENCTBUN B pasgene CraTncTmka n B camoMm oT4eTe.

O SOLAR
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Ons yoaneHuna ot4yeTa C NOMOLLbIO MEHIKO B pasferne Cratucrumka:

1. B cekuun COXpaHeHHbIe OT4YeTbl B CTPOKE COOTBETCTBYHOLLENo OT4eTa HAXMUTE KHOMKY

2. B otoGpasmBLIEMCA MEHIO AEUCTBUIN BbIGEPUTE NYHKT YAANUTb N HAXMUTE KHOMKY [a.

Bbl yBEpeHbl, 4TO X0TUTE YAanuTe oT4eT "Mo THnam gaHusix | TON: 25, Tune
BaHHBX: WHhopMaUMOHHbIE TEXHONOTHH"?

Puc. 7.16. YoaneHue ot4yeTa

MpumeyaHue

MoxxHO yOanume coxpaHeHHbIe 0m4Yembi, MoJyHeHHbIE 0m OpyauXx Mosb3oeamersiel Unu omrpaesieHHbIe
um. Y Opyaux rnornb308ameriell He npou3olidem HUKaKuX U3MeHeHUl.

Ons yoaneHua ot4yeTa C NOMOLLbIO MEHIO OEencTBUn U3 CbOprI oT4yeTa BbI3OBUTE 3TO MEHIO U

npoaorKnuTe onepaunio cornacHo onnMcaHMio Bbllle. [nsa BbI30Ba MEHI0 HaXMUTe KHOMKY
cnpaBa OT KHOMKKU COXpaHMTb

7.3. PaboTa ¢ nankamMu coxXxpaHeHHbIX OTYETOB

YT06bI BLINONHUTL Kakoe-nnbo AencTBme C Nankow, BOCNOMb3yNTeCh COOTBETCTBYOLLUM MEHIO
aencteun (Puc.7.17), ¢ NoMoLLbI0 KOTOPOro MOXHO CO34aBaTth, pedakTMpoBaTh, 4eNUTLCA U
yoanate nanky. [ins BbINONHEHUSA AEUCTBUA C Nankow BbibepuTe B MEHIO NYHKT C OAHOMMEHHbLIM
Ha3BaHWEM.
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3Hauok KHonka KHonka Bbl30Ba MEHK
CeepHyTb [obaBuTk nanky AENCTBUIA C Nankou

yaHeHHble oTu\Tel | (5]
MNanka gns Meaxosoi
Mo nepcoxam | TOM: 25, Nepoous: Banesmusa Weakosa PeganTnposate

NMogenuTsch

R Ana rpynn nepcod | TOM: 25, Mpynnu nepcod: OTgen kagpos

YOoANUTL

MeHto geiicTeui ¢
nankown

Puc. 7.17. MeHI0 eiCTBUM C Nankowu

Cos0ameb narky BO3MOXHO Kak ¢ nomoLLbio kHorku &3 B pasgene CtaTuctuka > CoxpaHeHHble
OTyYeThbl, TaK 1 npu opmmnpoBaHmum ot4yeTa (cM. pasgen 7.2.2.2). [pu 3ToOM Ha3BaHWe nanku
AOMKHO ObITb YHMKaNbHbIM Cpeaun nanok OAHOMO0 KOHKPETHOro Nosb3oBaTens.

Crieqyet yyecTb, YTO Apu ydaseHuu CO30aHHOW BPYYHYIO UK NOMYyYEHHOW Nanku, y Apyrux
nosib3oBaTtenen He NPOMN30NOET HUKAKUX NU3MEHEHU.

Mpn HEOBXOAMMOCTM OTYET MOXHO MepemMecTuTb B Tpebyemyto nanky. [ns 3Toro HaxmuTe
KOHKPETHbIA OTYET U NEPEMECTUTE €ro B HY>XKHYIO Nnarnky, He OTMyCKas Kypcop MbILUW.

AaMuHmcTpaTop 6e30MacHOCTU Takke MOXET 1odenumscs Koruel narku, cogepallen oT4eTbl
C OAAHMM, HECKONbKMMW UNN BCEMM MONb30BaTENSAMN, KOTOpble 06ragatoT COOTBETCTBYHOLMMM
npaeBamu goctyna. lMpu 3TOM OH OTNpPaBnseT TONbKO KOMMWIO Narnku CO BCEM €€ COOePXKUMbIM,
a He opurnHan. 3To NO3BONSAET OTNPABUTESIO M MONyYaTento BHOCUTbL He3aBUCKMMble APYr OT
apyra nameHeHnust. Nogenntbcs MOXHO kak COBCTBEHHOWM Nankow ¢ oTY4ETaMM, Tak 1 NOSTyYEeHHOWN
OT Apyroro nonb3oBaTtens. OTnpaBka KONUW Nanku Nonb3oBaTento, coaepkallen OTYETH,
aHanornyHa oTnpaske Konuu otyeTta (nogpobHee cMm. pasgen 7.2.5 ). B utore, y nony4yatens
B cekuun CoxpaHeHHble 0T4eTbl 0TOOPa3nTCA KONMsi OTNPaBEHHOW Nanku co BCEMU COaep-
XalwmmMmcs B Hel oT4eTamu.

HassaHue nanku 6yaet chopmaTa: <Ha3BaHWe OPUrMHANbHOW NanKu>-<fiorMH oTNpaBUTENs>.
Ecnu gy6nupytotcst HasBaHUst HOBOW UMW Yyxxe CYLLEeCTBYHOLLEW Mnanku, K Ha3BaHWI HOBOM
nankv JoGaBnseTca CroBO «KONUS» U NOPSIAKOBbIA HOMEP KOMUW.
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NopenuTbCcA NANKOWA C OTYETAMK x

m Bce

Ivan
Kashelev

F:'|I','!':

Zubrova

Puc. 7.18. OTnpaBka Konuu nanku ¢ otyeTamm
7.4. NMpumepbl hopMUpoOBaHMA OTHETOB

3apava:

Cobpatb CTaTUCTUKY NO COTPYAHMKAM, KOTOpble MOCeLaloT coumanbHble CETU B TedeHue 7
JHen.

Mopsapok oecTBUN ANA pelleHUs 3aaauu:

AamuHncTpartopy 6esonacHocTn Heobxoammo cdopmupoBaTb ot4yeT Ton UCTOYHMKOB/ NoO
KaTeropmsam pecypcoB. [1ns aToro:

1. B pasgene CtatucTuka B BUOXete Kateropmm ot4etoB Ton MCTOYHUKOB HAXXMUTE KHOMKY
Mo kaTeropusam.

2. B oTkpbiBLIEMCS WabnoHe oTtyeTa B hunbtpe Kateropumn pecypcoB BbibepnTe 3Ha4YeHmne
UHTepHeT-KOMMYyHuKauma/ CoumnanbHbie CeTMm.

B noctpoeHHOM oT4eTe oTobpaxkaeTca MHpopmaLumsi MO BCEM 3anpocaM, He y4nTbIBas TEXHU-
yeckun Tpaduk (Puc.7.19).
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Tomn WCTOYHWKOE /TI0 KATErOPMAM PECYPCOB v
<OTYET HE COXpaHEH>

Nepwoa Ton HaTeropun pecypcos COpTMPOBATL N0 3anpocti

7 aHen 25 MHTEDHET-KOMMYHHKALKA / COUNANbHLIE CETIH M KonwyecTsy 3an.. v Bee (6

+ COUManbHbIe CeTH

NSHEIE CETH

PCOH N0 KATEropui - COUMANBHLIE CETH Ton 25 rpynn No Kateropkm - CoUHanbHpe CeTH 01 25 IP-MCTOYHMKOR N0 KATErOpuK - COUMANBHBIE CETH

OTAEN XOIAACTBEHHOID 0.05
obecneyenun MB

10.199.111.81

o

0.02 MB
M Xanunos Poma Epemeesny

10.199.111.31 0.02 MB
0.05

MB

borayesa MonvHa Cemexosna 4 01N BaNOTHLIX PACYETOR

10.199.111.68 0.03 MB

004 1019911175 001 MB

M8 MB

PO Y

Berposa TatbAHa MebosHa 4 0oTaen pexuma

10.199.111.87 0.03 MB

fonyGrnHa EBrenns OTAEN PAIMELUEHHA LIEHHBIX 8 1032
HOMCTAHTMHOBHA Gymar M8

1019911130 002 MB

10.199.111.7 0.02 MB
Ynpagnexue 10.05

nHGopMaTHIALAK MB

-

KaMKMH N1eoHH1 NIeB0BMY

10199111117 004 MB

KaHawa Ceetnasa YYETHO-ONepaUMoHHoe 11.61

w 10.199.111.29
AHIPHAHOBHA i} yNpasnexne MB

0.02 MB

FORTSRrSraTs

10.199.111.79 002 M8

Puc. 7.19. C60p cTaTUCTMKM NO COTPYAHMKAM, KOTOpPbIe NoceLLany couunanbHbie CeTH
3apava:

MpocmoTpeTb NoApobHYD MHGOPMaUUIO MO 3anpocamM COTPYOHUKOB KOHKPETHOro othena.
Hanpumep, otaena «YnpaeneHue nHgpopmatmsaumnemn».

Mopsagok oencTBUn ANs pelueHns 3agaun:

[nga atoro B Tabnuue Ton 25 rpynn no kKateropuu - CoumnanbHble CETU HAXKMUTE B KONOHKE
Kon-Bo undpy HanpotMB Ha3BaHusA oTaderna. B nocTpoeHHOM oTyeTe MOXHO NMPOCMOTPETb
MMEeHa COTPYAHMKOB 1 Ha3BaHME PECYPCOB, KOTOpble OHM noceLanu (Puc.7.20).
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7. 3aNpOChl HA KaTeropuk pecypcos /To rpynNam Nepcon v
YpaHEH>

Tpynnkl NEpcos TOKA3LIBaTE KATETOPMH 3anpoce!

JBNEHHE WHAOPMATHIALMMN

0.006 MB

0.004 MB

« Noapobubie fanHbie GAMYHOM BMfIE NO rpynne Ynpasnexue nHopMaTHsatmm

Niawnn Fpynne YNpaanenHe e CER Pansbie 3 9 10 rpynne Ynpasnesue uh

YepHwuerko Onecs B . Xawunos Goma _ - . -
Counansibe cetw  gazetaru Counanheee ceTw  winw.igromanian
HuKonaessa Epescenuy

CHerupesa Anwua OTaNoBHa  COUMAaNbHbIe CeTH  101.1u

I &
aH o1 " b
cupc . -

Neuetkos Anexcei CoumansHsie 085 001 BeTpona Tamsaxa Counanseie 086 001
gazetaru www.cybersportru 1
Kupuanomuy cem MB  MB Tnefiosra cem ME  MB

K Ke CoumanoHue AT 095 oo
KprCTHHa Kosanexko ube com
p e ra - MB MB

Aankbie 3a 05-07-2019 no rpynne YNpaaneHwe HHGQOpMaTHIaLWH

Pozenbax Mnecca CoumanbHbie

trinixyru
AaxmnesHa cem

NuuywkuH Ky3oma CoumantHuie

instagram.com
IpHecToBHy ceTn

Puc. 7.20. letanu3auua 3anpocoB otaena «YnpasneHue nuHcgpopmatusaumemn»

3apava:

MpocmoTpeTb CTaTUCTUKY NOCELLEHNS coLMarnbHbIX CeTeln 3a HeAento KOHKPETHLIM COTPYAHUKOM.
Hanpumep, Xanunossim domon EpemeeBunyem.

Mopapok aeMcTBMN AN pelleHus 3agaun:

BepHuTech B nepBbIi NOCTPOEHHbIN oTyeT (Puc.7.19) n B Tabnuue otyeta Ton 25 nepcoH no
KaTeropusim - CoumanbHble ceTu B kKonoHke Kon-Bo HaxkmuTe umdpy Hanpotns ®O coTpya-
Huka. B oTobpasmBLIEMCA OTYETE MOXHO NMPOCMOTPETb PECYPChbl U BPEMS MX MOCELLEHUS,
BXOOALWNIA N ncxoasawmm Tpaduk (Puc.7.21).
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Aerannzaynna; 3anpocsl HA KaTeropum pecypcos /To nepooHam v
<0TYET He CoXpanen>

Nepcosl MoKa3uBaTL KATETOPMKM 3anpocsl

PaspeweHtisie

K P an P . 061 TRaHKa N0

~ NoApo6Hbie rpathukiu 06bEMa BXOAALLETO U MCXOAALLETO TPAUKa NO NePCOHaM

Dfibem BxoaALLLro TRatHKa N0 Nepcote Xakunos Boma Epemessid 0bem MCXORALLETD TPADHKA NO Nepcote Xannnos Poma Epemeesiy

0.004 MB

:00 }

226 MB

cows ~ MOAPOGHDIE laHHbIE B TaBNMYHOM BUle NO NepcoHe XaHunos MoMa Epemeesny
Rannbie 32 01-07-2019 no nepcone Xakunos Boma Epemeeaiy Nasbie 33 02-07-2019 no nepcoke Xa
10.199.111.81 CoumansHbee cemm tinixyru 1 253MB  000MB 10.199.111.81 Counanbhmie ceTn  wwwigromaniaru 2 478MB  0.00 MB

1019911181 Coumanbhbie ceTw  en wikiped

AaHnbie 3 9 no

10.199.111.81 C = ol 1 1.90 M
10.199.11181 CouManshbie cetw  webwhatsappcom 1 bk Cousanthese cetw  microsoftcom 1 190 MB

Puc. 7.21. [letannM3auus 3anpocoB KOHKPETHOro COTpyaAHMUKa
3apava:
MpocmoTpeTb cTaTUCTMKY MO Ton 25 pecypcoBs, KOTOPbIE NOCETUN 3TOT COTPYAHUK.
Mopsagok oencTBUIM ANs pelueHns 3agaun:

[lns aToro BepHUTECL B OTHYET MO MOCELLEHMIO coumanbHbix ceTen (Puc.7.19) n B Tabnuue
otyeTa Ton 25 nepcoH no KaTeropusam - CoumanbHble CeTU HXXMUTE 3HAYOK ﬂ HanpoTuB
®UO coTpyaHuka.

B noctpoeHHOM oT4yeTe MOXHO 0TOBPa3nTbL MHPOPMALIMIO MO BCEM 3anpocam 3TOro COTPyAHMKA,
BblbpaB B hunsTpe 3anpockl 3HadeHne Bee (Puc.7.22).
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" Ton Ha3ua4eHwd /Tlo nepcoHam v
rere <0TYeT He COXpIHEH>

Nepron Ton Nepcors CopTMpoBaTL NO 3anpocs HCKMo4MTs pEcypChi

Xauunoe ®oma Epemeesuy

Kon pocoE No nepcove Xanunos Moma E o O6bem TpagiKa No Nepcoke XaHunos

Ton 25 AOMEHOB 2r0 YPOBHA N0 NEPCOHE XaHANO.. Ton 25 KaTeropHii No nepcoHe XaHunos Doma Epemeesny

W igromaniaru " Coumanshsie ceTH HewnzsecTHwiit hain

M vkcom

W reddit

M microsoft.com

MeguunHa

PacnpocTpaHeHue cnama

Bahin

HewseecTHwA ann

Bupeo B hopmare MPEG, MPEG-4,
MPEG-TS

3BYKO3ANMCH, HCNONbIYeMan B 0C

Unix, Mac 0S, Akai MPC, Amiga n np.

Bupeo B ropmate MPEG, MPEG-4,

W gazetaru i M Crwckm pacchnox
Lo - MPEG-TS

3anpeweHHoe PacTpoaoe w3oGpaneHwe B (hopmaTe

M pornhub.com ] i
HCTIONLIOBHHE NEKAPCTE PNG 63 cxatua

2
M | lentaru Mepedu Ha pecyp M fexapcrea M Asumawsn s hopmate Adobe Flash

Puc. 7.22. TOIN 25 pecypcoB, KOTOpbIe NOCETUIT KOHKPETHbIN COTPYAHUK
3apava:
MpocMOTpeTb CTAaTUCTMKY MO UCMONb30BaHNIO NPUNOXeHMa Skype.
Mopsapok aeMcTBMN AN peLlleHusn 3agaun:

[na atoro oTkpounTe XypHan 3anpocos Mo npunoxeHnam (Puc.7.19) n ykaxunte 3HayeHve
Skype B ounetpe MpunoxeHue/llpotokon. B pesynsrate otobpasutcsa BcA Heobxoaumas
nHopMaLmsa no npunoxexuto Skype, nepexsatbiBaemast CepBUCOM KOHTPOIS MPUMOXEHUN:
Aartbl, IP-agpeca UCTOYHUKOB U Ha3Ha4YE€HUN 1 NCMOSb3yeMble NPOTOKOSbI.

,D,J'IFI KOPPEKTUPOBKU 0To6pa>KaeM017| CTaTUCTUKAN VICI'IOJ'Ib3yI7ITe d)l/lJ'IprbI, pacnonoxeHHble B
BerHeIZ 4YacTu CTpaHunubl..
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coxpams | v (G t0cen v

1P-apeca HEToNHIKaR: o

13.01.2022 19:12:24 1921680100 Skype
0100
68.0.100

68.0.100 52149.21.60

192168.0.100 52149.21.60
0100

0.100

192164

192.168.0.100
192.168.0.100
192.168.0.100
192.168.0.100

192.168.0.100

Puc. 7.23. C60p cTaTUCTUKKN NO npunoxeHuro Skype
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8. Nonb3oBaTenu: ynpasneHue npaBamMmm gocrtyna
norib3oBaTerieu

Paspen MNonb3oBaTtenu npegHa3HavyeH Aangd ynpasneHnda npaBamMun octyna nonb3oBarenemn
K pas3nn4yHbIM obbekTam cuctemsbl. B pa3gene MOXHO:

e HacTpauBaTb AOna nonb3oBaTerniei npaBa AOCTYNa K AaHHbIM NEPCOH, rpynnamM NepcoH K
pasgenam uHTepderiica cucTeMbl;

® YNpaeBnsiTb YY4ETHbIMM 3anNMCAMU MONb30BATENEN CUCTEMbI: CO34aBaTb, PeaaKTUPOBATb,
GnokupoBaTb, yaansiTb.

Solar NGFW Pasgen gns pabotel ¢ ponamu -

CucTteMHble ponu (ponu,
Habopamu npas AocTyna

[OCTYTHbIE B CUCTEME NO
YMOM4aHMio)

Ponb nons3sosatens 8
AIMMHMCTpaTop 6e30NacHoCTH TEKYLLIeW Ceccun

Cnucok poneii. YTobbl
NOCMOTPETh UMK ; ]
OTPEAaKTUPOBATE CBEEHUS O j E Aynutop
ponu, cnegyeT BbibpaTb
COOTBETCTBYHOWMIA pasgen
naHenu Hasurauwm

oTOBpaKeHNA HakaTb
SRV ICHaINMHAC PO C KHOMIKY EBI30EA MEHIO
[MyHkT MNonbsoBaTtenu |

K DedCTBHA
rMaBHoe MEHK CUCTEMbI J HonupogaTh
& TONb30BATENN

Paspgen ana pabotel ¢
Y4eTHLIMK 2anucamu (Y3)
nonL30BaTeNeH CUCTEMbI

(cnucok Y3 ceepHyT) & TPYIMbl LDAP

MeHto geicTBMiA C

ﬁ CUCTEMHBIA aIMUHUCTPATOP
0DBeKTOM cHCTeMBI: ANs

& admin Pasgen ansa ceasu rpynn AD ¢
rpynnamu GesonacHocTH

Puc. 8.1. Pazpen «[onb3oBaTtenu»: ynpaBneHue npaBamMmu JocTyna nosib3oBartesnemn

8.1. Ponu: Ha3Ha4yeHMe npaB goctyna K PyHKUMAM 1 pasgenam
CUCTEMBI

YnpaBreHvne 4OCTYNOM Ha OCHOBE pPOren — 3TO NONUTUKA M3bupaTenbHOro ynpasneHus 4OCTy-
MoM, MPKU KOTOPOW NpaBa A0CTyna CyObeKTOB CUCTEMbI HA OOBEKTLI FPYNMNMPYHOTCS C Y4ETOM
cneundukn nx npumeHeHus, obpasys ponu. Ponb npeacraesnaeT cobon Habop npas JocTyna,
KOTOpPbIA Ha3Ha4YaeTCs NONb30BaTEN, B pe3ynbraTte Yero OH noslydaeT NofiHOMOYUS Ha Bbl-
MOJNTHEHNE KOHKPETHbIX AENCTBWI, 3a4aHHbIX B NapameTpax ponu. Poneeasi Mmogenb no3sonser
peanu3oBatb rmbkvMe npasuna pasrpaHM4YeHns gocTtyna.

Mpn yctaHoBKe «MexceTeBon akpaH Solar» co3galtTcs ponu CUCTEMHbIE PONnK, KOTopble
pasfeneHbl Ha KaTeropuu:

1. MpuBunernpoBaHHble NONbL30BATENN:

o Cynepa,qMMHMCTpaTop — npenocrtaBndeTr MakCuMMalibHble npaBa AO0CTyrna KO BCEM
pasgenam n gaHHbIM CUCTEMBbI. Mo YMOIN4YaHUIO porib Ha3Ha4YeHa nonb3oBaTternto admin.

o MNonb3oBaTtenb root — npegoctaBnseT nonHble npasa goctyna Kk CLI «Mexceteson
3KpaH Solary. Mo ymonyaHuio porb Ha3HavyeHa nosnb3oBaTento root.
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Monb3oBatenb dozor — npegoctasnseT npasa goctyna k CLI «MexceTteBon akpaH
Solar». [No ymonyaHuio ponb HasHayeHa nonb3oBartento dozor.

LTaTHble Nnonb3oBaTenu:

CucteMHbIN agMUHUCTPATOP — NpefocTaBnsaeT 4OCTYN K pasgeny Cucrema (NonHbIN
aoctyn) n k pasgeny NMonb3oBaTtenu (MPOCMOTP, CO3AaHNE U peaaKTUPOBAHUE YHETHLIX
3anuncen norb3osartenen).

AnMuHucTpaTop 6e3onacHOCTU — NPeoCTaBNAET NOMHbIV AOCTYN KO BCeM pasaenam,
kpoMe pasgena Cuctema. Pasgen Monb3oBaTenu 4OCTYNeH ANs NpocMoTpa, Co3aaHus
N penakTMpPOBaHMSA U Ha3Ha4YeHWsl ponen.

AyauTtop — npenocTasnsieT npaea ToNbKO Ha NPOCMOTP BCEX pa3ferioB U 0ObLeKToB
CUCTEMBI.

MpumeyaHue

CucmemHsble poru yaanumb usnu ompeOaKmupoeamb HEeB803MOXXHO.

«MexceTteBon 3KpaH Solar» no3sonser HacTpanBaTb pONeByr Moaerb C NMOMOLLLIO Pa3fiMyHbIX
onepau,mﬁ C ponamMun: MOXHO C03ﬂ,aBaTb/peﬂ,aKTMpOBaTb ponun, 3agaBad npaBa OOCTyna K
OaHHbIM N1 pasaenam MHTepd)eVlca CUCTEMbI, N Ha3Ha4YaTb 3TU POJI NONIb30BATENIAM. Takxke
ponn MOXHO yaoanunuTtb Unm cKkonmpoBaTtb.

,D,J'IFI ynpasneHua porndamum npegHasHavyeH pasaern Monb3oBatenu > Ponu.

182



&% Solar NGFW
Mpasa focTyna / Ponb "McnbiTaTeNbHbii CPOK”
¥ PO
CoxpannTs Vganute

&} ApmmMHMCcTpaTOp 6e3omacHocT

% Ayaurop Hassakme pon ViCnbiTaTenbHbii Cpok

©  CMCTeMHbIA AMUHMCTPATO)
] - parop KOMMeHTapuii BBe/VITE KOMMEHTapU7

&} CynepapgmmHMcTpaTO|
“a Cynepap parop Monb3oBatenn

£ WcnbiTaTenbHbii CPoK Tpynnei LDAP

& TOMb30BATENMN
JLOCTYN K AaHHbIM

& admin
Paspewws focTyn

5 TPYNNbI LDAP

& VBarios Viean Msarosu x | & Cuaopos Metp Cepreesiy

Jl0CTyN K 3aNM1CaM JKypHanos

Paspewnts npocmotp 3anuceit (@ Cvctemubix ¥ OunbTpaumMm @ Gesonactocn

[locTyn Kk pasgenam uTepcerica
o
Pabouwii cTon ¥ MNpocmotp
Noce ¥ Npocmotp ¥ Monuoiii
NonuTvka @ nNpocmorp @ Monkbiit
Cratucruka @ Mpocmotp @ Monnwii
Cetb @ nipocmorp @ Monneiii

MpepoTepatlerme BTOpXeH @ NpocmoTp

Puc. 8.2. Pa3spgen «lMonb3oBatenu > Ponu»
8.1.1. 3agaHue poneBou Mmoaenu gocrtyna
8.1.1.1. Co3paHue, pegakTupoBaHue 1 yaaneHue ponemn

I'IpM Hann4nm cCoOOTBETCTBYHOLLMX NPaB AO0CTyNa MOXXHO CO34aBaTth, peaakTupoBaTb, KONMMPOBATb
nnn yoandaTtb ponu.

[nsa cosgaHus ponu:

I B pasgene Nonb3oBaTtenu B 6rioke Ponu HaxmuTe . (Puc.8.3).

2. Ykaxute Ha3BaHue HoBow ponu (He 6onee 100 cumBonos).
3. Haxmute kHonky Co3paTth.
4. B cTtpoke Monb3oBaTtenun ykaxute nosrb3oBatenen, KoTopbiM XOTUTE Ha3HauYUTb Posib.

5. B ctpoke 'pynnbi Ldap ykaxute rpynny nonb3osatenen AD, KOTOPOW XOTUTE Ha3Ha4UTb
porb.

6. B 6nokax [locTyn K AaHHbIM 1 [locTyn K pasgenam uHtepdenca sagante Heobxoanmole
npasa AoCTyna K JaHHbIM NEePCOH U pasaenam cuctemsl (nogpobHee cM. pasgen 8.1.1.2).
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Mpume4vaHue

Ecnu e 6riokax Jocmyn k daHHbIM U [Jocmyn k pa3denam uHmepdghelica He 3adaHbl 3Ha4YeHUs],
o ymosn4aHuro 0ocmyrl Ko 8ceM OaHHbIM MEPCOH U pasdesiamMm cucmemMbl 3arpeuleH.

7. HaxmuTe kHonky CoxpaHuUTb.

‘Co3patk ponb Co30aTh NONL30BATENs Npaea pocryna / Hosas pons
Powm \/ Co3nats Ormenuts

8 Agmunuctpatop Ge3onacHocTn

Ha3sanue ponu Hosas ponb
8 Aypurop

KOMMEHTapHii
B Cucremubid agmunmucTpatop

Nonb3osarenn

8 Cynepagmunuctpatop

new

AIMUHIACTPATOp BE30NACHOCTH-KOMK..  § Pa3pewwmTb AOCTYN

MicnBITaTensHbii nepuop,

Kpome
HoBBI COTPYAHMK

Pa6ounii cron @ npocmorp
Jlocbe & lpocmoTp ¥ Nonkbid
MonuTHis @ npocmotp B Nonkwia
Crammciuia @ npocmorp @ nonvuin

Npasa goctyna @ npocmorp @ Co3panve v peakTupoBaKve nofb3osaTenei

@ C030aHue, PEAAKTUPOBAHHE W Ha3HAuEHWE POneR

Cucrema @ npocmorp @ Nonnwi

Puc. 8.3. Paspgen «lMonb3oBaTtenn»: co3gaHue ponu
[na pegaktnpoBaHus BbIGpaHHOW ponu:
1. B pasgene Nonb3oBaTtenun > Ponu BuiGepuTe HEOBXOOUMYIO POSb.

2. OTpenakTupyinTe Tpebyemble NnapamMeTpbl. B kapTouke ponv MOXHO NeperMeHoBaTh porsb,
N3MEHWTb CNICOK MNonb3oBaTenem, KOTOpbIM Ha3Ha4YeHa posnb, U/Mnu Habop npae goctyna
K AHHBbIM CUCTEMbI U pasaenamM uHTepdenica.

,D,J'IFI NOUCKa NepCoOHbl MOXXHO BBECTU PUNO, noruH, agpec SJ'IeKTpOHHbIIZ NnoYTbl NI Ha3BaHUe
OOJTXHOCTU. ,D,J'IFI NOWUCKa rpynnbl nonb3oBaTterien BBEAUTE ee Ha3BaHue.

MpumeyaHue

Ymobnbi nepeUmu K Kapmo4ke riofib3oeamersisa (386UCUI’TI om Harsnu4us rpae Oocmyna), HaxXmume
Ha J1l0eUH nonbsoeamenﬂ).

3. Haxxmute kHonky CoxpaHuUTb.

O SOLAR 184



Mpume4vaHue

lMonb3oeameris He MOXem HasHad4ame poriu cebe unu pedakmuposams POsiU, KOmopbie eMy Ha-
3HauYeHbI.

(Co3parts pons Co3pars nons3osarens lpaBa pocryna / ponb *"HOBbi COTPYAHUK"

8 Cucremnbii apmuHncTpaTop : CoxpaHuTb Ynanuts

8 CcynepapmuHucTpatop
Ha3zsanue ponu HoBblit COTPYAHUK
new

KommeHTapuit

AMMHMCTPATOP 6830NaCHOCTH-KOMM...

MNonb3oBarenu mike vazovsky olga antonova

WcnbiTaTenbHbiA nepuop,

. K AaHHbIM
HoBbiiA coTpyaHMK a antonova_sofia

mike_vazovsky

a3PELINTD JOCTYE
NMonb3oBaTtend \/ Pa3spewmtb goctyn

olga_antonova

admin
Kpome

JlocTyn K JaHHBIM

Paspewwrb foctyn

[ Pa3pewnTs JOCTYN KO BceM 06bKeTam

a Q@ 5-1-5-21-348C

& borayesa [flonHa Ce

JlocTyn K p: am uHTepderica Fps ova

& Wnb3at TornokoBMH Ax
Am. W 5-1-5-21-

Pa6ouwi cron

& HeayTentudmumMposarkbiii [fioflb30BaTenb

Jlocke

Puc. 8.4. Paspgen «lMonb3oBaTtenu > Ponu»: pegakTupoBaHue ponu, KapToyka ponu

MpumeyaHue

Ecnu Y norib3oeamersid Hem Oocmyna K KOHermHOlj repcoHe, HO ripu 3mom ecmsb ripasa Oocmyna
ynpaserieHus poramu, makoli Nonb308amersib Moxem co3dasamhb POJ1U C rpasamu docmyna K obbekmam
cucmemsbl, K KOmopbIM OH caM He uMmeem Oocmyna.

Porb MOXHO CKOMMPOBATL M OTPeAaKTUPOBaTh. ATO YAOGHO, ECMY HYXKHO BblAaTh OIMHAKOBbLIE
npaBa JocTyna K pasaenam uHTepdeinica HeCKOmNbKMM Monb3oBaTensM C pasHbIMU NpaBamu
AocTyna K AaHHbIM. [N KONMpoBaHUA POnM B MEHI0 AEWCTBUIA C POrbio BbIGEPUTE MYyHKT
CkonupoBaTb — CKOMMpoBaHHasa porb oTobpasuntcs B pasaene Monb3oBatenu > Ponu.

MpumeyaHue

lMNonb3oeamerib MOXem CKOMuUpo8ams MpPUCBOEHHYH eMy porib. CKornupogaHHas porb He 6ydem emy
HasHayeHa.

O SOLAR 185



Solar NGFW

C03[1aTh ponb C03A3Th NONL30BATENA

PONMA

AAMHUHWUCTpaTOp BezonacHoOCTK

Aynvtop
CUCTEMHbIA aIMUHUCTPATOP

CynepagmWHUCTpaTop

MNONb30BATENA

& admin

Puc. 8.5. Pazpen «lMonb3oBatenu > Ponu»: MeHo AeNCTBUN C POSibIO
Ona ynaneHus BbibpaHHOW ponu:
1. B pasgene NMonb3oBatenu > Ponu Bbibepute HEOOBX0ANMYIO POnb.
2. B kapTo4ke ponu Haxxmnte KHonky Yaanutb (Puc.8.6).
3. B oTKpbIBLWIEMCSH ANanNoroBoOM OKHe NnoaTeBepanTe yaaneHue.

$%  Solar NGFW

CucTeMHble pony Henb3s yaanuTe

WY OTpeaakTMpoBaTh

Coanams pore / Ponb "HoBble coTpyAHMKM

5 POM

® B

% AnmnHmCTpaTop GesonacHocTn

HasBanue ponm HoBble COTPY/HMKM

b}

% Ayavop
KommeHTapwit S —
5 CHCTeMHbIA AAMUHUCTPATOP

n{/

MNonb3osatenu

13

% Cynepapmunuctpatop

£ VcnbiTaTenbHbiii CPOK

®

& HoBbie COTpyAHMKN Paspewwts focTyn

&5 NOJb30BATENN
Kpome

& admin

Paspewnts npocmotp 3anuceii @ Cuctemmbix @ ovnspaumm @ Gesonacroctn

Puc. 8.6. Pazgen «lMonb3oBatenu > Ponux»: ynaneHue ponu
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8.1.1.2. HacTtpowka ponen: HasHa4yeHue npaB gocTyna

B npouecce co3pgaHusa/penaktupoBaHns ponu 3agaetcs Habop npae JoCTyna K AaHHbIM MePCOoH
W pasgenam uHTepdgenca cuctemsl (cM. Puc.8.7). 3tumn npasamu goctyna obnagarot Bce
nonb3oBaTenu, KOTOPbIM Ha3Ha4YeHa porsb.

MoxxHO 3agaBaTb npasa 4ocTyna K:
AaHHbIM NEPCOH U rpynnam nepcoH CUCTEMBI;
pasgenam uHTepdenca cuctemsl (Hanpumep, goctyn K pasgeny NMonurtuka).

YnpaBneHne OOCTyrnoM Ha OcHoBe porien B «MexceTteBown akpaH Solar» npegnonaraert, 4To
Kaxgomy nonb3oBaTento HeobxoAMMo HacTpauBaTb AOCTYN K AaHHbIM NEPCOH, XXypHanam
cobbIT 1 K pasgenam uHtepdernica cnuctemsl. 1o ymonyaHmio gOCTYN K 3TUM CBELEHUAM
OrpaHunyeH.

[ns pa3pelueHunsa ooctyna K 0aHHbIM B KAPTOYKE POIN YKaXKUTE CMMCOK paspeLLeHHbIX NEPCOH
nnum rpynn.

OrpaHquHme AO0CTyna K AaHHbIM NEePCOH Ui rpynnam o3Ha4vaeT, 4TO B CMCTeMe Nonb3oBaTesito
OOCTYynHa I/IHCbOpMaLl,I/ISI TOJIbKO NO TEM nNepCoHaM unu rpynnam, KOTopble yKa3aHbl And Hero
B Ka4eCTBe pa3peLleHHbIX. an/l 3TOM YYUTbIBAKOTCA NpaBa A0CTYyMNa K pasgenam MHTepd)eﬁCa,
KOTOpbIE MMEKTCA Y nonb3oBaTtend B COOTBETCTBUN C €ro POsibio. To ecTb BO BCex pasgenax
MHTepcbeVlca, K KOTOPbIM Y NoJib30BaTend eCtb 40CTYnN, 6y/:|,eT OO0CTynHa VIHCbOpMaU,VISI, KOoTOpasd
KacaeTCda TOJIbKO pa3pelleHHbIX nepCoH Uin rpynmn. Pa3peI.IJeHHbIe NnepCcoHbl UK rpynnbl
MOXXHO HanTn npn NnOMOLUK rMaBHOIo NOUCKa.

MpumeyaHue

Hocmyn Kk daHHbIM NepcoH U epynnam nepcoH credyem yyumsbieamb rpu pabome ¢ omyemamu.
Copopmuposams omyembl MOXHO 10 OaHHLIM pa3pelleHHbIX MePCoH Unu epynr. B cghopmuposaHHOM
omyeme 0518 npocmMompa 0ocmyriHbl OaHHbIe pa3peweHHbIX MePCOH Umu 2pynr.

lMonb3o8amerib ¢ cOOmeemcmeyrwuMu rnpasamu docmyna K pazderry Cmamucmuka Moxem rooe-
JlumbCcsi om4yemom ¢ Opyaum ronb3oeamerieM. Ecnu y nonyyamenss Hem docmyrna HU K 00HOU U3
YyKa3aHHbIX 8 0MYeme epcoH Usu Py, OH roTy4um omyem, HO He CMOXem MPoCMompems OaHHbIE
3anpeuweHHbIX MepPCoH UU pyrr.

JlocTyn K AaHHBIM

Pa3apeLwmTsb JOCTyn

Kpome

Puc. 8.7. bnok «[locTtyn K AaHHbIM» KapTO4KWU ponu

Hanpumep, ecnu y nonb3oBaTens nonHbIM JOCTYN K pasgeny [locbe, HO JOCTYN K OAHHbBIM
OorpaHuYeH ogHoW nepcoHon, B pasgene [locbe OH CMOXET NpocMaTpuBaTb AaHHbIE TONbKO
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3TOM paspelUueHHon nepcoHbl (cM. Puc.8.8). Ecnn paspelueHHas nepcoHa nNpuUHagnexuT K
rpynne, MOXHO Y3HaTb Ha3BaHWe rpynnbl, HO NEPENTU K JaHHOW rpynne Henb3s.

JloCTyn K faHHbIM

lMors3oBaTento paspelueH OCTYN K AaHHsIM
0HOW NEPCOHbI
Paszpewmts foctyn & JlaBbifoe Mupocnas EpodeeBuy x

Kpome

Jloctyn K pasaenam uHtepgeiica

[Monb3osatent UMeeT NonHbIi [4OCTYN k
Y pazpeny uHTepdeiica [locke

Pa6ouwi cton ¥ Mpocmorp
Hocse ¥ Npocmotp & TMonubin

Monnutmkm +Mepcony JNocbe / MNepcoHb!

B pasgene [I,ocn:e nonb3oBaTento JOCTYNHbI TONMbKO

HauHuTe BBOJWTH TeKCT 5 y [aHHbIe paspeLUeHHON NepCoHs!

MpegocTasnex poctyn

@m0
Nepcokbi

Jlasipo8 Mipocrias Epocpeesin

b ¥

Puc. 8.8. NMpumep oTobpaxeHus pasgena [locbe ¢ y4eToM NpaB AOCTYyMNa K 4aHHbIM

MpumeyaHue

Ecnu nonb3oeamernto HazHa4yeHo 0ee poriu, 8 00HOU U3 KOMOpPbIX NNepcoHa pa3peweHa, a 8 dpyaoli
Aocmyrn k OaHHbIM 3moli NepPCcoHkl o2paHuyeH, ocmyr K OaHHbIM MEPCOHbI 3arpPeuleH.

[na HasHa4YeHUst NpaB Ha NPOCMOTP XYpPHar08 cobbimuli B KapTo4ke ponu Belbepute oaHy
UM HECKONbKO KaTeropuit >ypHanos, yCTaHOBMB B cekuuy [locTyn K 3anucsAM XypHana
dbnaxkok pAAOM C Ha3BaHWEM KaTeropuu.

JloCTy N K 3anvCAM XXy PHAMNOB

Pa3pelnTb NPOCMOTP 3anucei v CucTEMHBIX 8 Ounbrpaumm @ Gesonactoctn

Puc. 8.9. Brnok «[JocTyn K 3anucsAM XXypHarnoB» KapTO4YKU ponu

Monb3oBaTtenb MOXET NPOCMOTPETL 3arnncK TONbKO TEX KAaTeropuii XXypHanos, npaBa Ha KOTo-
pble emy BblgaHbl. Bce 4OCTynHbIe 4ns NpocMOoTpa XKypHaribl oToOpaatoTcs B cnncke nnsTpoB
nonsa CepBuc.

[lNa cUCTEMHbIX poreli ¢ NpeaycTaHOBINEHHLIMU HACTPOMKaMK NPEAYCMOTPEHO crieayoLlee
pasgerneHue npae:

o [lpusuneauposaHHble ro/ib308amesiu— BCe XypHarbl COBbITUN;

o CucmeMHbIl aOMuHUCMPamop — CUCTEMHbIE XXypHanbl COObITUN;
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o AdmuHuUcmpamop 6e30rnacHOCMU — CACTEMHBbIE XXypHarbl, XypHanbl dounstpauum n 6es-
ONacHOCTU, CTAaTUCTUKM (OTYETLI pasgena CTaTucTuka);

o Aydumop — CUCTEMHBIE XYypHarbl, XXypHanbl ounsTpauumn 1 6e3onacHocTy.

OnucaHne coaepXMMOro Kakaow KaTeropum >XypHarnoB COObITUIA NpUBEAEHO B AOKYMEHTE
Pykoeodcmeo no ycmaHoeke u HacmpoUKe.

[lna npegocTaBneHus AocTtyna kK pazdenam uHmepgbelica B kKapTouke pornv BelbepuTe pasgenbl

UHTepenca, ¢ KOTOPbIMU MOXHO BbIMOMHATL AerCTBUSA ([oNHbIM OCTYN) UM JOCTYMHbIE
TOnbKo Ans npocmotpa (JocTyn Ha NPocMoTp).

[ocTyn k pasgenam uHTepderica

D BriG|

Pabouuii cton v anCMGTp

Jlocke @ Npocmotp @ Nonuwii
lonutuka v TpocmoTp @ Monkbiii
Crammcrnka ¥ MNpocmoTp @ Nonuwii

lpasa pocryna @ MpocmoTp @ CozaaHMe U PEAAKTMPOBAHME MoNb3oBaTenedi

@ Co3fianve, pEAAKTUPOBAHWE W HAZHAYEHVE PONEi]

HacTpoiiku, y3nbi 1 poni, @ npocmotp @ Moniwia
MOHWTOPUHT

Puc. 8.10. Bnok «[JocTyn K pasgenam uHtepdenca» KapTouku ponu

B Tabn.8.1 npuBeaeHbl cBeaeHna o060 BCeX HAcTpamBaeMbiX MpaBax JOCTyna K pasgenam
MHTepdenca cuctTemsol.

Ta6n. 8.1. NpaBa goctyna K pasgenam uHtepdenca

MpaBa poctyna 3HauyeHus MosicHeHus
PABOYUIA CTON
Hoctyn k pabovemy crtony Mpocmotp Ecnu 3HayeHne He BbIGpaHoO, gocTyn Kk pabovemy

cTony 3anpetyeH. Mpu 3anpeLeHHoM AocTyne Ha
NpOCMOTP Nornb3oBaTeNnb HE CMOXET BUAETb pas-
nen nHtepgeica B cucteme.

AOCbE

[ocTtyn Kk pasgeny MpocmoTp/MonHbIn Ecnun He BbIBpaHO HM O4HOMO 3HAYEHWs1, JOCTYN K
pasgeny 3anpewleH. Bbibop nonHoro pocrtyna
BKITHOYA@ET A0CTyn Ha npocmoTp. lNpwu BeIGOpE A0-
cTyna TOMbKO Ha npocMoTp pasgena [ockbe
nonb3oBartenb OyAeT BUAETb OAHHbIE KPATKMX U
MONHbIX KAPTOYEK NMEPCOH, HO HE CMOXET BbIMOS-
HSITb OEWCTBUS C HUMMN.

Mpumeyvanue:

Ecnn y nonb3oBatensa ectb MOMHbIA JOCTYN K
pasgeny [locbe M ecTb AOCTYN TOMbKO Ha Mpo-
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MpaBa poctyna 3HauyeHus MosicHeHus

cMoTp pasgena Monutuka, oH He CMOXET peaak-
TUPOBAaTb MHCTPYMEHTbI MOSIUTUKM, HO CMOXET Me-
penTy K paspeLleHHbIM Tpynrnam UM KapToykam
NepPCOH M3 NPaBUNa/UCKITIOYEHNS MONMUTUKM.

NOJINTUKA

HocTyn k pasgeny MpocmoTp/MonHbINn Ecnu He BbIOpaHO HY OOHOMO 3HaYeHWs1, JOCTYN K
pasgeny 3anpelieH. Bbibop nonHoro poctyna
BKITKOYAET JOCTYMN Ha NPOCMOTP.

MpumeyvaHwue:

Ecnn Yy nonb3oBartensa ecCTb NOSMHbIN [ocTyn K
pasgeny Monutuka, HO HeT [oCTyna K pasgeny
Jocbe, nonb3oBaTenlb CMOXET pPeaaKkTMpoBaTb
MHCTPYMEHTbI NOJNTUTUKNU, HO HE CMOXeT nepenTn
K paspeLleHHbIM rpynnam nnm K Kaptodkam nepcoH
n3 I'IpaBVIJ'Ia/MCKJ'IIO‘-IeHVIﬂ NONTUTUKN.

CTATUCTUKA

[ocTyn k pasgeny MpocmoTp/MonHbIn Ecnun 3HaueHne He BbIGpaHO, 4OCTYN K pasgeny
3anpeweH. Bbibop nonHoro gocrtyna Bknoyaer
OOCTYN Ha MPoCMOTp.

NMOJIb3OBATESIN

Hoctyn k pasgeny MpocmoTp Ecnu sHayeHue He BblGpaHo, 4OCTYN K pasgeny
3anpeLLeH.

Co3paHue n pegakTupoBaHue nonb3oBaTenemn

[enctBust Hag yyeTHbIMM 3anu- |Co3ganre,  pepaktupoBaHue | Ecnn 3HaueHue He BbIbpaHo, 4OCTYN K AeNCTBUAM
CsIMU norb3oBaTtenemn nonb3oBarenemn Haj y4eTHbIMK 3anncsaMu nonb3oBarenen (cosna-
HWe, pedakTUpoBaHMe, yoaneHue) 3anpeLleH.

CosaaHue, peaakTMpoBaHUe U Ha3Ha4YeHue pornemn

ﬂ,OCTyI’I K ynpasrneHuto npaesa- CospgaHue, penaktnpoBaHue u|Ecnu He Bbl6paH0 HW OOHOIo 3Ha4YeHud, OoCTyn K

MU Ha3Ha4eHwe poren ynpaBneHuto npaBamn (Co3gaHune, peaaktmpoBsa-
HWe, NpefocTaBrieHre 1 OT3bIB NpaB AoCcTyna) 3a-
npeLleH.

CUCTEMA

[ocTyn k pasgeny MpocmoTp/MonHbIn Ecnun He BbIGpaHO HM OQHOMO 3HAYEHWs1, JOCTYN K

pasgeny 3anpeweH. Beibop nomHoro pgoctyna
BKITHO4AET AOCTYM Ha NPOCMOTP.

Ecnu B HacTporikax KapTo4ku posin paspeLueH o-
CTYN K KakoW-nnbo kaTeropuu xypHana cobbITui,
HO 3anpeLleH K pasgeny Cuctema. XXypHarnbl go-
CTyna ByayT Toxe HedoCTYMNHbI Ans NpocMoTpa

B «MexceTteBoi akpaH Solar» npeaycMOTPeHO ynpasneHne y4eTHbIMK 3anucamu (Y3) nonb-
3oBaTene CUCTEMBI.

Mpwn yctaHoBke «MexceTeBor akpaH Solar» cosgaeTtca yyeTHada 3anuck admin — Y3 nonb3o-
BaTensi C MakcumanbHbIMK MpaBaMyn AOCTyNa KO BCEM pasgenam M aHHbIM cucTeMbl (No
YMOMn4aHuo eMy HasHaveHa pornb CynepagMUHUCTpaTop)
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Mpy HaNMYMM COOTBETCTBYIOLLMX NPaB MOXHO:
e co3gaeath, peaakTUpoBaTh M yaansaTb YYeTHbIe 3anucy Nonb3oBaTtenein CUCTEMBI;
o OnokupoBaTb/pa3bnokMpoBaTh yYETHbLIE 3AMUCHU.

Bce onepauunn ¢ Y3 BbinonHstoTcsa B pasgene MNonb3oBaTtenu > Nonb3oBaTtenu.

p 3

L Solar NGFW

c arens Mpasa goctyna / HoBbiv no/b3oBatesb "ivan_ivanov"
Cnucok nonb3osareneit, Mepeknioyartens Ans
- Co3AaHHbIX B cUCTEME BokupoBKm/pasdnokupoBKkM
@@ " (Coxparuts Ypanuts . Y4eTHas 3anuch aKTueHa @)
y4eTHOW 3anucu nonbsosarens

£ TO/Ib30BATENN

=]
i

a

MNonb3oBarens JoMeHa (]

bl

& admin —
Torux ivan_ivanov

z,

P

[ & ivan_ivanov

Hosble COTpyAHMKY
YueTHas sanvcs nonbsosatens B

& mihaeL ivanov TekyLuel ceccum @ 3231 HoBbii naponb
BbiGpaHHas yueTHas sanucs, Haxas Ha HassaHve ponu, MOXHO
TSP nepeiiTy k ee kapTouke (saBvcuT
OT Hanuus Npae AocTyna)

HeaxnsHas
(3abnokuposaHHas) yueTHas
3anucs norns3osatens

[

®

Puc. 8.11. Pasgen «lMonb3oBaTtenu > Nonb3oBaTtenu»
8.2.2. Co3aaHue y4yeTHOM 3anMcu nonb3oBaTtens

B «MexceTeBoii akpaH Solar» MOXXHO opraHn3oBaThb pasHble cnocobbl Bxoda B cuctemy. [ns
nonb3oBaTeniert MOXXHO co3daBaTh ABa TUMa YYETHbIX 3anncen:

o JlokanbHas — C 1CMOMb30BaHMEM MOMMHA M Napons Nofb3oBaTerns, y4eTHas 3anmncb KoTo-
pOro CyLLECTBYET B CUCTEME.

o JlomeHHas — C UCNOMNb30BaHMEM AaHHbIX YYETHOW 3anucy NOrb30oBaTens, NonyYeHHbIX
n3 Active Directory (AD). B atom cnyyae BBOAUTb JIOMMH M Naposfb Npu BXo4e B CUCTEMY
He TpebyeTcs.

MpumeyvaHue

JloeuH Onsi doMeHHOU y4emHoU 3arucu, yka3aHHbil 8 cucmeme 8pyyHyto, Qo/mKeH cogrnadamp C CO-
omeemcmayouuM OOMEHHbLIM 102UuHOM 8 AD.

[nsa opzaHusayuu domeHHO20 docmyra 3adalime coomeemcemeyrowue napamempsl 8 Hacmpoulikax
cucmemel (bornee nodpobHoO cMm. 8 doKyMeHme «Pykoeodcmeo Mo ycmaHOo8Ke U HacmpouUKe»).

[na co3gaHms nokanbHOW y4yeTHon 3anucu (Y3) nonb3oBaTtens:
1. B pasgene Nonb3oBaTenun HaxxmuTe KHOMKy Co3pgaTb Nnonb3oBaTens.
2. CHumuTe hnaxok NMonb3oBaTenb AOMeHa.

3. Ykasaxwute nwvs (JlloruH) n napons (Maponk) nons3osatens Ansa sxoga B cuctemy (Puc.8.12).
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Mpume4vaHue

JloeuH mMoxem codepxxamb MOSIbLKO CUMBOJSIbI JTaMUHCKO20 arnichasuma 8 HUXXKHeM peaucmpe,
apabcekue yugpbl U cryxebHble CUMBOIbI: «_», «-», «.». Jonycmumasi OriuHa ro2uHa rnosb306a-
meJsiss — om mpex 0o cma cumeosio8. JIoauH OomKeH Ha4uHambCs U 3akaH4yugambcsi bykeol sramu-
HuUbI unu yugpod.

ﬂaporlb MoxXKem Codep)Kamb CUMBO0J1bl JTamUHCKO20 and)aeuma 8 8epPXHeM uru HUXXHeM pesucmpe,
apabckue yugpbl U CrlyebHble CUMBOSIbI: «~», «I», «@», «#», «$», «%», «™», «&». «*», «(», «)»,
«tn, €-», «=», « », «'», «_», «/», «|», «"». Jonycmumas dnuHa rnaporss —om wecmu 0o 0seHadyamu
CUMBO0J108.

4. Haxmunte kHornky Co3paThb.
5. MNpun Heo6xoaMMOCTM Ha3Ha4ybTe NOrb30BaTENIO OAHY UMM HECKOITLKO PONnen.
6. Haxxmute kHonky CoxpaHuTb.

£%  Solar NGFW

Co3pars pons (Co3pars nonb3osarens Mpaga foctyna / HoBbil Nonb3oBaTens

B

¥ PO Cospate OtmenuTb

@

&5 MONb30BATENN Monb3oBarens AomeHa (]

bl

& admin
TNorus julia_sinizina

,

Ponu VICbITaTeNbHbIA CROK
& ivan_ivanov

L

© mihael_ivanov Napons

®

TlosTop napons

Puc. 8.12. Pazpen «lMonb3oBaTtenu»: co3gaHue nokanbHon Y3 nonb3oBaTens
[ns cosgaHna JOMeHHOW YYETHOM 3annucy Nonb3oBaTens:
1. B cTpykTYype pa3gena Nonb3oBaTtenu HaxmuTe kHonky Co3paTb Nonb3oBaTens.
2. Ykaxute ums (JlormH) nons3oBaTens Ans Bxoda B cuctemMy (Puc.8.12).

BHumaHue!

JlomeHHbIl no2uH nonb3oeamerisi, ykasaHHbIU 8 Y3 nonb3oeamerns 8 «Mexxcemeegol 3kpaH Solary,
dormkeH cosrnadamb ¢ coomeemcmeyrowuM OOMeHHbIM ST02uHOM, codepxawumes 8 AD. VHadve
rosib3o8amersib He CMoXKem 8olimu 8 cucmemy.

3. Haxxmute kHonky Co3pathb.

4. Tpn HeoBXo0ANMOCTIN Ha3Ha4bTe NONb30BaTENO OA4HY MK HecKonbko ponen (Puc.8.13).
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5. Haxxmute kHonky CoxpaHuUTb.

<
&% solar NGFW
[or—— Co3pars nonb3osatens Mpasa goctyna / HoBbli Nonb3oBaTens

5 POIN Cospams Ormenus.

&5 MONb30BATENN Tonb3oBatens omeHa v

& admin
Jlorun admin_2

AnmuHmcTpaTtop Ge3onacHocTn

© ivan_ivanov

& julia_sinizina

& mihaelivanov

Puc. 8.13. Paspgen «lMonb3oBaTenu»: co3gaHme goMmeHHon Y3 nonb3oBaTens
8.2.3. PepaktupoBaHue y4eTHOMW 3anucu nonb3oBaTens
[lns pegakTupoBaHus nokanbHOM yY4ETHOW 3anmMcK nosib3oBaTens:
1. B pasgene Nonb3oBaTtenu > NMonb3oBaTenu BbiGepuTe y4ETHYIO 3anMCb NOnb3oBaTens.

2. OTpepaktupyinte Heobxogmmble napameTpbl (Puc.8.14). B kapTouke nonb3oBaTens MOXHO
N3MEHUTb CMIUCOK POosien, Ha3Ha4YeHHbIX BblIGpaHHOMY nornb3oBaTento, BelbpaTtb Apyron Tun
Y3, a Takke 3a4aTb HOBbIM Naposb 4S8 NTOKanbHOM YYETHOW 3anncuy.

MpumeyaHue

Lns ebibopa/ommeHsl 8bibopa poriu 8 PpacKpbI8aroU,EMCS CrILUCKe HaXxmume mpebyemyro CmpoKy.

Lnsa nepexoda K Kapmao4Ke poJ/iu HaxXmMmume ee Ha3eaHue (386UCUITI om Haliu4dus ripae aocmyna).

3. Haxxmute kHonky CoxpaHuUTb.

MpumeyaHue

Monb3oeamersib He MOXem ompedakmuposamb y4emHyto 3anucb, Komopasi Ucrosib3yemcsi um Onsi
asmopusayuu e cucmeme 8 mekyuieli ceccuu.
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$%  Solar NGFW

2

Coagats pore CospaTs nonb3osaTens pa a / Hoebii non:

g PO CoxpanuTs, Yanms VueTHan 3anuch aKTMeHa Q@)

ah

5 0/Ib30BATENIN Nonb3oBatens fomeHa [ ]

bl

& admin B R
Jloru ivan_ivanov

nﬂ

& admin_2

Hosbie cotpyaruku < [l

ABMYHVCTpaTOP Ge3onacHocTu

i)

©& ivan_ivanov Ayautop

CHCTEMHbI AAMUHICTPATOP

®

© julia_sinizina
CynepagmuHiCTpaTop

& mihael ivanov VicnbiTaTenbHbIA CpoK

HoBble cOTpyAHNKM

Puc. 8.14. Pazpen «lMonb3oBatenu > Monb3oBaTenny: pegaktupoBaHue fokanbHon Y3
nonb3oBaTterssi, KApPTo4YKa Nnorb3oBaTens

YT06bl M3MEHUTHL TUMN YYETHOW 3anmncu nonb3oBaTens, B ero kapToyke yCTaHOBUTE/CHUMUTE
dnaxok NMonb3oBaTtenb AOMeHa.

BHumaHue!

lpu usmeHeHuu muna Y3 ¢ nokanbHOU Ha OOMEHHYH JT02UH rosib308amerisi O0MKeH coernadame ¢
coomeemcmaytouumM OOMeHHbIM JI02UHOM, codepxkaujumesi 8 AD. MIHaqe nonb3oeamerib He CMOXem
solimu 8 cucmemy.

[nsa nokanbHOW y4eTHOW 3anncu MOXHO 3aaTb HOBbIM MNaposb. [1n1s 3Toro yctaHoBUTE (PriaXkok
3apaTb HOBbINM Naponb, a 3ateM B nonsx Maponb 1 MoBTOp Napons ykaXxuTe HOBLIV Naposb
Ans yyetHoun 3anncu (Puc.8.15).

Mpaga poctyna / nonb3oBatens "mike_vazovsky"
CoXpaHuTh YOanuTb YUeTHasA 3anuch aKTMBH (i

Monb3oBaTens AoMeHa .

Noruu mike_vazovsky

Mapons

MNosTOp Napons

Puc. 8.15. Pazgen «lMonb3oBatenu > [Nonb3oBaTenu»: cMeHa napons fiokanbHoun Y3 nonb3oBartensi
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8.2.4. bnokupoBka/pa3bnokMpoBKa y4eTHOM 3anMcum nonb3oBaTens

Cuctema npefocrtaBnser BO3MOXHOCTb 3abnokupoBaTh/pasbriokMpoBaTh YYETHYH 3anucb
(Y3) koHkpeTHOro nomnb3osarens. [Nonb3oBaTenb ¢ 3abrOKMPOBAHHOW YYETHOW 3anuChbio He
CMOXET BOWTU B CUCTEMY.

[ns 6nokmpoBkn/pa3bnokMpoBKN y4ETHON 3anucu nonb3osartens B pasgene MNonb3oBarenu
> MNMonb3oBaTenu OTKPoOWTe KapTouKy Y3 nonb3oBartens u ycTaHoBUTE CrneuuarnbHbii nepe-
kntovaTens B Tpebyemoe nonoxexve (Puc.8.16).

MpumeyaHue

Cmamyc Y3 (akmueHa/3abrokupogaHa) ompaxaemcsi 8 Criucke rnosib3ogamerned.

o~
& Solar NGFW
Co3pats pone. Co3pate nonb3osaTens Npasa poctyna / HoBbii nonb3oBatens "ivan.

g POm Coxpanvms Yanwms YueTHas 3anvco aKTueHa Q@)

& MO/b30BATENN e e s TepekniounTens Ans

BriokvpoBKw/pasbrokMpoBKM
¥3ne Tens
& admin HeakmeHas (sabnokviposanHas) — 3 nonb3osatens
Y3 nonwsosarens ivan_ivanov

w,

& admin_2

HoBble COTpYAHMKY

]

& ivan_ivanov @ 3apats Hobif naponb

S julia_sinizina
Bbibpatras Y3 nonbsosatens
) mihael ivanov
AxtvsHas Y3
nonsosatens

Puc. 8.16. Pazgen «Monb3oBaTtenu > [Monb3oBaTtenuy»: 6riokMpoBKa/pa3énokupoBka Y3
nonb3oBarens

®

8.2.5. YpaneHue y4yeTHOM 3anMcu nonb3oBaTens
[na ynaneHns y4eTHOW 3anncu nonb3osaTens:

1. B pasgene Monb3oBatenu > Monb3oBaTenu OTKPonTe KapTouKy Y3 nonb3oBartens u Ha-
XMUTe KHoMky YaanuTb (Puc.8.6).

2. B oTKpbIBLLEMCS ANANOroBOM OKHE NOATBEPAUTE yaaneHue.
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2% solar NGFW
(Co3pats ponb.
5 POIM
26 MO/b30BATENN

& admin

z,

& admin_2

P

it

& ivan_ivanov

®

& julia_sinizina

©& mihael_ivanov

Co3gats nons3osatens

Mpaga poctyna / HoBblii Nofib3oBaTens "ivan_ivanov"

Coxparums Vaanuts

Monb30Barenb JoMeHa

Norud

VueTHan 3anuce akveHa @)

ivan_ivanov

Hosble coTpyAHUKY

@ 3apars HoBbI Naponb

Puc. 8.17. Paspen «lonb3oBatenu > Monb3oBaTenu»: yaaneHue Y3 nonb3oBaTens

8.3. LDAP onepauuu ¢ AOMEHHbIMU rpynnamm

Pasgen NMonb3oBaTtenu > Npynnel LDAP nossonsiet ynpaensTbe AOMEHHbIMKU rpynnamu AD
1 cBA3bIBaTb UX C rpynnamy 6e3onacHoCcTu.

YTtobbl cosagatb rpynny LDAP:

1

" Haxkmute .

2. B none HasaHue 3anonHnTe Npon3BosibHOE HasBaHue rpynnbl.

MpumeyaHue

HaseaHue moxem codepxxamb MOMbKO CUMB0JIbI TamUHCKO20 anighaguma 8 HUXHEM peaucmpe,
apabckue UuUgpb! U CriyXebHble CUMBOITbI: «_», «-», «.». OHO OO/HKHO Ha4UHaMbCSl U 3aKaH4YU8ambCsl
bykeol namuHuubl unu yugpod. Jonycmumasi dnuHa Ha3eaHusi — om mpex 00 cma CUMB0JIO08.

3. B none N'pynna B LDAP ykaxuTe napametpsl rpynnbl n3 LDAP (AD). B kadecTBe 3Ha4eHus
npuHumaetca DN (otnuuntensHoe nmsa). Hanpumep, CN=Security Admins, OU=Company
Users,DC=users,DC=domain,DC=local.

MpumeyaHue

Ipynna LDAP domxHa siensmbcs ampubymom memberOf y nonb3oeamerns AD (He domkHa 6bimb
nepsuyHol 0115 Heeo).

B kayecmee napamempa pynna e LDAP dormxeH 6bimb ykasaH nosHbeil nyms LDAP k epynne,

8 KOmopyro 8xo0um ronb308amerib.

4. B none Ponu BbIGepuTe JOCTYMHbIE rpynnbl 6€30NacHOCTH, ANS KOTOPbIX YCTAHOBIEH Ne-
peyeHb ponen.
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5. HaxmuTte Cospartb. Co3gaHHas rpynna byget otobpaxaTbCa B packpbiBalOLLEMCS CNUCKE
Mpynnbi LDAP.

MpumeyvaHue

lNocrne dobaesneHusi HOB020 Mob308amMerisi 8 epyry 05 e2o aymeHmucghukayuu Heobxo0umo rmodo-
XO0amb rnpumepHO 5-10 MuHym.

Mpasa pocryna / Hosas rpynna LDAP

Co3zpats OTMEHWUTL

HazBanue group

Ipynna B LDAP CN=Security Admins, OU=Company Users, DC=users, D(=domain,DC=local

Puc. 8.18. Cozpganue rpynnbl LDAP

,D,J'ISI BKJTHOMEHUS/BLIKITIOMEHMS rpynnbl B NpaBoOM BEPXHEM Yy I/ICI'IOJ'Ib3yIZTe onuuio Y4yeTHble
3anucu rpynnbl aKTUBHbI.

8.4. Boigaya/oT3bIB npaB gocrtyna

,D,J'IFI Bblda4n npae AOCTYyMNMa KOHKPETHOMY MOJib30BaTESli0 Ha3Ha4YbTe €My KOHKPETHYH pPOJib
(D,J'IFI OT3biBa Nnpae AOCTYyMa — yoalinmte KOHKpETHOe HaSHa‘-IeHVIe). OTO MOXHO caenaTtb Kak B
KapTo4Ke noJjib3oBaTerid, Tak U B KapTO4Ke pOorsin.

HacTtpoiika B KapTouke nonb3oBaTens

[aHHas HacTpoiika yaobHa, ecnu TpebyeTcs HasHauYMTb OAHOMY MONb30BaTEN0 HECKOMBbKO
onpeaeneHHbIX ponei unm oto3eaTb pasHble HAbopkl NpaB AOCTyna Yy O4HOMO Nosib3oBaTenNs.

[ns atoro:

1. B pasgene NMonb3oBaTtenu > Monb3oBaTenu BbiGepuTe YYETHYH 3aMUCh HY>KHOTO MONb30-
BaTens.

2. 3apanTte Tpe6yeMb|e ponun, HaxaB Ha COOTBETCTBYOLWMNE 3Ha4YEeHNA U3 paCKpbliBaroLLErocs
Crnucka.

3. Haxxmute kHonky CoxpaHuUTb.

MpumeyaHue

Umobbl nepelimu K KapmoyKe posiu, HaXXMUIME CChISIKY C ee Ha3eaHUueM (pu Haau4yuu coomeemcmeay-
rowux rpas).
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£ Solar NGFW

Coanare pone Cosgars nons3osatens Npasa focTyna / HoBbilt No/b30BaTeNb "ivan_ivanov®

5 POIU OXpaHyTL ny YueTHas 3anuch akTueHa @

& TIOb30BATENN Mlons3ogarens Aovena s

& admin
Torun ivan_ivanov

& admin_2

HoBble coTpyAuiy x | WcnbiTaTenbHeIn cpok

AQMUHVCTpaTOp Ge30nacHoCTi
& ivan_ivanov AyavTop
— CHICTeMHbIM aAMUHNCTPATOP
o e CynepaavuHuCcTpaTop

© mihael_ivanov WcnbiTatensHbli cpok

HoBble coTpyaHmKH

Puc. 8.19. Pasgen «lonb3oBatenu > MNonb3oBaTenuy: Bbiga4ya/oT3biB HECKONbKMX HAOOPOB NpaB
JocTyna nosib3oBaTeso

HacTtpoika B kapTouke ponu

[aHHas HacTpoiika yaobHa npu HeobxoaAMMOCTM Bblgaym NpasB AOCTYNa HECKOMbKUM MOfb30-
BaTENAM WM OT3blBa NpaB A4OCTyna Yy HECKOSbKMX Nonb3oBaTenel 04AHOBPEMEHHO.

[ns atoro:
1. B pasgene Nonb3oBaTenu > Ponu BeibepuTte TpebyemMyto porsib.

2. YkaxuTe HYXHbIX nonb3oBaTternen, Haxas Ha COOTBETCTBYHOLLIME 3HA4YEHNA N3 paCKpbiBato-
Lerocs cnmcka.

3. Haxxmute kHonky CoxpaHuUTb.

MpumeyaHue

Umobbi nepelimu kK KapmouKe nosib308amerisi, HaXXMUIME CCbIIKY C €20 JI02UHOM (Mpu Hau4uu coom-
eemcmeyroujux rpas).
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Solar NGFW

Cosgams pons Cospamenomesosarens  [1paBa 10CTyna / Posib "VICnbITaTeNbHbli CPOK"

% PO CoxpaHuT. YpanuTe

AnmunucTpaTop GesonacHocTu

Ha3sarme porm VIcnbITaTenbHbIi CPoK
% Aypurop

KommeHTapuii

JlocTyn K ganHbim

£ CMCTeMHbIF apMUHUCTpaTOp
@ CynepapmuHcTpatop

VicnbITaTensHbif CPOK admin_2

helen_123
HoBbie CoTpy/iHMIM Paspewwmtb 4ocTyn

ivan_ivanov

julia_sinizina
MONb30BATE/IN

Kpome mihael_ivanov

CTYN K 3anmcs

Paspewwrs npocmotp 3anuceit @ Cuctembix @ owbtpaummn @ besonactoctn

Puc. 8.20. Pasgen «lMonb3oBatenu > Ponux»: Bbiaa4ya/oT3bIiB NpaB AOCTyNa HECKOSTbKUM
nonb3oBaTensam
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Pa3paboTunk NpoBOAWT perynsipHble UCCNEAOBaHUSA C LieNblo NoucKa 1 BbISBNEHUS NOATBep-
XOEHHbIX 1 akTyanbHbIX yassumocten (CVE) n cnabocten (CWE), akcnnyaTaums KOTOpbIX
MOXET MPUBECTU K CETEBLIM BTOPXXEHUSAM M MHLIM CETEBLIM atakam. [Ins novcka v BbiiBNeHns
NCMNonb3yTCA:

nHopmaums, norydaemas ot notpebuTenei Nnpodykta u/nnm CTOPOHHNX OpraHU3aLmi;
pe3ynsTaThl paboThl NPOrpaMMHbIX U/UNM NPOrpaMMHO-annapaTHbIX CKAHEPOB YS3BUMOCTEN;

OTKpPbITbIE NUCTOYHUKM MHdbopMmaumm (B nepsyto ovepenb 1Y $CTIK Poccum (bdu.fstec.ru),

a Takke cve.mitre.org, nvd.nist.gov, mitre.ptsecurity.com, rapid7.com/db, xakep.ru,
securitylab.ru n gpyrue).

Mpwv BbIABNEHUN HOBbLIX YSI3BUMOCTEN U/unu crnabocTen, MHopMaumm 0 KOTopbix HET B BY
OCT3IK Poccum, paspaboTtymnk HesameanuTenbHoO, B TedeHne 24 4acos, nepeaaeTt Hpopmaumo
Bo ®CTIK Poccun.

Mpw BbISBNEHWNM HOBbIX YSI3BUMOCTEN U/Unun cnabocTen, KOTopble He 3aKpbIBAlOTCA TEKYLLEn
BPIM COB, pa3paboturk npoBoaUT paboThl, HanpaeBneHHble Ha MaeHTUMKaumo, knaccndm-
Kauuio U cocTaBneHue onucaHmi 1 cueHapueB HOBLIX TUMOB Yrpo3, CETEBbLIX BTOPXKEHUN U
WHbIX aTak. BbinonHsaeTca nccnegoBaHve NoBeAeHYECKNX XapakTePUCTMK HOBbIX TUMOB Yrpo3
B YacTu NpOBeAEHUSI TECTOBbIX aTak M BTOPXXEHWUI, a Takke npeaBapuTensHoe hopMmmnpoBaHmne
peluaroLLmx npaBus (CUrHaTyp), HanpaeneHHbIX Ha NPOTMBOAENCTBUE HOBLIM TUMaMm yrpoa. o
pesynesratamMm UccrneaoBaHUs HOBbIX Yrpo3, MPOM3BoOAUTCA hOPMUPOBAHNE NX NOBEOEHYECKMX
NPU3HAaKOB, OLIeHKa aKTyasrlbHOCTU HOBbLIX TUMOB Yrpo3, a TakKe OLeHKa BO3MOXHOCTU U Tpyado-
€MKOCTW CO30aHUsA peLLatoLLmMx npasun Ang HenTpanusauum COOTBETCTBYHOLLMX HOBbIX TUMNOB

yrpos.

Ecnu Ha cosnaHne, TecTupoBaHue 1 OTNaaKy pellatoLmx npasun Tpebyetca bonee 24 yacos,
TO pa3paboTymk Ha ouumnanbsHOM cante n/vnu B JInuHom kabmHeTe MHOPMaLMOHHON Be3-
onacHocTu K "Solar" n/wnun cpeacteamy paccbinok Ha 3NEKTPOHHYIO NOYTY He Mo3aHee yka-
3aHHoOro nepwoaa nybnukyet nHdopmaumnio 06 opraHM3auNoHHbIX /MU TEXHUHECKNX KOMMEH-
CUPYIOLLIMX Mepax, KOTOpble NO3BONAT NOTPEOUTENIO CHU3UTL PUCKM SKCNITyaTauum HOBbIX TUMOB
yrpos, a pa3paboTymKy AaayT BpeMS Ha co3aaHne, TeCTMpoBaHue, OTNaaKy v BbiNyCK COOTBET-
CTBYIOLLMX pellatowmx npaswn. Ecnun puckn akcnnyatauum HOBbIX TUMOB YrpO3 C MOMOLLbIO
NPUMEHEHNS KOMMEHCUPYIOLLNX MEpP HE CHMKAKTCA 40 NPUEMIIEMOrO YPOBHS, TO pa3paboTymk
Hes3amMeanuMTeNbHO N rapaHTUpOBaHHO coobwaetr 06 atom Bcem notpedutensm n GCTOK
Poccun. MoTtpebutenn npekpaliatoT NnpMMeHeHne NpoaykTa Ao Bbinycka ob6HoBneHun BPT1
COB, koTOpO€e HeENTpanuayeT HOBbIV TUN Yrpo3.

dukcnpoBaHmne hakta 06HAPYKEHUST HOBbIX TUMOB YrpO3 NPON3BOAMTCA B cneumansHon 6ase
AaHHbIX. Pa3paboTumk oTBeYaeT 3a nogaepkaHue ykasaHHOW 6asbl JaHHbIX B aKTyarbHOM
COCTOSIHUM 1 3a CBOEBPEMEHHbIV BbiNyck o6HoeneHun 6PN COB.

Mpoueaypa Bbinycka obHosneHn BPINT COB npepcraBneHa cnegyowmm obpasom:
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https://bdu.fstec.ru/
https://cve.mitre.org/
https://nvd.nist.gov/
https://mitre.ptsecurity.com/ru-RU
https://www.rapid7.com/db/
https://xakep.ru/
https://www.securitylab.ru/

PaspaboTunk mnccnegyetr HoBble TUMbl Yrpo3 C LENblo MAEHTUdUKALUM NOBEAEHYECKNX
NPU3HaKoB, KOTOPbIE MOTYT MCMOMb30BaTbLCA AN CO34aHMA peLLaloLLMX NnpaBun.

PaspaboTunk BLINONHAET cnegyowime AencTBus:
co3flaHne COOTBETCTBYIOLLUX peLlaloLLnX npasust,

TecTupoBaHune paboTocnocobHOCTH, HEraTMBHOrO BNMSHWUS Ha 6e3onacHocTb «MexceTe-
BOM 3KpaH Solar» n appeKTMBHOCTb NPOTUBOLAENCTBUSI COOTBETCTBYIOLLMM TUMNAM yrpos;

OTNagKy COOTBETCTBYHOLLMX PELLAOLLMX NpaBuI (BbIMOHAETCA NPY NOSIBIIEHUN KpUTUYE-
CKMX OLLUMOKax BO BpeMsI TECTUPOBAHUS).

Paspabotunk BbinonHaet nyonukaumo obHoeneHunsa BPIMN COB. Coctae o6HoBneHus BPI1
COB: dann ¢ kateropusimu curHatyp (HeobsasateneHbin), dann ¢ PN COB B dopmaTte
"RULES" n pann ¢ koHTponbHon cymmon SHA-256 ons danna BPIM COB.

O6Lee Bpems Bbinycka obHoeneHnn BPIM COB nog KpUtn4eckuin ypoBeHb ONacHOCTU HOBbIX
TMMNOB yrpo3 He npesbllWwaeT 1 cyTkM (24 yaca) ¢ MOMeHTa hukcauumn dakta obHapyKeHUus.
O6bLwee Bpems Bbinycka obHoeneHunn BPIMT COB nop 6onee HU3kne ypoBHM OMAacHOCTU HOBLIX
TMMOB Yrpo3 He NpeBbIWAaeT 7 CYyTOK C MOMeEHTa hmkcauumn dakta obHapyxeHus.

YBegomrneHue o Bbinycke obHoBneHun EPMN COB ocyLiecTBnAeTca ¢ NOMOLLbIO 3N1EKTPOHHOM
noyThl U NyGnukaumm nHgpopmaumm B JinuHom kabuHeTe nHdpopmaunoHHon 6e3onacHocTu.

Mocne ycnelwHoro TectupoBaHus obHoeneHnst PN COB pa3paboTyumk BINOMHSET NyornmMkauuo
obHoeneHun BPI COB B JlnyHom kabuHeTe MHpopMaLMOHHONM 6e30nacHOCTM, a Takke Mo
APYrMM 0OBEPEHHbIM KaHanam JOCTaBkM OOGHOBReHUn notpebutento. NpuBmMnerMpoBaHHbIv
nonb3oBaTtenb BbinonHAeT obHoBneHne BPIT COB nokanbHO C MCMOMb30BaHMEM AaHHbIX,
npeacTaeneHHbIX B AOKyMeHTaummn «MexceTeBon akpaH Solary.

LienocTHoCTb OGHOBNEHMSA MPOBEPSIETCA NPUBUMIETMPOBAHHBIM NOMb30BAaTENEM BPYYHYIO C
NCMonNb30BaHNEM aHHbIX, MPEACTaBMEHHbIX B IKCMyaTaLMOHHON AoKyMeHTaumm «MexceTeBown
aKpaH Solary .

[ns o6HoeneHnsa BPIN COB Heobxoaumo nmeTb Tpu (hpanna: class.json, nips.rules v hash.txt.
[nsa npoBepkun LENOCTHOCTM hannos HeobBXoaANMO:
[MpoBecTu NpoBepPKY KOHTPOMbHbLIX CYMM ¢haina nips.rules ¢ NOMOLLbLI0 OQHOW N3 YTUMNTBI:
# sha256sum nips.rules > check.txt
#cmp hash.txt check.txt
unu

#diff hash.txt check.txt
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Mpu coBnageHun KOHTPOSbHbIX CYMM, HU OAHA U3 YTUNUT HEe NPeaoCTaBuT pesynbraTt Npo-
BEPKW.

Ecnu uenoctHOCTb (hanna nips.rules 6bina HapyLueHa, To BbiBoA, 6yaeT BbIrMsaaeTb cnegy-
oMM obpasom:

# cmp:

# hash.txt check.txt paznuualorca: 6anT 1, cTtpoka 1
# diff:

#1c1

# < bb690dc48f263965cc628b46e13¢c9d188942465¢c29c5ac88ceabe51b56939791
nips.rules

# > cccbd39a6d84f54ebbba34422ff738903f2e05b7bbd1a1ba3d2e4f4440507998 nips.rules

Mpwu HapyweHun LenocTtHocTn darna BPI COB, npuBmunernpoBaHHbIN Nosib3oBaTenb Hesa-
MeanuTenbHO coobliaeT 06 nHuMaeHTe pas3paboTymnky Yepes TEXHUYECKYO MOOAEPKKY.

B cniyyae ycneLwHoro npoxoxaeHnst npoueaypbl LernoctHocTu obHosneHni BPI COB, npusu-
NernpoBaHHbIM Nnosnb3oBaTtenem ocylecTensietcs obHosneHne BPIM COB ¢ ncnonb3oBaHnem
BeO-mHTepdenca «MexceteBon akpaH Solar». [NpoBepka npuMeHeHUsi 0GHOBMNEHNSA OCyLLe-
CTBIISIETCSA HA OCHOBE Hanuuug 3anucen ob ycnewwHom obHoereHmnn BPIM COB ¢ ucnonb3oBa-
HMEeM cpeacTB MPOCMOTPa AaHHbIX XXypHana ayauTta cobbitun 6esonacHoctn COB B BEG-UH-
Tepdence «MexceTreBon akpaH Solary.

202



«MexceTeBow akpaH Solar» nossonseTr dunsrpoBath Tpaduk no MIME-Tunam nepenasae-
MbIX/Nony4YyaembIx aHHbIX. Takum o6pazomM MOXHO, HanpumMep, YCTaHOBUTL 3anpeT Ha NPOCMOTP
onpefeneHHbIX CETEBLIX PeCcypcoB, 3arpysky ayauo- n suageodannos 1 T. 4. lNpu atom ans
0bpaboTkn MIME-TMNOB MOryT UCMONb30BaTLCS PerynspHble BbipaxeHus. lNoapobHoe onvcaHue
perynspHbIX BblpaxeHui npuseaeHo B pasgerne Mpunoxenue B, A3bik onucaHus peaynsp-
HbIX 8bIpa)KeHudu.

[anee npuBoantca npumep mcnonb3osaHna MIME-Tunoe ans peanusauumn onpegeneHHom
nonuTukmn 6e3onacHOCTM A4OCTyNa k BebG-pecypcam.

HonycTtum, TpebyeTcs 3anpeTuTb COTPyAHUKAM 3arpy3Ky (CkauvMBaHuWe M NPOCMOTP B onepa-
TMBHOM pexume) hannos, cogepkallumx My3blky (ayamo), nsobpaxeHus n/vwnv sugeomarepu-
anbl. [Mpy NonbITke COTPYAHMKOB HapyLWUTb NpaBuna Heob6XxoaMMOo OTKITOHUTL 3anpoc Ha 3a-
rpy3ky dannoB 1 OTNPaBUTb Ha 3NEKTPOHHbBIN agpec agMuUHUCTpaTopa 6e30nacHOCTM yBEAOM-
neHne o HapylieHun npasun. MNpu aTom npegnonaraetcs, 4YTo B «MexceTeBon akpaH Solar»
nmeetca rpynna AGMUHUCTPATOPbI 1 3a[aH CNIMCOK 3NEKTPOHHbIX a4pecoB agMUHUCTPATOPOB.

[na peanusaumm gaHHON NOAUTUKN agMUHUCTpaTopy 6e3onacHOCTM HeOBX0ANMO C MOMOLLBIO
Beb-mHTepdenca «MexceTeBon akpaH Solar» BbIMOMHUTL Crieayrome OENCTBUS:

Cosgatb rpynny nonb3oBatenen (Hanpumep, CoTpyaHukun) n 4obasuTb B Hee Nornb3oBare-
nen, Ans KOTopbiX AOMKHA OblTb 3anpelueHa 3arpy3ka ¢annoB, cogepXalimx My3blKy
(ayamo), nsobpaxeHusi W/unvn smgeomatepuansl.

,uJ'IFI paHee CO30aHHOM rpynnbl nonb3oBarenen co3gaTtb npasuio 3anpeu4e|-||-|b|e AdHHbIe
1 npuy noMoLLM paClUMpPEHHbIX HAaCTPOEeK 3aaaTtb cneayrowme Tunbl d)aIZJ'IOBZ

Ayavo
Buaeo
N3obpaxeHns

BbibpaTb WabnoH cTpaHuubl, KOTOPYH AOSMKEH BUAETL NOMb30BaTENb, HAPYLUMBLUWIA MNONN-
TMKy 6e30nacHOCTW.

BbibpaTb WabnoH yBeaOMMNEHNSs O HApPYLLUEHUN NpaBuIl, KOTOPOE AOMKHO OTNPaBNATLCS
agMUHUCTpaTopy GesonacHocTu.

B gaHHoM wabnoHe yBegomMneHnsa MoryT ObiTb UCMOMb30BaHbl NOACTAHOBOYHbIE CUMBOSIbI,
nogpobHoe onucaHmne KoTopbiX NpuBeaeHo B pasgene Mpunoxernue C., Ucnonb3oeaHue
no9dcmaHO80YHbIX CUME0JIOS.

MNpumeHnTb (OBHOBUTL) MONUTUKY.

,D,J'Iﬂ NpoOBEPKN HOBOW NONUTUKM B6E30MACHOCTM MOXHO I'IOI'IpO6OBaTb 3arpy3nTb V|306pa>|<eHV|e,
ayano- unu Bwp,eocbaﬁn. Ecnu nonutuka BbINONHAETCA KOPPEKTHO, AO0JKHa NoABUTLCA CTpa-
Huhua C COO6LIJ,eHI/IeM O 3arnpeTte 3arpy3ku, a Ha SHeKTpOHHbIVI agpec agaMMHUCTpaTopa Gesonac-
HOCTW OOJTXHO ﬂpI/IIZTVI yBegoMI1eHne 0 HapyLieHUn npaBurl.
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Bonee nogpoGHyo uHdopmaumio o MIME-Tunax MOXHO NpOCMOTpPeTb B [IpusioxeHuu
«CnpasoyHuk MIME-murnoe» gokymeHTa Pykoeodcmeo rio ycmaHOo8Ke U HacmpoukKe.
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OUNBTPbl PecypcoB, KNIOYEBLIX CNOB, TUMOB AaHHbIX, PacLUMPEHWIA U 3arofloBKOB MOryT UC-
nonb3oBaTh 4S5 NOUCKa He TONbKO MOACTPOKU, HO U perynspHble BbipaxeHus. B otnuune ot
NPOCTOM CTPOKM, B PErYNSPHOM BbIPaXXeHUM MOTYT NPUMEHATBLCS AN CPaBHEHMWS crneLmanbHble
cumBonbl: $ A . * + ? []\. Ux elle HasbiBalOT MeTacMMBONamu.

I'IpM MCnosfib3oBaHUN perynAapHbIX Bblpa)KeHMVI He crnefnyert yKa3biBaTb B HUX npo6er|b|, TK. B
no6om crniydae OHM He 6yﬂ,yT Yy4nTbIBaTbCA (B pe3ynbrarte Toro, 4YTo peryndapHblie BblpaXeHund
NPUMEHAIOTCA Nnocne TOKGHVISGLI,I/WI).

Ta6bn. B.1. OnucaHne metracMumMBOsOB

MeTacumBon Ha3Ha4yeHue

. (Touka)

CneumanbHbI 3Hak, KOTOpPbIN CcooTBETCTBYET J'I}060My OAWMHOYHOMY CMMBOIY, 3a UC-
KInro4YeHnem nepeBoaa CTPOKU

* (3Be3pgoyka)

KBaHTUdMKATOP, KOTOPLIN O3HA4aeT, 4To Mpeabiayllee perynsapHoe BbipaXeHue
[OIMKHO BbITb MOBTOPEHO CTOSBKO Pas, CKOMbKO 3TO BO3MOXHO. Hanpumep, BbipaxeHue
.* coOTBETCTBYET NGO NOCNEenoBaTENBHOCTM CUMBOIIOB, HE COAEPXAaLLIEV NepeBoaos
CTPOKM

+ (nntoc) O3sHa4aer, 4YTo CTosLLee nepes HAM BbipaXKeHUe JOMMKHO NOSABUTLCA OAMH unu 6onee
pa3. Hanpumep, BbipaxxeHne bo+m cooteetrcTByeT bom, boom, booom n 1.4
? (Bonpoc) KBaHTUhmkaTop, KOTOPLIN O3HAYAET, YTO NPeAbIAYLLNA CUMBOM UNW BblpaxXeHue (Npu

MCMOMb30BaHNM rPYNMNUPOBKM) AOSHKHO MOSIBUTLCS OOMH pa3 UMW HWU OZHOro pasa.
BoipaxeHue file\.jpe?g 6ynet cootBeTcTBOBaThH CTpokam file.jpg u file.jpeg

() (kpyrnble ckobkm)

Cnyxat ans rpynnupoBKy YacTu perynsipHoro BbipaxeHus. Vicnonb3yetcst Ans Toro,
4TOObI KBAHTUDUKATOP MM CUMBOI MPUMEHSINUCL UMEHHO K 3ToW rpynne. Hanpumep,
atomapHas rpynnuposka a(bc|b|x)cc

[1 (kBapgpaTHble ckobkm)

CnyxaT ansi ykasaHusi Habopa 3HaKkoB, KOTOPbIM MOXET COOTBETCTBOBAaTb CUMBOJI.
Hanpumep, [abcd] cooTtBeTcTBYEeT ntobomy n3 cumeonos a, b, ¢ n d. BeipaxkeHue
[ab]* 6ynet cooTBeTcTBOBaTHL NtOGOM KOMOMHALMY NOAPSA MAYLLMX CUMBOSOB a U b
I'IpOI/I3BOJ'IbHOI7I ONUHbI. Kpome TOro, B ckobkax MOryT 3aaBaTbCA MHTepBanbl. Bbipa-
XeHue [a-zA-Z0-9] cooTBETCTBYET MOOOMY U3 CMMBOJSIOB JTATUHCKOrO andasuTa B
BEPXHEM U HDKHEM PErMCTpe, a Takke nbon aecatnyHom undpe ot 0 oo 9

{} (cpurypHble ckobku)

Cﬂy)KaT Ona yKasaHua KonmnyecTtBa CUMBOJSIOB, KOTOpble CTOAT nepen cKobKaMu.
MoxHo 3agatb MUHUMaribHOe U MakCcumaribHOe KOornmM4yecTtBo CUMMBOJSIOB (Hanpvwlep,
{5;9} onsa gnanasoHa ot 5 o 9).

["1

KoHCTpykuusi, npoTMBononoxHasi npegplaywen. icnonb3yeTcs Ana ykasaHus TOro,
YTO He JOMKHO coaepXaTbCsl B CTpoke. BoipaxeHue [*0-9] cooTBeTCcTBYET NtobomMy
cumBony, kpome undp ot 0 o 9

Cumon gns o6o3HayYeHus Hadana CTPOKM

$ CumBon Ansi 0603Ha4YeHUst KOHLLA CTPOKK. Takum o6pasoM, A$ cooTBETCTBYET NMyCTOM
cTpoke, a AHOMES$ — cTpoke ¢ egmHcTBEHHBIM crioBom HOME
\ BobinonHsieT ABe hyHKLMKN: OTMEHSET AeNCTBME cneLmnanbHbIX CUMBOSOB, MpeBpaLuas

MX B 0ObIYHbIE CUMBOSbI (,ElaHHaﬂ onepauna HasblBaeTCd 3KpaHupoBaHMem CI/IMBOJ'Ia),
1 BBOOAUT OONONMHUTENbHbIE cneunanbHble KOHCTPYKLUNN, TakKne Kak:

\n — NnepeBoa CTPOKY;
\r — Bo3Bpart KapeTku;
\t — Tabynsaums;

\\ — ycTaHoBKa cumeona \ 6e3 PyHKLUM SKPaHNPOBaHNS CMBOIOB

OsHavaeT BbIOOp 0gHOro M3 BapuaHToB. BeipaxkeHne alphalbetajgamma 6yget co-
oTBeTCTBOBaTh Ntobor 13 cTpok alpha, beta 1 gamma
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anIHO)KEHVIe C. Acnonb3oBaHMe NoACTaHOBOYHbLIX CUMBOJSIOB

I'IpM (bOpMI/IpOBaHI/WI LwabnoHoB yBEOOMUTENBbHbLIX CTPAaHUL, MOTYT MCNONMb30BaTbCA NOACTAHO-
BOYHbl€ CMMBOIJbI, pa3MellaemMblie cpean CTaTU4HOro TeKCTta B wabnoHe. Ha atane d)OpMVIpO-
BaHNA KOHKPETHOro yseaomMmneHna nogcrtaHoBOYHbIE CUMBOJ1bI 3aMEHAKTCA pealibHbIMU 3HaA-

YEHNAMN.

Taobn. C.1. OnucaHne noacTaHOBOYHbIX CUMOBOJIOB

CumBon

${CATEGORY}

HasHnauyeHune

OnucaHune cpaboTaBLUMX KaTeropui pecypca

${CATEGORY_TRIGGRED}

OnucaHve KaTeropun, KoTopble coBnanu ¢ ycnoBmeMm npasuna B NOJINTUKE
6e3onacHocTu. NMomumo HOMEpPOB NepeaarTCH TakKe ONMCaHNS KaTeropum.
KaTeropmu B nepeyHe pasgensarTcs 3ansTon

${COMMENT} Tunbl 1 UMEHa COBMNAaBLUNX 3NIEMEHTapPHbIX NPOBEPOK

${CONDITION} Mmsa cpaboTasLuero npasunia NonMTukun

${CONFIRM} MopcTaHOBOYHBIM CMMBOJS1, BMECTO KOTOPOro Ha CTpaHuue oTobpaxaetcs
KHOMKa C Hagnmcbto «confirmy»

${DATATYPE} Tun nepegaBaeMbIxX AaHHbBIX Kak 3anpoca, Tak u oteeta. Npumep: request:
application/x-empty, response: image/jpeg

${DATE} [ata n Bpemsi o6paboTku 3anpoca

${GROUP} WpeHTudpmkatop rpynnel nonb3osatenen «MexceteBon akpaH Solar», K

KOTOPOW NPUHAANEXMNT AaHHbIA NONb30BaTeNb

${IP-ADDRESS}

IP-agpec MaluvHbl, C KOTOPOW NOCTYNUN 3anpoc

${LOGIN} Wmsa yuéTHom 3anmcu nonb3oBatens «MexceTeBow akpaH Solar»

${POLICY} HasBaHue nonuTukm, ncnonb3yemon npu obpaboTke 3anpoca, B none yka-
3bIBAOTCH BCE NPUMEHEHHbIE NMONUTUKM Yepes pasgenutenb «/»

${REALNAME} [aHHble M3 UCTOYHMKa ayTeHTUdUKaLMM, eCnn AaHHble OTCYTCTBYIOT, TO
NOACTABMSAETCA UMSA YY4ETHOW 3anncu

${URL} URL pecypca, 3anpoLleHHOro nofb3oBarenem

Ecnun noactaHoBKka Kakoro-nmbo M3 CMMBOMOB He MOXET ObiTb BbINOMNHEHA, BO3BpaLlaeTcA

3HayeHne OTcyTCTBYET.

Ta6n. C.2. I'Iepequb noaACTaHOBOYHbLIX CUMMBOJIOB AJ1A NOKa3a TeKyLiunx 3Ha4YeHun pacxoga

Tpachmka nonb3oBaTens

CumBon HasHauyeHue

${TRAFFIC_REQUEST_DAY}

Mexopawmn Tpadumk B eHb

${TRAFFIC_REQUEST_DAY_LIMIT}

[onycTnmbin NIUMUT NCxoasLLero Tpaduka B AeHb

${TRAFFIC_REQUEST_HOUR}

Mcxopawmm Tpadumk B Yac

${TRAFFIC_REQUEST_HOUR_LIMIT}

JonycTnmbin nMMUT ncxoasLuero Tpaduvka B Yac

${TRAFFIC_REQUEST_MONTH}

Mexopawmm Tpadumk B mecsl,

${TRAFFIC_REQUEST_MONTH_LIMIT}

[onycTnmbin NIUMUT NCXOAsLLEro Tpaduka B MecsLy

${TRAFFIC_REQUEST_WEEK}

Mcxopawmm Tpadumk B Heaento

${TRAFFIC_REQUEST_WEEK_LIMIT}

[onycTmbin NMMUT UcxoasLuero Tpadvka B Hegento

${TRAFFIC_RESPONSE_DAY}

Bxogawmn Tpaduk B eHb

${TRAFFIC_RESPONSE_DAY_LIMIT}

[JonycTnmbin NnUMUT BXogsLLero Tpaduka B AeHb

${TRAFFIC_RESPONSE_HOUR}

Bxogsawwmn Tpaduk B Yac

${TRAFFIC_RESPONSE_HOUR_LIMIT}

Jonyctnmbin numMuT BxogsLLero Tpadumka B Yac

${TRAFFIC_RESPONSE_MONTH}

Bxogawmn Tpaduk B mecsl,
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CumBon

${TRAFFIC_RESPONSE_MONTH_LIMIT}

Ha3sHayeHue

[onyctnmbin numMuT BXogsLLero Tpadurka B Mecsy,

${TRAFFIC_RESPONSE_WEEK}

Bxopsawmin Tpaduk B Hegento

${TRAFFIC_RESPONSE_WEEK_LIMIT}

[onycTnmbin NnUMUT BXogsLLero Tpaduka B Hegernto
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B aTom npunoxeHum npuBeaeH nepeveHb metogoB HTTP-npoTokona, koTopble NogaepxmBaeT
«MexceTeBom akpaH Solary, n nx onucaHue.

Ta6n. D.1. OnucaHue nogpepxmnBaembix metogoB HTTP-npoTokona

CONNECT [ns ucnonb3oBaHns BMeCTE C MPOKCU-CepBEPaMU, KOTOPbIE MOTYT AMHAMMWYECKM NEPEKITI0YAaTLCA
B TYHHENbHbIN pexum SSL

COPY MpegHasHayeH Ans co3gaHusa Konum pecypca, 3agaHHoro ¢ nomolsio URI. MeTog konupyeT kak
pecypchbl, Tak U KOMmeKumm

DELETE YpansieT ykasaHHbIn pecypc

GET 3anpalumBaeT CoOAepKUMOE YKka3aHHOrO pecypca. 3anpallnmBaeMblii Ppecypc MOXET MPUHMMAaTh
napamMeTpbl (HanpUmep, MOUCKOBasA CUCTEMA MOXET NMPMHUMATL B Ka4eCTBE NapamMmeTpa MCKOMYH
CTPOKY). OHun nepepatwTcs B CTpoke URI (Hanpumep:

http://www.example.net/resource?param1=value1&param2=value2). CornacHo ctaHgapty HTTP,
3anpocbl Tuna GET cunTaloT naemMnoTeHTHbIMU — MHOFOKPaTHOE NMOBTOPEHME OHOrO U TOTO Xe
3anpoca GET pomkHO NpuBOAMTL K OQUHaKOBBIM pe3ynbratam (Mpu ycroBuu, YTO cam pecypce
He M3MEHWICA 3a BpeMs Mexay 3anpocamu). TO NMO3BOMSET KILLIMPOBaTh OTBETHI HA 3anpochl

GET

LOCK MpenHasHayeH ana 6nokMpoBku 4ocTyna nboro Tuna. briokMpoBka BNMSAET U Ha pecypcehbl, U Ha
konnekuun. Ecnm 3abnokmpoBaH pecypc, TO U BCE ero CBOWCTBA TaKke ABMNSAITCA 3a6noknpoBaH-
HbIMU

MKCOL lMpegHasHayeH Ana co3gaHus HOBOW Konmnekuun. B cneaytolem npumepe KNneHT HanpasnsaeT

cepBepy 3anpoc Ha co3gaHue Konnekunn
Iwebdisc/xfiles/

MKCOL /webdisc/xfiles/ HTTP/1.1
Host: www.server.org

B oTBeTe cepBep coobLuaeT, YTO KONMeKkums co3gaHa:

HTTP/1.1 201 Created

MOVE dyHKUMOHUpPYET aHanorm4Ho metogy COPY 3a UCKnoYeHnem Toro, YTo Nocne KONMMpoBaHUSi Pecypc
yaansercs
OPTIONS BosBpaluaet metogsl HT TP, koTopble nogaepxvMBaloTcs cepBepoM. TOT METOS MOXET CNY>XUTb

Ana onpeaeneHnst BO3MOXHOCTEN Be6—cepBepa

PATCH AHanornyeH metogy PUT 3a mncknyeHnem Toro, YTO CYLLHOCTb COAEPXMUT CMMUCOK pasnnyumn
Mexay UCXOAHOW Bepcuen pecypca, naeHTuduymnposaHHoro 3anpawmnsaemsim URL, u cogepxu-
MbIM, KOTOPOE AOIMKHO MMETb pecypc nocrie BbidoBa PATCH

POST Mepenaét nonb3oBartenbckme gaHHble (Hanpumep, 13 HTML-cbopmbl) 3agaHHoMy pecypcey. Ha-
npumep, B 6brorax nocetuteny obbIMHO MOryT BBOOUTbL CBOM KOMMEHTapum K 3anncsam B HTML-
dopmy, nocne yero oHn nepegatorcs cepsepy merogom POST m nomeliaroTcs Ha CTpaHuuy.
Mpu atom nepegaBaemMble AaHHbIE (B NpuMepe ¢ 6noramMmm — TEKCT KOMMEHTapUs) BKITHOYAOTCS
B Teno 3anpoca. B otnnune ot metoga GET, metog POST He cumTaetrcs maemMnoTeHTHbIM, TO
€CTb MHOrOKpaTHOe MOBTOPEHMNE OOHMX U Tex xe 3anpocoB POST MoxeT Bo3Bpallatb pas3Hble
pesynbsTtaThl (Hanpumep, Nocrne KaXaon OTNpaBku KOMMEHTapus ByaeT NosBnNATLCS ogHa Konust
3TOro KOMMEHTapusl)

PROPFIND MpeaHa3HaveH Ana nony4yeHus CBOVCTB pecypca, uaeHTuduLumpoBaHHoro danpatumsaembiv URI.
MeToa MOXHO Mcnonb3oBaTh ANs NONYyYEeHUS CTPYKTYPbI KONMEKUMN Ui AepeBo KaTanoros

PUT 3arpyxaert ykasaHHbI pecypc Ha cepBep
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UNLOCK

MpenHasHayeH onsa cHATUSE BNokupoBKM € pecypca. [ns dopmupoBaHus 3anpoca Tpebyetcs
URI pecypca u 3HaveHue opaquelocktoken cospaHHon paHee 6nokupoBku. [Npumep cHATUA
ONOKMPOBKMU:

UNLOCK /1234 .html HTTP/1.1
Host: www.host.ru
Lock-Token: <opaquelocktoken:e71d4fae-5dec-22d6-fea5-00a0c91e6bed>

OTBeT cepBepa NoKasbIBaET, YTO 6J'IOKl4pOBKa Obina yCneLwHOo CHATa:

HTTP/1.1 204 No Content
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NMpunoxeHune E. MaTtpuua M3O «MexceteBomn 3kpaH Solar»

MaTpuua ceTeBoro 4ocTyna Hy)XHa Ans HaCTPOWMKM ceTeBOro obopynoBaHusa 1 gocTyna k/ns
CeTV NpeanpusTsa Ha MecTe ycTaHOBKM «MexceTeBon akpaH Solar». B Hel oTpaxeHbl peko-
MeHayemble HacTporkn M3 «MexceTeBon akpaH Solar» n kKopnopaTUBHOM CETU.

Tabn. E.1. NepeyveHb ceTemn

CeTb OnucaHue

Cluster int network BHyTpeHHue nogcetn/gmanasoH agpecos/VLAN aons B3anmogencTeums y3noB kractepa

Cluster ext network BHelwwHue nogcetu/gnanasoH agpecos/VLAN ans goctyna k cetn MHTepHet

Trusted networks 3awmiiaeMble BHyTPEHHUE CETU

Admin hosts/net [wnana3oH agpecos/noacets APM agMuHUCTpaTopos

DCs Moacetb/anana3oH agpecos/nepeyeHs y3nos DC

DNS servers MopceTb/ananasoH agpecos/nepedeHb DNS-cepBepoB (MOXET BkMtoYaTh BHeLHNne DNS-
cepBepa)

DMz CermeHT 30Hbl DMZ ¢ ny6nukyembiMu BeG-cepBepamm

SIEM Cuctembl SIEM ans c6opa n 06pabotku xxypHanos B uensx b

Mail servers [NouToBLIN CepBep opraHM3aummn

NTP servers CepBepbl BpEMEHU BHYTPU NEPUMETPA CETU UMW BHELLHUE CEePBEPbI

Internet CeTb NHTEpHET

webCAT server CepBep obHoBneHus 6a3 kateropmsatopa wp-update.rt-solar.ru

Ta6n. E.2. O6wan matpuua goctynoB ana explicit-npokcu

UcTouHumK HasHauyeHue [lpoTtokon u nopt | CocrtosiHue coeanHe- KommeHTapum
Ha3Ha4yeHus HUA
[MonHbIM B3auMHbLIV 4OCTYN
. . . Mexay y3namu knacrepa
Gt Gl ICMP, TCP/AIl, UDP/AIl | NeW: Established, «MexceTesoii akpaH Solar»
network network Related
[ansa obecneyeHns X CBA3HO-
CTU U B3aUMOOENCTBUA
VRRP multicast,
TCP/22, TCP/2269,
TCP/2225, TCP/2226, Mpwv orpaHmMyeHHoOM gocTyne
Cluster int Cluster int TCP/2230, TCP/2278, |New, Established, Mexay y3rnamu knacrepa
network network TCP/5555, TCP/7001, |Related OOMKHbI ObITb OTKPbITHI Cre-
TCP/, 8123, TCP/5434, ayrowime nopbl
TCP/2344, TCP/1010,
TCP/3004, TCP/10051
Ooctyn ana APM u
YCTPOWCTB Nonb3oBaTenen
Trusted Cluster int ICMP, TCP/80, New, Established, $Ceg'/32”2”§'1b'ne Eofg‘:gxi““:“;o_
networks network/vIP TCP/443 Related P . A
CTWN NOKanbHOWU YCTaHOBKU
cepTncmKaToB Nonb3oBarte-
namm)
Cluster int DCs TCP/389, TCP/689,  |New, Established, ﬂgﬁ;ynanKgxiogEjE:Mmﬂo-
network/vIP TCP/3268 Related A P H
[ocbe
Cluster int/ext DNS UDP/53, TCP/53 New, Established, Doctyn kK BHyTpeHHUM DNS-
network/vIP Related cepeepam
Cluster int TCP/514 (onumoHanb- |New, Established,
networkiviP |S/EM Ho), UDP/514 Related B REEL D IEEE B R
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UcTouHumk HasHaueHue [lpoTokon u nopt
Ha3HayeHus

CoctosiHne coeanHe- KommeHTapuu

HUA

CoeanHeHne ¢ NoYToBbIM

Cluster int Mail Server TCP/25 New, Established, CepBepoOM AN OTNpPaBKu OT-
network/vIP Related YETOB N AaHHbIX O KaTeropu-
SIX pecypcoB
Cluster int/ext New, Established, [ocTyn k AaHHBIM O BpeMeHu
networkivip N1+ servers - |UDP/123 Related no NTP
Clusterext | . TCP/80, TCP/443,  [New, Established, g::;{‘wp‘:f“g;‘z?:f; .
network/vIP TCP/21 Related pecyp P
Hble coeguHEHUS)
[ocTyn Kk MHTepdency
Cluster int ICMIENICRI22; New, Established, ynpaBneHus n cnyx6am ons

Admin hosts/net

network/vIP

TCP/8443, TCP/443,
TCP/80

Related

agMWHUCTPUPOBAHWSA/OOCTY-
na B HTepHeT

Cluster ext
network/vIP

webCAT server

TCP/443

New, Established,
Related

[MNopgkntodeHne gns obHoBne-
Hust B[] kaTteropusartopa

JononHutenbHble AOCTYNbI 4NN Y3M0B € porbio PeBepc-npokcu

My6nukyembie TCP- HocTtyn kK ony6nnkoBaHHbIM
nopTbl Ansi . nopTam Ha BHELLUHEM UHTEpP-
Internet Clser e HTTP/HTTPS (B cooT- h e, SHEDETES, doevice peBepc-NpoKcu pas-
network/vIP Related
BETCTBWU C KOHUrypa- [OEnbHO Ansi NPOTOKONOoB
Lner peBepc-npoKcu) HTTP n HTTPS
TCP-noptbl BE6-cepBU-
BTopuuHble coegueHus c
. coB Ha y3nax B DMZ (B .
Cluster int New, Established, BeG-cepBepamu BHyTpY 3a-
DMZ COOTBETCTBUN C KOH(pU-
network/vIP o Related LuLaemoro nepumeTpa ce-
rypauvew peBepc-npok- ™
cu)
V=Tl B0 BEpET OTBETHbIt TpaduK ANst KNK-
Cluster int CelD [ TEMERS B (D15 ([ €HTOB, MOAKIMIOYEHHbIX 3a
DMZ COOTBETCTBUM C KoHcpu- | Established, Related » oA
network/vIP ° npegenamm nepmMmeTpa cetu
rypaumew peBepc-npok-
K peBepc-npoKcu
cu)
Cluster ext New, Established, MNoakntodyeHne onst o6HoBne-

network/vIP

webCAT server

TCP/443

Related

Hus B[] kaTteropu3artopa

[ononHuteneHble OOCTYynNbl 54 y3510B B peXnme npo3pavyHoro

NpoKcK

[MonHbIM B3auMHbLIV 4OCTYN
MeXay ysnamu knacrepa

CAIEHE 7 TS T ICMP, TCP/All, UDP/AIl|NeW- Established, «MexceTeBoii skpaH Solar»
network network Related
ansa obecneyeHns X CBA3HO-
CTV U B3aUMOOENCTBUA
VRRP multicast,
TCP/22, TCP/2269,
TCP/2225, TCP/2226, Mpw orpaHnyeHHOM gocTtyne
Cluster int Cluster int TCP/2230, TCP/2278, |New, Established, Mexay y3namu knacrepa
network network TCP/5555, TCP/7001, |Related OOIMKHbI ObITb OTKPbLITHI Cre-
TCP/, 8123, TCP/5434, ayroLime nopol
TCP/2344, TCP/1010,
TCP/3004, TCP/10051
Trusted Cluster int ICMP, TCP/80, New, Established, (AT () A I 3
networks network/vIP TCP/443 Related YCTPOVCTB nornk3osarenem
(nepBWYHbIE COEANHEHNST)
Cluster int DCs TCP/389, TCP/689,  |New, Established, ﬂgﬁ;yn”n"ﬂ'“g:nggﬂjf:ﬂ”mﬁ“
network/vIP TCP/3268 Related
[ocbe
Cluster int/ext DNS UDP/53, TCP/53 New, Established, Doctyn K BHyTpeHHUM DNS-

network/vIP

Related

cepsepam
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UcTo4uHuk HasHauyeHue [lpotokon u nopt | CocrtosiHne coeguHe- KommeHTapumn
Ha3HayeHus HUA

Cluster int TCP/514 (onumoHanb- |New, Established,

networkiviP |S/EM Ho), UDP/514 Related BRI D IEED B R
CoeanHeHne ¢ NoYToBbLIM

Cluster int Mail Server TCP/25 New, Established, cepBepoM A11A OTNPaBKu OT-

network/vIP Related YETOB N AaHHbIX O KaTeropu-
SIX pecypcoB

Cluster int/ext New, Established, [ocTyn Kk AaHHBLIM O BpEMEHU

network/vIP MU SRS Ui Related no NTP

Clusterext [ TCP/80, TCP/443,  [New, Established, gﬁ:ﬂ";;"‘;‘f“é’:ﬁsﬁ .

network/vIP TCP/21 Related pecyp P
Hble CoeaUHEHUS)
[ocTyn K MHTepdecy

. ICMP, TCP/22, .
Admin hosts/net Cluster int TCP/8443, TCP/443, New, Established, ynpaeneHus n cnyxoam anga
network/vIP Related agMUHUCTPMPOBAHMA/O0CTY-

TCP/80

na B MHTepHer

Cluster ext
network/vIP

webCAT server

TCP/443

New, Established,
Related

MoakntoyeHve ans obHoBne-
Hus B[] kaTteropu3artopa
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MpunoxeHue F. NepeyeHb hunbTpoB ans oopmupoBaHus

oT4yeToB

Ta6n. F.1. OnucaHue napameTpoB hunbTpaLmm 3anpocoB Ansa cbopa ctatuctuku B XKypHane

coeauHEeHUun

duneTp

HasHauyeHue dunb-
Tpa

3HauyeHue

MpumeyaHue

OcHOBHbIe OUNLTPBI

Mepnog

Mo3sonser BbIbpaTh
BPEMEHHOW AMana3oH, 3a
KoTopbIn  dhopmMupyeTcs
oTyeT

[ata n Bpemsi Ha4ana v OKOH-
YaHus cbopa wHdOpPMaLUN.
BpemeHHoOn nepuop cnepyet
yKasaTb C MOMOLLbIO KaneHaa-
psl, BCTPOEHHOIO B OTYET

Pabota c¢ kaneHgapem nogpo6bHO
onucaHa B pasgene 7.2.2.2. [1na Bcex
KaTeropuin oT4eTOoB 3agaetcs Mo
ymon4yaHuto nepwog B 7 gHen. Ctatu-
CTUKa Ans kateropum ot4eToB XKyp-
Han coeguMHeHUW cobupaeTcsa 3a
CYTKW.

3anpocbl/Coean-
HeHus

lMo3sonser oTunsTpo-
BaTb JaHHbIE MO onpeae-
NEHHBIM NapamMeTpam

BbiGepuTe 3HaueH1e B packpbl-
BalOLLEMCS CMUCKE:

e Bce,
o PaspeweHHble,

o 3abnokupoBaHHbIe.

B 3aBMCHMMOCTY OT BbIGpaHHOTO 3Ha-
YeHust UnbTpa MOXHO OTOBpPasnTb
JaHHble Mo paspeLLeHHbIM U 3abr1o-
KMPOBaHHbLIM 3anpocaM, a Takke no
BCEM cpaasy.

Takxe Bbl MOXeTe 0TOOpPa3nTb AaH-
Hble NO yKasaHHbIM BbILLE B1AaM 3a-
NPOCOB, TOMbLKO C UCKIMHOYEHNEM TEX-
HMYecKoro Tpaduka (NnarMHoB CoLm-
anbHbIX CETeMn, KOHTEKCTHOW peknambl
nTAa.).

DunbTpbI

Nno Kateropuam un Tunam oT4eToB

IP-agpeca ncro4-
HWKOB

MosBonser ykasatb IP-
agpec vnu gmuanasoH IP-
anpecoB MUCTOYHMKA®, OT
KOTOpbIX ObInn 3anpochbl
K BbIOpaHHbIM pecypcam,
KaTeropusiMm pecypcoB u
T.AO.

3HadeHune BBOANTCS BPY4YHYHO.

MoxHo ykasaTb Heckonbko |IP-agpe-
coB. CtatucTuka no kaxgomy |P-ag-
pecy MUcToyHMKa ByaeT oTobpaxeHa
B OTAENbHOM Habope BUOXKETOB.

MopTbl Ha3Hauve-
HUS

Mo3BonseT ykasarb 0anH
Mnn HEeCKONIbKO MNopToB
Ha3Ha4YeHnsa

3HaueHne BBOOUTCS BPYUHYIO

Bbl MOXeTe yka3aTb HECKOMNbKO nop-
TOB HasHayeHus. CtaTuctmka no
Kakgomy nopTty Oyaet otobpakeHa
B OTAENbHOM Habope BUOXKETOB.

Y3en coeguHeHunn

MosBonser BbiGpaTb y3-
nbl coeanHeHun, 4yepes
KoTopble naet Tpaduk

BbibepuTe 3Ha4eHne B packpbl-
BaloLLEeMCSl CMUCKe

Bbl MOxeTe BbIGpaTb HECKOMNbKO Y3-
NoB coeanHeHn unu nx sce. Ctatu-
CTMKa Mo Kaxaomy y3ny 6yaet otob-
paxeHa B oTaenbHOM Habope Bumpke-
TOB.

MpunoxeHns

MosBonser oTCOPTUPO-
BaTb CBEAEHWUA MO KOH-
KPETHOMY MPUIOKEHUIO

BbiGepuTe 3HaueHue B packpbl-
BalOLLEMCS CrINCKe

BbibepuTte HECKONbKO MPUMOXEHWUIA.
CratucTvka no Kaxzaomy npunoxe-
HWIO0 MW NpoToKony ByaeT otobpaxe-
Ha B OTAENbHOM Habope BMOKETOB.

KonoHkn

Mo3sonser cdopmupo-
BaTb Habop KOMOHOK Ta-
6nuuel XKypHan coeguHe-
HUK: oTobGpasnTb unu
CKPbITb Kakue-nmbo Ko-
NOHKM

Bbibepute 0gHO MM HeCKosb-
KO 3HaYeHWUI:

o WpeHTundukartop ceccum,
o Wcxoasawmmn nHtepcenc,

e HaummeHoBaHue npaBuna
M3,

Mo ymonyaxuto ounsTpy NPUCBOEHbI
3HayeHus URL nyTb, URL napamert-
pbl, URL 3anpoc. Yganutb ux He-
nb3s.
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duneTp

HasHauyeHue dunb-

3HavyeHue

MpumeyaHue

Tpa

o [lakeToB nepeaaHo,
o T[lakeToB nony4eHo,
e T[lopT NCTOYHMKA,

e [MopT HasHauyeHus,

o T[lpunoxeHwue.

Jlnmnt

Mo3BonseT orpaHnunTb
KonuyecTtBo otobpaxae-
MbIX OOBEKTOB B MHTEPE-
benice cuctembl

YKaxuTe 4mcno BPYYHYHO Unun
C NMOMOLLbIO CHEeTHUKa

MwuHuManbHOe KonmnyecTso 0T06pa-
XaeMblX pe3ynbratoB — 1.

MakcumanbHoe konnyecTeo oTobpa-
»aembix pesynsratoB — 10 000.

3HayeHune no ymonyanuio — 500.

al'lo,u, WUCTOYHMKOM noapasymMmeBaeTCad JiokalbHaa MallnHa nosfib3oBartens, ¢ KOTOPOW OH BbIXOAUT B UHTEPHET.

Tabn. F.2. OnucaHne napameTpoB hunbTpaLmm 3anpocoB Ana cbopa ctatuctuku B XKypHane

3anpocos

duneTp

HasHauyeHue hunb-
Tpa

3HavyeHue

MpumeyaHue

OCHOBHbIE PUNLTPSI

MNepnog

Mo3sonser BblOpaTh
BPEMEHHOW AMana3oH, 3a
KoTopbI  dhopmMmupyeTcs
oTyeT

[ata v BpemMs Ha4yana n oKoH-
YaHus cbopa uWHdopMaLuK.
BpemeHHoOn nepuop cnepyet
yKasaTb C MOMOLLbIO KaneHaa-
psi, BCTPOEHHOrO B OTYET.

Pabota c¢ kaneHgapem nogpo6bHo
onucaHa B pasgene 7.2.2.2. [1na Bcex
KaTeropuin OoT4eTOB 3agaetcs Mo
ymMonyanuto nepuog B 7 gHen. Ctatu-
CTUKa Ans kateropvm otyeToB XKyp-
Han 3anpocoB cobvpaeTcs 3a CyTKU.

TOM

MosBonsieT orpaHuYnTb
KONMYECTBO OOBEKTOB, MO
KOTOpbIM  chopMuMpyeTcs
cTaTucTuka

YKaxuTe 4mcno BPYYHYHO Unun
C NMOMOLLbIO CHeTHYUKa.

3HayeHune no ymonyaHumo — 25.

CopTtupoBatb no

MosBonsieT copTMpoBaTb
OaHHble M0 PasfM4YHbIM
napameTpam

C NOMOLLIbIO CHETYMKA MOXKHO
OTCOpPTMPOBaTh MHGOPMALUIO
B OTYETE NO BO3paCTaHWIO UMK
y6bIBaHMIO.

Bbl MoxeTe OTCOpTMPOBaTb
MHGOopMauulo B OT4eTe, B
packpbiBatoLLEeMCS CNUCKE Bbl-
6paB OfHO M3 3HAYEHUIA:

° KOHVI"IGCTBy 3anpocos,

e O6Bbemy
Tpacumka,

ucxopgsiwero

o 0OO6Bbemy BxogsLero Tpa-
cuka.

CopTunpoBKa KonunyecTsa 3anpocos,
obbema MCXOASILLETO UMW BXOAALLErO
Tpadhmka no Bo3pacTaHuto nnm yobl-
BaHuto. Mo ymonyaHuo copTMpOBKa
yCTaHoBMeHa no ybbiBaHuto.

3anpocsbl

Mo3BonsieT oTuneTpo-
BaTb [J@HHbIE MO onpeae-
NEHHBbIM NapaMeTpam

BbiGepuTe 3HaueHMe B packpbl-
BaloOLLEMCS CMIUCKE:

e Bce,
e PaspeweHHble,

o 3abnokupoBaHHbIe,

B 3aBMCMMOCTY OT BbIGpaHHOrO 3Ha-
YeHusi UnbTpa MOXHO OTOBpasnTb
JaHHble Mo paspeLleHHbIM U 3abro-
KMPOBaHHbIM 3anpocaM, a Takke no
BCEM cpaasy.

Takke Bbl MOXeTe 0TOOpa3nTb AaH-
Hble MO yKasaHHbIM BblLLE BUAaM 3a-
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dunsTp

HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

Tpa

o Bce (6e3 TexHunuyeckoro

Tpaduka),

o PaspelueHHbIe (6e3 TexHu-
Yyeckoro Tpadmka),

o 3abnokupoBaHHble (6e3
TexHu4yecKkoro Tpaduka).

NpOCOoB, TONMBKO C UCKIMKOYEeHNEM TeX-

HMYeckoro Tpaduka (nnarmMHoB couu-
arnbHbIX CETEN, KOHTEKCTHOM peKknambl
nTAa.).

PunbTpbI

no Kateropuam un tunam oT4eToB

Pecypcbl

MosBonser ykas3atb pe-
cypcbl (nogpobHee cm.
pa3gen 6.5.4.3, noceluae-
Mbl€ nornb3oBaTendaMmn

BeeauTe 3HaueHne Bpy4Hyto

Bbl MOXeTe yKa3aTb HECKOMBKO pecyp-
COB WIN Jaxe CrN1UCOK pecypcos, KO-
TOpble NepeyncrieHbl Yepes 3andaTyto.
Hanpumep, ckonvMpoBaTb CNNCOK K3
TEKCTOBOro pegaktopa. Kaxabin pe-
CypC onpegensieTcs Kak OTAeNbHbIN
anemMeHT. CTaTncTuka no Kaxgomy
pecypcy bynet otobpaxeHa B OTAeNb-
HOM Habope BUIXETOB.

Kateropuu pecyp-
coB

Mo3Bonser ykasaTtb kaTe-
ropumn pecypcoB, Ha KOTo-
pble ObiNM BbIMNOMHEHbI
3anpocbl OT YyKa3aHHbIX
NepCoH/rpynn NEPCOH Unn
IP-appecoB MCTOYHUKOB

BbibepuTe 3Ha4eHne B packpbl-
BatoLLieMCsl CMUCKe

MoxxHO BbIGpaTb HECKOMNbKO KaTero-
puii pecypcoB. CTaTucTika No Kax-
JOW Kateropun pecypcoB Oyaet
oTobpaxeHa B oTgenbHoM Habope
BWKETOB.

[epcoHsbl

lMo3sonser YKasaTtb nep-
COH, MO KOTOpbIM crneayet
COGpaTb CTaTUCTUKY

Beeante 3HauyeHue Bpy4HyHO
WK BbIGEPUTE ero B packpbiBa-
toLLemcs crncke

Mownck 3anyckaeTca npu BBOAE Nep-
BOrO CUMBONA U BEAETCH aHANOrMyHo
noucky B none lMowuck (nogpobHee
cM. pasgen 5.6). Mpu atom unwyTea
TOMbKO Te NMePCOHbI, B AaHHbIX KOTO-
PbIX MMeeTCA COBNageHue Ha4vanb-
HbIX CMMBOSIOB C BBeAEHHbIMKU. Ha-
npumep, B amMunmun, UMeHn u/unm
OOIMKHOCTH.

MoXHO ykasaTb HECKOMbKO MEPCOH.
CraTucTuka no Kaxxgomn nepcoHe oOy-
Oet otobpaxeHa B oTaernbHOM Habo-
pe BUOXETOB.

Ipynnbl nepcoH

lMosBonseT ykasaTb rpyn-
Mbl MEPCOH, MO KOTOPbIM
MOXHO COBpaTb CTaTUCTU-

Ky

Beegute 3HaueHue BPYYHYHO
1N BblGepUTE Er0 B packpbiBa-
toLemMcs cnucke

Mounck 3anyckaeTcsa npu BBOAE nep-
BOro CMMBOSa 1 BEAETCS aHanorm4Ho
novcky B none Mouck (nogpobHee
cM. pa3gen 5.6). Mownck nget Tonbko
no TEM rpynnam MepcoH, B AaHHbIX
KOTOpbIX MMeEEeTCHA CcoBnageHne Ha-
YanbHbIX CUMBOJIOB C BBEAEHHLIMU.
Hanpumep, B HazBaHwuu rpynnbi.

Bbl  moxeTte YKa3aTb HEeCKOJIbKO
rpynn. CratncTuKa no Kaxxaom rpynne
nepcoH 6y,u.eT 0T06pa)K6Ha B OoTAEelb-
HOM Ha6ope BUOXETOB.

IP-agpeca ncrou-
HUKOB

MosBonser ykasatb IP-
agpec nnu gnanasoH IP-
afpecoB MUCTOYHMKA®, OT
KOTOpbIX ObINM 3anpockl
K BbIOpaHHbIM pecypcam,
KaTeropmsiM pecypcoB u
T.0.

BeeanTe 3HaueHne Bpy4Hyt

MoxxHo ykasaTb Heckonbko IP-agpe-
coB. CtatucTtuka no kaxagomy IP-ag-
pecy UCTOYHMKa OyaeT oTobpaxeHa
B OTAENbHOM Habope BUOKETOB
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HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

WcknounTb pecyp-

Cbl

Tpa

[No3Bonser UCKNUYUTb U3

oT4eTa pecypchl 1 ceefe-
HWUHA O HUX ANd MUHUMKN3a-
Lnn nony4vYeHHbIX AaHHbIX

BeeauTe 3HaueHne Bpy4Hy

Bbl MOXeTe yKasaTb HECKOMLKO Pecyp-

coB

Tuvnbl gaHHbIX

[Mo3BonseT ykasaTb TUMbI
nepefaBaeMbIX U Nosy-
YaeMbIx Nornb3oBaTenemM
OaHHbIX

BbibepuTe 3Ha4eHue B packpbl-
BatoLLieMCsl CMUCKe

Bbl MoxeTe BbibpaTb HECKOMNBKO TW-
NoB AaHHbIX. CTaTUCTVKa NO KaXOoMY
TNy AaHHbIX Byaet oTtobpaxeHa B
OoTAenbHOM Habope BUOKETOB.

Yanbl  cunetpa- |[Mo3BonseT BbiOpaTh y3-|Bbibepute 3HayeHme B packpbl-|[py  Hanmuuum HEeCKONbKMX Y3roB
Lmm nbl unsTpauun, Yepes|BatoLemcs cnmcke dunbTpaLmmn Bol MOXETE BbiGpaThb NX
KoTopble naet Tpaduk Bce. CTaTncTMKa Mo Kaxgomy ysny
Oynet otobpaxkeHa B OTAENbHOM Ha-

Gope BMIKETOB.

KonoHku MosBonsieT ccopmmpo- | BeibeprTte ogHO unmn Heckonb- | OToGpaxeHe B OTAENbHbIX KOSIOH-
BaTb HAabOp KOJNOHOK Ta- |KO 3HaYEeHWUN: Kax Tabnvubl cnegyLmnx CBeAEHWIA:
6nuubl XKypHana 3anpo-

COB: 0T06pa3y|'|'b unn|® HTTP-KO,D,, ® KOA oTBeTa HTTP-I'IpOTOKOﬂa;
CKpbITb Kakune-nubo Ko-
T e HTTP-npoTtokon, e HTTP-npoTtokona;
o HTTP-referer, ® 3aronoBka 3arnpoca;
o [P-appec nctoyHuka, e |P-agpeca NCTOYHUKa;
e URL 3anpoc, e URL 3anpoca;
o URL napameTpsbl, o URL napametpawm;
e URL nyTh, e URL nytuy;
o User-Agent, o User agent;
e [lpynnsbl, ® rpynnam nepcoH;
e [lpaBuna Monutukn, e npaBunam normMTUKK;
o Pe3ynbraTt NpoBEpKMU, e pesynbrata NPoOBEPKY;
e Cnou MNonutukuy, ® CrosIM NONMUTUKK;
o Crartycbl chunbTpaumn. |e cratycam punsTpaumm.
Mo ymonyanuto ounsTpy NPrCBOEHbI
3HayeHus URL nyTb, URL napamert-
pbl, URL 3anpoc. Yganutb ux He-
nb3s.
HTTP-kog Mo3BonseT oTcopTupo- |BeeanTte 3HavyeHue BpydHyo | OTobpaxatoTcs cBeAEeHMS MO KOHKPET-

BaTb CBEAEHMS MO KOH-
KpeTHomy kogy HTTP-oT-
BeTa

Homy HTTP-koay.

Tun nposepku

lMosBonsier oTCOpTMPO-
BaTb CBEAEHMSA O 3anpo-
cax Nno KOHKpETHOMY TuMy
npoBepKu

BbibepuTe 3Ha4eHue B packpbl-
BatoLLIEMCSl CMUCKe:

e Twun gaHHbIX,
o MerTog,

e 3aronoBkKu,

o [opr,

o [lpotokon,

B 3aBucumocTu ot BbIGpaHHOro 3Ha-
YeHus unsTpa MOXHO OTOBpasuTb
AaHHbIe NO TUMY NPOBEPKYM 3anpOCoB.
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HasHauyeHue cbunb-

3HavyeHue

MpumeyaHue

Tpa

e URL pecypca,
o Karteropus pecypca,

o KnwoueBoe cnoso B URL
pecypca,

e KnioyeBoe cnoBo B Tene
pecypca,

e Pacnucanme,

o Pasmep,

o Jlumut Tpacmka,

o |IP ucrouHuka,

¢ T[lonb3oBatenb,

o [pynna,

e 3anpoc noaTBepXxaeHue,
e ApxuBupoBaHue,

o ATtpubyThl dpanna.

Jlnmnt

Mo3BonseT orpaHnunTb
KonuyecTtBo otobpaxae-
MbIX OO BEKTOB B MHTEPE-
berice cuctembl

YKaxuTte 4mcno BPYYHYIO nUnun
C NMOMOLLbIO CHEeTHUKa

MakcumanesHoe konuyecTso otobpa-
»aemblx pesynsratoB — 10 000.

3HauveHune no ymonyanmio — 500.

Pexwvm npokcn

Mo3Bonser oTtcopTupo-
BaTb CBEAEHMWS O 3anpo-
cax, B 3aBWCMMOCTU OT
pexnma paboTbl MPOKCK-
cepsepa

BbibepuTe 3Ha4eHne B packpbl-
BaloLLieMCS CMMCKe:

o Bce,
o [Mpsamon pexum,

e OOpaTHbIN pexunm.

B 3aBucumocTu ot BbIGpaHHOIO 3Ha-
YeHnsa PuUnbTpa, MOXHO 0TOOpasuTb
OaHHble Npy paboTe Npokcu-cepeepa
B NPSIMOM WM B 0OPaTHOM pexume,
a Takxke no BceM cpaay.

Mo ymonyaHuio BbIGpaHO 3Ha4YeHue
Bce.

MpunoxeHune/npo-
TOKON

Mo3sonser oTtcopTupo-
BaTb cBedeHuna Nno KOH-
KPETHOMY MPUNOXEHUO
Unu NPOTOKOMNY Nepeaayn
OaHHbIX

BbibepuTe 3Ha4eHue B packpbl-
BatoLLieMCSl CMUCKe

BbibepuTe HECKOnbKo NpUMOXeHU
n/vnn npotokonos. Crtatuctuka no
KaXKOoMY NMPUINOXEHMIO UMW NPOTOKO-
ny 6ynet otobpaxeHa B OTAENbHOM
Habope BUOXETOB.

IP-appec cepBepa
Ha3Ha4eHus

MosBonsier ykasatb IP-
agpec vnu guanasoH IP-
aapecoB CEpBEPOB Ha3Ha-
YeHUsi, KOTOpbIM Obinn
HanpaBfeHbl 3anpochl

BBeauTte 3HavyeHune BPY4HYIO

Ykaxute Heckonbko |IP-agpecos.
Cratuctuka no kaxgomy IP-agpecy
cepBepa Ha3HayeHusl bynet otobpa-
»XeHa B oTaenbHOM Habope Buake-
TOB.

al'lo,u, NUCTOYHMKOM noapasymMmeBaeTCa JiokanbHaa MallnHa nosfb3oBarterns, ¢ KOTOpOVI OH BbIXOOUT B MHTepHeT.
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