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DKOCUCTEMaA CEPBUCOB
Knoepobe3onacHOCTH
Nno noanucke

Solar MSS — kpynHenwasa B Poccumn akocmncrtema
CEPBUCOB KNbepbes3onacHOCTH

CepBUCbl 3alUMLLAI0T OT BCErO CnekTpa Yrpo3 1 peLlatoT KOMMNEKCHbIE 3adayn, Mo3BONAs
KOMMaHUSaM CPOKYCHPOBaTbLCH Ha OCHOBHOW OEATENBHOCTU. IKCnepThl «PocTtenekom-Conap»
OCYLLECTBMSIOT pabOThbl C YYETOM Cneundukn pernoHa, npodungd, Maclutada n noTpebHOCTEN
Kaxaoom KoMnaHum B pexmnme 24x7/. PazgHoobpasne TEXHONOrMm B COCTaBe 9KOCUCTEMb

M MapTHEPCTBO C BeOYLLUMMK NoCTaBLlmMkamum VIb mo3BonsioT NpenoCcTaBnaTh KNeHTam
LUMPOKI BbIOOP BapraHTOB CEPBUCOB.

Cepsucol Solar MSS o6begnHeHbI B 3KOCUCTEMY
Ha TPEX YPOBHSX.

TexHOnormyeckum

O6MeH MHbOoPpMaLUMEN Mexay cepBrcamu
M CO3haHne ObLMX MOMNTUK BEe30MacHOCTH

NMonb3oBaTenbckunm

EonHag Touka B3auMOOeENCTBUS
C KITMEHTOM U BN3Yyalin3dauinin pa6OTbI

AHanuTun4YeckKunmn

OueHka 3pPEeKTUBHOCTU PELLIEHNS
KOMMMIEKCHbIX 3aaau

B pamkax paHHOro nogxoga Mbl MOMHOCTbIO OTBEYAEM
3a 6e30nacHOCTb KOMMaHUW, NO3BONASA KJIMEHTaM
cdokycnpoBaTbC Ha OCHOBHOW OEATENBHOCTMW.

Ob6ecneynBaemMm Knbepobe3onacHOCTb MO Noannucke

OrT 2 OHEeW 70%

Ha NoaKMoYeHne cepsuca CEPBUCOB 1 peLlEHNN
nogknoyaoTcs 6e3
BMeLlaTebCTBa

B IHPPACTRYKTYPY

BbirogHo [M6kne Tapuodsl Ha 40%

CEpPBNCOB OCHOBaHbI B CpeaHeM HXE BTOXEHWS
Ha KIIMEHTCKOM OMnbITe B CpaBHEHUW C UHTErpaumen
on-premise-npoaykToB

Hape)XHo Bbicokuin ypoBeHb OTBEeTCTBEHHOCTb

NOArOTOBKM 3KCNEPTOB B pamkax OOroBOPHbIX
No KnéepobesonacHOCTU 0b693aTeNbCTB, COOTBETCTBME
cTpornm SLA




MOHUTOPUHr Tpaduka

n 3awmTta ot DDoS-aTak
(Anti-DDoS)

Y3HanTe noppobHee o cepBuce

OHnanH-pecypcbl CTabUMbHO 3allULLEHBI U OCTalOTCH

OOCTYMNHbIMU KPYTITOCYTOYHO

CepBuc MoHunTOpUHra Tpaduka u sawmtbl oT DDoS-aTtak — 3TO KpyrnocytoyHas 3allyta KaHanoB

CBSI3M U OHMAaMH-PECYPCOB OT atak Aas opraHna3aumnm ntodbix PErMOHOB Mo nognucke. CepBuc

HEeNTPannayeT gaxe camble CNOXHbIE 1 MAaCCUPOBaHHbIE aTakk 1 ObecnednBaeT KPYrnoCyTOUYHYIO

OOCTYMHOCTb MHTEPHET-PEeCcypCcoB nonb3osaTtenam. ObpaboTka Tpaduka NPOUSBOANTCS

Ha Tepputopun Poccun. CepBuc AOCTYNEH B paMKax kaHana nepegadn ceasm «Poctenekomy.

Cratucrtuka no yrposam DDoS-atak

cTano 6onbwe DDoS-artak
Ha POCCUNCKME KOMMaHn

Pewaemble 3apgauu

KpyrnocyTo4Hbin MOHUTOPWHT
N OTpaxXeHne aTakm B aBTOMaTU4ECKOM
pexume

CepBuC aHanmna3upyeT Tpaduk 24/7,

1 B Cnydae Nogo3peHus Ha aTaky Tpaduk
HanpPaBAAETCA B LEHTP OYMCTKM.

OTO NO3BONSAET U3bEXaTb HEAOCTYMHOCTH
PECYPCOB 1 OCTAHOBKW paboumx NPOLECCOB

OTpaxeHne MaccupoBaHHbIX aTak

CepBuc ouUnbTpyeT atakn yposHs L3/L4
0O6beEMOM 00 D TOUT/C, YTO MO3BONAET
OTpaxaTb MaCCUPOBaHHbIE aTaku,
MHOFOKPAaTHO NPEBbILLAKLLINE CaMble
CUMNbHbIE N3 3aPNKCNPOBaHHbIX B POCCcm

Cxema PyHKUMOHUNPOBAHNSA CepBUCa

O7mMnacb camag gosnras
N3 3aPprKCNPOBaHHbIX atak

LleHTp aHanusa

aTaKkyeMbIX — 3TO OpraHbl
rocyaapCTBEHHOW BNacTW

[ OCTYNHOCTb OHNaNH-PECYpPCOB
BO BpeMsi 06paboTkun Tpaduka

DunbTpauna ataku He BUSeT

Ha OOCTYMHOCTb MHPPACTPYKTYPbI,
NPWIOXEHNI 1 CEPBUCOB A4
nonb3oBaTenen. ApxmTekTypa cepamca
BbIMNO/IHEHA C YY4ETOM MexaHmn3ma

€ro OTKazoyCTONYVBOW peann3aunm

3awunta ot DDoS-atak gnsa Bcex opucos
N NOOBEOOMCTBEHHbIX OpraHM3auum

CobcTBEHHAd 3alMLLEHHAS
MarncTparnbHas CeTb, OXBaTbIBalOLLAY
BCIO CTpaHy, obecrneymBaeT NpPoOCTyIO
MacCLUTabVPyeEMOCTb NPY NOOKTHOUYEHWN
HOBbIX OPUCOB

*

—»> <«
v AN
NV,

———

I | CepBuc 3awmThbl
OHnanH-pecypchbl
@’ ot DDoS-arak pecyp

KNneHTa

D MapLIpyTHU3aToOPS

(& aHanusaTop yrpos

KnioyeBble npenmyLlecTea

MuHUMU3aUKMA NOXHbIX CpabaTbiBaHUN

[TpaBunna 6NOKNPOBaHUS 1 MOHUTOPWHTa
aTak MOCTOSHHO aKTyanu3npytoTcs,

NPEOBOOATCA CrheuMalribHble NCCrieaoBaHNA,

pa3pabaTbiBaOTCA CUrHaTYypPbl ON4
BbISBMEHNSA aTaK B Pa3nnyHbIX OTPaCaX

Tpaduk pocrasnsieTcs 6e3 3agepxek

[locTaBka Tpaduka B otcyTCcTBrE DDOS-aTtaku

[0 3alLMLEaEMOrO pecypca NPOUCXOAUT
6e3 N3MEHEHWS MapLLpYyTU3aLIMm

t Poctenekom
Conap

Tpaduk ¢ DDoS-atakamu

NEruTUMHbIN TPpadurK

CKOpOCTb OUMCTKU Tpaduka

Beb-Tpaduk Ha OUNCTKY
nepeHanpaBngaeTcs 3a MakCmManbHO
KopoTkoe BpemMs — oT 30 cekyHa
00 1T MUHYTbI

JKcnepTHasa nogaepxka

[IpodunmMpoBaHme aTak, KOHCYNbTaUm
MO NMPUHATUIO KOHTPMEP, a TakxXe
TEXHNYECKYIO NOOAEPXKY OCYLLIECTBNSOT
cneuvanncTbel «Poctenekom-Conap»
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- 3awmTa OT NPOABUNHY TbIX
yrpo3 (Sandbox)

Y3HanTe noppobHee o cepBuce

O6HapyXeHune paHee HEN3BECTHbIX Yrpo3, ooxoasnx
©a30Bble cpeacTBa 3alnTbl, C 9KCNEPTHbLIM
COMNPOBOXAEHNEM MPOEKTOB

Cepsuc Sandbox — 370 3aLumMTa KOPNopaTVBHOM CETU N COTPRYOHWKOB OT paHee HEUSBECTHbIX
KNOepyrpos U CNOXHbIX LIeNeBbIX atak. AHanM3npys NoYTOBbLIN 1 BEG-TpadUKn, CEPBUC
obHapyxmnBaeT BpenoHocHoe 10 B peanbHOM BpeMeHW. [ng ncnonb3o0BaHng NpoaBrHY TOW
3alMThl 3OECH U CeNYac He TpebyeTcs 3aKkynkm OOPOrocTosLero 0oopyaoBaHUs 1 COOEPXaHns

lWTaTa NPOPUNbHbIX CNELManmCcTOB.

Cratucrtuka no NnPOABMHYTbIM YIrpo3aM

BbIPOC/IO KOMUYECTBO COObLITUN NMHPOPMALIMOHHOW HOBbIX BP€OOHOCHbIX
arak, HanpasreHHbIX 6e30MaCHOCTU ObINO BbIABNEHO Nporpamm noaBngeTcs
Ha NMony4YeHmne KOHTPONS C MOMOLLbIO CITOXHbIX KaXOblv AeHb
Hag NMHPPaCTPYKTYpPOW MHTENNEeKTYyanbHbIX CPEOCTB

3allNTbl 1 aHanmsa coobITNN

OU3HEC-CUCTEM

——  Pewaemble 3agauu

KpyrnocyTto4yHas 3awmra CETU U NOYTbI [NoBblWeHNE YPOBHS 3aLMLLEHHOCTM
3alumTa CETEBOrO NEPUMETPA ObecneyeHne HeobxoayMOoro ypoBHS

N BNEKTPOHHOM MOYTbl OT MaCCOBbIX aTak, 3aLLUNLIEHHOCTW OT HEN3BECTHbIX
BVPYCOB, GULLMHIOBbIX PACChINOK, CKPbITbIX N CKPbITbIX KNOEPYTPO3 B CETU

N HEN3BECTHbIX Y03 015 KOMMaHUY 1 Gunmanos
Ontumnsaums GogxeTa CokpalueHue TpyaosaTpar

YOoOOHbIE NPOrHO3npyeMble nnartexm CHUXEHWE Harpysku 1 BbICBOOOXOEHNE
PaBHbIMM YaCTSaMK, OTCYTCTBME KanmTanbHbIX BpemeHn b-cneupannctos

gaTpaT 019 Hadana UCrnonb3oBaHWa cepBuca ONg peLlleHns cTpaTtermyecknx 3anad

3a CHET aBTOMaTun3aunin rnpoueccCa
3alinNTbl CETUN U MOYTbI

—— Cxema pyHKUNOHMPOBAHUS cCepBUCa

CepBuc 3awmTbl
OT NPOABUHYTbIX YrpPoO3

Mponyctuts

@)
Mony4yeHue ¢panna, — O =)
O0— npouwepwero ¢ ‘ 2:”::::::?; —o—[J:— (j/é— jJ lo (I_[[:
6a3oBble C3U \ | [0_==)
OTkpbITHE panna MNosepeHyeckun BbiHeceHnue b
B MBONNPOBAHHON aHanua panna BEpOMKTa BnokuposaTtb
cpene NnecoYHuLbl
WUHTepHeT UHppacTpykTypa
t (I?ocrenexom KVeHTa
MrHoBeHHOe co3paHue 6e3onacHom
konuu ¢panna u gocTtaska NoNb3OBaTENIO
—— KniouyeBble npeunmyulecTsa
3awuTa OT TEXHMK 06Xx0oaa necoYHuL, CospaHmne 6e3onacHOm Konuu

nposepsemoro danna 6e3 notepwu
[lpoBepKa Ha BPEeOOHOCHOCTL

BpeMeH!U
ocyllecTsngeTcs Ha yposHe CPU,
T. €. O TOrO MOMEHTa, KaK BPeOOHOCHOE besonacHasa konmg danna co3naeTcy
[1O nonbITaeTca NPOHUKHYTb 1 CKPbITbCS MIHOBEHHO, MO3TOMY COTPYOHMKAM
B MIHOPACTPYKType He HYXXHO XOaTb 3aBepLUEHVS MPOBEPKN,

M NpoLecc paboTbl HE NPEepPbIBAETCS

MNoppo6HbIM aHanNn3 BPpeaoHOCHOro Koaa MuHMManbHblEe 3aTpaThbl Ha CTapTe

N 6NOKMpPOBKa ONMacHbIX OObEKTOB
[lpy nogkntoyYeHn cepBmnca He TpebyeTcs

ONEeKTPOHHbIE MMCbMa NPOoXoadaT 3aKyrnka annapaTHOro peLleHus, NULEH3NN
crneunanbHyto NPOBEPKY, KOTopas M NOAMUCKN Ha OOHOBNEHNS, KOTOPbIE
NO3BONAET OOHAPYXUTb BPEOOHOCHbIE HeooXxoaMMbl MPW TPaANLMOHHOM
OODBbEKTbI U BNOKMPOBATb ONaCHbIE MHTErpaumm NecoYHLbl

N NOOOC3PUTENIbHbIE CCbIJTIKW
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- 3awmTa OT CETEBbIX
y

rpos (UTM)

Y3HanTe noppobHee o cepBuce

MexceTeBoe akpaHUpoBaHUe, CUCTEMa OOHapPYXEHUS
BTOPXXEHNIN, KOHTPONb BE6-Tpaduka nog ynpasneHUEM
akcnepTtoB «Poctenekom-Conap»

CepBUC 3aLNTbl OT CETEBLIX YIPO3 NMO3BONAET YCTAHOBUTL Bapbep MeXay KOpnopaTUBHOW CETbIO

N BHELLHUMW CETAMMK, ObecnedmBaeT 3alUyLLEHHbIV BbIXOL, B NHTEPHET N NPpMEHERNE E€0NHDbIX

npaBmn 6e3onacHocTN. CepBUC NPeaoTBPaLlaeT CETEBbIE YrPO3bl U MO3BOMAET KOHTPOMNPOBATL

OOCTYMN COTPYOHWKOB K BeO-pecypcam. AHann3 ceteBon MHPPaCTPRYKTYPbI, POPMUPOBaHNE

NpPaBu 3aLUMTbI 1 VX aganTaums OCYLLECTBAAOTCS akcnepTtamu «Poctenekom-Conaps.

Pewaemble 3apauu

KpyrnocytoyHas 3awuTa

KopnopaTUBHOMN CeTun

BHyTpeHHﬂﬂ CeETb KOMMNaHM 3alunLLeHa

OT CETEBbIX CKAHEPOB, BUPYCOB, TPOSHOB

n BpegoHocHoro O. lNpenoTepallaeTcd

yrp

03a MCMOofb30BaHNA KOPMNOPaTUBHOW

CeTn MarHepaMu, TOPPEHT- 1 BOT-CETAMU

[MpenoTBpalleHne BTOPXEHUN

CepBUC pacnosHaeT BPEOOHOCHYIO

aKT

NBHOCTb BHYTPW CETN NN CO CTOPOHDbI

MHTEPHETA, OTCNEXMBAET 1 BNOKNPYET

afta

KN B pEXUME peanbHOro BpeMeHM

MeXxceTeBoe akpaHUpoOBaHME U KOHTPOIb
NPUNOXEHUN

bnoknposka atak n GunsTpaums
CoeMHEHNs OCYLLIECTBMAETCS

NO 3afaHHbIM MNpaBuiam pasrpaHnYeHns
[0OCTYNa, aKTUBHOCTb KOTOPbLIX MOXHO
OTCNEXUBATb, UBMEHATb WX, OTKIOYaTb
N 0OOaBNATb HOBbIE

AHTunBMpyCcHasa ¢éunbTpaumsa Tpaduka

CepBUC obecneymBaeT aHTUBUPYCHYIO
NpoBepkKy BeO-Tpaduka 6e3 yuiepbda ang
NPOU3BOANTENBHOCTY N ObICTPOOENCTBUS
ceTn. OCyLLEeCTBNAETCSH MOHUTOPWIHT

1 BNOKMPOBKa NOAO3PUTENBHbLIX GannoB

— Cxema ¢yHKUMOHUPOBaHUA CEPBUCA Ha OQHOM NnoLagke

[}
Bupycbl, TPOSHbI |
}
}

3apaxeHHble
Beb-canThbl

3N0OYMbILWNEHHNKM

kenepTbl O
«Poctenekom-Conap» (—:]
O~—< JlerutnmHbin Tpaduk ———-~ Paboune 3anpocsbl = (X N ) ‘ | [[:]
\ al
|
Vo K i /
\ 1 ABTOMaTtmyeckme | | PasBnekaTenbHbii | p
’ \\ | ceTeBble CKaHepbl | : KOHTEHT b s WHpacTpykTypa
HTEepHeT N e AA ST\ T . r~ KnneHTta
, BpenoHocHoe MO 1 Hevueneson I
| |
| Tpaq)MK [} \ J
| |
| |
| |
|

oo obopynoBaHue 3alLMLLIEHHbIN KaHa CBA3K

«Poctenekom-Conap»

o———0  KaHan CBA3U o ----- x  Onokupyembin Tpaduk

—— Cxema PyHKLMOHUPOBaAHUA CEPBMCA HA HECKOMbKUX MioLaaKax

[logxoauT ansg KoMnaHun
C pa3HOU CTPYKTYpOM:

SkcnepThbl
«PocTtenekom-Conap»

- OpgHa nnowagka, 4ecaTkm nnu paxe CoTHU
* EcTb yoaneHHble COTPYAHUKN UNN HET

- EcTb coTpyaHukuy, otTBevalowme 3a 6€30nacHOCTb

Ha niaowapkax, Win HeT

il [[ml] )
LleHTpanbHbIN dunnansl YpaneHHble
oouc COTPYOHUKN

oo obopynoBaHune 3alLMLLEHHbIN KaHan CBA3K

«Poctenekom-Conap»

o0—o0 KaHasn CBA3U

— Kno4yeBble npenMyLliecTsa

dkcnepTusa npoBanaepa KoHTponb nonb3oBatenen

N ceTeBoro Tpaduka
[lon6op onTrUManbHOro peLleHns,
CBOEBPEMEHHOE OOHOBNEHWE KOHPUrypaL ObecneynBaeT 6€30MacHOCTb
N anmnapaTtHOW 4YacTun, a Takxe TexHun4eckas NT-H®pacTpykTypbl 1 cobntogeHne
nogaepXka OCYLLECTBAAOTCA cneumanmcTamm KOPMNOPAaTUBHbIX MOMNTUK, OCYLLECTBIAY
«Poctenekom-Conap» KOHTPOSMb Y MOHUTOPUHI OENCTBUN

Nonb3oBaTenen

Be6-punbrpaumsa n nposepka
SSL- n SSH-Ttpaduka

BesonacHbIn yganeHHbIn gOCTyn

CepBuC OpraHnayeT 3allyLLEeHHbIN

yOaneHHbIn 0OCTYN Nonb3oBartenemn MOXHO pa3pellnTb N 3anpPeTnTb
K MHOOPMALVMOHHBbIM CUCTEMAaM onpeaeneHHbI KOHTEHT C MOMOLLbIO
OpraHM3aLnm ¢ NPYMEHEHNEM HaACTPOWKM npaBun GUAbTPaLMN KOHTEHTA.
KpunTorpapuyecknx anropnutMoB CepBuc Takxe nposepsaer SSL-

n SSH-Tpadpuk Ha Hann4yme yrpos
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3awmTta Be6-nNpunoXeHnn

(WAF)

Y3HanTe nogpobHee o cepBuce

) |

[MpoTBOAENCTBME aTakaM Ha BE6-NPUNOXEHUS 3a CHET
aKcnnyaTauum MHOIOCTYyreH4YaTbiX MOAY/EN 3aLLUThI

CepBucC 3awnTbl BE6-NPUNOXEHUN NMO3BONSET OOECNEUNTL HAOEXHYIO 3aLUMTY KOPNOPaTUBHbIX

BEO-CEepPBMCOB, OOHOBPEMEHHO CHI3MB U3AEPXKM Ha NepcoHan, 0bopyaoBaHNE 1 YCTPaHEHWE

nocnencTemm atak. icnone3oBaHme cepBnCa NMNoMoraeT KIMnmeHTaM pa3BuBaTb CTparter o 3alllThbl

BEO-MPUNOXEHNN 1 OTBEYATb Ha NMOABMEHNE HOBbBIX YIPO3 U Knbeparak.

CraTnctuka no yrposam gnis Be6-npuioXxeHun

BeO-aTaky — rfaBHbIV
MHCTPYMEHT B3/TOMOB
cpenn npodeccrnoHanbHbIX
KnéeprpynnmpoBOkK

Pewaemble 3apgayu

BbicTpoe 1 TouHoe BbiIiBNeHNe
OCHOBHbIX Yrpo3

Ib-cneumanucTbl nonyyatoT MHPGOPMaLMIO
He 060 BCeX COOLITUAX KMOEepbe3onacHOCTH,
a TOMbKO O AENCTBUTENBHO BaXHbIX

3awmTa OT NporpamMmM-poodoTOB

CepBUC onepaTtnBHO OOHaPYXVBaeT
aBTOMaTU3NPOBaHHbIE aTaky, HaLENeHHble

Ha Kpaxy YHWKaNbHOIroO KOHTEHTA UMK
PasMeLLEHMNE HECAHKLUVOHNPOBAHHOTO
KOHTEHTa, 6€e3 6OKMNPOBKM MOWNCKOBbIX 6OTOB

Cxema pyHKLMOHUPOBAHUSA CepBUca

WHTepHeT

COBepLUaeTCy KnbepaTaka

BEO TIPUNOXEHUNW CoaepXaT
KPpUTUYECKNE YS3BUMOCTH

PacwupeHHas 3awmta ot DDoS-atak
YPOBHS NPUNTOXEHUN

CepBncC aBTOMatn4eCkU BbIMOMHAET
HenpepbIBHOE NpodUnnpoBaHme
NOBEOEHMS MOMNb30OBaTENEN, YTO NO3BOMAET
OTCneXyBaTb aHoOManumy, BKoYasa nomnbITKy
coBepwnTb DDoS-atakn ypoBHA L/

MackunpoBaHne KoHPMOEeHUMaNbHbIX
OAHHbIX

[1on UCMONb30BaHUKY CEPBUCA MOXHO
CO3[aBaTtb npaswia onpeneneHnd
YYBCTBUTENbHbIX OaHHbIX, KOTOPbIE
NPVIMEHSAIOTCH 9 MACKNPOBKN
CEKPETHOW MHPOPMALK OT TPETbUX ML

kenepTbl
«Poctenekom-Conap» Be6-npunoxexus

KNneHTa

X ATaku | BoTbl

(AR.
P

CepBuc 3awmTbl
BE6G-NPUNOXEHUN

NHTepHeT NHopacTpykTypa «Poctenekom-Conap» Knnent

— Kno4yeBble npenMyLiecTea

OnepaTmBHaa akTyannaaums NOUTUK KoHTponb gocTtyna Kk pecypcam

NB n curHatyp ysassumocTen
[lo3BONSET KOHTPOMMPOBATL OOCTY

[na Toro 4To6blI NPOTUBOAENCTBOBATL K 3alLMLaeMbIiM pecypcam Ansa rpynmn
AN OTAENbHbIX MONb30BaTENEN

C NMOMOLLbIO GOPMUPOBaAHNS

N3BECTHbIM YA3SBNMOCTAM, OCYLLUECTBACTCH

CBOEBPEMEHHOE OOHOBNEHNE MOMUTUK

©e30nacHOCTN 1 6a3 CUrHaTyp Yya3BMMOCTEN onpefaeneHHbIX npasui

MWHMMN3aLMA PUCKOB YTEYKU BbicTpoe nopkniovyeHne 3awmThbl

nHbopmaumum 6e3 3Ha4YuTENbHbIX 3aTpaT

CepBUC NCNOMb3YET BCECTOPOHHIOID CXEMY OnepaTnBHOE NOAKMOYEHNE CEPBUCA

3alUMTbl ON9 06ecneyYeHns MakCMManbHOM 6e3 OCTaHOBKV BEO-MPUNOXEHWI

©6e30MacHOCTW, MO3BONFET OTpaxaTtb
atakh 13 cnmcka OWASP Top 10
N aBTOMaTU3NPOBAHHbIE aTaku

n 6€3 NprBIeYeHUs OONONMHUTENBHbIX
crneunanmcToB No knbepbesonacHOCTU
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LLiIngppoBaHme kaHanoB
cBa3n (OCT VPN)

P

YaHanTe nogpobHee o cepBuUce

[locTpoeHue n akcnnyartaumsa 3aneHHbIX ceTen
C UCNMONb30OBaHMEM CEPTUPULMPOBAHHBIX CPEACTB
Kpuntorpadpudeckom sawmtbl UHGopmaunm (CK3N)

CepBuc wndppoBaHMs KaHaNoB CBA3U 3allMLLaeT NHPGOPMaLMIO Npu nepenadve no OTKPbITbIM
KaHanam cesa3un, obecrneymBas KOHOUOEHUMANbHOCTb U LENOCTHOCTb AaHHbIX. CepBuc
NO3BONYFET OpPraHM3oBaThb 3allMLLEHHOE B3anMOOENCTBME MEXOY reopacrnpeneneHHbIMm
obbekTaMy B IOOOM PEermoHe 1 BbIMOMHUTbL TPEOOBAHWS POCCUNCKOTO 3akOHOOATENbCTBA.

B pamkax cepsuca FOCT VPN mncnoneaytorca CK3W, ceptupuumpobaHHbie PCH Poccun.

Poccunckoe 3akoHOgaTenbCTBO TPEOYET WindpoBaHUS
nepepaBaeMbiX JaHHbIX B COOTBETCTBUM CO CTaHOapTamMu,
koTopble perynupyet ®Cb Poccuw.

—  Pewaemblie 3agaun

3awmnTa ceTen [Nopaepxka BCEX PEMMOHOB
B pexume 24/7
[laHHble HageXxHO 3andpPOBaHbI
N OCTalOTCH KOHPUOEHUMANbHbIMN OnepaTyBHO NOOKIYaEM
NPy nepenadve mexay eunmanamu 1 HacTparBaeM O0bopyaoBaHMeE

B NMOObIX pernoHax Poccum

CoxpaHeHune paboToCnOCOBHOCTU CEeTU OnTmnzaumsa 6100XXeToB

3a pabOoTOCNOCOOHOCTbLIO CrneauT CepBUC 9KOHOMUT PEeCcypChbl
pacnpegeneHHas kKoMmaHoa 3KCnepTos, Ha 3aKymnKy 1 OOHOBNEHME
obcnyxusatoLas 10 OO0 KpnnToLMo30B OOPOrocTodLLEero 0bopynoBaHms

— Cxema ¢YyHKUMOHUPOBaHMS cepBMUCa Ha OgHON nnowagke

WndpposaHme WndpposaHune
rocCT roCT
M $O0p M

v v
AOMUHUCTPATOPSI
«Poctenekom-Conap»
CK3W komnaHum CK3W koMmnaHum
«PocTenekom» «PocTenekom»
(=) C——)
IT =3 C——] IT
? 70 A AN A 29 ?
o— A oo - - VIh--————————————————- vI------ o
YcTponcTtea Cepsepbl WndposaHme WLndppoeaHume Cepsepbl YcTponcTtea
K/TMEHTa KITMEHTa roCT OTKpbITbIE rOCT KNMEHTa KNMEHTa
————— SaLLI,l/ILLI,eHHbIVI TpachK SaLLI,I/ILLI,eHHbIl7I TpaCI)I/lK — HeLLIl/ICI)pOBaHHbIVI
KNMneHTa ynpaBneHnd TpaCI)I/IK
—  Kno4deBble npenMyLlecTsa
3HaHne cneundunku [M6kKOCTb
9|<cr|epT|/|3a N Ccrieunanmnidaymnd BO3MOXHOCTb NOoOKMOYEHNA CEePBUCa
<<POCT€J'I€KOI\/I—COﬂap>> Mo HarpaBleHWIO KakK OTOEJIbHO OT 3aK/MoOHYeHNA JOroBoOpPa
LIJI/Iq)pOBaHl/IFI KaHa/ioB CBA3W Ha OKa3daHWe YCI1yr CBA3W, TaK N BMECTE
C HUM

Yno6¢TBO Ceob6opa BbiboOpa
3almTa nepegaBaeMon NHbopMaLmm BO3MOXHOCTb BbIOOpa BEHOOPA peLleHNs,
He TONbKO MeXay NnolanKon KnneHTa Ha KOTOPOM OyOeT OpraHnM30BaHO
n LIO[ onepatopa, HO 1 Mexay 3allnLLIEHHOE B3aUMOOENCTBME

NoWwaaKaMm KrineHTa
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KOHTPONb YA3BMMOCTEN
(VM)

Y3HanTe noppobHee o cepBuce

[lonck n npuopuTmnsauns ya3BUMOCTEN C SKCMEPTHbIMU
PEKOMEHAAUNAMU MO UX YCTPaAHEHUIO

CepBuc KOHTPONSA YI3BUMOCTEN HaMNpPaBieH Ha MOUCK U yYeT MHGOPMALIMOHHbBIX aKTUBOB U OLIEHKY

NX YPOBHS 3aLUMLLEHHOCTU. Ha OCHOBE NONyYeHHbIX B pedynbrate CKaHUPOBaHWUS AaHHbIX SKCMEPThI

NPUOPUTUSUPYIOT NOMYYEHHbIE AaHHbIE, Pa3pPadaTbIBalOT MaH 1 PEKOMEHOALMM N0 UCMPAaBAEHNIO

O6Hapy>KeHHbIX yQBBI/IMOCTeI?I N MPOBEPAIOT BbINONMHEHNE OaHHDbIX peKOMeH,EI,aLI,I/IVI.

CratTncrumka no yss3BUMOCTSAM

N3BECTHbIX YA3BMOCTEWN cepBepoB B P® go cux nop

OOCTYMHbI paboyne

AKCMMNOWNTb WannaCry

Pewaemble 3apgauu

BbisiBneHne ya3BMMOCTEN paHbLUe
3/10YMbILLSIEHHNKOB

[lpropuTn3aums 1 CBOEBPEMEHHOE
YCTPaHEHVE YA3BUMOCTEW MO3BOMAOT
NOMeLLaTh Xakepam MPOHUKHY Tb

B VIT-MHDpAaCTPYKTYpYy 1 HaBpeOauTb
Ou3Hecy

[Tonck TeHEBbIX N 3a0bITbIX aKTUBOB

CepBuC NMOMOTaeT HanTU BCE aKTUBbI
B IT-MHPpaCTPyKType, UTOObI
rapaHTUpPOBaTb €€ 3aLUnNTy

KnioyeBble npenmMyLuecTea

Heckonbko CKOPUHIroBbIX MOoagenen
OLIEHKU

OKCNepPTHblE pEKOMEHOALIMMN CTPOATCS
Ha OCHOBE METOOMKM NMPUOPUTMIaLINN,
NO3BONFIOLLEN ONPEenennTb, Kakme

YASBNUMOCTWN HYXXHO YCTPaHUTDb B MNMEPBYIO

oyepenp

JkcnepTHas obpaboTka pe3ynsraTtoB
CKaHMpPOBaHU S

Cneupanunctsl «Poctenekom-Conap»

NPUOPUTUSUPYIOT BCE OOHAPYXEHHbIE
YA3BUMOCTU 1 NOArOTOBAT MO3TarnHbIN
MNAaH MO UX YCTPaHEHMUIO

HE 3alMLEeEHbl OT aTakK Turla

YHVKaNbHbIX YA3BUMOCTEN
MMEIOT YPOBEHb KPUTUYHOCTU
BbllLe cpenHero

OueHka 3aWnLWEeHHOCTU peLleHumn
nogpsaYnMKkoB

BbigBneHve ya3BMMOCTEN B CETEBOM
nepumetpe, MO n OC, koTopble
NOCTaBNSOT NMOAPAAYMKIN

[prnopunTUsauma KPUTUYHbIX
yS13BUMOCTEN

2kcneptbl «Poctenekom-Conap»
FOTOBSAT PEKOMEHOALIMN MO YCTPAHEHUIO
HanOEeHHbIX YI3BMMOCTEN C YYETOM
aKTyarnbHbIX Yrpo3 knbepbe3onacHOCTU

[NogpobHble pekoMeHpaunm
N KOHTPOJb BbIMNOSIHEHUS

CotpyaHvkam T- n VIb-otoenos
OyOeT NOHATHO, KaKk MMEHHO
YCTPaHATb HaMOEHHbIE YA3BUMOCTN,
a PyKOBOOAUTENSAM — OTCMNEXMBATb
PabOoTy NCMOMHUTENEN

3 BMOa OTYETOB AJ15 Pa3HOro
YPOBHS NOrpy>XeHuUs

OT4eTbl O paboTe cepBuca
afganTUpOBaHbl NoM, 3agayn
NCMOMHUTENEN N PYKOBOOMNTENEN
N MOMOTratoT UM 3PPEKTVBHO
KOHTPONMMPOBATbL YA3B/MOCTU
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YnpaBneHne HaBblKaMW
KnoepbesonacHocTu (SA)

P

YaHanTe nogpobHee o cepBuce

KomMmnnekcHoe oby4YeHune CoTpyaHUKOB OCHOBaMm
KNo6eprpamMoTHOCTU C 3KCNEPTHOU NOAAEPXKOW

CepBuc ynpaBneHns HaBblkaMn KnbepbesonacHOCTU obecrneymBaeT KOMMNNEKCHbIV NOAXO

K MporpaMme MnoBbILEHNA OCBEOOMIEHHOCTI O KMOEpYrpo3ax 1 NnomMoraetr COopMmMpoBaTh

Yy COTPYOHMKOB HaBblk OOHaPYXeHNA GULLIMHTOBbIX atak ¥ MpaBWiibHOrO pearnpoBaHug Ha HUX.
B xooe obyyeHus KNMMEeHTbI NonyvatoT TEXHUYECKYIO NMOOAEPXKY Y KOHCYMbTaLWMK, a TakxXe
NOAPOOHbLIV 1 MOHATHBIVM OTYET O NPOTrpPecce ObyYeHUd 1 TREHUPOBOK COTRYAHMKOB. [lpoLecc
OBYyYEeHMd NMOMHOCTbIO COMPOBOXOAETCA 3KCMNEPTAMM U COCTOUT U3 OBYyYaloLLX KYPCOB, TECTOB

N NPaKTUYECKUX TPEHNPOBOK.

CraTtucTtuka no yrposam s Be6-npunoXxeHun

CNOXHbIX aTak, BpepnoHocHoro 10 nonapaeT COTPYAHMKOB NEPEXOAAT

pean3yeMbix B KOMMaHWO Yepesd e-mail MO CCbIIKE UMW CKaYnBaloT

310y MbILLUNTEHHNKAMW, BPEOOHOCHOE BJIOXEHNE

HauVHAETCS C PULLIVHTa

Pewaemble 3apayu

O6yueHne ocHoBaM KNb6eprpamMoTHOCTU [MpepoTBpalleHne puInHra

[lepcoHan 3HaeT, Kak 6e3onacHoO cebs BECTH Y COTPYOHMKOB Pa3BUTbI YCTONYUMBbLIE

B LMPPOBOM MPOCTPaHCTBE HaBbIKW pearnpoBaHnd Ha GULLINHIOBbIE

dTaku

[NoBbilWWEHNE OCBEAOMIEHHOCTH CHMXEHME BEPOATHOCTN yTe4YekK

O UMPPOBbIX Yrposax KOHMAaeHumanbLHon nHeopmauumn

[lepcoHan 3HakoOM C akTyarnbHbIMU COTPYOHWKN HEe MonagarTcs

BEKTOPaMIN |<|/|6epaTa|< N NHCTPYMEHTaMU Ha CI)I/ILIJI/IHFOBbIe artaku, 3MTOYyMbILUTEHHUNKWN

KVI6epﬂpeCTyﬂHVIKOB HE Nony4atoT OOCTYI K aHHbIM KOMMaHNN

Cxema pyHKLMOHUPOBAHUSA cCepBUCca

CornacoBaHue cueHapumeB paccCbliok U pacnncaHna

Cepsuc-meHenxep

MNpepocTaBneHne oT4eTOB
«PocTtenekom-Conap»

[NoyTOBbLIN

cepsep CoTpyaHvKu

4 ) Paccbinka y4yebHbix atak

Mopynb ynpaenexud atakamm | | — — — — — — — — — — — — — — — — — — — — — — — — — -»>

\ HasHayeHne 1 KoHTponb 0by4eHus
Mogynb obyyeHns | | T T - - T T - - - T - - o o o oo oo s >
\ C6op cTatncTmkm

Mopaynb aHannTuKm B e i

- J

CeXHOJ'IOFI/ILIeCKaﬂ nnatdopma Cepsmca/

HauunoHnanbHas o6nayHas nnatdopma MNMNAO «PocTtenekom» NHdpacTpykTypa kKnmueHTa

KnioyeBble npenMyLiecTea

AxTyanbHble maTepuanbl

[1ns noarotoBKK KYPCOB U TPEHUPOBOYHbIX
PACCbINOK NCMOMb3YIOTCA akTyallbHble
cueHapun GULLKHIOBbIX aTak

NHanBugyanbHbIN Nogxopa,

B pamkax cepsrca gOCTYMHbl PasnyHble
TEMaTVKWM KypPCOB 11 BO3MOXHa pa3paboTka
HOBbIX

SddekTBHOE OOYyUEeHME

CoTpyaHUKM MPOXOOAT MHTEPaKTUBHOE
obyyeHme C NpPakTUYECKUM 3akpenneHnem
3HaAHUN

[NMNoppepxka akcnepToB

OKa3blBaeM TEXHUYECKYIO NOAAEPXKY
N COMPOBOXAEHNE Ha NPOTAXEHUN BCEFO
npoLuecca obyyeHus
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3awunTa aNEKTPOHHON
noutbl (SEG)

Y3HanTe noppobHee o cepBuce

be3onacHas anekTpoHHasa NoyTta
C 3KCNepTHOU noapgepXKou no nognucke

CepBuc 3aWwmTbl 3NEKTPOHHON NOYTbI PUILTPYET HENEMUTUMHbBIE NUCbMAa, COAEPXaLUNe QULLIMHT,

cnam n BpegoHocHoe 0. besonacHble NMcbMa AOCTaBASIOTCS Ha YCTPOWCTBA NOMb30BaTENEN.

Bce TexHnyeckne paboThl — Ha Hallewn cTopoHe. Bca Heobxopmnmas ansg padboTbl CEPBUCa

MHPPACTPYKTYpPa Pa3MeLLaeTCs Ha BbIYUCIUTENbHbIX MOLLHOCTAX «PocTtenekom-Conap».

Cratuctuka no GULLINHIY 1 cnamy

719%

CpaboTaBLUMX CNOXHbIX Knbeparak
peanmnayoTcs Yepes GULLINHE

Pewaemble 3apauu

MunHumMmnsauma puckoB atak
C UCMOSIb30OBAaHUEM 3MEKTPOHHOW MOYTbI

[lncbma, cogepxaume GULLINHP

n BpeaoHOCHoe 10 6noKMpyoTcH

Ha aTane QOCTaBkKW, MO3TOMY COTPYLOHWKMN
HE KOHTaKTUPYIOT C OMAaCHbIMU CCbINKamMm
N BNOXEHNAMWY

3awmTa COTPYOQHUKOB OT BUPYCOB
n sBpegoHocHoro MO

Cepsuc pacnosHaeTt 99,9% Tnnos BNPYyCOB
1 MO3BOMAET COTPYAHMKAM NOAy4YaTb TOMbKO
6e3onacHble NMcbMa

CxemMa pyHKUMOHUPOBAHUSA CEPBUCA

fg] U

YcTponcTtea NouToBbLIN
KNUeHTa cepsep

KnioyeBble npenmyLlecTea

JKcnepTHasa HacTpowmka

bnarogapsa TOHKO HaCTPOEHHbBIM MpaBuiam
dUNbTpaUMnM COTPYOHVKAM NPUXOAAT TONbKO

nerntTmMHble NMnnCbmMa

YCTOMYMBOCTDb K Harpyaskam

CepBuc paboTaeT gaxe npw 60obLon
garpyake, nposepsaa 0o 1 000 000
MMNCEM B 4ac

84%

BXOOAWNX NMMCEM coaepXaTt Criam

N3baBneHmne oT cnama
B MOYTOBOM SLLUKE

CnamMm-coo0bLeHNs GUNbTPYIOTCS

C MOMOLLIbIO KOMMIEKCa anropuTMoB

N nonapatoT KapaHTYH, YTOOb

He OTBNeKaTb COTPYOHUKOB OT PaboThl

OnTumMnsaums paboyero BpemMeHu

VT- n VIb-cneumanncTtbl OCBOOOXOAOTCA OT
PYTUHHbIX 3aday, CBA3aHHbIX

C O6CNyXMBaHNEM 3aLLNTbI MOYThI,

N MOTYT YOENUTb BPEMSA Pa3BUTUIO

On3Heca

OuwnHr —[t, E]—o

JlernTUMHbIN TPaPUK D)

Cnam —8—0

S,
| BpepoHocHoe MO —m—o

NHTepHeT

bbicTpas obpaboTka

ANropUTMbl 3aLLUMTbI SNEKTPOHHOW
NOYTbl ObpabaTtbiBalOT BXOOALLNE
MMCbMa 3a AeCATKN MUMIUCEKYHA

KpyrnocyTtoyHasa nogaepxka

Texnoooepxka BCerga Ha CBAsy A4
PELLEHNS BOMPOCOB U KOPPEKTUPOBKM
cepBMCa Nnod U3MEHVBLLNECSH
ON3HeC-TpeboBaHUS
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3awumTa oT PULLKHra
N WnNppoBanbLINKOB

Y3HaTb nogpo6bHee o peweHnu

KoMmnnekcHasa 3awuTa
C NPOBEPKOU Yrpos
Ha cCeTeBOM YPOBHE

PelleHre no3BongdeT 61oKMpoBaTh QULLVHE 1 LUIMGPOBANbLLMKA 00 nonanaHng
Ha KOMMbKOTEPDLI COTPYAHMKOB U MpenoTBpallaTh MomnbITKM PacnpoCTpaHeEHNS

B CETWN KOMMaHUW. BCTPOEHHbIE NPOLECCHl OOYYEHNA COTPYAHUKOB PearnpoBaHnio

Ha OEVNCTBUYA KI/I6epI'IpeCTyI'IHI/IKOB OONMONHAKOT 3alTHbIE CPpencTBa N CBOOAT

K MUHUMYMY YrPO3bl 6€30MaCHOCT KOMMaHWN.

Cratuctuka no ¢UInHry n wndposanbsLimkam

76%

0OoN4d atak C NCrioJib30OBaHNEM CI)I/ILLII/IHFa

Pewaemble 3apauu

3awmTa OT NodbIX TUNOB PULLMHra
N WndppoBanbLUMKOB

KomMnnekcHas salimta novToBOro kaHana

N NepUMETPa CETW, OOMNONMHEHHAs NPOBEPKOW
NogoO3pPUTENbHbBIX GannoB B N3ONMPOBAHHOM
cpene, NOMOoraeT NpPeaoTBPaTUTb AENCTBIA
KNOepnpecTynHUKOB

O6yuyeHne CoTpyoHMKOB MeTogam
BbIIBIEHUSA N pearnpoBaHmsa Ha GULLINHF

PerynapHoe nosbllleHe 0CBEOOMNEHHOCTHN
N TRPEHWHI I MO3BONAOT COTPYAHMKAM
KOMMaHWK pacno3HaBaTb GULLKHT,

He nepexoauTb Mo NOAO3PUTENbHBIM
CCblfikam U He 3arpyxatb BpegoHocHoe 10

KnioyeBble npenmMyLuecTea

JkcnepTunsa «Poctenekom-Conap»

Hawwm cneymanmcTbl NOMHOCTbIO
AKCNNyaTUPYIOT PELLIEHE MO 3almnTe

OT PULLIMHIa 1 LWINGPOBAanbLLMKOB, BKOYAs
HACTPOWKY MOMUTUK 1 Pa3paboTKy MpaBus

ONOKU POBaHNA HOBbIX MaCCOBbIX

N TapreTnpoBaHHbIX aTak

PerynuposaHune o6bema 3alnThbl

B pamkax pelieHna BO3MOXHO BblOpaTh
HEOOXOOMMbIV YPOBEHb 3aLUTH

B 3aBUCMMOCTM OT BU3HEC-TPebOBaHUN
opraHn3aLmnm

Kaxagble 11 cCeKyHA

KOMMaHWM 3apaxatoT LWnppoBanbLLKamMu

14

N

MHD,MBMD,yaJ'IbHaﬂ agantauund nosinTuk,
cncTtem M npoueccoB 3allnTbl

CpencTBa 3alyThl HACTPaMBaKOTCH

C YY4ETOM OCOBEHHOCTEN NHPPACTPYKTYPb!
OpraHn3aLmmn, CyLLECTBYIOLLMX MPOLECCOB
N CLEHapMEB pearnpoBaHus

CHMXeHune 3aTtpart Ha NOCTPOEHNE
N 3KCnyaTauuio CUCTEMbI 3alUUTbI

CoOBOKYMHag CTOMMOCTb BnaoeHus
KOMMMIEKCHbBIM PELLIEHNEM HIXE,

4eM Mpu TPaanLMOHHOW UHTErpaLmm
0O0opyaoBaHUA 1 NOCHEeayoLLEN
TEXHNYECKOW nopgaepxke

EovnHasa Touka gocTtyna

[1ng koHTpong paboTbl peleHns OOCTYMHbI
BUOXETbI V1 OTYETbI, MO3BONAOLLME NOMNYYUNTb
aKTyarnbHble OaHHble B Ntoboe ynobHoe
BpEMS

KpyrnocyTtouyHasa TexHudeckas nognepxka

BblgeneHHble NHUM TEXHUYECKOWN
NOOOEPXKM 1 OEXYPHaa CMeHa aKCnepToB
MOMOTaloT PEeLlaTb BOMPOChI MOMb30BaTENEN
B pexume 24/7
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3awmTa
OHNanH-PECYPCOB

Y3HaTb noapobHee O peleHnm

becnepebonHaa pOCTYNHOCTL
1N 3alMTa OHNTaH-PEeCcypPCcoB
KOMMNaHUK

4

PeweHne gng 3awmTbl OHNaMHa — 3TO KOMIMIEeKCHas
MHOrOCTyneH4aTas 3alimTa Beb-pecypCoB KOMMaHUM

OT B3nomMoB 1 DDoS-arak, koTopas rapaHTupyeTt 6€30MnacHOCTb
N 6ecnepebonHyo OOCTYNHOCTb PECYPCOB KITMEHTaM.

PeleHne NnpeocTaBndaeTCd no noarncke N He Tpe6yeT KarmmTalbHbIX

3aTpaT Ha 3aKyrnKy, BHEOPEHNE N IKCnnyaTauumio 0O0PYaOBaHNS,

a Takxe copepxaHue wTtata VIb-cneumanmcTos.

CraTunctumka no yrposam gJis OHNanH-pPeCcCypCcoB

77%

KPUTUYECKNX KnbepunHunaoeHtos B 1 kBapTane 2022 r. 6bI1/10 CBS3aHO C arakamu

Ha OHNaMH-PEeCYPChbl POCCUNCKKX OpraHn3aLnm

Pewaemble 3apauu

ObecneyeHne gOCTYNHOCTM BCEX
OHJTaNH-CEPBUCOB U MNPUITOXEHUN

PelueHne no3BongeT nsdexartb
HeOOCTYMNHOCTM BEO-PECYPCOB

N NPUNOXEHUW, MOCKOSbKY aHanma
Tpaduka 1 pearmpoBaHne
OCYLLUECTBNATCHA KPYrNMOCYTOYHO

3awmTta MHPPACTPYKTYpbl N obecnevyeHme
HEMPEPbLIBHOCTU BU3HEC-NPOLLECCOB

B cnyvae aTtaku Ha kaHan mnm
NT-MHOpaCTpyKTYpy peleHne npomnsBoanT
OUNCTKY BeO-Tpaduka, Npu 3TOM
NernTUMHble 3anpPOoChbl MOMb30BaTeNen
MNPOMyCcKakTCs, TEM CaMblM 0becneymBaeTcs
HENPEPbIBHOCTb PabourX NPOLIECCOB

KnioyeBble npenmMyLiecTea

KomnnekcHbIn nogxop, K peLueHunto
aKTyaJlbHOW 3agaydu

[ns 3almTbl OHNanH-CEPBNCOB

M NPUNOXEHUN 1 ObecneYeHmns

MX KPYTNOCYTOYHOW OOCTYMHOCTH
NErUTUMHbBIM NOMb30BATENAM AOCTATOUYHO
NOOKMOYMUTE OOMH NPOOYKT, KOTOPbIV
NO3BONUT Peanu3oBaTb OaHHYO 3agady

JKcnnyatauus pewweHns Ha CTOPOHe
aKCNepToB

Cneumnannctbl «Poctenekom-Conap»
MNOMHOCTbLIO AKCMYaTUPYIOT peLleHne ans
3alLNTbl OHMarHa, BKoYagd ero agantaumio
Nof crneumnpmnyeckme Beb-pecypchl
KOMMaHW1K, HAaCTPOWKY NMpaBui 3aLluTbl,
CBOEBPEMEHHOE OOHOBMEHNE MOMUTUK

Fl/
L

3awuTa Beb-pecypcoB KOMMaHUN
ot B3nomoB n DDoS-atak

Bo Bpema cnoxHbix DDoS-artak

Ha Beb-pecypcC UMK NomMbITKax B3NomMa
cpabaTblBaET MEXCETEBOW 3KPaH YPOBHS
NPUNOXEHUW, KOTOPbIN NPOMYyCKaeT Yepes
cebq BeCb Tpaduk, a Npy OOHaPYyXeHU
BPEOOHOCHbIX 3arNpOCOB GUNBTPYET Ero

CHUXeHne 3aTtpaTt Ha NOCTPoOeHne
N 3KCNayaTaumio CUCTEMbI 3aLUUTDI

CoBOKYyMNHag CTOMMOCTb BlaaeHus
KOMMMEKCHbIM PELLIEHNEM HIXE,

yeMm NMpu TPaaNLMOHHOW UHTErpaLmm
000pYyOOBaHMA 1 NOCNEnyOLEN
TEXHNYECKOW NogaepXke

3awmTa Be6-pecypCcoB U NPUNOXEHNI
Ha BCEX YPOBHAX

PelleHne sayaeT kaHanbl

n NT-MHQpacTpykTypy, rae pacrnonoXeHsb
OHNarH-pecypchl, 0T DDoS-aTtak ypoBHeW
L3/L4 v L7

prl'ﬂ OCYTO4YHadA TEXHUYECKad nogaep>XXkKa

BblageneHHble NUHNK TEXHUYECKOW NOAAEPXKM
N OeXypHas CMEHa dKCNEePTOB MOMOTatoT
peLLaTb BOMPOChI NONb30BaTENEN
KPYrNOCYTOUYHO B pexume 24/7
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[lpenmyulecTBa
CcepBUCHOU Moaenwu

z S

[JOCTYynHOCTb SKOHOMUS
KpyrnocyTo4Hbin MOHUTOPWHE 1 3aLlmTa OTCyTCTBME PaACcXOOoB Ha OO60pYyLoOBaHNE
BO BCEX YACOBbIX MNOACax 6e3 orpaHuYeHuUn 1 NepcoHarn, NepeBo KanmtanbHbIX

M3OEPXEK B OnepaLmoHHble

O oo 00000
O ww. (|' q- &?—pﬂ
0 ww N
e ocTh DKCNEepPTHOCTb

becnepebonHas paboTa BCeEX CEPBUCOB Jkennyatauvs v NOAREPXKa CEPBUCOB

33 CUET PEBEPBUPOBAHS AaHHbIX npopeccroHanamMmm C y4eTOM akTyalbHOro
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