WEB AntiBot
oT Solar Space

0719 3allnTbl caTa OT OOTOB
N aBTOMaTU3NPOBaHHbIX NPOrpamMmm

WEB Antibot 6nokupyeT BpegoHOCHYIO akTUBHOCTb NoBeaeH4Yeckmnx 60ToB, aHanm3npys
LNPPOBOUN OTNEeYaToK Nosib3oBaTensd No MHOXECTBY Noka3aTeneun



42% Tpaq)m KA B MHTepHeTe BpemeHHast HeAOCTYMHOCTb

UNn 3amepnieHne paboTbl canTa
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NMONCKOBbIX CUCTEM .
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OAHHbIX 1 HPOPMaLLIUM O LieHax

AN AEMNVHFA (3aHXKEHWS LieHbI) CHW>KEHME KOHBEPCUM caliTa 1 yrposa N

ero nonagaHua B 6aH NONCKOBbIX CUCTEM
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MaccoBoe OpoHMpoOBaHNE TOBaPOB >
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PanbLUMBbIE OT3bIBbI

65% 0O0TOB BpeadaT BebO-pecypcam
. .
SRERIDORICA N el 41 h N HeraTMBHO BNUSIIOT Ha ON3HEC:

[laHHble n3 otyeta Akamai 3a 1 nonyroane 2024 r.



https://www.akamai.com/newsroom/press-release/bots-compose-42-percent-of-web-traffic-nearly-two-thirds-are-malicious

Y10 rpo3uTt busHecy 6e3 3awuTbl canTta oT 60TOB

HepobpocoBecTHan
KOHKYPEHLUSN

YTeuku gaHHbIX, Wwrpadbl
N penyTaunoHHbIE PUCKMU

CHmKeHue NnpudbIn
OT OHNTaH-MNpoaax

1. MHOXeCTBeHHbIe 3anpochbl 1. ABTOMaTU3NpOBaHHbIE NPOrpamMmbl 1. KOHKYpPEeHTblI MOTyT 3anyckatb 60TOB-

OT 60TOB NPUBOAAT K MeaJIEHHOW
paboTe NN HegoCTYMHOCTHU
cauTa.

2. PeknamHble 6rogykeTbl yXoaaT
Ha 6ecrnonesHbIin Tpapuk
N3-3a KJINKOB 60TOB
No 0ObABNEHUNAM.

3. MaccoBoe bpoHuMpoBaHmne
TOBapPOB W OHJTANH-3annceun
6oTamMu genaet nx HegoCTYMHbIMU
ON1RA peanbHbIX KNNEHTOB.

C NOMOLLbIO Nepebopa naponen
nosy4yaroT 4OCTYyNn K MHpopmMaumm
O Nonb3oBaTensax Bawero camTa.

. 3ﬂ0yMbILIJJ'IeHHI/IKI/I C NOMOLLbIO 60TOB

KONMPYOT MHPOpMaL KO C pecypca,
CO34al0T ero Konu U NCNoNb3yroT
ona MolleHHM4YecTBa.

. Cnam-60Tbl OTNPaBNAOT 3aNpocChl

B $OpMbl OOpaTHON CBA3N
NN OCTaBNAKT KOMMEHTapum
C QULLNHIOBbIMU CCbINNKaMW
Ha onacHble pecypcChbl.

napcepo., 4YTobbl cobupartb
MHPOPMaLO O LileHaX

N yCTaHaBIMBaTb OOJiee HU3KYHO
CTOMMOCTb Ha CBOW TOBapbl N YCAYTI.

. bOoTbl ocTaBNAT ¢panblUMBbIE

OT3blBbl, CMMaMAT B KOMMEHTaPUAX
N1 Fly6J'II/IKyI-OT NPOBOKALMOHHbIE
BbICKa3blBaHUA.

. «YTeKlune» HoMmepa TenedpoHOoB

BalLUKX Nosib3oBaTesienn MoryT
NCMOJIb30BaTb KOHKYPEHTDI

ONsA nepemMaHnBaHNA KIIMEHTCKOW
6asbl.



MHorune aymaioT, YTO NOCTaBUTb CaUT Nop, 3aLlUTYy — 3TO C/TIOXKHO, AOPOro v A4oro.
Mbl Nnpepnaraem peLwieHue c n

WEB Antibot noaknto4aeTca ¢ cepsBrcom
WEB AntiDDoS pna gpoctumxeHus
HanbonbLuen apPeKTUBHOCTU KOMMITIEKCHOM

3awmTbl oTr DDoS-aTtak n «nnoxmx» 6oToB

bbicTpoe nogkntoveHmne — 20 MUHYT
OT perncTpaunm B IMYHOM KabMHeTe
00 Havana paboTbl 3aWnTbl Ha canTe

Poccuiickoe pelueHne — BHECEHO [OocTynHasi CTOUMOCTb —

B PeecTp oteyectBeHHoro MO Tapudbl o1 1800 pybnein B mecaL,
3a KOMMNEKC YCnyr

WEB AntiDDoS + WEB Antibot




WEB Antibot paboTaeT c ncnonb3oBaHNEM NCKYCCTBEHHOIO MHTENIIEKTa

Bxopawun Tpadpuk
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WEB Antibot nogknio4vyaeTtcda BMecTe ¢ cepBucom WEB AntiDDoS
ANa ontTuMmanbHOM 3alWnUTbl BeO-pecypca

Ha 1 aTane cuctema otpaxkaet DDoS-aTaky, HanpasneHHbIe Ha Neperpys3Ky cepBepa.
Ha 2 atane Tpadpuk npoxoanTt aHanns n punbtpaumnto ona 61okmposkn 60TOB.

ba3oBad 3awuTa

OnTumanbHas 3awmnTa J HPOD,BI/I HYyTad 3allluUTa

OTtpaxeHune DDoS-aTtak Bce, uto B basoson sauwure + Bce, uto B
Ha caiiTbl 1 BeG-NpunoXxeHus

+

3awmTa oT cnama n DDoS-aTak, [MpepoTBpalleHe B3fioMa 1 NOgMEHDbI
onokupoBka 60TOB KOHTEHTa cCanToB 1 BEO-NPUIOXKEHN
WEB AntiDDoS
©@ WEB AntiDDoS WEB AntiDDoS
© WEB Antibot WEB Antibot

WAF Lite



bonbLwwon BbiIOOp TapndoB Ang NPOCTbIX
CaiTOB U UHTEPAKTUBHbIX BEO-NPUNOXKEHNN

@ E>xemecsidHbIM NNaTe)X = njaarta 3a KoJim4ecTtsBo
OOMEHOB + naTta 3a OUYULLEeHHbIN TpaduUK

NMopgkniovyeHune cepsuca - 0 pybnen,
E o B exxemeca4yHoOM nnartexe YUnNTbIBaltOTCH NMNOCEeLLEeHNA
XKEMECHAHHDIN NNATEX 3a KOMIMNJIEKC peanbHbIX NONb3oBaTENEN N NONE3HbIX POOOTOB MONCKOBbIX

WEB AntiDDoS + WEB Antibot — o1 1800 pybnen c HAC cucteM. BoTbl M TpadmK aTakum He YUUTbIBAIOTCS.

Bbl nony4aeTte

ﬁ boHyc

1 2 3

aBTOMaTU3NPOBaHHbIN yOOOHbIN NMNYHbIN KAOUHeT Texnoapepikka BecnnaTHoe ckaHupoBaHue Be6-
pecypca g BbidBEHUS yTe4yek

NTIOrMHOB 1 PULLMHIOBbIX CaNTOB

cepBuUC 3alnTbl BeO-pecypca ONK ynpaBneHuna ycrnyrom oHnamH B 3aBMC/MOCTMU
ot 6otoB n DDoS-aTak C HarngagHbIMU oTyeTamMm OT BblOpaHHOro Tapuda




[lopbepuTte Tapud ona ceoero camTta

(9@ KakBbibpaTb Tapud:

e 1-5 MOuT/Cc — pnNa NpocToro canTa-BU3UTKMN C KOHTaKTaMU
e 10-30 M6uT/c — pnga kaTtanora ToBapoB U1 YCNnyr

0e3 BO3MO>XHOCTU OHTaH-MNOKY MKW

() 2ypoBHa NnoaaepXKK:

e 0T 50 MOuT/Cc — ONa MHTEPHET-MarasnHOB M KPYMHbIX CaATOB

Obbem O‘-II/ILIJ,GHHOFV YpoBeHb
Tpaduka Texnonnep>XXku
1 MouT/c

5 MouT/c

10 M6uTt/c

30 MéwuTt/c

50 Moéut/c

100 M6ut/c

CtaHpaprT, py6/mec
3a komnnekc WEB
AntiDDoS+WEB Antibot

1800
5400
9 000
14 400
18 000

27 000

e CtaHpapT — 8 YacoB B iEHb, TONbKO OyaHK
e JOKCNepPT — KPYrNnocyTO4HO 03 BbIXOOAHbIX

OkecnepT, pyo/mec
3a komnnexkc WEB
AntiDDoS+WEB Antibot

5400

14160

20 040

27 000

32400

42 000



[lpouecc 3aWwmTbl aBTOMaTU3NPOBAH:
HaLl KTUEHTbI CTaBAT cauTbl NoA 3aluTy
0e3 npuBnevyeHunsa NT-cneuynanmncros

[Mpobnema [Mpobnema [Mpobnema

NHTepHeT-MapKeTonor cetn canoHOB KpacoTbl Bnapgeney, cTpaxoBon KOMMaHU NHTepHeT-marasmH uBeToB
oTcnegun CHMXXeHne NHTepHeT-Tpadpuka ns- obpaTuncs ns-3a HeraTUBHbIX 1 NOJAPKOB CTOJIKHY/CS C MaCcCOBbIM
3a nageHus no3numim camta B NOUCKOBOM KOMMEHTapueB Nosfib3oBaTenemn pesepBupoBaHNEM TOBapOB.
Bbligaye. [pn aToM BnagenbLbl perynsapHo B MHTepHeTe. MHorme nucanu, 4To He MoryT PeanbHble nokynaTeny He MOrnu
BKSlagblBanu cpencTsa B OHManH- 0POPMUTb YCINYrv OHNamH, MOCKOSbKY 000aBUTb NX B KOP3UHY 1 0POPMUTDb
npoaBMXKEHME. He ygaeTcsi NPOnTM Kanuyy. 3aKkas.

Okaszarnocb, 4TO 3HaYUTENbHYIO YaCcTb Tpaduka Cepsuc WEB Antibot aHanuaunpyet Tpadpuk WEB Antibot npoaHanuaunpoBan

Ha canTe cocTtaBnanu 6oTbl. OHM NpoBOAUNU n GUNbTPYyeT Nonb3oBaTesien Ha OCHOBe noBefeHne Nonb3oBaTeNen, BbiIBUN
MaJi0 BpeMEHU Ha MaBHOM CTpaHuLE, STUX OaHHbIX, NOKa3blBada Kanyy TOSbKO Mpwu 1 3abnoknpoBan Tex, Yo AENCTBUS
He noceLwanu gpyrme pasgesnbl. 9TO HEraTMBHO noao3puTesibHbIX 3anpocax, MOXOXXNX Ha He CBOMCTBEHHbI YenoBeky. MaccoBble
BNINSINO Ha Noka3aTenn, KoTopble OUeHMBaloT 6oToBble. Hepes MecsL, Ncnosib30BaHNS OTMEHbI 3aKa30B MNMpeKpaTnincCob,
MOUNCKOBbIe cucTeMbl. PaboTa 3alwmTbl CHU3UNA cepBuca BblIPOCM OHNaNH-MPoOaXwu, N HacTodlwmne nokynarteam noayyvmnnn
o6beM «nycToro» Tpaduka, u CanT BEPHYICS a nosib3oBaTeNnim canTa Hanucanu AOCCTYN K TOBapam.

B TOIN NMNONCKOBDbIX 3alrpoCOB. NOJTOKNTEJIbHbIE OT3bIBbl B CETI.



OpraHusoBaTtb 3aWUTy canTa — rNpPocTo

|9 Ql MooknioveHne
=~ 1 HacTpoiika \3

BbibepuTte 1 onnatute B IMYHOM KabnHeTe
HY>HbIN Taprd. C NOMOLLbIO NPOCTbIX

PeerCTpa LLNA MHCTPYKLMI B Gase 3HaHUM MocTaBbTe

PECYpC Mof, 3aLLMTY. MOHUTOPUHI

Cucrema KpyrinocyTo4yHoO
npoBepseT 4OCTYNHOCTb BED-
pecypca 1 aHanusnpyeT TpaduK.
3aLimTa HenpepbIBHO GUNBTPYET

& ooT1oB 1 nogasnsaeT DDoS-ataku
Ha caunT.

Bbl MOXXeTe 3apermctTpupoBaTbCs
B JINYHOM KabuHeTe
CaMOCTOSATESTIbHO NN OPOPMUTb
NoANUCKY Yepe3 MeHeokepa.
CepBuc gocTyneH gigd
ropUANYECKNX N PU3NYECKUX NTNLL,
camo3aHAaATbIX n UT'1.

bbicTpoe BHeppeHne — okono 20 MMUHYT OT pernctpaumnm B IM4YHOM KabuHeTe o HaYvana paboTbl 3aluTbl Ha canTe



OcTtaBnsunTe 3as1BKy .
Ha KOHCY/IBTaLMIO MNopkniovyanTte peweHue Solar Space

3almnTTE Ball CanT NPAMO cenyac

™M solarspace(@rt-solar.ru

@ rt-solar.ru/space

LleHbl B npe3eHTaumm ykasaHbl ¢ HOC. OToT maTepuan He aBnaeTca nyonmyHom opepTomn


https://rt-solar.ru/space/

