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«PocTtenekom-Conap» Ha pblHKE KMbepbe3onacHOCTH
3awmuiaem undpoBoe byayuiee Poccuun

Nel 1400+ 750+

Ha PbIHKE CEePBUCOB 9KCMNEPTOB Mo

opraHusaumm
KnoepbesonacHOCTH KnoepbesonacHOCTH P 4

nopg, 3almnTon

2477 600+ 110+ wnen

obecneyeHmne peann3oBaHHbIX aHanM3npPyeMbIx
KnoepbesonacHOCTH NPOEKTOB B rof, COObITUN B CYTKN
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«Poctenekom-Conap» - rapaHTua knbepbesonacHoOCTH

Mbl o6ecneunBaem n rapaHTMpyem Haw komnnekcHbin nogxopn ELGetER
KnbepobesonacHoCTb [:XeJelgzla IV kLTINS B ceba aHanun3 yrpoa, npegoTBpalleHme

OT Manoro 6usHeca ao depepanbHbIX OPraHoB BTOPXEHWN, NOCTPOEHNE M IKCNAyaTaumio CUCTEM
BnacTu. Hawwm texHonornm n pacnpegeneHHbie KnbepbesonacHOCTH, YTO AaeT HaM BO3MOXHOCTb
NO BCEW CTPaHe LEeHTPbl KOMNETEHUNIM MNO3BONSIOT HeCTU OTBETCTBEHHOCTb 3a 3alnTy OT

Ham paboTaTb B pexume 24/7. COBPEMEHHbIX KNbepyrpoas.

@ =

[1ns opraHos g KoMMepyeckmnx [na HaceneHus
BnacTu KOMMaHnn

EnmHas Touyka OTBETCTBEHHOCTU [lapTHEpP, rOTOBbIN LleHTp akcnepTm3bl U MOMOLLHUK
3a Knoepbe3onacHOCTb LndpoBON B3Tb OTBETCTBEHHOCTb MO NOBbILLEHNIO KNOEPTPaMOTHOCTH
TpaHcOopMaLMN OpPraHOB BflacTu 3a Knoepbe3onacHOCTb KOMMaHUK N 3alMTEe OT UHTEPHET-YIrPO3

t Poctenekom
3 Conap



C60p fgaHHbIX N KOHCaNTUHI

TexHONOrnn
N MHCTPYMEHTbI 3alLNThI

AHanM3 3aWmLLEHHOCTM N NPOBEAEHME
TECTUPOBAHUN Ha MPOHUKHOBEHNE

KOHCanTUHI 1 KOMMAEKCHbIA ayauT CUCTEM
6e30nacHOCTH

PagpaboTka cTpaTermm pasButuns
Knéepbe3onacHOCTN U AOPOXHOW KapThbl

BbicTpanBaHme npoLeccos
knbepbe3onacHOCTH

ObecneyeHne COOTBETCTBUSA
TPpebOoBaHNAM PErynaTopoB

OnarHoCcTNYEeCKNM MOHNUTOPUHT

OueHka TEKYLLEro COCTOSAHMUS
Knéepbe3onacHOCTN B OpraHmMaaumm

* 3awmTa nepumeTpa, pabounx CTaHUMN,
6a3 gaHHbIX, MOYTbl, MPUNOXEHNN
n Be6-CepBUCOB

* 3awwuTa KaHanoB CBA3N
*  3awmTa ny6anyHbIX U rmbpunaoHbIx 06Nakos

* YnpaBneHue gocTyrnom
K MHPOPMALNOHHBIM CUCTEMAM
n ayTeHTndumnkauma nonb3oBaTenen

* 3awmTa OT BHYTPEHHUX yTeuek

* BbiCTpamBaHMe NpoLeccoB 6e3onacHoOn
pa3paboTkm

[MoCTpOeHne KOMMIEKCHOM 3alnTbl Ha base
COBCTBEHHbIX MPOAYKTOB, cepBMcoB Solar MSS
N PELUEHNI CTOPOHHUX NAPTHEPOB

KomnnekcHbin noaxop, «Poctenekom-Conap»

[logTBepXaoeHHas rOoTOBHOCTb K OTPaXeHuto kKnbepaTtak

ObecneyeHune

KnbepbesonacHOCTH

YnpaBneHune knbepobe3onacHOCTbIO

3awnTta OT BCEX BUOOB KMbepartak,
MOHUTOPWHI NHUMOEHTOB

AHanus yrpo3 n3 BHEWHeN 06CTaHOBKM
KomMnnekCHbIN KOHTPONb 3aWULLEHHOCTH

[poBeneHne KnbepyyeHnn ons
CreumanmcToB No Knbepbe3onacHOCTH

MNoBblweHne kBanuoukaumm n
OCBEOOMMEHHOCTU COTPYAHUKOB

TexHunveckasa nogaoepxka v
COMNpPOBOXAEHME CPeacTB 3awuThl

ObecneveHne knbepbe3onacHOCTH
¢ nomoubio Solar ISOC - ueHTpa
NPOTUBOOENCTBUS KnbepaTakam

BbicTpanBaHue apxmTekTypbl Knbepbe3onacHOCTH
C y4eTOM BU3HEC-NPOLLECCOB OpraHM3aumm
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[TonHbIN LUKN ob6ecnevyeHusa Knbepobe3onacHOCTH

Ayant
N NnpuBeaeHue
B COOTBETCTBUE TpeboBaHUAM

2kcneptusa «Poctenekom-Conap»

EavHag Touka oTBETCTBEHHOCTHU
co cTopoHbl «Poctenekom-Conap»

N MNOMHbIN KOHTPOJIb CO CTOPOHbI

PaspaboTka

l— cTparteruu —l

NHTerpaunoHHasa Mmogenb CepBucHas mogenb

TecTnpoBaHue OTcnexuBaHue beicTpoe
N3MEHEHNN nogkno4veHmne
M
BrHepgpeHune [locTpoeHne YcTpaHeHue HenpepbiBHas
N HacTpownka neduumTta 3awmTa
pecypcoB

|—> PasBurtue 4—'

TexHn4yeckad
nogaepxka
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YrnyoneHHas akcnepTnada no KnbepobesonacHOCTH

Iyywmne komneTeHumMn No NPOTUBOOENCTBUNIO Knbepatakam

- -
3awmTa OT atak nboro PerynspHbin obmeH
YPOBHSI CITOXHOCTH nudopmaumen ob atakax
« 300+ oTpaxeHHbIX aTtak « C poccumnckumm
npodeCcCnNoHanbHbIX N MeXayHapOAHbIMU OpraHn3aunsiMm
knbepnpectynHukos B 2021 roay (FinCert, T'ocCOIMKA, HKLKW, First)

cunamm skeneptos Solar JSOC + [lopgknioyeHne K akTyanbHbIM 6a3am

yrpos

JkcnepTusa 1 NOCTOSIHHOE N3y4YyeHne
HOBbIX YrpO3

+ CobcTBEHHaa nccnegoBaTenbcKas
nabopatopusa Solar JSOC CERT

« ExepHeBHO akTyanmanpyemas 6a3sa
Threat Intelligence

JlabopaTopust kKnbepbe3onacHOCTH
ACY TN

Myywine KoOMNeTeHUMN NO NOCTPOEHUIO N IKCANyaTaUumMm CUCTEM Knbepbe3onacHOCTH

NcTopun ycnexa BO BCEX OTpacnsx Jlyywas TexHnyeckas

9KCMEepPTU3a Ha PbIHKe
+ Peanunsauns npoekToB B OpraHnsauusax

noboro macwTaba + CO6CTBEHHbIE NPOOYKTbI — NMAaepbl

- TMocTpoeHue cuctem B CBOWX CErMEHTaxX

knbepbeszonacHOCTN NHBOro ypoBHs « 2kcneptunsa no 60 poccnnckum
CNOXHOCTU N 3apybeXHbIM TEXHONOMMAM

MHoroob6pasue cepBmcosB
KnbepbesonacHOCTH

* YoobHoe 1 MrHOBEHHOE MOoaKMlYEHNE

+ Bo3moxHOCTb BbibOpa Habopa ycnyr
N CEPBUCOB B 3aBUCUMOCTU OT
pelaemblx 3agay

PocTtenekom

Conap



I'lnueHsunmn «Poctenekom-Conap»

. — Ha NnpoBeaeHne padoT, CBA3aHHbIX C UCNOMb30OBaHNEM CBEAEHNIN, COCTABNSIOLLNX FOCYAAapPCTBEHHYIO TalHy
. — Ha pa3padboTKy, NPOU3BOLACTBO U pacnpoCcTpaHeHmne wndposanbHbIX (KpunTorpapuieckmnx) CUCTem

. — Ha OesATENbHOCTb NO TEXHNYECKON 3alunTe KOHPMaeHUmManbHOCTU MHGopmaumm

. — Ha OeaTenbHOCTb MO pa3padoTke N NPOM3BOACTBY CPEACTB 3alLnNTbl KOHOMAEHLMANBHON MHPOPpMaLNK

- OIGIPCI@elele’l% — Ha OCYLLECTBNEHNE MEPONPUATUN U (MNN) OKa3aHne ycnyr B 06nacTu 3awunTbl rOCygapCTBEHHOM TalHbI
(B yacTn TexHNYeCcKon 3awmTbl UHGOPMaLUn)

.- leapCl@lelele’l” — Ha NpoBeaeHME padboT, CBA3AHHbLIX C CO3AaHNEM CPEeaCcTB 3alnTbl MHGOPMaLMn
- WIZEIelsTe]oleli SR ReIele 1% — Ha NpoBeaeHMNe paboT, CBA3aHHbIX C CO30aHMEM CPeaCTB 3awmTbl HPoOpMaumnu

. (eI EINEE RO ReTeel’]Y B pamKkax [[0cCOlNKA o BlaumoaencTemmn No npeaynpexaeHuio knbeparak

VIRV R NelaIleaa =N CEIVIEY 0 6 pa3oBaTE NIbHOW OEATENBHOCTU
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[loucytctBne «Poctenekom-Conap»
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PeweHMe 3apady HauMoHabHOro mMaclwTaba
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OpraHunsaumnsa 6e3onacHoOro UHTepHeTa
B 45 O00 wkon no Bcen Poccum

CospaHne cnctemnl 3awmTbl ons npegocTtaBneHus
©e30nacHOro MHTepHeTa B 0bpa3oBaTefbHbIX
yypexaeHuax B 85 cybbektax Poccunnckonm Gegepaumm

Ob6ecneyvyeHue 6e3onacHOCTU YeMnuoHaTa
Mupa no ¢ytoéony FIFA 2018

Oka3aHune onepaumoHHbIX CEPBUCOB
KnbepbesonacHOCTN n obecneveHne
B3anmopencteusa ¢ FocCOIMKA Ha pa3nnyHbix 0bbekTax

KomnnekcHaq 6e3onacHoOCTb
ana eHnpokypatypbl PO
Pa3BuTue 1 TexHmyeckasa nogaepxka sameHHoN

CeTn NO BCEN CTpaHE N obecneveHmne 6e30nacHOCTU
20 000 paboumx MeCT COTPYOHMKOB BEAOMCTBA

BesonacHocTb NoOcygapcTBEHHON eAnHON
o6nadyHon nnatdopmbl (FEOIT)
ObecneyeHne knbepbdbesonacHOCTN Npu NepeBoae

NHPOPMAaLMOHHBLIX CUCTEM peaeparnbHbiX OPraHoB
ncnonHutensHom snactu B EOTT

3awueHHasa ceTb
ana CypebHoro gpenapTtamMeHTa
[locTpoeHme 3alnLeHHON ceTn nepepadn gaHHbIX

MeXay reopacnpeaeneHHbIMU naoLwankamm no BCcen
Poccunu Bcero 3a nonropa

3awwuTta UT-unppacTtpyktypbl EgnHoro
npaBUTENbCTBEHHOIrO KOMMNAEKCa

ObecneveHune besonacHocTn NT-nHppacTpykTypsbl
oducHoro 3pgaHma n LO[ B HOBOM eanHOM KoMnnekce
ans ¢epepanbHbIX OpraHoB NCNOAHNUTENBHOM BfacTm

t Poctenekom
Conap



PeweHue 3agay KpynHeULWnNX pOCCUNCKMX KOMMNaHUN
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Camoe macwTtabHoe BHEAPEHME CUCTEMDI
npepoTBpaLeHus ytedek B Cbepe

ObecneveHne 6e30nacHOCTN MHPOPMAaLIMOHHbBIX
aKTMBOB BCex nogpasgeneHun Coepa

Ha TeppuTopun PO 1 MOHUTOPWHT
250 000+ paboumnx ctaHUNM

3awuTta OT BHYTPEHHUX yTeyek paga
pernoHanbHbIX NnpeanpuatTun «lasnpoma»
BHegperne DLP-cuctemnl Solar Dozor,
obecnevmparoLen KOHTPOAb KOMMYHMKaLNN

COTPYAHUKOB AN MUHUMMN3ALUNUN SKOHOMUYECKOT O
ywepba

LleHTp onepaTUBHOro ynpasfeHns u
pearnpoBaHnsa Ha nHunpgeHTbl «PCK EDC»

KomaHpa Solar JSOC nomorna 3anyctute LLOYP B
B CXaTbl€ CPOKW MO CEPBUCHON MOAENU

P

J

%
®[7

7]
il

3awmta eguHON TENEKOMMYHUKALNOHHOMN
cetn gnga otgenenun BTH
LleHTpann3oBaHHOE pa3mMeLleHne BCex

NHPOPMALIMOHHBIX CUCTEM HaHKa B €OUHOM
sawmeHHoM NT-npocTpaHCcTBe NO BCEN CTpaHe

CospaHune ueHTpa MOHUTOPUHra Kubepartak
ansa «TpybHoOMm MeTannypruieckomn KOMnaHum»

Co3aaHHbIV LEHTP OTCNEXUBAET Yrpo3bl 6€30MacHOCTU
N NpenoTBpallaeT atakm Ha MHPPaCTPyKTypy BCeX
kntoyeBbix npeanpuatun TMK

Komnnekc cepBmncoB ansg sawmTbl
'K «CoppyxectBo» oT kubepartak

«PocTtenekom-Conap» obecneumBaeT
Knbepbes3onacHOCTb Ha BCEX 3Tanax:

oT HaCTpOI;IKI/I N MOHUTOPUHIra CUCTeéM A0 akKTUBHOI O

NPOTUBOOENCTBUNA aTakam
t PocTtenekom
Conap



[TpopykToBbin nopTdenb «Poctenekom-Conap»
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Cepsucobl

- Solar JSOC - nepsbin

n KpynHenwnm B Poccum
KOMMEPYECKUN LEHTP
NPOTMBOOENCTBUSA Knbepatakam

. Solar MSS - skocuctema

ynpaensieMblx CEPBUCOB
Knbepbe3onacHOCTH
no nognucke

i)

TexHoOnoruu

Solar Dozor - npegoTBpalieHne
yTeuek nHeopmaumm

Solar webProxy - koHTpOnb
OoCTyna K Beb-pecypcam

Solar appScreener - aHanus
Koga NpUNoXeHun

Solar inRights - ynpasneHne
npasamu gocTyna

Solar addVisor -
OpraHM3auMOHHOE pa3BuTmE 1
OLEHKa NPOoayKTUBHOCTU TpyAa

NHTerpauums

Solar MiHTerpauuns

* Peanunsaumga KOMNNeKCHbIX
NPOEKTOB MO
KnbepbesonacHOCTH

* KnbepbesonaCcHOCTb OOBHEKTOB
KN n ACY TI

KnbéepnonuroH

HaunoHanbHbIN
KN6epnonnroH - NoBbIWEHNE
KBannoumkauum coTpyaHMKOB
oTpacnu knbepbe3onacHOCTH

t Poctenekom
Conap
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LleHTpanbHbIn odurc

125009, MockBa, HukuTckui ‘% |
nepeynok, 7¢1 L g

+7 (499) 755-07-70 ﬁ —

solar@rt-solar.ru




