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OO0 oTveTe

OT4eT NOCTPOEH Ha paccnenoBaHusX, MPoBeaeHHbIX komaHgon Solar JSSOC CERT ¢ mapta
2022 no mapt 2023 r. OH cogepxunT obLuyto nHdopmaumio 060 BCex TUnax MHUNMOEHTOB

N JaHHble 06 OCHOBHbIX TEXHUKAX N TakTMKax 3/10yMbILUNEHHNKOB. Bcero 3a otueTHbI Nnepmop,
6b1n10 pazobpaHo 40 MHUMOEHTOB, CBA3aHHbIX C MPOHMKHOBEHNEM B NT-nHdpacTpykTypy
pPasnnyYHbIX KOMMaHWM U opraHu3aummn.

Mbl BbIGpanu 3 OCHOBHbIX TaKTUKW, Ha KOTOPbIX 6a3npyeTcs 60NbLUMHCTBO NpaBun
AETEKTUPOBAHMSA BPEAOHOCHOM akTUBHOCTM B PasfiNyHbIX CPEACTBaxX 3awmnTbl MHGOpMaumnn.

KnioueBble uenun aTaKyrLwunx

B 38%

LLnpposaHne nHppactpyKTypbl AN NONy4YeHUs
[AeHeXHOro Bo3HarpaxmaeHus

XakTuenam

B3nom vH$ppacTpyKTyphbl C Lenblo KubepLunmoHaxa
APT-rpynnuposkamu

B 4%

OcrtanbHoe

OrTpacneBasi NPMHaANEXHOCTb NOCTPaAaBLUIMX OpraHUu3auun

B 51%
[occekTop lMpombiwneHHoCcTb Cenbckoe x0311MCTBO
B 8% ® 5%
Tenekom Toprosns u ycnyru OHepreTuka
B 3% B 3%
HKO DurHaHCbI




Kniouesble uudpbl

KENCOB CBfI3aHO B cpeaHeM TpeboBanochb 3a rop, BbIPOC/O YMCIIO
C NPOHNKHOBEHMEM XaKepoOB Xakepam Ansi BOCTUXEHNS aTaK XaKTUBUCTOB
B MHPPACTPYKTYpPY Yepes KOHEYHOW LieNn aTaku

N3BECTHbI€ YA3BUMOCTU

MNMepBoHa4YanbHbIN AOCTYN NONYYEH Yepes

B 54%

Exploit public facing application

External Remote Services

Phishing

B 4%

Supply chain compromise

Opyrue



LLindppoBaHne nHppacTpyKkTypbl
C Uenblo Nony4YyeHnsa AeHeXHoro
BO3HarpaxpaeHus

C atakamn nogo6Horo Tuna CTONKHYIMNCb KOMMNaHNN N3 CaMblX Pa3HbIX OTpaC.ﬂeVI, BKJ/1lO4ad
rOCCEKTOpP, CeJIbCKOEe XO34MNCTBO, pI/ITeI7IJ'I, BbiCLUEE O6DGBOBaHI/Ie, 6J'IaFOTBOpI/1TeJ'IbHOCTb.

e Phobos e VoidCrypt e Cring

e Spook e BitLocker e Conti

e Cobalt Strike e Mimikatz e NLBrute
e Ligolo-ng e FRPC e Impacket

e Sysinternals Suite

Initial Access (lMepBu4HbIN pocTyn)

TexHuka Donsa (%)
\ | | | | | | \
Exploit Public-Facing Application (T1190) 70%
External Remote Services (T1133) 30%

0% 10% 20% 30% 40% 50% 60% 70%


https://github.com/gentilkiwi/mimikatz
https://learn.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite
https://github.com/nicocha30/ligolo-ng
https://github.com/fatedier/frp
https://github.com/fortra/impacket

Execution (UcnonHeHune)

TexHuka = Donsa (%)

Command and Scripting Interpreter:
PowerShell (T1059.001)

System Services: Service Execution (T1569.002)

Command and Scripting Interpreter:
Visual Basic (T1059.005)

0% 10% 20% 30% 40% 50% 60%

Persistance (3akpenneHue)

TexHuka » [Dons (%)

Server Software Component: Web Shell (T1505.003)

Boot or Logon Autostart Execution: Registry
Run Keys / Startup Folder (T1547.001)

Create Account: Local Account (T1136.001)

Scheduled Task/Job: Scheduled Task (T1053.005) 5%

External Remote Services (T1133) 5%

0% 10% 20% 30% 40% 50% 60%

Lateral Movement (FTopusoHTanbHOe nepepsuxeHue)

TexHuka = [Jonsa (%)

Remote Services: Remote Desktop Protocol (T1021.001)

Lateral Tool Transfer (T1570)

Remote Services: SMB/Windows Admin
Shares (T1021.002)

0% 10% 20% 30% 40% 50% 60%

70%

70%

70%



B 6onbwmnHcTBe (70%) NpOEKTOB NepBOHavasbHbI 4OCTYMN B MHPPACTPYKTYpy Obin
peanM3oBaH Yepes ya3BMMOCTM B CEPBUCAX, [OCTYMHbIX N3 MHTepHeTa. Camon YacTon
ySI3BMMOCTbIO Takoro Tuna siensetcs ProxyLogon (kputuyeckas ys3suMmocTb B Microsoft
Exchange Server).

OHa noseonsieT peannsoBaTtb cpasy ABa BeKTopa:

®  ObICTPO NOAYYUTb AOCTYN K Nepennucke nonb3osaTenen (B TOom yncne
YPOBHS TON-MEeHeOXMeHTa) AN ee fanbHeunwen nyenukauum nnm LwaHTaxa
C TpeboBaHneM BbIKynMa;

L NMPOHNKHYTb B I/IHCI)paCprKTypy N pa3BuBaTb aTaky yXe BHYTPU CETU XEePTBbl.

HecmoTps Ha NpocToTy aKcnyaTaumm 1 Wwnpodanwee pacnpoctpaHeHne MS Exchange
Kak NpoayKTa, MHOrMe KOMMaHuM He crneluaTt 3akpbiBaTb YSA3BMMOCTb Ha NEPUMETPE,
YeM 1 MONb3YIOTCS 3M0YMbILLNEHHUKN.

B uenom o6bvem paccnepyembix Solar JSOC CERT MHUMOEHTOB C MCNONb30BaHNEM
windpoBanbLmkoB ocTancs Ha ypoBHe 2020-2021 rogos. EgyHCTBEHHOE OTNMYmne
3aknioyaeTcs B Tom, 4To B 2022 rogy B 3TOM KaTeropmm HaMmm He OblNIo 3aMEYEHO MHUMOEHTOB,
HaYNHABLUMXCH C GULLMHIOBBIX MUCEM. DTO MOXET ObITb CBA3aHO C TeM, YTO ¢ Hayana CBO
KOMMaHMM OnepaTMBHO HacTpounn 6azosoe aHTuBMpYcHoe 1O, koTopoe 3aWwnTnno

MNX OT MacCOBbIX BPEOOHOCHbIX PacCbINOK.



XaKkTnBmuam

( [ ononHNTEeNbHO NCMNOb3yeMbii UHCTPYMEHTaPUN 1
° Cobalt Strike o Mimikatz ° Impacket e AnyDesk

Initial Access (MepBn4yHbIN gocTyn)

TexHuka » [onsa (%)
Exploit Public-Facing Application (T1190)

Valid Accounts: Local Accounts (T1078.003)

Supply Chain Compromise: Compromise
Software Supply Chain (T1195.002)

0% 10% 20% 30% 40% 50% 60% 70%

Execution (McnonHeHue)
TexHuka » [ons (%)

Command and Scripting Interpreter:
Unix Shell (T1059.004)

Command and Scripting Interpreter:
Windows Command Shell (T1059.003)

System Services: Service Execution (T1569.002)

0% 10% 20% 30% 40% 50% 60% 70% 80%

Persistance (3akpenneHue)

TexHuka = Oonsa (%)
Server Software Component: Web Shell (T1505.003)

Valid Accounts: Local Accounts (T1078.003)

Account Manipulation: SSH Authorized Keys (T1098.004)

Create Account: Local Account (T1136.001)

0% 10% 20% 30% 40% 50% 60% 70%


https://github.com/gentilkiwi/mimikatz
https://github.com/fortra/impacket
https://anydesk.com/ru

Lateral Movement (FTopusoHTanbHoe nepenBuxeHue)

TexHuka Oonsa (%)
\ \ \ \
Remote Services: SSH (T1021.004) 45%
| |
Remote Services: Remote Desktop Protoco (T1021.001) 28%
| |
Remote Services: SMB/Windows Admin Shares 27%
| |
0% 10% 20% 30% 40% 50% 60% 70%

Impact (docTuxeHne uenum)

TexHuka LOonsa (%)
\ \
External Defacement (T1491.002) 58%
Exfiltration (TAOO10) 26%
Internal Defacement (T1491.001) 8%
Data Destruction (T1485) 8%
0% 10% 20% 30% 40% 50% 60% 70%

XakTnemam — rnaeHbin TpeHa 2022 ropga. C TEXHNYECKOW TOYKM 3PEHUS (MCMONb3yeMbin
NHCTPYMEHTaPUI, TaKTUKN U TEXHUKM) NHUMAEHTbI JAHHOW KaTeropum He OTnn4anmcb ocobom
CNOXHOCTbIO, OQHAaKO Mx 6bIno B 5 pa3d 6onblie B CpaBHEHMM C Npenbigywmm rogom. K [V
kBapTany 2022 roga KONMYeCTBO TakMx aTtak Hadano cHmxaTbcs. MoTuBaums xakTMBUCTOB
CTana nagatb, a YaCTb TeX, KTO OCTasICs, Hayanu NoBbIWaTbh CBOK KBanMdukaumio

N 06beoMHATLCS NOoA HavanoM NPoPeCCNoHanoB..

CornacHo Hallen CTaTUCTUKE, Yalle BCEero C atakamm XakTMBUCTOB CTankMBanuCb roCCEKTOP,
dVHaHCbI, Tenekom 1 aHepreTrka. Kak npaBuno, 3To Obiiv NONynsapHbIE OpraHn3aumm,
N3BECTHbIE LUMPOKOW OBLLECTBEHHOCTI, aTakn Ha KOTOPbIE MOTYT Bbl3BaTb PE30OHAHC.

Kak n B kencax ¢ wnopoBaHmemM, nogasnsioLlee 60bWMHCTBO aTak HaunMHanocChb

C 3KCMnyaTaumm ysa3BUMOCTEN B BE6-cepBmcax. B yacTHOCTK, B HalMx paccneqoBaHusx

Mbl BCTpEYanu B3/1I0Mbl Taknx NONynspHbIX CEPBUCOB, Kak Exchange, WowzaStreamingEngine,
Horizon, Apache, Oracle WeblLogic Server, Bitrix, Joomla, Drupal. lanee cnegosan gedenc
canTa, 6e3B03BpaTHoe WndpoBaHme (6e3 TpeboBaHMa BbiKyna) U Kpaxa AaHHbIX.



B3nomMm nHopacTpykTypbl
C Luenblo KubepLunmoHaxa
APT-rpynnupoekamu

o APT27 o APT4 e APTIO e Lazarus Group
e PlugX e Light Shadowpad e Mirage
° Microcin e GhOst Rat ° MATA Framework

e Impacket e Mimikatz e Cobalt Strike

e SharpHound e noPac e SMBScan

o Nbtscan e EarthWorm e Rubeus

e Go-SOCKS5 e Rssocks
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https://github.com/tostercx/ssocks
https://github.com/gentilkiwi/mimikatz
https://github.com/fortra/impacket
https://github.com/BloodHoundAD/SharpHound
https://github.com/Ridter/noPac
https://github.com/jeffhacks/smbscan
https://github.com/rootkiter/EarthWorm
https://github.com/GhostPack/Rubeus
https://github.com/armon/go-socks5
https://github.com/lifenjoiner/nbtscan

Initial Access (lMepBn4yHbIN gocTyn)

TexHuka = Jons (%)

Exploit Public-Facing Application (T1190)

Trusted Relationship (T1199)

Phishing: Spearphishing Attachment (T1566.001)

0% 10% 20% 30% 40% 50% 60% 70%

Execution (UcnonHeHune)

TexHuka = [fonsa (%)

Windows Command Shell (T1059.003)
Command and Scripting Interpreter: PowerShell (T1059.001)

Scheduled Task (T1053.005)

0% 10% 20% 30% 40% 50% 60% 70%

Persistance (3akpenneHue)

TexHuka = [onsa (%)

Server Software Component: Web Shell (T1505.003)

Windows Service (T1543.003)

Boot or Logon Autostart Execution: Registry
Run Keys / Startup Folder (T1547.001)

0% 10% 20% 30% 40% 50% 60% 70%
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Lateral Movement (FTopusoHTanbHoe nepenBuxeHue)

TexHuka LDonsa (%)

Remote Services: Remote Desktop 80%
Protocol (T1021.001) °

Remote Services: SMB/Windows Admin 3
Shares (T1021.002) 20%

0% 10% 20% 30% 40% 50% 60% 70% 80%

OcHoBHbIMU Lenamu APT-rpynnmMpoBOK CTann opraHbl FOCBAacTu.

B uenom nHumaeHTbl, cBA3aHHbIE C NPOHUKHOBEHNEM AP T-rpynnnpoBOK B MHGPAaCTPYKTYpPbI
KOMMNaHWM, OCTalOTCS Ha YPOBHE npenbiayLmnx net. Takke coxpaHseTcs pasHoobpasuve
CNOCO6OB NONyYeHUss NEPBUYHOIO AOCTYnNa.

OcobeHHocTblo 2022 roga aBngeTcs TO, YTO pacCcnefoBaHnin, CBA3aHHbIX C MPOHUKHOBEHNEM
B MHPPACTPYKTYpy Yepesd nogpsaHblie opraHndaunn, ctano 6onblue, YeM Yepes 3apaxeHune
Knaccnyeckmm GULLIMHIOBbIM MMCbMOM. B Hauyane roga 3noyMbIWNEHHNKM akTUBHO aTakoBasm
Hanbonee He3alMLLEHHbIX NOAPSAYMKOB U YePE3 HUX AOOUpannch 40 N3HAYasnbHbIX Lenew.
Nocne HebonbLOro 3aTuLlbs 6blN1 HOBbIN BCMIECK MOAOOHbIX aTakK, CBA3aHHbIN C TEM,

YTO OCHOBHbIE uenun xakepoB — KU — 3HaunTenbHO NOBbICUAN CBOIO 3alLMLLEHHOCTb

N 3MOYMBbILLMEHHNKAM NPULLNOCH BHOBb UCKaTb Crnabble MecTa Yyepes NoapsavmKoB.
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BbiBOAabI

e [loMMMO OCHOBHOW aKTUBHOCTU (LWNPOBAHNS UM MarHUHIa), 3N0YMbILINEHHNKN
MaccoBO pa3mMeltann MaHndecTbl, oTHocsawmecs k CBO. B utore B 5 pas BbIpocno
KONMMYEeCTBO aTak, CBA3aHHbIX C XaKTUBU3MOM.

e Camble nonynsipHblie BEKTOPbI MPOHUKHOBEHUS B MHPPACTPYKTYPY XEePTBbl —
akcnnyartaumns ys3BUMOCTEN (HaCcTO M3BECTHbIX YXXe HECKOMbKO NeT), atakn yepes
nogpsgumkos (supply chain u trusted relationship), komnpomeTtauma gaHHbIX
nonb3oBaTenen, GULLNHT.

e CkopocTb aTak n3ameHunach gpamarmyecku. Ecnu paHblue ot Bxoaa
3M0YyMbILWNEHHMKA B MHOPACTPYKTYpPY OO B3NIOMa U KPaxu AEHEr NN AaHHbIX
NPOXOANIN MeCsUbl, TO cenyac ans AOCTUXEHUSA LeNn Xakepam B CPEAHEM
TpebyeTcs 7 gHen.

e MeHee npodeccroHanbHble Xxakepbl CTann 06begnHATLCSA Nog, Hayanom
3M10YMbILLMEHHNKOB C BbICOKOW KBanudukaumen, a pasnmnyHble MHCTPYMEHTbI
ANa peanuaaummy aTak Bce Yale 6ecnnaTtHO pacnpoCTpaHaoTCa Ha dopymMax
B AapkHeTe unu B TI-kaHanax.

e Bbipocna akTMBHOCTb NponpaBuUTENbCTBEHHbIX APT-rpynnnposok.
X nHTepech! yxe faBHO He orpaHuynBaloTca depepanbHbIMU U PpermoHanbHbIMU
opraHamu Bnactu. Mbl BCTpeyaem nx B MHGpacTpyKTypax aHepreTnyeckmx
koMmnaHum 1 gaxe CMW. B To xe BpemMs Ha $pOHe NOCTOSAHHbIX KnbepaTak
coTpyaHukn b-cnyx6 ctanu BHUMaTeNbHEE OTHOCUTBLCS K MHUMAEHTaM,
4YTO MO3BOMUIIO ropasno onepaTrBHeEE BbIBNATbL 6onee NpodeCcCnoHanbHbIx
3MOYMbILMEHHNKOB N UX NepeaBuXeHne no cetu.
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